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=51>;LH85 >H81:8 

 

 

«!5C4>2;5B2>@8B5;L=>» 
 

�K?>;=5=> 4 7040=8O, A>45@60I85 3@C1K5 
>H81:8, 2K?>;=5=> <5=55 5 7040=89. 

 

 

 

 

  



"9E<DB64A<9: 
1. !B6B>GCABEFP CDB7D4@@AOI ED98EF6, BEGM9EF6?SRM4S GCD46?9A<9 D9EGDE4@< >B@CPRF9D4, 
;4CGE> CD<>?48AOI CDB7D4@@ < <I 6;4<@B89=EF6<9 E 6A9LA<@< GEFDB=EF64@< < 8DG7<@< 
CDB7D4@@4@<:  
>?5@0F8>==0O A8AB5<0; 

4@0925@; 

?@>3@0<<=>5 >15A?5G5=85; 

?@>3@0<<0; 
2. !BBF69FEF6<9 BCD989?9A<= <I ;A4K9A<S@. 

1  =>3>?>;L7>20B5;LA:85 "% 
>15A?5G820NB ?>445@6:C ?0@0;;5;L=>3> 2K?>;=5=8O 

=5A:>;L:8E ?@>3@0<<, 8A?>;L7C5<KE 2 @0<:0E >4=>9 
2KG8A;8B5;L=>9 A8AB5<K, 2 >48= <><5=B 2@5<5=8 

2  =>3>7040G=K5 "% ?>445@6820NB @568< @0A?@545;5=8O @5AC@A>2 =5A:>;L:8E 
?@>F5AA>@>2 4;O @5H5=8O B>9 8;8 8=>9 7040G8 

3 "% ?0:5B=>9 >1@01>B:8 

 >15A?5G820NB >4=>2@5<5==K9 480;>3>2K9 (8=B5@0:B82=K9) 
@568< 4>ABC?0 : 1�  =5A:>;L:8E ?>;L7>20B5;59 =0 @07=KE 
B5@<8=0;0E, :>B>@K< ?> >G5@548 2K45;ONBAO @5AC@AK 
:><?LNB5@0, GB> :>>@48=8@C5BAO "% 2 A>>B25BAB288 A 7040==>9 
48AF8?;8=>9 >1A;C6820=8O 

4 "% A @0745;5=85< 2@5<5=8  ?>445@6820NB >4=>2@5<5==CN @01>BC =0 1�  =5A:>;L:8E 
?>;L7>20B5;59 70 @07;8G=K<8 B5@<8=0;0<8 

5  =>3>?@>F5AA>@=K5 "% 
 ?>72>;ONB 2K?>;=OBL =01>@ (?0:5B) 7040=89, 22>48<KE 2 

1� , 2 ?>@O4:5 >G5@54=>AB8 A 2>7<>6=K< CG5B>< 
?@8>@8B5B=>AB8 

 3. �C9D4J<BAA4S E<EF9@4 B59EC9K<64RM4S CB889D:>G C4D4??9?PAB7B 6OCB?A9A<S A9E>B?P><I 
CDB7D4@@, <ECB?P;G9@OI 6 D4@>4I B8AB= 6OK<E?<F9?PAB= E<EF9@O, 6 B8<A @B@9AF 6D9@9A< 

 
4. �C9D4J<BAAO9 E<EF9@O CB F<CG <ECB?P;G9@OI D9EGDEB6  

>4=>?>;L7>20B5;LA:85 8 <=>3>?>;L7>20B5;LA:85 

>4=>7040G=K5 8 <=>3>7040G=K5 

>4=>?@>F5AA>@=K5 8 <=>3>?@>F5AA>@=K5 

A5B52K5, ;>:0;L=K5 

 5. �EAB6A4S HGA>J<S BC9D4J<BAAOI E<EF9@ -  

 

6. $BD@4 D4ECDBEFD4A9A<S E<EF9@AB7B CDB7D4@@AB7B B59EC9K9A<S:  
48AB@81CB82 

?0:5B 

48A: 
7. � EBEF46 8<EFD<5GF<64 �! 6IB8SF:  
?@>3@0<<K 4;O =0G0;L=>9 8=8F80;870F88 A8AB5<K 

?@>3@0<<0-CAB0=>2I8: 

=01>@ A?5F80;L=KE D09;>2, A>45@60I8E >B45;L=K5 G0AB8 A8AB5<K 

8.  97?4@9AF, BCD989?SRM<= ECBEB5 BD74A<;4J<<, ID4A9A<S < <@9AB64A<S 84AAOI A4 ABE<F9?SI 
<AHBD@4J<<  

A8AB5<0 :0B0;>3>2 



D09;>20O A8AB5<0 

A8AB5<0 ?0?>: 
9. $4=?B6O9 E<EF9@O CB889D:<649@O9 �! Windows:  

NTFS 

XFS 

FAT 

КD<F9D<< BJ9A><: 
 

�J9A>4 КD<F9D<< �D<@9K4A<S 

 

«"B;8G=>» 
 

�K?>;=5=K 2A5 9 7040=89 157 >H81>: 8;8 2  
7040=8OE >B<5G5=K =5:>B>@K5 =54>G5BK 

 

 

«)>@>H>» 
 

�K?>;=5=K 7-8 7040=89, 2 :>B>@KE 4>?CA:0NBAO 
=5B>G=>AB8 2 >B25B0E 

 

 

«'4>2;5B2>@8B5;L=>» 
 

�K?>;=5=K 5-6 7040=89, 2 :>B>@KE 8<5NBAO 
=51>;LH85 >H81:8 

 

 

«!5C4>2;5B2>@8B5;L=>» 
 

�K?>;=5=> 4 7040=8O, A>45@60I85 3@C1K5 
>H81:8, 2K?>;=5=> <5=55 5 7040=89. 

 

 

  



"9EF<DB64A<9: 
1. OSI - QFB:  
<>45;L 2708<>459AB28O >B:@KBKE A8AB5<; 

<564C=0@>4=0O >@30=870F8O ?> AB0=40@B870F88; 

A5B520O >?5@0F8>==0O A8AB5<0; 

A5B52>5 ?@>3@0<<=>5 >15A?5G5=85. 
2. #F<?<FO <ECB?P;G9@O9 8?S CDB69D>< D45BFBECBEB5ABEF< EF9>4 TCP/IP < @4DLDGF4 
CDBIB:89A<S C4>9FB6:  

ping;                     tracert;                              arp;                              rarp. 

3. #DB69AP @B89?< OSI CD98A4;A4K9AAO= 8?S CD98EF46?9A<S 84AAOI 6 FD95G9@B= HBD@9:  
?@8:;04=>9; 

?@54AB028B5;LA:89; 

A50=A>2K9; 

B@0=A?>@B=K9. 

 4. Ч<E?B B>F9FB6, EBEF46?SRM<I 48D9E 6 HBD@4F9 IP (69DE<S 4)  

 5. �4>E<@4?PAB9 >B?<K9EF6B G;?B6 6 E9F< E @4E>B= CB8E9F< 255.255.255.240  

 6. �4>E<@4?PAB9 >B?<K9EF6B GA<>4?PAOI 48D9EB6 6 E9F< E @4E>B= CB8E9F< 

255.255.255.240  

7. #EF4AB6<F9 EBBF69FEF6<9 >?4EE4 E9F< >B?<K9EF6G B>F9FB6 6 IP-48D9E9, <ECB?P;G9@OI 8?S 
<89AF<H<>4J<< G;?4 (ID-G;?4) 

КB?<K9EF6B  

B>F9FB6 

К?4EE  
E9F< 

1 A 

2 B 

3 C 

8. �4;A4K9A<9 E?G:5O DHCP:  

02B><0B8G5A:>5 ?>;CG5=85 :;85=B0<8 A2545=89 > =0AB@>9:0E TCP/IP; 

87<5=5=85 ?0@0<5B@>2 AB5:0 TCP/IP; 

02B><0B8G5A:>5 @07@5H5=8O 8<5=; 

02B><0B8G5A:>3> ?@5>1@07>20=8O A8<2>;L=>3> 8<5=8O 2 IP-04@5A. 
9. К4:8O= G;9? E9F< A4 BEAB69 EF9>4 TCP/IP <89AF<H<J<DG9FES:  

IP-04@5A><; 

ID-A5B8; 

ID-C7;0; 

MAC-04@5A><. 
10. #F<?<F4 <ECB?P;G9@4S 8?S CDBE@BFD4 < <;@9A9A<S F45?<J EBBF69FEF6<S H<;<K9E><I < IP-

48D9EB6:  
ping; 

tracert; 

arp; 

rarp. 

 

КD<F9D<< BJ9A><: 



�J9A>4 КD<F9D<< �D<@9K4A<S 

 

«"B;8G=>» 
 

�K?>;=5=K 2A5 9 7040=89 157 >H81>: 8;8 2  
7040=8OE >B<5G5=K =5:>B>@K5 =54>G5BK 

 

 

«)>@>H>» 
 

�K?>;=5=K 7-8 7040=89, 2 :>B>@KE 4>?CA:0NBAO 
=5B>G=>AB8 2 >B25B0E 

 

 

«'4>2;5B2>@8B5;L=>» 
 

�K?>;=5=K 5-6 7040=89, 2 :>B>@KE 8<5NBAO 
=51>;LH85 >H81:8 

 

 

«!5C4>2;5B2>@8B5;L=>» 
 

�K?>;=5=> 4 7040=8O, A>45@60I85 3@C1K5 
>H81:8, 2K?>;=5=> <5=55 5 7040=89. 

 

  



"9EF<DB64A<9: 
1. !9F96B= >B@CPRF9D BEA4M49FES:  

A5B52K< 040?B5@><; 

<>45<><; 

:>=F5=B@0B>@><; 

:><<CB0B>@><. 
2. Э?9@9AF A9 6IB8SM<= 6 H<;<K9E><= EBEF46 E9F<: 

:><?LNB5@K; 

:><<CB0B>@K; 

?@>3@0<<=>5 >15A?5G5=85; 

H;N7K. 
3. !CBEB5 BCD989?9A<S FB7B, >4>4S <; D45BK<I EF4AJ<= E@B:9F E?98GRM9= <ECB?P;B64FP >4A4? 
E6S;<:  

C?@02;5=85 ?@828;538O<8; 

04<8=8AB@8@>20=85; 

<5B>4 4>ABC?0. 
4. #EF4AB6<F9 EBBF69FEF6<9 BCD989?9A<=, <I ;A4K9A<S@: 

1 �0=0; A2O78 - MB> ?CBL 4;O ?5@540G8 40==KE >B >4=>9 A8AB5<K : 4@C3>9 

2 �>38G5A:89 :0=0; - MB> ?>B>: A>>1I5=89 2 A5B8 ?5@540G8 40==KE 

3 &@0D8: - ?CBL 8;8 A@54AB2>, ?> :>B>@><C ?5@540NBAO A83=0;K 

5.  4ECB?B:<F9 6 CBDS8>9 5?<;BEF< > >BA9KAB@G CB?P;B64F9?R: 

:0=0; A2O78 

;8=8O A2O78 

;>38G5A:89 :0=0; 

 6. #EFDB=EF6B, CD98A4;A4K9AAB9 8?S CB8>?RK9A<S >B@CPRF9DB6 > ?B>4?PAB= E9F< 

 
7. #EFDB=EF64, CD98A4;A4K9AAO9 8?S EBCDS:9A<S >B@CPRF9D4 EB ED98B= C9D984K< <AHBD@4J<<:  

<>45<; 

A5B52>9 040?B5@; 

:><<CB0B>@; 

<0@H@CB870B>@. 
8. �B8G?SJ<S E A9<;@9AAO@ ;A4K9A<9@ K4EFBFO < 4@C?<FG8O:  

D07>20O; 

G0AB>B=0O; 

0<?;8BC4=0O. 
9. !9F96B= 484CF9D, ;A4K<F9?PA4S K4EFP D45BFO CB B5D45BF>9 EBB5M9A<= >BFBDB7B 
C9D9>?48O649FES A4 CDB7D4@@G, 6OCB?AS9@GR 6 >B@CPRF9D9:  

A5@25@=K9; 

:;85=BA:89; 

>4=>@0=3>2K9; 

?>4G8=5==K9. 



10. Ч<C ��# BootROM, D4ECB?B:9AAO= A4 E9F96B@ 484CF9D9, B59EC9K<649F 6B;@B:ABEFP:  
C40;5==>9 703@C7:8 >?5@0F8>==>9 A8AB5<K;  

CA:>@5=8O 703@C7:8 >?5@0F8>==>9 A8AB5<K; 

?>2KH5=8O 157>?0A=>AB8 >?5@0F8>==>9 A8AB5<K; 

;>:0;L=>9 703@C7:8 >?5@0F8>==>9 A8AB5<K. 
КD<F9D<< BJ9A><: 

 

�J9A>4 КD<F9D<< �D<@9K4A<S 

 

«"B;8G=>» 
 

�K?>;=5=K 2A5 10 7040=89 157 >H81>: 8;8 2  
7040=8OE >B<5G5=K =5:>B>@K5 =54>G5BK 

 

 

«)>@>H>» 
 

�K?>;=5=K 8-9 7040=89, 2 :>B>@KE 4>?CA:0NBAO 
=5B>G=>AB8 2 >B25B0E 

 

 

«'4>2;5B2>@8B5;L=>» 
 

�K?>;=5=K 6-7 7040=89, 2 :>B>@KE 8<5NBAO 
=51>;LH85 >H81:8 

 

 

«!5C4>2;5B2>@8B5;L=>» 
 

�K?>;=5=> 5 7040=8O, A>45@60I85 3@C1K5 
>H81:8, 2K?>;=5=> <5=55 5 7040=89. 

 

  



"9EF<DB64A<9: 
1. �5N9>F E9F<, >BFBDO= @B7GF <ECB?P;B64FP A9E>B?P>B CB?P;B64F9?9= B8AB6D9@9AAB: 
@01>G0O AB0=F8O;                       

A5B52>9 @5AC@A; 

A5@25@;                                        

@01>G0O 3@C??0. 

 2. !<@6B? <ECB?P;G9@O= 8?S EB;84A<S E>DOFB7B D9EGDE4 6 BC9D4J<BAAB= E<EF9@9 Windows  

3. �ECB?P;B64A<9 F9IAB?B7<< >QL<DB64A<S CB;6B?S9F: 
:;85=BC 8A?>;L7>20BL @5AC@A 2 02B>=><=>< @568<5; 

CA:>@OBL 4>ABC? : A5B52K< @5AC@A0<; 

?>2KH0BL :>=D845=F80;L=>ABL; 

C25;8G820BL A:>@>ABL @01>BK A5B8. 
4. #EF4AB6<F9 EBBF69FEF6<9 BCD989?9A<= <I ;A4K9A<S@. 

1 "1I89 @5AC@A - 
 ;>38G5A:>5 >1J548=5=85 :><?LNB5@>2. �0: ?@028;>, 

>1J548=5=85 2 3@C??K 8A?>;L7C5BAO 4;O C?@>I5=8O 
04<8=8AB@8@>20=8O A5B8. #@8 MB>< =5A:>;L:> :><?LNB5@>2 
2KABC?0NB :0: 548=>5 F5;>5 – 3@C??0 

2 $01>G0O AB0=F8O - 
 MB> A?5F80;878@>20==K9 :><?LNB5@, ?@54>AB02;ONI89 A2>8 

@5AC@AK 2 8A?>;L7>20=85 :;85=B0< A5B8 (:0: ?@028;>, MB> 
@01>G85 AB0=F88) 8 C?@02;ONI89 A5BLN 

3 %5@25@ - 
 MB> >1J5:B (?0?:0, 48A:, ?@8=B5@ 8 4@.) :>B>@K9 <>3CB 

8A?>;L7>20BL =5A:>;L:> ?>;L7>20B5;59 >4=>2@5<5==>, ?@8G5< 8< 
=5 >1O70B5;L=> =0E>48BAO 70 B5< :><?LNB5@><, =0 :>B>@>< 
D878G5A:8 @0A?>;>65= 40==K9 @5AC@A 

4 $01>G0O 3@C??0 -  MB> :><?LNB5@, ?>4:;NG5==K9 : A5B8 8 ?@54=07=0G5==K9 4;O 
2K?>;=5=8O 7040G ?>;L7>20B5;O 

5. �8D9E ;4C<E4AAO= 6 HBD@4F9 UNC 8?S �! Windows: 
\main\books\kniga_1;                        

\\main\books\kniga_1; 

/main/books/kniga_1;                        

//main/books/kniga_1. 

 6. КB@4A84 6 �! Windows 8?S CB8>?RK9A<S G84?9AAB7B D9EGDE4 6 >4K9EF69 ?B>4?PAB7B 8<E>4

 
7. � B5M99 <ECB?P;B64A<9 @B:AB CD98BEF46?SFP E?98GRM<9 D9EGDEO >B@CPRF9D4: 
48A:8;                   ?0?:8; 

A:0=5@K;               ?@8=B5@K. 
8. �7D4A<K9A<9 6 �! Windows XP GEF4A46?<649@B9 8?S E9F96B7B D9EGDE4: 
@07<5@ A>740205<KE D09;>2; 

<0:A8<0;L=>5 G8A;> ?>;L7>20B5;59, :>B>@K5 <>3CB ?>4:;NG8BAO : @5AC@AC; 

2@5<O @01>BK :064>3> ?>;L7>20B5;O; 

48A:>2>5 ?@>AB@0=AB2>, 2K45;O5<>5 :064><C ?>;L7>20B5;N. 
9. �F>DO64S B5M<= 8BEFGC > C4C>9 9= B5S;4F9?PAB AG:AB CD<E6B<FP: 
8<O �=B5@=5B;                      :;85=BA:>5 8<O; 

A5@25@=>5 8<O;                     A5B52>5 8<O. 



10. �DB7D4@@AB9 B59EC9K9A<9 CB;6B?SRM99 6<89FP G84?9AAO= D45BK<= EFB?: 
UltraVNC;                             XDP; 

RealVNC;                              RDP. 

 

КD<F9D<< BJ9A><: 
 

�J9A>4 КD<F9D<< �D<@9K4A<S 

 

«"B;8G=>» 
 

�K?>;=5=K 2A5 10 7040=89 157 >H81>: 8;8 2  
7040=8OE >B<5G5=K =5:>B>@K5 =54>G5BK 

 

 

«)>@>H>» 
 

�K?>;=5=K 8-9 7040=89, 2 :>B>@KE 4>?CA:0NBAO 
=5B>G=>AB8 2 >B25B0E 

 

 

«'4>2;5B2>@8B5;L=>» 
 

�K?>;=5=K 6-7 7040=89, 2 :>B>@KE 8<5NBAO 
=51>;LH85 >H81:8 

 

 

«!5C4>2;5B2>@8B5;L=>» 
 

�K?>;=5=> 5 7040=8O, A>45@60I85 3@C1K5 
>H81:8, 2K?>;=5=> <5=55 5 7040=89. 

 

 

 

 

 

  



"9EF<DB64A<9: 
1. "9D@<A Wi-Fi (Wireless Fidelity) <ECB?P;G9FES 6 >4K9EF69 B5M97B <@9A< 8?S EF4A84DF4: 

802.1; 

802.5; 

802.8; 

802.11. 

2. � FBCB?B7<< 59ECDB6B8AB= E6S;< FBK>4-FBK>4:  
420 A5B52KE 040?B5@0 ;81> 425 B>G:8 4>ABC?0 A>548=ONBAO <564C A>1>9; 

=5A:>;L:> A5B52KE 040?B5@>2 >1J548=ONBAO >4=>9 B>G:>9 4>ABC?0; 

=5A:>;L:> B>G5: 4>ABC?0 A>548=ONBAO A >4=>9 B>G:>9 4>ABC?0; 

=5A:>;L:> B>G5: 4>ABC?0 >1J548=ONBAO >4=8< A5B52K< 040?B5@><. 

3. �9ECDB6B8A4S FBK>4 8BEFGC4 6OCB?AS9F DB?P  

4. �9FB8 CSMA/CD D94?<;G9F @AB:9EF69AAO= 8BEFGC:  
A ?5@540G59 ?>;=><>G89; 

A @0745;5=85< ?> 2@5<5=8; 

A ?@54>B2@0I5=85< :>;;8789; 

A @0745;5=85< ?> G0AB>B5. 
5. !BBF69FEF6<9 EF4A84DF4, D97?4@9AF<DG9@B= <@ E>BDBEF< C9D984K< 84AAOI: 

1 802.11 - 1 11  18B/A 

2 802.11b 54  18B/A 
3 802.11g 1 8;8 2  18B/A 

 6. !C9J<H<>4J<S EF4A84DF4 IEEE 802.11a D4EEK<F4A4 A4 D45BFG 6 K4EFBFAB@ 8<4C4;BA9: ��F. 
7. Д?S CB8>?RK9A<S > 54;B6B= EF4AJ<< @B5<?PAO@< EF4AJ<S@< <ECB?P;G9FES E9D6<E:  
4870AA>F80F8O; 

@50AA>F80F8O; 

0AA>F80F8O; 

@0A?@545;5=85. 
8. SSID – QFB: 
A8<2>;L=>5 8<O 15A?@>2>4=>9 A5B8; 

A5B52>9 04@5A 15A?@>2>4=>3> CAB@>9AB20; 

MAC-04@5A 15A?@>2>4=>3> CAB@>9AB20; 

IP-04@5A 15A?@>2>4=>3> CAB@>9AB20. 
9. �EAB6AO9 A98BEF4F>< <AHD4>D4EAB= E6S;:  
<0;K9 @048CA 459AB28O; 

=5>1E>48<>ABL ?@O<>9 2848<>AB8; 

8=B5@D5@5=F8O A A>;=5G=K<8 ;CG0<8; 

A>740205<K5 ?><5E8. 
10. �4>E<@4?PAB9 >B?<K9EF6B 4>F<6AOI CB8K<A9AAOI G;?B6 6 B8AB= C<>BE9F<:  

4;                 

5;                           

6;                              



7. 

 

КD<F9D<< BJ9A><: 
�J9A>4 КD<F9D<< �D<@9K4A<S 

 

«"B;8G=>» 
 

�K?>;=5=K 2A5 10 7040=89 157 >H81>: 8;8 2  
7040=8OE >B<5G5=K =5:>B>@K5 =54>G5BK 

 

 

«)>@>H>» 
 

�K?>;=5=K 8-9 7040=89, 2 :>B>@KE 4>?CA:0NBAO 
=5B>G=>AB8 2 >B25B0E 

 

 

«'4>2;5B2>@8B5;L=>» 
 

�K?>;=5=K 6-7 7040=89, 2 :>B>@KE 8<5NBAO 
=51>;LH85 >H81:8 

 

 

«!5C4>2;5B2>@8B5;L=>» 
 

�K?>;=5=> 5 7040=8O, A>45@60I85 3@C1K5 
>H81:8, 2K?>;=5=> <5=55 5 7040=89. 

 

 

  



3 КBAFDB?P < BJ9A>4 D9;G?PF4FB6 BE6B9A<S CDB7D4@@O CDBH9EE<BA4?PAB7B @B8G?S 

CB CD4>F<>9 

3.1 *5;LN ?@>25@:8 @57C;LB0B>2 >A2>5=8O ?@>3@0<<K ?@>D5AA8>=0;L=>3> <>4C;O ?> 
CG51=>9 8 (8;8) ?@>872>4AB25==>9 ?@0:B8:5 O2;O5BAO >F5=:0: 1) ?@>D5AA8>=0;L=KE 8 >1I8E 
:><?5B5=F89; 2) ?@0:B8G5A:>3> >?KB0 8 C<5=89. 

�B>3>20O >F5=:0 ?> CG51=>9 8 (8;8) ?@>872>4AB25==>9 ?@0:B8:5 2KAB02;O5BAO =0 
>A=>20=88 40==KE 0BB5AB0F8>==>3> ;8AB0 (E0@0:B5@8AB8:8 ?@>D5AA8>=0;L=>9 45OB5;L=>AB8 
>1CG0NI53>AO =0 ?@0:B8:5) A C:070=85< 284>2 @01>B, 2K?>;=5==KE >1CG0NI8<AO 2> 2@5<O 
?@0:B8:8, 8E >1J5<0, :0G5AB20 2K?>;=5=8O. 

 

 

&01;8F0 4. #5@5G5=L 284>2 @01>B CG51=>9 ?@0:B8:8 

 

�84K @01>B �>4K ?@>25@O5<KE @57C;LB0B>2 �>:C<5=B, 
?>4B25@640NI89 
:0G5AB2> 2K?>;=5=8O 

@01>B 

 #� "� #", ' 

     

     

     

     

     

     

* - �A;8 ?@54CA<>B@5=K >10 2840 ?@0:B8:8, 70?>;=ONBAO 425 B01;8FK. �A;8 2 #  5ABL 
>48= 87 284>2 ?@0:B8:8, B> >AB02;O5BAO 8 70?>;=O5BAO B>;L:> 1 B01;8F0 (2 7028A8<>AB8 >B 2840 
?@0:B8:8). 

 

 

&01;8F0 5. #5@5G5=L 284>2 @01>B ?@>872>4AB25==>9 ?@0:B8:8 

 
�84K @01>B �>4K ?@>25@O5<KE @57C;LB0B>2 �>:C<5=B, 

?>4B25@640NI89 

:0G5AB2> 2K?>;=5=8O 
@01>B 

 #� "� #", ' 

     

     

     

     

     

     

 

                                    4. $�! 8?S Q>;4@9A4 >64?<H<>4J<BAAB7B 

4.1 ("% ?@54=07=0G5=K 4;O :>=B@>;O 8 >F5=:8 @57C;LB0B>2 >A2>5=8O ?@>D5AA8>=0;L=>3> <>4C;O 
# .02 "$��!���*�/ %�&��"�" �� �!�%&$�$"��!�/ ?> A?5F80;L=>AB8 %#" 09.02.06 

%5B52>5 8 A8AB5<=>5 04<8=8AB@8@>20=85 

"F5=8205<K5 :><?5B5=F88:  

"� 

#� 



1:70<5= :20;8D8:0F8>==K9 A>AB>8B 87 0BB5AB0F8>==KE 8A?KB0=89: 

 ��.02.01.�4<8=8AB@8@>20=85 A5B52KE >?5@0F8>==KE A8AB5< - 

  � M:70<5=C :20;8D8:0F8>==><C 4>?CA:0NBAO >1CG0NI85AO,  CA?5H=>   >A2>82H85 M;5<5=BK 
?@>3@0<<K # : B5>@5B8G5A:CN G0ABL  ( ��) 8 ?@0:B8:. 

4.2 #0:5B M:70<5=0B>@0 

#0:5B M:70<5=0B>@0 4;O >F5=:8 @57C;LB0B>2 >A2>5=8O ?@>3@0<<K ?@>D5AA8>=0;L=>3> <>4C;O  

                      # .02 "$��!���*�/ %�&��"�" �� �!�%&$�$"��!�/  

A?5F80;L=>ABL 09.02.06 %5B52>5 8 A8AB5<=>5 04<8=8AB@8@>20=85 

                                      :C@A / A5<5AB@ 2 :C@A 3 A5<5AB@   

�BCDBEO 8?S > @B8G?PAB@G Q>;4@9AG: 
1. �09B5E0@0:B5@8AB8:C Active Directory Windows Server R2. 

2. #5@5G8A;8B5 284K :;0AB5@>2. 
3. �;0AA8D8F8@C9B5 D0:B>@K 0CB5=B8D8:0F88. 

4. #@8<5=5=85 70I8BK 4>ABC?0 : A5B8 4;O ?@>B>:>;0 DHCP 

5. #5@5G8A;8B5 @8A:8 ?0@>;L=>9 0CB5=B8D8:0F88 8 <5B>4K 1>@L1K A =8<8. 
6. 12>;NF8O A;C61 :0B0;>3>2. 
7. #5@5G8A;8B5 A2>9AB20 157>?0A=>9 A5B8. 
8. #5@5G8A;8B5 B8?>2K5 0B0:8 =0 ?0@>;L 
9. #@8<5=5=85 70I8BK 4>ABC?0 : A5B8 4;O 28@BC0;L=KE G0AB=KE A5B59. 
10.  5B>4K 70I8BK ?@8 8A?>;L7>20=88 0CB5=B8D8:0F88 ?> ?0@>;N. 
11. #5@5G8A;8B5 DC=:F88 CB8;8B. 
12. #5@5G8A;8B5 A@54AB20 >15A?5G5=8O 157>?0A=>AB8. 
13. "?8H8B5 42CED0:B>@=CN 0CB5=B8D8:0F8N. 
14. %45;09B5 >17>@ ?5@2>=0G0;L=KE A8AB5< C?@02;5=8O :0B0;>30<8 Microsoft. 
15. "1JOA=8B5 :0: ?>2KH5=85 ?@>872>48B5;L=>AB8 8 >B:07>CAB>9G82>AB8. 
16. "E0@0:B5@87C9B5 RAID. 
17. +B> ?@54AB02;O5B A>1>9 02B>@A:>5 ?@02>. 
18. #5@5G8A;8B5 >A>15==>AB8 0CB5=B8D8:0F88 ?> ?0@>;N. 
19. #5@5G8A;8B5 :;NG52K5 ?@>F5AAK 70I8BK 4>ABC?0 : A5B8. 

20. �=54@5=85 42CED0:B>@=>9 0CB5=B8D8:0F88 =0 >A=>25 0A8<<5B@8G=>9 :@8?B>3@0D88 2 AD DS 

21. #5@5G8A;8B5 B8?K CB8;8B. 
22. +B> B0:>5 A8AB5<K E@0=5=8O 40==KE (%)�) 8 4;O G53> >=8 =C6=K? 
23. #5@5G8A;8B5 :;NG52K5 DC=:F8>=0;L=K5 2>7<>6=>AB8 Active Directory Domain Services. 
24. %>AB02LB5 AE5<C ;8F5=78@>20=8O. 
25. #5@5G8A;8B5 >A=>2=K5 ?@>1;5<K, @5H05<K5 %)�. 
26. #5@5G8A;8B5 A5@25@=K5 :><?>=5=BK 70I8BK 4>ABC?0 : A5B8. 
27. "?8H8B5 ?@>F5AA A>740=8O B><>2 8 =01>@>2 B><>2. 
28. #5@5G8A;8B5 7040G8 A8AB5<=>3> 04<8=8AB@0B>@0. 
29. "?8H8B5 ?@>F5AA @0728B8O AD DS. 

30. �09B5 >?@545;5=85 B><0< 8 =01>@0< B><>2. 
31. "?8H8B5 ?@>F5AA ?@8<5=5=8O 70I8BK 4>ABC?0 : A5B8 4;O A>548=5=89 IPsec. 
32. "1JOA=8B5 2 GP< @07=8F0 <564C iSCSI 8 FibreChannel? 
33. "?8H8B5 ?@>F5AA <>=8B>@8=30 A5B8. 
34. "?8H8B5 ?@>F5AA ?;0=8@>20=8O Active Directory. 
35. #5@5G8A;8B5 MB0?K ?@>F5AA0 ?@>5:B8@>20=8O 8=D@0AB@C:BC@K Active Directory.  
36. #5@5G8A;8B5 B8?K 87<5=5=89 ;5A0. 
37. �09B5 >?@545;5=85 :>;8G5AB20 4><5=>2. 
38. "?8H8B5 ?@>F5AA 2K1>@0 :>@=52>3> 4><5=0. 
39. "?8H8B5 ?@>F5AA @50;870F88 RAID 2 Windows Server 2008 
40. "1JOA=8B5 4;O G53> =C6=0 70I8B0 4>ABC?0 : A5B8. 



41. #5@5G8A;8B5 CB8;8BK A5B52>3> <>=8B>@8=30. 
42. "?8H8B5 ?@8=F8? @01>BK RAID. 
43. "?8H8B5 ?@>F5AA >1J548=5=8O 4><5=>2 2 45@52LO. 
44. "1JOA=8B5 ?@8=F8? ?@8<5=5=8O 70I8BK 4>ABC?0 : A5B8 4;O H;N70 A;C61 B5@<8=0;>2. 
45. #5@5G8A;8B5 7040G8, @5H05<K5 ?@8 D>@<8@>20=88 4><5==>9 AB@C:BC@K 

46. #5@5G8A;8B5 ?@8G8=K 2=54@5=8O RAID. 
47. #5@5G8A;8B5 :;85=BA:85 :><?>=5=BK 70I8BK 4>ABC?0 : A5B8. 
48. "1JOA=8B5 ?@8=F8? 85@0@E88 4><5=>2. 
49. �;0AA8D8F8@C9B5 :;0AB5@K. 
50. "?8H8B5 DC=:F8>=0;L=>ABL %)�, ?@>B>:>;K, B>?>;>388 ?>4:;NG5=8O E@0=8;8I : A5@25@0<. 
51. "?8H8B5 ?@>F5AA ?;0=8@>20=8O 157>?0A=>AB8 A5B8 8 40==KE. 
52. "E0@0:B5@87C9B5CB8;8BC 3Com Network Supervisor.  

53. �;0AA8D8F8@C9B5 B8?K D0:B>@>2 0CB5=B8D8:0F88. 
54. #5@5G8A;8B5 :0:85 :>=A>;L=K5 A5B52K5 ?@8;>65=8O 8A?>;L7CNBAO 4;O B5AB8@>20=8O A5B8. 
55. "?8H8B5 'B8;8BC LANScan. 
56. #5@5G8A;8B5 A8AB5<K @0A?@545;5==KE 2KG8A;5=89. 
57. #5@5G8A;8B5 M;5<5=BK, E0@0:B5@=K5 4;O A8AB5< E@0=5=8O 40==KE. 
58. "1JOA=8B5 ?@8=F8? 70I8B0 4>ABC?0 : A5B8 (NAP). 
59. #5@5G8A;8B5 D0:B>@K 0CB5=B8D8:0F88. 
60. #5@5G8A;8B5 A?>A>1K ?@8<5=5=8O 70I8BK 4>ABC?0 : A5B8. 
61. "?8H8B5 >A=>2=K5 ?@8=F8?K 04<8=8AB@8@>20=8O. 
62. "1JOA=8B5 2 G5< 70:;NG05BAO >A=>2=0O DC=:F8O A5@25@0 ?>;8B8:8 70I8BK 4>ABC?0 : A5B8. 
63. "1JOA=8B5 7=0G5=85 0C48B0 �%. 
64. "1JOA=8B5 4;O G53> 8A?>;L7CNBAO A5B52K5 CB8;8BK. 
65. �0: 2K?>;=O5BAO 2K1>@ C@>2=O RAID. 

66. � G5< 70:;NG05BAO >A=>2=0O 7040G0 ?>;8B8:8 157>?0A=>AB8 

67. �09B5 >?@545;5=85 2KG8A;8B5;L=KE :;0AB5@>2. 
68. "1JOA=8B5 ?@8=F8? 02B>@870F88. 
69. #5@5G8A;8B5 >A=>2=K5 7040G8 RADIUS proxy. 
70. %5@25@ ?>;8B8:8 A5B8. 
71. �09B5 >?@545;5=85 0CB5=B8D8:0F88. 
72. #5@5G8A;8B5 >A=>2=K5 7040G8 RADIUS server. 

�@8B5@88 >F5=:8: 
�J9A>4 КD<F9D<< �D<@9K4A<S 

«"B;8G=>» 
 

�K?>;=5= ?>;=K9 >1J5< @01>BK, >B25B ABC45=B0 
?>;=K9 8 ?@028;L=K9. %BC45=B A?>A>15= >1>1I8BL 
<0B5@80;, A45;0BL A>1AB25==K5 2K2>4K, 2K@078BL 
A2>5 <=5=85, ?@825AB8 ?@8<5@K. 

 

«)>@>H>» 
 

�K?>;=5=> 75% @01>BK, >B25B ABC45=B0 ?@028;L=K9, 
=> =5?>;=K9. !5 ?@82545=K 8;;NAB@8@CNI85 
?@8<5@K, >1>1I0NI55 <=5=85 ABC45=B0 
=54>AB0B>G=> G5B:> 2K@065=> 

 

«'4>2;5B2>@8B5;L=>» 
 

�K?>;=5=> 50% @01>BK, >B25B ?@028;5= 2 >A=>2=KE 
<><5=B0E, =5B 8;;NAB@8@CNI8E ?@8<5@>2, =5B 
A>1AB25==>3> <=5=8O ABC45=B0, 5ABL >H81:8 2 
45B0;OE 8/8;8 >=8 ?@>AB> >BACBAB2CNB 

 

 

%>45@60=85 7040=8O "F5=8205<K5 :><?5B5=F88 #>:070B5;8 >F5=:8 @57C;LB0B0 
   

   

   



'A;>28O 2K?>;=5=8O 7040=8O 
1. �>;8G5AB2> 20@80=B>2    

2.  0:A8<0;L=>5 2@5<O 2K?>;=5=8O 7040=8O –    

3. �@8B5@88 >F5=:8:    

4. #@>G55 
 

#@5?>4020B5;L  /    
?>4?8AP (�" 

 

 

 

4.3 Ш���"! ����&� Э��� �!� �����(���Ц�"!!"�" 

,���"! 1��� �!�*�"!!"�" ����&� ��/ %��+� 
�����(���*�"!!"�" 1��� �!� 

#    

 
$�%% "&$�!" * � 

 
 

#@>B>:>; № >B    

  /   
?>4?8AL (�" 

�����(���*�"!!/� 
1��� �! 

   
8=45:A, =08<5=>20=85 #  

   
 

:>4, =08<5=>20=85 A?5F80;L=>AB8 
 
 

 

:C@A, A5<5AB@ 

%"���%"��!" 

 
 

4>;6=>ABL 

  /  

«_  »_  20_ 3. 

�8;5B №   

%>45@60=85 7040=89: #@>25@O5<K5 :><?5B5=F88: 
1. 

2. 

3. 

 

�=AB@C:F8O 
1. �=8<0B5;L=> ?@>G8B09B5 7040=85. 
2.  0:A8<0;L=>5 2@5<O 2K?>;=5=8O 7040=8O –    

3. �@8B5@88 >F5=:8 @57C;LB0B0:    

4. #@>G55: 
#@5?>4020B5;L  /    

?>4?8AP (�" 



1.2 $57C;LB0BK >A2>5=8O 48AF8?;8=K, ?>4;560I85 :>=B@>;N 

(%2545=8S =5>1E>48<> ?5@5=5AB8 87 @0745;0 4 «�>=B@>;P 8 >F5=:0 @57C;PB0B>2 >A2>5=8S 
48AF8?;8=O» @01>G59 ?@>3@0<<O 48AF8?;8=O) 
 
$57C;LB0BK >1CG5=8O (>A2>5==K5 C<5=8O, 7=0=8O, 

?@0:B8G5A:89 >?KB) 
(>@<K 8 <5B>4K :>=B@>;O 8 >F5=:8 

@57C;LB0B>2 >1CG5=8O 
'<5BL:  

– !0AB@0820BL A5@25@ 8 @01>G85 AB0=F88 4;O 
157>?0A=>9 ?5@540G8 8=D>@<0F88.  
– 'AB0=02;820BL 8 =0AB@0820BL >?5@0F8>==CN 
A8AB5<C A5@25@0 8 @01>G8E AB0=F89 :0: Windows 

B0: 8 Linux.  

– '?@02;OBL E@0=8;8I5< 40==KE.  
– !0AB@0820BL A5B52K5 A;C61K.  
– !0AB@0820BL C40;5==K9 4>ABC?.  
– !0AB@0820BL >B:07>CAB>9G82K9 :;0AB5@.  
– !0AB@0820BL Hyper-V 8 ESX, 2:;NG0O 
>B:07>CAB>9G82CN :;0AB5@870F8N.  
– $50;87>2K20BL 157>?0A=K9 4>ABC? : 40==K< 
4;O ?>;L7>20B5;59 8 CAB@>9AB2.  
– !0AB@0820BL A;C61K :0B0;>3>2.  
– "1=>2;OBL A5@25@K.  
– #@>5:B8@>20BL AB@0B5388 02B><0B8G5A:>9 
CAB0=>2:8 A5@25@>2.  
– #;0=8@>20BL 8 2=54@OBL 8=D@0AB@C:BC@C 
@0725@BK20=8O A5@25@>2.  
– #;0=8@>20BL 8 2=54@OBL D09;>2K5 
E@0=8;8I0 8 A8AB5<K E@0=5=8O 40==KE.  
– $07@010BK20BL 8 04<8=8AB@8@>20BL @5H5=8O 
?> C?@02;5=8N IP-04@5A0<8 (IPAM).  

– #@>5:B8@>20BL 8 @50;87>2K20BL @5H5=8O 
VPN.  

– #@8<5=OBL <0AHB018@C5<K5 @5H5=8O 4;O 
C40;5==>3> 4>ABC?0.  
– #@>5:B8@>20BL 8 2=54@OBL @5H5=8O 70I8BK 
4>ABC?0 : A5B8 (NAP).  

– $07@010BK20BL AB@0B5388 @07<5I5=8O 
:>=B@>;;5@>2 4><5=0.  
– 'AB0=02;820BL Web-A5@25@0.  
– "@30=87>2K20BL 4>ABC? : ;>:0;L=K< 8 
3;>10;L=K< A5BO<.  
– %>?@>2>640BL 8 :>=B@>;8@>20BL 
8A?>;L7>20=85 ?>GB>2>3> A5@25@0, SQL-A5@25@0.  
– #@>5:B8@>20BL AB@0B5388 28@BC0;870F88.  
– #;0=8@>20BL 8 @0725@BK20BL  
28@BC0;L=K5 <0H8=K.  
– '?@02;OBL @072P@BK20=85<  
28@BC0;L=KE <0H8=.  
– $50;87>2K20BL 8 ?;0=8@>20BL  
@5H5=8O 2KA>:>9 4>ABC?=>AB8 4;O  
D09;>2KE A;C61.  
– �=54@OBL 8=D@0AB@C:BC@C  
>B:@KBKE :;NG59.  
– �4<8=8AB@8@>20BL ;>:0;L=K5  
2KG8A;8B5;L=K5 A5B8.  
– #@8=8<0BL <5@K ?> CAB@0=5=8N  
2>7<>6=KE A1>52.  

"F5=:0 

- 70I8BK ?@0:B8G5A:8E @01>B; 

- :>=B@>;L=KE @01>B ?> B5<0<  ��; 

- 2K?>;=5=8O B5AB>2KE 7040=89 ?> B5<0< 
 ��. 

- @57C;LB0B>2 2K?>;=5=8O 

?@0:B8G5A:8E @01>B 2> 

2@5<O CG51=>9 8 

?@>872>4AB25==>9 

?@0:B8:8, 

- 48DD5@5=F8@>20==K9 70G5B ?>  ��, 

-M:70<5= ?> <>4C;N 



25 

 

– %>74020BL 8 :>=D83C@8@>20BL  
CG5B=K5 70?8A8 >B45;L=KE  
?>;L7>20B5;59 8 ?>;L7>20B5;LA:8E  
3@C??.  
– "15A?5G820BL 70I8BC ?@8  
?>4:;NG5=88 : 8=D>@<0F8>==>-
B5;5:><<C=8:0F8>==>9 A5B8  
"�=B5@=5B" A@54AB20<8  
>?5@0F8>==>9 A8AB5<K. 
– !0AB@0820BL A;C61K :0B0;>3>2.  
– "@30=87>2K20BL 8 ?@>2>48BL <>=8B>@8=3 8 
?>445@6:C A5@25@>2.  
– #;0=8@>20BL 8 2=54@OBL D09;>2K5 
E@0=8;8I0 8 A8AB5<K E@0=5=8O 40==KE.  
– #@>5:B8@>20BL 8 2=54@OBL DHCP A5@28AK.  
– #@>5:B8@>20BL AB@0B538N @07@5H5=8O 8<5=.  
– $07@010BK20BL 8 04<8=8AB@8@>20BL @5H5=8O 
?> C?@02;5=8N IP-04@5A0<8 (IPAM).  

– #@>5:B8@>20BL 8 2=54@OBL 8=D@0AB@C:BC@C 
;5A>2 8 4><5=>2.  
– $07@010BK20BL AB@0B538N 3@C??>2KE 
?>;8B8:.  
– #@>5:B8@>20BL <>45;L @07@5H5=89 4;O 
A;C61K :0B0;>3>2.  
– #@>5:B8@>20BL AE5<K A09B>2 Active 

Directory.  

– $07@010BK20BL AB@0B5388 @07<5I5=8O 
:>=B@>;;5@>2 4><5=0.  
– �=54@OBL 8=D@0AB@C:BC@C >B:@KBKE 
:;NG59.  
– #;0=8@>20BL 8 @50;87>2K20BL 
8=D@0AB@C:BC@C A;C61 C?@02;5=8O ?@020<8. 
– 'AB0=02;820BL 8=D>@<0F8>==CN A8AB5<C.  
– %>74020BL 8 :>=D83C@8@>20BL CG5B=K5 
70?8A8 >B45;L=KE ?>;L7>20B5;59 8 
?>;L7>20B5;LA:8E 3@C??.  
– $538AB@8@>20BL ?>4:;NG5=85 : 4><5=C, 
25AB8 >BG5B=CN 4>:C<5=B0F8N.  
– 'AB0=02;820BL 8 :>=D83C@8@>20BL 
0=B828@CA=>5 ?@>3@0<<=>5 >15A?5G5=85, 
?@>3@0<<=>5 >15A?5G5=85 107 40==KE, ?@>3@0<<=>5 
>15A?5G5=85 <>=8B>@8=30.  
– "15A?5G820BL 70I8BC ?@8 ?>4:;NG5=88 : 
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