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#@0:B8G5A:>5 7040=85 №1 
 

&9?P: !0CG8BLAO >D>@<;OBL 4>:C<5=B0F8N 4;O :><?LNB5@=>9 A5B8. 
%B8 D45BFO 

�484A<9 1. 

!0G5@B8BL ?@8 ?><>I8 MS Visio ?;0= MB060 ?> 20@80=BC. 

�484A<9 2. 

$0A?>;>68BL 2 :064>< :018=5B5 @01>G85 <5AB0 A #� 8 >?@545;8BL 

<5AB>?>;>65=85 8=D>@<0F8>==KE @>75B>:. 

�484A<9 3. 

�K1@0BL ?><5I5=85 4;O A5@25@=>9 :><=0BK. "1>A=>20BL 2K1>@. 

�484A<9 4. 

$0A?>;>68BL A5B52>5 >1>@C4>20=85 2 A5@25@=>9 :><=0B5 8, 5A;8 MB> 

=5>1E>48<>, 2 4@C38E ?><5I5=8OE MB060. 

�484A<9 5. 

%E5<0B8G=> 87>1@078BL ?@>BO6:C ?@>2>4>2 >B A5@25@=>9 :><=0BK 4> :064>9 

8=D>@<0F8>==>9 @>75B:8. 

�484A<9 6. 

!0?8A0BL ;535=4C 4;O ?;0=0 MB060, >1>7=0G82 2A5 >1>@C4>20=85. 

�484A<9 7. 

$0AAG8B0BL AB>8<>ABL ?@>BO6:8 B0:>9 A5B8, 2:;NG82: :015;L, :>==5:B>@K, 

:015;L-:0=0;, 8=D>@<0F8>==K5 @>75B:8, A5B52>5 >1>@C4>20=85. 
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#@0:B8G5A:>5 7040=85 №2 
 

&9?P: #@>25AB8 B5E=8G5A:89 >A<>B@ >1>@C4>20=8O A5B8 2 :018=5B5 401. 

 

%B8 D45BFO 

1. #@>25@8BL @01>B>A?>A>1=>ABL 8=D>@<0F8>==KE @>75B>: 2 :018=5B5; 

2. #@>25@8BL @01>B>A?>A>1=>ABL ?0BG-:>@4>2 >B #� 4> 8=D>@<0F8>==>9 

@>75B:8; 

3. #@>25@8BL @01>B>A?>A>1=>ABL ?>@B>2 :><<CB0B>@0; 

4. #@>25@8BL @01>B>A?>A>1=>ABL A5B52>9 :0@BK #�. 

5. %>AB028BL >BG5B-B01;8FC 2 A;54CNI5< 2845: 
 

№ &5AB #@8<5G0=85 
   

   

   

   

   

 
 

�BCDBEO 8?S >BAFDB?S: 
1) �;O G53> ?@>2>48BAO B5E=8G5A:89 >A<>B@ >1>@C4>20=8O? 

2) �0: G0AB> =5>1E>48<> ?@>2>48BL B5E=8G5A:89 >A<>B@? 
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#@0:B8G5A:>5 7040=85 №3 
 

&9?P: 'AB0=>28BL 8 =0AB@>8BL #" 4;O @575@2=>3> :>?8@>20=8O Cobian BackUp. 

 

)>4 @01>BK. 
 

1. %:0G0BL ?@>3@0<<C cobian backup A >D8F80;L=>3> A09B0: 
http://www.cobiansoft.com/index.htm. 

2. 'AB0=>28BL CB8;8BC A ?@020<8 04<8=8AB@0B>@0. 
3. �K1@0BL B8? CAB0=>2:8 3 02B><0B8G5A:8 70?CA:05<0O A;C610. �0?CA:0BL ?>4 
CG5B=>9 70?8ALN Local System. 

4. %>740BL =>2>5 7040=85 (Ctrl+A); 

5. �K1@0BL 8<O 3 =0720=85 3@C??K 8 =><5@ #�; 
6. 'AB0=>28BL B8? :>?8@>20=8O 3 ?>;=K9; 
7. � D09;0E 2K1@0BL A2>N ?0?:C; 
8. 'AB0=>28BL @0A?8A0=85: ?> ?>=545;L=8:0<, >48= @07 2 425 =545;8 2 00:15. 

9. #>AB028BL 2KA>:89 ?@8>@8B5B 8 :>;8G5AB2> ?>;=KE E@0=8<KE :>?89 3 2. 

10. &8? A60B8O 3 zip, =5 45;8BL =0 =5A:>;L:> D09;>2. 
11.�84 H8D@>20=8O 3 AES 256 18B, A5:@5B=0O D@070 3 �><?LNB5@=K5A5B8. 

#>2B>@8BL 2A5 B> 65, 4;O 4>102>G=>3> B8?0 :>?8@>20=8O. 

�BCDBEO 8?S >BAFDB?S: 
1) +B> 7=0G8B ?>;=>5 :>?8@>20=85? 

2) +5< ?>;=>5 :>?8@>20=85 >B;8G05BAO >B 4>102>G=>3>? 
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#@0:B8G5A:>5 7040=85 №4 
 

&9?P: #@>25AB8 2>AAB0=>2;5=85 8=D>@<0F88 CB8;8B>9 Recuva. 

 

)>4 @01>BK. 
 

1. �0?8A0BL =0 D;5H-=0:>?8B5;L D09;K 87 A2>59 ?0?:8 (>4=C :0@B8=:C 8 >48= 
B5:AB>2K9 D09;). 

2. '40;8BL A D;5H:8 MB8 D09;K. 
3. %:0G0BL CB8;8BC Recuva. 

4. �0?CAB8BL >B 8<5=8 04<8=8AB@0B>@0 8 2K1@0BL 2A5 B8?K D09;>2. 
5. �K1@0BL @0A?>;>65=85 20H59 D;5H:8 8 70?CAB8BL A:0=8@>20=85. 
6. $57C;LB0B A:0=8@>20=8O ?@8;>68BL : >BG5BC. 
7. �0?8A0BL =0 D;5H-=0:>?8B5;L D09;K 87 A2>59 ?0?:8 (>4=C :0@B8=:C 8 >48= 
B5:AB>2K9 D09;). 

8. #@>8725AB8 1KAB@>5 D>@<0B8@>20=85 D;5H:8. 
9. �0?CAB8BL 2>AAB0=>2;5=85 D09;>2 CB8;8B>9 Recuva. 
10.�0?8A0BL =0 D;5H-=0:>?8B5;L D09;K 87 A2>59 ?0?:8 (>4=C :0@B8=:C 8 >48= 
B5:AB>2K9 D09;). 

11.#@>8725AB8 ?>;=>5 D>@<0B8@>20=85 D;5H:8. 
12.�0?CAB8BL 2>AAB0=>2;5=85 D09;>2 CB8;8B>9 Recuva. 

13.� 2K2>45 >?8A0BL @57C;LB0BK 2>AAB0=>2;5=8O ?@8 @07=KE A?>A>10E 
C40;5=8O. 

 

�BCDBEO 8?S >BAFDB?S: 
1. +5< 1KAB@>5 D>@<0B8@>20=85 >B;8G05BAO >B ?>;=>3>? 
2. � :0:>< A;CG05 =5 C40ABAO 2>AAB0=>28BL C40;5==CN A D;5H:8 8=D>@<0F8N? 
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#@0:B8G5A:>5 7040=85 №5 
 

&9?P: �7CG8BL B8?K <0AA82>2 RAID. 

 

)>4 @01>BK. 
 

Э>BAB@<KABEFP. %;54C5B ?>OA=8BL, GB> ?>4 Q>BAB@<KABEFPR <K 
?>4@07C<5205< 2 40==>< A;CG05 :>MDD8F85=B 8A?>;L7>20=8O ?@>AB@0=AB20 6PAB:8E 
48A:>2. �;O C@>2=59 JBOD 8 RAID0 >= @025= 548=8F5, 4;O "75@:0;L=KE" C@>2=59 
RAID1x @025= 1/2, 0 4;O 2A5E 4@C38E 2KG8A;O5BAO ?> D>@<C;5 (N-X)/N, 345 X=1 4;O 
RAID5, )=2 4;O RAID5EE 8 RAID6. #@8 =0;8G88 48A:0 (48A:>2) 3>@OG53> @575@20 
HotSpare 7=0G5=85 X A;54C5B C25;8G8BL 5IP =0 :>;8G5AB2> B0:8E 48A:>2. 

#>OA=N =0 ?@8<5@5. �;O 2=5H=59 A8AB5<K E@0=5=8O 40==KE ProStor
® 

M- 

6160FA-512, 8<5NI59 2 A>AB025 16 6PAB:8E 48A:>2, 15 87 :>B>@KE >1J548=5=K 2 
RAID6, 0 5IP >48= >1JO2;5= :0: HotSpare, :>MDD8F85=B 8A?>;L7>20=8O 1C45B (16323 
1)/16, B> 5ABL 81%. �;O <0AA820 RAID0 =0 B>9 65 AB>9:5 MB>B :>MDD8F85=B 1C45B 
@025= 100%, 0 4;O RAID1 3 50%. �AB5AB25==>, =8 > :0:>9 45H5287=5 2 B0:>< 
:>=B5:AB5 @5G8 1KBL =5 <>65B, ?>MB><C =5 A;54C5B 0=0;878@>20BL =0HC 4803@0<<C 
=0 ?@54<5B ?>8A:0 A0<KE 1N465B=KE 20@80=B>2. 

$07 C6 >1 MB>< 70H;0 @5GL, "RAID 4;O 154=KE" 3 MB>, :0: ?@028;>, 
?@>3@0<<=K5 @50;870F88 RAID0, RAID1, RAID10, RAID5 =0 42CE, G5BK@PE, 
<0:A8<C< - H5AB8 48A:0E. "=8 G0I5 2A53> ?@8<5=ONBAO 2 4><0H=8E AB0=F8OE 8 =5 
A;8H:>< :@8B8G5A:8E A5@25@=KE 7040G0E 8, :>=5G=>, B>65 8<5NB ?@02> =0 
ACI5AB2>20=85. 

�AB0B8, B5@<8= RAID, ?@54;>65==K9 CG5=K<8 �0;8D>@=89A:>3> 
'=825@A8B5B0 �5@:;8 2 1987 3>4C, ?5@2>=0G0;L=> @0AH8D@>2K20;AO :0: Redundant 

Array of Inexpensive Disks (871KB>G=K9 <0AA82 =54>@>38E 48A:>2). � ?>A;54CNI5< 
53> 87<5=8;8 =0 Redundant Array of Independent Disks (871KB>G=K9 <0AA82 
=57028A8<KE 48A:>2) 3 MB> 1>;55 B>G=> >B@0605B 53> ACBL 8 =5 22>48B 2 701;C645=85 
=0AGPB AB>8<>AB8, B0: :0: 4;O @01>BK 2 <0AA825, 5AB5AB25==>, @5:><5=4C5BAO 
8A?>;L7>20BL 0??0@0B=K9 :>=B@>;;5@ 8 A0<K5 :0G5AB25==K5 48A:8, :>B>@K5 
45HP2K<8 =5 O2;ONBAO. 

!>BDBEFP. #@0:B8G5A:8 1570;LB5@=0B82=K< A@54AB2>< 4>;3>2@5<5==>3> 
E@0=5=8O 1>;LH8E >1JP<>2 40==KE 4> =5402=53> 2@5<5=8 O2;O;8AL <03=8B=K5 
65AB:85 48A:8.  03=8B=K5 ;5=BK, @07;8G=K5 >?B8G5A:85 8 <03=8B>->?B8G5A:85 
48A:>2K5 B5E=>;>388 8 D;MH:8 2 A8;C ?@8ACI8E 8< A?5F8D8G5A:8E >3@0=8G5=89 
A>AB028BL 8< :>=:C@5=F8N =5 <>3;8. �>AB>9=K< A>?5@=8:>< 2 1C4CI5<  <>3CB 
AB0BL B25@4>B5;L=K5 48A:8 SSD, => 8E 2@5<O 5IP =5 =0ABC?8;> (B5E=>;>38N SSD 

>1AC48< GCBL ?>765)). 
�B0:, "C7:8<" <5AB>< ;N1>9 :><?LNB5@=>9 A8AB5<K O2;ONBAO A:>@>AB=K5 

E0@0:B5@8AB8:8 <5E0=8G5A:8E G0AB59 6PAB:8E 48A:>2: A:>@>ABL 2@0I5=8O H?8=45;O 
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8 A@54=55 2@5<O ?>78F8>=8@>20=8O 3>;>2>:. "B ?5@2>9 E0@0:B5@8AB8:8 (?@8 5P 
C<=>65=88 =0 ?;>B=>ABL 70?8A8) 7028A8B B0: =07K205<0O 2=CB@5==OO A:>@>ABL 
GB5=8O 8 70?8A8 40==KE. "B 2B>@>9 3 AB5?5=L 70B@0B 2@5<5=8 =0 ?5@5<5I5=85 
3>;>2>:, 2> 2@5<O :>B>@>3>, 5AB5AB25==>, =8 70?8AL, =8 GB5=85 =5 ?@>872>4OBAO. 

$50;L=K<8 ?CBO<8 C25;8G5=8O ?@>872>48B5;L=>AB8 48A:>2>9 ?>4A8AB5<K, 
>G5284=>, O2;ONBAO: <8=8<870F8O ?5@5<5I5=8O 3>;>2>: =0:>?8B5;59 8 
?0@0;;5;L=>5 GB5=85 40==KE A =5A:>;L:8E =0:>?8B5;59 >4=>2@5<5==>. !0 ?@0:B8:5 
?5@2K9 ?CBL @50;87C5BAO C25;8G5=85< @07<5@0 :;0AB5@0 >?5@0F8>==>9 A8AB5<K, 
>?B8<870F859 @07<5I5=8O 40==KE =0 48A:5 8 @53C;O@=>9 45D@03<5=B0F859. �;O 
@50;870F88 2B>@>3> ?CB8 2 1987 1K;> @07@01>B0=> >?8A0=85 =01>@0 0@E8B5:BC@ 
<0AA82>2 48A:>2, >B;8G0NI8EAO >B:07>CAB>9G82>ABLN 8 ?>2KH5==>9 

?@>872>48B5;L=>ABLN, ?>;CG82H55 =0720=85 RAID. 

%0<K<8 1KAB@K< A>3;0A=> =0H59 4803@0<<5 O2;O5BAO C@>25=L RAID0 

(RAID00). &5>@5B8G5A:8, ?@>872>48B5;L=>ABL B0:>3> <0AA820 4>;6=0 @0AB8 ;8=59=> 
?> <5@5 C25;8G5=8O G8A;0 2E>4OI8E 2 =53> 48A:>2, >4=0:> =0 ?@0:B8:5, :>=5G=> 65, 
2AP >1AB>8B =5 =0AB>;L:> @04C6=>. � B><C 65 A;54C5B ?><=8BL, GB> A C25;8G5=85< 
G8A;0 2E>4OI8E 2 RAID0 48A:>2 A:>@>ABL @0ABPB 0@8D<5B8G5A:8, 0 25@>OB=>ABL 
>B:070 3 35><5B@8G5A:8. � =5:>B>@>< @>45 :><?@><8AA>< A:>@>AB8 8 =04P6=>AB8 
O2;ONBAO 2A5 C@>2=8 RAIDx0, A@548 :>B>@KE C?><O=5< RAID10, RAID1E0, RAID50 

8 RAID60. 

�48T:ABEFP. %B>?@>F5=B=>9 =0456=>AB8 =5 1K205B 2 ?@8=F8?5, ?>MB><C 2 
40==>< A;CG05 <K 1C45< @0AA<0B@820BL C@>2=8 RAID A B>G:8 7@5=8O 8E 
CAB>9G82>AB8 : >B:070< >B45;L=KE 48A:>2. � MB>< A<KA;5 A0<K< "=5=0456=K<", :0: 
<K B>;L:> GB> 2KOA=8;8, O2;O5BAO A0<K9 1KAB@K9 C@>25=L RAID0. �KE>4 87 AB@>O 
;N1>3> 6PAB:>3> 48A:0 2 <0AA825 RAID0 2K7K205B ?>;=CN ?>B5@N 53> 40==KE. 

%0<K<8 =04P6=K<8 =0 A53>4=OH=89 45=L <>6=> AG8B0BL C@>2=8 RAID6 8 
RAID15. � ;N1>< A;CG05, =5 A;54C5B 701K20BL ?@> @575@2=>5 :>?8@>20=85. 

JBOD (Just a Bunch of Disks) 3 MB> ?@>AB>5 >1J548=5=85 (spanning) 65AB:8E 
48A:>2, :>B>@>5 C@>2=5< RAID D>@<0;L=> =5 O2;O5BAO. &><>< JBOD <>65B 1KBL 
<0AA82 87 >4=>3> 48A:0 8;8 >1J548=5=85 =5A:>;L:8E 48A:>2. �>=B@>;;5@C RAID 4;O 
@01>BK A B0:8< B><>< =5 B@51C5BAO ?@>2545=85 :0:8E-;81> 2KG8A;5=89. !0 =0H59 
4803@0<<5 48A: JBOD A;C68B 2 :0G5AB25 «>@48=0@0» 8;8 >B?@02=>9 B>G:8 3 53> 
7=0G5=8O =0456=>AB8, ?@>872>48B5;L=>AB8 8 AB>8<>AB8 A>2?040NB A 
A>>B25BAB2CNI8<8 ?>:070B5;O<8 548=8G=>3> 65AB:>3> 48A:0. 

RAID 0 (5Striping6) 871KB>G=>AB8 =5 8<55B, 0 8=D>@<0F8N @0A?@545;O5B A@07C 
?> 2A5< 2E>4OI8< 2 <0AA82 48A:0< 2 2845 =51>;LH8E 1;>:>2 («AB@09?>2»). �0 AG5B 
MB>3> ACI5AB25==> ?>2KH05BAO ?@>872>48B5;L=>ABL, => AB@0405B =0456=>ABL. �0: 8 
2 A;CG05 JBOD, 70 A2>8 45=L38 <K ?>;CG05< 100% 5<:>AB8 48A:0. 

#>OA=N, ?>G5<C C<5=LH05BAO =0456=>ABL E@0=5=8O 40==KE =0 ;N1>< 
A>AB02=>< B><5 3 B0: :0: ?@8 2KE>45 87 AB@>O ;N1>3> 87 2E>4OI8E 2 =53> 
28=G5AB5@>2 ?>;=>ABLN 8 1572>72@0B=> ?@>?0405B 2AO 8=D>@<0F8O. � A>>B25BAB288 A 
B5>@859 25@>OB=>AB59 <0B5<0B8G5A:8 =0456=>ABL B><0 RAID0 @02=0   ?@>872545=8N 
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=0456=>AB59 A>AB02;ONI8E 53> 48A:>2, :0640O 87 :>B>@KE <5=LH5 548=8FK, 
?>MB><C A>2>:C?=0O =0456=>ABL 70254><> =865 =0456=>AB8 ;N1>3> 48A:0. 

)>@>H89 C@>25=L 3 RAID 1 (5Mirroring6, «75@:0;>»). "= 8<55B 70I8BC >B 
2KE>40 87 AB@>O ?>;>28=K 8<5NI8EAO 0??0@0B=KE A@54AB2 (2 >1I5< A;CG05 3  
>4=>3> 87 42CE 65AB:8E 48A:>2), >15A?5G8205B ?@85<;5<CN A:>@>ABL 70?8A8 8 
2K83@KH ?> A:>@>AB8 GB5=8O 70 AG5B @0A?0@0;;5;820=8O 70?@>A>2. !54>AB0B>: 
70:;NG05BAO 2 B><, GB> ?@8E>48BAO 2K?;0G820BL AB>8<>ABL 42CE 65AB:8E 48A:>2, 
?>;CG0O ?>;57=K9 >1J5< >4=>3> 65AB:>3> 48A:0. 

�7=0G0;L=> ?@54?>;0305BAO, GB> 65AB:89 48A: 3 25IL =0456=0O. 
%>>B25BAB25==>, 25@>OB=>ABL 2KE>40 87 AB@>O A@07C 42CE 48A:>2 @02=0 (?> D>@<C;5) 
?@>872545=8N 25@>OB=>AB59, B.5. =865 =0 ?>@O4:8! � A>60;5=8N, @50;L=0O 687=L 3 
=5 B5>@8O! �20 28=G5AB5@0 15@CBAO 87 >4=>9 ?0@B88 8 @01>B0NB 2 >48=0:>2KE 
CA;>28OE, 0 ?@8 2KE>45 87 AB@>O >4=>3> 87 48A:>2 =03@C7:0 =0 >AB02H89AO 
C25;8G8205BAO, ?>MB><C =0 ?@0:B8:5 ?@8 2KE>45 87 AB@>O >4=>3> 87 48A:>2 A;54C5B 
A@>G=> ?@8=8<0BL <5@K 3 2=>2L 2>AAB0=02;820BL 871KB>G=>ABL. �;O MB>3> A ;N1K< 
C@>2=5< RAID (:@><5 =C;52>3>) @5:><5=4CNB 8A?>;L7>20BL 48A:8 3>@OG53> @575@20 
HotSpare. �>AB>8=AB2> B0:>3> ?>4E>40 3 ?>445@60=85 ?>AB>O==>9 =0456=>AB8. 
!54>AB0B>: 3 5I5 1>;LH85 8745@6:8 (B.5. AB>8<>ABL 3-E 28=G5AB5@>2 4;O E@0=5=8O 
>1J5<0 >4=>3> 48A:0). 

�5@:0;> =0 <=>38E 48A:0E 3 MB> C@>25=L RAID 10. #@8 8A?>;L7>20=88 B0:>3> 
C@>2=O 75@:0;L=K5 ?0@K 48A:>2 2KAB@0820NBAO 2 «F5?>G:C», ?>MB><C >1J5< 
?>;CG5==>3> B><0 <>65B ?@52>AE>48BL 5<:>ABL >4=>3> 65AB:>3> 48A:0. �>AB>8=AB20 
8 =54>AB0B:8 3 B0:85 65, :0: 8 C C@>2=O RAID1. �0: 8 2 4@C38E A;CG0OE, 
@5:><5=4C5BAO 2:;NG0BL 2 <0AA82 48A:8 3>@OG53> @575@20 HotSpare 87 @0AG5B0 >48= 
@575@2=K9 =0 ?OBL @01>G8E. 

RAID 5, 459AB28B5;L=>, A0<K9 ?>?C;O@=K9 87 C@>2=59 3 2 ?5@2CN >G5@54L 
1;03>40@O A2>59 M:>=><8G=>AB8. �5@B2CO @048 871KB>G=>AB8 5<:>ABLN 2A53>  
>4=>3> 48A:0 87 <0AA820, <K ?>;CG05< 70I8BC >B 2KE>40 87 AB@>O ;N1>3> 87 
28=G5AB5@>2 B><0. !0 70?8AL 8=D>@<0F88 =0 B>< RAID5 B@0BOBAO 4>?>;=8B5;L=K5 
@5AC@AK, B0: :0: B@51CNBAO 4>?>;=8B5;L=K5 2KG8A;5=8O, 70B> ?@8 GB5=88 (?> 
A@02=5=8N A >B45;L=K< 28=G5AB5@><) 8<55BAO 2K83@KH, ?>B><C GB> ?>B>:8 40==KE 
A =5A:>;L:8E =0:>?8B5;59 <0AA820 @0A?0@0;;5;820NBAO. 

!54>AB0B:8 RAID5 ?@>O2;ONBAO ?@8 2KE>45 87 AB@>O >4=>3> 87 48A:>2 3 25AL 
B>< ?5@5E>48B 2 :@8B8G5A:89 @568<, 2A5 >?5@0F88 70?8A8 8 GB5=8O A>?@>2>640NBAO 
4>?>;=8B5;L=K<8 <0=8?C;OF8O<8, @57:> ?0405B ?@>872>48B5;L=>ABL, 48A:8 
=0G8=0NB 3@5BLAO. �A;8 A@>G=> =5 ?@8=OBL <5@K 3 <>6=> ?>B5@OBL 25AL B><. 
#>MB><C, (A<. 2KH5) A B><>< RAID5 A;54C5B >1O70B5;L=> 8A?>;L7>20BL 48A: Hot 

Spare. 

#><8<> 107>2KE C@>2=59 RAID0 - RAID5, >?8A0==KE 2 AB0=40@B5,  
ACI5AB2CNB :><18=8@>20==K5 C@>2=8 RAID10, RAID30, RAID50, RAID15, :>B>@K5 
@07;8G=K5 ?@>872>48B5;8 8=B5@?@5B8@CNB :064K9 ?>-A2>5<C. 
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%CBL B0:8E :><18=0F89 2:@0BF5 70:;NG05BAO 2 A;54CNI5<. RAID10 3 MB> 
A>G5B0=85 548=8G:8 8 =>;8:0 (A<. 2KH5). RAID50 3 MB> >1J548=5=85 ?> 506 B><>2 5- 
3> C@>2=O. RAID15 3 «75@:0;>» «?OB5@>:». � B0: 40;55. 

&0:8< >1@07><, :><18=8@>20==K5 C@>2=8 =0A;54CNB ?@58<CI5AB20 (8 
=54>AB0B:8) A2>8E «@>48B5;59». &0:, ?>O2;5=85 «=>;8:0» 2 C@>2=5 RAID 50 

=8A:>;L:> =5 4>102;O5B 5<C =0456=>AB8, => 70B> ?>;>68B5;L=> >B@0605BAO =0 
?@>872>48B5;L=>AB8. '@>25=L RAID 15, =025@=>5, >G5=L =0456=K9, => >= =5 A0<K9 
1KAB@K9 8, : B><C 65, :@09=5 =5M:>=><8G=K9 (?>;57=0O 5<:>ABL B><0 A>AB02;O5B 
<5=LH5 ?>;>28=K >1J5<0 8AE>4=>3> 48A:>2>3> <0AA820). 

RAID 6 >B;8G05BAO >B RAID 5 B5<, GB> 2 :064>< @O4C 40==KE (?>-0=3;89A:8 

stripe)  8<55B  =5  >48=,  0  864  1;>:0  :>=B@>;L=KE  AC<<.  �>=B@>;L=K5  AC<<K      3 
«<=>3><5@=K5», B.5. =57028A8<K5 4@C3 >B 4@C30, ?>MB><C 4065 >B:07 42CE 48A:>2 2 
<0AA825 ?>72>;O5B A>E@0=8BL 8AE>4=K5 40==K5. �KG8A;5=85 :>=B@>;L=KE AC<< ?> 
<5B>4C $840-%>;><>=0 B@51C5B 1>;55 8=B5=A82=KE ?> A@02=5=8N A RAID5 

2KG8A;5=89, ?>MB><C @0=LH5 H5AB>9 C@>25=L ?@0:B8G5A:8 =5 8A?>;L7>20;AO. %59G0A 
>= ?>445@68205BAO <=>38<8 ?@>4C:B0<8, B0: :0: 2 =8E AB0;8 CAB0=02;820BL 
A?5F80;878@>20==K5 <8:@>AE5<K, 2K?>;=ONI85 2A5 =5>1E>48<K5 <0B5<0B8G5A:85 
>?5@0F88. 

%>3;0A=> =5:>B>@K< 8AA;54>20=8O<, 2>AAB0=>2;5=85 F5;>AB=>AB8 ?>A;5  
>B:070 >4=>3> 48A:0 =0 B><5 RAID5, A>AB02;5==>< 87 48A:>2 SATA 1>;LH>3>  
>1J5<0 (400 8 500 3830109B), 2 5% A;CG052 70:0=G8205BAO CB@0B>9 40==KE. �@C38<8 
A;>20<8, 2 >4=>< A;CG05 87 4204F0B8 2> 2@5<O @535=5@0F88 <0AA820 RAID5 =0 48A: 
@575@20 Hot Spare 2>7<>65= 2KE>4 87 AB@>O 2B>@>3> 48A:0... "BAN40 @5:><5=40F88 
;CGH8E RAID>2>4>2: 1) 6E9784 45;09B5 @575@2=K5 :>?88; 2) 8A?>;L7C9B5 RAID6! 

!5402=> ?>O28;8AL =>2K5 C@>2=8 RAID1E, RAID5E, RAID5EE. �C:20 5�6 2 
=0720=88 >7=0G05B Enhanced. 

RAID level-1 Enhanced (RAID level-1E) :><18=8@C5B mirroring 8 data striping. 
1B0 A<5AL C@>2=59 0 8 1 CAB@>5=0 A;54CNI8< >1@07><. �0==K5 2 @O4C 
@0A?@545;ONBAO B>GL-2-B>GL B0:, :0: 2 RAID 0. &> 5ABL @O4 40==KE =5 8<55B =8:0:>9 
871KB>G=>AB8. %;54CNI89 @O4 1;>:>2 40==KE :>?8@C5B ?@54K4CI89 A> A4283>< =0 
>48= 1;>:. &0:8< >1@07>< :0: 8 2 AB0=40@B=>< @568<5 RAID 1 :064K9 1;>: 40==KE 
8<55B 75@:0;L=CN :>?8N =0 >4=>< 87 48A:>2, ?>MB><C ?>;57=K9 >1J5< <0AA820 
@025= ?>;>28=5 AC<<0@=>3> >1J5<0 2E>4OI8E 2 <0AA82 65AB:8E 48A:>2. �;O @01>BK 
RAID 1E B@51C5BAO >1J548=5=85 B@5E 8;8 1>;55 48A:>2. 

 =5 >G5=L =@028BAO C@>25=L RAID1E. �;O <>I=>9 3@0D8G5A:>9 @01>G59 
AB0=F88 8;8 4065 4;O 4><0H=53> :><?LNB5@0 3 >?B8<0;L=K9 2K1>@! "= >1;0405B 
2A5<8 4>AB>8=AB20<8 =C;52>3> 8 ?5@2>3> C@>2=59 3 >B;8G=0O A:>@>ABL 8 2KA>:0O 
=0456=>ABL. 

#5@5945< B5?5@L : C@>2=N RAID level-5 Enhanced (RAID level-5E). 1B> B> 65 
A0<>5 GB> 8 RAID5, B>;L:> A> 2AB@>5==K< 2 <0AA82 @575@2=K< 48A:>< spare drive. 

1B> 2AB@0820=85 ?@>872>48BAO A;54CNI8< >1@07><: =0 2A5E 48A:0E <0AA820 
>AB02;O5BAO A2>1>4=K< 1/N G0ABL ?@>AB@0=AB20, :>B>@0O ?@8 >B:075 >4=>3> 87 48A:>2 
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8A?>;L7C5BAO 2 :0G5AB25 3>@OG53> @575@20. �0 AG5B MB>3> RAID5E 45<>=AB@8@C5B 
=0@O4C A =0456=>ABLN ;CGHCN ?@>872>48B5;L=>ABL, B0: :0: GB5=85/70?8AL 
?@>872>48BAO ?0@0;;5;L=> A 1";LH53> G8A;0 =0:>?8B5;59 >4=>2@5<5==> 8  spare 

drive =5 ?@>AB08205B, :0: 2 RAID5. "G5284=>, GB> 2E>4OI89 2 B>< @575@2=K9 48A: 
=5;L7O 45;8BL A 4@C38<8 B><0<8 (dedicated vs. shared). &>< RAID 5E AB@>8BAO 
<8=8<C< =0 G5BK@5E D878G5A:8E 48A:0E. #>;57=K9 >1J5< ;>38G5A:>3> B><0 
2KG8A;O5BAO ?> D>@<C;5 N-2. 

RAID level-5E Enhanced (RAID level-5EE) ?>4>15= C@>2=N RAID level-5E, => 
>= 8<55B 1>;55 MDD5:B82=>5 @0A?@545;5=85 spare drive 8, :0: A;54AB285, 3 1>;55 
1KAB@>5 2@5<O 2>AAB0=>2;5=8O. �0: 8 C@>25=L RAID5E, MB>B C@>25=L RAID 

@0A?@545;O5B 2 @O40E 1;>:8 40==KE 8 :>=B@>;L=KE AC<<. !> >= B0:65 @0A?@545;O5B 
8 A2>1>4=K5 1;>:8 spare drive, 0 =5 ?@>AB> >AB02;O5B ?>4 MB8 F5;8 G0ABL >1J5<0 
48A:0. 1B> ?>72>;O5B C<5=LH8BL 2@5<O, =5>1E>48<>5 =0  @5:>=AB@C:F8N 
F5;>AB=>AB8 B><0 RAID5EE. �E>4OI89 2 B>< @575@2=K9 48A: =5;L7O 45;8BL A 
4@C38<8 B><0<8 3 :0: 8 2 ?@54K4CI5< A;CG05. &>< RAID 5EE AB@>8BAO <8=8<C< =0 
G5BK@5E D878G5A:8E 48A:0E. #>;57=K9 >1J5< ;>38G5A:>3> B><0 2KG8A;O5BAO ?> 
D>@<C;5 N-2. 

�0: =8 AB@0==>, =8:0:8E C?><8=0=89 >1 C@>2=5 RAID 6E =0 ?@>AB>@0E 
�=B5@=5B0 O =5 =0H5; - ?>:0 B0:>9 C@>25=L =8:5< 87 ?@>872>48B5;59  =5 
?@54;0305BAO 8 4065 =5 0=>=A8@C5BAO. � 254L C@>25=L RAID6E ( 8;8 RAID6EE? ) 

<>6=> ?@54;>68BL ?> B><C 65 ?@8=F8?C, GB> 8 ?@54K4CI89. �8A: HotSpare 

B5S;4F9?PAB 4>;65= A>?@>2>640BL ;N1>9 B>< RAID, 2 B>< G8A;5 8 RAID 6. 

�>=5G=>, <K =5 ?>B5@O5< 8=D>@<0F8N ?@8 2KE>45 87 AB@>O >4=>3> 8;8 42CE 48A:>2, 
=> =0G0BL @535=5@0F8N F5;>AB=>AB8 <0AA820 :@09=5 206=> :0: <>6=> @0=LH5, GB>1K 
A:>@55 2K25AB8 A8AB5<C 87 «:@8B8G5A:>3>» @568<0. #>A:>;L:C =5>1E>48<>ABL 48A:0 
Hot Spare 4;O =0A =5 ?>4;568B A><=5=8N, ;>38G=K< 1K;> 1K ?>A;54>20BL 40;LH5  8 
«@07<070BL» 53> ?> B"<C B0:, :0: MB> A45;0=> 2 RAID 5EE, GB>1K ?>;CG8BL 
?@58<CI5AB20 >B 8A?>;L7>20=8O 1";LH53> :>;8G5AB20 48A:>2 (;CGH0O A:>@>ABL =0 
GB5=88-70?8A8 8 1>;55 1KAB@>5 2>AAB0=>2;5=85 F5;>AB=>AB8). 

 
 

 

 

#DB6A< RAID 6 «K<E?4I». 
� B01;8FC O A>1@0; =5:>B>@K5 206=K5 ?0@0<5B@K ?>GB8 2A5E C@>2=59 R�ID, 

GB>1K <>6=> 1K;> A>?>AB028BL 8E <564C A>1>9 8 G5BG5 ?>=OBL 8E ACBL. 
 
#DB69AP 

�;5O- 

FBK- 

ABEFP 

�ECB?P- 

;B64A<9 
9@>BEF< 
8<E>B6 

�DB<;6B- 

8<F9?P- 

ABEFP 
KF9A<S 

�DB<;6B- 

8<F9?P- 

ABEFP 
;4C<E< 

�EFDB9A- 

AO= 8<E> 
D9;9D64 

 

�<A. >B?- 

6B 8<E>B6 

 

�4>E. >B?-6B 8<E>B6 

RAID 0 =5B 100% �F? �F? =5B 1 16 

RAID 1 + 50% )>@ + )>@ + =5B 2 2 

RAID 10 + 50% )>@ + )>@ + =5B 4 16 
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RAID 1E + 50% )>@ + )>@ + =5B 3 16 

RAID 5 + 67-94% �F? )>@ =5B 3 16 

RAID 5E + 50-88% �F? )>@ + 4 16 
RAID 

5EE 
+ 50-88% �F? )>@ + 4 16 

RAID 6 + 50-88% �F? )>@ =5B 4 16 

RAID 00 =5B 100% �F? �F? =5B 2 60 
RAID 

1E0 
+ 50% )>@ + )>@ + =5B 6 60 

RAID 50 + 67-94% �F? )>@ =5B 6 60 

RAID 15 + 33-48% �F? )>@ =5B 6 60 
 

 

 

�E9 «;9D>4?PAO9» GDB6A< 3 RAID 1, 1+0, 10, 1E, 1E0. 
�0209B5 5I5 @07 ?>?@>1C5< 4>A:>=0;L=> @07>1@0BLAO, G5< 65 @07;8G0NBAO MB8 

C@>2=8? 
RAID 1. 
1B> 3 :;0AA8G5A:>5 «75@:0;>». �20 (8 B>;L:> 420!) 65AB:8E 48A:0 @01>B0NB :0: 

>48=, O2;OOAL ?>;=>9 :>?859 4@C3 4@C30. �KE>4 87 AB@>O ;N1>3> 87 MB8E 42CE 48A:>2 
=5 ?@82>48B : ?>B5@5 20H8E 40==KE, B0: :0: :>=B@>;;5@ ?@>4>;605B @01>BC A 
>AB02H8<AO 48A:><. RAID1 2 F8D@0E: 42C:@0B=0O 871KB>G=>ABL, 42C:@0B=0O 
=0456=>ABL, 42C:@0B=0O AB>8<>ABL. #@>872>48B5;L=>ABL =0 70?8AL M:2820;5=B=0 
?@>872>48B5;L=>AB8 >4=>3> 65AB:>3> 48A:0. #@>872>48B5;L=>ABL GB5=8O 2KH5, B0: 
:0: :>=B@>;;5@ <>65B @0A?@545;OBL >?5@0F88 GB5=8O <564C 42C<O 48A:0<8. 

RAID 10. 

%CBL MB>3> C@>2=O 2 B><, GB> 48A:8 <0AA820 >1J548=ONBAO ?0@0<8 2 «75@:0;0» 
(RAID 1), 0 70B5< 2A5 MB8 75@:0;L=K5 ?0@K 2 A2>N >G5@54L >1J548=ONBAO 2 >1I89 
<0AA82 A G5@54>20=85< (RAID 0). �<5==> ?>MB><C 53> 8=>340 >1>7=0G0NB :0: RAID 

1+0. �06=K9 <><5=B 3 2 RAID 10 <>6=> >1J548=8BL B>;L:> G5B=>5 :>;8G5AB2> 
48A:>2 (<8=8<C< 3 4, <0:A8<C< 3 16). �>AB>8=AB20: >B "75@:0;0" =0A;54C5BAO 
=0456=>ABL, >B «=C;O» 3 ?@>872>48B5;L=>ABL :0: =0 GB5=85, B0: 8 =0 70?8AL. 

RAID 1�. 
�C:20 "E" 2 =0720=88 >7=0G05B "Enhanced", B.5. "C;CGH5==K9". #@8=F8? MB>3> 

C;CGH5=8O A;54CNI89: 40==K5 1;>:0<8 "G5@54CNBAO" ("striped") =0 2A5 48A:8 
<0AA820, 0 ?>B>< 5I5 @07 "G5@54CNBAO" A> A4283>< =0 >48= 48A:. � RAID 1E <>6=> 
>1J548=OBL >B B@5E 4> 16 48A:>2. !0456=>ABL A>>B25BAB2C5B ?>:070B5;O< "45AOB:8", 
0 ?@>872>48B5;L=>ABL 70 AG5B 1>;LH53> "G5@54>20=8O" AB0=>28BAO GCBL ;CGH5. 

RAID 1�0. 
1B>B C@>25=L @50;87C5BAO B0:: <K A>7405< "=C;52>9" <0AA82 87 <0AA82>2 

RAID1E. %;54>20B5;L=>, >1I55 :>;8G5AB2> 48A:>2 4>;6=> 1KBL :@0B=> B@5<: 
<8=8<C< B@8 8 <0:A8<C< 3 H5ABL45AOB! #@58<CI5AB2> 2 A:>@>AB8 ?@8 MB>< <K 2@O4 
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;8 ?>;CG8<, 0 A;>6=>ABL @50;870F88 <>65B =51;03>?@8OB=> >B@078BLAO =0 
=0456=>AB8. �;02=>5 4>AB>8=AB2> 3 2>7<>6=>ABL >1J548=8BL 2 >48= <0AA82 >G5=L 
1>;LH>5 (4> 60) :>;8G5AB2> 48A:>2. 

 

�BCDBEO 8?S >BAFDB?S: 
1. +5< >B;8G0NBAO ACI5AB2CNI85 >@30=870F88 @575@28@>20=8O? 
2. �0:>9 A?>A>1 1>;55 M:>=><8G5=? 

 

 

 

#@0:B8G5A:>5 7040=85 №6 
 

&9?P: !0CG8BLAO 2>AAB0=02;820BL @01>B>A?>A>1=>ABL A5B8. 
 

)>4 @01>BK. 
 

#@0:B8G5A:>5 7040=85 №7 
 

&9?P: !0CG8BLAO ?>;L7>20BLAO 0=0;870B>@>< ?@>B>:>;>2 Wire Shark. 

 

1 &�"$�&�+�%��/ +�%&0 

 

 

1.1 �4I64F < 4A4?<; E9F96B7B FD4H<>4 E CB@BMPR CDB7D4@@O«Wireshark» 

Wireshark - ?@>3@0<<0-0=0;870B>@ B@0D8:0 4;O :><?LNB5@=KE A5B59 Ethernet. 

#@>3@0<<0 Wireshark ?>72>;O5B 70E20BK20BL ?0:5BK ?@>B>:>;>2, ?5@540205<K5 ?> 

A5B8 Ethernet 8 A ?><>ILN 3@0D8G5A:>3> 8=B5@D59A0 ?@54AB028BL MB8 40==K5 

?>;L7>20B5;N 4;O 40;L=59H53> 0=0;870. 

"A=>2=>5 >:=> Wireshark ?@8 53> AB0@B5 8<55B A;54CNI89 284 (@8AC=>: 1). 
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$8AC=>: 1 3 "A=>2=>5 >:=> Wireshark 

 

 

#0=5;L 8=AB@C<5=B>2 Wireshark 8<55B A;54CNI85 8=AB@C<5=BK ($8AC=>: 2). 

 

 
 

$8AC=>: 2 3 #0=5;L 8=AB@C<5=B>2 
 

 
% ?><>ILN 8=AB@C<5=B>2 ?0=5;8 D8;LB@0 Wireshark (@8AC=>: 3) <>6=> 

A>74020BL 8 A>E@0=OBL, ?@8<5=OBL 8 C40;OBL D8;LB@K, :>B>@K5 ?@54AB02;ONB 
2>7<>6=>ABL D8;LB@0F88 8=D>@<0F88 70E20G5==>3> A5B52>3> B@0D8:0. 

 

 
 

 

#0=5;L D8;LB@0 Wireshark 8<55B A;54CNI85 ?>;O 8 8=AB@C<5=BK ($8AC=>: 3). 

 Filter (A<. C:070B5;L 1 =0 @8AC=>: 3) 3 ?@54=07=0G5= 4;O >B:@KB8O 

480;>3>2>3> >:=0 ?>;L7>20B5;LA:8E D8;LB@>2 4;O A>740=8O 8;8 @540:B8@>20=8O 

D8;LB@0; 

 

 

 

 
$8AC=>: 3 3 #0=5;L D8;LB@0 
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 #>;5 22>40 D8;LB@0 (A<. C:070B5;L 2 =0 @8AC=>: 3) - ?@54=07=0G5=> 

4;O@540:B8@>20=8O 2K@065=8O D8;LB@0; 

 Expression (A<. C:070B5;L 3 =0 @8AC=>: 3) - ?@54=07=0G5= 4;O >B:@KB8O 
480;>3>2>3>>:=0 3 ?><>I=8:0 4;O ?>AB@>5=8O 2K@065=8O D8;LB@>2; 

 Clear (A<. C:070B5;L 4 =0 @8AC=>: 3) 3 ?@54=07=0G5= 4;O ?@8>AB0=>2;5=8O 

2>7459AB28OD8;LB@0 8 >G8AB:8 ?>;O D8;LB@0; 

 Apply (A<. C:070B5;L 5 =0 @8AC=>: 3) 3 ?@54=07=0G5= 4;O ?>4:;NG5=8O 

2>7459AB28OD8;LB@0; 

 Save (A<. C:070B5;L 6 =0 @8AC=>: 3) 3 ?@54=07=0G5= 4;O A>E@0=5=8O 
2K@065=8O D8;LB@0 4;O 40;L=59H53> 8A?>;L7>20=8O. 

":=> A?8A:0 4>ABC?=KE 040?B5@>2 ($8AC=>: 4) <>6=> >B:@KBL, =0602 =0 

:=>?:C «Interface List» =0 ?0=5;8 8=AB@C<5=B>2 (A<. $8A. 2) ?@>3@0<<K Wireshark. 

 

 
$8AC=>: 4 3 %?8A>: 4>ABC?=KE 040?B5@>2 

 

 

 �=>?:0 «Options» (C:070B5;L 2 =0 @8AC=>: 4) >B:@K205B >:=> =0AB@>5: 
70E20B0 B@0D8:0 ($8AC=>: 5); 
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$8AC=>: 5 3 ":=> =0AB@>5: 70E20B0 B@0D8:0 
 

 

 �=>?:0 «Details» (C:070B5;L 3 =0 @8AC=>: 4) >B:@K205B >:=> AB0B8G5A:8E 
E0@0:B5@8AB8: A5B52>3> 040?B5@0. 

#@>3@0<<0 Wireshark?>72>;O5B =0AB@>8BL @07;8G=K5 D8;LB@K, 2>B =5:>B>@K5 

87 =8E: 

 (8;LB@ ?> ?@>B>:>;C - D8;LB@0F8O =0 C@>2=5 70E20G5==KE ?0:5B>2/:04@>23 

?@8 MB>< D8;LB@0F8O 1C45B 2K?>;=OBLAO ?> >?@545;P==K< ?@>B>:>;0<; 

 (8;LB@ ?> ?>;N ?0:5B0 ?@>B>:>;0 (Display filter) - D8;LB@0F8O =0 C@>2=5 

7=0G5=89 ?>;59 70E20G5==KE ?0:5B>2/:04@>2 - ?@8 MB>< D8;LB@0F8O 1C45B 

28?>;=OBLAO ?> >?@545;P==K< 7=0G5=8O< ?>;59 2 703>;>2:0E ?@>B>:>;>2; 

�;O ?@8<5=5=8O D8;LB@0F88 ?> >?@545;P==><C ?@>B>:>;C =5>1E>48<> 225AB8 

8<O ?@>B>:>;0 (=0?@8<5@, dhcpv6) 2 ?>;5 22>40 D8;LB@0 8 =060BL :=>?:C «Apply» 

($8AC=>: 6 8 7) 

 

 

$8AC=>: 6 3 �84 4> ?@8<5=5=8O D8;LB@0 
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$8AC=>: 7 3 �84 ?>A;5 ?@8<5=5=8O D8;LB@0 

�<5=0 ?>;59, :>B>@K5 <>6=> 8A?>;L7>20BL ?@8 ?>AB@>5=88 2K@065=89 

D8;LB@>2, 4>ABC?=K G5@57 ?>AB@>8B5;L D8;LB@>2. 

�;O ?>AB@>5=8O D8;LB@>2 =04> 2K?>;=8BL A;54CNI85 H038: 

 �0?CAB8BL ?><>I=8:-?>AB@>8B5;L 2K@065=89 D8;LB@>2, =0602 =0   :=>?:C 

«Expression&» (A<. C:070B5;L 6 =0 @8AC=>: 8); 

 !0 >B:@K2H5<AO >:=5 2 A?8A:5 «Field name» 2K1@0BL 8<O 8=B5@5ACNI53> 

=0A ?>;O (=0?@8<5@, ip.src), :>B>@>5 1C45B =0<8 8A?>;L7>20BLAO 4;O 

40;L=59H53>?>AB@>5=8O D8;LB@0 (A<. C:070B5;L 1 =0 @8AC=>: 8); 

 � A?8A:5 «Relation» 2K1@0BL 7=0: A>>B=>H5=8O (A<. C:070B5;L 2  =0  
@8AC=>: 8) 

 � ?>;5 «Value» (A<. C:070B5;L 3 =0 @8AC=>: 8) 225AB8 8=B5@5ACNI55 =0A 

7=0G5=85 (=0?@8<5@, 192.168.4.249, :>B>@>5 2 40==>< A;CG05 27OB> - A<. C:070B5;L 5 

=0 @8AC=>: 8); 

 

 

 

 

 

 

 

 

 

$8AC=>: 8 3 #>AB@>5=85 D8;LB@0 =0 C@>2=5 ?>;59 
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 !060BL :=>?:C «"�»; 

 #>;5 D8;LB@0 1C45B 70?>;=OBLAO 2=>2L ?>AB@>5==K< 2K@065=85< D8;LB@0 

(ip.src== 192.168.4.249) (A<. C:070B5;L 1 =0 @8A. 7) !060BL =0  «Apply»  (A<.  

C:070B5;L 2 =0 @8AC=>: 9); 

":=> 1C45B ?>:07K20BL B>;L:> A>>B25BAB2CNI85 B5:CI5<C D8;LB@C 40==K5 

(A<. C:070B5;L 3 =0 @8AC=>: 9) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

$8AC=>: 9 3 #@8<5=5=85 D8;LB@0 =0 C@>2=5 7=0G5=8O ?>;59 
 

 

� D8;LB@5 <>3CB :><18=8@>20BLAO 420 8 1>;55 M;5<5=B0@=KE CA;>289 (A<. 

C:070B5;L 1 =0 @8A. 8), 8A?>;L7CO ;>38G5A:85 >?5@0B>@K 2 A;54CNI5< D>@<0B5: 

'A;>285 1 �>38G5A:89 >?5@0B>@ 'A;>285 2 

#@8<5@ :><18=8@>20==>3> D8;LB@0: 

• ip.src == 192.168.4.249 andip.dst == 192.168.4.239 

• ipand ip.src == 192.168.4.249 

� :0G5AB25 M;5<5=B0@=>3> CA;>28O <>3CB 8A?>;L7>20BLAO 2K@065=8O D8;LB@>2 

>1>8E C@>2=59 (A<. 2B>@>9 ?@8<5@ 2KH5). 

�;02=>5 >:=> Wireshark 8<55B B@8 ?0=5;8 3 4>G5@=85 >:=0 ($8AC=>: 10). 
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$8AC=>: 10 3 #0=5;8 3;02=>3> >:=0 
 

 

":=> Wireshark 8<55B A;54CNI85 B@8 4>G5@=85 >:=0-?0=5;8: 

 #5@2>5 >:=> -?0=5;LA?8A:070E20G5==KE?0:5B>2/:04@>2 (Protocol Data 

Unit -PDU) 

 �B>@>5 >:=> -?0=5;L45B0;L=>98=D>@<0F88 ?>:07K205B A>45@68<>5 

B5:CI53> ?0:5B0, 2K45;5==>3> =0 ?0=5;8 A?8A:0 70E20G5==KE ?0:5B>2 (=0 ?5@2>< 

>:=5) 

 &@5BL5 >:=> -?0=5;L109B>2>3>?@54AB02;5=8O ?>:07K205B A>45@68<>5 

B5:CI53> ?0:5B0, 2K45;5==>3> =0 ?0=5;8 A?8A:0 70E20G5==KE ?0:5B>2 (=0 ?5@2>< 

>:=5) 2 H5AB=04F0B5@8G=>< 2845 

#0=5;L A?8A:0 70E20G5==KE ?0:5B>2 - PDUA>45@68B A2>4=CN 8=D>@<0F8N 

?> 2A5<CB@0D8:C, 70E20G5==><C A ?><>ILN ?@>3@0<<K Wireshark. �0640O AB@>:0 

E0@0:B5@87C5B>B45;L=> 70E20G5==K9 ?0:5B 8 >?8AK205BAO A;54CNI8<8 ?>;O<8 

($8AC=>: 11). 

 

$8AC=>: 11 3 #0=5;L A?8A:0 70E20G5==KE ?0:5B>2 
 

 

 No. 3 ?>A;54>20B5;L=K9 =><5@ 70E20G5==>3> PDU; 

 Time 3 ?@><56CB>: 2@5<5=8 (2 A5:C=40E), ?@>H54H55 A <><5=B0 =0G0;0 
70E20B0PDU; 

 Source 3 A5B52>9 04@5A >B?@028B5;O (IPv4 / IPv6); 

 Destination 3 A5B52>9 04@5A ?>;CG0B5;O (IPv4 / IPv6); 

 Protocol 3 B8? ?@>B>:>;0; 

 Length 3 4;8=0 70E20G5==>3> ?0:5B0; 

 Info 3 =5:>B>@0O 4>?>;=8B5;L=0O 8=D>@<0F8O > 70E20G5==>< PDU. 
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#0=5;L 45B0;L=>9 8=D>@<0F883 2 MB>9 ?0=5;8 >B>1@0605BAO A>45@68<>5 

?0:5B02K45;5==>3> =0 ?0=5;8 A?8A:0 ?0:5B>2 (A<. C:070B5;L 1 =0 @8AC=>: 12) 2 

85@0@E8G5A:8E AB@C:BC@0E (A<. C:070B5;L 2 =0 @8AC=>: 12): 

 

 

 

 

 

 

$8AC=>: 12 3 %?8A>: 70E20G5==KE ?0:5B>2 
 

 

• Frame 3 A>45@68B A?@02>G=CN 8=D>@<0F8N > 70E20G5==>< PDU, 

B0:CN :0: - 2@5<O 70E20B0, 4;8==0 PDU 8 B.4.; 

• Ethernet II - A>45@68B 8=D>@<0F8N > 703>;>2:5 ?@>B>:>;0 :0=0;L=>3> 

(Data Link) C@>2=O; 

• Internet Protocol -A>45@68B 8=D>@<0F8N > 703>;>2:5 ?@>B>:>;0 

A5B52>3>(Network) C@>2=O; 

• User Defined Protocol (UDP) - A>45@68B 8=D>@<0F8N > 703>;>2:5 

?@>B>:>;0 B@0=A?>@B=>3> (Transport) C@>2=O; 

• Hypertext -A>45@68B 8=D>@<0F8N > 703>;>2:5 ?@>B>:>;0 

?@8:;04=>3>(Application) C@>2=O. 

 

�/#"�!�!�� $��"&/ 

 

 

1. �0?CAB8BL ?@>3@0<<C Wireshark; 

2. �A?>;L7CO B5>@5B8G5A:89 <0B5@80;, ?@>8725AB8 70E20B A5B52>3> 

B@0D8:0. 

3. !0 @8AC=:5 13 ?@54AB02;5= ?@8<5@ ?5@5E20G5==>3> B@0D8:0. � 

A>>B25BAB288 A 20H8< 20@80=B><, 20< =5>1E>48<> 8AA;54>20BL B@0D8:, 1>;55 

?>4@>1=> @0AA<>B@5BL C:070B5;L 4 8 5 @8AC=:0 13 
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$8AC=>: 5 3 #5@5E20G5==K9 B@0DD8: 
 

 

1 20@80=B 8AA;54>20BL ?@>B>:>; ARP (1, 6, 11, 16, 21, 26,31) 

2 20@80=B 8AA;54>20BL ?@>B>:>; IP (2, 7, 12, 17, 22, 27, 32) 

3 20@80=B 8AA;54>20BL ?@>B>:>; TCP (3, 8, 13, 18, 23, 28) 

4 20@80=B 8AA;54>20BL ?@>B>:>; UDP (4, 9, 14, 19, 24, 29) 

5 20@80=B 8AA;54>20BL ?@>B>:>; ICMP (5, 10, 15, 20, 25, 30) 

� A:>1:0E C:070= =><5@ 2 A?8A:5 6C@=0;0 3@C??K. 
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#@0:B8G5A:>5 7040=85 №8 
 

&9?P: ?>;CG8BL =02K:8 ?> CAB0=>2:5 8 ?@8<5=5=8N ?@>3@0<<=>3> 
>15A?5G5=8O (#") 4;O ?>AB@>5=8O :0@BK 2KG8A;8B5;L=>9 A5B8 =0 ?@8<5@5 #" 

AdRem NetCrunch 25@A88 6.5. 

�����!�� 

 
�;O CA?5H=>3> 04<8=8AB@8@>20=8O A5B8 =5>1E>48<> 7=0BL A>AB>O=85 

:064>3> 55 M;5<5=B0 A 2>7<>6=>ABLN 87<5=OBL ?0@0<5B@K 53> DC=:F8>=8@>20=8O. 

"1KG=> A5BL A>AB>8B 87 CAB@>9AB2 @07;8G=KE ?@>872>48B5;59 8 C?@02;OBL 5N 

1K;> 1K =5;53:>9 7040G59 5A;8 1K =5 ?@>3@0<<=>5 >15A?5G5=85, ?>72>;ONI55 

F5=B@0;87>20==> A>18@0BL 8=D>@<0F8N > 2A5E C7;0E A5B8, 0 B0: 65 ?@>872>48BL 

F5=B@0;87>20==>5 C?@02;5=85 2A5<8 >1J5:B0<8 A5B8. �0: ?@028;> A1>@ 

8=D>@<0F88 >B C7;>2 ?@>872>48BAO ?@8 ?><>G8 A:0=5@0 A5B52KE ?>@B>2 8 ?@8 

8A?>;L7>20=88 Simple Network Management Protocol (SNMP). SNMP -  MB> 

?@>B>:>; 2:;NG0NI89 =01>@ :><0=4, ?>72>;ONI89 2K?>;=OBL 25AL A?5:B@ 7040G 

C?@02;5=8O A5B52K<8 CAB@>9AB20<8 - >B ?>;CG5=8O 8=D>@<0F88 > 

<5AB>=0E>645=88 :>=:@5B=>3> CAB@>9AB20, 4> 2>7<>6=>AB8 ?@>872>48BL 53> 

B5AB8@>20=85. 

"A=>2=>9 :>=F5?F859 ?@>B>:>;0 O2;O5BAO B>, GB> 2AO =5>1E>48<0O 4;O 

C?@02;5=8O CAB@>9AB2>< 8=D>@<0F8O E@0=8BAO =0 A0<>< CAB@>9AB25 - 1C4L B> 

A5@25@, <>45< 8;8 <0@H@CB870B>@ - 2 B0: =07K205<>9 �4<8=8AB@0B82=>9 �075 

�0==KE (MIB 3 Management Information Base ). MIB ?@54AB02;O5B 87 A51O =01>@ 

?5@5<5==KE, E0@0:B5@87CNI8E A>AB>O=85 >1J5:B0 C?@02;5=8O. 1B8 ?5@5<5==K5 

<>3CB >B@060BL B0:85 ?0@0<5B@K, :0: :>;8G5AB2> ?0:5B>2, >1@01>B0==KE 

CAB@>9AB2><, A>AB>O=85 53> 8=B5@D59A>2, 2@5<O DC=:F8>=8@>20=8O CAB@>9AB20 8 

B.?. �064K9 ?@>872>48B5;L A5B52>3> >1>@C4>20=8O, ?><8<> AB0=40@B=KE 

?5@5<5==KE, 2:;NG05B 2 MIB :0:85-;81> ?0@0<5B@K, A?5F8D8G=K5 4;O 40==>3> 

CAB@>9AB20. 

�;O  B>3>,  GB>1K  ?@>:>=B@>;8@>20BL  @01>BC  =5:>B>@>3>  CAB@>9AB20 A5B8, 
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=5>1E>48<> ?@>AB> ?>;CG8BL 4>ABC? : 53> MIB, :>B>@0O ?>AB>O==> >1=>2;O5BAO 
A0<8< CAB@>9AB2><, 8 ?@>0=0;878@>20BL 7=0G5=8O =5:>B>@KE ?5@5<5==KE. 

�06=>9 >A>15==>ABLN  ?@>B>:>;0 SNMP O2;O5BAO B>, GB> 2 =5< =5 

A>45@60BAO :>=:@5B=K5 :><0=4K C?@02;5=8O CAB@>9AB2><. �<5AB> >?@545;5=8O 

2A53> 2>7<>6=>3> A?5:B@0 B0:8E :><0=4, :>B>@K9 AG8B05BAO 2A5-B0:8 ?@>ABK<, 

>?@545;5=K ?5@5<5==K5 MIB, ?5@5:;NG5=85 :>B>@KE 2>A?@8=8<05BAO 

CAB@>9AB2>< :0: C:070=85 2K?>;=8BL =5:>B>@CN :><0=4C. &0:8< >1@07>< C405BAO 

A>E@0=8BL ?@>AB>BC ?@>B>:>;0, => 2<5AB5 A MB8< A45;0BL 53> 4>2>;L=> <>I=K< 

A@54AB2><, 40NI8< 2>7<>6=>ABL AB0=40@B=K< >1@07>< 704020BL =01>@K :><0=4 

C?@02;5=8O A5B52K<8 CAB@>9AB20<8. �040G0 >15A?5G5=8O 2K?>;=5=8O :><0=4 

A>AB>8B, B0:8< >1@07><, 2 @538AB@0F88 A?5F80;L=KE ?5@5<5==KE MIB 8 @50:F88 

CAB@>9AB20 =0 8E 87<5=5=8O. 

�064><C M;5<5=BC A>>B25BAB2C5B G8A;5==K9 8 A8<2>;L=K9 845=B8D8:0B>@. 

� 8<O ?5@5<5==>9 2:;NG05BAO ?>;=K9 ?CBL 4> =55 >B :>@=52>3> M;5<5=B0 root. 

!0?@8<5@, 2@5<O @01>BK CAB@>9AB20 A <><5=B0 ?5@5703@C7:8 E@0=8BAO  2 

?5@5<5==>9,  =0E>4OI59AO 2 @0745;5 system ?>4 =><5@>< 3 8  =07K205BAO 

sysUpTime. %>>B25BAB25==>, 8<O ?5@5<5==>9 1C45B  2:;NG0BL  25AL ?CBL: 

iso(1).org(3).dod(6).internet(1).mgmt(2).mib-2(1).system(1).sysUpTime(3); 8;8 =0 

O7K:5 G8A5;: 1.3.6.1.2.1.1.3. %;54C5B 70<5B8BL, GB> ?@8   MB><   C7;K   45@520 

@0745;ONBAO B>G:0<8. %CI5AB2C5B AB0=40@B=0O 25B2L MIB, >B=>AOI0OAO : @0745;C 

C?@02;5=8O mgmt, :>B>@CN >1KG=> ?>445@6820NB 2A5 A5B52K5 CAB@>9AB20. 

 
!0 40==K9 <><5=B ACI5AB2CNB 3 25@A88  ?@>B>:>;0  SNMP: 25@A8O  v.1, v.2 

8 v.3. �;02=>5 >B;8G85 SNMP v.3 >B SNMP v.1 8 SNMP v.2 2 B><, GB> SNMP v.3 

?@54>AB02;O5B 2 7=0G8B5;L=>9 AB5?5=8 1>;55 2KA>:89 C@>25=L 157>?0A=>AB8, G5< 

?@54K4CI85 25@A88. 

� SNMP v.1 8 SNMP v.2 02B>@870F8O ?>;L7>20B5;O 2K?>;=O5BAO 

?>A@54AB2>< "AB@>:8 A>>1I5AB20" - Community String, :>B>@0O 459AB2CNB :0: 

?0@>;L. '40;5==0O ?>;L7>20B5;LA:0O ?@>3@0<<0 SNMP 8 035=B SNMP 4>;6=K 

8A?>;L7>20BL >4=8 8 B5 65 Community Strings. 

#0:5BK SNMP >B ;N1>9 AB0=F88, :>B>@0O =5 1K;0 02B>@87>20=0, 
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83=>@8@CNBAO (>B1@0AK20NBAO). 
 

SNMP v.3 8A?>;L7CNB 1>;55 A;>6=K9 ?@>F5AA 02B>@870F88, :>B>@K9 @0745;O5BAO 
=0 425 G0AB8. #5@20O G0ABL 8A?>;L7C5BAO 4;O ?>445@60=8O A?8A:0 ?>;L7>20B5;59 8 
8E 0B@81CB>2, :>B>@K< @07@5H5=> C?@02;OBL ?> ?@>B>:>;C 
SNMP. �B>@0O G0ABL >?8AK205B, GB> :064K9 ?>;L7>20B5;L 87 40==>3> A?8A:0 
<>65B 45;0BL ?@8 C?@02;5=88 ?> SNMP. 

�><<CB0B>@ ?>72>;O5B C:07K20BL 8 =0AB@0820BL 3@C??K ?>;L7>20B5;59 2 

40==>< A?8A:5 A >48=0:>2K< =01>@>< ?@828;5389. �;O C:070==KE 3@C?? <>65B 

1KBL CAB0=>2;5=0 25@A8O SNMP. &0:8< >1@07><, <>6=> A>740BL 3@C??C SNMP, 

:>B>@>9 @07@5H5=> ?@>A<0B@820BL 8=D>@<0F8N, ?@54=07=0G5==CN B>;L:> 4;O 

GB5=8O, 8;8 ?>;CG0BL A>>1I5=8O traps, 8A?>;L7CO SNMP v.1, 2 B> 2@5<O :0: 4@C3>9 

3@C??5 =07=0G5= 1>;55 2KA>:89 C@>25=L 157>?0A=>AB8, ?@54>AB02;ONI89 

?@828;5388 GB5=8O/70?8A8, ?>A@54AB2>< SNMP v.3. 

�A?>;L7CO SNMP v.3 <>6=> ?>72>;8BL 8;8 70?@5B8BL 8=48284C0;L=K< 

?>;L7>20B5;O< 8;8 3@C??0< SNMP-<5=5465@>2 2K?>;=OBL :>=:@5B=K5 DC=:F88 

SNMP-C?@02;5=8O. $07@5H5==K5 8;8 70?@5I5==K5 DC=:F88 >?@545;ONBAO A 

?><>ILN 845=B8D8:0B>@0 >1J5:B0 Object Identifier (OID), 0AA>F88@>20==>3> A 

:>=:@5B=>9 MIB. 

�@><5 B>3>, 2 SNMP v.3 4>ABC?5= C@>25=L 157>?0A=>AB8, 2 :>B>@>< SNMP- 

A>>1I5=8O <>3CB 1KBL 70H8D@>20=K (?@8 8A?>;L7>20=88 C@>2=59 02B>@870F88 

HMAC-SHA-96 8;8 HMAC-MDA-96). 

� SNMP 5ABL >A>1K9 284 A>>1I5=89 - traps. Traps - MB> A>>1I5=8O, :>B>@K5 
?@54C?@5640NB > ?@>87>H54H8E A>1KB8OE ?@8 @01>B5 A5B52>3> >1>@C4>20=8O. 

%>1KB8O <>3CB 1KBL :0: 206=K<8 (?5@5703@C7:0 CAB@>9AB20), B0: 8 <5=55 

206=K<8 (87<5=5=8O A>AB>O=8O ?>@B0 :><<CB0B>@0). %5B52>5 >1>@C4>20=85 

35=5@8@C5B traps 8 ?>AK;05B 8E AB0=F88 A5B52>3> C?@02;5=8O. 

#@8<5@>< #", ?>72>;ONI8< AB@>8BL ?>4@>1=CN :0@BC 2KG8A;8B5;L=>9 

A5B8 A 8A?>;L7>20=85< ?@>B>:>;0 SNMP 2A5E 25@A89 8 A?>A>1=K< ?@8=8<0BL 

A>>1I5=8O B8?0 trap >B A5B52KE CAB@>9AB2 O2;O5BAO AdRem NetCrunch. 

AdRem NetCrunch >?@545;O5B 8 >B>1@0605B ;>38G5A:CN B>?>;>38N A5B8 

(2:;NG0O A5@25@0, <0@H@CB870B>@K, :><<CB0B>@K, ?@8=B5@K, E>ABK) 4;O 

>15A?5G5=8O <>=8B>@8=30 @01>B>A?>A>1=>AB8 CAB@>9AB2, A;C61  8 2@5<5=8 
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>B:;8:0. #@>3@0<<0 405B 2>7<>6=>ABL 2K1>@>G=>9 ?@>25@:8 C7;>2, >BAK;:8 

C254><;5=89 (?> M;5:B@>==>9 ?>GB5, G5@57 ICQ, SMS, SNMP), >BA;56820=8O 

A>AB>O=89 CAB@>9AB2 8 D>@<8@>20=85 >BG5B>2. AdRem NetCrunch AG8BK205B 

8=D>@<0F8N A> AG5BG8:>2 ?@>872>48B5;L=>AB8 A5B52>3> >1>@C4>20=8O, 

?>445@6820NI53> ?@>B>:>; SNMP 8 ?@54;0305B IP 8=AB@C<5=BK, B0:85 :0: 

87<5@5=85 2@5<5=8 >B:;8:0 >B CAB@>9AB2 (:><0=40 ping A 3@0D8G5A:8< 

?@54AB02;5=85< @57C;LB0B>2), ?>;>AC ?@>?CA:0=8O A5B52KE :0=0;>2, A:0=5@ 

A5B52KE ?>@B>2. 

�/#"�!�!�� $��"&/ 

 

1.#EF4AB6>4. #>A;5 CAB0=>2:8 AdRem NetCrunch 6.5 8 ?5@2>3> 70?CA:0 

?@>3@0<<0 ?@54;0305B A>740BL :0@BC A5B8 A> A?8A:>< 2A5E CAB@>9AB2.  >6=> 

2K1@0BL >48= 87 @568<>2 >1=0@C65=8O CAB@>9AB2 2 A5B8 (02B><0B8G5A:>5 

>1=0@C65=85 2A5E CAB@>9AB2 2 A5B8 8;8 C:070BL B8?K CAB@>9AB2, :>B>@K5 

NetCrunch 1C45B >1=0@C6820BL ?@8 A:0=8@>20=88), 480?07>= IP 04@5A>2 4;O 

A:0=8@>20=8O, A;C61K, :>B>@K5 <K E>B8< >1=0@C68BL. 
 

 

$8AC=>: 1 3 �K1>@ @568<0 A:0=8@>20=8O A5B8 
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2. �5A4DG:9A<9 GEFDB=EF6 6 E9F<. #>A;5 A:0=8@>20=8O 480?07>=0 
>B:@K205BAO F5=B@0;L=>5 >:=> ?@>3@0<<K, ?>72>;ONI55 C2845BL A?8A>: A>1KB89, 

?@>87>H54H8E 2 2K1@0==>< ?@><56CB:5 2@5<5=8, B0:8E :0: >A=>2=K5 ?@>1;5<K 

8 CAB@>9AB20, C :>B>@KE 2@5<O >B:;8:0 ?@8 ?>A;54=5< A:0=8@>20=88 ?@52KA8;> 

AB0=40@B=>5 7=0G5=85, GB> <>65B =0?@8<5@ 1KBL A;54AB285< 1>;LH>9 

703@C65==>AB8 CAB@>9AB20 8;8 53> =54>ABC?=>AB8 (=5@01>B>A?>A>1=>AB8). 
 

 

$8AC=>: 2 3 *5=B@0;L=0O :>=A>;L C?@02;5=8O 
 

 
3. !C<EB> B5A4DG:9AAOI GEFDB=EF6. �K1@02 A;520 =0 ?0=5;8 C?@02;5=8O 

?@>A:0=8@>20==K9 480?07>= IP-04@5A>2 <>6=> C2845BL 2A5 CAB@>9AB20, 

>1=0@C65==K5 ?@8 A:0=8@>20=88 A5B8. 
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$8AC=>: 3 3 %?8A>: CAB@>9AB2 2 A5B8 
 

 
4. �9F4?PAB9 BC<E4A<9 GEFDB=EF64 6 E9F<. �A;8 2K1@0BL 8=B5@5ACNI55 

CAB@>9AB2> 87 A?8A:0 8 ?5@59B8 2 53> A2>9AB20 G5@57 :>=B5:AB=>5 <5=N, B> <>6=> 

C2845BL 45B0;L=>5 >?8A0=85 CAB@>9AB20 8 53> A>AB>O=85. !0 @8AC=:5 4 284=K 

?0@0<5B@K :><<CB0B>@0 D-link DES-3526, B0:85 :0: 2@5<O @01>BK CAB@>9AB20 

?>A;5 ?>A;54=59 ?5@5703@C7:8, 8<O CAB@>9AB20, :>;8G5AB2> =58A?>;L7C5<KE 

8=B5@D59A>2, 2@5<O ?>A;54=53> >?@>A0 NetCrunch. 
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$8AC=>: 4 3 �5B0;L=>5 >?8A0=85 :><<CB0B>@0 A5B8 
 

 
!0 2:;04:5 Network Services <>6=> C2845BL, A ?><>ILN :0:8E A;C61 

>ACI5AB2;O5BAO <>=8B>@8=3 CAB@>9AB20: 
 

 

$8AC=>: 5 3 �:B82=K5 A;C61K =0 CAB@>9AB25 
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�A;8 ?5@59B8 =0 2:;04:C Interfaces, B> <>65< C2845BL A>AB>O=85 ?>@B>2 
:><<CB0B>@0 8 A:>@>ABL ?>4:;NG5=8O ?>@B>2: 

 

$8AC=>: 6 3 �5B0;L=>5 >?8A0=85 C7;0 A5B8 
 

 
5. !BDF<DB6>4 IBEFB6 CB F<CG �!. �K1@02 A;520 =0 ?0=5;8 C?@02;5=8O 

?C=:B Operating Systems <>65< C2845BL :>;8G5AB2> E>AB>2 0:B82=KE 8 

=54>ABC?=KE 2 40==K9<><5=B, 0 B0: 65 @0A?@545;5=85 E>AB>2 ?> B8?C 

>?5@0F8>==>9 A8AB5<K. 
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$8AC=>: 7 3 �>;8G5AB2> E>AB>2 8 B8? "% 

 

 

6. �BA<FBD<A7 EBEFBSA<S GEFDB=EF6. #5@5945< =0 2:;04:C Monitoring. 

�45AL <K <>65< 2845BL A?8A>: 2A5E CAB@>9AB2 2 A5B8, 4>ABC?=K5 A5@28AK, 2@5<O 

?>A;54=53> >?@>A0. 
 

 

$8AC=>: 8 3 %>AB>O=85 8 4>ABC?=>ABL CAB@>9AB2 2 A5B8 
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7. �BEFDB9A<9 >4DFO 6OK<E?<F9?PAB= E9F<. NetCrunch ?>72>;O5B 

?>AB@>8BL :0@BC A5B8 A >B>1@065=85< ?>4:;NG5=89 E>AB>2 : A5B52><C 

>1>@C4>20=8N (:><<CB0B>@0<, <0@H@CB870B>@0< 8 4@C38< CAB@>9AB20<) 8 A2O759 

<564C =8<8. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
$8AC=>: 9 3 #>AB@>5=85 :0@BK 2KG8A;8B5;L=>9 A5B8 
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#@0:B8G5A:>5 7040=85 №9 
 

&9?P: "7=0:><8BLAO A B5>@5B8G5A:8<8 0A?5:B0<8 70I8BK 8=D>@<0F88 >B 
2@54>=>A=KE ?@>3@0<<: @07=>284=>ABO<8 28@CA>2, A?>A>10<8 70@065=8O 8 <5B>40<8 
1>@L1K. "7=0:><8BLAO A @07;8G=K<8 2840<8 ?@>3@0<<=KE A@54AB2 70I8BK >B 
28@CA>2. 

 

)>4 @01>BK. 
�484A<9 1. 
�7CG8BL 0=B828@CA=K9 ?0:5B �=B828@CA �0A?5@A:>3>. 

#>@O4>: 2K?>;=5=8O 

1) %:0=8@>20=85 ?0?>: =0 =0;8G85 28@CA>2: 

�2>9=K< I5;G:>< =0 7=0G:5 0=B828@CA0 =0 ?0=5;8 8=48:0F88 >B:@KBL  

3;02=>5 >:=> ?@>3@0<<K; 

�7CG8BL A>45@68<>5 >:=0: >1@0B8BL 2=8<0=85 =0 40BC ?>A;54=53> >1=>2;5=8O 

0=B828@CA=>9 107K 8 40BC ?>A;54=59 ?>;=>9 ?@>25@:8 :><?LNB5@0; 

� A2>59 ;8G=>9 ?0?:5 A>740BL ?0?:C #>4>7@8B5;L=K5 D09;K 8 A>740BL B0< 2 

D09;0: &5:AB>2K9 D09; 8 �>:C<5=B Microsoft Word. 

�K1@02 ?C=:B 2 3;02=>< >:=5 ?@>3@0<<K ?C=:B #@>25@:0 3 �KAB@0O ?@>25@:0  

8 4>1028BL 2 >:=> 7040=89 ?0?:C #>4>7@8B5;L=K5 D09;K. 

�K?>;=8BL ?@>25@:C ?0?:8. #> 7025@H5=8N A:0=8@>20=8O, 8A?>;L7CO   :=>?:C 

«"BG5BK» - «%>E@0=8BL :0:...», A>E@0=8BL >BG5B A @57C;LB0B0<8 ?@>25@:8 2 ?0?:5 

#>4>7@8B5;L=K5 D09;K. 

2) "1=>2;5=85 0=B828@CA=>9 107K: 

!06<8B5 =0 ?C=:B "1=>2;5=85 8, 8A?>;L7CO :=>?:C "1=>28BL, >ACI5AB28B5 

>1=>2;5=85 107K 8725AB=KE 28@CA>2. 

#> 7025@H5=8N >1=>2;5=8O, 8A?>;L7CO :=>?:C «"BG5BK» - «%>E@0=8BL :0:...»,, 

A>E@0=8BL >BG5B >1 >1=>2;5=88 2 ?0?:5 #>4>7@8B5;L=K5 D09;K. 

�484A<9 2. 
�7CG8BL 0=B828@CA=K9 ?0:5B Avast! 

#>@O4>: 2K?>;=5=8O; 

1) !0948B5 8:>=:C 0=B828@CA0 Avast! � A8AB5<=>< B@55, ?@02>9 :=>?:>9 

<KH:8 2K7>28B5 <5=N 8 2K15@8B5 «"B:@KBL 8=B5@D59A ?>;L7>20B5;O Avast!» 
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2) #5@5948B5 =0 2:;04:C «%:0=8@>20BL :><?LNB5@». �0< 1C45B ?@54AB02;5=K 4 

2840 A:0=8@>20=8O: 1:A?@5AA, #>;=>5, %:0=8@>20=85 =>A8B5;59 8 2>7<>6=>ABL 

2K1@0BL ?0?:C 4;O A:0=8@>20=8O 2@CG=CN. 

3) �K15@8B5 «%:0=8@>20=85 AJ5<=KE =>A8B5;59» 8 =06<8B5 :=>?:C «#CA:» 2 

>:=5 0=B828@CA0 3 1C4CB 02B><0B8G5A:8 ?@>25@5=K 2A5 ?>4:;NG5==K5 : :><?LNB5@C 

AJ5<=K5 =>A8B5;8 (48A:8, D;MH:8, 48A:5BK). 

4) #> 7025@H5=88 A:0=8@>20=8O 2K15@8B5 G5B25@BK9 284 A:0=8@>20=8O 8 

2@CG=CN C:068B5 ;N1CN ?0?:C =0 20H5< AJ5<=>< =>A8B5;5 8 ?@>25@LB5 5P. 

5) �> 2:;04:5 «1:@0=K 2 @50;L=>< 2@5<5=8», 2 ?>4<5=N «1:@0= D09;>2>9 

A8AB5<K» =0602 :=>?:C «$0AH8@5==K5 =0AB@>9:8» 2K <>65B5 @07@5H8BL/70?@5B8BL 

0=B828@CAC A;54CNI85 459AB28O: 

 %:0=8@>20BL ?@>3@0<<K ?@8 2K?>;=5=88 (=0?@8<5@, ?@>3@0<<0 excel.exe 

1C45B A:0=8@>20BLAO ?@8 :064>< 2K?>;=5=88 Microsoft Excel); 

 %:0=8@>20BL AF5=0@88 ?@8 2K?>;=5=88 (=0?@8<5@, D09; JS (JavaScript) 

1C45B A:0=8@>20BLAO ?@8 :064>< 53> 2K?>;=5=88); 

 %:0=8@>20BL 181;8>B5:8 (DLL) ?@8 703@C7:5 (?@8 2K?>;=5=88 ?@>3@0<<K 

1C4CB A:0=8@>20BLAO 5P 2A?><>30B5;L=K5 D09;K 3 181;8>B5:8 DLL 8 B.4.); 

6) �> 2:;04:5 «1:@0=K 2 @50;L=>< 2@5<5=8», 2 ?>4<5=N «�51-M:@0=» =0602 

:=>?:C «$0AH8@5==K5 =0AB@>9:8» 2K <>65B5 @07@5H8BL/70?@5B8BL 0=B828@CAC 

A;54CNI85 459AB28O: 

 �:;NG8BL 251-A:0=8@>20=85; 

 �A?>;L7>20BL 8=B5;;5:BC0;L=>5 A:0=8@>20=85 ?>B>:0; 

7) �> 2:;04:5 «"1A;C6820=85» 2 ?>4<5=N «"1=>28BL» 5ABL 2>7<>6=>ABL 

@CG=>3> 70?CA:0 >1=>2;5=89 4;O « >4C;O A:0=8@>20=8O 8 >?@545;5=8O 28@CA>2» 8 

=5?>A@54AB25==> 4;O ?@>3@0<<K. (#> C<>;G0=8N <>4C;L >1=>2;O5BAO 

02B><0B8G5A:8, 0 >1=>2;5=85 ?@>3@0<<K 70?@0H8205B @07@5H5=8O ?>;L7>20B5;O). 

8) #> 7025@H5=8N A:0=8@>20=8O, 8A?>;L7CO :=>?:C «"BG5BK» -«%>E@0=8BL 

:0:...», A>E@0=8BL >BG5B A @57C;LB0B0<8 ?@>25@:8 

 

�484A<9 3. 
�7CG8BL 0=B828@CA=K9 ?0:5B Dr. Web CureIt 
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#@8 70?CA:5 MB>3> ?>@B0B82=>3> 0=B828@CA0 20< 1C45B ?@54;>65=> 70?CAB8BL 

53> 2 @568<5 CA8;5==>9 70I8BK 3 >= =5>1E>48< 2 A;CG05, 5A;8 2@54>=>A=K5 

?@>3@0<<K 1;>:8@CNB @01>BC >?5@0F8>==>9 A8AB5<K. !06<8B5 «"B<5=0». 

�0;55 ?>O28BAO ?@54C?@5645=85, B.:. 8A?>;L7>20=85 0=B828@CA0 15A?;0B=> 

4>ABC?=> B>;L:> 4;O ;5G5=8O 4><0H=8E :><?LNB5@>2. !06<8B5 «!5B». 

!06<8B5 «#CA:» 8 1C45B 02B><0B8G5A:8 70?CI5=K 1KAB@0O ?@>25@:0 

:><?LNB5@0. 

� MB>< @568<5 ?@>25@ONBAO: 

 "?5@0B82=0O ?0<OBL; 

 �03@C7>G=K5 A5:B>@K 2A5E 48A:>2; 

 "1J5:BK 02B>70?CA:0; 

 �>@=52>9 :0B0;>3 703@C7>G=>3> 48A:0; 

 �>@=52>9 :0B0;>3 48A:0 CAB0=>2:8 Windows; 

 %8AB5<=K9 :0B0;>3 Windows; 

 #0?:0  >8 �>:C<5=BK; 

 �@5<5==K9 :0B0;>3 A8AB5<K; 

 �@5<5==K9 :0B0;>3 ?>;L7>20B5;O; 

#> >:>=G0=88 1KAB@>9 ?@>25@:8 2K1@0BL 2 <5=N ?C=:B «�K1>@>G=>» 8 

C:070BL ?CBL : AJ5<=><C =>A8B5;N 3 2K?>;=8BL 53> ?@>25@:C. 

#> 7025@H5=8N A:0=8@>20=8O, 8A?>;L7CO :=>?:C «"BG5BK» - «%>E@0=8BL 

:0:...», A>E@0=8BL >BG5B A @57C;LB0B0< 8 ?@>25@:8 

 

�BCDBEO 8?S >BAFDB?S: 
1) +B> =07K205BAO :><?LNB5@=K< 28@CA><? 

2) �0:0O ?@>3@0<<0 =07K205BAO "70@065==>9"? 

3) �0:>2K ?@87=0:8 70@065=8O 28@CA><? 

4) �0:85 <5B>4K 70I8BK >B :><?LNB5@=KE 28@CA>2 <>6=> 8A?>;L7>20BL? 

5) #5@5G8A;8B5 <5@K 70I8BK 8=D>@<0F88 >B :><?LNB5@=KE 28@CA>2. 
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#@0:B8G5A:>5 7040=85 №10 
 

&9?P: !0CG8BLAO @01>B0BL A ?@>3@0<<0<8 4;O C40;5==>3> 04<8=8AB@8@>20=8O 
TeamViewer, AmmyAdmin. 

 

)>4 @01>BK. 
 

#@0:B8G5A:>5 7040=85 
№11,12 

 

&9?P: ?>;CG8BL =02K:8 ?> CAB0=>2:5 8 8A?>;L7>20=8N ?@>3@0<<=>3> 

>15A?5G5=8O «OCSNG» 4;O 8=25=B0@870F88 0??0@0B=KE 8 ?@>3@0<<=KE @5AC@A>2 

:>@?>@0B82=>9 A5B8 2 A>>B25BAB288 A �"%& 27001. 

�&-�!��!&�$���*�/ 

 

�=25=B0@870F8O 0??0@0B=KE 8 ?@>3@0<<=KE @5AC@A>2 :>@?>@0B82=>9 A5B8 8;8 

�&-8=25=B0@870F8O 3 MB> :><?;5:A @01>B ?> A>AB02;5=8N ?5@5G=O >1>@C4>20=8O 8 

?@>3@0<<=>3> >15A?5G5=8O, A>AB02;ONI8E �&-8=D@0AB@C:BC@C >@30=870F88 

(@01>G85 AB0=F88, A5@25@K, A5B52>5 >1>@C4>20=85, ?5@8D5@89=K5 CAB@>9AB20, #" 8 

B.4.). $57C;LB0B>< ?@>2545=8O �&-8=25=B0@870F88 1C45B O2;OBLAO ?>;=0O 

8=D>@<0F8O > B5:CI5< A>AB>O=88 �&-8=D@0AB@C:BC@K 8 ?>2KH5=85 MDD5:B82=>AB8 

8A?>;L7>20=8O 8<5NI8EAO �&-@5AC@A>2 [1]. 

�&-8=25=B0@870F8O @5:><5=4C5BAO 2 A;54CNI8E A;CG0OE: 

- 4;O >F5=:8 AB>8<>AB8 �&-8=D@0AB@C:BC@K; 

- 4;O =57028A8<>9 >F5=:8 0:BC0;L=>AB8 8 A>2@5<5==>AB8 >1>@C4>20=8O 8 
?@>3@0<<=>3> >15A?5G5=8O; 

- ?5@54 =0G0;>< <>45@=870F88 8 >?B8<870F88 �&-8=D@0AB@C:BC@K; 

- 4;O CG5B0 8 :>=B@>;O �&-@5AC@A>2 :><?0=88; 

- ?@8 A<5=5 ?5@A>=0;0 �&->B45;0 (2 G0AB=>AB8, ?@8 87<5=5=88 

<0B5@80;L=>- 

>B25BAB25==>3> ;8F0 :><?0=88). 

� E>45 �&-8=25=B0@870F88 2K?>;=ONBAO A;54CNI85 @01>BK: 
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A5B8; 

- A 70:07G8:>< A>3;0A>2K20NBAO >1J5:BK, ?>4;560I85 8=25=B0@870F88; 

- 2K?>;=O5BAO A1>@ 8=D>@<0F88 >1 0??0@0B=>9 G0AB8 �&-8=D@0AB@C:BC@K 8 
8A?>;L7C5<KE ?5@8D5@89=KE CAB@>9AB20E; 

- A>AB02;O5BAO A?8A>: 8A?>;L7C5<>3> ?@>3@0<<=>3> >15A?5G5=8O A C:070=85< 
25@A88 8 8=D>@<0F88 > ;8F5=78OE; 

- 2K?>;=O5BAO 0=0;87 AB@C:BC@K ;>:0;L=>9 A5B8 8 8A?>;L7C5<>3> A5B52>3> 
>1>@C4>20=8O; 

- A>AB02;O5BAO AE5<0 <0@H@CB870F88 ?5@540205<>9 8=D>@<0F88 2 ;>:0;L=>9 
 

 
- A>AB02;O5BAO A?8A>: 2=5H=8E 

:0=0;>2 A2O78 A C:070=85< B5E=>;>389 8 
?@>20945@>2 CA;C3; 

- 2K?>;=O5BAO >F5=:0 ?@>872>48B5;L=>AB8 8 AB>8<>AB8  8=25=B0@878@>20==>9 

�&-8=D@0AB@C:BC@K. 

#> 7025@H5=8N �&-8=25=B0@870F88 70:07G8:C ?@54>AB02;O5BAO >BGѐB > 

?@>45;0==>9 @01>B5 8 2AO A>1@0==0O 8=D>@<0F8O, :>B>@0O 2 40;L=59H5< <>65B 

A;C68BL >A=>2>9 4;O ?@>2545=8O �&-0C48B0. 

%CI5AB2C5B <=>65AB2> 8=AB@C<5=B0;L=KE A@54AB2 4;O ?@>2545=8O �&- 

8=25=B0@870F88 8 2545=8O CG5B0 �&-@5AC@A>2 :0: 15A?;0B=KE, B0: 8 70 45=L38, 

=0?@8<5@,  OCS  Inventory  NG,  GLPI,  Audit  Pro,  Total  Network  Inventory 8 

B.4. 

!081>;55  C4>1=>9 AG8B05BAO 15A?;0B=0O A8AB5<0 OCS Inventory NG A 

>B:@KBK< :>4><, B.5. <>6=> 2=>A8BL 87<5=5=8O 2 :>4 A8AB5<K 4;O =0AB@>9:8. 

%�%&� � OCSNG 

%8AB5<0 OCS Inventory NG (OCSNG, Open Computers and Software Inventory 

New Generation) ?@54=07=0G5=0 4;O 8=25=B0@870F88 :><?LNB5@>2 2 ;>:0;L=>9 A5B8, 

:><?;5:BCNI8E, ?5@5D5@89=>3> >1>@C4>20=8O 8 ?@>3@0<<=>3> >15A?5G5=8O [2]. 

&0:65 A 55 ?><>ILN <>6=> C40;5==> @072>@0G820BL ?@>3@0<<K =0 @01>G8E 

<5AB0E 8 ?>;CG0BL 8=D>@<0F8N > A5B52>9 :>=D83C@0F88. OCS Inventory NG O2;O5BAO 
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:;85=B-A5@25@=K< ?@8;>65=85<. �;O A1>@0 8=D>@<0F88 >1 CAB0=>2;5==>< 

>1>@C4>20=88 A :;85=BA:8E :><?LNB5@>2 8 A5@25@>2 8A?>;L7C5BAO ?@>3@0<<0-035=B. 

�A5 A>1@0==K5 40==K5, 035=BK >BAK;0NB =0 A5@25@ C?@02;5=8O, 2 2845 XML 

?>B>:0 A60B>3> ?@8 ?><>I8 Zlib, 4;O ?5@540G8 8A?>;L7C5BAO AB0=40@B=K9 ?@>B>:>; 

HTTP/HTTPS. %5@25@ OCSNG A>AB>8B 87 4 :><?>=5=B>2, :>B>@K5 <>3CB 1KBL 

CAB0=>2;5=K =0 >4=>< 8;8 =5A:>;L:8E :><?LNB5@0E: 

- 1070 40==KE 3 8A?>;L7C5BAO 4;O E@0=5=8O 8=D>@<0F88, 

?>445@68205BAO MySQL >B 4.1; 

- A;C610 A2O78 3 >15A?5G8205B A2O7L ?> ?@>B>:>;C HTTP <564C 
A5@25@>< 107K 40==KE 8 ?@>3@0<<0<8-035=B0<8, B@51C5BAO 
Apache Web Server 1.3.X/2.X A 

8=B53@8@>20==K< Perl (2 Debian/Ubuntu ?0:5B libapache-dbi-perl); 

- A;C610 @0725@BK20=8O 3 ?@54=07=0G5= 4;O E@0=5=8O CAB0=>2>G=KE 
D09;>2 ?@>3@0<<-035=B>2, ?>4E>48B ;N1>9 251-A5@25@ A 
?>445@6:>9 SSL; 

- :>=A>;L C?@02;5=8O 3 ?@>A<>B@ A>1@0==KE 40==KE 2 1@0C75@5, 
B@51C5BAO 

251-A5@25@ A ?>445@6:>9 PHP (A 0:B828@>20==K<8 ZIP 8 GD). 

%5@25@=0O G0ABL OCSNG <>65B 1KBL CAB0=>2;5=0 =0 :><?LNB5@ @01>B0NI89 

?>4 C?@02;5=85< Windows 2000 Professional/Server, XP Professional Edition 8 2003, 0 

B0:65 Linux, FreeBSD, OpenBSD, NetBSD, Solaris, IBM AIX 8 MacOS X. 

�35=B 4>ABC?5= 4;O :;85=BA:8E 8 A5@25@=KE 25@A89 Windows >B 95 4> Server 

2008 R2, 0 B0:65 ?5@5G8A;5==KE Linux (2.4/2.6, x86, x86_64/AMD64, Sparc64, ARM, 

PowerPC ), MacOS X (10.3 3 10,5), FreeBSD/OpenBSD/NetBSD (x86/Sparc), Solaris 8, 

9, 10 (x86/Sparc), IBM AIX (5.1 3 5.3) 8 HP-UX [3]. 

$0A?@>AB@0=O5BAO A8AB5<0 OCS Inventory NG ?> ;8F5=788 GPL v2 8 O2;O5BAO 
 

Open Source ?@>5:B><. 

�� @57C;LB0B>2 8=25=B0@870F88 OCSNG <>65B 8A?>;L7>20BLAO 2 A2O7:5 A 

4@C3>9 A8AB5<>9 C?@02;5=8O 0??0@0B=K<8 8 ?@>3@0<<=K<8 @5AC@A0<8 A5B8 GLPI 

(Guestion Libre de Parc Informatique), :>B>@0O 8<55B 1>;55 @0AH8@5==K9 DC=:F8>=0;. 
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%8AB5<0 GLPI ?@54=07=0G5=0 4;O @01>BK A 107>9 40==KE �& 8 

B5;5:><<C=8:0F8>==>3> >1>@C4>20=8O, CAB0=>2;5==>3> =0 ?@54?@8OB88. &0:65 

8<55BAO 2>7<>6=>ABL 2545=8O CG5B0 @0AE>4=KE <0B5@80;>2 8 >@30=870F88 A;C61K 

B5E=8G5A:>9     ?>445@6:8     ?>     @0A?8A0=8N     8     ?>     70O2:0<     ?>;L7>20B5;59. 
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�/#"�!�!�� $��"&/ 

 

1. �;O @0725@BK20=8O A8AB5<K OCSNG =5>1E>48<> CAB0=>28BL A5@25@=CN 

8   :;85=BA:85 G0AB8 A8AB5<K. 

2. �;O CAB0=>2:8 A5@25@=>9 G0AB8 OCSNG 5ABL 20@80=BK: @0725@=CBL 

3>B>2K9 >1@07 Vmware A CAB0=>2;5==>9 A5@25@=>9 G0ABLN 8;8 

CAB0=>28BL A5@25@=CN G0ABL 2@CG=CN, 0 B0:65 4;O Windows 8 Unix 

?>4>1=K9 A8AB5< A @07@O4=>ABO<8 32 8 64-bit. � =0H5< A;CG05 

2K18@05< >1@07 Vmware Debian 32-E @07@O4=>9 A8AB5<K A 

CAB0=>2;5==>9 A5@25@=>9 G0ABLN OCSNG. 

3. %:0G8205< >1@07 Unix-?>4>1=>9 32-E @07@O4=>9 "% 8 @0A?0:>2K205<. 

4. �0?CA:05< Vmware Workstation 8;8 Vmware player 8 ?>4:;NG05< 
>1@07 "% Debian ($8AC=>: 1). 

 
 

 

$8AC=>: 1 - �K1>@ >1@070 OC Debian 

 

5. �03@C605< "% Debian. �45B 70?CA: A5@28A>2 "% Debian ($8AC=>: 2). 

 

$8AC=>: 2 - #@>F5AA 703@C7:8 "% Debian 
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6. #@8 70?@>A5 CG5B=>9 70?8A8 22>48< 8<O: root 8 ?0@>;L: ocs ($8AC=>: 3) 

 

 

$8AC=>: 3 - �0?@>A 22>40 CG5B=>9 70?8A8 root 

 

7. #>A;5 2E>40 ?>4 CG5B=>9 70?8ALN root ?@>25@O5< :>=D83C@0F8N 
28@BC0;L=>9 <0H8=K A5@25@0 OCSNG ($8AC=>: 4). 

 

 

 

 

 

 

 

 

 

 

 

 
 

$8AC=>: 4 - $57C;LB0B @01>BK :><0=4K ifconfig 

 

8. �;O A1>@0 8=25=B0@870F8>==KE 40==KE A :064>3> :><?LNB5@0 A5B8 8 

70=5A5=8O 2 �� A5@25@0 OCSNG =5>1E>48<> =0 :064K9 ?>;L7>20B5;LA:89 

:><?LNB5@ CAB0=>28BL :;85=BA:CN G0ABL - 035=B0 OCSNG. 

9. %>7405< =>2CN 28@BC0;L=CN <0H8=C Vmware A >?5@0F8>==>9 A8AB5<>9 

Windows XP. %:0G8205< 8 CAB0=02;8205< VMware Workstation [5]. !0AB@08205< 

28@BC0;L=CN <0H8=C: CAB0=02;8205< B8? A>548=5=8O A5B52>9 :0@BK :;85=B0 2  

@568< Bridged 8 A5B52K5 =0AB@>9:8 :;85=B0 87 ?>4A5B8 A5@25@0 OCSNG ($8AC=>: 5). 
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$8AC=>: 5 - 'AB0=>2:0 @568<0 Bridged =0AB@>9:0 A5B52KE ?0@0<5B@>2 :;85=B0 

10. #@>25@O5< 2848<>ABL A5@25@0 8 :;85=B0 OCSNG <564C A>1>9 :><0=4>9 

ng ($8AC=>: 7,8). 

 

 

 

 

 

 

 

 

 

 
 

Pi 
 

 

 

 

 

 

 

 

 

 
 

$8AC=>: 7 - $57C;LB0B @01>BK :><0=4K ping =0 :;85=B5 
 

 

 

$8AC=>: 8 - $57C;LB0B @01>BK :><0=4K ping =0 A5@25@5 
 

11. %:0G8205< OCSNG-Windows-Agent-2.0.1.zip 8 @0A?0:>2K205<. 
12. �0?CA:05<CAB0=>2:C035=B0OCS-NG-Windows-Agent-Setup.exe 

($8AC=>: 9-13). 
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$8AC=>: 9 - !0G0;L=>5 >:=> CAB0=>2:8 8 ;8F5=78>==>5 A>3;0H5=85 035=B0 
 

 

 

$8AC=>: 10 - >?F88 :;85=B0 8 CAB0=>2:0 =0AB@>5: ?>4:;NG5=8O : A5@25@C 
 

 

 

 

 

 

 

 

 

 
 

$8AC=>: 11 - !0AB@>9:0 ?0@0<5B@>2 proxy 8 2K1>@ =0AB@>5: 035=B0 A5@25@0 

$8AC=>: 12 - �K1>@ ?0?:8 CAB0=>2:8 035=B0 8 ?@>F5AA CAB0=>2:8 035=B0 
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$8AC=>: 13 - ":>=G0=85 CAB0=>2:8 035=B0 
 

 

13. #>A;5 7025@H5=8O CAB0=>2:8 035=B0 OCSNG ?@>25@O5< @57C;LB0B 2 ;>3- 

D09;5 ($8AC=>: 14). 

 

 

 

 

 

 

 

 

 

 

 
$8AC=>: 14 - �>3-D09; ?@>F5AA0 CAB0=>2:8 035=B0 

#5@5703@C605< :;85=BA:89 :><?LNB5@, 2 B@55 ?>O28;AO 7=0G>: 035=B0 

OCSNG. 

• #@>25@O5< @57C;LB0B @01>BK 035=B0 OCSNG ($8AC=>: 15). 
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$8AC=>: 15 - $57C;LB0B @01>BK 035=B0 =0 :;85=B5 
 

 

16. �;O ?>4:;NG5=8O : A5@25@C OCSNG 703@C605< 04<8=8AB@0B82=CN 

:>=A>;L. � 04@5A=>9 AB@>:5 1@0C75@0 =018@05< http://ocsinventory-ng/ocsreports/ 8 

?>4:;NG05<AO A CG5B=>9 70?8ALN: 8<O admin, ?0@>;L admin. �;O C4>1AB20 2K18@05< 

@CAA:89 O7K: 8=B5@D59A0 ($8AC=>: 16). 

 
 

$8AC=>: 16 - ":=> @538AB@0F88 :>=A>;8 A5@25@0 8 AB0B8AB8:0 @01>BK 035=B>2 2 A5B8 
16. #@>A<0B@8205< A?8A>: ?@>8=25=B0@878@>20==KE :><?LNB5@>2, =0 :>B>@KE 
CAB0=>2;5= 035=B OCSNG ($8AC=>: 17). 

 

 

$8AC=>: 17 - %?8A>: ?@>8=25=B0@878@>20==KE :><?LNB5@>2 
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18.�K18@05< 87 A?8A:0 :><?LNB5@ COMPUTER1 ($8AC=>: 18). 

 

$8AC=>: 18 - �=D>@<0F8O ?> 2K1@0==><C :><?LNB5@C COMPUTER1 

 

 
19. �K18@0O 2 =86=59 G0AB8 >:=0 8:>=:C >4=>9 87 3@C??8@>2>: @57C;LB0B0 

8=25=B0@870F88, <>6=> ?@>A<>B@5BL A>45@60=85 MB>9 3@C??K, =0?@8<5@, 

?@>F5AA>@K. �A;8 2K1@0BL 8:>=:C 42>9=>9 AB@5;:8 2 =86=59 G0AB8 M:@0=0, B> 

>B>1@078BAO ?>;=0O 8=D>@<0F8O ?> 2K1@0==><C :><?LNB5@C ($8AC=>: 19). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
$8AC=>: 19 - #@>A<>B@ @0745;0 «#@>F5AA>@(K)» 

 
20. #><8<> 8=25=B0@870F88 2=CB@5==59 0??0@0B=>9 G0AB8 :><?LNB5@0 
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OCSNG A>18@05B 8=D>@<0F8N ?> ?@>3@0<<=><C >15A?5G5=8N, 0 B0:65 ?> 

?>4:;NG5==K< ?5@8D5@89=K< CAB@>9AB20<, =0?@8<5@, <>=8B>@, ?@8=B5@, 8AB>G=8: 

15A?5@51>9=>3> ?8B0=8O ($8AC=>: 20). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
$8AC=>: 20 - #@>A<>B@ @0745;0 «#@>3@0<<=>5 >15A?5G5=85» 
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21.�� @57C;LB0B>2 8=25=B0@870F88 OCSNG <>65B 8A?>;L7>20BLAO 2 A2O7:5 

A 4@C3>9 A8AB5<>9 C?@02;5=8O 0??0@0B=K<8 8 ?@>3@0<<=K<8 @5AC@A0<8 A5B8 

GLPI (Gestionnaire libre de parc informatique), :>B>@0O 8<55B 1>;55 @0AH8@5==K9 
DC=:F8>=0; ($8AC=>: 21). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
$8AC=>: 21 - %?8A>: ?@>8=25=B0@878@>20==KE :><?LNB5@>2 2 A8AB5<5 GLPI 
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#@0:B8G5A:>5 7040=85 №13 
 

&9?P: !0CG8BLAO =0AB@0820BL <56A5B52>9 M:@0= Windows 7. 

 

�9=EF6<9 1 

!0 :><?LNB5@5 1 IP;:=8B5 ?@02>9 :=>?:>9 <KH8 @01>G89 AB>; 8   2K15@8B5 

!B;84FP > �4C>G. 

 

 

�0409B5 8<O =>2>9 ?0?:5 - TEST. 

-P;:=8B5 ?@02>9 :=>?:>9 <KH8 =0 ?0?:5 TEST 8 2K15@8B5 �D98BEF46<FP 

B5M<= 8BEFGC > 

 4EL<D9AA4S A4EFDB=>4 B5M97B 8BEFGC4 >  4EL<D9AA4S A4EFDB=>4 

B5M97B 8BEFGC4. 

"B:@>5BAO >:=> «$0AH8@5==0O =0AB@>9:0 >1I53> 4>ABC?0». 
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#@54>AB02LB5 >1I89 4>ABC? : MB>9 ?0?:5, 8A?>;L7CO 8<O ?> C<>;G0=8N 

TEST. 

!0 :><?LNB5@5 2 =06<8B5 :=>?:C �GE>, 70B5< 2K15@8B5 �4A9?P 

GCD46?9A<S > &9AFD GCD46?9A<S E9FS@< < B5M<@ 8BEFGCB@ > !9FP. 

�2064K IP;:=8B5 >B@CPRF9D 1. 

�84=0 ;8 B5?5@L >1I0O ?0?:0 TEST? 

�D<@9K4A<9. �A;8 >B25B >B@8F0B5;L=K9, >1@0B8B5AL 70 ?><>ILN : 

8=AB@C:B>@C. 

�0:@>9B5 !9FP. 

�D<@9K4A<9. #@8 2K?>;=5=88 >AB02H59AO G0AB8 ;01>@0B>@=>9 @01>BK 
8A?>;L7C9B5 :><?LNB5@ 1, 5A;8 =5 C:070=> 8=0G5. 

 

�9=EF6<9 2 

#5@5948B5 : 1@0=4<0CM@C Windows 7. 

�K15@8B5 �GE> > �4A9?P GCD46?9A<S > !<EF9@4 < 59;BC4EABEFP > 
�D4A8@4GQD Windows. 
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�=48:0B>@ 1@0=4<0CM@0 ?>:07K205B A>AB>O=85 1@0=4<0CM@0. %B0=40@B=0O 

=0AB@>9:0 3 «�>?RK9A». 

� ?>;5 =865 C:068B5 ?@58<CI5AB20 1@0=4<0CM@0 Windows. 

 

 

�9=EF6<9 3 

#5@5948B5 ?> AAK;:5  4;D9L<FP ;4CGE> CDB7D4@@O <?< >B@CBA9AF4 K9D9; 
5D4A8@4GQD Windows. 

 

 
 

�9=EF6<9 4 

"B:@>5BAO >:=> «$07@5H5==K5 ?@>3@0<<K». 
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#@>3@0<<K 8 A;C61K, =5 1;>:8@C5<K5 1@0=4<0CM@>< Windows, 1C4CB 

?><5G5=K D;06:0<8. 

 >6=> 4>102;OBL ?@8;>65=8O : MB><C A?8A:C. 1B> <>65B 1KBL 

=5>1E>48<>, 5A;8 C :;85=B0 8<55BAO ?@8;>65=85, B@51CNI55 A2O78 A 2=5H=59 

A5BLN, => ?> :0:>9- B> ?@8G8=5 1@0=4<0CM@ Windows =5 <>65B 2K?>;=8BL 

=0AB@>9:C 02B><0B8G5A:8. �;O 7025@H5=8O 40==>9 ?@>F54C@K =5>1E>48<> 2>9B8 

2 A8AB5<C =0 MB>< :><?LNB5@5 2 :0G5AB25 04<8=8AB@0B>@0. 

#5@5948B5 ?> AAK;:5  <E>< D4;D9L9A<S E6S;< 8?S CDB7D4@@O. 

"B:@>5BAO >:=> «%?@02:0 8 ?>445@6:0». 
 

 

 
%>740=85 A;8H:>< 1>;LH>3> G8A;0 8A:;NG5=89 2 D09;5 «#@>3@0<<K 8 

A;C61K» <>65B ?>2;5GL =530B82=K5 ?>A;54AB28O. "?8H8B5 =530B82=K5 

?>A;54AB28O 1>;LH>3> :>;8G5AB20 8A:;NG5=89. 

�0:@>9B5 >:=> «%?@02:0 8 ?>445@6:0». 
 

 

 

�9=EF6<9 5 
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% :><?LNB5@0 1 2K?>;=8B5 A;54CNI85 459AB28O: 

-P;:=8B5 >:=> «$07@5H5==K5 ?@>3@0<<K», GB>1K 0:B828@>20BL 53>. 
 

 

 
�;O >B:;NG5=8O 8A:;NG5=8O A=8<8B5 D;06>: �5M<= 8BEFGC > H4=?4@ 

< CD<AF9D4@ > A4:@<F9 >ABC>G «OК». 

% :><?LNB5@0 2 2K?>;=8B5 A;54CNI85 459AB28O: 

"B:@>9B5 A5B52>5 ?>4:;NG5=85 : :><?LNB5@C 1. 

#>A;54>20B5;L=> 2K15@8B5 �GE> > �4A9?P GCD46?9A<S > &9AFD 
GCD46?9A<S E9FS@< < B5M<@ 8BEFGCB@ > !9FP. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 >6=> ;8 ?>4:;NG8BLAO : :><?LNB5@C 1? 

% :><?LNB5@0 1 2K?>;=8B5 A;54CNI85 459AB28O: 
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�;O 2:;NG5=8O 8A:;NG5=8O CAB0=>28B5 D;06>: �5M<= 8BEFGC > H4=?4@ 
< CD<AF9D4@ > A4:@<F9 >ABC>G «OК». 

% :><?LNB5@0 2 2K?>;=8B5 A;54CNI85 459AB28O: "1=>28B5 >:=> !9FP 8 

?>4:;NG8B5AL : :><?LNB5@C 1. 

 >6=> ;8 ?>4:;NG8BLAO : :><?LNB5@C 1? 

�025@H8B5 A50=A =0 :><?LNB5@5 2. �A?>;L7C9B5 :><?LNB5@ 1 2 >AB02H59AO 

G0AB8 ;01>@0B>@=>9 @01>BK. 

 

�9=EF6<9 6 

�K15@8B5 �GE> > �4A9?P GCD46?9A<S > !<EF9@4 < 59;BC4EABEFP > 

�8@<A<EFD<DB64A<9 > �D4A8@4GQD Windows 6 D9:<@9 CB6OL9AAB= 
59;BC4EABEF< > �D46<?4 8?S 6IB8SM<I CB8>?RK9A<=. 

 

 

$0725@=8B5 >:=>, GB>1K <>6=> 1K;> C2845BL ?>;=>5 8<O ?@028; 4;O 

2E>4OI8E ?>4:;NG5=89. !0948B5 «"1I89 4>ABC? : D09;0< 8 ?@8=B5@0< (ME>- 

70?@>A 3 2E>4OI89 B@0D8: ICMPv4)». 

-P;:=8B5 ?@028;> ?@02>9 :=>?:>9 <KH8, 2K15@8B5 !6B=EF64 > 6>?48>4 
�BCB?A<F9?PAB > =06<8B5 :=>?:C �4EFDB<FP. 
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!0 2:;04:5 «�>?>;=8B5;L=>» >B>1@0605BAO ?@>D8;L(-8), 8A?>;L7C5<K9 

:><?LNB5@><, 0 2 >:=5 «!0AB@>9:0 B8?>2 8=B5@D59A>2» >B>1@060NBAO @07;8G=K5 

?>4:;NG5=8O, =0AB@>5==K5 =0 :><?LNB5@5. 

!06<8B5 :=>?:C �К. 

#5@5948B5 =0 2:;04:C �DB7D4@@O < E?G:5O. 

"B:@>5BAO >:=> «!0AB@>9:0 ?0@0<5B@>2 A;C61K». 
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� ?@>AB@0=AB25 =865 ?5@5G8A;8B5 :@0B:85 8<5=0 G5BK@PE 4>ABC?=KE A;C61. 

!06<8B5 :=>?:C �F@9A4. 

�9=EF6<9 7 

%CI5AB2C5B <=>65AB2> ?@8;>65=89, >1KG=> =570<5B=KE 4;O 

?>;L7>20B5;O, :>B>@K< =5>1E>48<> 8<5BL 4>ABC? : :><?LNB5@C G5@57 

1@0=4<0CM@ Windows. 1B> :><0=4K C@>2=O A5B8, =0?@02;ONI85 B@0D8: 2 A5B8  

8 �=B5@=5B5. 

#5@5948B5 =0 2:;04:C �DBFB>B?O < CBDFO. �;O =0AB@>9:8 ICMP =06<8B5 

:=>?:C �4EFDB<FP.  >6=> 1C45B C2845BL <5=N, 2 :>B>@>< =0AB@0820NBAO 
8A:;NG5=8O ICMP. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

� MB>< ?@8<5@5 @07@5H5=85 2E>4OI8E ME>-70?@>A>2 ?>72>;O5B 

?>;L7>20B5;O< A5B8 70?@0H820BL, ?@8ACBAB2C5B ;8 2 =59 :><?LNB5@. "=> B0:65 

?>72>;O5B 2845BL, =0A:>;L:> 1KAB@> ?5@5405BAO 8=D>@<0F8O : :><?LNB5@C 8 >B 

=53>. 

� ?>;5 =865 ?5@5G8A;8B5 >?@545;5==K5 B8?K ICMP. 
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�>?@>AK 4;O :>=B@>;O: 
 

 

1) +B> B0:>5 <56A5B52>9 M:@0=? 

2) �0:>2K DC=:F88 <56A5B52>3> M:@0=0? 



87  

#@0:B8G5A:>5 7040=85 №14,15 
 

  1. &9?P D45BFO: 87CG8BL ;8F5=78>==K5 8 A2>1>4=> 
@0A?@>AB@0=O5<K5 ?@>3@0<<=K5 ?@>4C:BK; =0CG8BLAO >ACI5AB2;OBL 
>1=>2;5=85 ?@>3@0<<=>3> >15A?5G5=8O A 8A?>;L7>20=85< A5B8 
�=B5@=5B. 

 2. �5BDG8B64A<9, CD<5BDO, 4CC4D4FGD4, @4F9D<4?O: 
?5@A>=0;L=K9 :><?LNB5@ A 2KE>4>< 2 �=B5@=5B. 

 3. КD4F><9 F9BD9F<K9E><9 E6989A<S 

�;0AA8D8:0F8O ?@>3@0<< ?> 8E ?@02>2><C AB0BCAC 
#@>3@0<<K ?> 8E ?@02>2><C AB0BCAC <>6=> @0745;8BL =0 B@8 

1>;LH85 3@C??K: ;8F5=78>==K5, CA;>2=> 15A?;0B=K5 8 A2>1>4=>  
@0A?@>AB@0=O5<K5. 

�8F5=78>==K5 ?@>3@0<<K. � A>>B25BAB288 A ;8F5=78>==K< 
A>3;0H5=85< @07@01>BG8:8 ?@>3@0<<K 30@0=B8@CNB 5P =>@<0;L=>5 
DC=:F8>=8@>20=85 2 >?@545;5==>9 >?5@0F8>==>9 A8AB5<5 8 =5ACB 70 
MB> >B25BAB25==>ABL. 

�8F5=78>==K5 ?@>3@0<<K @07@01>BG8:8 >1KG=> ?@>40NB 2 
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• $5:><5=4C5<K5 >1=>2;5=8O <>3CB CAB@0=OBL <5=55 
ACI5AB25==K5 ?@>1;5<K 8;8 45;0BL 8A?>;L7>20=85 
:><?LNB5@0 1>;55 C4>1=K<. )>BO MB8 >1=>2;5=8O =5 
?@54=07=0G5=K 4;O CAB@0=5=8O ACI5AB25==KE =54>AB0B:>2 2 
@01>B5 :><?LNB5@0 8;8 ?@>3@0<<=>3> >15A?5G5=8O Windows, 
8E CAB0=>2:0 <>65B ?@825AB8 : 70<5B=K< C;CGH5=8O<. �E 
<>6=> CAB0=02;820BL 02B><0B8G5A:8. 

• � =5>1O70B5;L=K< >1=>2;5=8O< >B=>AOBAO >1=>2;5=8O, 
4@0925@K 8;8 =>2>5 ?@>3@0<<=>5 >15A?5G5=85  09:@>A>DB, 
45;0NI55 8A?>;L7>20=85 :><?LNB5@0 1>;55 C4>1=K<. �E 
<>6=> CAB0=02;820BL B>;L:> 2@CG=CN. 

• � >AB0;L=K< >1=>2;5=8O< <>6=> >B=5AB8 2A5 >1=>2;5=8O, 
:>B>@K5 =5 2E>4OB 2 A>AB02 206=KE, @5:><5=4C5<KE 8;8 
=5>1O70B5;L=KE >1=>2;5=89. 



93  

 � 7028A8<>AB8 >B B8?0 >1=>2;5=8O 2 «*5=B@5 >1=>2;5=8O 
Windows» ?@54;030NBAO A;54CNI85 2>7<>6=>AB8: 

• "1=>2;5=8O 157>?0A=>AB8. 1B> >B:@KB> @0A?@>AB@0=O5<K5 
8A?@02;5=8O CO728<>AB59 >?@545;5==KE ?@>4C:B>2. 
'O728<>AB8 @07;8G0NBAO ?> C@>2=N A5@L57=>AB8 8 C:070=K 2 
1N;;5B5=5 ?> 157>?0A=>AB8  09:@>A>DB :0: :@8B8G5A:85, 
206=K5, A@54=85 8;8 =87:85. 

• �@8B8G5A:85 >1=>2;5=8O. 1B> >B:@KB> @0A?@>AB@0=O5<K5 
8A?@02;5=8O >?@545;5==KE ?@>1;5<, :>B>@K5 A2O70=K A 
:@8B8G5A:8<8 >H81:0<8, =5 >B=>AOI8<8AO : 157>?0A=>AB8. 

• #0:5BK >1=>2;5=8O. #@>B5AB8@>20==K5 =01>@K ?@>3@0<<=KE 
A@54AB2, 2:;NG0NI85 2 A51O 8A?@02;5=8O, >1=>2;5=8O 
157>?0A=>AB8, :@8B8G5A:85 8 >1KG=K5 >1=>2;5=8O, 0 B0:65 
4>?>;=8B5;L=K5 8A?@02;5=8O ?@>1;5<, >1=0@C65==KE ?@8 
2=CB@5==5< B5AB8@>20=88 ?>A;5 2K?CA:0 ?@>4C:B0. #0:5BK 
>1=>2;5=8O <>3CB A>45@60BL =51>;LH>5 :>;8G5AB2> 
87<5=5=89 >D>@<;5=8O 8;8 DC=:F89, 70?@>H5==KE 
?>;L7>20B5;O<8. 

 �;O >1=>2;5=8O ?@>3@0<<=>3> >15A?5G5=8O G5@57 �=B5@=5B 
@5:><5=4C5BAO 2:;NG8BL 02B><0B8G5A:>5 >1=>2;5=85 

�;O 02B><0B8G5A:>3> >1=>2;5=8O ?@>3@0<< =5>1E>48<> 2>9B8 2 
A8AB5<C A CG5B=>9 70?8ALN «�4<8=8AB@0B>@». 

1. !06<8B5 :=>?:C #CA:, 2K15@8B5 :><0=4C #0=5;L C?@02;5=8O 
8 420 @070 I5;:=8B5 7=0G>: �2B><0B8G5A:>5 >1=>2;5=85.  

2. �K15@8B5 20@80=B �2B><0B8G5A:8 (@5:><5=4C5BAO).  
3. #>4 20@80=B>< �2B><0B8G5A:8 703@C60BL 8 CAB0=02;820BL =0 
:><?LNB5@ @5:><5=4C5<K5 >1=>2;5=8O 2K15@8B5 45=L 8 
2@5<O, :>340 >?5@0F8>==0O A8AB5<0 Windows 4>;6=0 
CAB0=02;820BL >1=>2;5=8O.  

 �2B><0B8G5A:>5 >1=>2;5=85 >15A?5G8205B CAB0=>2:C 
?5@2>>G5@54=KE >1=>2;5=89, :>B>@K5 2:;NG0NB 2 A51O >1=>2;5=8O 
157>?0A=>AB8 8 4@C385 206=K5 >1=>2;5=8O, ?><>30NI85 70I8B8BL 
:><?LNB5@. &0:65 @5:><5=4C5BAO @53C;O@=> ?>A5I0BL 251-C75; 
Windows Update (http://www.microsoft.com/) 4;O ?>;CG5=8O 
=5>1O70B5;L=KE >1=>2;5=89, =0?@8<5@ @5:><5=4>20==KE >1=>2;5=89 
?@>3@0<<=>3> >15A?5G5=8O 8 >1>@C4>20=8O, :>B>@K5 ?><>3CB C;CGH8BL 
?@>872>48B5;L=>ABL :><?LNB5@0.  

 

4. �484A<9 
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�484A<9 1. !09B8 2 �=B5@=5B 70:>= $( «"1 8=D>@<0F88, 
8=D>@<0B870F88 8 70I8B5 8=D>@<0F88» 8 2K45;8BL >?@545;5=8O 
?>=OB89:  

• 8=D>@<0F8O; 
• 8=D>@<0F8>==K5 B5E=>;>388; 
• 8=D>@<0F8>==>-B5;5:><<C=8:0F8>==0O A5BL; 
• 4>ABC? : 8=D>@<0F88; 
• :>=D845=F80;L=>ABL 8=D>@<0F88; 
• M;5:B@>==>5 A>>1I5=85; 
• 4>:C<5=B8@>20==0O 8=D>@<0F8O. 
 �484A<9 2. �7CG82 8AB>G=8: «#>;L7>20B5;LA:>5 A>3;0H5=85» 

/=45:A >B25BLB5 =0 A;54CNI85 2>?@>AK: 
1. #> :0:><C 04@5AC =0E>48BAO AB@0=8F0 A ?>;L7>20B5;LA:8< 

A>3;0H5=85< /=45:A? 
2. � :0:8E A;CG0OE /=45:A 8<55B ?@02> >B:070BL ?>;L7>20B5;N 2 

8A?>;L7>20=88 A2>8E A;C61? 
3. �0:8< >1@07>< /=45:A A;548B 70 >?5@0F8O<8 ?>;L7>20B5;59? 
4. +B> ?>4@07C<5205BAO ?>4 B5@<8=>< «:>=B5=B» 2 #%? 
5. +B> 2 #% A:070=> > 70?@5B5 ?C1;8:0F88 <0B5@80;>2, 

A2O70==KE A:  
a. =0@CH5=85< 02B>@A:8E ?@02 8 48A:@8<8=0F859 ;N459; 
b. @0AAK;:>9 A?0<0; 
c. >1@0I5=85< A 682>B=K<8? 

6. �0:>3> <0:A8<0;L=>3> >1J5<0 <>3CB 1KBL D09;K 8 0@E82K, 
@07<5I05<K5 ?>;L7>20B5;O<8 ?@8 8A?>;L7>20=88 A;C61K 
15A?;0B=>3> E>AB8=30?  

7. �0H ?>GB>2K9 OI8: =0 #>GB5 /=45:A0 1C45B C40;5=, 5A;8 �K 
=5 ?>;L7>20;8AL 8< 1>;55 ___. 

  

�484A<9 3. �7CG82 >@30=870F8N >1=>2;5=8O ?@>3@0<<=>3> 
>15A?5G5=8O G5@57 �=B5@=5B. !0AB@>9B5 02B><0B8G5A:>5 >1=>2;5=85 
?@>3@0<<=>3> >15A?5G5=8O 565=545;L=> 2 12.00. "?8H8B5 ?>@O4>: 
CAB0=>2:8 02B><0B8G5A:>3> >1=>2;5=8O ?@>3@0<<=>3> >15A?5G5=8O. 

  

5. !B89D:4A<9 BFK9F4. 
 "BG5B 4>;65= A>45@60BL: 
1. !0720=85 @01>BK. 
2. *5;L @01>BK. 
3. �040=85 8 53> @5H5=85. 
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4. �K2>4 ?> @01>B5. 
   

6. КBAFDB?PAO9 6BCDBEO:  
1. �0:85 ?@>3@0<<K =07K20NB ;8F5=78>==K<8? 
2. �0:85 ?@>3@0<<K =07K20NB CA;>2=> 15A?;0B=K<8? 
3. �0:85 ?@>3@0<<K =07K20NB A2>1>4=> @0A?@>AB@0=O5<K<8? 
4. � G5< A>AB>8B @07;8G85 <564C ;8F5=78>==K<8, CA;>2=> 
15A?;0B=K<8 8 15A?;0B=K<8 ?@>3@0<<0<8? 

5. �0: <>6=> 70D8:A8@>20BL A2>5 02B>@A:>5 ?@02> =0 
?@>3@0<<=K9 ?@>4C:B? 

6. �0:85 8A?>;L7CNBAO A?>A>1K 845=B8D8:0F88 ;8G=>AB8 ?@8 
?@54>AB02;5=88 4>ABC?0 : 8=D>@<0F88? 

7. #>G5<C :><?LNB5@=>5 ?8@0BAB2> =0=>A8B CI5@1 >1I5AB2C? 
8. �0:85 ACI5AB2CNB ?@>3@0<<=K5 8 0??0@0B=K5 A?>A>1K 
70I8BK 8=D>@<0F88? 

9. +5< >B;8G05BAO ?@>AB>5 :>?8@>20=85 D09;>2 >B 8=AB0;;OF88 
?@>3@0<<? 

10. !07>28B5 AB0488 8=AB0;;OF88 ?@>3@0<<K.  
11. +B> B0:>5 8=AB0;;OB>@?  
12. �0: 70?CAB8BL CAB0=>2;5==CN ?@>3@0<<C?  
13. �0: C40;8BL =5=C6=CN ?@>3@0<<C A :><?LNB5@0?  

 

 

#@0:B8G5A:>5 7040=85 №16,17 
 

1. �7<5=5=85 ?0@0<5B@>2 =0AB@>9:8 ?@>B>:>;0 IP. 1.1 #>4:;NG8BLAO : 
28@BC0;L=>9 <0H8=5 Windows XP.#5@59B8 2 >:=> :>=D83C@8@>20=8O 
A5B52KE ?>4:;NG5=89: >B:@KBL >:=> "%5B52K5 ?>4:;NG5=8O": 
#CA:/!0AB@>9:0/%5B52K5 ?>4:;NG5=8O. �;8:=CBL ?@02>9 :;028H59 
<KH8 ?> 7=0G:C "?>4:;NG5=85 ?> ;>:0;L=>9 A5B8" 8 2K1@0BL ?C=:B 
"%2>9AB20". 1.2 � ?>O282H5<AO >:=5 2K15@8B5 A5B52>9 040?B5@, 70B5< 
"%2>9AB20", 70B5< #@>B>:>; �=B5@=5B0 (TCP/IP) 8 53> A2>9AB20. * �A;8 
4>ABC? : =0AB@>9:5 ?0@0<5B@>2 A5B8 70?@5I5= 04<8=8AB@0B82=K<8 
=0AB@>9:0<8 "%, B> ?5@5948B5 : 2K?>;=5=8N 4>?>;=8B5;L=>3> 
7040=8O, >?8A0==>3> 2 ?.6. 1.3 �0?8H8B5 7=0G5=8O A5B52KE ?0@0<5B@>2, 
CAB0=>2;5==KE =0 �0H59 <0H8=5: − IP3 04@5A0; − %5B52>9 <0A:8; − 
�4@5A0 H;N70 ?> C<>;G0=8N; − �4@5A0 13 3> 8 23 3> A5@25@>2 DNS 

(5A;8 >=8 CAB0=>2;5=K). �0=5A8B5 7=0G5=8O MB8E ?0@0<5B@>2 2 >BG5B. 1.4 
'40;8B5 ?@>B>:>; NetBUI, 5A;8 >= CAB0=>2;5= =0 �0H59 <0H8=5. 1.5 
'AB0=>28B5 A5B52K5 ?0@0<5B@K ?@>B>:>;0 IP 2 A>>B25BAB288 A B01;8F59 
2. &01;8F0 2. %5B52K5 ?0@0<5B@K ?@>B>:>;0 IP IP3 04@5A** %5B520O 
<0A:0 ,;N7 192.168.20Y.G+XX 255.255.0.0 �A?>;L7>20BL 7=0G5=85, 
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:>B>@>5 1K;> CAB0=>2;5=> @0=55, ;81> 7=0G5=85, C:070==>5 
?@5?>4020B5;5<. �45 Y, G, XX 3 45AOB8G=K5 G8A;0; Y 3 3>4 ?>ABC?;5=8O 
(>4=0 F8D@0 0-9). G = =><5@ 3@C??K. 00 3 4;O 3@C??K '�$-1; 50 3 4;O 
3@C??K '�$-2; 100 3 4;O 3@C??K '�$-3. XX = 3 ?>@O4:>2K9 =><5@ 
ABC45=B0 2 3@C??5. #@8<5@. %BC45=B =><5@ 21 (?> 6C@=0;C); 3@C??K 
'�$-2; 3>4 ?>ABC?;5=8O 2003. XX=21; G=50; Y=3. #>;CG8< A5B52>9 
04@5A <0H8=K: 192.168.203.71 �45 203 = 200+3 71 = 50+21. 1.6 �A;8 2 
@57C;LB0B5 87<5=5=8O ?0@0<5B@>2 =0AB@>9:8 ?@>B>:>;0 IP 1C45B 2K40=> 
A>>1I5=85 > =5>1E>48<>AB8 ?5@5703@C7:8, =8 2 :>5< A;CG05 =5 45;09B5 
MB>3>, ?@>AB> >B:068B5AL. 1.7 "B:@KBL :>=A>;L A8AB5<K 
(A>>B25BAB2CNI0O ?@>F54C@0 >?8A0=0 2 ?@8;>65=88 2). � :><0=4=>9 
AB@>:5 2K?>;=8BL :><0=4C: > ipconfig /all %>E@0=8B5 @57C;LB0B 
2K?>;=5=8O MB>9 :><0=4K 2 >BG5B5. 1.8 � :><0=4=>9 AB@>:5 :>=A>;8 
2K?>;=8B5 :><0=4C: > ping $57C;LB0BK 70=5A8B5 2 D09; >BG5B0. 2. 
"D>@<;5=85 >BG5B0 ?> @57C;LB0B0< 2K?>;=5=8O ?@0:B8G5A:>9 @01>BK. 
#> @57C;LB0B0< 2K?>;=5=8O @01>BK =5>1E>48<> ?>43>B>28BL >BG5B 
B@51>20=8O, : :>B>@><C 87;>65=K 2 #@8;>65=88 1. �>=B@>;L=K5 
2>?@>AK: 1. �<55BAO A5BL A IP = 192.168.55.0 8 B@51C5BAO @0718BL 55 =0 
@O4 ?>4A5B59. !5>1E>48<>, GB>1K 2 :064>9 ?>4A5B8 <>6=> 1K;> 
8A?>;L7>20BL ?> 25 E>AB>2. �0:CN <0A:C =5>1E>48<> ?@8<5=8BL 2 
B0:>< A;CG05, GB>1K >15A?5G8BL <0:A8<0;L=> 2>7<>6=>5 G8A;> B0:8E 
?>4A5B59? � 255.255.255.192; �. 255.255.255.224; %. 255.255.255.240; D 

255.255.255.248. 2. ' 20A 8<55BAO <0A:0 255.255.255.252. �0:>5 7=0G5=85 
8<55B ?@5D8:A? �. /16; �. /24; %. /30, D. /32 3. �A;8 8<55BAO IP3 04@5A 
172.16.10.5/25, B> :0:>9 H8@>:>25I0B5;L=K9 04@5A 4>;65= 
8A?>;L7>20BL MB>B E>AB? �. 255.255.255.255; �. 172.16.10.127; %. 
172.16.10.255; D. 172.16.10.128. 4. %:>;L:> <0H8= ?>72>;O5B 8<5BL 2 
?>4A5B8 <0A:0 255.255.255.252? �. 16384; �. 2; %. 4094; D. 6. 5. �0:>2 
480?07>= 4>?CAB8<KE 04@5A>2 <0H8= 4;O ?>4A5B8 172.16.10.5/26? �. A 
172.16,10.1 ?> 172.16.10.30; �. c l72.16.10.1 ?o l72.16.10.31; %. A 
172.16.10.1 ?> 172.16.10.62; D. A 172.16.10.1 ?> 172.16.10.63. 6. �A;8 2K 
E>B8B5 >1J548=8BL 2 ?>4A5BL <0H8=K A 04@5A0<8 A 192.168.10.64 ?> 
192.168.10.127, B> :0:8<8 1C4CB 04@5A 8 <0A:0 ?>4A5B8? �. 
192.168.10.64 255.255.255.192; �. 192.168.10.0 255.255.255.192; %. 
192.168.10.64 255.255.255.224; D. 192.168.10.0 255.255.255.224. 7. 

!07>28B5 >A=>2=>5 =07=0G5=85 8 2>7<>6=>AB8 B5E=>;>388 ?@8<5=5=8O 
<0A>: ?5@5<5==>9 4;8=K (VLSM). 8. !07>28B5 >A=>2=>5 =07=0G5=85 8 
2>7<>6=>AB8 B5E=>;>388 15A:;0AA>2>9 <564><5==>9 <0@H@CB870F88 
(CIDR). 9. "1JOA=8B5 >A=>2=K5 DC=:F88, 2K?>;=O5<K5 H;N7>< 2 
:><<C=8:0F8>==>9 AE5<5 ?@>B>:>;0 IP. 10. �0:8< >1@07><, <0H8=K, 
@01>B0NI85 2 IP A5B8, >?@545;ONB, :>340 ?0:5B =5>1E>48<> 4>AB028BL 
H;N7C, 0 2 :0:>< A;CG05 4>AB02:0 2K?>;=O5BAO =5?>A@54AB25==> A 
?><>ILN ?@>B>:>;>2 :0=0;L=>3> C@>2=O? 
 

#@0:B8G5A:>5 7040=85 №18 
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"9@4: '@>2=8 C?@02;5=8O A5BO<8 
&9?P: 

 

)>4 @01>BK. 
 

#@0:B8G5A:>5 7040=85 №19,20 
 

�4M<M9AABEFP < BF>4;BGEFB=K<6BEFP BC9D4J<BAAB= E<EF9@O 

 

1. &9?P D45BFO: 2K@01>B0BL ?@0:B8G5A:85 =02K:8 @01>BK A >?5@0F8>==>9 
A8AB5<>9 Windows, ?>;CG8BL 8=D>@<0F8N > 2840E A1>52 2 @01>B5 >?5@0F8>==>9 
A8AB5<K; ?>;CG8BL 8=D>@<0F8N > ?@8G8=0E 2>7=8:=>25=8O A1>52; ?>;CG8BL 
8=D>@<0F8N > <5B>40E ?@54>B2@0I5=8O A1>52. 

2. �5BDG8B64A<9, CD<5BDO, 4CC4D4FGD4, @4F9D<4?O: ?5@A>=0;L=K9 
:><?LNB5@ A >?5@0F8>==>9 A8AB5<>9 A5<59AB20 Windows. 

3. КD4F><9 F9BD9F<K9E><9 E6989A<S. 
�4M<F4 D9EGDEB6 

�0640O >?5@0F8>==0O A8AB5<0 4>;6=0 >15A?5G820BL =5:>B>@K9 C@>25=L 
70I8I5==>AB8 4 :0: @5AC@A>2, B0: 8 40==KE ?>;L7>20B5;59. �0==K5 ?>;L7>20B5;59 
70I8I0NBAO 8A?>;L7>20=85< <5E0=87<0 02B>@870F88 8 @073@0=8G5=8O ?@02 
4>ABC?0. �57>?0A=>ABL 40==KE ?>;L7>20B5;59 >?5@0F8>==KE A8AB5< 
@53;0<5=B8@C5BAO AB0=40@B>< 157>?0A=>AB8, @0AA<>B@5==K< @0=55. 

�0I8BC @5AC@A>2 >4=8E ?@>F5AA>2 >B 70E20B0 4@C38<8 ?@>F5AA0<8 
>@30=87>20BL =5 B0: A;>6=>, :0: 70I8BC 40==KE ?>;L7>20B5;59, ?>A:>;L:C, E>BO 
?@>F5AAK 8 >1;040NB 1>;LH59 A2>1>4>9 459AB289, G5< 1>;LH8=AB2> ?>;L7>20B5;59, 
2 B> 65 2@5<O ?@>F5AA =5 >1;0405B 2>;59 8 A?>A>15= 2K?>;=OBL B>;L:> B5 459AB28O, 
=0 :>B>@K5 70?@>3@0<<8@>20=. #>MB><C 2>?@>AK 70I8BK @5AC@A>2 >B 70E20B0 
@5H0NBAO 2 @0<:0E 7040G8 ?;0=8@>20=8O @5AC@A>2. 

�4M<F4 84AAOI 

"?5@0F8>==K5 A8AB5<K 2:;NG0NB 2 A51O <5E0=87< 02B>@870F88 4>ABC?0. 
&@048F8>==> ?>;L7>20B5;L 4>;65= 8<5BL CG5B=CN 70?8AL 2 >?5@0F8>==>9 A8AB5<5 
B>9 <0H8=K, =0 :>B>@>9 @01>B05B, GB>1K 8<5BL 2>7<>6=>ABL 8A?>;L7>20BL <0H8=C 
4;O @5H5=8O A2>8E 7040G. �A;8 <0H8=K >1J548=5=K 2 ;>:0;L=CN A5BL, B> CG5B=0O 
70?8AL <>65B E@0=8BLAO =5 =0 A0<>9 <0H8=5, 0 =0 A5@25@5 A5B8. � A;CG05 :>340 
?@>D8;8 ?>;L7>20B5;59 E@0=OBAO =0 A5@25@5, ?>;CG8BL =5A0=:F8>=8@>20==K9 
4>ABC? : 40==K< ACI5AB25==> A;>6=55, G5< 5A;8 1K ?@>D8;8 E@0=8;8AL =0 
:>=:@5B=KE <0H8=0E, ?>A:>;L:C A5@25@K A5B8 A=0165=K 3>@074> 1>;55 
:@8?B>AB>9:8< <5E0=87<>< ;4M<FO 84AAOI , =565;8 @01>G85 AB0=F88. #@>1;5<0 
70I8BK 40==KE ?>;L7>20B5;59 >B =5A0=:F8>=8@>20==>3> 4>ABC?0 B0:65 <>65B 
@5H0BLAO 8 A0<8< ?>;L7>20B5;5<. %CI5AB2C5B @O4 ?@>3@0<<=KE ?@>4C:B>2, 
?>72>;ONI8E ?>;L7>20B5;O< 70:@K20BL 4>ABC? : A2>8< 40==K< B0:8< >1@07><, GB> 
4;O GB5=8O 8E =0 MB>9 65 <0H8=5 =5>1E>48<> 7=0BL ?0@>;L, 0 4;O 27;><0 8 
?>;CG5=8O 4>ABC?0 2 >1E>4 A8AB5<K 70I8BK 4 ?@8=F8? :>48@>20=8O 40==KE. 1B8 
?@>3@0<<=K5 ?@>4C:BK 8A?>;L7CNB B0:85 0;3>@8B<K :>48@>20=8O 40==KE, GB> 
?>?KB:0 27;><0 70I8BK <>65B @0ABO=CBLAO =0 =5A:>;L:> ;5B. 

�F>4;BGEFB=K<6BEFP BC9D4J<BAAOI E<EF9@ 

"B:07>CAB>9G82>ABL 4 A?>A>1=>ABL >?5@0F8>==>9 A8AB5<K 2>AAB0=02;820BL 
A2>N @01>B>A?>A>1=>ABL ?>A;5 A1>52 :0: ?@>3@0<<=>3>, B0: 8 0??0@0B=>3> 
E0@0:B5@0. 
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� 8450;5 ?>;L7>20B5;L 2>>1I5 =5 4>;65= =01;N40BL =8:0:8E =530B82=KE 
?>A;54AB289 A1>52 2 @01>B5 >?5@0F8>==>9 A8AB5<K. %1>8 ?@>3@0<<=>3> E0@0:B5@0 
<>3CB 2>7=8:0BL ?> @07;8G=K< ?@8G8=0<: =0?@8<5@, 28@CA=0O 0B0:0, =5>AB>@>6=>5 
>1@0I5=85 A A8AB5<=K<8 D09;0<8, :>=D;8:B 4@0925@>2 CAB@>9AB2 8 <=>3>5 4@C3>5. 
�??0@0B=K5 A1>8 <>3CB 2>7=8:0BL ?> ?@8G8=5 =5A>1;N45=8O CA;>289 M:A?;C0B0F88 
>1>@C4>20=8O, 87-70 =5:>@@5:B=>3> <>=B060 ?;0B =0 A8AB5<=CN ?;0BC. 

�;O :064>9 :0B53>@88 ?@8G8= 2>7=8:=>25=8O ?@>3@0<<=KE A1>52 ACI5AB2CNB 
<5B>4K 8E ?@54>B2@0I5=8O. +0ABL <5B>4>2 2:;NG05BAO 2 @C:>2>4AB20 ?> 
>?5@0F8>==K< A8AB5<0< 2 2845 >1O70B5;L=KE @5:><5=40F89. !0?@8<5@, 2 
@C:>2>4AB25 ?> ;N1>9 >?5@0F8>==>9 A8AB5<5 ?5@5G8A;ONBAO D09;K 8 ?0?:8, 
C40;5=85 :>B>@KE ?@82545B : A5@L57=K< =0@CH5=8O< 2 @01>B5 >?5@0F8>==>9 
A8AB5<K. �>;LH0O 65 G0ABL <5B>4>2 @50;87C5BAO 2 2845 A?5F80;878@>20==KE 
?@>3@0<<=KE :><?;5:A>2. !0?@8<5@, A@54AB20 70I8BK >B 28@CA=KE 8 A5B52KE 0B0:, 
<5E0=87<K 1;>:8@>20=8O 4>ABC?0 : A8AB5<=K< D09;0<, <5E0=87<K A>E@0=5=8O 
A>AB>O=8O A8AB5<K. 

� A>60;5=8N, =5 ACI5AB2C5B =0AB>;L:> 65 =0456=KE <5B>4>2 
?@54>B2@0I5=8O 0??0@0B=KE A1>52, :0: 2 A;CG05 A ?@>3@0<<=K<8 A1>O<8. �A;8 2 
A;CG05 28@CA=>9 0B0:8 >?5@0F8>==CN A8AB5<C <>6=> 2>AAB0=>28BL A 70@0=55 
A>E@0=5==>3> >1@070 A8AB5<K, B> 2 A;CG05 70<5=K :0:>3>-;81> :><?>=5=B0 <>65B 
?>B@51>20BLAO ?5@5CAB0=>2:0 >?5@0F8>==>9 A8AB5<K. � 5A;8 2K945B 87 AB@>O 
=>A8B5;L 40==KE, B> <>6=> ?>B5@OBL 206=CN 8=D>@<0F8N. �0G0ABCN =52>7<>6=> 
4065 ?@54C3040BL 2>7=8:=>25=85 0??0@0B=>3> A1>O 8 53> ?>A;54AB28O, 2 B> 2@5<O 
:0: ?@>3@0<<=K5 A1>8 A@02=8B5;L=> ;53:> ?@>3=>78@CNBAO 8 ?@54>B2@0I0NBAO. 
�;O B>3> GB>1K =5 2>7=8:0;8 0??0@0B=K5 A1>8, =5>1E>48<> A>1;N40BL CA;>28O 
M:A?;C0B0F88 0??0@0B=KE :><?>=5=B>2 :><?LNB5@0. � ?@8<5@C, ?>?KB:0 @071>@0 
65AB:>3> 48A:0 ?@82545B : =5>1@0B8<K< ?>2@5645=8O< 8 30@0=B8@>20==>9 CB@0B5 
8=D>@<0F88. 

�N10O >?5@0F8>==0O A8AB5<0 A>45@68B ?@>3@0<<K, ?@54>B2@0I0NI85 
1>;LH8=AB2> AB0=40@B=KE A1>52, 2 B>< G8A;5 8 A@54AB20 <>=8B>@8=30 A>AB>O=8O 
0??0@0B=KE :><?>=5=B>2, => 4;O ?@54>B2@0I5=8O A1>52, 2>7=8:0NI8E ?> ?@8G8=5 
=0<5@5==KE 459AB289 ?>;L7>20B5;59, =5>1E>48<> CAB0=02;820BL 4>?>;=8B5;L=>5 
?@>3@0<<=>5 >15A?5G5=85. !0?@8<5@, 4;O >B@065=8O A5B52KE 0B0: =5>1E>48<> 
=0;8G85 2 A8AB5<5 A5B52>3> M:@0=0, 0 4;O 70I8BK >B 28@CA=KE 2>7459AB289 4 

:><?;5:A 0=B828@CA=>9 70I8BK. 
�EAB6AO9 6O6B8O 

1. "?5@0F8>==0O A8AB5<0 4>;6=0 >1;040BL <5E0=87<0<8 70I8BK @5AC@A>2 
8 40==KE ?>;L7>20B5;59. 

2. "?5@0F8>==0O A8AB5<0 4>;6=0 >1;040BL <5E0=87<0<8 ?@54>B2@0I5=8O 
?@>3@0<<=KE 8, ?> 2>7<>6=>AB8, 0??0@0B=KE A1>52. 

3. �;O B>3> GB>1K 871560BL ?>B5@8 40==KE 8 ?>@G8 >1>@C4>20=8O, 
=5>1E>48<> 8A?>;L7>20BL A?5F80;878@>20==>5 ?@>3@0<<=>5 
>15A?5G5=85 8 A>1;N40BL CA;>28O M:A?;C0B0F88 >1>@C4>20=8O. 

4. �0I8B0 40==KE <>65B >ACI5AB2;OBLAO :0: A@54AB20<8 A0<>9 
>?5@0F8>==>9 A8AB5<K, B0: 8 A ?><>ILN A?5F80;878@>20==>3> 
?@>3@0<<=>3> >15A?5G5=8O. 

4. �484A<9 
�484A<9 1. "B25BLB5 =0 2>?@>AK. 

1. #@8 A>1;N45=88 :0:8E CA;>289 <>6=> AG8B0BL >?5@0F8>==CN 
A8AB5<C 70I8I5==>9? 

2. #@8 A>1;N45=88 :0:8E CA;>289 >?5@0F8>==0O A8AB5<0 ?@87=05BAO 
>B:07>CAB>9G82>9? 
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3. �0:8< >1@07>< ?>;L7>20B5;L <>65B >15A?5G8BL 70I8BC A>1AB25==KE 
40==KE >B =5A0=:F8>=8@>20==>3> 4>ABC?0? 

4. �0:85 284K A1>52 2K 7=05B5? 
5. �0:85 284K ?@>3@0<<=KE A1>52 2K 7=05B5? 
6. �0:>2K <>3CB 1KBL ?>A;54AB28O ?@>3@0<<=>3> A1>O? 
7. �0:>2K <>3CB 1KBL ?>A;54AB28O 0??0@0B=>3> A1>O? 
8.  >6=> ;8 CB25@640BL, GB> 4;O ?@54>B2@0I5=8O 2>7=8:=>25=8O 
0??0@0B=>3> A1>O =5>1E>48<> 70B@0B8BL 1>;LH5 CA8;89, G5< 2 
A;CG05 A ?@>3@0<<=K<8 A1>O<8? "1>A=C9B5 A2>9 >B25B. 

9.  >6=> ;8 CB25@640BL, GB> =5A>1;N45=85 CA;>289 M:A?;C0B0F88 
>1>@C4>20=8O <>65B ?@825AB8 : A5@L57=K< =0@CH5=8O< 2 @01>B5 
:><?LNB5@0? 

10. �0:>3> @>40 ?@>3@0<<=K5 A1>8 >?5@0F8>==0O A8AB5<0 <>65B 
?@54>B2@0B8BL A>1AB25==K<8 A8;0<8, 0 :0:85 B@51CNB CAB0=>2:8 
4>?>;=8B5;L=>3> ?@>3@0<<=>3> >15A?5G5=8O? 

�484A<9 2. #@>948B5 B5AB 
http://www.e-biblio.ru/xbook/new/xbook330/book/part-023/page.htm#i03611 

5. !B89D:4A<9 BFK9F4 

 "BG5B 4>;65= A>45@60BL: 
1. !0720=85 @01>BK. 
2. *5;L @01>BK. 
3. �040=85 8 53> @5H5=85. 
4. �K2>4 ?> @01>B5. 

6. КBAFDB?PAO9 6BCDBEO 

1. �0:8< >1@07>< <>6=> 70I8B8BL 40==K5 >B =5A0=:F8>=8@>20==>3> 
4>ABC?0? 

2. �0:85 ?@8G8=K 2>7=8:=>25=8O ?@>3@0<<=KE A1>52 2K 7=05B5? 
3. �0:8<8 <5B>40<8 <>6=> ?@54>B2@0B8BL ?@>3@0<<=K5 A1>8 8 8E 
?>A;54AB28O? 

4. #>G5<C 0??0@0B=K5 A1>8 >?0A=55, G5< ?@>3@0<<=K5? 
5. �0:85 ?@>3@0<<K <>3CB 2E>48BL 2 ?>AB02:C >?5@0F8>==>9 A8AB5<K 4;O 
>15A?5G5=8O 55 >B:07>CAB>9G82>AB8? 

 

 

#@0:B8G5A:>5 7040=85 №21 
 
�5BDG8B64A<9, CD<5BDO, 4CC4D4FGD4, @4F9D<4?O: ?5@A>=0;L=K9 :><?LNB5@, 

2845><0B5@80;, @01>G0O B5B@04L. 
3. КD4F><9 F9BD9F<K9E><9 E6989A<S 

%0<>5 ;CGH55 A@54AB2> 3 MB> 1>;LH0O 4803@0<<0, ?@8:>;>B0O : AB5=5. 
'=8D8F8@>20==K9 O7K: <>45;8@>20=8O UML (Unified Modeling Language) 3 MB> 

?@55<=8: B>3> ?>:>;5=8O <5B>4>2 >1J5:B=>->@85=B8@>20==>3> 0=0;870 8 
?@>5:B8@>20=8O, :>B>@K5 ?>O28;8AL 2 :>=F5 80-E 8 =0G0;5 90-E 3>4>2. %>740=85 
UML D0:B8G5A:8 =0G0;>AL 2 :>=F5 1994 3., :>340 �@048 �CG 8 �659<A $0<1> =0G0;8 
@01>BC ?> >1J548=5=8N 8E <5B>4>2 Booch [�CG-1999] 8 OMT (Object Modeling 
Technique) ?>4 M384>9 :><?0=88 Rational Software. � :>=FC 1995 3. >=8 A>740;8 
?5@2CN A?5F8D8:0F8N >1J548=5==>3> <5B>40, =0720==>3> 8<8 Unified Method, 
25@A8O 0.8. &>340 65 2 1995 3. : =8< ?@8A>548=8;AO A>740B5;L <5B>40 OOSE (Object-
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Oriented Software Engineering) �20@ /:>1A>=. &0:8< >1@07><, UML O2;O5BAO 
?@O<K< >1J548=5=85< 8 C=8D8:0F859 <5B>4>2 �CG0, $0<1> 8 /:>1A>=0, >4=0:> 
4>?>;=O5B 8E =>2K<8 2>7<>6=>ABO<8. 
UML =0E>48BAO 2 ?@>F5AA5 AB0=40@B870F88, ?@>2>48<>< :>=A>@F8C<>< OMG 

(Object Management Group), 2 =0AB>OI55 2@5<O >= ?@8=OB 2 :0G5AB25 AB0=40@B=>3> 
O7K:0 <>45;8@>20=8O 8 ?>;CG8; H8@>:CN ?>445@6:C. UML ?@8=OB =0 2>>@C65=85 
?@0:B8G5A:8 2A5<8 :@C?=59H8<8 :><?0=8O<8 3 ?@>872>48B5;O<8 ?@>3@0<<=>3> 
>15A?5G5=8O (Microsoft, IBM, Hewlett-Packard, Oracle, Sybase 8 4@.). �@><5 B>3>, 
?@0:B8G5A:8 2A5 <8@>2K5 ?@>872>48B5;8 CASE-A@54AB2, ?><8<> Rational Software 
(Rational Rose), ?>445@6820NB UML 2 A2>8E ?@>4C:B0E (Paradigm Plus (CA), System 
Architect (Popkin Software), Microsoft Visual Modeler 8 4@.). #>;=>5 >?8A0=85 UML 
<>6=> =09B8 =0 A09B0E http://www.omg.org 8 http://www.rational.com. #5@2>5 
>?8A0=85 UML =0 @CAA:>< O7K:5 A>45@68BAO 2 :=835 [(0C;5@-1999], 2 40;L=59H5< 
87;>65=88 B5@<8=>;>38O O7K:0 A>>B25BAB2C5B 40==><C ?5@52>4C. �@><5 =53>, 
8<5NBAO B0:65 ?5@52>4K [�>33A-2000], [�CG-2000] 8 [�0@<0=-2001]. 

!D98EF64 UML 

%>740B5;8 UML ?@54AB02;ONB 53> :0: O7K: 4;O >?@545;5=8O, ?@54AB02;5=8O, 
?@>5:B8@>20=8O 8 4>:C<5=B8@>20=8O ?@>3@0<<=KE A8AB5<, >@30=870F8>==>-
M:>=><8G5A:8E A8AB5<, B5E=8G5A:8E A8AB5< 8 4@C38E A8AB5< @07;8G=>9 ?@8@>4K. 
UML A>45@68B AB0=40@B=K9 =01>@ 4803@0<< 8 =>B0F89 A0<KE @07=>>1@07=KE 
284>2. %B0=40@B UML 25@A88 1.1, ?@8=OBK9 OMG 2 1997 3., ?@54;0305B A;54CNI89 
=01>@ 4803@0<< 4;O <>45;8@>20=8O: 
3 4803@0<<K 20@80=B>2 8A?>;L7>20=8O (use case diagrams) 34;O <>45;8@>20=8O 

187=5A-?@>F5AA>2 >@30=870F88 8 B@51>20=89 : A>740205<>9 A8AB5<5); 
3 4803@0<<K :;0AA>2 (class diagrams) 3 4;O <>45;8@>20=8O AB0B8G5A:>9 

AB@C:BC@K :;0AA>2 A8AB5<K 8 A2O759 <564C =8<8; 
3 4803@0<<K ?>2545=8O A8AB5<K (behavior diagrams): 

 4803@0<<K 2708<>459AB28O (interaction diagrams): 
4803@0<<K ?>A;54>20B5;L=>AB8 (sequence diagrams) 8 :>>?5@0B82=K5 
4803@0<<K (collaboration diagrams) 3 4;O <>45;8@>20=8O ?@>F5AA0 >1<5=0 
A>>1I5=8O<8 <564C >1J5:B0<8; 
4803@0<<K A>AB>O=89 (statechart diagrams) 34;O <>45;8@>20=8O ?>2545=8O 
>1J5:B>2 A8AB5<K ?@8 ?5@5E>45 87 >4=>3> A>AB>O=8O 2 4@C3>5; 
4803@0<<K 45OB5;L=>AB59 (activity diagrams) 3 4;O <>45;8@>20=8O ?>2545=8O 
A8AB5<K 2 @0<:0E @07;8G=KE 20@80=B>2 8A?>;L7>20=8O, 8;8 <>45;8@>20=8O 
45OB5;L=>AB59; 

3 4803@0<<K @50;870F88 (implementation diagrams): 
 4803@0<<K :><?>=5=B>2 (component diagrams) 3 4;O <>45;8@>20=8O 
85@0@E88 :><?>=5=B>2 (?>4A8AB5<) A8AB5<K; 

 4803@0<<K @07<5I5=8O (deployment diagrams) 3 4;O <>45;8@>20=8O 
D878G5A:>9 0@E8B5:BC@K A8AB5<K. 

�<47D4@@O 64D<4AFB6 <ECB?P;B64A<S 

#>=OB85 20@80=B0 8A?>;L7>20=8O (use case) 2?5@2K5 225; �20@ /:>1A>= 8 ?@840; 
5<C B0:CN 7=0G8<>ABL, GB> 2 =0AB>OI55 2@5<O 20@80=B 8A?>;L7>20=8O ?@52@0B8;AO 2 
>A=>2=>9 M;5<5=B @07@01>B:8 8 ?;0=8@>20=8O ?@>5:B0. 
�0@80=B 8A?>;L7>20=8O ?@54AB02;O5B A>1>9 ?>A;54>20B5;L=>ABL 459AB289 

(B@0=70:F89), 2K?>;=O5<KE A8AB5<>9 2 >B25B =0 A>1KB85, 8=8F88@C5<>5 =5:>B>@K< 
2=5H=8< >1J5:B>< (459AB2CNI8< ;8F><). 
�0@80=B 8A?>;L7>20=8O >?8AK205B B8?8G=>5 2708<>459AB285 <564C 

?>;L7>20B5;5< 8 A8AB5<>9. � ?@>AB59H5< A;CG05 20@80=B 8A?>;L7>20=8O 
>?@545;O5BAO 2 ?@>F5AA5 >1AC645=8O A ?>;L7>20B5;5< B5E DC=:F89, :>B>@K5 >= 
E>B5; 1K @50;87>20BL. 
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�59AB2CNI55 ;8F> (actor) 3 MB> @>;L, :>B>@CN ?>;L7>20B5;L 83@05B ?> 
>B=>H5=8N : A8AB5<5. �59AB2CNI85 ;8F0 ?@54AB02;ONB A>1>9 @>;8, 0 =5 
:>=:@5B=KE ;N459 8;8 =08<5=>20=8O @01>B. !5A<>B@O =0 B>, GB> =0 4803@0<<0E 
20@80=B>2 8A?>;L7>20=8O >=8 87>1@060NBAO 2 2845 AB8;87>20==KE G5;>25G5A:8E 
D83C@>:, 459AB2CNI55 ;8F> <>65B B0:65 1KBL 2=5H=59 A8AB5<>9, :>B>@>9 
=5>1E>48<0 =5:>B>@0O 8=D>@<0F8O >B 40==>9 A8AB5<K. #>:07K20BL =0 4803@0<<5 
459AB2CNI8E ;8F A;54C5B B>;L:> 2 B>< A;CG05, :>340 8< 459AB28B5;L=> 
=5>1E>48<K =5:>B>@K5 20@80=BK 8A?>;L7>20=8O. 
�59AB2CNI85 ;8F0 45;OBAO =0 B@8 >A=>2=KE B8?0 3 ?>;L7>20B5;8 A8AB5<K, 

4@C385 A8AB5<K, 2708<>459AB2CNI85 A 40==>9, 8 2@5<O. �@5<O AB0=>28BAO 
459AB2CNI8< ;8F><, 5A;8 >B =53> 7028A8B 70?CA: :0:8E-;81> A>1KB89 2 A8AB5<5. 
�;O =03;O4=>3> ?@54AB02;5=8O 20@80=B>2 8A?>;L7>20=8O 2 :0G5AB25 >A=>2=KE 

M;5<5=B>2 ?@>F5AA0 @07@01>B:8 ?@>3@0<<=>3> >15A?5G5=8O (#") ?@8<5=ONBAO 
4803@0<<K 20@80=B>2 8A?>;L7>20=8O. !0 @8A. 1.1 ?>:070= ?@8<5@ B0:>9 4803@0<<K 
4;O 10=:><0B0 (Automated Teller Machine, ATM). 
!0 40==>9 4803@0<<5 G5;>25G5A:85 D83C@:8 >1>7=0G0NB 459AB2CNI8E ;8F, 

>20;K 3 20@80=BK 8A?>;L7>20=8O, 0 ;8=88 8 AB@5;:8 3@07;8G=K5 A2O78 <564C 
459AB2CNI8<8 ;8F0<8 8 20@80=B0<8 8A?>;L7>20=8O. 
!0 MB>9 4803@0<<5 ?>:070=K 420 459AB2CNI8E ;8F0: :;85=B 8 :@548B=0O 

A8AB5<0. %CI5AB2C5B B0:65 H5ABL >A=>2=KE 459AB289, 2K?>;=O5<KE <>45;8@C5<>9 
A8AB5<>9: ?5@525AB8 45=L38, A45;0BL 2:;04, A=OBL 45=L38 A> AG5B0, ?>:070BL 10;0=A, 
87<5=8BL 845=B8D8:0F8>==K9 :>4 8 >ACI5AB28BL >?;0BC. 

 
�<47D4@@O EBEFBSA<= 

�803@0<<K A>AB>O=89 >?@545;ONB 2A5 2>7<>6=K5 A>AB>O=8O, 2 :>B>@KE <>65B 
=0E>48BLAO :>=:@5B=K9 >1J5:B, 0 B0:65 ?@>F5AA A<5=K A>AB>O=89 >1J5:B0 2 
@57C;LB0B5 =0ABC?;5=8O =5:>B>@KE A>1KB89. 
%CI5AB2C5B <=>3> D>@< 4803@0<< A>AB>O=89, =57=0G8B5;L=> >B;8G0NI8EAO 

4@C3 >B 4@C30 A5<0=B8:>9. !081>;55 @0A?@>AB@0=5==0O D>@<0, 8A?>;L7C5<0O 2 
>1J5:B=>->@85=B8@>20==KE <5B>40E, 2?5@2K5 ?@8<5=O;0AL 2 <5B>45 " & 8 
2?>A;54AB288 1K;0 040?B8@>20=0 �@048 �CG5<. 
!0 @8A. 1.16 ?@82>48BAO ?@8<5@ 4803@0<<K A>AB>O=89 4;O 10=:>2A:>3> AG5B0. �7 

40==>9 4803@0<<K 284=>, 2 :0:8E A>AB>O=8OE <>65B ACI5AB2>20BL AG5B.  >6=> 
B0:65 2845BL ?@>F5AA ?5@5E>40 AG5B0 87 >4=>3> A>AB>O=8O 2 4@C3>5. !0?@8<5@, 5A;8 
:;85=B B@51C5B 70:@KBL >B:@KBK9 AG5B, >= ?5@5E>48B 2 A>AB>O=85 «�0:@KB». 
&@51>20=85 :;85=B0 =07K205BAO A>1KB85< (event), 8<5==> B0:85 A>1KB8O 8 
2K7K20NB ?5@5E>4 87 >4=>3> A>AB>O=8O 2 4@C3>5. 
$8A. 1.16. �803@0<<0 A>AB>O=89 4;O :;0AA0 Account 
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�A;8 :;85=B A=8<05B 45=L38 A >B:@KB>3> AG5B0, >= <>65B ?5@59B8 2 A>AB>O=85 

«#@52KH5=85 :@548B0». 1B> ?@>8AE>48B, B>;L:> 5A;8 10;0=A ?> MB><C AG5BC 
<5=LH5 =>;O, GB> >B@065=> CA;>285< [>B@8F0B5;L=K9 10;0=A] =0 =0H59 4803@0<<5. 
�0:;NG5==>5 2 :204@0B=KE A:>1:0E CA;>285 (guard condition) >?@545;O5B, :>340 
<>65B 8;8 =5 <>65B ?@>87>9B8 ?5@5E>4 87 >4=>3> A>AB>O=8O 2 4@C3>5. 
!0 4803@0<<5 8<5NBAO 420 A?5F80;L=KE A>AB>O=8O 3 =0G0;L=>5 (start) 8 

:>=5G=>5 (stop). !0G0;L=>5 A>AB>O=85 2K45;5=> G5@=>9 B>G:>9, >=> A>>B25BAB2C5B 
A>AB>O=8N >1J5:B0, :>340 >= B>;L:> GB> 1K; A>740=. 
�>=5G=>5 A>AB>O=85 >1>7=0G05BAO G5@=>9 B>G:>9 2 15;>< :@C6:5, >=> 

A>>B25BAB2C5B A>AB>O=8N >1J5:B0 =5?>A@54AB25==> ?5@54 53> C=8GB>65=85<. !0 
4803@0<<5 A>AB>O=89 <>65B 1KBL >4=> 8 B>;L:> >4=> =0G0;L=>5 A>AB>O=85. � B> 65 
2@5<O, <>65B 1KBL AB>;L:> :>=5G=KE A>AB>O=89, A:>;L:> 20< =C6=>, 8;8 8E <>65B 
=5 1KBL 2>>1I5. �>340 >1J5:B =0E>48BAO 2 :0:><-B> :>=:@5B=>< A>AB>O=88, <>3CB 
2K?>;=OBLAO @07;8G=K5 ?@>F5AAK. � =0H5< ?@8<5@5 ?@8 ?@52KH5=88 :@548B0 
:;85=BC ?>AK;05BAO A>>B25BAB2CNI55 A>>1I5=85. #@>F5AAK, ?@>8AE>4OI85, :>340 
>1J5:B =0E>48BAO 2 >?@545;5==>< A>AB>O=88, =07K20NBAO 459AB28O<8 (actions). 
% A>AB>O=85< <>6=> A2O7K20BL 40==K5 ?OB8 B8?>2: 45OB5;L=>ABL, 2E>4=>5 

459AB285, 2KE>4=>5 459AB285, A>1KB85 8 8AB>@8O A>AB>O=8O.  
 4EE@BFD<@ >4:8O= <; A<I 6 >BAF9>EF9 8<47D4@@O EBEFBSA<= 8?S >?4EE4 

Account E<EF9@O ATM. 
�9SF9?PABEFP 
�5OB5;L=>ABLN (activity) =07K205BAO ?>2545=85, @50;87C5<>5 >1J5:B><, ?>:0 >= 

=0E>48BAO 2 40==>< A>AB>O=88. !0?@8<5@, :>340 AG5B =0E>48BAO 2 A>AB>O=88 
«�0:@KB», ?@>8AE>48B 2>72@0B :@548B=>9 :0@B>G:8 ?>;L7>20B5;N. �5OB5;L=>ABL 3 
MB> ?@5@K205<>5 ?>2545=85. "=> <>65B 2K?>;=OBLAO 4> A2>53> 7025@H5=8O, ?>:0 
>1J5:B =0E>48BAO 2 40==>< A>AB>O=88, 8;8 <>65B 1KBL ?@5@20=> ?5@5E>4>< >1J5:B0 
2 4@C3>5 A>AB>O=85. �5OB5;L=>ABL 87>1@060NB 2=CB@8 A0<>3> A>AB>O=8O, 59 4>;6=> 
?@54H5AB2>20BL A;>2> do (45;0BL) 8 42>5B>G85.  

�IB8AB9 89=EF6<9 
�E>4=K< 459AB285< (entry action) =07K205BAO ?>2545=85, :>B>@>5 2K?>;=O5BAO, 

:>340 >1J5:B ?5@5E>48B 2 40==>5 A>AB>O=85. � ?@8<5@5 AG5B0 2 10=:5, :>340 >= 
?5@5E>48B 2 A>AB>O=85 «#@52KH5= AG5B», 2K?>;=O5BAO 459AB285 «�@5<5==> 
70<>@>78BL AG5B», =57028A8<> >B B>3>, >B:C40 >1J5:B ?5@5H5; 2 MB> A>AB>O=85. 
&0:8< >1@07><, 40==>5 459AB285 >ACI5AB2;O5BAO =5 ?>A;5 B>3>, :0: >1J5:B ?5@5H5; 
2 MB> A>AB>O=85, 0, A:>@55, :0: G0ABL MB>3> ?5@5E>40. � >B;8G85 >B 45OB5;L=>AB8, 
2E>4=>5 459AB285 @0AA<0B@8205BAO :0: =5?@5@K205<>5. �E>4=>5 459AB285 B0:65 
?>:07K20NB 2=CB@8 A>AB>O=8O, 5<C ?@54H5AB2C5B A;>2> entry (2E>4) 8 42>5B>G85. 

�OIB8AB9 89=EF6<9 
�KE>4=>5 459AB285 (exit action) ?>4>1=> 2E>4=><C. "4=0:>, >=> >ACI5AB2;O5BAO 

:0: A>AB02=0O G0ABL ?@>F5AA0 2KE>40 87 40==>3> A>AB>O=8O. � =0H5< ?@8<5@5 ?@8 
2KE>45 >1J5:B0 Account 87 A>AB>O=8O «#@52KH5= AG5B», =57028A8<> >B B>3>, :C40 
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>= ?5@5E>48B, 2K?>;=O5BAO 459AB285 «$07<>@>78BL AG5B». "=> O2;O5BAO G0ABLN 
?@>F5AA0 B0:>3> ?5@5E>40. �0: 8 2E>4=>5, 2KE>4=>5 459AB285 O2;O5BAO 
=5?@5@K205<K<. �KE>4=>5 459AB285 87>1@060NB 2=CB@8 A>AB>O=8O, 5<C 
?@54H5AB2C5B A;>2> exit (2KE>4) 8 42>5B>G85. #>2545=85 >1J5:B0 2> 2@5<O 
45OB5;L=>AB8, ?@8 2E>4=KE 8 2KE>4=KE 459AB28OE <>65B 2:;NG0BL >B?@02:C 
A>1KB8O 4@C3><C >1J5:BC. !0?@8<5@, >1J5:B account (AG5B) <>65B ?>AK;0BL A>1KB85 
>1J5:BC card reader (CAB@>9AB2> GB5=8O :0@BK). � MB>< A;CG05 >?8A0=8N 
45OB5;L=>AB8, 2E>4=>3> 459AB28O 8;8 2KE>4=>3> 459AB28O ?@54H5AB2C5B 7=0: « ^ ». 
%>>B25BAB2CNI0O AB@>:0 =0 4803@0<<5 2K3;O48B :0: Do: 
^*5;L.%>1KB85(�@3C<5=BK) �45AL *5;L 3 MB> >1J5:B, ?>;CG0NI89 A>1KB85, 
%>1KB85 3 MB> ?>AK;05<>5 A>>1I5=85, 0 �@3C<5=BK O2;ONBAO ?0@0<5B@0<8 
?>AK;05<>3> A>>1I5=8O. �5OB5;L=>ABL <>65B B0:65 2K?>;=OBLAO 2 @57C;LB0B5 
?>;CG5=8O >1J5:B>< =5:>B>@>3> A>1KB8O. !0?@8<5@, >1J5:B account <>65B 1KBL 2 
A>AB>O=88 "B:@KB>. #@8 ?>;CG5=88 =5:>B>@>3> A>1KB8O 2K?>;=O5BAO >?@545;5==0O 
45OB5;L=>ABL. #5@5E>4>< (Transition) =07K205BAO ?5@5<5I5=85 87 >4=>3> A>AB>O=8O 
2 4@C3>5. %>2>:C?=>ABL ?5@5E>4>2 4803@0<<K ?>:07K205B, :0: >1J5:B <>65B 
?5@5<5I0BLAO <564C A2>8<8 A>AB>O=8O<8. !0 4803@0<<5 2A5 ?5@5E>4K 87>1@060NB 
2 2845 AB@5;:8, =0G8=0NI59AO =0 ?5@2>=0G0;L=>< A>AB>O=88 8 70:0=G820NI59AO 
?>A;54CNI8<. #5@5E>4K <>3CB 1KBL @5D;5:A82=K<8. "1J5:B <>65B ?5@59B8 2 B> 
65 A>AB>O=85, 2 :>B>@>< >= 2 =0AB>OI89 <><5=B =0E>48BAO. $5D;5:A82=K5 
?5@5E>4K 87>1@060NB 2 2845 AB@5;:8, =0G8=0NI59AO 8 7025@H0NI59AO =0 >4=>< 8 
B>< 65 A>AB>O=88. ' ?5@5E>40 ACI5AB2C5B =5A:>;L:> A?5F8D8:0F89. "=8 2:;NG0NB 
A>1KB8O, 0@3C<5=BK, >3@0640NI85 CA;>28O, 459AB28O 8 ?>AK;05<K5 A>1KB8O. 
$0AA<>B@8< :064>5 87 =8E 2 :>=B5:AB5 ?@8<5@0 �& . 

!B5OF<S 
%>1KB85 (event) 3 MB> B>, GB> 2K7K205B ?5@5E>4 87 >4=>3> A>AB>O=8O 2 4@C3>5. � 

=0H5< ?@8<5@5 A>1KB85 «�;85=B B@51C5B 70:@KBL» 2K7K205B ?5@5E>4 AG5B0 87 
>B:@KB>3> 2 70:@KB>5 A>AB>O=85. %>1KB85 @07<5I0NB =0 4803@0<<5 24>;L ;8=88 
?5@5E>40. !0 4803@0<<5 4;O >B>1@065=8O A>1KB8O <>6=> 8A?>;L7>20BL :0: 8<O 
>?5@0F88, B0: 8 >1KG=CN D@07C. � =0H5< ?@8<5@5 A>1KB8O >?8A0=K >1KG=K<8 
D@070<8. �A;8 2K E>B8B5 8A?>;L7>20BL >?5@0F88, B> A>1KB85 «�;85=B B@51C5B 
70:@KBL» <>6=> 1K;> 1K =0720BL RequestClosure(). ' A>1KB89 <>3CB 1KBL 
0@3C<5=BK. &0:, A>1KB85 «%45;0BL 2:;04», 2K7K20NI55 ?5@5E>4 AG5B0 87 A>AB>O=8O 
«#@52KH5= AG5B» 2 A>AB>O=85 «"B:@KB», <>65B 8<5BL 0@3C<5=B Amount 
(�>;8G5AB2>), >?8AK20NI89 AC<<C 45?>78B0. �>;LH8=AB2> ?5@5E>4>2 4>;6=K 
8<5BL A>1KB8O, B0: :0: 8<5==> >=8, ?@5645 2A53>, 70AB02;ONB ?5@5E>4 
>ACI5AB28BLAO. &5< =5 <5=55, 1K20NB 8 02B><0B8G5A:85 ?5@5E>4K, =5 8<5NI85 
A>1KB89. #@8 MB>< >1J5:B A0< ?5@5<5I05BAO 87 >4=>3> A>AB>O=8O 2 4@C3>5 A> 
A:>@>ABLN, ?>72>;ONI59 >ACI5AB28BLAO 2E>4=K< 459AB28O<, 45OB5;L=>AB8 8 
2KE>4=K< 459AB28O<. 

�7D4:84RM<9 GE?B6<S 

"3@0640NI85 CA;>28O (guard conditions) >?@545;ONB, :>340 ?5@5E>4 <>65B, 0 
:>340 =5 <>65B >ACI5AB28BLAO. � =0H5< ?@8<5@5 A>1KB85 «%45;0BL 2:;04» 
?5@52545B AG5B 87 A>AB>O=8O «#@52KH5=85 AG5B0» 2 A>AB>O=85 «"B:@KB», => B>;L:> 
5A;8 10;0=A 1C45B 1>;LH5 =C;O. � ?@>B82=>< A;CG05 ?5@5E>4 =5 >ACI5AB28BAO. 
"3@0640NI85 CA;>28O 87>1@060NB =0 4803@0<<5 24>;L ;8=88 ?5@5E>40 ?>A;5 
8<5=8 A>1KB8O, 70:;NG0O 8E 2 :204@0B=K5 A:>1:8. "3@0640NI85 CA;>28O 704020BL 
=5>1O70B5;L=>. "4=0:> 5A;8 ACI5AB2C5B =5A:>;L:> 02B><0B8G5A:8E ?5@5E>4>2 87 
A>AB>O=8O, =5>1E>48<> >?@545;8BL 4;O =8E 2708<=> 8A:;NG0NI85 >3@0640NI85 
CA;>28O. 1B> ?><>65B G8B0B5;N 4803@0<<K ?>=OBL, :0:>9 ?CBL ?5@5E>40 1C45B 
02B><0B8G5A:8 2K1@0=. 

�9=EF6<9 
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�59AB285< (action), :0: C65 3>2>@8;>AL, O2;O5BAO =5?@5@K205<>5 ?>2545=85, 
>ACI5AB2;ONI55AO :0: G0ABL ?5@5E>40. �E>4=K5 8 2KE>4=K5 459AB28O ?>:07K20NB 
2=CB@8 A>AB>O=89, ?>A:>;L:C >=8 >?@545;ONB, GB> ?@>8AE>48B, :>340 >1J5:B 2E>48B 
8;8 2KE>48B 87 =53>. �>;LHCN G0ABL 459AB289, >4=0:>, 87>1@060NB 24>;L ;8=88 
?5@5E>40, B0: :0: >=8 =5 4>;6=K >ACI5AB2;OBLAO ?@8 2E>45 8;8 2KE>45 87 
A>AB>O=8O. !0?@8<5@, ?@8 ?5@5E>45 AG5B0 87 >B:@KB>3> 2 70:@KB>5 A>AB>O=85 
2K?>;=O5BAO 459AB285 «%>E@0=8BL 40BC 70:@KB8O AG5B0». 1B> =5?@5@K205<>5 
?>2545=85 >ACI5AB2;O5BAO B>;L:> 2> 2@5<O ?5@5E>40 87 A>AB>O=8O «"B:@KB» 2 
A>AB>O=85 «�0:@KB». �59AB285 @8ACNB 24>;L ;8=88 ?5@5E>40 ?>A;5 8<5=8 A>1KB8O, 
5<C ?@54H5AB2C5B :>A0O G5@B0. %>1KB85 8;8 459AB285 <>3CB 1KBL ?>2545=85< 
2=CB@8 >1J5:B0, 0 <>3CB ?@54AB02;OBL A>1>9 A>>1I5=85, ?>AK;05<>5 4@C3><C 
>1J5:BC. �A;8 A>1KB85 8;8 459AB285 ?>AK;05BAO 4@C3><C >1J5:BC, ?5@54 =8< =0 
4803@0<<5 ?><5I0NB 7=0: « ^ ». �803@0<<K A>AB>O=89 =5 =04> A>74020BL 4;O 
:064>3> :;0AA0, >=8 ?@8<5=ONBAO B>;L:> 2 A;>6=KE A;CG0OE. �A;8 >1J5:B :;0AA0 
<>65B ACI5AB2>20BL 2 =5A:>;L:8E A>AB>O=8OE 8 2 :064>< 87 =8E 2545B A51O ?>-

@07=><C, 4;O =53> <>65B ?>B@51>20BLAO B0:0O 4803@0<<0. 
4. �484A<S 

�484A<9 1. �F69FPF9 A4 6BCDBEO, CD<6989AAO9 A<:9. 
1. �09B5 ?>=OB85 UML 

2. �0:85 284K 4803@0<< <>45;8@>20=8O 40==KE 2K 7=05B5 
3. �09B5 ?>=OB85 8 E0@0:B5@8AB8:C 4803@0<<K 20@80=B>2 8A?>;L7>20=8O 8 

:;0AA>2. 
4. �09B5 ?>=OB85 8 E0@0:B5@8AB8:C 4803@0<<K ?>2545=8O A8AB5<K 

5. �09B5 ?>=OB85 8 E0@0:B5@8AB8:C 4803@0<<K @50;870F88 

�484A<9 2. �4CB?A<F9 F45?<JG, <ECB?P;GS EFD4A<JO <; GK95A<>4 CB UML. 

�09B5 ?>=OB85 
4803@0<<K 
A>AB>O=8O 

 

 

 

 

!0G0;L=>5 8 
:>=5G=>5 
A>AB>O=85 

 

&8?K, 
A2O7K205<K A 
A>AB>O=85< 
(>?8A0BL) 

 

�484A<9 3. �;B5D4;<F9 8<47D4@@O 

�7>1@078B5 4803@0<<C 20@80=B>2 
8A?>;L7>20=8O 

�7>1@078B5 4803@0<<C A>AB>O=8O 4;O :;0AA0 
Account 

  

5. !B89D:4A<9 BFK9F4 

 "BG5B 4>;65= A>45@60BL: 
1. !0720=85 @01>BK. 
2. *5;L @01>BK. 
3. �040=85 8 53> @5H5=85. 
4. �K2>4 ?> @01>B5. 
6. КBAFDB?PAO9 6BCDBEO 

1. '=8D8F8@>20==K9 O7K: <>45;8@>20=8O UML  
2. %@54AB20 UML 

3. �>340 8 :5< 1K; A>740= O7K: <>45;8@>20=8O UML 

 

. 
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#@0:B8G5A:>5 7040=85 №22,23 
 

 
&9?P D45BFO: 87CG8BL @01>BC 48A?5BG5@0 7040G, 87CG8BL @07<5I5=8O D09;>2 

2 D09;>2>9 A8AB5<5 FAT, 8AA;54>20=85 <5B>4>2 >@30=870F88 D09;>2KE A8AB5< 

2. �5BDG8B64A<9, CD<5BDO, 4CC4D4FGD4, @4F9D<4?O: ?5@A>=0;L=K9 
:><?LNB5@ A >?5@0F8>==>9 A8AB5<>9 A5<59AB20 Windows. 

 3. КD4F><9 F9BD9F<K9E><9 E6989A<S. 
WindowsAPI (Application Programming Interface) - MB> A8AB5<=K9 8=B5@D59A 

?@>3@0<<8@>20=8O 2 A5<59AB25 >?5@0F8>==KE A8AB5< Microsoft Windows. �$I 
A>AB>8B 87 1>;LH>3> :>;8G5AB20 48=0<8G5A:8E 181;8>B5: 8 A>45@68B <=>65AB2> 
DC=:F89, :>B>@K5 ?@8:;04=K5 ?@>3@0<<K <>3CB 8A?>;L7>20BL 4;O 2708<>459AB28O 
A >?5@0F8>==>9 A8AB5<>9. �0640O >?5@0F8>==0O A8AB5<0 @50;87C5B @07;8G=CN 
?>4<=>65AB2> Windows API.  

�$I 2K?>;=O5B @>;L A2O7CNI53> 725=0 <564C ?@8;>65=8O<8 8 
>?5@0F8>==>9 A8AB5<>9. Windows API A>45@68B =5A:>;L:> BKAOG DC=:F89, 
A3@C??8@>20=K 2 A;54CNI85 >A=>2=K5 :0B53>@88: 107>2K5 A5@28AK, A5@28AK 
:><?>=5=B>2, A5@28AK ?>;L7>20B5;LA:>3> 8=B5@D59A0, A5@28AK 3@0D8:8 8 
<C;LB8<5480, A5@28AK :><<C=8:0F89, A5B52K5 8 Web-A5@28AK. 

(C=:F88, A;C61K 8 ?@>F54C@K 

�$I A>45@68B A>2>:C?=>ABL DC=:F89, :>B>@K5 4>ABC?=K ?@>3@0<<8AB0< ?@8 
@07@01>B:5 ?@>3@0<< - 8E =07K20NB DC=:F8O<8 Windows API. � =8< >B=>AOBAO 
4>:C<5=B8@>20==K5 ?>4?@>3@0<<K, B0:85, :0: CreateProcess, CreateFile, GetMessage 

8 4@C385. 
(C=:F88 O4@0 - MB> ?>4?@>3@0<<K 2=CB@8 >?5@0F8>==>9 A8AB5<K Windows, 

:>B>@K5 <>6=> 2K720BL B>;L:> 2 @568<5 O4@0. 
� A;C610< >B=>AOBAO ?@>F5AAK, :>B>@K5 70?CA:0NBAO 48A?5BG5@>< 

C?@02;5=8O A;C61. "=8, :0: ?@028;>, @01>B0NB 2 D>=>2>< @568<5 =57028A8<> >B 
4@C38E ?@8;>65=89 8 ?@54=07=0G5==K 4;O >1A;C6820=8O >?@545;5==KE 
?>B@51=>AB59 ?>;L7>20B5;O 8;8 A8AB5<K. !0?@8<5@, A;C610 Task Scheduler-
?;0=8@>2I8:, :>B>@K9 ?>72>;O5B C?@02;OBL 70?CA:>< 4@C38E ?@>3@0<<. 

Windows A>45@68B 1>;LH>9 =01>@ DC=:F89 (?>4?@>3@0<<), >1J548=5==KE 2 
>B45;L=K5 18=0@=K5 D09;K, :>B>@K5 ?@>3@0<<K <>3CB 48=0<8G5A:8 703@C60BL 2> 
2@5<O A2>53> 2K?>;=5=8O. &0:85 181;8>B5:8 DC=:F89 =07K20NB 48=0<8G5A:8<8 
181;8>B5:0<8 (DLL).  

$07;8G=K5 ?@>3@0<<=K5 <5E0=87<K, :>B>@K5 >?5@0F8>==0O A8AB5<0 
?@54>AB02;O5B ?@>3@0<<8AB0< 4;O 2K?>;=5=8O >?@545;5==KE 459AB289, =07K20NB 
B0:65 A5@28A0<8, ?>A:>;L:C >=8 ?@54=07=0G5=K 4;O >1A;C6820=8O @07;8G=KE 
?>B@51=>AB59 ?>;L7>20B5;O A8AB5<K. � B0:8< A5@28A0< >B=>AOBAO 8 DC=:F88 API. 
"B45;L=>5 ?>4<=>65AB2> A>AB02;ONB =5C?@02;O5<K5 A8AB5<=K5 A5@28AK (8;8 
8A?>;=8B5;L=K5 A8AB5<=K5 A5@28AK). "=8 >E20BK20NB =54>:C<5=B8@>20==K5 
=87:>C@>2=52K5 A5@28AK >?5@0F8>==>9 A8AB5<K, :>B>@K5 <>6=> 2K720BL 2 
?>;L7>20B5;LA:>< @568<5.  

#@>F5AAK, ?>B>:8 8 7040=8O 
�>340 2 A@545 Windows 70?CA:05BAO ?@8:;04=0O ?@>3@0<<0, A8AB5<0 A>7405B 

A?5F80;L=K9 >1J5:B - ?@>F5AA, - :>B>@K9 ?@54=07=0G5= 4;O ?>445@60=8O 55 
8A?>;=5=8O.  >65B ?>:070BLAO, GB> ?@>3@0<<0 8 ?@>F5AA - ?>=OB85 ?>E>685, >=8 
DC=40<5=B0;L=> >B;8G0NBAO. #@>3@0<<0 - MB> AB0B8G5A:89 =01>@ :><0=4, 0 ?@>F5AA 
- :>=B59=5@ 4;O @5AC@A>2, :>B>@K5 8A?>;L7CNBAO ?@8 2K?>;=5=88 M:75<?;O@0 
?@>3@0<<K.  
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�725AB=0O CB8;8B0 4;O 0=0;870 0:B82=>AB8 ?@>F5AA>2-A8AB5<=K9 Task 

Manager (48A?5BG5@ 7040G). � O4@5 Windows =5B B0:>3> ?>=OB8O, :0: 7040G8, ?>MB><C 
Task Manager =0 A0<>< 45;5 O2;O5BAO 8=AB@C<5=B>< 4;O C?@02;5=8O ?@>F5AA0<8.  

 
�8A?5BG5@ 7040G Windows >B>1@0605B A?8A>: 0:B82=KE ?@>F5AA>2. �3> 

<>6=> 70?CAB8BL @07;8G=K<8 A?>A>10<8: 1) =0602 :><18=0F8N :;028H Ctrl + Shift 

+ Esc, 2) I5;:=C2 =0 ?0=5;8 7040G ?@02>9 :=>?:>9 <KH8 8 2K1@02 :><0=4C Task 
Manager (48A?5BG5@ 7040G), 3) =0602 :;028H8 Ctrl + Alt + Del. �;O ?@>A<>B@0 A?8A:0 
?@>F5AA>2 ?>A;5 70?CA:0 48A?5BG5@0 7040G A;54C5B >B:@KBL 2:;04:C Processes 

(?@>F5AAK). � MB>< >:=5 ?@>F5AAK 845=B8D8F8@CNBAO ?> 8<5=8 >1@070, 
M:75<?;O@0<8 :>B>@>3> >=8 O2;ONBAO. � >B;8G85 >B 4@C38E >1J5:B>2 2 Windows 
?@>F5AA0< =5;L7O ?@8A20820BL 3;>10;L=K5 8<5=0. �;O ?@>A<>B@0 ?>4@>1=KE 
A2545=89 2K15@8B5 87 <5=N View (284) :><0=4C Select Columns (2K1@0BL AB>;1FK) 8 
2K15@8B5 ;N1CN 4>?>;=8B5;L=CN 8=D>@<0F8N =C6=> >B>1@078BL. 

 
�A;8 2:;04:0 Processes >:=0 48A?5BG5@0 7040G ?>:07K205B A?8A>: ?@>F5AA>2, 

B> A>45@60=85 2:;04:8 Applications (?@8;>65=8O) >B>1@0605B A?8A>: 2848<KE >:>= 
25@E=53> C@>2=O 2A5E >1J5:B>2 "@01>G89 AB>;" 8=B5@0:B82=>3> >1J5:B0 
WindowStation. (#> C<>;G0=8N ACI5AB2CNB 420 >1J5:B0 "@01>G89 AB>;", => <>6=> 
A>740BL 4>?>;=8B5;L=K5 @01>G85 AB>;K G5@57 Windows - DC=:F8N CreateDesktop). 

%B>;18: Status (A>AB>O=85) 405B ?@54AB02;5=85 > B><, =0E>48BAO ;8 ?>B>: - 2;045;5F 
>:=0 2 A>AB>O=88 >6840=8O A>>1I5=8O. %>AB>O=85 "Running" ("2K?>;=O5BAO") 
>7=0G05B, GB> ?>B>: >68405B 22>40, a Not  Responding ("=5 >B25G05B ") - =5 >68405B 
(B.5. 70=OB, 8;8 645B 7025@H5=8O >?5@0F88 22>40-2K2>40, 8;8 >A2>1>645=85 :0:>3>-
B> A8=E@>=878@CNI53> >1J5:B0). 

�:;04:0 Applications ?>72>;O5B 845=B8D8F8@>20BL ?@>F5AA, :>B>@><C 
?@8=04;568B ?>B>:, >1;040NI89 :0:8<-B> >:=>< 7040G8. �;O MB>3> A;54C5B 
I5;:=CBL ?@02>9 :=>?:>9 <KH8 =0 =0720=88 7040G8 8 2K1@0BL :><0=4C Go To 

Process (?5@59B8 : ?@>F5AA0<). 

 
�;O ?@54>B2@0I5=8O 4>ABC?0 ?@8;>65=89 : :@8B8G5A:8 206=K< 40==K< 

>?5@0F8>==>9 A8AB5<K 8 CAB@0=5=8O @8A:0 8E <>48D8:0F88 Windows 8A?>;L7C5B 
420 @568<0 4>ABC?0 : ?@>F5AA>@C (4065 5A;8 >= ?>445@68205B 1>;55 42CE 

@568<>2): ?>;L7>20B5;LA:89 @568< (user mode) 8 @568< O4@0 (kernel mode). �>4 
?@>3@0<< @01>B05B 2 ?>;L7>20B5;LA:>< @568<5, B>340 :0: :>4 >?5@0F8>==>9 
A8AB5<K (=0?@8<5@, A8AB5<=K5 A5@28AK 8 4@0925@K CAB@>9AB2) - 2 @568<5 O4@0. � 
@568<5 O4@0 ?@54>AB02;O5BAO 4>ABC? :> 2A59 A8AB5<=>9 ?0<OB8 8 @07@5H05BAO 
2K?>;=OBL ;N1K5 <0H8==K5 :><0=4K ?@>F5AA>@0. #@54>AB02;OO >?5@0F8>==>9 
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A8AB5<5 2KAH89 C@>25=L ?@828;5389, G5< ?@8:;04=K< ?@>3@0<<0<, ?@>F5AA>@ 
?>72>;O5B @07@01>BG8:0< >?5@0F8>==KE A8AB5< @50;87>20BL 0@E8B5:BC@C, :>B>@0O 
=5 405B 2>7<>6=>AB8 >B45;L=K< ?@>3@0<<0< =0@CH0BL AB018;L=>ABL @01>BK 2A59 
A8AB5<K. 

#@8:;04=K5 ?@>3@0<<K <>3CB ?5@5:;NG0BLAO A ?>;L7>20B5;LA:>3> @568<0 2 
@568< O4@0, >1@0I0OAL : A8AB5<=><C A5@28AC. #5@5:;NG5=85 A ?>;L7>20B5;LA:>3> 
@568<0 2 @568< O4@0 >ACI5AB2;O5BAO A?5F80;L=>9 :><0=4>9 ?@>F5AA>@0. 
"?5@0F8>==0O A8AB5<0 ?5@5E20BK205B MBC :><0=4C, >1=0@C68205B 70?@>A 
A8AB5<=>3> A5@28A0, ?@>25@O5B 0@3C<5=BK, :>B>@K5 ?>B>: ?5@540; A8AB5<=>9 
DC=:F88, 8 2K?>;=O5B 2=CB@5==NN ?>4?@>3@0<<C. #5@54 2>72@0I5=85< 
C?@02;5=8O ?>;L7>20B5;LA:><C ?>B>:C ?@>F5AA>@ ?5@5:;NG05BAO >1@0B=> 2 
?>;L7>20B5;LA:89 @568<. �;03>40@O MB><C >?5@0F8>==0O A8AB5<0 70I8I05B A51O 8 
A2>8 40==K5 >B 2>7<>6=>9 <>48D8:0F88 ?@8;>65=8O<8. 

#>MB><C A8BC0F8O, :>340 ?>;L7>20B5;LA:89 ?>B>: G0ABL 2@5<5=8 @01>B05B 2 
?>;L7>20B5;LA:>< @568<5, 0 G0ABL - 2 @568<5 O4@0, >1KG=0O. #>A:>;L:C ?>4A8AB5<0, 
>B25G0NI0O 70 ?>445@6:C 3@0D8:8 8 >:>=, DC=:F8>=8@C5B 2 @568<5 O4@0, B> 
?@>3@0<<K, 8=B5=A82=> @01>B0NI8E A 3@0D8:>9, 1>;LHCN G0ABL 2@5<5=8 
459AB2CNB 2 @568<5 O4@0, 0 =5 2 ?>;L7>20B5;LA:>< @568<5. %0<K9 ?@>AB>9 A?>A>1 
?@>25@8BL MB> - 70?CAB8BL ?@>3@0<<C B8?0 Adobe Photoshop 8;8 Microsoft Pinball 8, 
2K?>;=OO 2 =59 :0:85-B> 459AB28O, =01;N40BL 70 ?>:070B5;O<8 @01>BK 2 
?>;L7>20B5;LA:>< @568<5 8 2 @568<5 O4@0 A ?><>ILN Task Manager (48A?5BG5@ 
7040G). � 53> >:=5 =0 2:;04:5 Performance (?@>872>48B5;L=>ABL), 2:;NG82 2 <5=N 
View (284) >?F8N Kernel Times (2K2>4 2@5<5=8 O4@0), <>6=> C2845BL, A:>;L:> 
2@5<5=8 ?@>F5AA>@ ?@>2>48B 2 @568<5 O4@0. !0 3@0D8:5 ?@>F5=B 703@C7:0 
?@>F5AA>@0 C:070=> 75;5=K< F25B><, 0 ?@>F5=B @01>BK 2 @568<5 O4@0 - :@0A=K<. 

 
 

4. �484A<S 

�484A<9 1. �4CB?A<F9 CDBCGE>< 

WindowsAPI (Application Programming Interface) - _________________ 

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

__________________________________________ 

�$I A>AB>8B 87 1>;LH>3> :>;8G5AB20 48=0<8G5A:8E 181;8>B5: 8 A>45@68B 
<=>65AB2> DC=:F89, :>B>@K5 ?@8:;04=K5 ?@>3@0<<K <>3CB 8A?>;L7>20BL 4;O 
2708<>459AB28O A >?5@0F8>==>9 A8AB5<>9. �0640O >?5@0F8>==0O A8AB5<0 @50;87C5B 
@07;8G=CN ?>4<=>65AB2> Windows API.  
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�$I 2K?>;=O5B @>;L A2O7CNI53> 725=0 <564C ?@8;>65=8O<8 8 
>?5@0F8>==>9 A8AB5<>9. Windows API A>45@68B =5A:>;L:> BKAOG DC=:F89, 
A3@C??8@>20=K 2 A;54CNI85 >A=>2=K5 :0B53>@88: ____________________ 

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________ 

�$I A>45@68B A>2>:C?=>ABL DC=:F89, :>B>@K5 4>ABC?=K ?@>3@0<<8AB0< ?@8 
@07@01>B:5 ?@>3@0<< - 8E =07K20NB 
_____________________________________________ � =8< >B=>AOBAO 
__________________________________________________________________ 

__________________________________________________________________ 

(C=:F88 O4@0 - _____________________________________________ 

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

__________________________________________ 

� A;C610< >B=>AOBAO ?@>F5AAK, :>B>@K5 70?CA:0NBAO 48A?5BG5@>< 
C?@02;5=8O A;C61. "=8, :0: ?@028;>, @01>B0NB 2 D>=>2>< @568<5 =57028A8<> >B 
4@C38E ?@8;>65=89 8 ?@54=07=0G5==K 4;O >1A;C6820=8O >?@545;5==KE 
?>B@51=>AB59 ?>;L7>20B5;O 8;8 A8AB5<K. !0?@8<5@, A;C610 Task Scheduler-
?;0=8@>2I8:, :>B>@K9 ?>72>;O5B C?@02;OBL 70?CA:>< 4@C38E ?@>3@0<<. 

Windows A>45@68B 1>;LH>9 =01>@ DC=:F89 (?>4?@>3@0<<), >1J548=5==KE 2 
>B45;L=K5 18=0@=K5 D09;K, :>B>@K5 ?@>3@0<<K <>3CB 48=0<8G5A:8 703@C60BL 2> 
2@5<O A2>53> 2K?>;=5=8O. &0:85 181;8>B5:8 DC=:F89 =07K20NB 
_______________________________________________ 

________________________________________________________________________

_________________________________________________________ 

$07;8G=K5 ?@>3@0<<=K5 <5E0=87<K, :>B>@K5 >?5@0F8>==0O A8AB5<0 
?@54>AB02;O5B ?@>3@0<<8AB0< 4;O 2K?>;=5=8O >?@545;5==KE 459AB289, =07K20NB 
B0:65 A5@28A0<8, ?>A:>;L:C >=8 ?@54=07=0G5=K 4;O >1A;C6820=8O @07;8G=KE 
?>B@51=>AB59 ?>;L7>20B5;O A8AB5<K. � B0:8< A5@28A0< >B=>AOBAO 
___________________________________ "B45;L=>5 ?>4<=>65AB2> A>AB02;ONB 
=5C?@02;O5<K5 A8AB5<=K5 A5@28AK (8;8 8A?>;=8B5;L=K5 A8AB5<=K5 A5@28AK). "=8 
>E20BK20NB =54>:C<5=B8@>20==K5 =87:>C@>2=52K5 A5@28AK >?5@0F8>==>9 
A8AB5<K, :>B>@K5 <>6=> 2K720BL 2 ?>;L7>20B5;LA:>< @568<5.  

�>340 2 A@545 Windows 70?CA:05BAO ?@8:;04=0O ?@>3@0<<0, A8AB5<0 A>7405B 
A?5F80;L=K9 >1J5:B - ___________________________, - :>B>@K9 
________________________________________________________________________

________________________.  >65B ?>:070BLAO, GB> ?@>3@0<<0 8 ?@>F5AA - ?>=OB85 
?>E>685, >=8 DC=40<5=B0;L=> >B;8G0NBAO. #@>3@0<<0 - 

_____________________________________________________, 0 ?@>F5AA - 

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

____________________________________________  

�725AB=0O CB8;8B0 4;O 0=0;870 0:B82=>AB8 ?@>F5AA>2-A8AB5<=K9 Task 
Manager (_________________________________________). � O4@5 Windows =5B 
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B0:>3> ?>=OB8O, :0: 7040G8, ?>MB><C Task Manager 
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

______________________________________________ 

 

 
�8A?5BG5@ 7040G Windows >B>1@0605B A?8A>: 0:B82=KE ?@>F5AA>2. �3> 

<>6=> 70?CAB8BL @07;8G=K<8 A?>A>10<8: 
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________� MB>< >:=5 ?@>F5AAK 845=B8D8F8@CNBAO ?> 8<5=8 >1@070, M:75<?;O@0<8 
:>B>@>3> >=8 O2;ONBAO. � >B;8G85 >B 4@C38E >1J5:B>2 2 Windows ?@>F5AA0< =5;L7O 
?@8A20820BL 3;>10;L=K5 8<5=0.  

�A;8 2:;04:0 Processes >:=0 48A?5BG5@0 7040G ?>:07K205B A?8A>: ?@>F5AA>2, 
B> A>45@60=85 2:;04:8 Applications (?@8;>65=8O) >B>1@0605B A?8A>: 2848<KE >:>= 
25@E=53> C@>2=O 2A5E >1J5:B>2 "@01>G89 AB>;" 8=B5@0:B82=>3> >1J5:B0 
WindowStation. %B>;18: Status (A>AB>O=85) 
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________. %>AB>O=85 "Running" ("2K?>;=O5BAO") 
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

_____________, a Not  Responding ("=5 >B25G05B ") - 

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________
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________________________________________________________________________

_________________________________. 

�:;04:0 Applications ?>72>;O5B 
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

____________ 

 
�;O ?@54>B2@0I5=8O 4>ABC?0 ?@8;>65=89 : :@8B8G5A:8 206=K< 40==K< 

>?5@0F8>==>9 A8AB5<K 8 CAB@0=5=8O @8A:0 8E <>48D8:0F88 Windows 8A?>;L7C5B 
420 @568<0 4>ABC?0 : ?@>F5AA>@C (4065 5A;8 >= ?>445@68205B 1>;55 42CE 

@568<>2): _______________________________________________________. �>4 
?@>3@0<< @01>B05B 2 ___________________________________________, B>340 :0: 
:>4 >?5@0F8>==>9 A8AB5<K (=0?@8<5@, A8AB5<=K5 A5@28AK 8 4@0925@K CAB@>9AB2) - 
2 _____________________________. � @568<5 O4@0 ?@54>AB02;O5BAO 4>ABC? :> 2A59 
A8AB5<=>9 ?0<OB8 8 @07@5H05BAO 2K?>;=OBL ;N1K5 <0H8==K5 :><0=4K ?@>F5AA>@0.  

#@8:;04=K5 ?@>3@0<<K 
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

_______________________. #5@5:;NG5=85 A ?>;L7>20B5;LA:>3> @568<0 2 @568< 
O4@0 >ACI5AB2;O5BAO _______________ 
_______________________________________________________________. 

"?5@0F8>==0O A8AB5<0 
________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

____________________________________________________________________. 

#5@54 2>72@0I5=85< C?@02;5=8O ?>;L7>20B5;LA:><C ?>B>:C ?@>F5AA>@ 
?5@5:;NG05BAO >1@0B=> 2 ?>;L7>20B5;LA:89 @568<. �;03>40@O MB><C >?5@0F8>==0O 
A8AB5<0 
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________________________________________________________________________

________________________________________________________________________

__________________________________. 

#>MB><C A8BC0F8O, :>340 ?>;L7>20B5;LA:89 ?>B>: G0ABL 2@5<5=8 @01>B05B 2 
?>;L7>20B5;LA:>< @568<5, 0 G0ABL - 2 @568<5 O4@0, >1KG=0O. #>A:>;L:C ?>4A8AB5<0, 
>B25G0NI0O 70 ?>445@6:C 3@0D8:8 8 >:>=, DC=:F8>=8@C5B 2 @568<5 O4@0, B> 
?@>3@0<<K, 8=B5=A82=> @01>B0NI8E A 3@0D8:>9, 1>;LHCN G0ABL 2@5<5=8 
459AB2CNB 2 @568<5 O4@0, 0 =5 2 ?>;L7>20B5;LA:>< @568<5. %0<K9 ?@>AB>9 A?>A>1 
?@>25@8BL MB> - 

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

__________________ 

 

 
 

�484A<9 2.  �<EC9FK9D9 ;484K. 
�484A<9 2.1. �DBE@BFD EBEFBSA<S CDBJ9EEB6 K9D9; 8<EC9FK9D ;484K. 
�DBE@BFD < 4A4?<; 6;4<@BE6я;9= CDBJ9EEB6 < CBFB>B6. 
�0?CAB8B5 48A?5BG5@ 7040G. #5@5:;NG8B5AL =0 70:;04:C #@>F5AAK. � <5=N 

�84 2K15@8B5 ?C=:B �K1@0BL AB>;1FK& 8 C:068B5 AB>;1FK A>3;0A=> @8AC=:0 1. 
!89?4=F9 E>D<ALBF 64L9= D45BFO < EBID4A<F9 97B CB8 <@9A9@ « <EGAB> 1. 
�O5BD EFB?5JB6 8<EC9FK9D4 ;484K» 
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 <EGAB> 1. �O5BD EFB?5JB6 8<EC9FK9D4 ;484K 

#>B>< >?@545;8B5 A:>;L:> ?@>F5AA>2 70?CI5=> A8AB5<>9. �;O MB>3> O 
?5@548B5 =0 70:;04:C �KAB@>459AB285 8 2 <5=N �84 2K15@8B5 ?C=:B �03@C7:0 *#. 
(A<. @8A.2) !0?@8<5@: 87 @8AC=:0 <K 2848< GB> A8AB5<>9 70?CI5=> 53 ?@>F5AA0, 
703@C7:0 *# :>;51;5BAO >B 3-5%, D09; ?>4:0G:8 703@C65= =0 931  �. !89?4=F9 
E>D<ALBF 64L9= D45BFO < EBID4A<F9 97B CB8 <@9A9@ « <EGAB> 2. Д<EC9FK9D 
;484K. �>?48>4 "�OEFDB89=EF6<9"» 

 
 <EGAB> 2. �<EC9FK9D ;484K. �>?48>4 "�OEFDB89=EF6<9" 
&5?5@L 70?CA:05< ?@8;>65=85 Paint 8 A<>B@8< =0 87<5=5=8O *#. !0?@8<5@ 2 

?@8<5@5: 703@C7:0 *# :>;51;5BAO 2 ?@545;0E 1-4%, D09; ?>4:0G:8 703@C78;AO =0 
942  �. �A;8 A@02=8BL >1JP<K 8A?>;L7C5<>3> D09;0 ?>4:0G:8 8 4>ABC?=>9 
D878G5A:>9 ?0<OB8, B> <>6=> A45;0BL 2K2>4 GB> 2 AC<<5 >=8 40NB >1I89 >1J5< 
D878G5A:>9 ?0<OB8. (A<. @8A.3). 
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 <EGAB> 3.  9;G?PF4F CBE?9 ;4CGE>4 CD<?B:9A<S Paint 
!89?4=F9 E>D<ALBF 64L9= D45BFO < EBID4A<F9 97B CB8 <@9A9@ « <EGAB> 

3.  9;G?PF4F CBE?9 ;4CGE>4 CD<?B:9A<я Paint».  Н4C<L<F9 6 >4><I CD989?4I 
>B?95?9FEя ;47DG;>4 Ц�, >4> <;@9A<?Eя H4=? CB8>4K><.  

�DBE@BFD 6D9@9A< D45BFO E<EF9@O 6 CB?P;B64F9?PE>B@ D9:<@9 < 
D9:<@9 я8D4. 

#5@5:;NG8B5AL =0 70:;04:C �KAB@>459AB285 8 2 <5=N �84 2K15@8B5 ?C=:B 
�K2>4 2@5<5=8 O4@0 (A<. $8AC=>: 4). �KAB@> ?@>:@CG8205< AB@0=8FK ;N1>3> 
B5:AB>2>3> 4>:C<5=B0. !0 8=48:0B>@5 �03@C7:0 *# ?@>F5=B @01>BK ?@>F5AA>@0 2 
?>;L7>20B5;LA:>< @568<5 >B@0605BAO 75;5=K< F25B><, 2 @568<5 O4@0 :@0A=K<. �7 
@8AC=:0 G5B:> 284=K 87<5=5=8O @01>BK ?@>F5AA>@0 ?@8 ?@>:@CB:5 AB@0=8F. 

 
 <EGAB> 4. !BEFBSA<9 E<EF9@O CD< CDB>DGF>9 EFD4A<J 

!89?4=F9 E>D<ALBF 64L9= D45BFO < EBID4A<F9 97B CB8 <@9A9@ « <EGAB> 
4. !BEFBяA<9 E<EF9@O CD< CDB>DGF>9 EFD4A<J» 

�484A<9 2.2. �DBE@BFD E6989A<= B CB889D:>9 @AB7BCDBJ9EEBDAOI E<EF9@. 
%>3;0A=> A;54CNI5<C 7040=8N >B:@>9B5 48A?5BG5@ CAB@>9AB2 (#CA: 3 

#0=5;L C?@02;5=8O 3 �8A?5BG5@ CAB@>9AB2). � A?8A:5 CAB@>9AB2 @0A:@>9B5 C75; 
�><?LNB5@. � >:=5 A2>9AB2 (#@02>9 :=>?:>9 A2>9AB20) ?5@5948B5 =0 70:;04:C 
�@0925@ 8 A ?><>ILN :=>?:8 %2545=8O ?@>A<>B@8B5 A2545=8O > D09;0E 4@0925@>2 
(A<. $8AC=>: 5). 
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 <EGAB> 5. !6989A<S B H4=?4I CB889D:>< @AB7BCDBJ9EEBDAOI E<EF9@ 

!89?4=F9 E>D<ALBF 64L9= D45BFO < EBID4A<F9 97B CB8 <@9A9@ « <EGAB> 
5. !6989A<я B H4=?4I CB889D:>< @AB7BCDBJ9EEBDAOI E<EF9@» 

�484A<9 2.3. �;GK9A<9 BFABL9A<S CDBJ9EEB6 DB8<F9?P-CBFB@B> 

1. �0?CAB8B5 :><0=4=CN AB@>:C (#CA: 3 �A5 ?@>3@0<<K 3 %B0=40@B=K5 3 
�><0=4=0O AB@>:0) 

2. #>B>< =015@8B5 start cmd 4;O 70?CA:0 2B>@>3> >:=0 :><0=4=>9 AB@>:8. 

 
 <EGAB> 6. З4CGE> B>BA >B@4A8AB= EFDB>< 

!89?4=F9 E>D<ALBF 64L9= D45BFO < EBID4A<F9 97B CB8 <@9A9@ « <EGAB> 
6. З4CGE> B>BA >B@4A8AB= EFDB><» 

3. �0;55 O >B:@>9B5 48A?5BG5@ 7040G. 
4. #5@5:;NG8;AO =0 2B>@>5 >:=> :><0=4=>9 AB@>:8. 
5. �25; mspaint 4;O 70?CA:0 Microsoft Paint. 

 
 <EGAB> 7. З4CGE> CD<?B:9A<S Paint 
!89?4=F9 E>D<ALBF 64L9= D45BFO < EBID4A<F9 97B CB8 <@9A9@ « <EGAB> 

7. З4CGE> CD<?B:9A<я Paint» 
6. #>B>< 2K15@8B5 2B>@>5 >:=> :><0=4=>9 AB@>:8. 
7. �25; :><0=4C exit, B5< A0<K< 7025@H82 @01>BC 2B>@>3> >:=0. 
!89?4=F9 E>D<ALBF 64L9= D45BFO < EBID4A<F9 97B CB8 <@9A9@ « <EGAB> 

8. З469DL9A<9 D45BFO 6FBDB7B B>A4» 
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8. #>B>< ?5@5:;NG8B5AL 2 48A?5BG5@ 7040G. "B:@>9B5 53> 2:;04:C 
#@8;>65=8O. -5;:=C; ?@02>9 :=>?:>9 <KH8 7040GC �><0=4=0O AB@>:0 (cmd.exe) 8 
2K1@0; #5@59B8 : ?@>F5AAC. 

  
 <EGAB> 9. �<EC9FK9D ;484K. �9D9IB8 > CDBJ9EEG cmd.exe 
!89?4=F9 E>D<ALBF 64L9= D45BFO < EBID4A<F9 97B CB8 <@9A9@ « <EGAB> 

9. Д<EC9FK9D ;484K. �9D9IB8 > CDBJ9EEG cmd.exe» 
11. -5;:=8B5 ?@>F5AA Cmd.exe, 2K45;5==K9 F25B><. 
12. -5;:=C2 ?@02>9 :=>?:>9 <KH8, 2K15@8B5 :><0=4C �025@H8BL 45@52> 

?@>F5AA>2. 
13. � >:=5 #@54C?@5645=85 48A?5BG5@0 7040G I5;:=8B5 :=>?:C �025@H8BL 

45@52> ?@>F5AA>2. 

 

 <EGAB> 10. �<EC9FK9D ;484K. �9D9IB8 > CDBJ9EEG cmd.exe 

#5@2>5 >:=> :><0=4=>9 AB@>:8 8AG57=5B, => >:=> Paint ?> ?@56=5<C 
@01>B05B. 

!89?4=F9 E>D<ALBF 64L9= D45BFO < EBID4A<F9 97B CB8 <@9A9@ « <EGAB> 
10. Д<EC9FK9D ;484K. �9D9IB8 > CDBJ9EEG cmd.exe» 

�484A<9 2.4. #69?<K9A<9 5OEFDB89=EF6<S Windows 
1. �F>DB=F9  �<EC9FK9D �484K A4:4F<9@ (Ctrl+Alt+Del) 
#5@5948B5 =0 2:;04:C #@>F5AAK, I5;:=8B5 ?@02 =0 AB@>:5 Explorer.exe 8 2 

:>=B5:AB=>< <5=N 2K15@8B5 :><0=4C �025@H8BL #@>F5AA. "?8H8B5 2 >BG5B5, GB> 
2K 2848B5 =0 M:@0=5 8 ?>G5<C. 

2. �4>DB=F9 B>AB �<EC9FK9D4 �484K ;469DL<6 CDBJ9EE taskmgr.exe. 

�=5A8B5 2 >BG5B A2545=8O: @01>B05B ;8 :><?LNB5@, 703@C65=0 ;8 "%, @5038@C5B ;8 
A8AB5<0 =0 <0=8?C;OF88 <KHLN, =0 =060B85 :;028H? #>G5<C? 

3. �4:@<F9 (Ctrl+Alt+Del) < EAB64 BF>DB=F9 �<EC9FK9D �484K 

4. �9D9=8S A4 6>?48>G �D<?B:9A<S, A4:@<F9 >ABC>G �B64S ;484K4 
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5. � B>A9 !B;84FP �B6GR �484KG A459D<F9 Explorer < A4:@<F9 OK. 
 

5. !B89D:4A<9 BFK9F4 

 "BG5B 4>;65= A>45@60BL: 
1. !0720=85 @01>BK. 
2. *5;L @01>BK. 
3. �040=85 8 53> @5H5=85. 
4. �K2>4 ?> @01>B5. 

 

6. КBAFDB?PAO9 6BCDBEO 

1. +B> B0:>5 WindowsAPI 

2. +B> B0:>5 ?@>F5AAK 

3. +B> B0:>5 ?>B>:8 

4. +B> B0:>5 7040G8 

5. +B> B0:>5 48A?5BG5@ 7040G 

 

 

 

 

#@0:B8G5A:>5 7040=85 №24 
 

&5<0: "A=>2=K5 A2545=8O > A5B52>< <>=8B>@5  
 

&9?P: �A?>;L7>20=85 A5B52>3> <>=8B>@0 ?>72>;O5B A>18@0BL A2545=8O, 
>15A?5G820NI85 15A?5@51>9=CN @01>BC, =0G8=0O >B >?@545;5=8O 
H01;>=0 4> ?@54>B2@0I5=8O 8 CAB@0=5=8O =5?>;04>:. %5B52>9 <>=8B>@ 
?@54>AB02;O5B A2545=8O > B@0D8:5 A5B52>3> 040?B5@0 B>3> :><?LNB5@0, 
=0 :>B>@>< >= CAB0=>2;5=. %1>@ 8 0=0;87 MB8E A2545=89 ?>72>;O5B 
?@54>B2@0I0BL, 4803=>AB8@>20BL 8 CAB@0=OBL A5B52K5 =5?>;04:8 
@07;8G=KE B8?>2. 
 

 >6=> =0AB@>8BL A5B52>9 <>=8B>@ 4;O ?@54>AB02;5=8O :>=:@5B=KE 
=081>;55 206=KE A2545=89. !0?@8<5@, <>6=> B0: CAB0=>28BL B@8335@K, 
GB> A5B52>9 <>=8B>@ 1C45B =0G8=0BL 8 7025@H0BL A1>@ A2545=89 ?@8 
A>1;N45=88 >?@545;5==>3> CA;>28O 8;8 =01>@0 CA;>289. &0:65 <>6=> 
CAB0=>28BL D8;LB@K 4;O :>=B@>;O 70 B8?>< A>18@05<KE 8 
>B>1@0605<KE A5B52K< <>=8B>@>< A2545=89. �;O >1;53G5=8O 0=0;870 
A2545=89 <>6=> 87<5=8BL A?>A>1 >B>1@065=8O 40==KE =0 M:@0=5, 0 
B0:65 A>E@0=8BL 8;8 @0A?5G0B0BL 40==K5, GB>1K ?@>A<>B@5BL 8E 
?>74=55. 
 

% ?><>ILN :><?>=5=B0 %5B52>9 <>=8B>@, 2:;NG5==>3> 2 
>?5@0F8>==K5 A8AB5<K Microsoft Windows Server 2003, <>6=> A>18@0BL 
40==K5, >B?@02;5==K5 8;8 ?>;CG5==K5 A :><?LNB5@0, =0 :>B>@>< 
CAB0=>2;5= A5B52>9 <>=8B>@. �;O A1>@0 40==KE, ?>AK;05<KE 8;8 
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?>;CG05<KE A C40;5==>3> :><?LNB5@0, =5>1E>48<> 8A?>;L7>20BL 
:><?>=5=B %5B52>9 <>=8B>@, 2E>4OI89 2 Microsoft Systems Management 
Server (SMS), A ?><>ILN :>B>@>3> <>6=> A>18@0BL 40==K5, 
?>AK;05<K5 8;8 ?>;CG05<K5 A ;N1>3> :><?LNB5@0, =0 :>B>@>< 
CAB0=>2;5= 4@0925@ A5B52>3> <>=8B>@0. �>?>;=8B5;L=K5 A2545=8O > 
A5@25@5 Systems Management Server A<. =0 251-C7;5 :>@?>@0F88 
 09:@>A>DB(http://www.microsoft.com/smsmgmt). 

 

%2545=8O, ?@54>AB02;O5<K5 A5B52K< <>=8B>@><, ?>;CG5=K 87 A5B52>3> 
B@0D8:0 8 @0745;5=K =0 :04@K. 1B8 :04@K A>45@60B B0:85 A2545=8O :0: 
04@5A :><?LNB5@0, ?>A;02H53> :04@, 04@5A :><?LNB5@0, :>B>@><C :04@ 
1K; ?>A;0=, 8 ?@>B>:>;K, ACI5AB2CNI85 2 :04@5. 
 

�D<AJ<C D45BFO E9F96B7B @BA<FBD4. 
 

�0==K5, ?5@5AK;05<K5 ?> A5B8, 45;OBAO =0 :04@K. � :064>< B0:>< 
:04@5 A>45@60BAO A;54CNI85 A2545=8O: 
 

 

 �4@5A 8AB>G=8:0. �4@5A A5B52>3> 040?B5@0, A :>B>@>3> ?>ABC?8; 
:04@. 

 �4@5A =07=0G5=8O. �4@5A A5B52>3> 040?B5@0, :>B>@><C 
?@54=07=0G0;AO :04@. 1B>B 04@5A <>65B B0:65 >?@545;OBL 3@C??C 
A5B52KE 040?B5@>2. 

 �0==K5 703>;>2:0. �0==K5 4;O :064>3> ?@>B>:>;0, 8A?>;L7C5<>3> 
?@8 ?5@540G5 :04@0. 

 �0==K5. #5@540205<K5 40==K5 (8;8 G0ABL 40==KE). 

 

 

�064K9 :><?LNB5@ A53<5=B0 A5B8 ?>;CG05B :04@K, >B?@02;5==K5 
40==><C A53<5=BC. %5B52>9 040?B5@ :064>3> :><?LNB5@0 A>E@0=O5B 8 
>1@010BK205B B>;L:> 04@5A>20==K5 40==><C 040?B5@C :04@K. 
"AB0;L=K5 :04@K >B1@0AK20NBAO 8 1>;LH5 =5 >1@010BK20NBAO. %5B52>9 
040?B5@ B0:65 A>E@0=O5B H8@>:>25I0B5;L=K5 (8, ?>B5=F80;L=>, 
<=>3>04@5A=K5) :04@K. 
 

#>A;5 CAB0=>2:8 ?@>3@0<<K A5B52>3> <>=8B>@0 <>6=> 70?8A0BL 2 D09; 
2A5 :04@K, >B?@02;5==K5 A5B52><C 040?B5@C 40==>3> :><?LNB5@0, 8;8 
A>E@0=5==K5 8<. �0?8A0==K5 :04@K <>6=> ?@>A<>B@5BL 8;8 A>E@0=8BL 
4;O 40;L=59H53> 0=0;870. #@>3@0<<0 ?>72>;O5B 7040BL D8;LB@ 70?8A8, 
@07@5H0NI89 70?8AL B>;L:> >?@545;5==KE :04@>2. � MB>< A;CG05 
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70?8AL :04@>2 1C45B ?@>872>48BLAO =0 B0:8E CA;>28OE, :0: 04@5A 
8AB>G=8:0, 04@5A =07=0G5=8O 8;8 ?@>B>:>;. %5B52>9 <>=8B>@ B0:65 405B 
2>7<>6=>ABL ?>;L7>20B5;O< @07@01>B0BL B@8335@ 70?8A8 4;O 70?CA:0 
>?@545;5==KE 459AB289 ?@8 >1=0@C65=88 8< 2 A5B8 :>=:@5B=>3> =01>@0 
CA;>289. &0:8<8 459AB28O<8 <>3CB 1KBL 70?CA: 70?8A8, :>=5F 70?8A8 
8;8 70?CA: ?@>3@0<<K. 
 

#> C<>;G0=8N @07<5@ 1CD5@0 70?8A8 @025= 1  �. $07<5@ 40==KE <>6=> 
C<5=LH8BL, C<5=LH82 @07<5@ 1CD5@0 70?8A8. 
 

�4C<EP 84AAOI. 
 

#@>F5AA :>?8@>20=8O ?0:5B>2 A5B52K< <>=8B>@>< =07K205BAO 70?8ALN. 
 >6=> 70?8AK20BL :0: 25AL A5B52>9 B@0D8: ;>:0;L=>3> A5B52>3> 
040?B5@0, B0: 8 >B45;L=K5 =01>@K ?0:5B>2 A ?><>ILN D8;LB@>2 70?8A8. 
 >6=> B0:65 7040BL =01>@ CA;>289 4;O B@8335@>2 A>1KB89. #>A;5 
A>740=8O B@8335@>2 A5B52>9 <>=8B>@ <>65B >B25G0BL =0 A>1KB8O 2 A5B8. 
!0?@8<5@, >?5@0F8>==0O A8AB5<0 <>65B 70?CAB8BL 8A?>;=O5<K9 D09;, 
5A;8 A5B52>9 <>=8B>@ >1=0@C68205B 2 A5B8 2K?>;=5=85 >?@545;5==>3> 
=01>@0 CA;>289. #>A;5 70?8A8 40==KE 8E <>6=> ?@>A<>B@5BL. %5B52>9 
<>=8B>@ ?@5>1@07C5B 8AE>4=K5 40==K5 2 A>>B25BAB288 A ;>38G5A:>9 
AB@C:BC@>9 ?0:5B0. 
 

#@8 70?8A8 :04@>2 A5B52K< <>=8B>@>< A2545=8O > :04@0E 
>B>1@060NBAO 2 >:=5 70?8A8 40==KE, @0745;5==>< =0 G5BK@5 ?0=5;8. 
 

#0=5;L �=0G5=85 

�@0D8: �@0D8G5A:>5 ?@54AB02;5=85 :04@>2, >B?@02;5==KE =0 
;>:0;L=K9 :><?LNB5@ 8;8 A ;>:0;L=>3> :><?LNB5@0. 

%B0B8AB8:0 
A50=A0 %2545=8O > :064>< >B45;L=>< A50=A5. 

%B0B8AB8:0 
AB0=F88 

%2545=8O > :04@0E, >B?@02;5==KE =0 ;>:0;L=K9 
:><?LNB5@ 8;8 A ;>:0;L=>3> :><?LNB5@0, =0 :>B>@>< 
70?CI5= A5B52>9 <>=8B>@. 

"1I0O 
AB0B8AB8:0 

"1>1I5==K5 A2545=8O > :04@0E, >B?@02;5==KE =0 
;>:0;L=K9 :><?LNB5@ 8;8 A ;>:0;L=>3> :><?LNB5@0 
?>A;5 =0G0;0 ?@>F5AA0 70?8A8. 

 

 

%5B52>9 <>=8B>@ :>?8@C5B ?5@540205<K5 ?> A5B8 ?0:5BK A B@51C5<K<8 
E0@0:B5@8AB8:0<8 2 1CD5@ 70?8A8 A ?><>ILN A?5F8D8:0F88 NDIS. 
 

$<?PFDO ;4C<E<. 
 

(8;LB@ 70?8A8 @01>B05B :0: 70?@>A 107K 40==KE, :>B>@K9 8A?>;L7C5BAO 
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4;O C:070=8O B8?>2 ?0:5B>2, ?5@540205<KE ?> A5B8, :>B>@K5 
?;0=8@C5BAO 70?8AK20BL 4;O ?>A;54CNI53> 0=0;870. !0?@8<5@, 4;O 
A1>@0 40==KE, >B=>AOI8EAO : >?@545;5==><C ?>4<=>65AB2C 
:><?LNB5@>2 8;8 ?@>B>:>;>2, A;54C5B ?>43>B>28BL 107C 40==KE 
04@5A>2, 8A?>;L7>20BL MBC 107C 4;O A>740=8O D8;LB@0 70?8A8, 0 70B5< 
A>E@0=8BL MB>B D8;LB@ 2 D09;5. � 40;L=59H5< ?@8 =5>1E>48<>AB8 MB>B 
D09; <>6=> 703@C60BL 4;O @01>BK A D8;LB@><. �A?>;L7>20=85 D8;LB@0 
?>72>;O5B AM:>=><8BL 2@5<O 8 ?0<OBL 1CD5@0 70?8A8. 
 

!B;84A<9 H<?PFDB6 ;4C<E< 
 

+B>1K A>740BL D8;LB@ 70?8A8, A;54C5B 2K1@0BL :@8B5@88 D8;LB@0F88 2 
480;>3>2>< >:=5 (8;LB@ 70?8A8. � MB>< 480;>3>2>< >:=5 >B>1@0605BAO 
45@52> :@8B5@852, :>B>@>5 O2;O5BAO 3@0D8G5A:8< ?@54AB02;5=85< 
;>38:8 D8;LB@0. #@8 :064>< 4>102;5=88 8;8 8A:;NG5=88 :><?>=5=B>2 
A?5F8D8:0F88 70?8A8 MB8 87<5=5=8O >B@060NBAO 2 45@525 :@8B5@852. 
 

$<?PFD4J<S A4 BEAB69 CDBFB>B?B6 
 

�;O 70?8A8 ?0:5B>2, ?5@540205<KE ?> A5B8 A 8A?>;L7>20=85< 
:>=:@5B=>3> ?@>B>:>;0, =5>1E>48<> C:070BL MB>B ?@>B>:>; 2 AB@>:5 
SAP/ETYPE= 45@520 :@8B5@852. !0?@8<5@, 4;O @01>BK B>;L:> A 
?0:5B0<8 ?@>B>:>;0 IP A=0G0;0 A;54C5B 70?@5B8BL 2A5 ?@>B>:>;K, 0 
?>A;5 MB>3> @07@5H8BL IP ETYPE 0x800 8 IP SAP 0x6. #> C<>;G0=8N 
2A5 ?>445@68205<K5 A5B52K< <>=8B>@>< ?@>B>:>;K @07@5H5=K. 
#@>B>:>; <>6=> C:070BL B>;L:> A ?><>ILN ETYPE 8;8 SAP. 
 

$<?PFD4J<S A4 BEAB69 48D9EB6 
 

�0409B5 >4=C 8;8 =5A:>;L:> ?0@ 04@5A>2 2 D8;LB@5 70?8A8 4;O A1>@0 
40==KE, ?>AK;05<KE 8;8 ?>;CG05<KE A :>=:@5B=>3> :><?LNB5@0 A5B8. 
�>?CA:05BAO >4=>2@5<5==>5 =01;N45=85 70 G5BK@L<O 04@5A=K<8 
?0@0<8. 
 

�4@5A=0O ?0@0 A>AB>8B 87: 
 

 

 04@5A>2 42CE :><?LNB5@>2, 70 B@0D8:>< <564C :>B>@K<8 2545BAO 
=01;N45=85; 

 AB@5;>:, C:07K20NI8E 8=B5@5ACNI55 =0?@02;5=85 ?5@540G8 
40==KE; 

 :;NG52>3> A;>20 INCLUDE 8;8 EXCLUDE, :>B>@>5 >?@545;O5B, 
1C45B ;8 A5B52>9 <>=8B>@ 70E20BK20BL 8;8 83=>@8@>20BL 
A>>B25BAB2CNI85 ?0:5BK 40==KE. 
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!57028A8<> >B B>3>, 2 :0:>< ?>@O4:5 @0A?>;030NBAO 04@5A=K5 ?0@K 2 
480;>3>2>< >:=5 (8;LB@ 70?8A8, 
8=AB@C:F88 EXCLUDE >1@010BK20NBAO ?5@2K<8. #>MB><C, 5A;8 ?0:5B 
C4>2;5B2>@O5B :@8B5@8O<, C:070==K< 2 8=AB@C:F88 EXCLUDE, >= 
1C45B 83=>@8@>20= =57028A8<> >B B>3>, ?@8ACBAB2C5B ;8 2 
A?5F8D8:0F88 D8;LB@0 8=AB@C:F88 INCLUDE < EXCLUDE. %5B52>9 
<>=8B>@ =5 ?@>25@O5B, C4>2;5B2>@O5B ;8 MB>B ?0:5B CA;>28O< 
8=AB@C:F89 INCLUDE. 

 

!0?@8<5@, GB>1K 70?8A0BL 25AL B@0D8: :><?LNB5@0 Comp1 70 
8A:;NG5=85< B@0D8:0 <564C :><?LNB5@0<8 Comp1 < Comp2, A;54C5B 
C:070BL A;54CNI85 04@5A=K5 ?0@K 2 @0745;5 ?0@ 04@5A>2 45@520 
:@8B5@852: 
 

Addresses 

 

include Comp1 <----> Any 

 

exclude Comp1 <----> Comp2 

 

 

�A;8 2 A?8A:5 >BACBAB2CNB 8=AB@C:F88 INCLUDE, B> =5O2=> 1C45B 
8A?>;L7>20BLAO ?0@0 ;>:0;L=K9_:><?LNB5@ <----> ;N1>9_:><?LNB5@. 
 

$<?PFD4J<S A4 BEAB69 EBBF69FEF6<S L45?BAG 
 

':07K20O H01;>= 4;O A>>B25BAB28O 2 D8;LB@5 70?8A8, 8<55BAO 
2>7<>6=>ABL: 
 

 

 >3@0=8G8BL 70?8AL ?>4<=>65AB2>< :04@>2, :>B>@K5 A>45@60B 
C:070==K9 H01;>= (53> <>6=> 704020BL 2 B5:AB>2>< 8;8 
H5AB=04F0B5@8G=>< 2845); 

 >?@545;8BL, =0 :0:>< @0AAB>O=88 (A<5I5=85) >B =0G0;0 8;8 :>=F0 
:04@0 4>;65= =0G0BLAO ?>8A:. 

 

 

#@8 7040=88 D8;LB@0 A>>B25BAB28O H01;>=C =5>1E>48<> C:070BL <5AB> 
2 :04@5, >B:C40 4>;65= =0G0BLAO ?>8A: A>>B25BAB28O H01;>=C. 1B8 
=0AB@>9:8 >?@545;ONB @0AAB>O=85 2 109B0E >B =0G0;0 :04@0 8;8 >B 
:>=F0 703>;>2:0 B>?>;>388 4> <5AB0 A>2?045=8O H01;>=0. �A;8 ?0:5BK 
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=5 8<5NB ?>AB>O==>9 4;8=K (=0?@8<5@ ?0:5BK ?@>B>:>;0 MAC 2 A5BOE 
Ethernet 8;8 Token Ring), A;54C5B C:07K20BL A<5I5=85 >B :>=F0 
703>;>2:0 ?0:5B0 A>>B25BAB2CNI59 B>?>;>388. 
 

"D<779DO ;4C<E<. 
 

#>A;5 A>740=8O B@8335@>2 70?8A8 A5B52>9 <>=8B>@ <>65B >B25G0BL =0 
A>1KB8O 2 A5B8. #> C<>;G0=8N CA;>28O 2:;NG5=8O B@8335@0 =5 
CAB0=>2;5=K. 
 

"<CO FD<779DB6 
 

% ?><>ILN A5B52>3> <>=8B>@0 <>6=> >?@545;8BL AB5?5=L 70?>;=5=8O 
1CD5@0 70?8A8 8 =0;8G85 >?@545;5==>3> H01;>=0 40==KE 2 70?8A0==>< 
:04@5.  >6=> A>74020BL B@8335@K 70?8A8 =0 >A=>25 >4=>3> 87 MB8E 
CA;>289 8;8 =0 >A=>25 >1>8E CA;>289. 
 

�A;8 B@8335@ 7040= =0 >A=>25 >?@545;5==>3> H01;>=0 40==KE 2 
70?8A0==>< :04@5, B> A5B52>9 <>=8B>@ 2K?>;=8B >?@545;5==>5 
459AB285 ?@8 >1=0@C65=88 :04@0 A =C6=K< H01;>=><. ,01;>= <>65B 
1KBL 7040= H5AB=04F0B5@8G=>9 AB@>:>9 8;8 AB@>:>9 ASCII.  >6=> 
7040BL B@8335@ =0 >A=>25 >?@545;5==>3> H01;>=0 40==KE 2 70?8A0==>< 
:04@5 8 >?@545;5==>3> ?@>F5=B0 70?>;=5=8O 1CD5@0 70?8A8. &0:65 
<>6=> 7040BL =0G0;> ?>8A:0 4;O A5B52>3> <>=8B>@0: A =0G0;0 :064>3> 
:04@0, ?>A;5 703>;>2:0 :064>3> :04@0 8;8 G5@57 =5A:>;L:> 109B ?>A;5 
;N1>3> 87 MB8E ?>;>65=89. #> C<>;G0=8N A5B52>9 <>=8B>@ 2K?>;=O5B 
?>8A: ?> H01;>=C 4;O 2A53> :04@0. 
 

�9=EF6<S FD<779D4 
 

 >6=> 2K1@0BL >4=> 87 A;54CNI8E 459AB289 B@8335@0, :>B>@>5 1C45B 
8A?>;=OBLAO ?@8 2K?>;=5=88 CA;>289 B@8335@0. 
 

 

 �><?LNB5@ 87405B 72C:>2>9 A83=0;. 
 %5B52>9 <>=8B>@ ?@5:@0I05B 70?8AL :04@>2. 
 �K?>;=O5BAO 2K1@0==0O :><0=40. 

 

 

+B>1K 7040BL :><0=4C, :>B>@0O 70?CA:05B ?@>3@0<<C, 22548B5 8<O 8 
?CBL : D09;C ?@>3@0<<K, 8;8 =06<8B5 :=>?:C "17>@ 8 =0948B5 D09; 
?@>3@0<<K. �;O 8A?>;L7>20=8O :><0=4K MS-DOS, B0:>9 :0: copy, 
22548B5 CMD /K 8 70B5< 22548B5 :><0=4C. 
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#EF4AB6>4 E9F96B7B @BA<FBD4. 
 

+B>1K CAB0=>28BL A5B52>9 <>=8B>@ 2K?>;=8B5 A;54CNI55: 
 

 

 "B:@>9B5  0AB5@ :><?>=5=B>2 Windows. 
 � <0AB5@5 :><?>=5=B>2 Windows 2K15@8B5 !D98EF64 GCD46?9A<S 

< A45?R89A<S (Management and Monitoring Tools), 0 70B5< 
=06<8B5 :=>?:C !BEF46. 

 'AB0=>28B5 D;06>: !D98EF64 E9F96B7B @BA<FBD4 (Network 
Monitor) 8 =06<8B5 :=>?:C OK. 

 

 

� A;CG05 70?@>A0 4>?>;=8B5;L=KE D09;>2 2AB02LB5 CAB0=>2>G=K9 
:><?0:B-48A: >?5@0F8>==>9 A8AB5<K 8;8 C:068B5 ?CBL : 
@0A?>;>65=8N MB8E D09;>2 2 A5B8. 
 

1B0 ?@>F54C@0 02B><0B8G5A:8 CAB0=02;8205B 4@0925@ A5B52>3> 
<>=8B>@0. 
 

�4EFDB=>4 E9F96B7B @BA<FBD4. 
 

�K <>65B5 87<5=8BL ?0@0<5B@K 1CD5@0 70?8A8, 4;O MB>3>, 2 
<5=N �4C<EP 2K15@8B5 :><0=4C �4D4@9FDO 5GH9D4. 

 

 
 

 

�040=85 <0:A8<0;L=>3> @07<5@0 1CD5@0 70?8A8. #@8 =5>1E>48<>AB8 
<>6=> 7040BL <0:A8<0;L=K9 @07<5@ 70?8A0==KE :04@>2 8 =060BL 
:=>?:C OK. 

 

�A;8 @07<5@ 1CD5@0 ?@52KH05B >1J5< 4>ABC?=>9 ?0<OB8 :><?LNB5@0, 
B> :04@K <>3CB B5@OBLAO. 
 

�K B0:65 <>65B5 CAB0=>28BL 4@0925@ A5B52>3> <>=8B>@0. �;O MB>3> 
>B:@>9B5 :><?>=5=B %5B52K5 ?>4:;NG5=8O, 2K45;8B5 7=0G>: 
#>4:;NG5=85 ?> ;>:0;L=>9 A5B8, 0 70B5< 2K15@8B5 



12
3 

 

:><0=4C !6B=EF64 87 <5=N (09;. 
 

 
 

 

� 480;>3>2>< >:=5 %2>9AB20 ?>4:;NG5=8O ?> ;>:0;L=>9 A5B8 =06<8B5 
:=>?:C #EF4AB6<FP. 
 

 
 

 

� 480;>3>2>< >:=5 �K1>@ B8?0 A5B52>3> :><?>=5=B0 2K15@8B5 AB@>:C 
#@>B>:>; 8 =06<8B5 :=>?:C �B546<FP. 
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� 480;>3>2>< >:=5 �K1>@ A5B52>3> ?@>B>:>;0 2K15@8B5 �@0925@ A5B52>3> 
<>=8B>@0 8 =06<8B5 :=>?:C �B546<FP. 

 

� A;CG05 70?@>A0 4>?>;=8B5;L=KE D09;>2 2AB02LB5 CAB0=>2>G=K9 :><?0:B-
48A: >?5@0F8>==>9 A8AB5<K 8;8 C:068B5 ?CBL : @0A?>;>65=8N MB8E 
D09;>2 2 A5B8. 
 

�E?< �D4=69D E9F96B7B @BA<FBD4 G:9 GEF4AB6?9A, FB BA A9 CBя6иFEя 6 
8и4?B7B6B@ B>A9 Вы5BD 
E9F96B7B CDBFB>B?4. 
 

#@0:B8G5A:>5 7040=85 
№26,27 

 
#EFD4A9A<9 A9CB?48B> E CB@BMPR Ping < PathPing 

 

Ping A;C68B 4;O ?@>25@:8 A2O78 =0 C@>2=5 IP, a PathPing ?>72>;O5B 
>1=0@C68BL ?>B5@N ?0:5B>2 =0 <0@H@CB5 A> <=>38<8 ?5@5E>40<8. 
�><0=40 Ping =0?@02;O5B ME>-70?@>A C7;0 8;8 IP-04@5A0 ?> ?@>B>:>;C 
ICMP. �A?>;L7C9B5 Ping 4;O ?@>25@:8 2>7<>6=>AB8 C7;0 ?5@54020BL IP-

?0:5BK 4@C3><C C7;C-04@5A0BC. &0:65 MB0 :><0=40 ?@8<5=O5BAO 4;O CAB@0-
=5=8O =5?>;04>: >1>@C4>20=8O 8 =5A>2<5AB8<>AB8 :>=D83C@0F88. 
 

'AB@0=5=85 =5?>;04>: A5B52>9 A2O78 A ?><>ILN :><0=4K Ping 
@5:><5=4C5BAO 2K?>;=OBL 2 B0:>9 ?>A;54>20B5;L=>AB8. 
 

�D<@9K4A<9 �=D>@<0F8O, ?>;CG05<0O 2 ??. 1 8 2, B0:65 ?@54>AB02;O5BAO 
:><0=4>9 Ipconfig /all 8 Netdiag. (�<47ABEF<>4 E9F< 02B><0B8G5A:8 
2K?>;=O5B B>;L:> ?. 2. �A;8 MB0 CB8;8B0 A>>1I05B > =5C40G5 
A0<>?@>25@:8, <>6=> 2K?>;=8BL ?. 1 2@CG=CN.) 
 

1. #@>25@LB5 A ?><>ILN Ping 48D9E ;4@O>4A<S A4 E95S (loopback address), 

GB>1K C1548BLAO 2 =0;8G88 8 :>@@5:B=>AB8 =0AB@>9:8 TCP/IP =0 
;>:0;L=>< :><?LNB5@5. �;O MB>3> 2 :><0=4=>9 AB@>:5 2K?>;=8B5 
:><0=4C: 
 

ping 127.0.0.1. 

 

"BACBAB285 @50:F88 3>2>@8B > =5?>;04:0E AB5:0 IP: ?>@G5 4@0925@>2 TCP, 
=5@01>B>A?>A>1=>AB8 A5B52>3> 040?B5@0 8;8 :>=D;8:B0 IP A 4@C3>9 
A;C61>9. 
 

2. #@>25@LB5 ?@028;L=CN =0AB@>9:C A2>53> 04@5A0 (=5B ;8 04@5A>2 3 
4C1;8:0B>2 2 A5B8) :><0=4>9: 
 

ping <E6B= I -48D9E> 
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3. #@>25@LB5 @01>BC 2=CB@8 A5B52>3> A53<5=B0: 
 

ping <EBE98A<= I -48D9E 6 ?B>4?PAB= E9F<> 

 

4. #@>25@LB5 4>ABC?=>ABL IP-04@5A0 >A=>2=>3> H;N70: 
 

1B> ?>72>;O5B C1548BLAO 2 4>ABC?=>AB8 >A=>2=>3> H;N70 8 A?>A>1=>AB8 
;>:0;L=>3> :><?LNB5@0 A2O7K20BLAO A 4@C38<8 C7;0<8 A5B8. 
 

ping <I -48D9E BEAB6AB7B L?R;4 > 

 

5. #@>25@LB5 4>ABC?=>ABL C40;5==>3> C7;0, @0A?>;>65==>3> 70 >A=>2=K< 
H;N7><: 
 

ping <I -48D9E G84?9AAB7B G;?4> 

 

1B> ?@>25@:0 A2O78 A C7;0<8 4@C38E A5B52KE A53<5=B>2 
 

�D<@9K4A<9 �;O 1>;55 1KAB@>3> 2K?>;=5=8O ?>A;54=59 ?@>25@:8 <>6=> 
2>A?>;L7>20BLAO :><0=4>9 Tracert CB8;8BK PathPing. Tracert =0E>48B 
A1>9=K5 <5AB0 A5B8, => =5 ?@54>AB02;O5B AB0B8AB8:8 >1 MDD5:B82=>AB8 
<0@H@CB870B>@0. 
 

Ping 8A?>;L7C5B @07@5H5=85 8<5= C7;>2 4;O >?@545;5=8O IP-04@5A0 =0 
>A=>20=88 8<5=8 :><?LNB5@0, ?>MB><C 5A;8 ?@8 C:070=88 04@5A0 ?@>25@:0 
CB8;8B>9 Ping ?@>E>48B CA?5H=>, 0 ?@8 C:070=88 8<5=8 4 =5B, B> 
?@>1;5<0 2 <5E0=87<5 @07@5H5=8O 8<5=, 0 =5 A5B52KE ?>4:;NG5=8OE. 
 

�A;8 ?@>25@:0 A ?><>ILN Ping 2>>1I5 =5 405B @57C;LB0B>2, =04> 
C4>AB>25@8BLAO: 
 

  

?@028;L=> ;8 >?@545;5= IP-04@5A 8 <0A:0 ?>4A5B8 ;>:0;L=>3> 
:><?LNB5@0; 

  

>?@545;5= ;8 >A=>2=>9 H;N7 8 5ABL ;8 A2O7L <564C C7;>< 8 
>A=>2=K< H;N7><. #@8 CAB@0=5=88 =5?>;04>: >1O70B5;L=> 
>?@545;OBL =5 1>;55 >4=>3> >A=>2=>3> H;N70. 

 

�D<@9K4A<9 �A;8 =0 ?CB8 : C40;5==>9 A8AB5<5, ?@>25@O5<>9 ME>-
70?@>A>< Ping, =0E>48BAO >B@57>:, E0@0:B5@87CNI89AO 1>;LH8<8 
7045@6:0<8, =0?@8<5@ ;8=8O A?CB=8:>2>9 A2O78, =0 ?>;CG5=85 ME>-
>B25B>2 <>65B ?>=04>18BLAO 1>;LH5 2@5<5=8. �;O C25;8G5=8O B09<-0CB0 
A;C68B ?0@0<5B@ 4w, =0?@8<5@ :><0=40 
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ping -w 2000 172.16.48.10 

 

>68405B >B25B0 2 A5:C=4K (?> C<>;G0=8N 4 1 A5:, 8;8 1000 <A). 
 

#EFD4A9A<9 A9CB?48B> E CB@BMPR Tracert 
 

Tracert >BA;568205B <0@H@CB ?0:5B0 =0 @0AAB>O=88 4> 30 ?5@5E>4>2 <564C 
<0@H@CB870B>@0<8. Tracert =0?@02;O5B ME>-70?@>A ?> ?@>B>:>;C ICMP =0 
IP-04@5A 8 C25;8G8205B ?>;5 TTL 2 IP-703>;>2:5, =0G8=0O A 548=8FK, 8 
0=0;878@C5B 2>72@0I5==K5 >H81:8 ?@>B>:>;0 ICMP. Tracert 2K2>48B 
C?>@O4>G5==K9 A?8A>: <0@H@CB870B>@>2 =0 ?CB8 ?0:5B0, :>B>@K5 
2>72@0B8;8 A>>1I5=8O >1 >H81:0E. � A;54CNI5< ?@8<5@5 Tracert ?@8<5-
=O5BAO 4;O ?@>25@:8 ?CB8 >B ;>:0;L=>3> :><?LNB5@0 : C40;5==><C A 
04@5A>< www.contoso.com. 

 

%:\>tracert www.contoso.com 

 

Tracing route to www.contoso.com [10.10 2.252.1] 

 

over a maximum of 30 hops: 
 

1.  

300 ms 281 ms 280 ms roto.contoso.co m [10.181.164.100] 

2.  

300 ms 301 ms 310 ms sl-stk-1-S12- T1.contoso.com [10.228.192.65] 

3.  

300 ms 311 ms 320 ms sl-stk-5-FO/ 0.contoso.com [10.228.40.5] 

4.  

380 ms 311 ms 340 ms icm-fix-w-H2/0- T3.contoso.com [10.228.10.22] 

5.  

310 ms 301 ms 320 ms arc-nas- gw.arc.contoso.com [10.203.230.3] 

6.  

300 ms 321 ms 320 ms n254-ed- cisco7010.contoso.com [10.102.64.254] 

7.  

360 ms 361 ms 371 ms www.contoso.com [10.102.252.1] 

 

!04> G5B:> ?>=8<0BL @07=8FC <564C Tracert 8 PathPing. Tracert 
?@8<5=O5BAO 4;O 1KAB@>3> >?@545;5=8O @07@K20 =0 ?CB8 : 

C40;5==><C C7;C, a PathPing ?>;57=55 2 A8BC0F8OE, :>340 =01;N405BAO 
M?87>48G5A:0O ?>B5@O ?0:5B>2 8;8 4;8B5;L=K5 7045@6:8. PathPing 
?>72>;O5B B>G=> CAB0=>28BL, 345 ?>B5@O;AO ?0:5B. 
 

#EFD4A9A<9 A9CB?48B> E CB@BMPR GF<?<FO ARP 
 

�=>340 A5B52>9 B@0D8: =5 ?@>E>48B 87-70 B>3>, GB> 2 >B25B =0 ARP-70?@>A 
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?@>:A8 <0@H@CB870B>@0 2>72@0I05B =5?@028;L=K9 04@5A. �A;8 C405BAO 
?>;CG8BL >B25BK =0 ME>-70?@>AK Ping ?> 04@5AC 70<K:0=8O =0 A51O 8 
A>1AB25==><C IP-04@5AC :><?LNB5@0, => Ping-70?@>A 4@C3>3> :><?LNB5@0 
;>:0;L=>9 ?>4A5B8 B5@?8B =5C40GC, B> 40;55 A;54C5B ?@>25@8BL 
:>@@5:B=>ABL 8=D>@<0F88 2 :MH5 ARP. 
 

�><0=40 ARP ?>72>;O5B 87CG8BL A>45@68<>5 :MH0 ARP �A;8 420 C7;0 
>4=>9 ?>4A5B8 =5 2 A>AB>O=88 >1<5=OBLAO ME>-70?@>A0<8, ?>?KB09B5AL 
2K?>;=8BL =0 >1>8E :><?LNB5@0E :><0=4C ARP A ?0@0<5B@>< -0, MB> 
?>72>;8B 2KOA=8BL :>@@5:B=>ABL >?@545;5=8O  �%-04@5A>2 :><?LNB5@0-
04@5A0B0. �;O >?@545;5=8O  �%-04@5A0 <>6=> 2>A?>;L7>20BLAO :><0=4>9 
Ipconfig /all 8;8 Getmac. �0B5< =04> 2K?>;=8BL :><0=4C ARP A ?0@0<5B@>< 
-d, GB>1K C40;8BL 2A5 =5?@028;L=K5 70?8A8; =>2K5 70?8A8 A>740NBAO A 
?><>ILN ?0@0<5B@0 -s. 

 

�A;8 ME>-70?@>A Ping :><?LNB5@0 ;>:0;L=>9 ?>4A5B8 ?> IP-04@5AC 
157CA?5H5=, 0 :><0=40 ARP -0 3>2>@8B >1 >BACBAB288 >H81>: 2  �%-

04@5A0E, =04> ?@>25@8BL 8A?@02=>ABL D878G5A:8E CAB@>9AB2 4 A5B52KE 
:0@B, :>=F5=B@0B>@>2 8 :015;59. 
 

 

 

�4EFDB=>4 "! /I -48D9EB6 
 

#CD4:A9A<9 1. �DB69D>4 EGM9EF6GRM97B IP-48D9E4 
 

1.  

�>948B5 2 A8AB5<C 

 

Login 48@<A<EFD4FBD 
 

Password 
 

Domen IT7 (SDC) 

 

�7 :><0=4=>9 AB@>:8 8A?>;=8B5 ipconfig /all. 1B0 :><0=40 A;C68B 4;O 
?@>A<>B@0 :>=D83C@0F88 ?@>B>:>;0 IP 8 2K2>48B =0 M:@0= 8=D>@<0F8N > 
A5B52KE ?>4:;NG5=8OE. 
 

#CD4:A9A<9 2.  GKA4S A4EFDB=>4 48D9E4 
 

� MB>< C?@06=5=88 =04> =07=0G8BL AB0B8G5A:89 IP-04@5A :><?LNB5@C. 
%B0B8G5A:89 IP-04@5A =5>1E>48< :><?LNB5@0<, =0 :>B>@KE 
CAB0=02;820NBAO 206=K5 A5B52K5 A5@28AK, =0?@8<5@ DNS 8;8 DHCP 
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1.  

� >:=5 !9F96O9 CB8>?RK9A<S I5;:=8B5 ?@02>9 
:=>?:>9 �B8>?RK9A<9 CB ?B>4?PAB= E9F< 
(Local Area Connection) 8 2K15@8B5 !6B=EF64 (>?5@0F88 
2K?>;=ONBAO ?>4 CG5B=>9 70?8ALN �8@<A<EFD4FBD). 

2.  

� A?8A:5 �F@9K9AAO9 >B@CBA9AFO <ECB?P;GRFES QF<@ 
CB8>?RK9A<9@ 
(This connection uses the following items) 480;>3>2>3> 
>:=0 �B8>?RK9A<9 CB ?B>4?PAB= E9F< 4 

E6B=EF64 (Local Area Connection Properties) 2K15@8B5 �DBFB>B? 
�AF9DA9F4 (TCP/IP) [Internet Protocol (TCP/IP)] 8 
I5;:=8B5 !6B=EF64. 

3.  

!0 2:;04:5 �5M<9 >:=0 A2>9AB2 TCP/IP CAB0=>28B5 
?5@5:;NG0B5;L �ECB?P;B64FP E?98GRM<= IP-48D9E 
(Use the following IP address). 

4.  

� ?>;5 IP-48D9E (IP Address) 22548B5 192.168.0.1. 

5.  

#><5AB8B5 :C@A>@ 2 ?>;5 �4E>4 CB8E9F< (Subnet Mask). � =5< 
?>O28BAO 7=0G5=85 <0A:8 ?>4A5B8 4 255.255.255.0. -5;:=8B5 "�. 

6.  

�0:@>9B5 >:=> �B8>?RK9A<9 CB ?B>4?PAB= E9F< 4 E6B=EF64. 
7.  

#@>25@LB5 =07=0G5=85 04@5A0 A ?><>ILN ipconfig. 

 

3. �4EFDB=>4 4?PF9DA4F<6AB7B EF4F<K9E>B7B 48D9E4 
 

� MB>< C?@06=5=88 2K 87<5=8B5 :>=D83C@0F8N :><?LNB5@0 B0:, GB>1K 
?@8 >BACBAB288 DHCP-A5@25@0 5<C ?@8A20820;AO 7040==K9 04@5A. 
 

1. � >:=5 !9F96O9 CB8>?RK9A<S I5;:=8B5 ?@02>9 
:=>?:>9 �B8>?RK9A<9 CB ?B>4?PAB= E9F< 8 2K15@8B5 !6B=EF64. 
 

� A?8A:5 КB@CBA9AFO, <ECB?P;G9@O9 QF<@ CB8>?RK9A<9@ 
(This connection uses the following items) >B>1@060NBAO :><?>=5=BK 
?>4:;NG5=8O : ;>:0;L=>9 A5B8: К?<9AF 8?S 
E9F9= Microsoft (Client for microsoft networks), !?G:54 8BEFGC4 > 
H4=?4@ < CD<AF9D4@ 
E9F9= Microsoft (File and printer sharing for Microsoft networks) 8 �DBFB
>B? �AF9DA9F4 (TCP/ IP) [Internet Protocol (TCP/ IP)]. 
 

2. �K15@8B5 �DBFB>B? �AF9DA9F4 (TCP/ IP) 8 I5;:=8B5 !6B=EF64. 
 

'1548B5AL, GB> =0 2:;04:5 �5M<9 CAB0=>2;5=K 
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?5@5:;NG0B5;8 �B?GK<FP IP-48D9E 46FB@4F<K9E>< 
(Obtain an IP address automatically) 8 �B?GK<FP 48D9E DNS-E9D69D4 
46FB@4F<K9E>< (Obtain DNS server address automatically). 
 

3.  

#5@5948B5 =0 2:;04:C �?PF9DA4F<6A4S >BAH<7GD4J<S. !0 =59 
CAB0=>2;5= ?5@5:;NG0B5;L �6FB@4F<K9E><= K4EFAO= IP-48D9E 
(Automatic Private IP Address). 

4.  

'AB0=>28B5 ?5@5:;NG0B5;L �4EFD4<649@O= CB?P;B64F9?9@ 
(User Configured). 

5.  

� ?>;5 IP-48D9E 22548B5 192.168.0.2. 
6.  

#><5AB8B5 :C@A>@ 2 ?>;5 �4E>4 CB8E9F<. � =5< ?>O28BAO 7=0G5=85 
<0A:8 ?>4A5B8 ?> C<>;G0=8N 4 255.255.255.0. "AB02LB5 53> 157 
87<5=5=89 8 I5;:=8B5 �К. �040==K9 0;LB5@=0B82=K9 IP-04@5A 
192.168.0.2 1C45B 8A?>;L7>20BLAO, ?>:0 =54>ABC?5= DHCP-A5@25@. 

7.  

�0:@>9B5 >:=> �B8>?RK9A<9 CB ?B>4?PAB= E9F< 4 E6B=EF64. 
8.  

#@>25@LB5 =07=0G5=85 04@5A0 A ?><>ILN ipconfig. 

 

�<47ABEF<>4 E9F< 
 

#CD4:A9A<9 1. #EFD4A9A<9 A9CB?48B> E CB@BMPR Ping 
 

1. #@>25@LB5 A ?><>ILN Ping 48D9E ;4@O>4A<S A4 E95S (loopback address), 

GB>1K C1548BLAO 2 =0;8G88 8 :>@@5:B=>AB8 =0AB@>9:8 TCP/IP =0 
;>:0;L=>< :><?LNB5@5. �;O MB>3> 2 :><0=4=>9 AB@>:5 2K?>;=8B5 
:><0=4C: 
 

ping 127.0.0.1. 

 

"BACBAB285 @50:F88 3>2>@8B > =5?>;04:0E AB5:0 IP: ?>@G5 4@0925@>2 TCP, 
=5@01>B>A?>A>1=>AB8 A5B52>3> 040?B5@0 8;8 :>=D;8:B0 IP A 4@C3>9 
A;C61>9. 
 

2. #@>25@LB5 ?@028;L=CN =0AB@>9:C A2>53> 04@5A0 (=5B ;8 04@5A>2 3 
4C1;8:0B>2 2 A5B8) :><0=4>9: 
 

ping <E6B= I -48D9E> 

 

3. #@>25@LB5 @01>BC 2=CB@8 A5B52>3> A53<5=B0: 
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ping <EBE98A<= I -48D9E 6 ?B>4?PAB= E9F<> 

 

4. #@>25@LB5 4>ABC?=>ABL IP-04@5A0 >A=>2=>3> H;N70: 
 

1B> ?>72>;O5B C1548BLAO 2 4>ABC?=>AB8 >A=>2=>3> H;N70 8 A?>A>1=>AB8 
;>:0;L=>3> :><?LNB5@0 A2O7K20BLAO A 4@C38<8 C7;0<8 A5B8. 
 

ping <I -48D9E BEAB6AB7B L?R;4 > 

 

#CD4:A9A<9 2. �ECB?P;B64A<9 GF<?<FO 8<47ABEF<>< E9F< 
 

�K 2>A?>;L7C5B5AL CB8;8B0<8 �<47ABEF<>4 E9F< (Network Diagnostics) 8 
A>E@0=8B5 @57C;LB0BK 8E @01>BK 2 D09;0E. 
 

�K15@8B5 �GE> (Start)/ Cnpa6>a < CB889D:>4 
(Help and Support). "B:@>5BAO >:=> &9AFD ECD46>< < CB889D:>< 
(Help and Support Center). 
 

1.  

� ?0=5;8 �484K< CB889D:>< (Support Tasks) 2K15@8B5 !?G:95AO9 
CDB7D4@@O (Tools). 

2.  

� ?0=5;8 !D98EF64 (Tools) @0725@=8B5 C75; !D98EF64 J9AFD4 
ECD46>< < CB889D:>< (Help and Support Center Tools) 8 
2K15@8B5 �<47ABEF<>4 E9F< (Network Diagnostics). 

3.  

-5;:=8B5 :=>?:C !B5D4FP <AHBD@4J<R 
(Scan Your System). !5A:>;L:> A5:C=4 ?>B@5C5BAO =0 ?@>25@:8, 0 
70B5< ?>O2OBAO 40==K5, @0718BK5 =0 B@8 @0745;0: !?G:5O �A-

F9DA9F4 (Internet Service), �AHBD@4J<S B >B@CPRF9D9 
(Computer Information) 8 �B89@O < E9F96O9 484CF9DO 
(Modems and Network Adapters). 

4.  

$0725@=8B5 C7;K 2A5E :0B53>@89, I5;G:>< A>>B25BAB2CNI8E 7=0G:>2 
«?;NA» 4 ?>O28BAO ?>;=0O 8=D>@<0F8O > B>;L:> GB> 2K?>;=5==KE 
?@>25@:0E. #>7=0:><LB5AL A ?@54AB02;5==K< A2545=8O<8. 

5.  

�5@=8B5AL 2 >:=> �<47ABEF<>4 E9F< 8 I5;:=8B5 :=>?:C �4EFDB<FP 
C4D4@9FDO E5BD4 <AHBD@4J<< (Set Scanning Options). #>4 
703>;>2:>< �4D4@9FDO (Options) ?>O2OBAO A?8A:8 �9=EF6<S 
(Actions) 8 К4F97BD<< (Categories). 

8.  

� A?8A:5 �9=EF6<S CAB0=>28B5 D;06>: �B8DB5AB (Verbose). 
9.  

� A?8A:5 К4F97BD<< A1@>ALB5 A;54CNI85 D;06:8: �BKFB64S 
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E?G:54 (Mail Service), !?G:54 AB6BEF9= (News Service), �DB>E<-

E9D69D (Internet Proxy Server), �AHBD@4J<S B >B@CPRF9D9 
(Computer Information), �C9D4J<BAA4S E<EF9@4 
(Operating System) < �9DE<S Windows (Windows Version). �>;6=K 
>AB0BLAO B>;L:> �B89@O (Modems), !9F96O9 К?<9AFO 
(Network Clients) < !9F96O9 484CF9DO (Adapters). 

10.  
-5;:=8B5 :=>?:C !B5D4FP <AHBD@4J<R. #> 7025@H5=88 ?@>25@>: 
?>O28BAO B>;L:> 8=D>@<0F8O :0B53>@88 �B89@O < E9F96O9 
484CF9DO. 

11.  
-5;:=8B5 :=>?:C !BID4A<FP 6 H4=? (Save to file), GB>1K A>E@0=8BL 
@57C;LB0BK 2 D09;. "B:@>5BAO 8=D>@<0F8>==>5 >:=> A A>>1I5=85< 
> B><, GB> D09; A>E@0=5= =0 @01>G5< AB>;5 8 2 5I5 >4=>9 ?0?:5 (>=0 
C:070=0). -5;G:>< �К 70:@>9B5 >:=>. 

12.  
-5;:=8B5 AAK;:C �B>4;4FP EBID4A9AAO9 H4=?O 
(Show Saved Files) @O4>< A :=>?:>9 !BID4A<FP 6 H4=?. "B:@>5BAO 
>4=0 87 ?0?>:, 2 :>B>@>9 A>E@0=5= =>2K9 D09;. 

13.  
!0 ?0=5;8 �OEFDO= ;4CGE> (Quick Launch) I5;:=8B5 �B>4;4FP 
D45BK<= EFB? (Show Desktop). !0 @01>G5< AB>;5 =0E>48BAO 4@C30O 
:>?8O HTML-D09;0, A>740==>3> CB8;8B>9 �<47ABEF<>4 E9F<. 

14.  
�0:@>9B5 =5=C6=K5 >:=0. 

 
 

#@0:B8G5A:>5 7040=85 
№28,29 

 

�C<E4A<9 >B@4A8O NETSTAT 

Netstat - MB> CB8;8B0 :><0=4=>9 AB@>:8 Windows 2K2>4OI0O =0 48A?;59 
A>AB>O=85 TCP-A>548=5=89. �><0=40 netstat >B>1@0605B AB0B8AB8:C 
0:B82=KE ?>4:;NG5=89 TCP, ?>@B>2, ?@>A;CH8205<KE :><?LNB5@><, 
AB0B8AB8:8 Ethernet, B01;8FK <0@H@CB870F88 IP, AB0B8AB8:8 IPv4 (4;O 
?@>B>:>;>2 IP, ICMP, TCP 8 UDP) 8 IPv6 (4;O ?@>B>:>;>2 IPv6, 
ICMPv6, TCP G5@57 IPv6 8 UDP G5@57 IPv6). �0?CI5==0O 157 
?0@0<5B@>2, :><0=40 netstat >B>1@0605B ?>4:;NG5=8O TCP. 

!<AF4>E<E < C4D4@9FDO >B@4A8O NETSTAT 

netstat [-a] [-e] [-n] [-o] [-p CDBFB>B?] [-r] [-s] [<AF9D64?], 345 
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 -a - 2K2>4 2A5E 0:B82=KE ?>4:;NG5=89 TCP 8 ?@>A;CH8205<KE 
:><?LNB5@>< ?>@B>2 TCP 8 UDP. 

 -e - 2K2>4 AB0B8AB8:8 Ethernet, =0?@8<5@ :>;8G5AB20 >B?@02;5==KE 8 
?@8=OBKE 109B>2 8 ?0:5B>2. 1B>B ?0@0<5B@ <>65B :><18=8@>20BLAO A 
:;NG>< -s. 

 -n - 2K2>4 0:B82=KE ?>4:;NG5=89 TCP A >B>1@065=85< 04@5A>2 8 
=><5@>2 ?>@B>2 2 G8A;>2>< D>@<0B5 157 ?>?KB>: >?@545;5=8O 8<5=. 

 -o - 2K2>4 0:B82=KE ?>4:;NG5=89 TCP 8 2:;NG5=85 :>40 ?@>F5AA0 
(PID) 4;O :064>3> ?>4:;NG5=8O. �>4 ?@>F5AA0 ?>72>;O5B =09B8 
?@8;>65=85 =0 2:;04:5 #@>F5AAK 48A?5BG5@0 7040G Windows. 1B>B 
?0@0<5B@ <>65B :><18=8@>20BLAO A :;NG0<8 -a, -n 8 -p. 

 -p CDBFB>B? - 2K2>4 ?>4:;NG5=89 4;O ?@>B>:>;0, C:070==>3> 
?0@0<5B@>< ?@>B>:>;. � MB>< A;CG05 ?0@0<5B@ ?@>B>:>; <>65B 
?@8=8<0BL 7=0G5=8O tcp, udp, tcpv6 8;8 udpv6. �A;8 40==K9 ?0@0<5B@ 
8A?>;L7C5BAO A :;NG>< -s 4;O 2K2>40 AB0B8AB8:8 ?> ?@>B>:>;C, 
?0@0<5B@ ?@>B>:>; <>65B 8<5BL 7=0G5=85 tcp, udp, icmp, ip, tcpv6, 
udpv6, icmpv6 8;8 ipv6. 

 -s - 2K2>4 AB0B8AB8:8 ?> ?@>B>:>;C. #> C<>;G0=8N 2K2>48BAO 
AB0B8AB8:0 4;O ?@>B>:>;>2 TCP, UDP, ICMP 8 IP. �A;8 CAB0=>2;5= 
?@>B>:>; IPv6 4;O Windows XP, >B>1@0605BAO AB0B8AB8:0 4;O 
?@>B>:>;>2 TCP G5@57 IPv6, UDP G5@57 IPv6, ICMPv6 8 IPv6. #0@0<5B@ 
-p <>65B 8A?>;L7>20BLAO 4;O C:070=8O =01>@0 ?@>B>:>;>2. 

 -r - 2K2>4 A>45@68<>3> B01;8FK <0@H@CB870F88 IP. 1B0 :><0=40 
M:2820;5=B=0 :><0=45 route print. 

 <AF9D64? - >1=>2;5=85 2K1@0==KE 40==KE A 8=B5@20;><, 
>?@545;5==K< ?0@0<5B@>< 8=B5@20; (2 A5:C=40E). !060B85 :;028H 
CTRL+C >AB0=02;8205B >1=>2;5=85. �A;8 MB>B ?0@0<5B@ ?@>?CI5=, 
netstat 2K2>48B 2K1@0==K5 40==K5 B>;L:> >48= @07. 
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 /? - >B>1@065=85 A?@02:8 2 :><0=4=>9 AB@>:5.

 

�D<@9DO >B@4A8O NETSTAT 

#@8<5@ @01>BK :><0=4K Netstat =0 Windows 10 ?>:070= =0 @8AC=:5 
2KH5, CB8;8B0 @01>B05B =0 2A5E 25@A8OE >?5@0F8>==KE A8AB5< 
Windows. 

 �;O >B>1@065=8O A?@02:8 ?> :><0=45 22548B5 2 :><0=4=>9 
AB@>:5 netstat /?; 

 �;O 2K2>40 AB0B8AB8:8 Ethernet 8 AB0B8AB8:8 ?> 2A5< ?@>B>:>;0< 
22548B5 A;54CNICN :><0=4C: netstat -e -s; 

 �;O 2K2>40 AB0B8AB8:8 B>;L:> ?> ?@>B>:>;0< TCP 8 UDP 22548B5 
A;54CNICN :><0=4C: netstat -s -p tcp udp; 
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 �;O 2K2>40 0:B82=KE ?>4:;NG5=89 TCP 8 :>4>2 ?@>F5AA>2 :064K5 5 
A5:C=4 22548B5 A;54CNICN :><0=4C: netstat -o 5. 

  


