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[TpakTnueckoe 3ananue Nel
Heab: Hayuntbcs oQopMIIsITh JOKYMEHTAIUIO AJ11 KOMITBIOTEPHOU CETH.
Xoxa padoTbl

3ananme 1.

Haueptuts npu nomomu MS Visio miiaH 3Taxa 1o BApuaHTy.

3ananue 2.

Pacnonoxuth B KaxaoMm kabunere pabounme wmecra ¢ [IK wu ompenenuts
MECTONOJIOKEHHE HHPOPMALIUOHHBIX PO3ETOK.

3aganue 3.

Br16pars noMenienue g cepBepHoil komHaThl. OOOCHOBATH BBIOOD.

3aganue 4.

Pacronoxuts cereBoe O00OpYJOBAaHHE B CEPBEPHOM KOMHATE W, €CJIH 3TO
HE00X0UMO, B APYTUX MOMELICHUSIX 3Taxa.

3ananmue 3.

CxemMaTHUHO U300pa3UTh MPOTKKY MPOBOIOB OT CEPBEPHOIN KOMHATHI 10 KaXK10M
UH()OPMAITMOHHOM PO3ETKHU.

3ananme 6.

HammcaTe nerenay i miiaHa sTaxa, 0003Ha4MB Bce 000py10BaHUE.

3ananue 7.

Paccuutarh CTOMMOCTH NPOTSIKKY TAKOM CETH, BKIIIOUUB: KaOeib, KOHHEKTOPHI,

Kabeb-KaHall, UH(POPMAIIMOHHBIE PO3ETKH, CETEBOE 000PY10BAHUE.
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[TpakTnueckoe 3aganue No2

Hean: [IpoBectu TexHuyeckuit ocMoTp 000pyaoBaHusi cetu B kadbunere401.

Xoxa padoTbl

1. TIpoBeputh pabOTOCTIOCOOHOCTH MH(POPMAITMOHHBIX PO3ETOK B KAOWHETE;

2. [IpoBepuTth paborocnocodbHOCTh nMaty-kopA0B oT 1K 10 napopmanmonHoit

PO3ETKH;

3. I[IpoBepuTh paboTOCIIOCOOHOCTH TOPTOB KOMMYTATOPA;

4. IIpoBeputh paboTOCOCOOHOCTH ceTeBoi KapThl [1K.

5. CocTaBUTh OTYET-TAOUIY B CIAETYIOLIEM BUJIE:

Tect

IIpumeyanue

Bomnpocs! Aj1s1 KOHTpOJIA:

1) Jlns gero mpoBOAUTCS TEXHUUECKUI OCMOTP 000pY10BaHMS?

2) Kak yacTo He0OXO0IUMO MPOBOJIUTH TEXHUUECKUN OCMOTpP?




[IpakTnueckoe 3aganue Ne3
Heab: YcranoButk u HacTpouTh [10 nisa pesepBHoro konuposanusi Cobian BackUp.
XoJ paboTHI.

1. Ckauath IPOrpaMMy cobian backup C o(unraIbHOTO cauTa:
http://www.cobiansoft.com/index.htm.

VY CTaHOBUTH YTUIIUTY € MPaBaMu aJIMUHUCTPATOPA.

BriOpath TUN yCTaHOBKU — aBTOMATUYECKHU 3allyckaemas ciry»k0a. 3amyckaTh o
ydeTHOH 3anuckio Local System.

Cosmates HOBOE 3amanue (Ctrl+A);

Bri6pats ums — Ha3BaHue rpynnsl 1 Homep [1K;

Y CTaHOBUTH TUIT KOMMMPOBAHUS — TIOJIHBIM;

B ¢aiinax BeIOpaTh CBOIO MaNKy;

YcTaHOBUTH pacniucaHue: Mo MOHEeAeIbHUKaM, OuH pa3 B 1Be Heaenu B 00:15.

. IlocTaBUTH BBHICOKUI MPUOPUTET U KOJUYECTBO MOTHBIX XPAaHUMBIX KOTTUN — 2.

10 Tun cxxarus — zip, He IEJTUTh Ha HECKOJIBKO (PailyioB.

11.Bun mmudpoBanust — AES 256 Out, cexpetHas ¢ppaza — KomnbproTepHbIECETH.

Rl N

A N

HOBTOpI/ITB BCC TO XK€, AJIA I[O68BO‘IHOFO THUIIa KOITMPOBAHMUA.

Bonpocs! 111 KOHTPOJIA:
1) Yto 3HAYUT MOJHOE KONMUPOBAHUE?

2) UYeM noiHOE KOMUPOBAHUE OTIUYACTCS OT 10OABOYHOTO?
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[IpakTrueckoe 3aganue Nod
Hean: [IpoBecTn BoccTaHOBIeHUE HHGOPMAITMK YTUINTOM Recuva.
XoJ paboTHI.

1. 3anmcarp Ha (ien-HaKONUTENb (ailyibl U3 CBOCH Manku (0HY KapTUHKY U OJUH

TEKCTOBBIN (haiim).

Y nanuth ¢ premku 3ty Ganibl.

Ckauvarp yTuuty Recuva.

3anycTuTh OT UMEHHU aJIMUHUCTPATOpPA U BHIOPATH BCE THUIBI (PaiisioB.

Br16paTh pacnonioskeHre Bamiei (premKku 1 3amycTUTh CKAHUPOBAHHUE.

Pe3ynpTaT CKaHMpOBaHUS MIPUIIOKUTH K OTUETY.

3anucaTh Ha (uienI-HaKONUTeIb (ailiibl U3 CBOEH Marnku (OAHY KapTUHKY U OJIMH

TEKCTOBBIN (haii).

8. IlpousBectu ObicTpoe popMaTUupoBaHUE (PIICIIKH.

9. 3anyctuTh BoccTaHoBIIeHHE (aiinoB yTrinTo Recuva.

10.3anucath Ha Quem-HakonuTe b (aiiabl U3 CBOEH Manku (OAHY KapTUHKY U OJMH
TEKCTOBBIN (haiin).

11.ITpousBectu noaHoe popMaTupoBaHue (HICIIKH.

12.3anmycTuth BoccTaHOBJIEHUE (haiiioB yTuiauToi Recuva.

13.B BbIBOAE oOmnucaTh pe3yibTaThl BOCCTAHOBJIEHUS MPH Pa3HbIX Croco0ax
ylaJaeHHUs..

Nonkwd

Bonpocsl 1151 KOHTPOJIAA:

1. Yem OwicTpoe hopMaTUpOBaHUE OTIUYAETCS OT MOJIHOTO?
2. B xakoM ciry4ae He yJacTCsl BOCCTAHOBUTH YAAJIECHHYIO ¢ (prerku nHbopMaIuio?
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[IpakTrueckoe 3aganue NoS
Heab: M3yunts TUNBI MaccuBoB RAID.
XoJ paboThI.

JKOHOMMYHOCTb. ClielyeT MOSACHUTb, YTO TMOJA  IKOHOMUYHOCHbIO MBI
MoJipa3yMeBaeM B JIaHHOM ciy4ae Ko3(pPHUIIMEHT UCTIOIb30BaHUS MPOCTPAHCTBA JKECTKUX
nuckoB. {ns ypoBHeld JBOD u RAIDO oH paBeH eaunuie, Wi '"3epKaibHBIX" ypOBHEU
RAIDIx paBen 1/2, a qiist Bcex apyrux Beraucisiercs: mo gpopmyne (N-X)/N, rae X=1 s
RAIDS, X=2 nns RAIDSEE u RAID6. [Ipu Hannuumu nucka (IMCKOB) TOPSYEro pe3epna
HotSpare 3nauenue X ciieyeT yBeIUYHUTh €II€ Ha KOJTUYECTBO TaKUX JIUCKOB.

[ToscHo Ha mpumepe. g BHEMIHEW CHCTEMBI XPAHEHUS JTAHHBIX ProStor® M-
6160FA-512, umeromeld B coctaBe 16 XECTKUX AUCKOB, 15 M3 KOTOPHIX OOBEIWHCHBI B
RAIDG6, a em¢ oqun oObsBiieH kak HotSpare, koadduriment ucnonb3oBanus oyaet (16—2—
1)/16, to ectb 81%. Jlnsg maccuBa RAIDO Ha TOM e cToiike 3TOT KoddduimeHt oyaer
paBen 100%, a mms RAID1 — 50%. EctecTBeHHO, HU O KakOH JEIIEBU3HE B TaKOM
KOHTEKCTE peyu ObITh HE MOXKET, IOATOMY HE CJIEIyeT aHAIIM3UPOBATh HAIIly AUArpamMmy
Ha MpeaMET MOUCKa CaMbIX OIOJIKETHBIX BAPUAHTOB.

Pa3z yx 00 srom 3amwia peus, "RAID mns Oemubix" — 3TO, Kak MpaBUIIoO,
nporpammubie peanuzanmu  RAIDO, RAIDI1, RAID10, RAIDS Ha #aByX, 4eTbIpéX,
MAaKCHUMYM - IIECTH Auckax. OHU 4Yalle BCEro MPUMEHSIOTCS B JIOMAIIHUX CTAHUMSIX U HE
CIIMIIKOM KPUTUYECKUX CEPBEPHBIX 3ajJadyax M, KOHEYHO, TOXKE€ HMMEIOT IpaBO Ha
CYILLIECTBOBAHHUE.

Kcratu, tepmun RAID, npennoxennsiii  yueneimu  Kamudopuuiickoro
VYuuepcutera bepxnu B 1987 rony, nepBoHavanbHo pacimdpoBbiBasics kak Redundant
Array of Inexpensive Disks (n30bIToOuHBII MaccuB HEOPOTUX JUCKOB). B mocnenyromem
ero m3meHunu Ha Redundant Array of Independent Disks (u30bpITOuHBII MaccuB
HE3aBUCUMBIX JIMCKOB) — 3TO 00JIe€ TOYHO OTPAKAET €0 CYTh U HE BBOJUT B 3a0JIyKICHHUE
HAacY€T CTOMMOCTH, TaK Kak /g paOOThl B MAacCHBE, €CTECTBEHHO, PEKOMEHIYETCs
WCIIOJB30BaTh aNMNapaTHbIi KOHTPOJUIEP W CaMbleé KayeCTBEHHBIE JUCKH, KOTOpbIE
JEIIEBBIMU HE SIBIISTIOTCSL.

Ckopoctb. IlpakTuyecku Oe3albTEPHATUBHBIM CPEJICTBOM JIOJTOBPEMEHHOTO
XpaHeHus OOoJbIIMX O0BEMOB JAHHBIX JI0 HEJABHETO BPEMEHM SIBJISIIUCh MAarHUTHbBIC
JKECTKUE NUCKU. MarHuTHbBIE JIHTHI, Pa3JIMUHbIC ONTHUYECKUE W MarHUTO-ONTHYECKHE
JIMCKOBBIE TEXHOJOTUM U (DIIDUIKK B CHIIY MPUCYIIMX UM CHEHU(UUECKUX OrpaHuYEHUN
COCTaBUTh UM KOHKYPEHIIMIO HE MOTJIU. JIOCTOWHBIM CONMEPHUKOM B OyAyIlIeM MOTYT
CTaTh TBEpAOTENbHbIE AUCKKM SSD, HO UX Bpems eué He HacTynuwio (TexHonoruto SSD
00CyIUM YyTh TMO3XKE)).

Urak, "y3kuMm" mecToM 11000 KOMITBIOTEPHOW CHUCTEMBI SIBJSIFOTCSI CKOPOCTHBIE
XapaKTePUCTUKN MEXaHUUECKUX YacTel HKECTKUX IUCKOB: CKOPOCTh BPAILICHUS IIIHAHIEIS
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U cpeAHee BpeMs IMO3WLHUOHUPOBAHUS ToJIOBOK. OT MEpBOM XapakTEpUCTHKU (TpH €€
YMHOK€HUM Ha IUJIOTHOCTb 3allMCH) 3aBUCHUT TaK Ha3blBaeMas BHYTPEHHSISI CKOPOCTb
YTEHUS W 3alucu JTaHHbIX. OT BTOpPOW — CTENEHb 3aTpaT BPEMEHHU Ha IEPEMEIICHHE
rOJIOBOK, BO BPEMSI KOTOPOT'O, ECTECTBEHHO, HU 3aIlCh, HU YTEHUE HE IPOU3BOISATCS.

PeanlbHBIMM TIyTSIMHA YBEJIMYEHHSI MPOU3BOJIUTEIIBHOCTH JIHCKOBOW IOJCUCTEMBI,
OYEBUIHO, SBIAIOTCSA: MHHUMHU3AUMs I[EPEMEIICHUS TOJIOBOK HAKOIWTEIEH U
[apajuIeIbHOE YTEHHUE JAHHBIX C HECKOJIBKUX HAKOIMTENEW OJHOBpEeMEHHO. Ha mpakTuke
IIEPBBI MYTh PEATM3YETCS YBEIMYEHUEM pa3Mepa KiacTepa ONEpPalOHHOM CHCTEMBI,
ONTUMU3ALMEN pa3MEIeHUs] aHHBIX Ha JUCKE W peryisipHoil nedparmentarueit. Jlms
peanuzainuu BTOporo mytu B 1987 Obuio pa3paboTaHO omucaHWe Ha0Opa apXUTEKTYpP
MacCUBOB  JUCKOB,  OTJIMYAKOIIMXCS  OTKAa30yCTOMYMBOCTBIO UM IOBBIMICHHOU
IIPOM3BOJIUTENIBHOCTBIO, TONTyuyuBIIee Ha3BaHue RAID.

CaMpIMU OBICTPBIM COIJIACHO Hallell auarpamme siBisieTcss ypoBeHb RAIDO
(RAIDO00). Teopetnuecku, MpOU3BOAUTEILHOCTh TAKOTO MAaCCUBA JIOJKHA PACTU JIMHEWHO
10 MEPE YBEJIMYECHHUS YUCIIa BXOAALIMX B HETO IMCKOB, OJHAKO HA IIPAKTUKE, KOHEYHO XK€,
BCE 00CTOUT HE HACTOJIBKO pamyxkHo. K Tomy Xke ciieayeT NOMHHUTh, YTO C YBEIMUECHUEM
gyucina Bxoasammx B RAIDO auckoB ckopocTh pacTET apudMETHUECKH, a BEpPOSTHOCTD
OTKa3a — IeOMETpUYECKU. B HEKOTOPOM pOJie KOMIIPOMHUCCOM CKOPOCTH M HAIEKHOCTHU
aBisitoTcst Bce ypoBHU RAIDX0, cpenu kotopeix ynomsineM RAID10, RAID1EO, RAIDS0
u RAID60.

Hanéxxnocrb. CTONPOLICHTHOW HA/IEKHOCTH HE OBIBA€T B NMPHUHLMUIIE, [TOTOMY B
JAHHOM ciy4ae Mbl OyneM paccMmarpuBath yYpoBHU RAID ¢ Touku 3peHus ux
YCTOMYMUBOCTHU K OTKa3aM OTACIbHBIX JUCKOB. B 3TOM cMBbIC/IE cCaMbIM "HEHAJIC)KHBIM", KaK
MBI TOJIBKO YTO BBISICHHIIU, SIBJIIETCA caMblil ObICTpbIN ypoBeHb RAIDO. Beixon u3 ctpos
00010 xEcTKOro nucka B MaccuBe RAIDO BbI3bIBaeT MOTHYIO MOTEPIO €T0 IAHHBIX.

CambpiMu HAIEKHBIMA HA CETOAHSIIHUA JAEHb MOXKHO cuMTaTh ypoBHU RAID6 u
RAIDI15. B mro6om cimyuae, He clieyeT 3a0bIBaTh PO PE3EPBHOE KOMMUPOBAHUE.

JBOD (Just a Bunch of Disks) — 310 npoctoe o0beauHeHue (spanning) >KeCTKUX
nuckoB, koTopoe ypoBHeM RAID dopmansHo He siBisieTcsi. Tomom JBOD moker ObITh
MacCHB M3 OJIHOTO JIMCKA WM 00beIMHEHNE HeCKOoJIbKUX McKoB. Kontpomnepy RAID s
paboThl C TAKUM TOMOM HE TpeOyeTcsl MPOBEACHUE KaKuUX-Tu0o0 BbruuciaeHui. Ha namei
nuarpamMme nuck JBOD cinyXUT B KauecTBe «OpAWMHApPa» WU OTIPABHOW TOYKH — €O
3HAQYEHUS  HAJEKHOCTH, IPOU3BOAUTEIBHOCTA U  CTOMMOCTH  COBIIAJAIOT €
COOTBETCTBYIOIIMMU ITOKA3ATEIAMU €IMHUIHOTO KECTKOTO JUCKa.

RAID 0 (“Striping”) n30bITOYHOCTH HE UMEET, a THPOPMAIIHIO PACIPEIETSET Cpa3y
M0 BCEM BXOJSAIIUM B MacCUB JMCKaM B BHJIe HEOONBITNX OJIOKOB («CTpamoBy). 3a cuer
ATOTO CYIIECTBEHHO IOBBIIAETCS ITPOU3BOIUTEIBHOCTD, HO CTPANAET HANE)KHOCTh. Kak n
B cirydae JBOD, 3a cBou aenbru mel nosrydaem 100% emkoctu qucka.

[losicHio, MOYeMy YMEHbILIAETCS HAJASKHOCTh XPAaHEHUs JaHHBIX Ha J0OOM
COCTaBHOM TOME€ — TaK KaK MpH BBIXOJE U3 CTpOs JIOOOT0 M3 BXOIALIUX B HETO
BUHYECTEPOB MOJHOCTHIO U 0€3BO3BpATHO MpomnajaeT Bcsa nuHpopMmanusa. B cooTBeTcTBHM C
TEOpUEN BEPOATHOCTEN MaTEMAaTHUIECKU HaJexKHOCTh ToMa RAIDO paBHa mpou3BEAEHUIO
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HAJIEKHOCTEN COCTABIIIOIIUX €r0 JUCKOB, KaX1asl U3 KOTOPBIX MEHBIIIE €INHULBI,
MO3TOMY COBOKYITHAsI HAIKHOCTD 3aBEIOMO HIKE HAJICKHOCTH JIFOOOTO IUCKA.

Xopomuit ypoBeHb — RAID 1 (“Mirroring”, «3epkano»). OH uUMeeT 3aluTy OT
BbIXOJ]a W3 CTPOs TOJOBUHBI MMEIOIIUXCS alMapaTHbIX CPEJCTB (B 0OIIeM ciydyae —
OJIHOTO M3 JBYX JXECTKHUX JIMCKOB), OOECIEYMBAECT NPHEMIIEMYIO CKOPOCTh 3allUCH H
BBIMIPBIII [0 CKOPOCTH YTEHHUS 3a CYET pachnapajulesiiBaHus 3arpocoB. Hemoctatok
3aKJIFOYAETCS B TOM, UYTO MPUXOAUTCS BBIIJIAYUBATH CTOMMOCTBH JIBYX »KECTKUX JUCKOB,
MoJIy4asi oJIE3HbIA 00bEM OJHOTO KECTKOTO JUCKA.

M3HavanpHO TMpeanonaraercsd, 4Yro JKECTKUA JHUCK — BEllb HAaJEKHas.
CoO0TBETCTBEHHO, BEPOSITHOCTh BBIXOJIAa U3 CTPOSI Cpa3y JIBYX JIHUCKOB paBHa (1o ¢hopmyIie)
IPOU3BENCHUIO BEPOATHOCTEM, T.€. HUKE HA nopsanku! K coxaneHuro, peanbHas )KU3Hb —
He Teopus! J[Ba BuUHYecTepa OepyTcsi U3 OJHOM MapTUU U PabOTaIOT B OJUHAKOBBIX
YCIOBUSIX, @ NpPH BBIXOAE M3 CTPOS OJHOTO W3 JUCKOB Harpy3ka Ha OCTaBLIMKCS
YBEJIMYHUBAETCS, [IO3TOMY Ha IIPAKTUKE IPU BBIXOJE U3 CTPOS OJHOIO W3 JHUCKOB CIIEAYET
CPOYHO MPUHUMATh MEPHI — BHOBb BOCCTAHABIUBATh U30BITOYHOCTb. J1JIsl 3TOTO C JHOOBIM
ypoBHeM RAID (kpome HyJI€BOT0) pEKOMEHIYIOT MCIIONb30BaTh JUCKU TOPSAYEro pe3epna
HotSpare. J[oCTOMHCTBO Takoro mnojaxoja — MOAJEPKaHWE IOCTOSHHON HaJEeKHOCTH.
Henocrarok — eme 0oapme U3IEpKKHU (T.€. CTOUMOCTh 3-X BUHUECTEPOB JJIsi XPAHECHHS
00bEMa OJTHOTO JIUCKA).

3epkano Ha MHOTUX Juckax — 370 ypoBeHb RAID 10. Ilpu ucnosib3oBaHUU TaKOTo
YPOBHSI 3€pKaJIbHbIE Tapbl JUCKOB BBICTPAMBAIOTCS B «UEMOYKY», IMOITOMY OOBEM
MOJIy4YE€HHOTO TOMA MOKET MPEBOCXOJUTH EMKOCTh OJJTHOT'O KECTKOTO AucKa. JJoctonHcTBa
U HEJNOCTaTKU — Takue ke, kak u y ypoBHA RAIDI. Kak m B apyrux ciyudasx,
PEKOMEHAYEeTCsl BKIIIOYaTh B MACCUB JUCKH ropsiuero pesepsa HotSpare u3 pacuera oauH
PEe3CepBHBIN Ha MATHh PaOOYHX.

RAID S, neiicTBuTENbHO, CaMbIil TIOMYJISIPHBIA U3 YPOBHEM — B MEPBYIO OYEpE.b
Omarojapss CBO€ll SKOHOMHYHOCTH. JKepTBys paan H30BITOYHOCTH EMKOCTBIO BCETO
OJIHOTO JIMUCKa W3 MAacCHBa, MBI TOJydaeM 3alllUTy OT BbIXOJa W3 CTPOs JIIOOOTO M3
BUHUYecTepoB Toma. Ha 3amucek nndopmaruu Ha ToM RAIDS TpaTsaTcs TOMOJHUTEIBHBIC
peCypchl, TaKk Kak TpeOYIOTCS JIOMOJIHUTEIbHBIC BBIYUCICHHS, 3aTO MPU YTCHUH (TI0
CPaBHEHMIO C OT/ICJIbHBIM BUHUYECTEPOM) UMEETCS BBIUTPBHIII, IOTOMY YTO TOTOKHU JIAHHBIX
C HECKOJIbKUX HAKOMUTENEH MacchBa pacrapaieInBatoTCs.

Henocratku RAIDS mposiBIIOTCSA IIPU BBIXOJE U3 CTPOS OJHOTO M3 AUCKOB — BECH
TOM MEPEXOAUT B KPUTUUECKUM PEKUM, BCE OIEpaIMy 3alUCH U YTEHUS COMPOBOXKIAIOTCS
JOTIOJTHUTENbHBIMA ~ MAHUMYJALMSAMHU, PE3KO TaJaeT MPOU3BOAUTENIBHOCTh, JHUCKH
HAaYMHAIOT TpeTbcd. Eciu cpoyHO HE MPUHATH MEPbl — MOXHO MOTEPSITh BECh TOM.
[ToaTomy, (cm. Bbimie) ¢ TomomM RAIDS crnemyer oOsi3aTenbHO HWCmonab30BaTh auck Hot
Spare.

[Tomumo 6GazoBeix ypoBHei RAIDO - RAIDS, ommcanHbIX B CTaHaapTe,
cymecTBytoT komOunupoBanusie ypoBHu RAID10, RAID30, RAIDS50, RAID15, xoTopsie
pa3JIMYHbIC TPOU3BOIUTEIN HHTEPIPETUPYIOT KaXK/IbII TO-CBOEMY.
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CyTp Takux KOMOMHaLMW BKpaTie 3akitodaercs B cieaytomiem. RAID10 — sto
coueTaHue eMHUYKHU U HOouKa (cM. BbIie). RAIDS50 — ato o60benunenue mo “0” TomoB 5-
ro ypoBHs. RAID15 — «3epkano» «mstepok». U Tak ganee.

Takum 00pa3oM, KOMOWHUPOBAHHBIE YPOBHU HACJIEAYIOT NpeumyiiectBa (U
HEJOCTAaTKM) CBOUX «ponuteneiy. Tak, mosiBaeHue «Hoiuka» B ypoBHe RAID 50
HUCKOJIBKO HE JO0OaBJsIeT €My HaJAEeKHOCTH, HO 3aTO TOJOXKUTEIBHO OTpa)kacTcs Ha
npousBoauTesbHOCTH. YpoBeHb RAID 15, HaBepHOe, OUeHb HAJEKHBIN, HO OH HE CAMBIIi
OBICTpBII U, K TOMY k€, KpallHE HESKOHOMHYHBINA (TOJ€3Has €eMKOCTh TOMa COCTaBIISICT
MEHBIIIE MMOJIOBUHBI 00beMa UCXOAHOTO JUCKOBOT'O MacCHBA).

RAID 6 otimuaercs or RAID 5 TteM, 9To B KaXJI0M Py JaHHBIX (MIO-aHTJIMMCKU
stripe) UMEET HE OJMH, a 06a OJOKa KOHTPOJIbHBIX CyMM. KOHTpOJBHBIE CyMMBI — —
«MHOTOMEPHBIE», T.€. HE3aBUCUMBIE JIPYT OT JAPYra, MOATOMY JaKe€ OTKa3 JIByX JTHCKOB B
MacCHBE MO3BOJISIET COXPAHUTh UCXOAHBIC JaHHBbIC. BhIUMCIEHNE KOHTPOJBHBIX CYMM IO
Metrony Puma-Conomona TtpeOyer Oonee HMHTEHCHMBHBIX MO cpaBHeHH0 ¢ RAIDS
BBIYMCIICHU, I03TOMY PaHbIIE IECTOM YPOBEHb MPAKTUYECKH HE UcIoab3oBaics. Ceituac
OH TOJJICPKUBAETCS MHOTMMH MPOAYKTAMH, TaK KaK B HHUX CTalld yCTaHABIIUBAaTh
CHEIMaTN3UPOBAaHHBIE MUKPOCXEMBI, BBITIOJHSIONINE BCE HEOOXOAUMbIE MaTEeMATHUUECKHE
orepaluu.

CornacHO HEKOTOpPBIM HCCJIEAOBAaHUSM, BOCCTAHOBJIEHUE IEJIOCTHOCTH IOCIE
oTkaza ogHoro aucka Ha TomMe RAIDS, cocraBnennom u3 auckoB SATA 0oJbIIOTO
ooweMma (400 u 500 rurabaiit), B 5% ciiydaeB 3akaHUMBAETCs yTpaTou AaHHBIX. [[pyrumu
CJIOBaMH, B OJTHOM CIlydae W3 ABAJALATH BO BpeMs pereHepaunu MmaccuBa RAIDS na nuck
pe3epBa Hot Spare Bo3MOkeH BBIXOJl U3 CTPOSi BTOPOro AMCKa... OTcroAa peKOMEeHAAlNH
ayumux RAIDoBonoB: 1) Beceraa aenaiite pesepBHbie konuu; 2) ucnonb3yiite RAIDG6!

HenaBuo nosiBunrcs HoBble ypoBHU RAIDIE, RAIDSE, RAIDSEE. byksa “E” B
Ha3BaHUM o3HavaeT Enhanced.

RAID level-1 Enhanced (RAID level-1E) xomOunupyet mirroring u data striping.
Orta cmech ypoBHeil 0 um 1 ycrpoeHa cnemyroomum obOpa3oM. JlaHHble B psay
pacnpeaensitoTcs TOUb-B-TOYb TakK, Kak B RAID 0. To ecTb psAl JTaHHBIX HE UMEET HUKAKOU
M30b6ITOYHOCTH. Clienyromuil psij 6J10KOB TaHHBIX KOMUPYET MPEAbIAYIIUNA CO CABUTOM Ha
onuH 010k. Takum 00pa3om kak U B cTanAapTHOM pexkrme RAID 1 kaxapiii 010K TaHHBIX
MMEET 3€pKaJbHYI0 KOIMHIO Ha OJHOM W3 JUCKOB, MOATOMY IOJIE3HBIH O0OBEM MaccHUBa
pPaBeH MOJIOBUHE CYMMapHOro 00beMa BXOJAIIUX B MACCUB JKECTKUX TUCKOB. [[1s1 paboThI
RAID 1E TtpeOyeTcst o0beaAMHEHNE TpeX WK 0oJiee TMCKOB.

Mue ouenb HpaButcs ypoBeHb RAIDIE. Jlns momiHo#l rpaduyeckoin paboueit
CTaHIIMU WU JaXKe JJIs JTIOMAITHEr0 KOMIMbIOTEepa — ONTUMaIbHBIA BeIOOp! OH oOnamaer
BCEMU JOCTOMHCTBAMH HYJIEBOI'O M MEPBOTO YPOBHEW — OTJIIMYHASI CKOPOCTh U BBICOKAs
HaJIEKHOCTb.

[Tepeitnem Teneps k ypoBHio RAID level-5S Enhanced (RAID level-5E). 310 To xe
camoe 4to U RAIDS, TOJIBKO CO BCTPOEHHBIM B MAacCHB PE3E€PBHBIM JTHUCKOM spare drive.
OTO BCTpaMBaHHWE NPOUZBOAUTCS CIEIYIONIUM O0pa3oM: Ha BCEX HCKaX MAacCHBa
ocTaBJisieTcst cB000IHBIM 1/N yacTh MpoCcTpaHCTBa, KOTOpPast MPU OTKa3€ OJHOTO U3 IUCKOB
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UCIIONB3YETCsl B KauecTBe ropsuero pesepsa. 3a cuetr 3toro RAIDSE gemonctpupyer
Hapsily C HaJASKHOCTBIO JIYYIIYIO TPOU3BOJUTEIBHOCTh, TaK KaK YTEHHE/3aInCh
NPOU3BOAUTCS MapajiesibHO ¢ OOMBIIEro 4Yucia HAKOMHUTENIeW OJHOBPEMEHHO M  spare
drive He npocTanBaeT, kak B RAIDS. OueBuIHO, UTO BXOMSIIUMNA B TOM PE3E€PBHBIN JTHUCK
Henap3s JenuTh ¢ apyrumu TomaMu (dedicated vs. shared). Tom RAID 5SE ctpoutcs
MUHAMYM Ha 4YeThipex (u3ndeckux pauckax. [lome3Hsrii 00BEM JOTHYECKOTO TOMa
BBIYHCIIsIeTCs o hopmyre N-2.

RAID level-5E Enhanced (RAID level-SEE) nono6en ypossto RAID level-5E, Ho
OH umMmeeT Oosiee d(pdexTuBHOE pacmpejaeneHue spare drive u, Kak cleACTBUE, — Oojee
obicTpoe Bpems BoccTaHoBleHus. Kak u ypoBenb RAIDSE, stor ypoBenr RAID
pacnpenenser B psgax OJOKU TaHHBIX U KOHTPOJIbHBIX cyMM. Ho OH Takke pacmpenensier
U cBOOOJHBIE ONOoKM spare drive, a HE MPOCTO OCTABISIET MOJ ATH IEJIH YacTb 0O0bema
JUCKa. OTO TO3BOJISIET YMEHBIIUTH BpeMs, HEOOXOJUMOE Ha  PEKOHCTPYKIIUIO
uenoctHoctd TomMa RAIDSEE. Bxoasmuii B TOM pe3epBHBIM JTUCK HENb3s JACIUTH C
IpYTrUMU TOMaMu — Kak U B npenpiayniem ciayyae. Tom RAID SEE crpoutcst MuHuMyM Ha
YyeThlpex (Qu3nueckux auckax. [lone3Hbii 00bEM JOTMUYECKOTO TOMA BBIYUCISIETCS IO
dhopmyie N-2.

Kak HM cTpaHHO, HuKakux ynomMuHaHuii 00 ypoBHe RAID 6E na mnpocropax
HNHTepHeTa s HE HamIeN - MOKa TaKOW YPOBEHb HUKEM W3 IPOU3BOJAWTENICH  HE
npeuiaraeTcss U aaxke He aHoHcupyerca. A Beab ypoBeHb RAIDOE ( mnn RAID6GEE? )
MOXHO TPEMJIOKUTHh IO TOMY K€ MpUHIUNY, 4To W npenpyaynmii. Juck HotSpare
obs13amenbHO JOJDKEH CcompoBoXaaTh Job0oii ToM RAID, B Tom umcine m RAID 6.
Koneuno, Mpl He noTepsieM HHGOPMAIIHIO TIPHU BBIXOJE U3 CTPOS OAHOTO WIIU JIBYX JIUCKOB,
HO HA4aTh pEreHepaluio MeJIOCTHOCTH MacCHBa KpaiHe BaKHO KaK MOKHO PaHbIIe, YTOOBI
CKOpEE BBIBECTH CUCTEMY M3 «KPUTHUUECKOTO» peknuma. [Tockoabky HEOOXOAMMOCTD TUCKa
Hot Spare 1151 Hac He MOJIEKUT COMHEHUIO, IOTUYHBIM ObUIO OBl TOCIIEIOBATH AAJIbIIE U
«pa3Mazatb» ero nmo TOMy Tak, kak 3710 caenaHo B RAID SEE, 4ro0bl momy4yuThb
MPEUMYIIECTBA OT UCIOIb30BaHUs OOJBIIEro KOJIUYECTBA JUCKOB (JIydllias CKOPOCTh Ha
YTEHUHU-3AMMCU U 00Jiee OBICTPOE BOCCTAHOBJICHHE IIEJIOCTHOCTH).

Yposau RAID B «uncaax».
B taGnuiry s cobpan HEKOTOphIe BaXKHBIC ITapaMeTphl MOUTH BceX ypoBHel RAID,
YTOOBI MOKHO OBLJIO COMOCTABUTH UX MEXKAY COOOM U YeTye MOHATh UX CYTh.

Hcnoun- IIponsso- IIponsso-
N30m1- Berpoen-
30BaHHE JTHTEIb- JTHUTEIb- . MuH. KoJ1-
Yposenb TOY- HBIH TUCK Makc. K0J1-BO JUCKOB
e€MKOCTH HOCThb HOCTh BO JHCKOB
HOCTh pe3epBa
JHCKOB YTEeHUN 3amucH
RAID 0 HET 100% Orta Orta HET 1 16
RAID 1 + 50% Xop + Xop + HET 2 2
RAID 10 + 50% Xop + Xop + HET 4 16
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RAID 1E + 50% Xop + Xop + HET 3 16
RAID 5 + 67-94% Ora Xop HET 3 16
RAID 5E + 50-88% Ora Xop + 4 16
R +  |50-88%| Omm Xop + 4 16
RAID 6 + 50-88% Ora Xop HET 4 16
RAID00| HeT 100% Ot1a Ot HET 2 60
RI%IOD 50% Xop + Xop + HET 6 60
RAID 50 67-94% Ora Xop HET 6 60
RAID 15 + 33-48% Ora Xop HET 6 60

Bce «3epkanbnbie» yposau — RAID 1, 1+0, 10, 1E, 1E0.

JaBaiiTe ele pa3 nornpodyeMm JOCKOHAIBHO pa3o0paThesi, YEM K€ Pa3IuyaroTCs dTU
ypOBHU?

RAID 1.

D710 — KI1accuueckoe «3epkanoy». JIa (1 Toibko Bal) )KeCTKUX AUCKA pabOTaIOT KaK
OJIVH, SIBJISIACH TIOJIHOM KOMUEH ApyT Apyra. Berxoa U3 cTpost itoO0ro u3 3TUX JBYX JAUCKOB
HE TMPUBOAUT K IMOTEPE BalIMX JAaHHBIX, TaK KAaK KOHTPOJJIEp MNPOAOKAET paboTy ¢
ocraBmmmcsi auckoM. RAIDI B mudpax: naBykpaTHas HW30BITOYHOCTh, JIBYKpaTHas
HAaJIe)KHOCTh, ABYKpATHasi CTOMMOCTb. [IpOM3BOAMTENBHOCTh Ha 3alHCh SKBHBAJICHTHA
MIPOU3BOJIUTEIIBHOCTH OJIHOTO >KECTKOro Aucka. [Ipon3BOAMTENBLHOCTh YTEHUS BBIIIE, TaK
KaK KOHTPOJUIEP MOKET PaclpeaeisaTh ONepaluuy YTEHHUS MEXIY IBYMs JUCKaMHU.

RAID 10.

CyTb 3TOr0 ypOBHS B TOM, UTO JIUCKH MAacCHMBa OOBEIMHSIOTCS MapaMH B «3epKajiay
(RAID 1), a 3aTeM Bce 3TH 3epKajbHbIE Mapbl B CBOIO Oouepelb OOBEAUHSIOTCS B OOIIMI
MaccuB ¢ yepenoBanreM (RAID 0). ImenHo nmostomy ero unorjaa obo3Havarotr kak RAID
1+0. Baxuprii MmoMmeHT — B RAID 10 MOXHO 0OBEIUHUTH TOJBKO YETHOE KOJHUYECTBO
IUCKOB (MuHUMYM — 4, makcumyM — 16). JloctomHcTBa: OT '"3epkaya" Haciemxyercs
HaJIE)KHOCTb, OT «HYJISD» — IPOU3BOJUTEILHOCTh KaK Ha YTEHHE, TAK U Ha 3aIUCh.

RAID 1E.

byksa "E" B HazBanuu o3Hauaer "Enhanced", T.e. "ynyumennsiid". ITpuHuun sToro
yAydllleHUusl CIeAyIoIui: naHHble Onokamu "uyepenyrorcs" ("striped") Ha Bce AUCKH
MACCHBa, a TIOTOM elle pa3 "depeayrorcs’ co caBuroM Ha oauH auck. B RAID 1E MoxHO
00bEeIUHATH OT TpeX 10 16 nuckoB. HaaexHOCTh COOTBETCTBYET MOKa3aTesIM "necsaTKu",
a IPOM3BOJIUTEIHLHOCTH 3a CUET OOJIbILIEro "YepeloBaHusA" CTAHOBUTCS UyTh JIy4Yllle.

RAID 1E0.

OTOT YpOBEHb pealu3yeTcs TaK: Mbl CO3JacM "HYJIEBOM' MacCMB M3 MacCHBOB
RAIDIE. CnenoBatenpHo, 00IIee KOJUYSCTBO JHCKOB JOJKHO OBITh KPAaTHO TPEM:
MHUHUMYM TPU U MAaKCUMYyM — mecThaecsaT! [IpenMyIecTBo B CKOPOCTH MPU 3TOM MBI BPSIJ

17



JU TIONYYUM, a CII0OKHOCTh pead3allii MOXKET HeOJaronmpusTHO OTPa3uThCs Ha
HAJAE)KHOCTH. | TaBHOE JTOCTOMHCTBO — BO3MOYKHOCTh OOBEIMHUTHL B OJWH MAacCHUB OYEHD
6osbioe (10 60) KOJIMYECTBO JUCKOB.

Bonpocel 17151 KOHTpOJIS:

1. Yem oTnnyaroTcs CylIECTBYIOIIME OPraHU3aLUU PE3EPBUPOBAHUA?
2. Kaxkoit cnoco6 60s1ee S5KOHOMUYEH?

[Ipaktrueckoe 3amanue Neb
Hean: HayunThcs BoccTaHaBIMBATH pa0OTOCIIOCOOHOCTH CETH.
Xoxa paboThI.
ITpakTryeckoe 3aganue Neo'/

Henan: HayunThes nMonb30BaThCs aHAIM3aTOPOM MPOTOKOJI0B Wire Shark.

1 TEOPETUYECKAA YACTD

1.1 3axBaTt u aHau3 ceTeBOro Tpaguka ¢ nomoumbio nporpammbi« Wireshark»

Wireshark - mporpamma-ananuzatop Tpaduka ais koMmnbloTepHbix ceted Ethernet.
ITporpamma Wireshark mo3BossieT 3aXBaThIBaTh MAKETHl MPOTOKOJIOB, MEPEIABAEMBIE MO
cetu Ethernet u ¢ momomipio rpapuyeckoro uHTepdenca MpeACTaBUTh 3TH JaHHBIC
MOJIH30BATENIO JJI JalbHEHIIEro aHauusa.

OcHoBHoe okHO Wireshark ripu ero crapre umeet cieayromuil Buj (pUCyHok 1).
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Pucynok 1 — OcHoBHOe okHO Wireshark

[Tanens unctpymentoB Wireshark umeer cienyromiue uHcTpyMeHThl (PucyHok 2).

BuNae cEx28 a+veT 2 [@E acan anes B
3§38 228 I§Y 8% S I I B O
SRR P5y
g;zggiégé‘;iia £ R
BE g " : = § 58 83

Pucynok 2 — [Tanenb "HCTPYMEHTOB

C noMomipto MHCTpyMEHTOB naHenu ¢uiabtpa Wireshark (pucyHok 3) MOXHO
co37aBaTh W COXpPaHATh, NPUMEHATh M YIAIATh (QUIBTPbI, KOTOpbIE NPEICTABISIOT
BO3MOKHOCTh (QUIBTPALIMH HHPOPMALIMK 3aXBAYEHHOT'O CETEBOT0O TpadukKa.

Q @rone ssopa dunsrpa \® /@ /

Filter: | Expression... Clear Apply Save

Pucynok 3 — I[1anens cbnanpa

[Tanens GunabTpa Wireshark nmeer cieayromiue mosst 1 ”HCTpYMeHTHI (PucyHok 3).
e Filter (cm. ykazarenb 1 Ha pUCYHOK 3) — MpegHa3HAYeH I OTKPBITHUS
JMAJIOrOBOTO OKHA TOJIb30BAaTEeNIbCKUX (DUIBTPOB ISl CO3[AaHUS WIM PEIaKTUPOBAHMS

bunsTpa;
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e [lose BBOMA umbTpa (CM. yKa3zaTenb 2 Ha PUCYHOK 3) - IpeTHa3HAYCHO
IUIApEAAKTUPOBAHUS BhIpaXKEHUS (QUIIbTPA;

e Expression (cM. yka3aTesb 3 Ha pUCYHOK 3) - IpeIHa3HA4YEH JUJISl OTKPBITUS
JMAIOTOBOTOOKHA — TIOMOIIIHUKA JIJIsl IOCTPOCHHSI BBIPAKEHUS (PUIIBTPOB;

e C(Clear (cM. yka3arenb 4 Ha pUCYHOK 3) — IpeIHA3HAYEH sl IPUOCTAHOBIICHUS
BO3JCHCTBUAGUIBTPA U OYUCTKH MO GUIBTPA;

e Apply (cM. ykazarenb 5 Ha pUCyHOK 3) — peHa3HAYEH JJIs OIKITIOUEHUS
BO3JECUCTBUA(PUIBTPA;

e Save (cM. ykazarenb 6 Ha pUCYHOK 3) — IpeHa3HAUEH I COXPaHEHUS
BBIpXEHUS PIIIBTPA [l TaIbHEUIIIEro HCTIOTh30BAHMS.

OKHO cnucKa JOCTYIHBIX afantepoB (PUCYHOK 4) MOKHO OTKpBITh, HAXKaB Ha

kHOIKY «Interface List» Ha nanenu nuuctpymeHToB (cM. Puc. 2) nmporpammsl Wireshark.

f [ -
Ml Wiresharic Capture Interfaces — - - e— o 2

—— — ———

Description » Packets Packets/s

@™ VMware Virtual Ethermet Adapter 1e80-8d3:bb] & 51105 183 1 Detals

@™ VMware Virtual Ethemet Adapter 1e80:89cd.9887:7b04: 3665 :a@\ Desails
1

Detals

' Regitek RTLEIGED/E111D Farmuly PCI-E GBE NIC fe80::2114 502 25 189
L]
Help Sjep Qptions Clese

——

Pucynok 4 — Ciucok JOCTYIHBIX a1alTEPOB

e KHonka «Options» (ykazareisb 2 Ha pUCYHOK 4) OTKpPBIBAE€T OKHO HAaCTPOEK

3axBara Tpaduka (Pucynox 5);

[ « -

ahee oo o o Marage ket

-~ ratte ot it s i
.-

-
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Pucynoxk 5 — OxkHO HacTpoek 3axBara Tpaduka

e KHonka «Details» (yka3zarenb 3 Ha pUCYHOK 4) OTKpPBIBAE€T OKHO CTAaTHYECKUX
XapaKTEPUCTHK CETEBOTO a/lanTepa.

[Tporpamma WiresharkmosBosmsier HacTpouTh pa3nuyabie GUIBTPBI, BOT HEKOTOPHIE
U3 HUX:

e  QOuIbTp MO MPOTOKOIY - (PUIIbTpAIMs Ha YPOBHE 3aXBAaU€HHBIX MMAKETOB/KaIPOB—
npu 3ToM (puIbTpairs OyJET BBHITOIHATHCS IO OMPEACIEHHBIM MPOTOKOIAM;

o @uibTp nmo noso nakera nporokona (Display filter) - dbunpTpamnus Ha ypoBHE
3HaYEHU ToJied 3aXBau€HHBIX IIaKETOB/KaJApOB - Mpu d3ToM ¢uiabTpauus Oyner
BUITOJIHATHCS 10 ONPEACIEHHBIM 3HAYCHUSAM I10JIEN B 3aroJIOBKax MPOTOKOJIOB;

Jlisa npuMeHeHus: GUIbTpaLuU 10 ONPEEIEHHOMY NIPOTOKOIY HEOOX0IMMO BBECTH
UM npotokoisia (Harpumep, dhcpv6) B mosne BBojia PuiibTpa U HaXKaTh KHOMKY «Apply»
(Pucynok 6 u 7)

B Captiring fromm Vibane Viniw [onarmet Adapmer 'O/ NIE_(CHCTONS SECA 40TA ALA4 BOIRCRIIFOTY  (Wiksdhart 106 (10N Wow MINES S Ak L0 o Ak
[ I I e e e T e e N

- Axe
o

PR

€100 DOOLC0011Me0I00 20CF 30K 7007

r ¢ DOULCO01IAOI0OT 20CE DS T 007

1 DOOLCO0LLM0I06T 20CF JOSC T 00!
o

14 20, 5022700 Fuso. o O00AG001 A Ba0S00f 20ct e 7 047

15 33,0014870 fobd

16 37, 0048870 Fubdr Bk

IS L
A7 V9, 5627010 Fuki ) | 648 b B 150 SoMiett NI01 OwbeRad? €401 O00KOO0LES0S0BT20e P Mase 767

R Tare
o

TIANG0 08160102)
DAt 4 TR0210112 CIP0211312)

Pucynox 6 — Bunx no npumenenust hpunbTpa
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Pucynox 7 — Bun nocie npuMeHeHus GpuibTpa

HNmena HOJ'I@IZ, KOTOPBIC MOKHO HMCIIOJB30BAaTh IIPH IIOCTPOCHHUU BLIpa)KeHI/Iﬁ

GbuUIBTPOB, TOCTYIHBI YepPE3 MOCTPOUTEIH (PUIBTPOB.

Jlist mocTpoeHwust GUIBTPOB HAZIO BBITOJTHUTH CIICTYIOIIHC IIaTH:

° 3al'IYCTI/ITB IIOMOIIHUK-IIOCTPOUTCIIb BBIpa)KeHI/Iﬁ (bHJ'IBTpOB, Ha)XaB Ha KHOIIKY

«Expression...» (cM. yka3zateib 6 Ha pUCYHOK §);
e Ha orkpsiBmiemcst okHe B cnucke «Field name» BbIOpaTh UM UHTEPECYIOIIETO

HaCc II0JIA (Haan/IMep, ip.SI’C), KOTOPOC 6y,[[€T HaMH  HUCIIOJIB30BaTbCa - AJIA

nanbHemeronocTpoeHus GuiabTpa (CM. ykazarenb | Ha pUCyHOK 8);

e B cnucke «Relation» BbIOpaTh 3HAaK COOTHOIIEHUSA (CM. yKasareilb 2  Ha

PUCYHOK 8)
e B none «Value» (cM. ykazarenb 3 Ha pUCYHOK §) BBECTH HMHTEPECYIOIIEE Hac

3HaueHue (Hanpumep, 192.168.4.249, kotopoe B JaHHOM Ciy4yae B3STO - CM. yKa3aTelb 5

Ha PUCYHOK 8);

Pucynox 8 — [loctpoenue punbTpa Ha YpOBHE MOJICH
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e Haxarb kHONIKY «OK»;

e [lone ¢unbTpa OyAeT 3aMONHATHCS BHOBH MOCTPOECHHBIM BBIpKEHHEM (DUITBTPa
(ip.src== 192.168.4.249) (cm. ykazarenb 1 nHa puc. 7) Haxarp Ha «Apply» (cMm.
yKa3arelb 2 Ha PUCYHOK 9);

OxHO Oy/eT MOKa3bIBaTh TOJBKO COOTBETCTBYIOIIME TEKYIIEMY (QHIBTPY JaHHBIC

(cm. ykaszaTenb 3 Ha pUCYHOK 9)

[ feoven ATLEISBOBLLID Farly FIE GBE NI DeceONPF JCATTIIF] 000 £F0F 569 F6T810

Bl B8 Yow Go Camwe (asyoe Somstcs Telphony Took baemas bl
ea 3 QXL e T2 [@EBE aaaD

e )

Serce Cettrutce

LWLV AN AW fhk

” i.}.lﬂ.l.l‘s 279.255.2%5.2%0 /11
G165, 2661354192, 168.4. 249 239.2355.235.250 Q-+
165, 266597192, 168, 4. 249 . 255,255,250 /31
477 165, 2796280192, 168, 4. 249 39.255,255.250  sste SEL NOTIFY * WTTR/LL L
480 168, 2751350192, 164. 4. 249 239.255.255.250  ssoe 557 MOTIFY * WrTR AL
482 168, 2755194192, 168, 4. 249 239.255.255.250  ssoe 477 MOTIFY * WTTP/1.1
484 168, 2759350192, 168, 4. 249 239.255.255.250 5508 S29 NOTIFY * WTTP/1.1
486 168, 2763251192, 168, 4. 249 259.255.255.2% s 543 MOTIFY * MTTP/1.1
ABE 185, 2767064192, 168, 4. 249 259.255.2%5.2% ssoe A58 NOTIFY * MTTP/1.1
490 168, 290672192, 168. 4. 249 279.255.25%.2% 500 S41 MOTIFY * MTTP/1.1
493 AT1.285R0N192. 168, 4. 249 279.2%55.75%.2% el ABS MOTIFY * MTTP/1.1
495 171, 2060404152, 168, 4. 245 299.255,255.2%0 “hie 557 MOTIFY * MTTP/1.1
497 171, 2067040192, 168. 4. 249 239.255.255.250  5St@ 529 MOTEFY * WITP/1. 1
499 171, 2671220192, 163, 4. 249 239.255,255.250  sste 477 MOTIFY * WTTP/LL
508 171, 2675220192, 164. 4. 249 239.255.255.250  ssoe 543 MOTIFY * WTTP/L L
503 171, 301342432, 168, 3 3¢9/ 239.255.255.250  ssoe S41 AOTIFY * WTTP/L1

+ Frame 480: 337 bytes on wire (44356 bits), 337 bytes captured (4436 bits) on fmerface 0

+ ftherret 11, Src: AsestedC_dc:76:d7 (20:¢f:30:0¢:76:d7), Ost: IPvemcast 7f:ff:fa (01:00;5e:7¢:¢f:fa)

¢+ Interret frotocol version 4, Src: 192,168.4,249 (192.166,.4,249), 05t 239,255,255.2%0 (239,255,255, 250)
L USer DATagrae Protocol, Src mort: ssdp (1900), ost rort: ssdp (15000

. Mypertest Protocol

30 dc '6 d

11 fd23 ¢

B b7 b
3

R P
* NTTP/ 1.1..Mca
259,29 5.2%5.2%

15 39 2e 12 5%
02430 Ad_Ny

@2 Fie "Clyert Lt App Doty ool Tarng smisssduart_CATTYIF] 4 Poodie Defash

Pucynok 9 — [Ipumenenue ¢punbTpa Ha ypOBHE 3HAUEHUS MOJIEH

B ¢unbrpe mMoryr xomMOMHUpOBATHCS JBa M 00Jiee IIEMEHTAPHBIX YCIOBHUH (CM.
yKazaTenb 1 Ha puc. §), UCIOb3Ys JIOTHYECKUE ONEePaTOphl B CEAYIOLIEM popmare:

Yenosne 1 Jlormseckuii onepatop Y crosue 2

[Ipumep KOMOMHUPOBAHHOTO QUIBTPA!
* ip.src == 192.168.4.249 andip.dst ==192.168.4.239
* ipand ip.src ==192.168.4.249
B kauecTBe 351eMEHTapHOTO YCIOBHSI MOTYT HCIOJIb30BaTHCS BhIpAXXEHUS (DUIBTPOB
000MX ypOBHEi! (CM. BTOPOI IPUMEP BBILIE).

['maBHoe oxkHo Wireshark umeer Tpu nanenu — gouepHue okHa (Pucynok 10).
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S m@X@a (e ooftllQQQU CLETIE:)
—
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,—.___...._.._._-__...,—____w-— e ——— s

'nhvns. 11, src: Asustekc_dc:76:d7 (25::!‘:)0:«::7‘ 1d7), m IPvemcast_7f:ff:fa (01:00:5e:7f:1f:12)
- Internet Protocol version 4, Src: 192,108.4.249 (192.168.4.249), Dst: 239,255,255, 2 . 255,295, 250)
user Datagram Protocol, Src port: ssdp (1900), 0st Port: ssq (1900)

MNaHenkb AeTansHOW MHOPMaLMK

0 93 11 b0 00 00 01 11 70 96 <O 38 04 19 of ff IR
20 1% %8 NaHens 6aUTOBOro NpeacTaBneHus
0 74 3a 32 33 39 2e 32 35 35 2e 32 35 35 2e 32 35

t©:239.25 5.255.25
o o e

Bl
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Pucynoxk 10 — [TaHenu ri1aBHOrO OKHA

Oxno Wireshark nmeet cienyroiire Tpu 104epHUE OKHA-TTAHEH:

e [lepBoe OKkHO -maHenbCIUCKa3axBaueHHBbIXMakeTOB/KaapoB (Protocol Data
Unit -PDU)

e Brtopoe OxkHO -maHEeNBACTATLHONMH(GOPMAIIMN ITOKA3BIBACT COJCPKUMOE
TEKYIIEro MakeTa, BhIJICIEHHOTO Ha MaHeIu CIHUCKA 3aXBaYEHHBIX MAKEeTOB (Ha MEepBOM
OKHE)

e Tperbe OKHO -NaHENBLOAUTOBOTOMPEACTABICHUS TIOKA3bIBACT COJACPKUMOE
TEKYILETO MaKeTa, BhIJICIEHHOIO Ha TaHeN! CIKCKA 3aXBAUYCHHBIX MAKETOB (HA MEPBOM
OKHE) B IIECTHA/IIIATEPUIHOM BHUJIE

[Tanens cnvcka 3axBayeHHBIX MakeToB - PDUcoaepxut cBojiHyt0 UHGOPMAIUIO
o BceMyTpaduKy, 3aXBaueHHOMY ¢ oMoIsio nporpamMmmbl Wireshark. Kaxnast ctpoka
XapaKTEepU3yETOTIEIbHO 3aXBAYCHHBI MAKET U OINUCHIBAETCS CIIECAYIOMIUMU IOJISMHU

(Pucynoxk 11).

Pucynok 11 — ITa"ens crircka 3aXBa4€HHbBIX TTAKETOB

e No. — nociegoBaTeabHbI HOMEP 3axBaueHHOTO PDU;

e Time — npoMeXyTOK BpeMeHHU (B CEKyHAax), MpouIeliee ¢ MOMEHTa Havasa
3axBaraPDU;

e Source — cereBoit aapec otnpasutens (IPv4 / IPv6);

e Destination — ceteBoit aapec nonydarens (IPv4 /IPv6);

e Protocol — Tun npoTokona;

e Length — nMHa 3aXBaY€HHOTO MAKETA;

e Info — HekoToOpas mononsHUTENbHAs HHGOpMalus o 3axsaueHHOM PDU.
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[Tanens getanbHON WMHGOpPMAIUU— B 3TOM MaHEIU OTOOPAXKAETCS COACPKUMOE
MAKEeTaBBIJICJICHHOTO Ha MaHeJd CIUCKa MakeToB (CM. yka3aTedb | Ha pucyHok 12) B

UEepapXUYeCKUX CTPYKTypax (CM. yKa3aTesab 2 Ha pPUCYHOK 12):

399 206257 .02
00 248, 267907 Fald: i)

Pucynok 12 — Cnincok 3aXxBa4€HHBIX [TaKETOB

* Frame — coepXuT cripaBoYHy0 HHPOpMALHIO 0 3axBaueHHOM PDU,
TaKylo Kak - BpeMs 3axBara, JiuuHHa PDU u T.1.;

» Ethernet II - cogepxxut nuapopmaIuio o 3arojJoBKe NpOTOKOJIa KaHAIHLHOTO
(Data Link) ypoBHS;

* Internet Protocol -comepxuT wuHbOpPMAIUIO O 3arojoBKe MPOTOKOJA
cereBoro(Network) ypoBHSi;

* User Defined Protocol (UDP) - conepxut napopMariuo o 3arojoBke
MpoToKoa TpancnoptHoro (Transport) ypoBHS;

* Hypertext -comepkUT HHPOPMALMIO O  3arojoOBKE  IPOTOKOJIA

npukiaaHoro(Application) ypoBHs.

BBIITOJTHEHUE PABOTBI
1. 3anyctuth nporpammy Wireshark;
2. Hcnonb3ysi TeopeTHUYeCKUui Marepuall, MPOU3BECTH 3aXBaT CETEBOIO
Tpaduka.
3. Ha pucynke 13 mnpezacrtaBieH mnpumep nepexBaueHHOro Ttpaduka. B

COOTBETCTBUM C BalllUM BapuUaHTOM, BaM HEOOXOAMMO HCCienoBaTh Tpaduk, Oosee

noApOoOHO pacCMOTPETh yKazaTenb 4 u 5 pucyHka 13
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[l Capnurng from Reshes ATLBLAEOBILL 31 : k
WHW&WWM'WIMMN
Susee 2EXx2 n+seoT72 @6 aaan g8 % R

Fiber http <:) [+] tpression.. Clwe s0p1s Save
r—— Sowes -

72200 22 S9dc2:4earr02: i
L77226700192.168.4.249 239.255.255.250
LT9711500192.168.4.249 239.255.255.250

#3033200 . 255,

B b
ettt bt -

- 20: S57 byres on wire (4456 bits), 557 bytes captured (4456 bits) on interface O

oS NeT II, Src: Asustekc dc:76:d7 (20:cf:30:0c:76:d7), Ost: 1pwdmcast _Jf:ff:fa (01:00:5e:7f:ff:fa)

O { net protocol version 4, Src: 192.168.4.249 (192.168.4.249), ost: 239.255.255.250 (239.255.255.250)
¥ patagras protocol, Src Port: ssdp (1900), Ost port: ssdp (1900)

¥

0000 01 0O Se ’f 11 fa 20 cf -
0010 02 1f Ge Sa 00 00 01 11 5
0020 ff fa O7 & O7 & 02 OB J
0030 20 2a 20 48 54 54 50 2f 31 2e 31 8 * HTTP/ 1.1..Hos

0040 74 3a 32 33 39 2¢ 32 35 35 2e 32 35 35 20 32 35 u:i230.25 5.255.25

0050 30 3a 31 39 10 30 Od Oa de 34 32 75 72 Ge 3a 6d 0:1900.. NTiurn:im

OOE0 €9 63 72 6f 73 6f €6 74 2e 63 6f 64 3a 73 65 72 fcrosoft .com:ser

0070 76 &3 61 ‘5 !l 1. Sf ld 53 5f &d 65 64 69 61 52 vice:X N S Nediak J
OORN._AS AT AS AS AT A0 73 74 72 A1 T2 erafvere enfsrear

_! ! Rrumnmnwmvo £ GBE NIC \Device\NPF (CATT.. ..  Profile Defauk

Pucynoxk 5 — [lepexBaueHnsiit Tpadhux

1 BapuaHT uccnenonBarb nporokoia ARP (1, 6, 11, 16, 21,26,31)
2 BapuaHT uccnenoBath nporokon IP (2,7, 12, 17,22, 27, 32)

3 BapuaHT uccnenorarb nporokona TCP (3, 8, 13, 18, 23, 28)

4 BapuaHT uccienonath nporokos UDP (4, 9, 14, 19, 24, 29)

5 BapuanT uccienonats nporokosa ICMP (5, 10, 15, 20, 25, 30)

B cko0Okax yka3aH HOMEp B CIIUCKE KypHaJIa TPYIIIbI.
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IIpaktrueckoe 3amanue No§

Leab: NOoMy4YnuTh HaBBIKHU MO YCTAHOBKE U IPUMEHEHUIO MPOTPAMMHOTO
obecnieuenus (I10) nnst mocTpoeHus KapThl BRIUMCIUTENBHOU ceTh Ha ipumepe [10

AdRem NetCrunch Bepcuu 6.5.

BBE/IEHHE

JIns  yCHemHOro aJIMHHUCTPUPOBAHUS CETHU HEOOXOJMMO 3HATh COCTOSIHHE
Ka)XJIOT0 €€ 3JIEMEHTa C BO3MOKHOCThIO U3MEHSITh TapaMeTphl €ro (PYHKIIMOHUPOBAHMSL.
OOBIYHO CETh COCTOUT U3 YCTPOWMCTB PA3IMYHBIX MPOU3BOAUTEICH U YHPABIATH €HO
ObUTO OBl HEJIETKOW 3ajayueil ecau Obl HE MPOrpaMMHOE OOecCIeueHUe, MO3BOJISIONIEE
[EHTPAJTU30BaHHO COOMPATh MH(POPMAIIMIO O BCEX y3/1aX CETH, a TaK K€ MPOU3BOJIUTH
[IEHTPAJU30BaHHOE YIIpaBJIeHWE BceMH oObekTamMu ceth. Kak mnpaBmio cOop
nH(pOpMaIIK OT Y3JI0B MPOU3BOJUTCS MPU MOMOYM CKaHEpPa CETEBBIX MOPTOB U IPHU
ucnons3oBanun Simple Network Management Protocol (SNMP). SNMP - 5310
MPOTOKOJI BKJTIOYAIOIINI HA0Op KOMaH]I, MO3BOJISIFOIIUN BHITIONHATh BECh CIIEKTp 3a7ad
yOpaBlI€HUsI CETEBBIMU  YCTPOHCTBAMHM - OT TMOJydYeHUss HWHPOpPMALUU O
MECTOHAXO0XXJIECHUH KOHKPETHOIO YCTPOMCTBA, J0 BO3MOXKHOCTH MPOU3BOJUTH €ro
TECTUPOBAHUE.

OCHOBHOM KOHIIENIMEH MNPOTOKOJA SIBISETCS TO, YTO BCS HeoOXoaumas s
yIpaBieHUsl YCTPOUCTBOM HH(GOpMAIUsl XPaHUTCA HAa CaMOM YCTPOMCTBE - Oylb TO
CEpBEpP, MOJAEM WM MapLIpyTHU3aTOp - B TAK Ha3bIBaeMOW AJMUHHCTpAaTHBHOM base
JHanueix (MIB — Management Information Base ). MIB mpencrasnser u3 ce0s Habop
MEPEMEHHBIX, XapaKTEPU3YIOIINX COCTOSHUE OOBEKTA YMpaBIICHUS. DTU TEPEMECHHbBIC
MOTYT OTpakaThb TaKHe€ MapaMeTphbl, KaK KOJUYECTBO IAKETOB, OOpabOTaHHBIX
YCTPOMCTBOM, COCTOSIHHE ero uHTepdencoB, BpeMs: (HYHKIIMOHUPOBAHUS YCTPONUCTBA U
T.. Kaxnerii mpow3BOAWTENh CETEBOTO OOOPYIOBaHMS, TOMHMO CTaHJIAPTHBIX
IIepEeMEHHBIX, BKIIFOYaeT B MIB kakue-nmub0 mapaMmerpsl, cieru@UIHbIC ISl TaHHOTO
YCTPOMCTBA.

Jlis Toro, 4ToOBI MPOKOHTPOJIMPOBATH PabOTy HEKOTOPOTO YCTPOMCTBA CETH,
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HEOOXO0MMO MPOCTO MOIYUUTh AOCTYyM K ero MIB, koTopas mocTostHHO 0OHOBIIsSIETCSA
CaMHM YCTPOMCTBOM, U MPOAHAJIU3UPOBATh 3HAUEHUSI HEKOTOPBIX IEPEMEHHBIX.

Baxxnoit ocobeHHOoCcThI0O TpoTOkKojia SNMP sBisercs TO, 4TO B HEM He
COJZIEpKATCsI KOHKPETHBIE KOMAaH/bl YIIPABICHUS yCTPOUCTBOM. BMecTo onpeneneHus
BCETO BO3MOKHOTO CIIEKTPA TAKUX KOMAaH]I, KOTOPBIM CUATAECTCS BCE-TAKU IPOCTHIM,
omnpeneneHbl  nepemeHHele  MIB, nepexiiroueHHE  KOTOPBIX ~ BOCHPUHUMAETCS
YCTPOMCTBOM KaK yKa3aHME BBIIIOJIHUTH HEKOTOPYIO KOMaHy. Takum o0pa3om yaaercs
COXPAHUTh MPOCTOTY NPOTOKOJIA, HO BMECTE C 3TUM CJIE€JIaTh €r0 JOBOJBHO MOIIHBIM
CPEIICTBOM, AAIOLIMM BO3MOXHOCTh CTAaHIAPTHBIM 00pa30M 3a7aBaTh HAOOPHI KOMaH/
YIPABJICHHS CETEBBIMH YCTPOUCTBAMMU. 3a7aua 00ECIIEUeHHsI BBIMOJTHEHUS KOMaH/]
COCTOUT, TAKUM 00pa3oM, B PErHCTpalliy ClelUaIbHbIX epeMeHHbIX MIB u peakiuu
YCTPOMCTBA HA UX U3MEHEHHUS.

Kaxxomy 31eMeHTy COOTBETCTBYET YUCIECHHBIN U CUMBOJIbHBIN HICHTU(UKATOP.
B uMs nepeMeHHOM BKITIOYAETCS MOJHBIN MYTh JO HEE OT KOPHEBOI'O JIEMEHTA TOOt.
Hampumep, Bpemsi pabOTbl yCTpOHCTBA C MOMEHTa IEpe3arpy3Kd XpaHUTCS B
MEPEMEHHOM, HAXOJAIICHCS B pa3fene system IO HOMEPOM 3 U Ha3bIBACTCS
sysUpTime. CoOTBETCTBEHHO, UMS nepeMeHHoW OyAeT BKIIOYaTh BECh IYTh:
i1so(1).org(3).dod(6).internet(1).mgmt(2).mib-2(1).system(1).sysUpTime(3); unu Ha
a3pike ymucen: 1.3.6.1.2.1.1.3. Cnenyer 3aMeTuTh, YTO MPU 3TOM Y3Jbl JE€peBa
pazaenstorca ToukamMu. CyniecTByeT cTanaapTHas BeTBb MIB, oTHOcAIIascs K pazaeny

yIOpABJICHHUS mZmt, KOTOPYIO OOBIYHO MOAJIEP)KUBAIOT BCE CETEBbIE YCTPOUCTBA.

Ha naHHbBIlI MOMEHT CylIecTBYIOT 3 Bepcun npotokona SNMP: Bepcusa v.1, v.2
u v.3. I'maBuoe otimmurie SNMP v.3 or SNMP v.1 u SNMP v.2 B oM, utro SNMP v.3
MPE0CTaBIsCT B 3HAYUTEILHOM CTENeHH 00Jiee BRHICOKUM YPOBEHb 0€30MaCHOCTH, YEM
MpebIIYIINE BEPCHUM.

B SNMP v.l u SNMP v.2 aBropusaiusi N0JIb30BATENS BBINOJIHAETCS
nocpeacTBoM "cTpoku coobmecTBa" - Community String, KoTopas IEUCTBYIOT Kak
napojb. YJaleHHas mojb3oBarenbckas nporpamma SNMP u arent SNMP nosmkHbI
MCIOJIb30BaTh OAHU U Te ke Community Strings.

[Taketst SNMP ot mo0oil craHiuu, KOTOopas HE OblUla aBTOPH30BaHA,
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UTHOPUPYIOTCS (OTOPAChIBAIOTCH).

SNMP v.3 ucrnons3yroT 00Jiee CIOKHBIN MPOIeCcC aBTOPU3AIMK, KOTOPBIA pa3eseTcs
Ha J1Be yacTu. [lepBas yacTh UCNONB3yeTCA I NOAAEPKAHUS CITUCKA MOJIb30BATENEH U
UX aTpUOYTOB, KOTOPHIM Pa3pelIeHO YNPABIISThH O TPOTOKOITY

SNMP. Brtopas yacTb ONHMCHIBAET, YTO Ka)IbIHd IOJIb30BATEIb W3 JIAHHOTO CIIMCKa

MOXET AenaTh npu ynpasieHuu mo SNMP.

KommyTaTop no3BosieT yka3blBaTh U HACTPaWBaTh IPYIIIIHI ITOJIb30BATENCH B
JTAHHOM CIIHMCKE C OJIMHAKOBBIM Ha0OpOM IpuBUiIeruid. JIJisi ykazaHHBIX TPYIIIT MOXKET
ObITh ycTaHoBiieHa Bepcuss SNMP. Takum 06pazomM, MoxHO co3aaTth rpynny SNMP,
KOTOPOM pa3pelieHo NpOoCMaTpUBaTh HHPOPMALIMIO, MPEIHAZHAYEHHYIO TOJIBKO TS
YTEHUS, WK TIOJIy4aTh COOO0IIeHUs traps, ucronb3dyss SNMP v.1, B To Bpems kak apyroi
rpynne Ha3HayeH Oojee BBICOKMI ypOBEHb O€30MaCHOCTH, IPEIOCTABIISIOLINIA
MPUBUJIETUN YTEHUs/3anucH, nocpeactsoMm SNMP v.3.

Ncnonszyss SNMP v.3 MOXKHO MO3BOJIMTh WU 3alIPETUTh MHIWBHUYaTbHBIM
MoJIb30BaTENSIM Wik rpynnaM SNMP-meHe kepoB BBITIOIHATh KOHKPETHbIE (DYHKIIUH
SNMP-ynpasnenus. Pazperiennbie uim 3anpeuieHnble PyHKIUNA ONPEAEIsIOTCs C
nomoIpo uaeHtudukaropa oosekta Object Identifier (OID), accounnpoBaHHOTO C
KOHKpeTHON MIB.

Kpome toro, B SNMP v.3 goctyrnen ypoBeHb 0e30macHOCTH, B KoTopoM SNMP-
COOOIIEHHS] MOTYT OBITh 3alIM(POBaHbI (ITPU HUCIOJIB30BAHUH YPOBHEHN aBTOPU3ALINU
HMAC-SHA-96 nnn HMAC-MDA-96).

B SNMP ectb 0co0bIit Bua cooO1IeHuH - traps. Traps - 3T0 cO00IIeHUs, KOTOPbHIE
MPEAYNPEXKIAIOT O MPOU3OIICIIINX COOBITUIX MPU PAOOTE CETEBOTO 000OPYAOBAHUS.
CoObiTHs MOTYT OBITh KaK BaXKHBIMHU (TIepe3arpy3ka YCTpOWCTBa), TaKk U MeEHee
BOXHBIMU (M3MEHEHHS COCTOSIHHS TopTa KommyTtaropa). CereBoe 000pynoBaHUE
TeHepUpPYET traps U MOCHUIAET UX CTAHLIUU CETEBOIO YIIPaBJICHUSI.

[Tpumepom [1O, mO3BOISIOMUM CTPOUTH MOAPOOHYIO KApTy BBIUUCIUTEIHHOU
CEeTH C HCTOJb30BaHMEeM MpoTokoida SNMP Bcex Bepcuil U COCOOHBIM TPHUHUMATH
cooOIIeHusI TUMA trap OT ceTeBbIX yCcTpoucTB siBisieTcsi AdRem NetCrunch.

AdRem NetCrunch ompenenser u oToOpakaeT JOTHIECKYIO TOTIOJIOTHIO CETH
(BKIOYask cepBepa, MapUIPYTH3ATOPbl, KOMMYTATOpPbI, MPUHTEPbI, XOCTbI) MAJIA
o0OecreyeHnsi MOHUTOPHUHra pabOTOCIOCOOHOCTH YCTPOMCTB, CIy)KO U BpeMeHHU
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oTkiMKa. [Iporpamma naet BO3MOKHOCTH BEIOOPOUYHOM MPOBEPKHU Y3JI0B, OTCHUIKU
yBeJIOMJIeHUH (110 AeKTpoHHOM noute, yepe3 ICQ, SMS, SNMP), orcnexxuBanus
cocTosiHHM ycTporcTB U (popmupoBanne otdeToB. AdRem NetCrunch cunteiBaet
MH(OPMAIUIO CO CUETYUKOB NMPOU3BOIUTEIBHOCTH CETEBOI0 000PYI0BaHNUS,
nojsepxxuBaroero nporokoid SNMP u npeaiaraer IP ”HCTpyMEHTBI, TaKHE KaK
U3MEpPEHUE BpPEMEHU OTKJIMKa OT YCTpPOWCTB (KOMaHaa ping ¢ Tpaduyeckum
MPE/ICTABIICHUEM PE3YJIbTaTOB), TMOJOCY MPOMYCKAaHUS CETEBbIX KaHAJIOB, CKaHEP

CCTCBBIX IIOPTOB.

BBIIIOJIHEHME PABOTEI

1.YcranoBka. [Tocie ycranoBku AdRem NetCrunch 6.5 u niepBoro 3amycka
mporpamma mpejjiaraeT co3iaTh KapTy CeTH CO CITUCKOM BCEX YCTPOUCTB. MOXKHO
BBIOpaTh OJIMH U3 PEKUMOB OOHAPYXKEHHUS YCTPOMCTB B CeTH (aBTOMATHYECKOE
00HapyKEHHE BCEX YCTPONCTB B CETH WJIM YKA3aTh TUITBI YCTPONCTB, KOTOPHIC
NetCrunch Oyaet oOHapy»XKHUBaTh NMPU CKAaHUPOBAHWH ), mruara3oH [P axpecos mis
CKaHMPOBAHUSA, CITY>KObI, KOTOPbIE MBI XOTHM OOHAPYKHUTh.

oo R ==

Discovery Mode

Please select network discovery mode and options

Network to Discover L T T T
© Automatic discovery mode
NetCrunch will automatically discover network nodes using set of pre-defined rules, The
program will utilize different methods to obtain devices which should be monitored (SNMP,
eDirectory, Windows Domains). It will automatically determine popular network services that

should be monitored for selected nodes

> Discovery Mode

~ Infrastructure devices only

NetCrunch can discover only infrastructure devices (servers, routers, switches etc) so that in
large networks you will see only important nodes

Only devices matching SNMP filter:

O .. . .‘ L:] p

In large networks thousands of devices can be discovered, Please select filtering to manage and
monitor only important devices

Cancel

Pucynok 1 — BeiOop pexxrma ckaHUpOBaHUS CETH
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2. OoOnapy:xxenue ycrTpoiicTB B ceru. I[locie ckaHupoBaHus AMana3zoHa
OTKPBIBACTCS IICHTPATHLHOE OKHO MPOTPAMMBI, TIO3BOJISIOIICE YBHICTh CIIUCOK COOBITHIA,
MPOU3OIIEIINX B BEBIOPAHHOM MPOMEXKYTKE BPEMEHHU, TAKUX KaK OCHOBHBIE MPOOIJIEMbI
U YCTPOMCTBA, Y KOTOPBIX BPEMsI OTKJIMKA IPHU MOCIEAHEM CKAHUPOBAHHMM IPEBBICUIIO
CTaHJApTHOE 3HA4YEHWE, YTO MOXKET Hampumep OBITh CJEACTBHEM  OOJBIION

3arpy>K€HHOCTH YCTPOWCTBA WM €0 HEJOCTYIHOCTH (HEpaboTOCIIOCOOHOCTN).

P Netmore Atan

Fovcelbe Maps O e o ~.E | * sttus =
o Maps with lssues 7) -

Asan Magn Network (192.168.0.0)
@ Metwork (19216809 St htmor B2448.77
£.] naer ot wooes g

o4 Mondoring Dependendies

4 P Networks
#J Local
Winisa001é
# o Pemote
Woaoos
Winsos
W 1920008

Physxcal Segmeats

4 Customs Views
% Servers
I Urseiperaing Noan
B swrones Top proliem nodds Jah Nodes with longe rstponse tims
W2 Nodes weh lstues - 192168750 B wrranisss nn
4k) Windos Dormpins B s 29230800209 B rowetox (19236561 233
% Net 200208200 B xowenx nsziss s
i workgroup B peopesax 0921681373 i B rotsstioox 192 162456
B B ek pe2.1sa.69.25) B v n92168.301)
58 tunome B ransenc 09214865214 B seniter n92 168 5301
8 1one 9218885247 B snass pazesay
.Dmm—-tl-mn ! de-verver (1923633, ! 8 raczosor s ps2163 308

Pucynok 2 — [leHTpasibHasi KOHCOJIb YIIPaBICHUS

3. Cnncok o0HApPY:KeHHBIX YCTPOMCTB. BEIOpaRB ciieBa Ha MaHENH YIIPaBICHUS
POCKaHUPOBaHHBIN Auana3zoH [P-aapecoB MOXHO YBUIETh BCE YCTPOMCTBA,

oOHapyXeHHbIE IPY CKAaHUPOBAHUHU CETH.
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Pucynok 3 — Ciucok yCTpOMCTB B CETH

4. JleranbHoe onucaHue ycTrpoiictBa B ceTu. Eciu BeIOpaTh MHTEpecyroliee
YCTPOMCTBO W3 CMIUCKA U IEPEUTH B €r0 CBOKMCTBA YEPE3 KOHTEKCTHOE MEHIO, TO MOKHO
YBUJIETh JE€TAIbHOE OMMCAaHWE YCTPOWCTBA M €ro cocrosHue. Ha pucyHke 4 BuIHBI
napameTpbl kommyTtatopa D-link DES-3526, Takue kak Bpemsi pabOThl yCTpOMCTBa
[I0CJIE TIOCJIEAHEN Iepe3arpy3Ku, HMs YCTPOWCTBA, KOJUYECTBO HEHCIOJIb3yEMBbIX

uHTepdeticos, Bpems nocneanero onpoca NetCrunch.

57



=1 Manitoring: OK (Enabled)
Opera... Monitoring:
Down Interfaces: 18
Last Response Time: 11122011 20:58:36

Manitored Up Time: 14 days 2 hours 21 min. (100 35

Monitonng Interval Eeach 5 min,

Time to Mext Check: 3 min.

= Performance:
AvgRTT:  Max RTT: % Pack... 3ms
= SNMF
System: DE5S-3526 Fast-Ethernet Switch
Location:
Computer Hame: D-Link_508
Up Time: Users.  Proces.. 21 howrs 32 min 52 sec

PI/ICYHOK 4 — I[eTaJ'IBHOe OIIMCAaHUC KOMMYTaTopa CCTH

Ha Brimanke Network Services MOXKHO YBHICTh, C IIOMOIIBIO KaKUX CITYKO

OCYIICCTBIIACTCA MOHUTOPUHT YCTpOﬁCTBaZ

Network Services

]Service Monitoring Level ]Status [RTI’ [ms) 101ed: Time (ms) I% Received ]Failure Rate (%)

O snmp Basic 5 5 HHURRIHm00

PING [enabled & active]

ICMP (Internet Control Message Protocol) Echo

Status: OK

Check Time: 56 Received: % FailureR... 1

Monitoring Interval:  Last Poll Time: <1 sec <1sec

Last Poll:
Started: Finished: 11.12.2011 20:58:37 11.12.2011 20:58:37

PucyHok 5 — AKTUBHBIE CITy>KOBI Ha yCTPONCTBE
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Ecnu nepetitu Ha Bkianky Interfaces, To MokeM yBUIETh COCTOSIHHE TIOPTOB

KOMMYyTaTopa U CKOPOCTb IMMOAKIIIOYCHUS ITIOPTOB:

== Status: 192.168.7.80

O... ]Status IDesaiphon / lSpeed ]Address lNetwotk Mask
(6] Up 802.1Q Encapsulation Tag 0001 0 bps
() Up rif0(192.168.7.80) 0 bps 192.168.7.80 255.255.00
Up RMON Port 1 onUnit 1 100.00 Mbits
Up RMON Port 2 on Unit1 100.00 Mbits
Down RMON Port 3 on Unit1 0 bps
Up RMON Port 4 on Unit1 100.00 Mbits
Up RMON Port SonUnit1 100.00 Mbits
Down RMON Port 6 on Unit1 0 bps
Down RMON Port 7onUnit1 0 bps
Up RMON Port 8 onUnit1 100.00 Mbits
Up RMON Port 9 onUnit1 100.00 Mbits

Naswn DMAOM Dark 10 An Hinid 1 N hne

| Totak 30

(&)
(4]
(&)
(&)
(&)
o
o
(&)
)

PucyHnoxk 6 — [letanbHoe onucaHue y3ia CeTH

5. CoprtupoBka xoctoB no Tuny OC. BeiOpas cieBa Ha maHeIH yIpaBICHUs
nyHKT Operating Systems MoOXeM YBHUJIETh KOJUYECTBO XOCTOB aKTHUBHBIX U
HEJIOCTYIHBIX B IAHHBIMMOMEHT, @ TaK K€ pacIpe/ie]IeHue XOCTOB MO THUITY

OIEPAIlMOHHON CHUCTEMBI.
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Pucynoxk 7 — KonnuectBo xoctoB u T OC

6. MoHUTOPUHT cocTOsIHMSA ycTpoMcTB. [lepeiinem Ha Bkiaaky Monitoring.
371€Ch MBI MOKEM BUJIETHh CIIMCOK BCEX YCTPOUCTB B CETH, TOCTYITHBIE CEPBUCHI, BPEMS

IMOCJIICAHCTO OIIpocCa.
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Pucynok 8 — CocTosiHME U JOCTYITHOCTh YCTPOMCTB B CETU
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7. IocTrpoenne KapThl BblYMCJAUTEIbHOH ceTn. NetCrunch mno3BonsieT
MOCTPOUTh KapTy CETU C OTOOpaK€HUEM TMOAKIIOYEHUH XOCTOB K CETEBOMY
000opyI0BaHUIO0 (KOMMYyTaTOpaM, MaplIipyTU3aToOpaM U JIPYTUM yCTPOMCTBaM) U CBsI3ei

MCXKAY HUMH.

() e ot by
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Pucynok 9 — [loctpoenue KapThl BEIYUCIUTEIBHON CETH
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[IpakTrueckoe 3amanue Ne9

Heab: O3HaKOMHUTBCS C TEOPETUYECKUMHM acClEeKTaMHu 3aluThl MHGOPMAIMH OT
BPEJOHOCHBIX MPOTpaMM: PA3HOBHUIHOCTSIMU BUPYCOB, CIIOCOOAMU 3apakKe€HUsI U METOIaMHU
00prObl. O3HAKOMUTHCS C PA3IUYHBIMU BHJAMH IPOTPAMMHBIX CpPEJCTB 3allUThl OT
BHUPYCOB.

Xog paGoThI.

3ananme 1.

N3yunts anTHBHpYCHBIN TakeT AHTUBUpPYC Kacniepckoro.

[Topsnok BEITIOTHEHUS

1) CkaHupoBaHK€e NanoK Ha HAJIMYME BUPYCOB:

JIBOMHBIM ILIETYKOM HA 3HAUKE aHTUBUPYCA HA MMaHETU UHAUKALMU OTKPHITH
TJIABHOE OKHO MPOrPaMMBI;

N3yuuTh conepKUMOe OKHA: OOpaTUTh BHUMAHUE Ha ATy NOCIETHEr0 OOHOBIICHUS
aHTUBUPYCHOM 0a3bl U ATy MOCJEIHEN MOTHON NIPOBEPKU KOMIIBIOTEPA;

B cBoeii nuuHOM narnke co3aarh nanky [logo3putenbubie (ailabl U cO31aTh TaM 2
¢aiina: TexcroBselil gaitn u Jokyment Microsoft Word.

BriOpaB myHKT B TJIABHOM OKHE Iporpammbl myHKT [IpoBepka — beicTpast mpoBepka
U 100aBUTH B OKHO 3a/iaHuii nanky [logo3purensubie (haiisl.

Boinonauts npoBepky nanku. [1o 3aBepiieHnI0 CKAaHUPOBAHUS, UCTIONB3YsI  KHOMKY
«Otuetb» - «COXpaHUTh KaK...», COXPAHUTh OTYET C pe3yJIbTaTaMU IPOBEPKH B NAIIKE
[Tono3purenvHbie (Qailiibl.

2) OOHOBJIEHUE AaHTUBUPYCHOM 0a3bl:

Haxxmute Ha myHkT OOHOBIIEHHE U, UCTIOJIb3YsI KHOTIKY OOHOBUTb, OCYILIECTBUTE
0OHOBJIEHHE 0a3bl U3BECTHHIX BUPYCOB.

[1o 3aBepiieHNI0 OOHOBIEHUS, UCTIONB3YS KHOMKY «OTueThl» - « COXpaHUTh Kak...»,,
COXpaHUTh 0TYET 00 0OHOBNEeHMH B nanke [logo3puTenbHbie hanbl.

3axanmue 2.

N3yunts aHTUBHpPYCHBIN NTakeT Avast!

[Topsinok BBIIONIHEHUS;

1) Haitnute nkoHnky antuBupyca Avast! B cucremHoM Tpee, mpaBoi KHOIKOM

MBIIIKH BBI30BUTE MEHIO U BbIOEpUTE «OTKPBITH MHTEp(Peiic monb3oBarens Avast!»
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2) Ilepetinute Ha BKianky «CkaHupoBaTh KOMIbIOTEp». BaM Oyner npeacrasieHsl 4
BHJIa CKaHMpoBaHMs: Okcnpecc, llonmHoe, CkaHMpOBaHWE HOCUTENEH U BO3MOYKHOCTH
BBIOpATh MAIKy /11 CKAHUPOBAHUSI BPYUHYIO.

3) Bribepute «CxkaHupOBaHUE CHEMHBIX HOCUTENEH» M HaxMuTe KHONKY «Ilyck» B
OKHE aHTUBHpYyca — OyAyT aBTOMATHYECKH IPOBEPEHBI BCE MOAKIIOYEHHBIE K KOMIIBIOTEPY
ChEMHBIC HOCUTENH (ITUCKH, (DIDIIKHU, TUCKETHI).

4)Ilo 3aBepuieHUM CKaHUPOBAHMS BHIOEPUTE YETBEPTHI BHUJl CKAHUPOBAHUS U
BPYYHYIO YK@KHUTE JII0OYIO ManKy Ha BallleM CheMHOM HOCHUTEIIE U MPOBEPHTE €€.

5)Bo Bknanke «DKpaHbl B peajbHOM BpPEMEHW», B MOAMEHI0 «JKpaH (ailioBoit
CUCTEMBD» Ha)XaB KHOIKY «PacuimpeHHble HACTPOUKUY» Bbl MOXKETE Pa3pelnTh/3aPETUTh
aHTUBUPYCY CIEAYIOUIUE NCHUCTBHUS:

— CkaHupoBaTh IPOrpaMMbl TP BBHITIOJIHEHUU (HAmpUMmep, mporpamma excel.exe
OyJleT CKaHUPOBATHCS MPU KaxK10M BbintoiHeHUU Microsoft Excel);

— CkaHupoBaTh ClLIEHapuu Mpu BbINIONHeHUH (Hampumep, daitn JS (JavaScript)
OyJleT CKaHUPOBATHCS MPU KAXKJOM €0 BHITTOJIHEHUN);

— CkanupoBarb 6ubmmorexku (DLL) mpu 3arpy3ke (IIpu BBINOJHEHUU MPOTPAMMBbI
OyIyT ckaHUPOBAThCs €€ BcrioMoraTenbHble (aiinsl — onbmmorexku DLL u T.1.);

6) Bo Bkianke «JOKpaHbl B peaJlbHOM BpeMEHW», B MOAMEHI0 «Beb-skpan» HaxkaB
KHOIKY «PacuimpeHHble HAcTPOMKH» Bbl MOXKETE pa3pelIUTh/3alpeTUTh AHTHUBUPYCY
CJIEIYIOIINE NCUCTBHUS:

— Bi110unTh BEO-CKaHUPOBAHMUE;

— Hcnonb30BaTh MHTEIIEKTYAIbHOE CKAHUPOBAHUE NTOTOKA;

7)Bo Brimagke «OOcmyxuBanue» B ToaMeHIO «OOHOBHTH» €CTh BO3MOXKHOCTH
py4YHOTO 3amycka oOHOBIEeHUH st « MOyl CKAHUPOBAHUS U OMPENICTICHUSI BUPYCOBY H
HermocpencTBeHHo  Juisi  nporpammbl.  ([lo  ymonmyanuto  Moaynb  OOHOBIISIETCS
aBTOMAaTHUYECKH, a OOHOBJICHHE MPOTPAMMBI 3aIIPaIIMBAECT Pa3pelICHUs MOJIb30BATENs).

8)Ilo 3aBepHIEHUIO CKAaHUPOBAHHMS, HUCHOJB3Yysl KHOINKY «OtyeTh» -«COXpaHUTH

KAaK...», COXPaHUTbh OTYET C PE3yJIbTaTaAMU IIPOBEPKH

3axanue 3.

N3yunth anTuBHpycHbIN akeT Dr. Web Curelt
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[Ipu 3amycke 3TOro MOPTATUBHOTO aHTUBHUpYCA BaM OyJET MPEJIOKEHO 3alyCTUTh
€ro B PEKHUME YCWICHHOW 3alllUThl — OH HEOO0XOJUM B CiIy4yae, €clid BPEIOHOCHBIC
IporpaMMbl OJIOKUPYIOT paboTy onepallnoHHON cuctembl. Haxxmurte «OT™MeHaY.

Jlanee nosiBUTCS MpeaynpexaeHUE, T.K. UCTIOJIb30BaHUE aHTUBHUpYCca OECILIaTHO
JOCTYITHO TOJIBKO JUISl JISYSHUS JOMAITHUX KOMITbIoTepoB. Haxkmute «Het».

Haxwmure «lyck» u Oyaer aBTOMAaTUYeCKHd 3allylIeHbl ObICTpas IpoBepKa
KOMITBIOTEPA.

B aTom pexxkume mpoBepsitoTes:

— OmneparuBHas MaMsITh;

— 3arpy304HbI€ CEKTOPBI BCEX JUCKOB;

— OOBEKTHI aBTO3AITYCKA;

KOpHCBOﬁ KaTaJIOI 3arpy304HOIo AucKa,

KopHeBoii katanor nucka yctaHoBKM Windows;

— CucreMnsbiil kataigor Windows;

— ITanka Mowu JIoKkyMeHTHI;

— BpeMeHHBIN KaTajior CUCTEMBI,

— BpeMeHHBIN KaTajor Mmojab30BaTels;

ITo okoHYaHUU OBICTPOI MPOBEPKU BHIOPATH B MEHIO MyHKT «BhIOOpOUHO» U
yKa3aTh MyTh K CbeMHOMY HOCHUTEIIIO — BBIIIOJIHUTH €0 MPOBEPKY.

1o 3aBepIeHNIO CKAHUPOBAHMS, UCIIONB3YS KHONKY «OT4eTh - «COXpaHUTh

KaK...», COXpaHUTh OTYET C pe3yJibTaTaM U IPOBEPKHU

Bonpocs! 111 KOHTPOJIA:

1) Yro Ha3bIBAETCA KOMIIBIOTEPHBIM BUPYCOM?

2) Kakas nporpaMmma Ha3bIBaeTcs "3apaxkeHHOM"?

3) KakoBbl npu3HaKku 3apaxeHus BUpycom?

4) Kakue MeTopl 3aIUMThl OT KOMIIBIOTEPHBIX BUPYCOB MOYKHO HCIOJIb30BAThH?

5) Ilepeuncnure Mepbl 3aMUTH UHOOPMALIUUA OT KOMITBIOTEPHBIX BUPYCOB.
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[Tpaktrueckoe 3aganne Nol0

Hean: Hayunutbest paboTath ¢ porpaMMaMu JUisl YAQJIEHHOTO aIMUHUCTPUPOBAHUS
TeamViewer, AmmyAdmin.

Xoxa paboThl.

[IpakTuueckoe 3ananue
Noll1,12
HeJI])Z IMOJIYYUTDb HABBIKHU 110 YCTAHOBKC U MCITIOJIB30BAHUIO ITPOTPaAaMMHOI'O
obecrnieuenust «OCSNGy 17151 ”THBEHTApU3allUK aIapaTHRIX U MPOTrPaMMHBIX PECYPCOB

KopriopatuBHou cetu B cootBeTcTBrr ¢ ['OCT 27001.

NT-UHBEHTAPU3ALINA

WNHBeHTapu3alus anmapaTHbiX U TPOrpaMMHBIX PECYPCOB KOPIOPATUBHOM CETH WU
N T-uHBeHTapu3anus — ’T0 KOMIUIEKC padoT 1O COCTABJICHHIO TIEPEUHs 000pYyI0BaHUS U
nmporpaMmmMHoOro odecnedeHusi, cocrapisomux UT-undpactpykrypy opranuzaiuu
(pabouue cTaHlMU, CEPBEPHI, CETEBOE 000pYyn0BaHKE, Tepuepuiinbie ycTporctsa, [10 n
T.1.). Pesynbratom mpoBenenus WT-unBeHTapuzanuu OyJIeT SBISThCA — MOJIHAS
uHdopmarus o TekyieM coctostHuu UT-undpactpykrypsl u nossieHue 3¢ HEKTUBHOCTH
ucnoabs3oBanusa umeromuxca UT-pecypcos [1].
NT-uHBeHTapu3alus peKOMEHAYETCS B CIAEAYIOMINX CydasX:
- 1St oueHKH ctouMocTi UT-undpactpykTypsi;
- I He3aBUCHUMOM OIICHKHU aKTyaJIbHOCTU U COBPEMEHHOCTH 00OPYIOBAHHUS U
IPOTPaMMHOT0 00ECIICUCHHS;
- Iepej] HayaJjioM MoJiepHu3auu 1 ontumuzanuu UT-unpactpyktypsr;
- s yueta u kouTpousst UT-pecypcoB komIianuuy;

-npu cMeHe nepcoHana WT-otamena (B yacTHOCTH, TpU HU3MEHEHUU
MaTepuaibHO-

OTBCTCTBCHHOI'O JIMIIA KOMHaHI/II/I).

B xone UT-unBeHTapU3aIy BRIMOTHSIIOTCS CIEAYIOMIE PAOOTHI:
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- C 3aKa3YMKOM COTJIACOBBIBAIOTCS OOBEKTHI, OJICKAIIIEe HHBEHTapU3allUY;

- BBIMONHsIETCA cOop nHPopMmarmu 06 annapatHoit yactu UT-undpactpykTypsl u
HCIIOJIb3yEMbIX NIEPUPEPUITHBIX YCTPOUCTBAX;

- COCTaBJISIETCS CIIUCOK MCIOJIBb3YEMOTO MMPOrPAMMHOI0 O0ECIIEYEHUS C YKa3aHUEM
BEpCUM U UHPOPMALIUU O JIMLEH3USAX;

- BBIIIOJIHAETCS AHAJIN3 CTPYKTYPHI JIOKAIBHON CETH U UCIIOIB3YEMOTO CETEBOTO

000pyIOBaHU;

- COCTaBJIIETCA CX€Ma MaplIpyTH3aLUHU NTepeaaBaeMoil THPOPMALIMH B JIOKAIbHON
CETH;

- COCTaBJISIETCA CIHCOK BHEHIHUX
KAaHAJIOB CBSA3M C YKA3aHHEM TEXHOJIOTUH W
IIPOBAIEPOB YCIYT;

- BBIIIOJIHSIETCS OLIEHKA MPOU3BOJIUTEILHOCTH U CTOUMOCTH HHBEHTAapU3UPOBAHHOM
NUT-unbpacTpyKTypBhl.

[To 3aBepuieHnto WMT-uHBEHTapHu3alUM 3aKa34yMKy MPEIOCTABIAECTCS OTYET O
MpOJICIAaHHOM paboTe W Bcs coOpaHHas WHQoOpmalusi, KOTopas B JajdbHEWUIIIEM MOXET
CIIy’KATb OCHOBOM 115 TpoBenenus MT-ayaura.

CymiecTByeT MHOKECTBO HWHCTPYMEHTAJBHBIX CpeAcTB il mpoBenenus WT-
MHBEHTapu3aluuu u BefeHus yuera UT-pecypcoB Kak OeCIUIaTHBIX, TaK U 3a IEHbIH,

Harnpumep, OCS Inventory NG, GLPI, Audit Pro, Total Network Inventory u
T.J.

Haubonee ynobnoit cumraercs OecmmatHass cuctema OCS Inventory NG ¢

OTKPBITBIM KOAOM, T.€. MOKHO BHOCUTL U3MCHCHUS B KOJ CUCTCMBbI IJIA HaCTpOfIKH.

CUCTEMA OCSNG

Cuctema OCS Inventory NG (OCSNG, Open Computers and Software Inventory
New Generation) mpeHa3HaYeHA IS UTHBEHTAPHU3AI[MH KOMITBIOTEPOB B JIOKAJTHHOU CETH,
KOMIUIEKTYIOIUX, TepeepuitHOro 060pyI0BaHMs U MPOTPAMMHOT0 o0ecrieueHus [2].

Taxxe ¢ ee TOMOIIbIO MOXHO y/IaJI€HHO Pa3BOpAaYMBaTh MPOTrPaMMbl Ha pabodInx

MecTax M nojyyaTts uHpopmaimio o cereBoit konpuryparuu. OCS Inventory NG siBnsercs
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KJIMEHT-CEPBEPHBIM  MpuiiokeHueM. Jlns cOopa wuHpOpManmu 00 yCTaHOBJIEHHOM
000pyZOBaHUU C KIMEHTCKUX KOMITBIOTEPOB U CEPBEPOB UCIIOJIB3YETCs TPOrpaMMa-areHr.
Bce cobpannble JaHHbIE, ar€HThI OTCHIJIAIOT HA CEpBEp yIpaBieHus, B Bujge XML
MOTOKA CKAaTOro MpH nmoMoniu Zlib, 11 nepenayn UCHoib3yeTcsl CTaHAapPTHBIA TPOTOKO
HTTP/HTTPS. Cepeep OCSNG cocTouT u3 4 KOMIOHEHTOB, KOTOPHIE MOTYT OBITh
YCTaHOBJICHBI HA OJTHOM WJIM HECKOJIbKMX KOMIIBIOTEpPaX:
- 0a3a  JaHHBIX  —  HUCHOJIB3yeTcsd Uil  XpaHeHWs  WHQOpMaIuH,
noaaepxkusaercas MySQL ot 4.1;
- cimyx0a cBsi3u — obecnieunBaeT cBsaA3b no npotokony HTTP mexny
cepBepoM ©0a3bl JaHHBIX M THporpaMMaMHU-areHTaMu, Tpelyercs
Apache Web Server 1.3.X/2.X ¢
unterpupoBanHbeiM Perl (B Debian/Ubuntu naker libapache-dbi-perl);
- ciryk0a pa3BepThIBaHUS — MpPEAHA3HAUYEH JJIS1 XPAHEHUS YCTaHOBOYHBIX
(aliJloB  IPOrpaMM-areHToOB, MOAXOAUT JIOOOW BeO-cepBep ¢
noaaepxkkoun SSL;

- KOHCOJIb YTPAaBIICHUS — TPOCMOTP COOpaHHBIX NAaHHBIX B Opaysepe,
TpedyeTrcs

BeO-cepBep ¢ nogaepxkkoit PHP (¢ aktuBupoBanubiMu ZIP u GD).

Cepsepnast yactb OCSNG M0keT ObITh YCTAaHOBJICHA HA KOMITBIOTEP paboTaronui
nop ynpasienueM Windows 2000 Professional/Server, XP Professional Edition u 2003,a
taxxke Linux, FreeBSD, OpenBSD, NetBSD, Solaris, IBM AIX u MacOS X.

ATEHT JIOCTYTEH JUIsl KIMEHTCKUX U cepBepHbIX Bepcuit Windows oT 95 no Server
2008 R2, a Takxxe nepeunciieHHbIx Linux (2.4/2.6, x86, x86_64/AMD64, Sparc64, ARM,
PowerPC ), MacOS X (10.3 — 10,5), FreeBSD/OpenBSD/NetBSD (x86/Sparc), Solaris 8,
9, 10 (x86/Sparc), IBM AIX (5.1 —5.3) u HP-UX [3].

Pacnpoctpansiercst cucrema OCS Inventory NG no nunen3un GPL v2 u siBnsiercst

Open Source mpoeKkToM.
b/l pesynbraToB mHBeHTapuzauuun OCSNG MOXKET HCHIOJIb30BATHCA B CBA3KE C
JIPYTOMl CUCTEMOM YIpaBJICHUs alllapaTHbIMU U OporpaMmMHbIMH pecypcamu cetu GLPI

(Guestion Libre de Parc Informatique), koTopas umeeT 60j1ee pacIIMpeHHbIN PYHKITMOHAI.
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Cucrema GLPI npennaznauena st pabotsl ¢ 0Oa3oit  manueix UT wu
TEJIEKOMMYHUKAITMOHHOTO O00OpYy/IOBaHUS, YCTAaHOBJICHHOTO Ha TMpEeNnpuaATUu. Taxxe
UMeeTCs BO3MOXKHOCTh BEJICHUS ydeTa PAacXOAHBIX MAaTEpHUaroB M OPTraHU3AIMH CIYKObI

TEXHUYECKOM MOAACPIKKHU 110 pacCIIuCaHnuIO 151 I10 3assBKaM MOJb30BaTEeIICH.
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BBIIOJIHEHME PABOTEI

1. s passepteiBanust cucteMbl OCSNG He0O0X0AMMO YCTaHOBUTH CEPBEPHYIO
U KJIMEHTCKUE YaCTH CUCTEMBI.

2. Jnsa ycranoBku cepBepHoi yacth OCSNG ecTh BapuUaHTBHI: pa3BEPHYTh
rOTOBBI 00pa3 Vmware ¢ YCTaHOBJICHHOW CEpPBEPHOW YACTHIO WIH
YCTAaHOBUTH CEPBEPHYIO YacTh BpYy4HYI0, a Takxke maig Windows u Unix
MOJOOHBIN cucTeM ¢ paspsagHocTsMu 32 u 64-bit. B mamem ciyuae
BbIOMpaeM o00pa3 Vmware Debian 32-x pa3psgHod cHCTEMBI C
yCTaHOBJIEHHOU cepBepHOM yacThio OCSNG.

3. CxauuBaem 00pa3 Unix-mogo6Ho# 32-x pazpsaHoit OC u pacrnakoBbIBacM.

4. 3anyckaem Vmware Workstation i Vmware player u nojkiroyaem

o6pa3 OC Debian (Pucynox 1).

Owmpurn q.g
Tarwa 2 DCSNG-Server 20 1 Dby 01300 ~ * ] ; ™.
»
2
Hedserse
N
Patoesd cree
Mo m pwrre
9
-
- ¢ o saia Ocrventoerng v v Jrromae
b
Coreece Jum ouiaon VN saare Wk staton Fies [* voc” v ~ Oy

Pucynok 1 - Bei6op o6paza OC Debian

5. 3arpyxxaem OC Debian. Unet 3anyck cepucoB OC Debian (Pucynok 2).

7 Ocwrvertary ng  Vahwase Warkadatiar £ Eﬁ

M ER Wew W Teen Veden  teb

- - =

Pucynok 2 - IIpouecc 3arpy3ku OC Debian
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6. [Ipu 3ampoce y4eTHOM 3anucy BBOAUM UMsi: root U napob: ocs (PucyHok 3)

7 Ocamventory g - Thwars Workatatian e

T Gent mgndt 10 thes ¥, Ok weade Or pems et ¥
— L =

PucyHnok 3 - 3anpoc BBOJA YUYETHOM 3alIMCH root

7. Ilocne BXxoja 1o Y4€THOM 3alMChIO 100t TPOBEpsieM KOH(UTYypAITHIO

BUpTyasibHOM MamuHbl cepBepa OCSNG (PucyHok 4).

o Ocsinventory ng - YMware Workslation

| : . I N T S N e ) <

T droct sgudt B0 ths W4, ik raide or p OrieG = I“t

Pucynok 4 - Pesynbrar pabotsl komanasl ifconfig

8. Ilns cObopa WHBEHTApHU3AIMOHHBIX JAHHBIX C KaXXJIOTO KOMIIBIOTEpA CETH H
3aHeceHust B bJ[ cepepa OCSNG HeoOX0auMO Ha KaXKJIbIH MOJb30BATEIbCKUI
KOMITBIOTEpP YCTAHOBUTH KJIMEHTCKYIO 4acTh - areHTa OCSNG.

9.  Co3maeM HOBYIO BUPTYAJIbHYIO MallIMHY Vmware C OIepaiiOHHON CUCTEMOM

Windows XP. CkaunBaem u ycranaBinuaeM VMware Workstation [5]. HactpanBaem
BUPTYAJIbHYIO MAIIMHY: YCTAHABIMBAEM THUIl COEIMHEHUS CETEBOM KapThl KJIIMEHTA B

pexxum Bridged u cereBbie HacTpoiiku kinreHTa u3 nojcetu ceppepa OCSNG (PucyHok 5).
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Dewce Y
B Yever v v | Corrected
. Correct o power o

AT Usad to share the host's IP sddvess

ot ardy: A prwvate ~etwork

Cunbom: Jpach el networt

10.
Ping (Pucynoxk 7,8).

' [Bepouan 5.1.26001
1985

ft Vind

nopaums 2001 .

coer,

Documents and Settings

Demen nakeramw ¢ 10.10.10.180 no 32
uMC

umMC

S

YHC AL

oy 10.10.10.10:

0.10.10.10:
10,
10.

e T
LT

Ureer o

10.10.10:
10.10.10:

Crarucrua Ping nan 10.10.10.10:
Naxevon: NOAYYENO
IPHEANIUTEALHOE DPEMA NPUEMA-TIEPEAAYM B

Munumassnoe = Ducex. MaxcumassHoe *

OTNPABACHO

C:sDocuments and Settings

a pokuMa, Bridged Hactpo

shared with e

[IpoBepsieM BUAMMOCTh cepBepa U KimegHTa OESNG Mexmy co6oit koMaHIOj

<" C:\WINDOWS\system32\cmd.exe - [Of x

AprmnucTparopdping 10.10.10.10

SaMTY

ApmunucrTparop?

il

Cookcrea: lNporowon Mure puera (TCP/IP)

O

Pt [P MOPST HESHEWITLON SETOMATINECKM, 60 8Ty
RASDAMBAST 3TY BOSMOMHOCT MOTHEHOM CIJ4S% NADSMETRE!
1P M00040 NOMPSITE 4 CETEDOND AQMEMCTRATODA

9 [omgams IP.a2pec MToMaTencew
1K, .. CETEBRIX, JIAPAMETPOB KIIHMEHTa

P-aapec 10 10 10 n
Pt ’
Macsa nogoeTw 25 2% X 0

*) Ugnomsaosams creaypouwe aapeca DNS cepoepce

€0 M

20 3

|un'l-MﬂrvNou

[ O

oK |

4. novepano = 0 <8 noveps).
Me s

0 ncex. 0 ncex

pennes

0 Geact gnd 10 Lhes ¥, Chch weiie Or (omis Chieth

-qr!

Pucynok 8 - Pe3ynbTaT paboThl KOMaHIbI Ping Ha cEpBEPE

1.
12.

(Pucynok 9-13).

EE

Welcome to the OCS Inventory NG
Agent 2.0.1.0 Setup Wizard

. OCS Inventory NG Agent 2.0.1.0 Setup

Thes wizard wil gude you through the instalstion of OCS
Inventory NG Agert 2.0.1.0

s roce
t'.‘".'- Pt
redevart sy
computer

Ok Next to continue

CkaunBaeM OCSNG-Windows-Agent-2.0.1.zip 1 pacriakoBbIBaeM.
3anyckaemycraHoBKyareHTaOCS-NG-Windows-Agent-Setup.exe

LK

S Irvertory

Bocs Inventory NG Agent 2.0.1.0 Setup

OCg%g

Press Page Down to see the rest of the agreement

License Agreement
Plaase review the kcanse tarms befors instaling OC
NG Agert 2.0.1.0

teessssreee Peessttteestttrterrtttttnsrtrenane A

ertory NG Licerce
teteenasttttsntttttrntttttnntttrtnns

sesesssseee

0CS Invertory NG software & refeased under the GNU GPL version 2 kcerse
(s0e below

However, thes product & also subordnate to the License Agreements of the
software components included in OCS Invertory NG Agent for Windows,
2D, OperSSL, cURL, Ty ML and Zipluchive

¥ you accept the terms of the agreement, cick 1 Agree to continue, You must accept the
agreement to nstall OCS Inventory NG Agert 2.0.1.0

Cancel




t OCS Invenlory NG Agent 2.0.1.0 Setup "LIIIS Inventory NG Agent 2.0.1.0 Selup

Chooze Install Location Imstallng
[iersit = Chasces the Folder in wéich bo inetall GC3 Inventory b Agent '"“""""EJ Please vast whds 003 frventory NG Agent 2.0.1.0 = being
2.0.1.0. restaled,
Setup vl nstall G578 Brremnbory G Agent 2,0, 1.0 in the Followng Folder, To retallin s Teyng bo il process OcsSystray axe. , Reak: 603
ffevent Fokder, ek Browse and select ancthes fodar. Chck Instal o strt th rtadaton. ((NANRRRNRRRRARANRRRRED ]
Cestirstion Polder
L 1P Flnsl o by ] [ ouowse. |

Space requred; 17 4MB
Space awalshis; 6. 558

oo gt | [Cconad ]

PI/ICYHOK 9 - HauaibHOE OKHO YCTAaHOBKH U JIULICH3NMOHHOC COTJIAICHUC aI'CHTAa

BB OCS Inventory NG Agent 2.0.1.0 Setup 21 Rl BB 0CS Inventory NG Agent 2.0.1.0 Setup (=], 1

OCSS Choose Components o% 0CS Invertory NG Server propertees

Ieveniony Choose which fastures of OCS Inventory NG Agent 2.0.1,0 you Fil in OCS Jrventory NG Server address and oprions..

want to st
Chack the compormnts you sant 1o ratal and unchack the compormnts you dont wark to Server LRL ( hetp{s)/fyour_ocs_server(:ocs_server _port)jocsewentory )
instal. Chck Next to continue.
Soect e tpe o otk DT
Server credentisls (optionsl)
Or, sslact the optional '~ working dat a folder
compormets you wsh to [¥] Upgrade from 1.% Agent User :

[¥] OCS rwertory Agert

Password
[¥] Network inventory (server reachable)
[] Local invertory (no network connection)
@] Uranstaller Server securty (DISABLING THIS IS NOT RECOMMENDED)
tourgron [V] vaidate certfcares (specfy path to fle cacert pem below)

Space required: 17.6M8
CA Certficate path | cacert.perm

[ <ook J{ test> ][ cow | [ <o J[ pet> ] [ coxe

)

Pucynoxk 10 - onuuu kJMeHTa ¥ yCTAaHOBKA HACTPOEK MOAKIIFOUEHUS K CEPBEPY

BB 0CS Inventory NG Agent 2.0.1.0 Setup B OCS Inventory NG Agent 2.0.1.0 Setup T 3
OC Proxy Sesver properties OCS Inventory NG Agent lor Windows properties
[Pt vy ¥ reeded, specky prowy server to use. .. Avertony If needed, specfy OCS Irwentory NG Agent options. .,
Povtee: T - s st
Ensble verbose og
Addrens : )00 not scan for nstalled Software
[ Never ak fer TAG
e Specly TAG vakus :
Prowy credentisls (optional) Setup opbiors. .
G [T) 0o not registrer service - agert must be lsunched marually (= INO_SERVICE)
[TJDo net register Systray applet to automatically start (= JNO_SYSTRAY)
[ amenediarly launch inventory (= INO'W)
[ <tox J[ mest> | [ coce ] [cooo J[_twt> | [ coe |

Pucynok 11 - HacTpoiika mapaMeTpoB proxy 1 BBIOOp HACTPOEK areHTa cepBepa

Pucynok 12 - BeiGop manku ycTaHOBKM areHTa U MpoIecC YCTAHOBKH areHTa
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BB OGS Irventory NG Agent 2.0.1.0 Setup f

Completing the OCS Inventory NG
Agent 2.0.1.0 Setup Wizard

OCS Irwwntbory NG Ageet 2.0.1 10 Sus been Installed on your
Comg s

Cheh Prmh to chose e wiard

Pucynok 13 - OkoHUaHK€E YCTaHOBKH areHTa

13. [Tocne 3aBepuienust yctaHoBku arenta OCSNG npoBepsieM pe3yabpTar B JIOT-
daiine (Pucynok 14).

B 0CS NG Windows Agent Setup  boowwo

f2003 at 12:27:58

CE-NG~wi ndows ~Agant -Setup, axe

\application Data'\oCs
1nventory Na\AQ
Applic ﬂ(u Dat
Application Datal

Inventory NG\ Avn-n-.
posnioads. . .Resu

INVentory
S Inwentory NG

«oResylt:
nd Adeinist

Users re
ervice was provi
co and kS Processes.

wriloads. . . Rés
oad>, . . Aesu

Tes\ocs Inventory Agent>
cumL Tibrary and Ms

- AT/MEC 0.0...
new Files status

agent confiqurat

e b, Taund r'nq ocsirwent of, exe JSAVE CONF, . .Result: O
T urents and Settings A1l users
fce is regl
windows

WFNARHOR wRach\ D0 MR AR T
ed 1».n windows Service Manager, . . No
Service Manager...result

CRATPYREA\OCS TWeNtory NG Systray. Tnks

TO STArT Systray app

ssfuly dnstalled on 06/ Ol1 at 12:41:18

Pucynox 14 - Jlor-gaiin nmporiecca yCTaHOBKH areHTa
[IepesarpyxaeM KIIMEHTCKUN KOMITBIOTED, B TPEE MOSBUIICSA 3HAYOK areHTa

OCSNG.

[TpoBepsiem pesynbrat padoTsl arenta OCSNG (PHcyHOK 15).

BN by M Mg e

Fwn, W At e

e e )

)CS Inventory NG Informations for Computer
COMPUTERI1

General properties
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Pucynox 15 - Pe3ynbTaT paboThl areHTa Ha KJIMEHTE

16. lnsa noaxnrouenus k cepeepy OCSNG 3arpyxaem aIMUHUCTPATUBHYIO
KOHCOJb. B anpecHoit ctpoke Opay3epa Habupaem http://ocsinventory-ng/ocsreports/ u

MOJKJII0YaeMCsl ¢ y4eTHOM 3anuckio: uMms admin, naposib admin. /{5 yno6cTBa BeiOMpaeM
pycckuii s3bik nHTEpdeiica (Pucynok 16).

D OCS lowentary  Micronalt Intesnet | upiarer . A
fen [paws B Wigescs Cgme e > Ben Dewe e Dleewes Ggew Dwees &
) . " ) — e T J 206 wo o etern @ 2@
O ronss - w) 3 e Jrntme @ a3 e 2 G r—
T T e LT Tresm— - ﬂ‘.--u = 1)
OoCs OC oo
= Ver .80
IIENT] D = - @ ¢
MNorsey
Nasorm veven 453
- - . S, v 30
“pasrn,
&l rvme S Mocean mrpacen < O e ey

PI/ICYHOK 16 - OxnHo perucTpanru KOHCOJIHU CCPBCPA U CTATUCTHUKA pa6OTI>I aIrCHTOB B CCTU

16. [IpocMaTprBaeM CIUCOK MPOUHBEHTAPU3UPOBAHHBIX KOMIIBIOTEPOB, HA KOTOPHIX
yctanoBiieH areHT OCSNG (Pucynok 17).

- Fimes |2
= i
ETT T

o VSO R TS - Ieepmisanean aay | W o

IS, wbennrene  Eemsme - > weaven o e
e x (ne) >

o 1 o6 08 52 ’ Aaecpanp Mooest Mncews WP Prfeseas 412 v *
- MIEM Ivpeae x
o M Ieer . W o parcewn B7 Py en e U x

i

e

Pucynoxk 17 - Cicok npoMHBEHTAPU3UPOBAHHBIX KOMITBIOTEPOB
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18.Bribupaem u3 crcka komnsrorep COMPUTERI1 (Pucynox 18).
x

D OCS lawertery - Microsalt Mvtermet [xpleres

2o (pecs Du Uioweos Cgpec o >

n @G POre= unipmre 7 -aE3

Narmssnarens
redomy:

Windoms key

@] ro~ceo S MacTese eTpacen

Pucynox 18 - Uudopmarms no BeiopanHoMmy kommnerorepy COMPUTER1

19. BoiGupas B HUKHEH 4acTu OKHA UKOHKY OJHOW M3 TPYNIMPOBOK pe3yibTaTa
WHBEHTAPU3ALNHU, MOKHO IIPOCMOTPETH COJIEPKAHHUE 3TOW TPYIIIbI, HAIPUMED,

npoueccopsl. Eciy BbIOpaTh HKOHKY IBOMHOM CTPEJIKU B HUKHEH 4acTh SKpaHa, TO

waie e [

€

s

b by SR Tt Dy P 8 TIG
wr

et Cotaet IADMTEIE AR It

peariisninl

.............

S s

Pucynoxk 19 - IIpocmoTp paznena «IIporeccop(bi)»
20. IloMuMO WHBEHTapH3alMUd BHYTPEHHEW alapaTHOW YacTH KOMIIbIOTEpa

75



OCSNG cobupaer wuH(pOpPMAIMIO MO MOPOTPAMMHOMY OOECIICUCHHIO, a TakKXke IO
MOIKTIOYCHHBIM TTepUGEPUITHBIM YCTPOKUCTBAM, HAIPUMEP, MOHUTOP, IPUHTEP, HCTOUYHUK

oecriepeboitHoro nutanus (Pucynok 20).
T |

g ——— [
Qs 2 @0 P frene @ S-LES
R —— ol Ly

&) Tevn v ey e,

Pucynox 20 - ITpocmoTtp pasnena «IIporpaMmmuoe odbecrieueHue»
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21.B/1 pe3ynbratoB uaBeHTapu3zanu OCSNG MOKET HCHOJIb30BATHCS B CBSI3KE
C JApyroi CUCTEMOU yIpaBJlieHUs anmapaTHbIMU U IPOTPAMMHBIMHU peCypcamMu CETH
GLPI (Gestionnaire libre de parc informatique), koTopas umeeT 0osiee pacIIMpPEeHHbBIN

dbynkuuonan (Pucynok 21).
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Pucynok 21 - Coucok npoMHBEHTapU3UPOBAHHBIX KOMITbIOTEPOB B crcteMe GLPI
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[IpakTunueckoe 3amanue Nel3
Hean: Hayuntbcs HacTpauBath MexceTeBoit 3kpad Windows 7.

JeiicTBue 1
Ha xommnbrorepe 1 ménkHuTe NpaBoii KHOMKOM MBIIIN pabouuii CTOJI U BbIOEpUTE

Coznarp > [lanky.

Bua »
Coptupoeka 4
O6HoeuTe

Bctasute

Bcraeute apabik

Cospate » Manky

[w &

B8 Paspewenne 3kpana T

W lamxerol & Toueunblii pucyHok
& Nepconanmzaums [75] Kontakr
1:] Jokyment XypHana
g Apxue WinRAR
= [Jokyment & popmare RTF

TekcToBbIN JOKYMEHT
Apxue ZIP - WinRAR
Moptdens

i

3apaiite uMsa HoBoi manke - TEST.

[[énxkaute mpaBoi kHonkou MbIm Ha nanike TEST u BeiOepute IlpenocraBurs
o0mumii Jocrym >

Pacmiupennasi HacTtpoiika o0wmero gocryna > PacumimpeHHasi HaCTpoOHKa
o01rero xocrymna.

OTtkpoetcst okHO «PacmupenHas HacTpoika oOIIero JoCTyIa.
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[TpenoctaBpTe 00U TOCTYI K ATOW MAIKe, UCIOIb3YsI UMSI 10 YMOJITYaHUIO

TEST.

Ha xomnbrorepe 2 Haxmute kHomky Ilyck, 3arem BwiOepute Ilanenn

ynpasienusi > LlenTp ynpas/jieHusi ceTsMu U 001uM 10cTynoMm > CeTb.

JIBaxapl ENKHUTE KOoMIIbIOTEP 1.
Buana nmu reneps obmas manka TEST?
IIpumeuanue.

UHCTPYKTOPY.

3akpoiite CeTb.

Ecim  oTBeT oOTpULIATEIIBbHBIMN,

O6paTI/ITCCI> 3a IIOMOIIBIO K

IIpumeuanue. [Ipy BBINOJTHEHUN OCTABIICHCS YacTU JaOOPATOPHON pabOTHI

UCIIOJIb3YITE KOMIIBIOTED 1, €CiiM HE yKa3aHO MHAYe.

JleiicTBHeE 2

[lepeiinute k Opanamayspy Windows 7.

Bri6epute Ilyck > Ilanennb ynpasiaenusi > Cucrema u 6€30acHOCTD >

Bpanamaysp Windows.

@.\ ‘,v‘ﬂ“ Cncresss n Gesonacwocts b Bpavamseysp Windows v 4
Doiin  [peexa Bua Cepenc  Cnpesxa

Marens ynpaenern -

TE S S

AOMILUMES CTPIHML2

Paspewunrs sanycx
NPOIPAMME VAWM KOMNCHENTS
uepes Epanamaysp Windows

Wasenerne napamerpos
yueaoMAe ik

Brmovenne n onumowerine
Spangmayapa Windows

Boccramosnts ymosusHns
SononruTtentsbie NapaMeTpbi

YCTPamesrue wenoAIgox 8 ceTh

LesTp nogaepsace

Uentp ynpasnerma cetsmm n
OB ACCTYNOM

3almMTITE CBOMA KOMNBEOTEP C NOMOWLIO Opanamay3pa Windows
Bparamaysp Windows NOMOr T NPEAOTEDETITS HECIHEINOHIND RS MM bIR A0CTYT SNCYMBILINEHHUKOE MAN
BPEACHOCHEIX NPOTPIMM K STOMY KOMNSIOTEPY Yepes MinTepreT mnm noxasssyso ceTs.

Kax Spanamaydp NOMOraeT 32UmruTe KOMNmoTep?

Acnonnurencieie COIEMMR O CETEIE PASMELLSHIRX

. 0 Aomawnne wam paboumne (YacTHe) ceTw He NoAKAKYEHD (A

Cern ACMA wNK 12 plﬁOYQ, KOTAR BAM VIBECTHEI HCNOARIYIOUME CETe MOAM U ,CTpCﬁ(YLI

Cocroamnme Gpangrzyrpa Windows: Bxn

Bxogsuime NOAmONEMNA: BACKIMPORATE NOAKMIOHEHIE K NPOTPAMMAM
KOTOPEIE HE BENIOMEHDI & CIINCOK PASDELLIEH HuiX

nporpana
Axrngisie qomalwnme nam paboume (vacTHeee) cen: Her gammbx

Cocrommme yeegomnenns YeeaommaTs, xorga Gpanameysp Windows

CNOKMPYET HORYIO NPOTPAMMY

. 0 Obuwectsenmsie cetm

Noaxknwuero ‘¥
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WNnaukatop Opanamayspa moKasbIBaeT COCTOssHUE Opanamayspa. CtangapTHas
HacTpoiika — « BRiIouen».

B none Hmke ykaxxkute npeumyiectsa Opanamayspa Windows.

HeiicTBue 3

[Iepeiinute no ccpuike Pa3pemiuTs 3anmyck NporpaMMbl WM KOMIIOHEHTA Yepes

o
opanamaysp Windows.
m'w- Cncresss n 6 » Bp yap Wind -T‘,]r':\.;- € mOwEs yPORIMLN pj
Sodn Npsecs B Copewc  Crposca
Maners yrpasseses - 2 v o
AOMBMER CTRaRR WATHTE CBOR KOMNSIOTEP C NOMOWL0 Gpanamayspa Windows
Ep yap Windows noasceset np P " ah gCTym 1ncy wan
Surtum o PEATHOCHRE PPOTPAMM K JTOMY epy vepes Vmepner mmu yo cem.
m Kax HPIHIMEYIP NOMOTIET JOUMTHTE KOMN0TER ]
Q Psasenernne napaverpoe LON0NmTetomoe COERtrwR O CETEBBI PAIMELLIE ARX
% . = . a Aomawrmne nan paboune (wacTrase) cetn He nogmoueno ‘&

Corwe 2o0ss Hnm 1a PaBOTE, KOrAS BAM MIEECTHM HCIOMRTYOUINE CETh MMM  yCTRodcTES

% Boccranosums yuomesses
% A C 6 pe Windo [y
e cem B LTS Bncenp s & nporp
e ® CIACOK pasp
npeepanm
Axtetsnst Jonbnne win pabowae (wacraee) cerre Het aammac
ou Coctommse yeescoiterms: ¥ «oras 6p ap Wind
Umerp meqepxen BNCKnpyer mOEy™ NPCCpaNNY
LewTp ynpasaerus ceTrmms n
cuum aocrynoa . 0 ObwecTaenmHsie ceTH Nogxmoueno (¥

JeiictBue 4

OTKpOGTCfI OKHO ((P&SpeHIeHHBIG nporpamMmmsaD».

w.mc Bp ysp Wind » Pasp NEepasivs 'r"“’ Moutx 8 namesy yrpose~us »
Sen [peecr B Copenc  Crpescr

PazpewnTs CBA3L AN NPOTPaMM uepes Gpanamaysp Windows
M#.-lmmmwpmnmmmlm nascasate enony “Mavesers

napasseTpe.
Emzzwmmm% »y il paserp
Pasp P "

Haseamne Aosaunes wen pafouns (vactias)  MyGmmne *

O T —
O EranchCache - chuapyxenme Ky umpyoul.-.
O BranchCache - nomyuerne CORRPEMMOTS ..,
D BranchCache - copaep PaIMewEnnOng o..
[0 Secure Socket Tunneling Pretocel

P Eacrp P yerpoh

O Ancrarmponmce ynpastesme pabounm cT..
B2 Aossawaa rpynna

[ Xypmartes n ONCOELUENIN PROISEIMEN.
DO ¥crpy ped ynp: Windows (..
O Vm@pacTpy v TyPe Oancpanrose NOREAR. -
[m} 0o

"

m

go0oReO®OO0O0OD0

< 0oomoomooOooo
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[Tporpammel u ciyx0b1, HE O10KHpyeMbIe OpanaMay3pom Windows, OyayT
MoMeYeHbI (hJIakKKaMu.

MoxxHO n00aBIATh MPWIOKEHHUS K 3TOMY CIUCKY. OTO MOXET ObITh
HEO0OXO0IMMO, €CITU y KIMEHTa UMEETCsl MPUIIoKeHUe, TpeOyroliee CBSI3U C BHEIIHEH
CEThIO, HO MO KakoW- TO mpuuumHe Opanamay’p Windows HE MOXET BBINOJIHUTH
HACTpPOIKY aBTOMaTU4ecKu. J{J1s 3aBepIIeHNs JaHHOW MPOLEeTypbl HEOOXOAMMO BONTH
B CUCTEMY Ha 3TOM KOMITBIOTEPE B KAYECTBE aIMUHUCTPATOPA.

[lepeitaure no ccpuike Pucku paspemienusi CBA3M ISl IPOTPaMMBI.

OTtkpoercst 0kHO «CripaBKa U MOIEPKK.

Fo= ~]

0 Cnpaexa » noagepxxa E‘

@) & /D -~ i[ S% Cnpocure Mapamerpe v ‘

|
l Moucx 8 cnpasxe P

B uem CoCTOMT pUcK paspeleHna AoCTyna nporpammMam yepes bpaHamaysp?

Mpw AoGaeneHnn NPOrpamMmbl B CNUCOK PaspeELLEHHDIX NPCrPamMMm B BpaHaAMay3pe WA NPK OTKPBITHN NopTa BpaHamay3pa
ONPEAENEHHON NPOTPEMME PA3PELLIBETCA NEPEAABATL AZHHBIE OT KOMNBLIOTEDPA MK Ha HEro Yepes Opanamay3p. Paspewenne
YCTEHOBKW CBASKM NPOrpamMman yepes Bpanamaysp (pasbaokuposxa) nogobHO CEEPNEHNIO CTBEPCTHA B Bpanamay3pe.

Kaxablit pas, xoraa OTKPLIBAETCA NOPT MK NPOrPAMME PASPELLALTCA CBA3SL YEPEs BPaHAMaysp, KOMNBIOTEP CTAHOBUTCA MEHEE
Gesonachbim, Hem GonbLue paspelennbix NPOrpaMM NN OTKPLITHIX NOPTOE Mmeer Gpananmaysp, Tem G0NbLUE BOSMOXHOCTEN
NOABNAETCA Y XAKEPOE M BPEAOHOCHBIX NPOTPAMM 415 3AMYCKa HepBael, NONYHEHNR J0CTyNA K GaItNaM NNN NCNONBSOBAHNA
KOMNBIOTEPA ANR PACNPOCTPANEHNA BPEAOHOCHBIX NPOrPAMM Ha ADYTHNe KOMNBIOTEPSI.

O6eiumno Gezonacnee go6asnTe NporpaMmMy B CNUCOK MCKTIONEHUI EMECTO OTKPLITUA nopTa. Ecam oTkpeiT nopt, To oM ocraerca
OTKpBITSIM Z0 TeX Nop, noka Me ByAeT 3aKpeiT, HE3ABEUCHMO OT TOrO, HCMONLIYET ero Nporpamma unw Het. MNpn gobasnenun
NPOTPaMmei B CNUCOK PaspeLueHbiX NPOrpaMM, «0TEEPCTHE» OTKPLIEAETCA TONLKO NPH HEoBXOAMMOCTH ANR ONPEAENEHHOro
COEAVHEHMA.

UtoBbl yMEHBLUUTS PUCK EO3MOXHOW ONAcHOCTH, MOCTYNANTE CAegyroum obpazom.

o Paspewaiite NporpamMmMy Wik OTKPLIBAWTE NOPT, TONBKO EC/H 3TO ASWCTEMTENBHO HEOOXOAUMO, 3 TAICKE YABNAATE NPOrPaMMbI
W3 CNNCKA UCKAROYEHWIA W 33KPBIBAIRTE NOPTHI, EC/IK OHK BONBLUE HE HyXHbI.

¢ HUKOrAa HE pazpetlaiTe HEM3BECTHOW NPOrPaMME CBA3L Yepes Opanamay3p.

Q JononHUTENBHBIE NAP3METPSI MOAREPKKN

/M AgroHOMHaA Cnpaska ¥

Coznanue CIMIIKOM OOJIBIIOrO YKciia UCKIoUeHul B ¢aine «IIporpammel u
CIIyObI» MOXET TMOBJIEYh HETAaTUBHBIE MOCHAeACTBUSA. ONHIINTE HETaTUBHBIC
MOCJIE/ICTBUSI OOJIBIIOrO KOJUYECTBA UCKIIFOUEHHH.

3akpoiite 0kHO «CrpaBKa U NOAJEPKKa.

HeucrBue 5
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C kommbroTepa 1 BBINOJIHUTE CAEAYIOLINE IEUCTBUS:

HIénxuuTe OkHO «Pa3pemnieHHbIE TPOTPaMMBbI», YTOOBI AKTUBUPOBATH €TO.

(- 3 =
o | @ ]

@(\/-v & « Bpanameysp Windows » Paspeiwersaie nporpamme viéll 0 »p

Saiin  [paea B Cgpenc  Cnpaeaa

PaspewnTs car3s Ans nporpamm uepes Spanamaysp Windows

Urohine A00amare, HIMEHHTS IS YARAKTE DAIEGLEHNNE NPOTPAMMI W NOPTM, MMTE Koncy “Hiseuun
napanerpu’.

Proos pasperuersss CBRIM AR NPOTDIMMBS

Paspecuesmitie NPOTPaMMES # KOMNONEHTE

Hareanue

D 8anchCache -
D BranchCache -
) BranchCache -
[ BranchCache -

KAREHT DRINELIEHNCID KN,
OEHIPYEHNE KUNPYOUL .
POTyeHNe COALPUNMOND

CEPECD PAIMELLEHNOND K.

Aovsunns wan pabowas (Macran)

MyGawene *

[0 Secure Socket Tunneling Protocol
B2 Becnporgpmie nepemociae yCIpoRcrea
O Bpncrenn ¥p pess T

:

DROCODD0

DO0ORmOROO0O0O0

M X ypranst 0 ONOBELIEHUA NPONIBOAMTENS.., v
O Mincrpymentapnil ynpaenerss Windows (.. O
D VInGpacTpyxrypa Oaeopinrce s NCALNG. .. O
D Koopannaton pacnpessneme: TRAHISCL. . 0 -
Ceegenua
Pap APYTYO NPErp

JI71s OTKITFOUEeHUS UCKITIOUeHUsI CHUMUTE (hakok OO0mmi qoctyn K paiiiam
U IPUHTEpaM > HaxxMuTe KHONKY «OK».

C xoMmbroTEpA 2 BBIIOJIHUTE CICAYIOIIME IEUCTBUS:

OTKpoiiTe CeTeBOE MOJKIIOUYCHUE K KOMIBIOTEPY 1.

[TocnenoBarensHo BriOepuTe Ilyck > Ilanenb ynpaBiaenust > LleHTp

YHpaBJ€HUA CETAMU U 00ImuM AOCTYIIOM > Cerb.

MOHO 1 NOJIKJIIOYUTHCA K KOMITbloTepy 17

C kommbroTepa 1 BBINOJIHUATE CAEAYIOLINE IEUCTBUS:
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JJis BKITIOUEHUSI UCKITIOUEeHHS yecTaHOBUTE (uiaxkok QO0mmid Joctyn K daiiiam
U MPUHTEPaM > Ha:KMHUTe KHONKY «OK».

C xomnbroTEpa 2 BBINMOJHUTE cleaytoniye nenctrus: OoHoBuTe okHO CeTb U
ITOAKIIOYUTECH K KOMITBIOTEPY 1.

MOHO M NOJIKJIFOYUTHCA K KOMITbIOTEpY 17

3aBeplInTe ceaHc Ha KoMibloTepe 2. Mcnonp3ylite kKoMnbroTep 1 B ocTaBuieiics

gacTu Ja00paTopHOl pabOoTHI.

HeiicTBue 6
Bri6epute Ilyck > Ilanesan ynpapiaenusi > CucreMa U 6€30acHOCTH >
AavmunuctpupoBanue > Bbpanamaysp Windows B pesxume NOBBIIIEHHOM

O0ezomacHocTu > IlpaBmia nJis BXOASIIIUX MOAKIKOYECHHUIA.

& Epanamanyp Windows s p as [E=R N |
Sain  feicrene  Bug  Copesca
os 20 - B0
LRI v o mrarame oo —

[ AL ALY FIF TNy
::':“:“ :(. :x' s Mpyona Npoguas  Bumouesno  fefcieme < | Npaonns A ssogsuge., &

8% Nparuns besonacnocm no, € Otwapymenne cern (maena NetBios - suoaaupil) Obmapyserme.. Oluyme at] Paspeumm & Cosaame npaswno..

B HoGrmagerme Ofsapryacenne comn (obupmh - WD - mcgaunnd 1padus) Obuapysman... Jloses Het Pmrpeass ¥ . b
. Ofeapysenne ceTv (00w - WSD - sxogauuni Tpadue) OOmapyserse.. “acTwold Her Papeuswm

: SN a Y Oamrposarenoc. »
@ OSapyxerme conn (o - WSD - mxegruunit 1padue) Obmapyseae.. Obupme Het Pupecsm
@ Oteapymenne cen (cobemma WSD - ex0s3umd Tpadus) Obnapywesse.. Yacrmesd Her Paspewwm Y dwwpesanner.. »
@ O5apyxerme cern (coburvm WSD - excgeuuni 1padus) Ofmipyeeae.. Ofume Her Paspemm . N
.()tnaw-e«ne cemm (cobemma WSD - sogaumd Tpagus) Obrapywesme..  Jowen Her Parpewwm -
Sl o Ofwossm

@ 0% zocrym & Saiaams n npwnrepan (LLVINE U
. Oy 20CTyn € QaitAan 1 NEUNTEPIN (Ex0isapn Bupesan
o Ofapmd zocTym © Goilnans n npuNTepaM (Ea0gmaM Konnpeeats

Orcmonaeme npaesao ¥ MCNOPTHPORATE C

Parpewumms
Her Pasperusams B Cnpaexs

7 Papesammy
MW-&. -

. Ol 20CTyN K Q2NN 1 NPHHTEPIN (EXDASLIA y . Her Papeawm
@ 05 socrym  Gaitnams n npunTepan (Ex0amam Her Parpenmms # Orncmounrs npesn...
@ Ot 20Ty & Q2dnan W NPUHTEPIM (EXD LR Caofcrsa b Her Paspewws 4 Bepenn
0 Ofupmd gocryn & Sainem n npunrepan (exogsmcpn A Paspesan ?
Crpasca Kenuposars

@ Ot z0cTym & Qadnam n mpuNTEpaIM (RaTarpant Mer Parpewwt
0 Oty socrym & Gaitnans n npunrepan (gaTarpanmme NetSios - ge.. OBugiil gocry..  MacTwdd Her Papeami K Yasnwrs
8 Ofupd zocrym & Gaitaams n npunTepam (aaTarpenm Netfios - sx.. O6upil aocry Joven I Parpeawms | Ceciicrea
. Oyl 2oCTym k& Sainam n npunrepan (mvens NetBios - seogaus.. OOGwmi aocry..  Jomen Her Parpeasm n Cnpaexa

-

Orepurne cooma croicre subpannore obuec.

Pa3BepHuTe OKHO, YTOOBI MOXHO OBUIO YBHAETh IOJHOE HMS MPaBHI I
BXo/sux noakiatoueHuit. Haiiaure «OO0mmii moctyn k (aitmam u mpuHTepam (3X0-
3anpoc — Bxoasmuit Tpadpux ICMPv4)y.

[I[€nkHrTE MpaBUIIO TTPAaBOM KHOMIKOW MBIIIH, BeIOepuTe CBOMCTBA > BKJIAJIKA

JlonoIHuTEeNbHO > Ha)KMUTE KHOIIKY HacTpouTs.

Ceolicres [ rpynna i TpatuK @
Otwme ] Nporpansa 1 cayeie: l KosnuoTepn
MpoTokons: # Nopm ] Obnacm Donommrens-o NorssosaTent

Mpogwnn
i Yicanme NpogUn, K KOTORGIM MPVMEHRETCR 3TO NESBHA0
- Doment
v| Yacnea
Mytamaesn
Tirwt inTepgedcon

. r
[ Yianmme T i TpSeACOS, K KOTODM [ Hacmpoums |

Otoa 3t Hacrpoiea Twnos wnTepdencos ey

< 8l e »




Ha Bknagke «JlonmomHutenbHO» oToOpaxaercss npoduiib(-v), HCIOIb3YEeMbIH
KOMITBIOTEPOM, a B OkHe «HacTpoiika TUIIOB MHTEpdENCOB» OTOOPaXKAIOTCS pa3IMYHbIE
ITOAKIFOYEHUS], HACTPOEHHBIE HA KOMITBIOTEPE.

Haxxmute kHonky OK.

[lepelinure Ha Bkiagky IIporpaMmmsl U C1yKObI.

OTtkpoetcst okHO «HacTpolika mapaMeTpoB CIIyKObD.

"

Cacdcraa Jomaumas rpyene eoogeupmel rpedus &

Nperoenme » nepmw Otnacm Deroswrnowe | Nomaossrem

Otesre Mporpasen: » crynfu Ko na vepa
Nporpesess.
-
Croynthw
Ywanorre coynfie, o woropest lagasse o

W TOMMEBRIIN 390 NOMEMNe

Hacrpodes napaneTpos Crywler
Mevevesca i 310 "B Coegyeurms oficasow

hen Kparoe wen
o ARMYIE-ER DETyMDOSIS ADEOCW SerrSee

< Caegevars © npmscamas Aoonto

< Crynba airicas yposss ~pracxeers G

o Coynfin Sarceci Sumpmpw

o MSopmeut © COBMBCTINECS "EIACKEHI
o Coryxbn uwwanss ypomss NpMACEmes LG
« YA0Oee e "OrAOnts Ao0iD5ve
<, Yomuonapn ActiveX (AdratSV) Aore

. TOMOBIE TR e T ARNE CT T NEDE SR s

o lrent 25 27 NI DA




B npocTpaHcTBe HIDKE TTEPEUNCINTE KPAaTKHE UMEHA YETHIPEX TOCTYIMHBIX CITYKO.

Haxxmute kHOnIKy OTMEHA.

leucrBue 7

CyuiecTByeT  MHOXECTBO  NPWIOKEHUH, OOBIUHO  HE3aMETHBIX  JIIA
M0JIb30BaTENs, KOTOPHIM HEOOXOJMMO HMETh JOCTYl K KOMIIBIOTEPY dYepe3
OpanaMay’p Windows. 3To KOMaHIbl YPOBHS CETH, HAMPABIAIOMUE TPAaPUK B CETH
u HTepHeTe.
ITepeiinure Ha Bkiaaky IIporokoast m moprel. s nHactpoiiku ICMP nHaxmute
kHonky Hactpourh. MoxHO OyneT yBUJETh MEHIO, B KOTOPOM HAaCTPaWBaIOTCS

uckimouenus ICMP.

Hacrpoiixa napamerpos ICMP

MprmeraTs 310 NPAsUN0 K CNEZOWMM NOZKRoYSHAM No npoTtoxany ICMP

Tn ICMP

Omvena L\}

B »arom npumMmepe paspemieHne BXONIIMX — 3XO0-3aIPOCOB  ITO3BOJISIET
NIOJIb30BATEIISIM CETH 3allpallliBaTh, IPUCYTCTBYET JIM B HEW KoMIIbroTep. OHO Takke
MO3BOJIAET BUJETh, HACKOJBKO OBICTPO MepeaaeTcs nHpopmanus K KOMIbIOTEPY U OT
HETO.

B none Huxke nepeunciure onpenencHublie Tunsl ICMP.
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Bomnpocs! a1 KoHTpOS:

1) Yto Takoe MexceTeBOil IKpaH?

2) KakoBbI GyHKIIMH MEXKCETEBOTO IKpaHa?
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[IpakTrueckoe 3aganue Nel4,15

1. Heab pabdoTbl: U3YYUTh JIMLIEH3UOHHBIE M  CBOOOJHO
pacrpocTpaHsieMble IMPOrPAMMHBIE MPOAYKTHI; HAYYHUTHCS OCYILIECTBIISITh
OOHOBJIEHME TMPOTPAaMMHOTO OOECIEYEeHHs] C HCIOJIb30BAHUEM CETH
HNuTepHer.

2. OOopynoBanue, upuOOpbI, anmaparypa, MaTepHaJbl:
IIEPCOHAIBHBIN KOMITBIOTEP C BBIXOJIOM B MIHTEpHET.

3. KpaTkue TeopeTn4eckue cBeleHUsI

Knaccudukanus nporpaMm 1o ux npaBOBOMY CTaTyCy

[IporpaMmbl MO WX MPAaBOBOMY CTAaTyCy MOKHO pa3lelUTh Ha TpPH
Oonblliie TPYIIBI: JUIEH3UOHHBIE, YCIOBHO O€cIlaTHble U CBOOOJHO
pacrpocTpaHsieMBbIE.

JIuueH3MOHHBIE TIpOorpaMMmbl. B COOTBETCTBUM C JMIEH3MOHHBIM
COIJIAlIEHHEM pa3padOTUYUMKKU MPOTpaMMbl TapaHTUPYIOT €€ HOpPMaJbHOE
(YHKIMOHUPOBAHUE B OIPEACIICHHON OMNEPALIMOHHON CHUCTEME U HECYT 3a
3TO OTBETCTBEHHOCTD.

JIMeH3UOHHBIE TMPOTrpaMMbl  Pa3padOTUYMKH OOBIYHO TMPOJAIOT B
KOpOOOYHBIX AUCTpuOyTHBax. B kopoOouke Haxoxasrca CD-aucku, c
KOTOPBIX MPOW3BOAUTCS YCTAaHOBKAa MPOrpaMMbl Ha  KOMIIBIOTEPHI
MOJIh30BaTeNIeH, M pPYKOBOJICTBO ITOJIb30BaTENICH 10 paboTe ¢ IpOorpaMMOi.

JIOBOJILHO 4acTo pa3padOTUMKKM MPEAOCTABISAIOT CYIIECTBEHHBIE
CKUJIKM MPU MOKYIKE JUIEH3UNA Ha UCIIOJIb30BAHUU TPOTpaMMBbl Ha OOJIBILIOM
KOJIMYECTBE KOMIBIOTEPOB WM YUEOHBIX 3aBE/ICHUSX.

YcaoBHo OecraTHbie iporpaMmbl. Hekotopsie pupmbl pa3zpaboTuyuku
OpOrpaMMHOr0  oOecreueHusl MpeularaloT — MOJIb30BaTENIIM  YCIOBHO
OecruiaTHbIE MPOTpaMMbl B TENSX PEKIaMbl M TPOJBIXKEHHS Ha PHIHOK.
[Tonb30BaTENO0 MPEAOCTABIAECTCS BEPCUS IPOTrpamMMbl C  OINPEACIEHHBIM
CPOKOM JAeicTBUsA (MOcCle KMCTEUYEeHUS YKa3aHHOTO CpoKa JAEUCTBUS
porpamMmsbl TMpeKpamiaer padborarb, ecid 3a He€ He Obula MpoU3BEICHA
oruiata) WM BEPCHUS MPOrpaMMbl C OTPAHUYCHHBIMH (DYHKIIMOHAJIBLHBIMU
BO3MOXKHOCTSIMU (B CJIy4yae OIUJIaThl TI0JIb30BATENI0 COOOLIAETCS KO,
BKJTFOYAIOIINI BCe QYHKIIUU TTPOTPAMMBI).

CB0OOIHO pacmpocTpaHsieMble TporpaMmbl. MHOTHE MPOU3BOIUTENN
MpOrpaMMHOTO  OOECTieueHUss W KOMIIBIOTEPHOTO  OO0OpYAOBaHUS
3aMHTEPECOBaHbI B MIMPOKOM OECIIJIATHOM PacipOCTPaHEHUH MPOTPaMMHOTO
oOecrnieuenus. K Takum nporpaMMHBIM CPEACTBAM MOKHO OTHECTH:

* HoBsie HenmopaboTtaHHbie (0€Ta) BEPCUU MPOTrPaAaMMHBIX MPOIYKTOB

(3TO MO3BOJISIET MPOBECTU UX IIUPOKOE TECTUPOBAHUE).
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[IporpammHBIE TPOAYKTHI, SBJISIFOLIUECS YacCTbIO NPUHLIHIHAIBHO
HOBBIX TEXHOJIOTUH (3TO MO3BOJISIET 3aBOEBATH PHIHOK).
JlononHeHus: K paHee BBIIYLIEHHBIM IIporpaMMaM, HCIpPaBIISOLINe
HalJIEeHHbIE OIIMOKHU WIIA PACIIMPSIONINE BO3MOKHOCTH.

JpaiiBeppl K HOBBIM WM YJIy4YIICHHBIE JpaWBepPbl K YXKeE
CYIIECTBYIOIIAM yCTPOMCTBAM.

Ho kakoe Obl mporpaMMHO€ oOOeclieueHHEe BBl HE BbIOpaiH,

CYLIECTBYIOT 00mue TpeOOBaHUS KO BCEM TIpYINaM MPOrPaMMHOTO

o0ecricYeHus:

JIuueH3noHHas 4ucToTa (MIPUMEHEHHE MPOrPaMMHOI0 00ecIeueHus
JIOTTYCTUMO TOJIKO B paMKaX JIMIIEH3MOHHOTO COTJIAIICHHUS ).
B03M0HOCTh KOHCYJIBTALIUK U APYTUX (POPM COMTPOBOKIACHUS.
CoOOTBETCTBUE XapPAKTEPUCTUKAM, KOMIUIEKTAlUH, KIIACCY U THILY
KOMITBIOTEPOB, a TAKKE ApXUTEKTYypE MIPUMEHSIEMOM
BBIYUCIIUTEIbHON TEXHUKH.

HanexHocTh 1 paboTOCTIOCOOHOCTD B JIIOOOM M3 MPEAYCMOTPEHHBIX
PEXKUMOB pabOThI, KAK MUHUMYM, B PYCCKOSI3BIUHOM CpeJie.
Hannuue uHrepdeiica, MIOIIEPKUBAIOIIETO padoty c
WCMOJIb30BAaHUEM  PYCCKOrOo  sA3blka. [[ma  cucteMHOro u
WHCTPYMEHTAJILHOTO MPOTPAaMMHOTO  00ECHEeYEeHHUs JIOMYyCTUMO
Hajauuue uHrepderica Ha aHTJIMKACKOM SI3bIKE.

Hanmuuune mgokyMeHTamuu, HEOOXOAUMOM Uil IIPAKTHYECKOTO
MPUMEHEHUSI U OCBOCHHS ITPOTPAMMHOTO 00ECTICUEeHHsI, HA PYCCKOM
A3BIKE.

B0O3MOXXHOCT,  UCHOJIB30BAaHUS  MIPUQPTOB,  MOACPKUBAIOIINX
paboTy ¢ KUPWIUIULICH.

Hannune cnenudukanuy, oroBapuBaronieil Bce TpeOOBaHMUS K
amnmapaTHbIM W TPOTPAMMHBIM CpPEJICTBaM, HEOOXOIUMBIM st
(GYHKITMOHUPOBAHUS TAHHOTO MPOTrPaAMMHOT0 00ECIICUCHHUS.

HpeI/IMYI]_IeCTBa JUIOCH3HMOHHOI'O M HCAOCTATKM HCIMIOCH3HMOHHOI'O

IIPOTPaMMHOT0 00eCTICUCHUS

JInneH3noHHOE MPOTrpaMMHOE 00ecTIieueHne UMEET Psijl MPEUMYIIECTB:

TexHuueckass  MOANEpPKKA  MPOU3BOJUTENSL  MPOTPAMMHOTO
obecnieuenus. [Ipu sxcrryaranuyu npuoOpPEeTEHHOTO JIUIIEH3UOHHOTO
IPOrpaMMHOr0 O0ecreYeHusl y MOoJIb30BaTeNel MOryT BO3HUKHYTh
pa3M4YHbIE BONPOCHL. Biaagenbpl JIMIIEH3UOHHBIX TPOTPAMM UMEIOT
IIPAaBO BOCHOJIB30BATHCS TEXHUYECKOMN MOAIEPKKON MPOU3BOAUTENS
IpOrpaMMHOT0 OOeCHe4YeHHs, 4YTO B OOJBIIMHCTBE CIy4acB
MO3BOJIET PAa3PEUINTh BOSHUKIINE TPOOIEMBI.
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O6noBienue  mporpamM.  [IpousBoautenu  TPOrpamMMHOIO
oOecrieyeHusi PEeryjsipHO  BBIMYCKAIOT  MaKeThl  OOHOBJICHHM
JUIIEH3WOHHBIX Mporpamm (patch, service-pack). Ux cBoeBpemeHHas
YCTaHOBKA - OJIHO M3 OCHOBHBIX CPEIICTB 3aIlIMTHl MEPCOHATHLHOTO
KOMITbIOTEpa (OCOOCHHO 3TO KacaeTCs aHTHBUPYCHBIX MPOTPaAMM).
JleranmbHbIE MOTB30BATENN OMEPATUBHO M OCCILIATHO IMOIYYalOT BCE
BBIIEIINE OOHOBIICHHS.

3aKOHHOCTh U TIpecTiK. [lokynasi HEeIUIIEH3UOHHOE MPOTPaMMHOE
oOecrieyeHue, BBl HapyIlaeTe 3aKOH, TaK Kak MpHoOpeTaeTe
"BopoBaHHBIE" TIporpaMMbl. Bel mojBepraeTe ceOsi U CBOM OM3HEC
PHUCKY IOpUIMYECKUX CAHKIMK CO CTOPOHBI MpaBoobianareneit. Y
OpraHW3alliid,  WCHOJB3YIOMUX  HEJETAThHOE  MPOTrPaMMHOE
oOecrieueHue, BO3HHMKAIOT  MPOOJIEMBI  TPU  TPOBEpPKaX
JUIEH3UOHHON YHCTOTBI TPOTPAMMHOTO OOCCIICUYCHHsI, KOTOpPHIS
NEPUOJIMYECKA TPOBOJSAT MPABOOXPAHUTENLHBIE OpTaHbl. 3a
HapyllIeHWEe aBTOPCKUX IpaB B psjie CIydyacB MpPEIyCMOTpEeHa He
TOJIbKO aJMUHUCTPATUBHAsA, HO U YTOJIOBHAs OTBETCTBEHHOCTb.
Hapyienne 3akoHOIaTenbCTBA, 3alMINAIONIET0 aBTOPCKOE IMPaBo,
MOXET HETaTUBHO OTPa3uUThCS HaA  pEIyTallid  KOMIIAaHUH.
Henumen3noHHbIe KOITUHA TPOTPaMMHOTO 00eCTIeYeHNsI MOTYT CTaTh
MPUYUHONW HECOBMECTHMOCTH TPOTPAMM, KOTOPbIE B OOBIYHBIX
YCIIOBUSIX XOPOIIIO B3aMMOJIEHCTBYIOT JPYT C IPYTOM.

B HOry ¢ TeXHMYECKMM IPOTPECCOM. YTPaBICHUE MPOTrPAMMHBIM
o0OecrieyeHueM TOMOXET OIPEACIUTh MOTPEOHOCTH KOMITAHWH B
MIPOrpaMMHOM obecrieueHuH, n30exaTh HCTI0JIb30BaHUSI
YCTapeBIIMX MPOTPaMM H OYIET CIIOCOOCTBOBATH MPABHUIHBHOMY
BBEIOOPY TEXHOJIOTHMH, KOTOpas TIIO3BOJUT KOMITAHWHM JIOCTUYb
MOCTABJICHHBIX IIeJIeH U MIPEyCHeTh B KOHKYPEHTHOM OophOe.
[TpodeccrnonanbHbIe MIPEANPOTAKHBIE KOHCYJIBTAITHH.
[IpeumymiecTBa TPHOOPETEHUS JUIIEH3UOHHOTO MPOTPAMMHOIO
oOecrieueHuss TOJIb30BATENIM OIIYIIAIOT YXKE MPU €ro TOKYIIKE.
[Iponmaxxy NMHUIIEH3UMOHHBIX MPOAYKTOB OCYIIECTBISIOT COTPYIHUKH

KOMIIAHUM - aBTOPU30BAHHBIX MAPTHEPOB BEAYLIMX MHUPOBBIX
MIPOU3BONUTEIIEH IPOrPaMMHOTO oOecrieueHus,
KBIM(PUIIUPOBAHHbBIE CIIEUAIIACTHI. [lokynmarens  MOXKeT

paccuuThiBaTh Ha MPO(EeCCHOHATBHYI0 KOHCYJBTALMIO MO BHIOOPY
ONTUMAJIBHOTO PEIICHHMS ISl CTOSIIIMX NIEPEl HUM 3a/1a4.

[ToBpimenne (QynkunoHanbHocTH. Ecnmm y Bac  BO3HHUKHYT
noxkeinaHuss K  (YyHKIUOHAJIBHOCTH TMPOJIYKTa, BBl HMEETe
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BO3MOXKHOCTh TMepeAaTh HX pa3padOTYMKaM; Ballld TOKEJIaHus
OyZyT y4TEHbI TP BBIITYCKE HOBBIX BEPCUIl MPOIYKTA.

[IpuoOpeTasi HENUILIEH3MOHHOE MPOrPaMMHOE 00eclieyeHHuEe Bbl OYEHD
pHUCKyeTe.

AJMUHHCTpaTUBHAS OTBETCTBEHHOCTD 3a HAPYIIEHUE aBTOPCKUX IMPaB.
Cornacno crarbu 7.12 KoAIl P® 1, BB03, npogaxa, caaya B MPOKAT WM
WHOE HE3aKOHHOE WCIOJIb30BAaHUE JK3EMIULIPOB MPOM3BEACHUN WU
dboHOrpaMM B LENSAX H3BJICUEHMS JOXOJAa B CIIy4asiX, €CJIH 3K3EMILISIPbI
npousBeeHUN Wi (GOHOTrpaMM SIBISIOTCS KOHTpadaKTHBIMU: BJICUET
HaJO0XKE€HHE aIMUHUCTPATUBHOTO Tpada: Ha opuandeckux juil - ot 300 1o
400 MPOT c¢ koHduckanueit KOHTpahakTHBIX IK3EMIUISIPOB, MPOU3BEICHUN
U (hoHOrpaMM, a TaKkKe MaTEPHAIOB U 000PYIOBaHUS, UCIIOJIB3YEMBIX I UX
BOCIIPOU3BEJICHUS, W WHBIX OPYJIUM COBEPUICHUS] AJIMUHUCTPATUBHOIO
IpaBOHAPYIICHHUS.

VYronoBHasi OTBETCTBEHHOCTh 3a HApYUIEHHWE AaBTOPCKHX IIPaB.
CornacHo crarbu 146 YK PO (yacth 2), HE3aKOHHOE HCIIOJIb30BAaHUE
O00OBEKTOB aBTOPCKOTO IpaBa WJIM CMEXKHBIX IpaB, a paBHO MPHOOpETEHHE,
XpaHEeHHEe, TEepPeBO3Ka KOHTPA(AKTHBIX SK3EMIUISPOB MPOU3BEIACHUN WU
dboHOrpaMm B 1edsX CcObITA, COBEPIICHHBIE B KPYIHOM pa3Mepe,
Haka3biBatoTcs 1mrpadom B pazmepe oT 200 no 400 MPOT wunu B pazmepe
3apa0OTHOM IUIAThl WJIM MHOTO JOXOJA OCY>KJIEHHOTO 32 MEPUOJl OT JBYX [0
YEeThIpEX MECSIEB, 100 00s3aTenbHBIMU paboTamMu Ha cpok oT 180 mo 240
94acoB, JIMOO JUIIIEHUEM CBOOOIBI HA CPOK JI0 JIBYX JIET.

IIpy wWCHONB30BaHWM HEJNULEH3MOHHOIO, TO €CTh H3MEHEHHOMU
nMpaTamMl BEpPCUU, MPOrPAMMHOIO TNPOIYKTa, MOTYT BO3HUKHYTH PSiJ
npooiem:

* HekoppektHas pabora mporpammsel. B3nomanHas nporpamMma— 3TO
U3MEHEHHAs Mporpamma, Mocjie U3MEHEHWW He MpOoLIeAIasi UK
TECTUPOBAHMUSI.

* HecrabunpHas paboTa KOMIBIOTEPA B 1IETIOM.

* [Ipobnembr ¢ moxakmrodeHueM nepudepun (HEMOJHBIH HaOOP
JpaiiBEPOB YCTPOUCTB).

* OrcyrcTBUE (haiina cupaBKU, JOKyMEHTAIMH, PyKOBOACTBA.

* HeB03MOXXHOCTH YCTAHOBKU OOHOBJICHUH.

e OTCyTCTBME TEXHHUYECKOW TOJJEPKKH MPOAYKTa CO CTOPOHBI
pazpaboTuuka.

* OmnacHOCTh 3apaK€HUs1 KOMIIbIOTEPHBIMH BUpPyCaMU (OT YACTUYHOU
NOTEPHU JTaHHBIX JI0 MTOJIHOW YTPAThl COAEPKUMOTIO KECTKOTO IUCKA)
WJIU JPYTUMHU BPEIOHOCHBIMU MIPOTPaMMaMHu.
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Opranuzanusi OOHOBJIEHHS MPOTPAMMHOIO OOecleYeHusi uepes
HNuTepHer.

JItobast omepanuoHHasi CHCTeMa, KaK M MpOrpaMMHBIE TMPOAYKTHI,
Yyepe3 KaKoe-TO BpeMsl TTOCJIe YCTAaHOBKH A0 KHA OOHOBIATHCS. OOHOBIECHUS
BBITTYCKAIOTCS JIJIS:

* YCTpaHEHHS B CUCTEME O€30MacCHOCTH;

* o0OecrieueHHs] COBMECTUMOCTH CO BHOBb TOSIBUBIIMMHUCS Ha PHIHKE

KOMILJIEKTYIOIIMMU KOMITbIOTEPOB;

* ONTUMU3ALMH MPOTPAMMHOI0 KO/JIa;

* TOBBIIICHHS POU3BOJIUTEILHOCTH BCE CHCTEMBI.

Ecmu cnyx6a «llentp oOHOBiaeHus Windowsy BKJIIOYEHa, |
HEKOTOpPbIE TPOTPAaMMHBIC KOMIIOHEHTBI CHUCTEMBI, KOTOPBIC CBSI3aHHBI C
paboToil ciay>kObl OOHOBIICHMS, HYXXJAIOTCS B OOHOBJIICHUM IJIs €€
(GYHKIIMOHUPOBAHUS, TO 3TH OOHOBJICHUS JIOJDKHBI YCTAaHABIMBATHCS TIEPET
MIPOBEPKOM, 3arpy3KOoM W YCTAaHOBKOM JIOOBIX JPYTUX OOHOBJICHHH. OTH
oOs13aTeNIbHBIE OOHOBIICHUSI MCTPABIISIOT OIMMOKH, a Takke 00eCIeYHuBaAIOT
YCOBEPILICHCTBOBAHUSI W TMOJJIEPKUBAIOT COBMECTUMOCTh C CE€pBEpaMu
Koprnopanuud MaikpocodT, MNoAepKUBAIOIIMMU paboTy cinyxO0bl. Ecnu
ciyk0a OOHOBJEHMS OTKJIKOYEHa, TO TMOJy4aTh OOHOBIEHUA IS
OINEepalMOHHON CHUCTEMBI OYJIET HEBO3MOXKHO.

OOHOBJIEHHSI TPEJCTABISAIOT COOOM JOMOJIHEHHUS K MPOrpaMMHOMY
oOecreueHunto, MpeaHA3HAUYCHHbIE JUIsl MPEAOTBPAICHUS WU YCTPAHCHHS
npoOiemM U yiydiieHus: paboTel KoMmibioTepa. OOHOBIEHHs 0€30MacHOCTH
st Windows ciocoOCTBYIOT 3alllUTe OT HOBBIX M CYIIECTBYIONIUX YIPO3 JJIst
KOH(DHMICHIIMATBHOCTH U YCTOWYMBOM paboOThl KoMmmbioTepa. ONTUMAaTbHBIN
croco0 moJiydeHus: OOHOBJIEHUM O€30MaCHOCTH - BKIIOUYUTh aBTOMAaTUYECKOE
oOHoBieHne Windows M Bcerja OCTaBaTbCsl B Kypce MOCIEIHUX MpoOJeM,
CBSA3aHHBIX C O€30MACHOCTHIO U TMPEAOCTABUTH ONEPALMOHHON CHCTEME
CaMOCTOATENBbHO 3a00TUTHCA O CBoei Oe3zomacHocTH. B 3TO# craThe peub
noitier umeHHo o LleaTpe ooHoBneHns Windows.

XKenaTenpbHO OOHOBJIATH KOMIBIOTEP KaK MOXKHO yarie. B aTom cirydae
WCIIOJIb30BAHUSI aBTOMATHYECKOTO OOHOBJICHMSI, OTIEpAllMOHHAs CHCTEMa
Windows ycTtaHaBivMBaeT HOBbIE OOHOBJICHUS, KaK TOJBKO OHU CTAaHOBSTCS
nocTynmHbIMU. Ecu He ycTaHaBIMBaTh OOHOBIICHHUS, TO KOMIIBIOTEP MOKET
MOJIBEPTHYTHCS PUCKY B IUIAHE OC30MACHOCTH WM XK€ MOTYT BO3HUKHYTH
HeXeNaTeNbHble Henoaaku B padore Windows uiau mporpamm.

Kaxnprii  neHp mosBisieTcss Bce Ooyiblie W OOJIBIIIE  HOBBIX
BPEJOHOCHBIX MPOTpPamMM, UCHOJB3YIOMHKX ysI3BUMOCTH Windows u Ipyroro
IPOrpaMMHOT0 OOecieYeH sl sl HaHEeCeHHsI yiiepOa U MoIydeHus AOCTyIa
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K KOMIbIOTepY U JaHHbIM. OO6HOBIeHHsT Windows U Ipyroro nporpaMMHOTO
oOecrieyeHus: TO3BOJSIOT YCTPAHUTh YSI3BUMOCTH BCKOpE IIOCIE HUX
oOHapy>keHust. ECM OTI0KUTh YCTAHOBKY OOHOBJICHHM, KOMITBIOTEP MOXKET
CTaTh ySI3BUMBIM JJIsI TAKUX YTPO3.

OOHoBneHHsT W TporpaMMHOe oOecnedeHue OT Microsoft s
npoAykToB Microsoft sBIAIOTCS OGECIUIaTHBIM MPEIJIOKEHUEM OT CIY>KOBI
MOJIICPKKM, TaK YTO MOXXHO HE BOJHOBAaThCA 3a TO, YTO C Bac Oyzer
B3UMAThCs JOMOJHUTENbHAS IUlaTa 3a oOecredyeHue HaJAeKHOCTH Balleil
cucteMbl. UTOOBI y3HaTh, SBISIOTCS JIM OOHOBJICHHSI JAPYTUX MPOrpamMm
OecruiaTHbIMHU, oOOpamaiiTech K COOTBETCTBYIOIIEMY M3JATENI0 WU
uzroroutemo. Ilpu 3arpy3ke u yCTaHOBKE OOHOBIIEHUH pa3IU4HBIX
nporpaMM B 3aBUCUMOCTH OT THIA TOAKIIOYEHHS K WHTepHETy MOXKeT
B3UMAThCS CTaHAApTHas IulaTa 3a MECTHbIE WJIM MEXIYTOpOIHBIC
TeneOHHBIE TIEPErOBOPHI, a TaKXKe IUIaTa 3a mojib3oBaHue MHreprerom. B
CBSI3U C TEM, YTO OOHOBJICHUS NMPUMEHIOTCA K Windows U yCTaHOBJIEHHBIM
Ha KOMIIBIOTEpE MporpammaM HE3aBUCUMO OT TOTO, KTO MMM MOJb3YeTCs,
[ocjie YCTAaHOBKM OOHOBJIIEHMH OHM OyayT JOCTYNHBI i BCeX
I10JIb30BaTENIEH KOMITBIOTEpA.

Bce 0OHOBICHMS TOAPA3ICISIOTCS HA

* Baxueie O0OHOBJIEHUS 00€ecIreunBaoT CYILIECTBEHHBIE
npeuMyIiecTBa B 0€30MacCHOCTH, KOH(QUIACHIMATBHOCTH M|
HaJeKHOCTU. UIX crlemyeT ycTaHaBiIMBaTh Cpaszy ke, KaK TOJBKO
OHM CTAHOBSTCS JIOCTYNHBI, U MOKHO BBITIOJHATh YCTAaHOBKY
aBTOMaTH4eCKH ¢ moMoIisto «L{enTpa o6HoBIeHUST Windowsy.

* Pexomennyemble  OOHOBJIEHHS  MOTYT  YCTPaHITb  MEHEe
CYIIECTBEHHBIE  MpOOIEMBI  WJIM  JeNaTh  HCIIOJIb30BAHHE
KoMIIbloTEpa Oonee yaoOHbIM. XOTS ATH OOHOBJEHUS HE
npeIHa3HaYeHBbl IS yCTPAHEHHS CYIIECTBEHHBIX HEJOCTATKOB B
paboTe KoMIbIOTEpPa WK IporpaMMHoro ooecnedenuss Windows,
X YCTAHOBKA MOXET TPUBECTH K 3aMETHBIM yiydmieHusMm. Mx
MO>KHO YCTaHaBJINBATh aBTOMATUYECKHU.

« K HeoOsa3aTeabHBIM OOHOBJIICHHMSIM OTHOCATCS OOHOBJICHUS,
JpaliBepbl WJIM HOBOE MpOrpamMMHOe obOecrieueHue Maikpocodr,
JieNaoniee MCIOoIb30BaHUE KOMIbIOTEpa Oomnee ymoOHBIM. WX
MO’KHO YCTaHaBJIMBATh TOJHKO BPYUHYIO.

* K ocranpHbIM OOHOBIEHHSM MOXXHO OTHECTH BCE OOHOBIICHUS,
KOTOpPbIE HE BXOIST B COCTaB BaXKHBIX, PEKOMEHIYEMBIX WA
HE00s13aTeIbHBIX OOHOBJICHUH.
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B 3aBucumoct ot THHa OOHOBieHMs B «lLleHTpe 0OHOBIEHMS
Windows» npennararorcs cienyronme BO3MOKHOCTH:

* OOHOBIEHUA 0€30MaCHOCTH. OTO OTKPBITO PACIPOCTPaHSIEMbIE
UCITpaBJICHUS ySI3BUMOCTEH ONPENEICHHBIX  MPOAYKTOB.
VYSA3BUMOCTH Pa3anvaroOTCs 10 YPOBHIO CEPHE3HOCTU U YKa3aHbI B
OroieTene mo ©Oe3omacHOoCcTH MalKkpocodT Kak KpPUTHUECKHE,
Ba)KHBIE, CPETHUE WIIA HU3ZKHUE.

* Kpurnueckue oOHOBIEHHA. DTO OTKPBHITO PACIPOCTPAHIEMBIC
UCIPABJICHUSI OMNPEJEICHHBIX IPo0JieM, KOTOpbIE CBS3aHbl C
KPUTHUYECKUMHU OIIMOKaMHU, HE OTHOCAIIUMHUCS K O€3011aCHOCTH.

» Ilakersl oOoHOBieHUs. [IpoTecTupoBaHHbIE HAOOPHI MPOrPAMMHBIX
CPEICTB, BKJIOHAKOIIME B ce0s UcCHpaBieHUs, OOHOBIEHUS
0€30MacHOCTH, KPUTUYECKHE M OOBIYHBIE OOHOBJIEHHS, a TaKkKe
JOTIOJTHUTENbHBIE HWCIPaBICHUS Npo0sieM, OOHApyKEHHBIX MpH
BHYTPEHHEM TECTUPOBAaHUM IIOCJIE BBITyCKa NpoAykTa. [lakeTsl
OOHOBJIGHMSI ~MOTYT  COJAEPXaTb  HEOOJbIIOE  KOJUYECTBO
U3MEHEHUH  oopmieHus Wiau  (YHKUOUH,  3ampOIICHHBIX
II0JIb30BATEIISIMH.

Jlnst oOHOBJIEHHMS MNPOrpaMMHOrO obOecrnedyeHus uepe3 HHTepHET

PEKOMEHYETCs BKIIIOUYUTh aBTOMAaTUYECKOE OOHOBJIEHUE

JUisi aBTOMAaTU4ecKoro OOHOBJIEHUS MPOrpaMM HEOOXOJUMO BOWTH B
CUCTEMY C YUYETHOM 3aMHUChI0 «AJMUHUCTPATOPY.

1. Haxwmure kHomky Ilyck, BeiOepute komanny llanens ymnpaBieHus

U JIBa pa3a MIEJKHUTE 3HAaYUOK ABTOMaTHYECKOE OOHOBIICHHUE.

2. Bribepute BapuaHT ABTOMAaTUYECKH (PEKOMEHYETCS).

3. Ilom BapmanTOM ABTOMAaTHYECKHM 3arpy’kaTh W YCTaHABIMBATH Ha
KOMITBIOTEP PEKOMEHAyeMble OOHOBIIEHUS BbIOEpUTE [€Hb H
BpeMs, Korja omepauuoHHas cuctemMa Windows 10JKHA
yCTaHaBJIMBaTh OOHOBIIECHUS.

ABTOMaTHUYECKOE OOHOBJIEHUE o0ecrnieunBaeT YCTaHOBKY
MIePBOOYCPETHBIX OOHOBIICHHH, KOTOpHIE BKIIOYAIOT B ceOs OOHOBIICHHS
0e30MacHOCTH M JPYrue Ba)KHbIE OOHOBJIEHUS, IMMOMOTAIOUIME 3alIUTUThH
KoMIlbloTep. Takke pEeKOMEHAYeTCs PperyjispHO Moceumarb BeO-y3el
Windows  Update  (http://www.microsoft.com/)  mns  moadydeHus
HeoOs13aTeIbHBIX OOHOBJIEHUH, HANpUMep PEKOMEHIOBAaHHBIX OOHOBIEHUUN
porpaMMHOro odecreyeHus U 000pyA0BaHMsl, KOTOPbIE TOMOTYT YJIy4YIlIUTh
IPOU3BOIUTEILHOCTh KOMITBIOTEPA.

4. 3ananue
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3apanue 1. Haittu B Hutepner 3akoH P® «O6 wuHdopmarmwy,

I/IH(I)OpMaTI/I?)aHI/II/I n 3aluTce I/IH(bOpMaHI/II/I» U BBIACIUTL OIIPCACIICHUA

HOHATHH:

uHbOpMaIs;

UH(GOPMAIMOHHBIE TEXHOJIOTUH;
UHGOPMAIIMOHHO-TEIEKOMMYHHUKAIIIOHHAS CETh;
J0CTYT K HHPOpMAIIHH;

KOH(HIEHIINATLHOCTh UH(OpMAINH;
3IIEKTPOHHOE COOOIICHNUE;

JOKYMEHTHPOBaHHas MH(OpMAIHsL.

SaHaHne 2. I/IBYLII/IB HCTOYHUK «II0JIb30BaTEIILCKOE COTJIAIICHUE)

SAnaexc OTBEThTE Ha CIIETYIOUIUE BOIPOCHI:

o

[lo kakoMy ajpecy HaxoIWUTCA CTpPaHHIA C MOJIb30BATEIbCKUM
corjamenueM Suaexc?

B kakux cinydasx SHAEKC UMEET NpaBO OTKAa3aTh MOJb30BATEIIO B
HCITIOJIb30BAHUU CBOUX CITY>KO?

Kakum o0pa3zom SHaekc cienuT 3a onepamusiMu oJib3oBaTenen?
Uto nmoapazymeBaercs MoJl TEPMUHOM «KOHTEHT» B [1C?

Yro B IIC ckazaHo o 3ampere MyOJIUKAIMd MaTEpHUasoB,
CBSI3aHHBIX C:

HapylIEHUEM aBTOPCKUX MPAB U JUCKPUMHUHALMEH JIFOJIEN;
PACCBUIKOM Cliama;

oOpalleHueM C )KHBOTHBIMU ?

Kakoro makcumaiabHOro 00beMa MOTYT OBITH (pailibl U apXUBHI,
pa3MelaeMble T0JIb30BATEISIMU  TIPU  UCTIOIB30BAHUU  CITY>KOBI
OecIIaTHOTO XOCTUHIa?

Bam noutoBsii smuk Ha [loute SAHaekca Oyner ynaneH, eciau B
HE TMOJIb30BAINCH UM OoJiee .

3aganme 3. M3yuuB opraHmzanuio OOHOBJIICHHS MPOTPAMMHOTO

obecnieuenuss yepe3 MHtepHer. HacTpoiite aBTOMaTHueckoe OOHOBIICHHE

nporpaMMHOro obecrneueHus: exenenenbHo B 12.00. Onummre MOpsIoK

YCTAHOBKH aBTOMATHYECKOT'0 OOHOBJICHHUS MPOIPAMMHOI0 00ECIIeUeHUS.

5. Conep:xanue oryera.

OTUeT I0MKEH COJIepKATh:

1.

HazBanue paOoTbl.

2. llens paboTHI.

3.

3ajaHue U ero pelieHue.
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4. BeiBoj no paborte.

6. KoHTpoO/ILHBIE BOIIPOCHI:

1. Kakue nporpaMMbl Ha3bIBAIOT JIUIIEH3UOHHBIMU?

2. Kakue mporpamMmbl Ha3bIBAIOT YCIOBHO OECIIIIaTHBIMHE?

3. Kakue nporpaMMbl Ha3bIBaIOT CBOOOAHO PacpOCTpaHsIEMbIMU?

4. B 4YeM COCTOMT pa3iIvuhe MEXIY JHUIEH3UOHHBIMH, YCIOBHO
OecriaTHBIMU ¥ O€CIUIaTHBIMU MPOrpaMMamMu?

5. Kak wMoxHO 3adukcupoBaTh CBOE€ aBTOPCKOE IIpaBO Ha
MIPOTPaMMHBIN IPOIYKT?

6. Kakue ucnonb3yroTcss crnocoObl UACHTHU(GUKAIMKU JIMYHOCTH TPU
MPEeI0CTaBIEHUH A0CTyNa K nH(popmanuun?

7. TloueMy KOMIBIOTEPHOE MUPATCTBO HAHOCUT yIIepO 00IIECTBY?

8. Kakwue cCyiiecTBylOT MNpOrpaMMHBIE U allllapaTHbIC CIIOCOOBI
3aImuThl HHGOpMAIUK?

9. Yem otnuyaeTcsi MPoCcTOe KOMHpOoBaHUE (alIOB OT WHCTAJUISIIUU
nporpamm?

10. HazoBuTe cTagny MHCTAJUISIIUNA POTPAMMBI.

11. Yro Takoe nHCTAIIISTOP?

12. Kak 3anmyCTuTh YCTAaHOBJIICHHYIO IPOTrpaMmy?

13. Kak ynanuTh HEHY)KHYIO IpOrpaMMy ¢ KOMIIbIOTepa?

[IpakTnueckoe 3aganue Nel6,17

1. U3menenue napametrpoB HacTpoiiku npotokona IP. 1.1 IogkmounTees k
BuptTyanbHoi MammmHe Windows XP.Ilepelitu B 0kHO KOHGUTYpUPOBAHUS
CETEBBIX MOAKIIOUEHUN: OTKPBITh OKHO "CeTeBble MOIKIIOUCHUS " :
[Tyck/Hactpoiika/CeteBble noakitoueHus. KIMkHyTh npaBoi KilaBHILIEH
MBIIIIH 110 3HAYKY "TOJKIIF0OUYEHUE N0 JIOKAJTbHOUM ceTH" U BbIOpATh MyHKT
"CgoiicTa". 1.2 B nosBuBLIEMCSI OKHE BEIOEpUTE CETEBOM ajanTep, 3aTeM
"CsotictBa", 3aTeM [IpoTokon UuTtepuera (TCP/IP) u ero croiicTBa. * Eciu
JIOCTYII K HACTPOMKE MapaMeTPOB CETH 3aNpelieH aIMUHUCTPATUBHBIMU
HacTporikamu OC, To neperuTe K BBIITOJIHEHHIO TOMOJHUTEIBHOTO
3a/1aHusl, ONMCAaHHOTO B M.6. 1.3 3anuiinre 3HaYEHUs CETEBBIX MAPAMETPOB,
YCTaHOBJICHHBIX Ha Bameit mamune: — [P— aapeca; — CeTeBoit Macku; —
AJipeca nuito3a no ymon4yanuio; — Anpeca 1—ro u 2—ro cepsepoB DNS
(ecy OHM YCTaHOBIJICHBI). 3aHECUTE 3HAUCHUS ATUX MapamMeTpoB B OTYeT. 1.4
VY mamure npotokon NetBUI, ecnin oH ycrtanoBneH Ha Bamen mammune. 1.5
YcranoBure ceTeBbie mapaMmeTpsl mpoTokona IP B coorBeTcTBUU ¢ TalMIIeH
2. Tabnuma 2. CeteBble napamerpsl npotokoia IP [P— agpec** CereBas
Macka [Imro3 192.168.20Y.G+XX 255.255.0.0 Mcnonp30BaTh 3HAUCHHE,

95



KOTOpOE ObLJIO YCTAaHOBJIEHO paHee, TMO0 3HaUYCHUE, YKA3aHHOE
npenonasarenieMm. I'ne Y, G, XX — necsituunbie uncia; Y — roj NOCTyIJICHUS
(omna mudpa 0-9). G = nHomep rpynnsl. 00 — amst rpynnst YUP-1; 50 — s
rpynnsl YUP-2; 100 — qyist rpynmnel YUP-3. XX = — nopsiAKOBBIN HOMEP
crynenta B rpynme. [Ipumep. Cryaent Homep 21 (1o *KypHaiy); rpyIbl
YUP-2; rox noctymienus 2003. XX=21; G=50; Y=3. Iloiyuum cereBoii
aapec mammubl: 192.168.203.71 I'ne 203 = 200+3 71 = 50+21. 1.6 Ecnu B
pe3ynbTaTe N3MEHEHHUS IMapaMeTPOB HACTPOIKH mpoTokoia IP 6yaeT Beiano
COOOIIeHHE 0 HEOOXOIMMOCTH TIepe3arpy3Ku, HU B KOEM CiTydae He JesainTe
3TOT0, MPOCTO OTKAXKUTECH. 1.7 OTKPBITH KOHCOJb CUCTEMBI
(COOTBETCTBYIOIIAS MPOLIEIypa OMKMCaHa B MPUIIOKeHUU 2). B komanaHoM
CTPOKE BBINOJIHUTH KoMaHAy: > ipconfig /all Coxpanute pe3ynaprart
BBITIOJTHEHUS 3TOM KOMaHAbI B oTueTe. 1.8 B KOMaHIHOW CTpOKE KOHCOJIH
BBITIOJIHUTE KOMaH[y: > ping Pe3ynbTaThl 3aHecute B ¢aiii otyera. 2.
OdopmiieHne oT4eTa 1Mo pe3ybTaTaM BBITTOJHEHHS MPAKTUYECKON paboThI.
[1o pe3ynpTaTaM BBITIOJHEHUS paOOTHl HEOOXOIUMO TOATOTOBUTH OTYET
TpeboBaHMsI, K KOTOpomy u3sioxkeHbI B [Ipunoxenun 1. KoHTponbHbIe
Borpockl: 1. Umeercs ceth ¢ IP = 192.168.55.0 u TpebyeTcst pa30ouTh ee Ha
psan noacereir. Heo6xoaumo, 4ToObI B KaXI0M MOJICETH MOKHO OBLIO
UCITIOJIB30BaTh 10 25 xocToB. Kakyio Macky HEOOXOAMMO NPUMEHHTH B
TaKoM ciIy4ae, 4ToObl 00€CTIEeYUTh MAKCUMAJIBHO BO3MOKHOE YHCIIO TAKUX
nozaceren? A 255.255.255.192; B. 255.255.255.224; C. 255.255.255.240; D
255.255.255.248. 2. YV Bac nmeetcs Macka 255.255.255.252. Kakoe 3HaueHue
umeet npedpukc? A./16; B. /24; C. /30, D. /32 3. Ecnu umeercs IP— aapec
172.16.10.5/25, TO KaKkoii MIUPOKOBEIIATEIBHBIN aipec JOJKEH
HCIIOIB30BaTh 3TOT XOocT? A. 255.255.255.255; B. 172.16.10.127; C.
172.16.10.255; D. 172.16.10.128. 4. CxoJbKO MaIlIMH II03BOJISIET UMETH B
moaceTH Macka 255.255.255.2527 A. 16384; B. 2; C. 4094; D. 6. 5. Kakos
JTMATa3oH JOMYCTUMBIX apecoB MaIvH i mojacetu 172.16.10.5/26? A. ¢
172.16,10.1 mo 172.16.10.30; B. ¢ 172.16.10.1 no 172.16.10.31; C. ¢
172.16.10.1 mo 172.16.10.62; D. ¢ 172.16.10.1 o 172.16.10.63. 6. Eciu BbI
XOTUTE 00BEIMHUTD B MOCETh MAIIMHBI ¢ aapecamu ¢ 192.168.10.64 no
192.168.10.127, To kakumu OyayT ajipec U Macka mnojcetu? A.
192.168.10.64 255.255.255.192; B. 192.168.10.0 255.255.255.192; C.
192.168.10.64 255.255.255.224; D. 192.168.10.0 255.255.255.224. 7.
HazoBuTe 0CHOBHOE Ha3HAYEHWE U BO3MOKHOCTH TEXHOJIOTUU TPUMEHEHUS
Macok nepemenHoi iuHel (VLSM). 8. HazoBuTe 0OCHOBHOE Ha3HAUYECHUE U
BO3MOXXHOCTH TE€XHOJIOTHH OECKIACCOBOM MEKIOMEHHOU MapIIpyTH3AIIUU
(CIDR). 9. O0bsicuuTe OCHOBHBIC (DYHKITHH, BHITIOTHIEMBIC IIITFO30M B
KOMMYHHKAIMOHHOM cxeme nporokosa [P. 10. Kakum o6pa3om, mammHsl,
paboratomue B IP cetn, onpenensitor, Koraa makeT He0OXOAUMO TIOCTaBUTh
[UTI03Y, @ B KAKOM CJIy4ae JOCTaBKa BBIMOJIHIETCS HEIOCPECTBEHHO C
MOMOIIBIO MPOTOKOJIOB KAaHAIBLHOTO YPOBHS?

[IpakTrueckoe 3amanue Nel8
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Tema: YpOBHU yNIPaBICHUS CETIMU
eas:

XoJ paboThI.

[Ipaktrueckoe 3amanue Nel9,20

3amMIIEeHHOCTh U 0TKA30yCTOMYMBOCTH ONEPAIMOHHON CHCTEMBI

1. Heab padoThi: BeIpaboTaTh MPAKTUUYECKHE HABBIKM PabOThI C OMEPAIMOHHOMN
cuctemoir Windows, monyduts WH(OpPMALMIO O BUAAX cOOEB B paboTe OmnepamuoHHON
CUCTEMBI; TMOIYYUTh HHGPOPMAIMIO O MPUYMHAX BO3HUKHOBEHHUS COOEB; MOIYyYUTh
UH(POPMALIHIO O METOJaxX MPEAOTBPAIICHUs COOEB.

2. OobopynoBanue, npuOOpbI, anNmaparypa, MaTepHaJIbl: IEPCOHAIbHBIN
KOMITBIOTEP C OTIEPALIMOHHON cucTeMoii cemeiictBa Windows.

3. KpaTtkue TeopeTudecKue cBeleHMsl.

3ammTa pecypcos

Kaxxgast omeparuoHHass cucTtemMa JAOJDKHAa OOecreuyuBaTh HEKOTOPBIM ypPOBEHb
3alIMIIEHHOCTH — KaK PECypCOB, TaK M JAHHBIX MOJIb30BaTeliei. JlaHHbIE Tob30BaTENEH
3alUIIAIOTCS  HMCIOJB30BAaHMEM MeEXaHW3Ma aBTOPHU3AlMU U pa3rpaHUYCHUs IpaB
noctyna.  be3omacHOCTh  JaHHBIX — TOJB30BaTENIe  ONEpAIlMOHHBIX  CHCTEM
perJaMeHTHpyeTCs CTaHAapTOM 0€30MacHOCTH, PACCMOTPEHHBIM paHee.

3ammTy pecypcoB OJHHX TIPOILECCOB OT 3axBara JPYTMMHU IpoIeccaMu
OpraHM30BaTh HE TaK CJIOXHO, KaK 3alllUTy JAaHHBIX MOJb30BaTeNel, MOCKOIbKY, XOTS
Mpo1iecchl U 00J1a7at0T OOJIbINEH CBOOOAON EHCTBUIM, YeM OOJIBIIMHCTBO MOJIH30BaTENEH,
B TO )K€ BpeMs Ipoliecc He o0iagaeT Bosiel U criocoOeH BBIMOJIHATH TOJIBKO T€ JIEHCTBUS,
Ha KOTOpBIE 3amporpaMMHpoBaH. [10ATOMY BOMPOCHI 3aIIUTHl PECYpCcOB OT 3axBaTa
pelarTcs B paMKax 3a/1audl MIIAHUPOBAHUS PECYPCOB.

3amuTa JaHHBIX

OnepallioOHHBIE CHUCTEMBI BKJIIOYAIOT B ce0s MEXaHU3M aBTOpPHU3ALMU JIOCTYIA.
TpaI[I/IHI/IOHHO MOJIB30BATCIIb JOJDKCH MMCETH YUCTHYIO 3allCh B OHGpaHHOHHOﬁ CHUCTEMCEC
TOM MalIMHBI, HA KOTOPO# paboTaet, 4ToObI UMETh BO3MOXKHOCTH UCIOJIh30BaTh MAIIHHY
IJId pCUICHUA CBOMX 3aaad. Ecim Mammne! 06"I>GILI/IHCHI)I B JIOKQJIbHYIO CCTh, TO YUCTHaA
3aMuch MOKET XPaHUTHCS HE HAa caMOMl MallluHe, a Ha cepBepe ceTH. B cmydae xoraa
npodIM TONB30BATENCH XpaHATCS Ha CepBepe, IONYYUTh HECAaHKIIMOHUPOBAHHBIN
JMOCTYN K JaHHBIM CYIIECTBEHHO CIIO)KHEe, 4YeM eciau Obl MmpoduiIn XpaHWINCh Ha
KOHKpPETHBIX ~MalllMHaX, IIOCKOJbKY CEpBEpbl CETH CHa0XeHbl Tropaszno Ooisee
KPUINTOCTOMKUM MEXaHM3MOM 3alUThI JAHHBIX?, HeXelu padoune cTtanuuu. [Ipobiema
3alllUThI JAaHHBIX IOJIL30BAaTENIEH OT HCCaAaHKINUOHHUPOBAHHOI'O JOCTYyIIa TaKXE MOXKCET
pemiateCss M caMuM Tonb3oBareneM. CyliecTByeT psiJ MPOTPaAMMHBIX TPOIYKTOB,
IMMO3BOJIAIONIUX IMOJIB30BATCIIAM 3aKPBIBATH AOCTYIT K CBOMM JIAHHBIM TaKUM o6pa30M, qTo
JUIST YTeHHS WX Ha ITOM >K€ MalimHe HeoOXOJuMO 3HATh Mapoib, a JUIsl B3JIOMa U
MOJTYYeHUST JOCTyNa B 00XO0J CHCTEMBI 3alIUThl — MPUHITUI KOAUPOBAHMS JTaHHBIX. DTH
MpPOrpaMMHBIE TPOAYKTHI WCHONB3YIOT TaKHe AalTOPUTMBI KOJIUPOBAHUS JaHHBIX, YTO
TMIOTTBITKA B3JIOMA 3aIIUTHI MOYKET PACTSHYTHCS Ha HECKOJIBKO JIET.

OTKa30yCTOIYHBOCTH OMEPAIHOHHBIX CHCTEM

OTKa30yCTOHYMBOCTh — CIIOCOOHOCTh OTEPAIMOHHON CHUCTEMBl BOCCTAHABIIMBATH
CBOI0O PabOTOCIIOCOOHOCTH TOCie cOOEB Kak MpPOrpaMMHOr0, TaK M amnapaTHOTO
XapakTepa.
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B upeane mosb3oBarens BOOOIIE HE JOMKEH HAOMIOAATh HUKAKUX HETAaTHUBHBIX
MOCJIEACTBHI cO0eB B paboTe onepanioHHON cucrteMbl. COOM MPOrpaMMHOTO XapakTepa
MOTYT BO3HUKATh 10 Pa3JIMYHBIM IPUYMHAM: HAllpUMEpP, BUPYCHAs aTaka, HEOCTOPOKHOE
oOpalieHne ¢ CHCTEMHBIMH (aiiiaMu, KOHQJIUKT ApaiiBEpOB YCTPOMCTB U MHOTOE JIPYTOE.
AnmnaparHbie cOOM MOTYT BO3HHKATh IO MPUYMHE HECOOTIOICHUS YCIOBHIM SKCIUTyaTalluu
000py0BaHus, U3-32 HEKOPPEKTHOTO MOHTaXa IJ1aT HA CUCTEMHYIO IIATy.

Jns kax10#1 KaTeropuu MPUYMH BOZHUKHOBEHUS TPOrPAMMHBIX COOEB CYIIECTBYIOT
METOJbl WX TMpenoTBpalleHus. YacTp METONOB BKIKOYAETCS B PYKOBOACTBA MO
ONEpaAIlMOHHBIM CHCTEMaM B BHJE 00s3aTelbHBIX pekoMeHpanuii. Hampumep, B
PYKOBOJCTBE TIO IFOOOWM OIEpalMOHHOW CHCTEME MEPEeUUCISIFOTCS (alapl U TAaIKH,
yiajgeHue KOTOPBIX MpPUBENET K CEPhE3HbIM HApYIICHUSAM B palboTe OIepanuoHHON
cuctembl. bosplias ke 4acTh METOAOB pEANU3YETCA B BHUJIE CIHECLHAIU3UPOBAHHBIX
IIporpaMMHBIX KoMIUIekcoB. Hanmpumep, cpeacTBa 3amuThl OT BUPYCHBIX U CETEBBIX aTak,
MEXaHHU3MbI OJIOKMPOBAHHS JIOCTYNA K CHUCTEMHBIM (haiiamM, MEXaHU3Mbl COXpPaHEHUS
COCTOSIHUSI CUCTEMBI.

K coxaleHnio, He CyIIEeCTBYeT HACTOJIBKO JK€ HAACKHBIX  METOJOB
MPEIOTBPALCHHS allllapaTHBIX cOOEB, Kak B Ciy4ae ¢ mporpammHbiMu cOosimu. Ecnu B
ClIy4ae BHPYCHOM aTaku ONEPALMOHHYID CHUCTEMY MOXHO BOCCTaHOBHUTH C 3apaHee
COXPaHEHHOI'0 00pa3za CHCTEMBI, TO B CIIy4ae 3aMEHbl KaKOro-11u00 KOMIOHEHTa MOXET
noTpeboBaThCs MEpPeyCTaHOBKA OIMEPAIMOHHON CHCTeMBbl. A eClaM BBIMJIET U3 CTPOs
HOCHUTENIb JAHHBIX, TO MOXKHO IMOTEPATh BAXHYI0 MH(MOpPMAIUIO. 3a4acTy0 HEBO3MOXKHO
JIake Tpeayragatb BOZHUKHOBEHHE ammmapaTHOro cOOs M ero MocjielCTBUSA, B TO BpeMs
KaK I[pOrpaMMHbIE COOM CPAaBHMUTEIBHO JIETKO MPOTHO3UPYIOTCA M IPEIOTBPALLAIOTCS.
Jns Toro 4toOBl HE BO3HUKANIHU allllapaTHbE cOOU, HEOOXOAUMO COONIOIATh YCIOBUS
SKCIUTyaTalliy anmapaTHbIX KOMIOHEHTOB KommbioTepa. K mpumepy, nombsiTka pazdopa
JKECTKOTO JHCKa MPUBEIET K HEOOPATUMBIM MOBPEXKACHUSAM U TapaHTUPOBAHHOM yTpare
uH(pOpMaLIKH.

Jlrobas omepalMoHHAass CHUCTEMa COJIEPKUT MPOrPaMMBI, MPEAOTBpAIIAIOIINe
OOJIBITMHCTBO CTAaHAAPTHBIX COOEB, B TOM YHUCIE W CPEJACTBA MOHUTOPWUHTA COCTOSHHS
anmapaTHbIX KOMIIOHEHTOB, HO JUIsl MPEAOTBpaIlleHus: cO0eB, BOSHUKAIOIIUX MO MPUYUHE
HaMEpPEHHBIX JEHCTBUN TOJIb30BATEICH, HEOOXOAUMO YCTAaHABIMBATH JOTOJHUTEIHLHOE
nporpaMMHoe obecrieuenue. Hampumep, A OTpakeHHUS CETEBBIX aTak HEOOXOIHMMO
HaJIMYME B CHCTEME CETEBOr0 3KpaHa, a IS 3allUThl OT BHPYCHBIX BO3IAECHCTBUN —
KOMIUIEKC AHTUBUPYCHOM 3aIUTHI.

OcHOBHBIE BBIBO/IbI

1. OmnepanuonHas cucreMa JoJKHa 00J1aJjaTh MEXaHU3MaMH 3allUThl PECYPCOB

Y JaHHBIX MOJIb30BATENIEH.

2. OmeparmoHHasi cucTeMa J0JDKHA 00JalaTh MEXaHU3MaMH MPeJOTBPAIICHUS
MPOTPaMMHBIX U, 10 BO3MOKHOCTH, allapaTHBIX cOOEB.

3. JIns Toro dYTOOBI H30€kaTh IMOTEPU JMAAHHBIX M TOPYH OOOpPYAOBaHUSA,
HE00XO0MMO HCIIOh30BaTh CreIUaIN3UPOBAHHOE MIPOTPaMMHOE
oOecrnieyeHre U co0II01aTh YCIOBHS 3KCIUTyaTallud 000pyI0BaHHUS.

4. 3amMra JAHHBIX MOXET OCYIIECTBIATHCS Kak CpEACTBAMHM  CAMOM
OTICPAIIMOHHONW CHUCTEMBI, TaK W C TIOMOIIBIO CIEIHAIU3UPOBAHHOTO
MIPOTrPaMMHOTO 00eCTICUeHUS.

4. 3ananue
3ananme 1. OTBeThTE HA BONPOCHI.
1. Tlpu coOmoAeHNH KakuxX YCIOBHM MOXKHO CYHTATh OIEPALMOHHYIO

CUCTEMY 3alUILEHHON?
2. Ilpu coOnrofeHUN KakuX YCIOBHMU OIEpalMOHHAs CHUCTEMa IpPU3HAETCS

OTKa30yCTOMUYMBOI?
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3. Kakum 006pazom mosiabp30BaTeslb MOXKET 00€CIeUUTh 3alIUTy COOCTBEHHBIX
JAHHBIX OT HECAHKIIMOHUPOBAHHOTO J10CTyMa?

Kaxkue Buzbl cOoeB Bbl 3HaeTe?

Kakwue BuapI mporpaMMHBIX cOOEB BBl 3HaeTe?

KakoBbI MOTYT OBIT ITOCIIEICTBHS IPOTPAMMHOTO c00s?

KakoBbl MOTYT OBITH TOCTIEACTBHUS anmapaTHoro coos?

MoOXHO IM yTBEpXkIaTh, YTO IS HPEAOTBPALICHUS BO3HHKHOBEHUS
anmapaTHOro c0os HEO0OXOAMMO 3aTpaTHTh OONbIIE YCHIWH, 4YeM B

®© Nk

ciydae ¢ mporpaMMHbIMU cOosiMu? OOOCHYIMTE CBOI OTBET.

9. MOXHO I YTBEepKIaTh, YTO HECOOJIOJCHHE YCIOBUI SKCIUTyaTalluH
000pYyZIOBaHUSI MOKET MPHBECTH K CEPbE3HBIM HapyLIeHHsM B pabote
KOMITbIoTEpa?

10. Kakoro poma mporpaMmHble cOOM ONEpalMOHHAs CUCTEMa MOXKET
MPEJOTBPATUTh COOCTBEHHBIMH CHJIAMH, a KaKHe TPEOYIOT yCTaHOBKH
JOTIOJTHUTEIBHOTO MPOTrPAMMHOT0 00eCTICYCHHUs?

3aganue 2. [Ipoiigute Tect
http://www.e-biblio.ru/xbook/new/xbook330/book/part-023/page.htm#i0361 1
5. Conep:kanue oTuera
OTYeT NOKEH CONEPIKATh:
1. HazBanue paboThI.

2. ens paboTHI.

3. 3a/ilaHue U ero pelieHue.
4. BriBo o pabore.
6. KonTpoJibHBIE BONIPOCHI
1. Kakum o00pa3oM MOXHO 3alllUTUTh JaHHbIE OT HECAHKLIMOHWPOBAHHOTO
jpocryna?
2. Kakue mpuurHBI BOSHUKHOBEHHS TPOrPAaMMHBIX COOEB BbI 3HAaeTE?
3. KakumMu MeronaMum MOXKHO NpPENOTBPATUTh NpOrpaMMHbBIE cOOM M HX
MOCIeACTBUS?
4. Tlouemy ammaparHble cOOM OonacHee, YeM MPOrpaMMHBbIE?
5. Kakue mporpamMmbl MOTYT BXOJAUTH B IMOCTABKY ONEPALIMOHHON CHCTEMBI IS
o0ecreyeHus ee 0TKa30yCTOHYUBOCTH?

[IpakTrueckoe 3aganue No2 1

Oo0opynoBanue, npudopsl, annaparypa, MaTepuajbl: MEPCOHATBHBIA KOMITBIOTED,
BHJIeOMaTepHall, pabodasi TETpaib.

3. Kparkue TeopeTnueckue cBegeHUs

Camoe srydmiee cpeacTBO — 3TO OOJbIIast JruarpaMmma, MpUKOJIoTas K CTEHE.

YuudunupoBanuslii s361k Mogenupoanus UML (Unified Modeling Language) — 3to
MPEEMHUK TOTO TIOKOJCHHS METOJOB OOBEKTHO-OPHCHTHPOBAHHOTO aHAllM3a |
IIPOEKTUPOBAHUS, KOTOpbIe MOSABUINCH B KOHIE 80-x m Hawane 90-x ropos. Co3maHue
UML ¢axtrnuecku Havanoch B KoH1e 1994 r., korna ['panu byu u JIxetimc Pam6o Hauanm
paboty mo oObemuHeHHI0 X MeTonoB Booch [Byd-1999] u OMT (Object Modeling
Technique) mox srugoit komnanun Rational Software. K konmy 1995 r. onu co3manm
nepByro cnenudukanvoo o0beAMHEHHOTO MeTona, HazBaHHoro mmu Unified Method,
Bepcus 0.8. Torma xxe B 1995 r. k aum npucoeaunuics cozparens meroga OOSE (Object-
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Oriented Software Engineering) WBap fAxo6con. Takum o6pazom, UML sBusercs
npsMbIM OO0beAMHEHHEeM M yHH]uKanuend MetofoB byda, Pambo u Slkobcona, onHako
JIOTIOJTHSIET UX HOBBIMH BO3MOXHOCTSIMHU.

UML naxonutcst B MpoOIECCe CTaHAapTU3aIluU, MPOBOAMMOM KoHcopuuymomM OMG
(Object Management Group), B HacTosIIee BpeMsl OH MPHUHIT B Ka4eCTBE CTAHAAPTHOTO
A3bIKAa MOJIEIMPOBAHUSA U NOIY4YWI IUPOKYI0 noanep:xky. UML npusaT Ha BoopyXKeHHE
MPAKTUYECKH BCEMHU KPYMHEHIIMMU KOMOAHUSMH — MPOU3BOAUTENSIMU MPOTPAMMHOIO
obecnieuenus (Microsoft, IBM, Hewlett-Packard, Oracle, Sybase u np.). Kpome Toro,
npakTuuecku Bce muposble npousBoautenu CASE-cpeacts, momumo Rational Software
(Rational Rose), mognepxxuBator UML B cBoux mpoaykrax (Paradigm Plus (CA), System
Architect (Popkin Software), Microsoft Visual Modeler u nap.). [lonnoe onucanne UML
MOKHO HaWTH Ha caitax http:/www.omg.org u http://www.rational.com. IlepBoe
onucanne UML Ha pycckoMm si3bike cofiepxkutcst B knure [@aynep-1999], B nanbHeliniem
U3JI0KEHUU TEPMHUHOJIOTHS SI3bIKa COOTBETCTBYET JaHHOMY miepeBony. Kpome Hero,
nMeroTces Takxke nepeBoabl [borre-2000], [byu-2000] u [Jlapman-2001].

CpeacrBa UML

Coznatenn UML mpenctaBisitoT ero Kak SI3bIK ISl ONpeAeNeHUs, MPeICTaBICHUS,
NPOCKTHPOBAHUS U JOKYMEHTHPOBAHHS MPOrPAMMHBIX CHCTEM, OPIraHU3aIMOHHO-
HYKOHOMHYECKUX CHCTEM, TEXHHYECKHX CHUCTEM U JIPYTUX CHUCTEM DPA3IUYHOU MPUPOIBI.
UML copepxuT cTaHmapTHbId HaOOp AWarpaMM W HOTAIUil caMbIX pPa3HOOOpa3HBIX
Busi0B. Ctangapt UML Bepcun 1.1, npunsteiii OMG B 1997 r., npeaniaraet cieayrommiit
HaOOp Iuarpamm Asisi MOJICTUPOBAHUS:

— JIMarpamMMmbl BApUAHTOB HCIIONB30BaHMs (use case diagrams) —miisi MOJEITUPOBAHUS
OHM3HEC-TIPOIIECCOB OPraHU3aIK U TPeOOBaHMI K CO3/IaBaeMOi CUCTEME);

— JuarpaMMmbl  kiaccoB (class diagrams) — It MOJENMPOBAaHUS CTaTUYECKOMN
CTPYKTYPBI KJIACCOB CUCTEMBI U CBsI3€il MEXy HUMU;

— AuarpaMMbl ToBeieHUs cuctemsl (behavior diagrams):

e JmarpaMMbl B3auMoieiicTBus (interaction diagrams):

quarpamMmbl - IIOCIeIOBaTeNbHOCTH  (sequence diagrams) W KOOIEpaTUBHbIE
nuarpammsl (collaboration diagrams) — ans MoaenupoBaHHUs Ipolecca oOMeHa
COOOILIEHUSMU MEXy 00bEKTaMH;

quarpamMmbl cocTosiHME (statechart diagrams) —nmasi MoAenupoBaHUS TOBEIEHUS
00BEKTOB CHCTEMBI TIPHU TIEPEX0/IE U3 OAHOTO COCTOSHHSI B JIPYTOE;

IUarpamMmbl JiesTenbHocTel (activity diagrams) — Ui MOJEIUPOBAHMS TTOBEICHUS
CHCTEMBI B paMKaX pa3IMYHBIX BAPHUAHTOB HCIIOJIG30BAHUS, WM MOJICITHPOBAHUS

JESTEIIbHOCTEN;
— nuarpaMmsl peanusanuu (implementation diagrams):
e JMarpaMMbl KOMIIOHEHTOB (component diagrams) — s MOJEIHPOBAHUS
UepapXUl KOMIOHEHTOB (TIO/ICUCTEM) CUCTEMBI;
e juarpammbl paszMmeuienust (deployment diagrams) — 1Is MoJenIUpOBaHHS

(bu3nYECKO apXUTEKTYpPhI CUCTEMBI.

JuarpaMMbl BADHAHTOB HCII0JIb30BAHUA

[TonsiTre BapuaHTa UCIONIb30BaHUs (use case) BrepBbie BBes MBap SIkoOcoH u mpuan
€My TaKyl0 3Ha4YMMOCTb, UTO B HACTOSALIEE BPEMS BAPUAHT UCIIOIb30BAHUS IIPEBPATUIICS B
OCHOBHOM 3JIEMEHT pa3pabOTKH U INIAHUPOBAHUS IIPOEKTA.

Bapuant wucnonp3oBaHMA TpEACTaBIsIET COO00H IMOCIeN0BaTENbHOCTh JACHCTBUIMA
(TpaH3aKI1Mii), BBIMOIHIEMbBIX CHCTEMOM B OTBET Ha COOBITHE, NHULIMUPYEMOE HEKOTOPHIM
BHEIIHUM O00BEKTOM (ACHCTBYIOLINM JHUIIOM).

Bapuant HMCHOnB30BaHMS ~ OMMCBHIBAET  TUIUYHOE  B3aMMOJCHCTBHE  MEXKIY
[IOJI30BAaTEJIEM MW CUCTeMOM. B mpocreiimiem ciyyae BapUaHT HCIIOIb30BAHMS
onpenensercss B mpolecce OOCYKACHUs C MOJb30BaTeNeM TeX (DYHKIMH, KOTOpbIE OH
XOTeJ OBl peain30BaTh.
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JeiictByromee nuuno (actor) — 3TO posib, KOTOPYKO TOJIb30BATENb HIPAET 10
OTHOIIEHHIO K cucrteMe. JleHcTBylolMe JMIa MpenCcTaBlIsA0T CcOOOH poiu, a He
KOHKPETHBIX JIIOZeH WM HauMeHoBaHUs paboT. HecMoTps Ha TO, 4yTO Ha JuarpaMmmax
BapUaHTOB MCIIOJb30BaHUSA OHHM HM300pa)kalOTCs B BHJE CTHIM30BAHHBIX YEIOBEYECKHUX
¢Gurypok, IeHCTBYIOIIEE JHUIO MOMKET TaKKe ObITh BHEIIHEH CHCTEMOM, KOTOpOii
HeoOXxoauMa HekoTopasi nHpopManus OT JaHHOW cuctembl. [loka3piBaTh Ha AMarpamme
JNEUCTBYIOIUX JIML CIEAYeT TOJBKO B TOM Cllydae, KOrja WM JACHCTBUTEIBHO
HE00XO0IMMBbl HEKOTOPbIE BapUAHThI UCIIOIb30BaHUS.

JleiicTByromue JMna JENsITcs Ha TPU OCHOBHBIX THIA — II0JIb30BATEIU CHUCTEMBI,
JIpyrue CHUCTEMBI, B3aUMOJCHCTBYIOIIME C JAaHHOW, M BpeMsa. Bpems craHoBUTCH
JEHCTBYIOIUM JIUIIOM, €CJIM OT HEro 3aBUCHUT 3aIlyCK KaKUX-JINOO COOBITHI B CHCTEME.

Jlns HarIAIHOrO NpEeACTaBICHUS BAPUAHTOB MCIIOIL30BAHMSA B Ka4eCTBE OCHOBHBIX
3JIEMEHTOB TIpouecca pa3zpaboTku mnporpammHoro obecnedenus (I10) npumenstorcs
JyarpamMmbl BapuaHTOB Hcriosib3oBaHus. Ha puc. 1.1 nokaszan npumep Takoil quarpammbl
s 6arkomata (Automated Teller Machine, ATM).

Ha nmanHo# amarpammMe denoBeueckune (Gurypkum 0003HAYAIOT JACUCTBYIONIMX JIHUII,
OBaJIbl — BAapUaHThl MCIIONb30BaHUS, a JIMHUU W CTPEIKH —Pa3jIM4YHBIE CBSI3U MEXKAY
JEHCTBYIOIMMU JINLIAMU U BapUAHTaMU UCIOJIb30BaHUS.

Ha »r1oii nmarpamme mokasaHbl JABa JEHCTBYIOIIMX JIMIA: KIMEHT M KpeOuTHas
cuctema. CylecTByeT TaKKe IECTb OCHOBHBIX JEHCTBUH, BBIIOIHIEMbBIX MOJAEIUPYEMON
CUCTEMOM: IIEPEBECTHU JIEHbI'H, CENaTh BKJIaJ, CHIATh JEHbIU CO CUETa, I10Ka3aTh OaJlaHc,
U3MEHUTh UACHTU(PUKAIIMOHHBIN KOJ U OCYILIECTBUTH OILIATY.

Coenarte Bma.n\ MepeBecT 08 LM

O LT
CHATE O8HEBMM CO ©
cueTa

HMameHuTs
MO EHT M) MEGEa LM OHHELA o0

Mokazate GanaHc %
OcywecTrBNTE

onnary BarnwoBacxan

cCruCcTema

Puc. 1.1 Ipusep AHarpas Ml BapManTos Mo i sE0Barms

JluarpamMMsbl COCTOSTHUI

JlnarpaMMbl COCTOSTHUM OIPEIEIAIOT BCE BO3MOXKHBIE COCTOSIHUSA, B KOTOPBIX MOXET
HaXOJUTbCSI KOHKPETHBII OOBEKT, a TaKKe IpOLECC CMEHbl COCTOSHUN OO0BEKTa B
pe3yibTaTe HaCTYIUICHUS! HEKOTOPBIX COOBITHI.

CymectByeT MHOro (opM AMarpaMM COCTOSIHUM, HE3HAUUTEIbHO OTIMYAOLIUXCS
Ipyr oT apyra cemaHTukod. Hambonee pacnpoctpaHeHHas ¢opma, HCIONb3yemas B
00BEKTHO-OPUEHTHPOBAHHBIX METOJlaX, BIEpBble NpuMeHsnach B Merone OMT wu
BIIOCTIE/ICTBUH ObLIa afgantupoBana ['paau byuem.

Ha puc. 1.16 npuBoguTcst mpumep quarpaMmbl COCTOSTHUM 711 6aHKOBCKoro cyera. 13
JJAHHOM JuarpaMMbl BHUIHO, B KaKHUX COCTOSIHMSIX MOXKET CYILIECTBOBAaTh CueT. MOXKHO
TaK>Ke BUJETH MPOIECC EPEXoa cUeTa U3 OJJHOTO COCTOSsIHUA B Apyroe. Hanpumep, ecnu
KJIMEHT TpeOyeT 3aKpbITh OTKPBITHIA CYET, OH MEPEXOJUT B COCTOSHUE «3aKpbIT».
TpeboBaHue KiMeHTa Ha3bIBaeTCs coObITHEM (event), MMEHHO Takue COOBITUS U
BBI3BIBAIOT IIEPEXOJ U3 OJHOTO COCTOSIHUS B IPYroOe€.

Puc. 1.16. [Ilnarpamma coctosiHuii ais kinacca Account
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CHATHWE AsHEr
[oTpuuaTensHelR GanaHc]

OTKPBIT MpesiweHne KpeauTa \|
. entry: BpemMeHHD 3aMOoOpO3WTE CYET
HrmenT Tpebyer Bunag geHer do: MocnaTtTe yBeaomMneHue KNueHTY
1A it: P T T
3AKPbLITE CHET / [MonoMMTENBHEIRA l\:‘f!_!-(l AIMOPOINTE CHE'
Ganawnc]

CoxpaHuTe aaTty

3aKpbITUA cueTa W
Mposepka GanadHca
r’_ Sakperr [oTpruaTensHsIA Banadc

L entry: Baigarte J B TeyaHne Gonee 30 gHer]

KPEenWuTHYH KapTy

Eciu KJIMEeHT CHUMAeT JEHbI'M C OTKPBITOTO CYETa, OH MOXET MEPEeUTH B COCTOSIHUE
«IIpeBbllieHne KpeauTa». ITO MPOUCXOAUT, TOJIBKO €ciM OamaHC MO 3TOMY CYETY
MEHBIIIE HOJIS, YTO OTPAKEHO YCIOBUEM [OTpULIATENIbHbBIN OajlaHC] Ha Hallel AuarpaMme.
3akioueHHOEe B KBaJpaTHBIX ckoOkax ycioBue (guard condition) ompezdenser, Koraa
MOJKET WJIA HE MOXKET IMPOU30UTH TIEPEX0]T U3 OJTHOTO COCTOSIHUS B PYTOE.

Ha nuarpamMMe uMeroTCsi ABa CIEHUANbHBIX COCTOSHUS — HadalbHOe (start) u
KoHewHoe (stop). HagambHOE cOCTOsSTHUE BBIICIICHO YEPHOU TOYKOM, OHO COOTBETCTBYET
COCTOSTHUIO 00BEKTa, KOTJa OH TOJBKO UTO OBLI CO3/1aH.

KoneuHoe cocrosiHue o0003HA4aeTCsi YEPHOH TOUYKOM B OEOM KpYKKe, OHO
COOTBETCTBYET COCTOSIHMIO OOBEKTa HEMOCPEICTBEHHO Mepel ero yHu4TtoxkeHuem. Ha
JTarpaMMe COCTOSTHHI MOJKET OBITh OJHO U TOJIBKO OJHO Ha4allbHOE COCTOSIHHE. B TO ke
BpEMsi, MOKET OBITh CTOJIbKO KOHEYHBIX COCTOSHHUI, CKOJIbKO BaM HY)KHO, UJIM UX MOKET
He ObITh BoOOMIe. Korjma o0BeKT HaXOMUTCSI B KAKOM-TO KOHKPETHOM COCTOSIHUHU, MOTYT
BBITMIOJHATHCS pa3MuHbIe TMpoIlecchl. B Hamem mpumepe NMpU MPEBBIIICHHH KpeauTa
KITUEHTY TOCHUIACTCS COOTBETCTBYIOIIEe coobmieHue. [Iporecchl, mpoucxoasmue, Koraa
00BEKT HAXOAUTCA B OMPEACIEHHOM COCTOSIHUM, Ha3bIBAIOTCS IEHCTBUAMH (actions).

C cOCTOSHMEM MOJKHO CBSI3bIBATh JaHHBIC IISITH THIIOB: JCSITCILHOCTH, BXOJHOE
NeiiCTBHE, BRIXOAHOE ACHCTBUE, COOBITHE U HCTOPUS COCTOSHUSI.

PaccMoTpuUM KaKAbIid M3 HUX B KOHTEKCTE THATPAMMBbI COCTOSIHUI Ui KJiacca
Account cucrembr ATM.

Jlesmenvrocmo

JestenbHOCTBIO (activity) Ha3bIBaeTCs MOBEACHHE, peallu3yeMoe 0ObEKTOM, MOKa OH
HAaXOJWTCS B JIAHHOM COCTOSIHMHM. Hampumep, Korja c4eT HAaXOJWUTCS B COCTOSHUU
«3aKphIT», MIPOUCXOIUT BO3BPAT KPEAUTHON KApTOUKH IMOJIB30BATENIO. J[eSTEeNbHOCTh —
3TO TpepbiBaeMoe moBeaeHue. OHO MOXKET BBITIOTHATHCS JI0 CBOCTO 3aBEPIICHUS, IMOKa
00BEKT HAXOJUTCS B JAHHOM COCTOSIHUH, HJIK MOKET OBITh TIPEPBAHO MEPEXOI0M 00BEKTA
B JIPYro€ COCTOSIHHE. J[eATenbHOCTh H300paKAIOT BHYTPH CAMOTO COCTOSIHHS, € JOIKHO
MpeIecTBOBaTh CIOBO do (1eNaTh) U TBOETOYHE.

Bxoomnoe oeticmsue

BxoanbiM geiicTBueM (entry action) Ha3bIBaeTCs MOBEIEHUE, KOTOPOE BBITIOIHSETCS,
Korjia OOBEKT TEepPEeXOJUT B JaHHOE COCTOsHHE. B mpumepe cuera B OaHke, Korja OH
nepexoauT B cocTosHue «[IpeBbillieH cueT», BHIMONHIETCS JeicTBie «BpeMeHHO
3aMOpO3HTh CYET», HE3aBHCHMO OT TOTO, OTKyJa OOBEKT Iepemiesl B 3TO COCTOSHUE.
TakuMm 00pazoM, JaHHOE JACHCTBHE OCYIIECTBISETCS HE TIOCTIE TOTO, KaK 0OBEKT Mmeperien
B 3TO COCTOSIHHE, a, CKOpee, KaK 4acTh JTOro Iepexojaa. B oTiwdume oT JesITenbHOCTH,
BXOJIHOE JIEHCTBUE paccMaTpUBAeTCs KaK HempepbiBaeMoe. BXoaHoe IeicTBHe Takke
MOKA3bIBAIOT BHYTPH COCTOSIHUSL, EMY MIPEILIECTBYET CJIOBO entry (BXO/) U JBOETOUYHE.

Buvixoonoe oeticmsue

BrixonHoe nefictBue (exit action) mogoOHoO BXxogHOMY. OJTHAKO, OHO OCYIIIECTBIISCTCS
KaK COCTaBHAs 4acTh IMPOIlecca BHIXOJA U3 JJAHHOTO COCTOSIHMS. B Haiem mpumepe mpu
BbIXozie 00bekTa Account u3 coctostuus «lIpeBbilieH cueT», He3aBUCUMO OT TOTro, KyJa
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OH TEPEeXOIUT, BHIMONHsETCS neiicTBue «Pa3mopo3uth cuer». OHO SBISETCS YacThIO
mporecca Takoro mepexona. Kak W BXOIHOE, BBIXOJIHOE JCWCTBUE SIBIISCTCS
HeTpepbiBacMbIM. BBIXOJHOE JIEHCTBHE H300paKalOT BHYTPH COCTOSHHS, €My
NpEIIIecTBYeT CJIOBO exit (BbIXxoA) u jaBoeroune. lloBemenue oOBEKTa BO Bpems
NESITEIbHOCTH, TPH BXOIHBIX M BBIXOJHBIX JICHCTBHUAX MOXET BKIIIOYATH OTIPABKY
coObITHS IpyroMy o0bekTy. Hampumep, 00beKT account (CYET) MOKET MOCHUIATh COOBITHE
o0bekTy card reader (yCTpOHMCTBO 4YTEHHMS KapThl). B 3TOM ciydae ONHUCAHUIO
JESITEIIbHOCTH, BXOJHOTO JICWCTBUS WJIM BBIXOJIHOTO JACHCTBHSI MPEIIICCTBYET 3HAK « ™ ».

CooTBeTCTBYIOMIAS CTpOKa Ha JararpamMmme BBITJISITUT Kak Do:
Alens.CoObiTre(AprymenTsl) 3aeck Llenmb — 3TO OOBEKT, MONyYAIONUH COOBITHE,
CoObITHE — 3TO TOCBUIAEMOE COOOIICHHE, a APryMEHTBI SIBIISIOTCS IMapamMeTpaMu

IIOCBUIAEMOT0 COOOILIEHUS. J[eATEeNbHOCTh MOXET TAK)K€ BBIINOJHATHCS B PE3YJIbTATE
MoJy4yeHus: 00bEKTOM HEKOTOporo coobiTusi. Hanmpumep, 00bekT account MOXKET ObITH B
cocrossHuu OTKpbITO. [IpH moyueHrnr HEKOTOPOTO COOBITHSI BHITIOJIHSETCS ONpeIeIeHHas
nesitenbHOCTh. [lepexonom (Transition) Ha3pIBaeTcs mepeMenIeHHe U3 OJTHOTO COCTOSHUS
B npyroe. COBOKYHMHOCTh NEpPEXOJOB IUArpaMMBbl TIOKa3bIBACT, KaK OOBEKT MOXKET
nepeMenaThesi MEX1y CBOMMH COCTOSIHUsIME. Ha nuarpamme Bce mepexoinl H300paaroT
B BUJE CTPEJKH, HAUMHAIOUICICS HAa MEPBOHAYAJIbHOM COCTOSHUM M 3aKaHYMBAIOLIEHCs
nocienytommm. [lepexonsr MoryT ObITh pediaekcuBHBIME. OOBEKT MOXKET NEpEHTH B TO
K€ COCTOSIHHE, B KOTOPOM OH B HACTOSIIIMA MOMEHT HaxoauTcsa. PedrexcuBHbIe
Iepexo0/ibl U300paxkatoT B BUJIE€ CTPEJIKH, HAUMHAIOLIEICS 1 3aBeplIalOIIeiicsl Ha OJTHOM U
TOM K€ COCTOSIHUU. Y TIepexo/ia CYIIeCTBYEeT HECKONbKO crenudukanuii. OHU BKIIOYAIOT
COOBITHSI, ApryMEHTBI, OTpakJalolue YCIOBUS, ACUCTBUS M IIOCHUIAEMbIE COOBITHUS.
PaccmoTpuM kaxkioe U3 HUX B KOHTEKCTe mpumepa ATM.

Cobvimus

CoObITHE (event) — 3TO TO, YTO BBI3BIBAET IEPEX0/1 U3 OJJHOIO COCTOSIHUA B Jipyroe. B
HaiieM npumepe coobiTHe «KimeHT TpeOyeT 3aKkpbITh» BBI3BIBAET MEPEXOJ CyeTa W3
OTKPBITOTO B 3aKpbIToe cocTostHre. CoObITHE pa3MelaloT Ha AWarpaMMme BIOJNb JIMHUU
nepexona. Ha amarpamme nmsi oToOpakeHUsI COOBITHS MOKHO HMCIOJB30BAaTh KaK MM
orepainuy, Tak U oObluHYyI0 ¢pa3y. B HameM mpumepe COOBITHS OMUCAHBI OOBIYHBIMU
¢pasamu. Ecnu BBl XOTUTE HCHONB30BaTh omepauuu, To coObithe «KimeHt Tpedyer
3aKpBIT» MOXKHO OblI0 Obl Ha3BaTh RequestClosure(). Y coObiTHii MOTYT OBITH
aprymeHTbl. Tak, coobiTue «CaenaTh BKJIa», BbI3BIBAIOIIEE IEPEXO]] CUETA U3 COCTOSHUS
«lIpeBpillieH cuer» B cocTosiHUE «OTKpPBIT», MOXKET HMMETh apryMeHT Amount
(KonnuecTBo), OMUCHIBAIOMMKA CYMMY JI€TIO3UTA. BOJIBIIMHCTBO TEPEXOA0B JOJKHBI
UMETh COOBITHS, TaK KaKk HWMEHHO OHH, TMPEXKIE BCEro, 3aCTaBISIOT MEPEX0]l
OCYIIECTBUTbCA. TeM He MeHee, ObIBalOT M aBTOMATHUYECKHUE INEpeXOibl, HE HMMEIOIIUe
cobbiTuil. IIpu 3TOM 00BEKT caM mepeMelaeTcs U3 OJHOTO COCTOSIHHUSA B JIPYroe co
CKOPOCTBIO, TIO3BOJISIFOIIEH OCYIIECTBUTHCS BXOJHBIM JIEHCTBUSM, JEATEIBHOCTH U
BBIXOJIHBIM JICUCTBUSIM.

Oezpadicoarowue ycnosus

Orpaxpnaromue ycinoBus (guard conditions) ompenenstor, KOraa Nepexoi MOXKET, a
KOrjla He MOXKET OCYyIIeCTBUThbCA. B Hamem mnpumepe coObitue «Crenatb BKIAI»
nepeBesieT cyeT u3 cocTosHus «lIpeBpiienne cuera» B cocTosiHre «OTKPBIT», HO TOJIBKO
ecnu OanmaHc Oyner Oosbliie Hynd. B MpoTHMBHOM cilydae Mepexo]l HE OCYIIECTBUTCS.
Orpaxparmniyue ycloBUs H300pakaloT Ha AuarpamMMe BIOJb JUHHHM TEpexojia IMocie
MMEHHU COOBITHS, 3aKII04as UX B KBajJpaTHbIe CKOOKH. Orpaxjiaroniue ycioBUs 3aJ1aBaTh
HeoOs13aTenbHO. OHAKO €CJIM CYIIECTBYET HECKOJbKO aBTOMATHYECKHX IEPEXOJI0B M3
COCTOSIHUS, HEOOXOAUMO OIpPENEIUTh JUIsl HUX B3aMMHO MCKIIIOYAIOLIUE OTpakIarolue
YCIIOBUS. DTO TMOMOXET YUTATENI0 JuarpaMmbl MOHITh, KaKOW MyTh mepexona Oymer
aBTOMAaTHUYECKH BHIOpaH.

Jleticmsue
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JetictBuem (action), Kak yKe€ TOBOPHJIOCH, SIBIIIETCS HEMpPEepbIBAaEMOE IOBEICHUE,
OCYIIECTBIISIIOIIEECS KaK 4acTh nepexo/ia. BXxoaHble U BBIXOJHbBIE IEUCTBUS MOKA3bIBAIOT
BHYTPHU COCTOSTHUH, TOCKOJBKY OHU OMPENENSIIOT, YTO MPOUCXOAUT, KOrla 0OBEKT BXOAUT
WM BBIXOJMUT U3 HEro. bosblyto 4acTh NEeWCTBHUM, OAHAKO, U300paXaroT BAOJb JIMHUU
nepexosia, TaKk KaKk OHHM HE JOJDKHBI OCYIIECTBISTHCS HPHU BXOAE WM BBIXOAE W3
cocrosuus. Hampumep, mpu mepexone cyeTa M3 OTKPBITOIO B 3aKPBITOE€ COCTOSIHUE
BbIMOJHSETCS JielicTBUE «COXpaHUTh JAaTy 3akKkphITHA CcYeTa». OTO HempepbiBaeMoe
MOBEJICHUE OCYILECTBIAECTCS TOJBKO BO BpeMsi Iepexojia U3 cocTosHus «OTKpBIT» B
coctosiHue «3akpeIT». JlelicTBUe pUCYIOT BJOJb JTUHUH MEPEX0/ia MOCIe UMEHU COOBITHS,
eMy mpefmecTByer kocas uyepra. CoObITHE WM JCHCTBHE MOTYT OBITh MOBEICHUEM
BHYTpU OOBEKTa, a MOTYT MPEACTaBIAThH CO00H CcoOOIIeHHE, MOCHUIAEMOE JPYrOMYy
00wekTy. Ecnu coObiTHE WIIM JEHCTBHE MOCBHUIACTCS IPYyroMy OOBEKTY, Mepea HUM Ha
quarpaMme MOMENIAloT 3HaK « ~ ». JluarpamMmbl COCTOSHUN HE HaJ0 CO3/aBaTh JUIs
KQKJO0r0 Kjacca, OHU MPUMEHSIIOTCS TOJILKO B CIIOXKHBIX Cirydasx. Eciu oOBEeKT Kiacca
MOJKET CYIIECTBOBATh B HECKOJHKHX COCTOSHHSIX M B KaKJOM W3 HHUX BeAeT celds mo-
pa3HOMY, /I HETO MOXET MOTPeOOBaTHCS TaKas fuarpamma.

4. 3aganns

3ananue 1. OTBeTHTE HA BONPOCHI, NIPUBEIEHHbIE HUIKE.

1. Jaiire morsitue UML

2. Kakue BubI 1uarpaMM MOJICIHPOBAHUS JaHHBIX BbI 3HACTE

3. JlaiiTe TOHSATHE W XapaKTEPUCTUKY JUArpaMMbl BapHUaHTOB HCIIOIb30BAHUS U
KJIACCOB.

4. JlaiiTe MOHATHE U XapaKTEPUCTHUKY JHArpaMMbl TTIOBEJICHUS CUCTEMBI

5. JlaiiTe MOHSATHE U XapaKTEPUCTUKY TUArPaMMBbl pealn3aiiu

3aganue 2. 3anoaHuTe TA0JIMLY, HCNIOJIb3YS CTPAHMIBI M3 YueOHuKa no UML.

JlaitTe moHsITHE
JIiarpaMMbl
COCTOSIHUS

HauanrHoe n
KOHEUHOE
COCTOSIHUE

Turml,
CBSI3BIBAEMEI C
COCTOSTHHEM
(omucath)

3ananue 3. U300pa3urTe nuarpamMmsl

I/I306paBI/ITe AuarpaMmmy BapHUaHTOB I/I306pa3I/ITe AuarpaMmmy COCTOSHHA I KJacca

HUCIIOJIL30BaHUS Account

5. Copep:xkanue oTuera

OTyer n0JKEeH CollepKaTh:

1. HaszBanue paGoTEhI.

2. llens paboTHI.

3. 3ajaHue U ero peuieHue.

4. BsiBog mo pabore.
6. KonTposbHbIE BONIPOCHI

1. YuudumupoBanubsii 361K MoaeaupoBanus UML

2. Cpenctea UML

3. Korma u kem 0611 co3aa si3b1k MoAeupoBanus UML
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[TpakTnueckoe 3aganue Ne22,23

Iesas padoThl: H3y4nTh pabOTy AMCIIETYEPA 3a]a4, U3YUUTh pa3MelleHus ¢Gailnos
B ¢aiinoBoii cucreme FAT, nccienoBanie METo10B Opranu3anui (paiaoBbIX CHCTEM

2. OOopynoBanue, mnpuOOpbHI, anmaparypa, MaTepHaJbl: T[EPCOHAIbHBIN
KOMITBIOTEP C ONIEPALMOHHON cucTeMoii cemeiictBa Windows.

3. Kparkue TeopeTuyeckue cBeIeHU.

WindowsAPI (Application Programming Interface) - 3to cucremuslii nuarepderic
MIpOrpaMMHUPOBAHUSI B CEMEHUCTBE oOmNeparuoHHbIX cucteM Microsoft Windows. API
COCTOUT M3 OOJBIIOTO KOJIUYECTBA TUHAMUYECKHX OMOIMOTEK M COJACPKHUT MHOXKECTBO
(GyHKLUH, KOTOpBIE MPHUKIAIHBIE IPOrPaMMbl MOTYT MCIOJIb30BATh JUUIsl B3aUMOAEHCTBHS
C olepalMoHHOM cucreMor. Kaknas omepanMoHHas CUCTEMa pealu3yeT pPA3IU4HYHo
noaMHuoxkectso Windows API.

APl BbIIONHSAET POJAb  CBA3YIOLIETO 3BE€HA MEXKAY NPWIOKECHUSAMU U
omnepanmonHoit cucremoil. Windows APl comep uT HECKOIbKO ThICSY (DYHKIIHIA,
CIpYNIHUPOBaHbl B CIEAYIOIIME OCHOBHBIE KaTEropuu: Oa30BbIE CEPBUCHI, CEPBUCHI
KOMIIOHEHTOB, CEpPBUCHI I0JIb30BATEIbCKOIO HHTep(eiica, cepBUCH TIpapuKu U
MyJIbTUMEINA, CEPBUCHI KOMMYHUKAalLUM, ceTeBble U Web-cepBUCHL.

OyHKIUH, CITYKOBI ¥ IPOLIEAYPHI

API conepxut cOBOKYNHOCTb (DYHKIMI, KOTOPbIE AOCTYIHbI IPOrpaMMUCTaM Ipu
pa3paboTke mporpamm - ux HasbiBaroT ¢yHkuusMu Windows API. K HuMm oTHOCsTCA
JIOKYMEHTUPOBaHHbIE OAIporpaMmel, Takue, kak CreateProcess, CreateFile, GetMessage
U IpyTHE.

OyHKIMHU Apa - 3TO MOANPOrpaMMbl BHYTPH onepanoHHoN cuctembl Windows,
KOTOpBIE MO’KHO BBI3BaTh TOJIBKO B PEXKHUME A1pa.

K cnyxbam oTHOcATCS TpoOLIECChl, KOTOpbIE 3allyCKalTCAd JUCIETYEPOM
ynpasieHus cinyx0. OHM, Kak IMpaBuUio, paboTalOT B (JOHOBOM PEKUME HE3aBHCHMO OT
OpYTUX TPWIOKEHUM W TNpeAHa3HAuYeHHbl Ui  OOCIYXMBaHHUS  ONpPEJIEICHHBIX
notrpeOHOCTe mosb3oBarens win cuctembl. Hanpumep, cioyx6a Task Scheduler-
IJTAHUPOBIIKK, KOTOPBIHA MO3BOJISIET YIIPABIATH 3aIIyCKOM APYTUX IPOrpaMM.

Windows conepxut 6osbiioi Habop QpyHKIM (moamnporpamm), 00beTMHEHHBIX B
OTJiebHbIE OMHApHBIE (PaiiIbl, KOTOpPBIE MPOTrpaMMbl MOTYT TUHAMHUYECKH 3arpy’kaTb BO
BpeMsl CBOEro BbIMoyIHEHUs. Takue OMOIMOTEKH (YHKUMH Ha3bIBAIOT AMHAMHUYECKUMHU
oubmmorexkamu (DLL).

PasnnuHble NporpaMMHBIE MEXaHU3MBI, KOTOpBIE OIEpPAllMOHHAs CHCTEMA
MIPEJIOCTABIISET MPOrpaMMKCTaM JJisi BBINOJHEHUS ONpEAENICHHBIX IEHCTBUI, HA3bIBAIOT
TaKXe CepBHCAaMH, IOCKOJIBKY OHH IpeIHa3HA4YeHBbl Uil OOCIY)KHBAaHUS Pa3TUYHBIX
notpebHocTell monb3oBarens cucteMmbl. K Takum cepBucam otHocsTes U pyHkuun APL
OTtnenbHOE TOIMHOXECTBO COCTABIIIOT HEYMNpaBisieMble CHCTEMHBIE CEpPBHUCHI (MU
UCIIOJTHUTENIbHbIE CHUCTEMHBbIE cepBHUChl). OHM OXBATHIBAIOT HEJIOKYMEHTHPOBAaHHbBIE
HU3KOYPOBHEBBIE CEPBUCHI OINEPALMOHHOW CUCTEMBI, KOTOPBIE MOKHO BBbI3BaTh B
M0JIb30BATEIBCKOM PEXHUME.

IIpoueccel, NOTOKK U 3aaHUs

Korna B cpene Windows 3amyckaercs mpHKiIagHas MporpaMMa, CUCTEMa CO3JaeT
CHelMaNbHbI O0BEKT - TMpoLecC, - KOTOPBIA IpeJHa3HaueH i MOJJIepXKaHus ee
ucnojiHeHusl. MoeT Mmoka3arbes, YTO IporpamMma U Mpoliecc - MOHATHE MOX0XKHE, OHU
dbynaamenTansHO oTinyatoTcs. I[lporpamMma - 310 cratudeckuii Habop KOMaH[, a MPoLecc
- KOHTEWHEep AN pecypcoB, KOTOpBIE MCIOJB3YIOTCS IPU BBINOJHEHUH 3K3EMILIApa
IIPOrPaMMBI.
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W3BecTtHas yTwiMTa I aHaIM3a AKTHBHOCTH IPOIECCOB-CUCTEMHBIN Task
Manager (nucnerdep 3a1a4). B ssape Windows HET Takoro moHsTHsA, KaK 3a7aqH, IO3TOMY
Task Manager Ha camoM JieJie SIBJII€TCS MHCTPYMEHTOM JIJIsl YIIPABIICHHSI TIPOIECCaMHU.

=iz

Safe [apeesetie HE  Groemcs

Movissmerses  MPRECE | Crrowied | Boact = Cemn | Moaasssarens |

0TOOpa)kaeT CIHCOK AaKTUBHBIX MpoieccoB. Ero
MOJKHO 3aIyCTHTh Pa3IMYHBIMU crioco0amu: 1) HaxxaB komOuHammo kinaBum Ctrl + Shift
+ Esc, 2) menkHyB Ha MaHenu 3a7a4 NMpaBOl KHONMKOW MBIIIK U BeIOpaB KomaHAy Task
Manager (qucnerdep 3aaau), 3) naxas kiasuinu Ctrl + Alt + Del. [Ins mpocMoTpa crircka
MIPOLIECCOB TOCJe 3amycka AMcleTdepa 3ajiad clieyeT OTKPbITh BKIAIKy Processes
(mpomecchl). B 3TOM OKHe Tmporecchl WACHTUDUIUPYIOTCS TIO WMEHH o0pasa,
9K3EMIUIIpAaMU KOTOPOTO OHU SIBISIOTCA. B oTnmume oT apyrux o0bekTtoB B Windows
mporeccaM Hellb3sl TPUCBAWBaTh IIOOATbHBIE WMEHA. JlJis mpocMoTpa MOAPOOHBIX
cBeZieHHit BrIOepuTe u3 MeHio View (Bua) komanay Select Columns (BbIOpaTh CTOIOLBI) U

BEIOCPUTE JTIOO0YIO TOTIOTHUTEILHYIO HHPOPMAITHIO HYXKHO OTOOPa3HTh.

Taiin NoapaveTpes  Bag  Osea Copasca
Movnosesns | Mocusco | Crymtio: | Beicrpoas

Janaqa =
¥} Total Commander 5.53 - Sam
B Nepepoaras Google - Windows Intermet E

W MoTaean i npoweoos (C:Wsersiammmes Dot

Ecnu Briagka Processes okHa fqucrerdepa 3afay MOKa3bIBaeT CIIUCOK MPOLIECCOB,
TO cojiepxaHue BKIaaku Applications (MpHII0KEHNS) OTOOpaXKaeT CIUCOK BUIUMBIX OKOH
BEPXHEr0 ypOBHA BceX OOBEKTOB "pabOouuii cron" HMHTEPAKTMBHOTO OOBEKTa
WindowsStation. (ITo ymomuanuo CymiecTBYOT ABa o0ObekTa "pabouuii cTon", HO MOKHO
co3/1aTh JONOJIHUTENbHBIE pabouune ctonbl yepes Windows - ¢ynkuuio CreateDesktop).
Cronbuk Status (COCTOSTHUE) Aa€T MPEACTABICHNE O TOM, HAXOIUTCS JIM TTOTOK - BJIaIeTel]
OKHa B COCTOAHMHM oxujaaHus cooOumeHus. CocrossHue "Running" ("BbmmonHsiercs"
03HAYaeT, YTO MOTOK OXKKJAaeT BBoJa, a Not Responding ("He oTBewaer ") - He oXugaer
(T.e. 3aHAT, WK KJET 3aBEPILICHUS ONepalli BBOAA-BbIBOA, UM OCBOOOXKIEHHE KAKOTO-
TO CUHXPOHU3UPYIOLIETO O0BEKTA).

Bkimaaka Applications 103BOJs€T HIACHTU(UIMPOBATH IPOLECC, KOTOPOMY
IPUHAUISKUT TOTOK, OOJIaJaronIMii KakMM-TO OKHOM 3aaauyu. [[is 3toro cuemyer
IIEJKHYTh MpPaBOM KHONMKOW MBIIIM HAa Ha3BaHUM 3a7aud U BeIOpaTh komaHay Go To
Process (mepeiitu k nporeccam).

L ——

I mpocseons: | Crwstes | Bescrpar

Jlns mpeAoTBpalleHnss AOCTyHa MPHJIOKEHHH K KPUTHYECKH BaKHBIM JIaHHBIM
OTIEpAIl[MOHHON CHCTEMBl U YCTpaHEHUsl pucka ux Moauduxamuu Windows ucnonb3yeT
JIBA peXHMMa JIOCTyNa K IMpoleccopy (Aaxe ecinu OH MOJAEpKHUBaeT Ooiee IBYX
PEKUMOB): TIOJIb30BATENbCKUN pekuM (user mode) u pexum sgapa (kernel mode). Kon
nporpaMM paboTaeT B IOJB30BATEIbCKOM pEXHUME, TOT/Ia Kak KOJ OIeparMoHHON
CHUCTEMBI (HampuMep, CUCTEMHBIE CEPBUCHI U JIpaliBEphl YCTPOHCTB) - B pexume siapa. B
peXHUME s]lpa MPEAOCTaBISETCS JOCTYN KO BCEM CHCTEMHOM NaMsITH M pa3periaercs
BBIMOJHATH JIOOBbIE MallMHHBIE KOMaH[bI Tporeccopa. [IpemocraBiss onepanroHHON
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CHUCTEME BBICHIMM YpPOBEHb INPHUBMIIETHI, Ye€M MNPUKIAAHBIM MpOrpaMmam, MpOLECccop
MO3BOJISIET Pa3pabOTUMKaM ONEPAIIMOHHBIX CHUCTEM pPEAIM30BaTh apXUTEKTYpPY, KOTOpas
HE JaeT BO3MOYKHOCTH OTJEJIbHBIM MpOorpaMMaM HapyllaTh CTa0MJIBHOCTh paOOThbI Beeil
CUCTEMBI.

[IpuknaaHble TPOrpaMMbl MOTYT HEPEKIIIOYATHCS € M0JIb30BATEIBCKOrO PeXXUMa B
peXuM sizipa, oOpamasch K CHCTEMHOMY cepBHCY. llepexiitoueHne ¢ moab30BaTeIbCKOrO
pe)xumMa B PEXHUM sApa OCYILIECTBIIAETCS CIELUAIbHOM KOMaHAOM mpoueccopa.
OmnepanyioHHast CHUCTEMa IIEpEXBaThIBACT dTy KOMaHIy, OOHAapyXHBaeT 3ampoc
CHUCTEMHOI'0 CEpBHUCA, IPOBEPSAET apryMEHThl, KOTOpbIE MOTOK MepeAal CHUCTEMHOM
¢yHKUMM, W BBHINOJHAET BHYTPEHHIO moamnporpammy. Ilepex Bo3BpameHueM
yIpaBJIEHUs] I0Jb30BATENBCKOMY IIOTOKY MpOLIECCOp MEpeKioyaeTcs oOpaTHO B
NOJIb30BATENbCKHI pekuM. braronapst 3ToMy omnepanroHHasi CUCTeMa 3aluiiaeT ces u
CBOMU JaHHBIE OT BO3MOXHON MOAU(DUKALNY TPHIIOKEHHUSIMH.

[TosToMy cuTyanusi, KOrja Mmojib30BaTEIbCKUN MOTOK YacTh BPeMEHH padoTaeT B
HOJIb30BATEIbCKOM PEXHUME, a 4aCTh - B peXKUMeE A1pa, 00blyHast. [lockonbKy nmoacucrema,
OTBEYAMOIIAs 32 TMOANCPKKY TpaduKH W OKOH, (YHKIMOHHUPYET B DPEXKHUME sIpa, TO
OporpaMMbl, HHTEHCUBHO paloTarouux ¢ rpadukoil, OoiblIyl0 4YacTb BpPEMEHHU
NEHCTBYIOT B PEKUME Spa, a HE B MOJIb30BATEIBCKOM peknMe. CaMblif POCTO# crocod
MIPOBEPUTH ITO - 3aMycTUTh Mporpammy trma Adobe Photoshop uimu Microsoft Pinball u,
BBIMOJIHASE B HEW Kakue-TO JAEWUCTBUS, HaOmonaTh 3a IOKa3aTelsiMH paboThl B
I10JIb30BATENBCKOM pPEXHMME U B pexxume sapa ¢ nomoupio Task Manager (aucneruep
3ajau). B ero okne Ha Bkimagke Performance (mpou3BOIUTENBHOCTH), BKIIOYMB B MEHIO
View (Bun) onuuto Kernel Times (BbIBOJ BpeMeHHU sijipa), MOKHO YBHUIETb, CKOJIBKO
BPEMEHHU NpoIlleccop MNPOBOIUT B pexume sapa. Ha rpaduke mnpoueHT 3arpyska
nporieccopa yKa3aHo 3eJICHBIM IIBETOM, a IMPOLEHT pabOThI B PEKUME spa - KPACHBIM.

Qﬂncner yep zagad Windows

dain MapaMeTpel Bun CnpaBka

ICETI:- | I'Ium:-msaTenMI

r3arpy3ka UM — [ XpoHonorma sarpyssa LN

i [T |||

|
| - ¥
| ".~.H il "
If-\.'I'-‘|Illllj'lllll"""llllilll"ll b ||f|||'||I ' Hl‘l“‘

, | ||Il|i |
I"'""." |||,.—.,.~. e '.,|'|I|'|III| A |'1| AL il ,,JI"....‘| | ﬂ'||

4. 3ananusa

3aganue 1. 3anoHUTE NPONMYCKH
WindowsAPI (Application Programming Interface) -

API cocTout u3 GOJBIIOr0 KOJIWYECTBA JTUHAMUYECKHX OMOIMOTEK M COACPIKUT
MHOKECTBO (YHKIUH, KOTOpHIE MPHUKIATHBIC MPOTPAMMBI MOTYT HCIONB30BATh IS
B3aMMO/JICUCTBUSI C ONEPAlMOHHON cucTteMoil. Kaxkias onepanMoHHasi CUCTEMa peaanu3yeT
pasnuyHyto noaMHoxxectBo Windows APL
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APl BbIOJTHAET POJIb  CBA3YIOIIETO 3BEHA MEXKIY MNPUIOKEHUSIMU H
onepaunoHHoil cucremoif. Windows API comepXuT HECKONBKO ThICSY (YHKUIUH,
CTpYNIHUPOBAHbI B CJIEIYIOIINE OCHOBHBIE KATETOPUU:

API comepXuT COBOKYITHOCTh (DYHKITHI1, KOTOPBIE JOCTYIHBI IPOTPAMMUCTaM IIPH
pa3paboTke IIPOrpaMM - ux Ha3bIBAIOT
K HUM OTHOCATCS

DyHKIMY A1pa -

K ciuyxbam OTHOCATCS TpOIECCHl, KOTOPBIE 3aIlyCKAIOTCS  JHCIETYEPOM
ynpasieHus cinyx0. OHM, Kak IpaBuUiIo, paboTalOT B (JOHOBOM PEKUME HE3aBHCHUMO OT
OpYyruX TPWIOKEHUH W TpeJHAa3HAYCHHBI I OOCITY)KMBaHUS — ONPEIEICHHBIX
notpeOHOCTe momb3oBarens win cuctemsl. Hanpumep, cioyx6a Task Scheduler-
TUTAHUPOBIIKK, KOTOPBIHA MO3BOJISET YIPABIIATH 3aIIyCKOM JPYTUX IIPOTPAMM.

Windows conepxut 6osbiioi Habop QyHKIM (moanporpamm), 00beTMHEHHBIX B
OTIeNbHbIe OMHApHBIE (Paliibl, KOTOPBIE MPOTPAMMBI MOTYT TUHAMHUYECKH 3arpykarh BO
BpeMsl ~ CBOEro  BBINOJHEHUsA.  Takue  OMOAMOTEKHM  (QYHKIMHA  Ha3bIBAIOT

Paznuunble nporpaMMHbBIE MEXaHM3MbI, KOTOPBIE OIEpPALlMOHHAs CUCTEMa
MPEIOCTABIIAECT MPOrPaMMHUCTaM IS BBIMOJHEHUSI OMPEACIICHHBIX JIEWCTBUM, HA3bIBAIOT
TaK)K€ CEpBHCAMHU, IMOCKOJbKY OHHM TMpeAHAa3HAYeHBI Al OOCTYKUBAaHUS Pa3IMUHBIX
MOTPEOHOCTEN  TOJIB30BATENS]  CHUCTEMBI. K  Ttakum  cepBucamM  OTHOCSTCA
OTaenpHOE MOAMHOYKECTBO  COCTABISIOT
HEYMPaBJISIEMbIE CUCTEMHBIE CEPBUCHI (MM UCTIOJIHUTEILHBIE CUCTEMHBIC CepBUCHI). OHI
OXBAaTbIBAIOT  HEJIOKYMEHTUPOBAHHBIE  HU3KOYPOBHEBBIE  CEPBUCHI  ONEPALMOHHOU
CHCTEMbI, KOTOPbIE MOYKHO BbI3BATh B MOJIb30BATEILCKOM PEKHUME.

Korna B cpene Windows 3amyckaercs MpHKIaJHas MporpaMMa, CHCTeMa CO3aeT
CIIeIIMaIbHBIN 00BEKT - , - KOTOPBIN

. Moxer noka3arbcs, 4TO IIporpamma M IMpoIecC - MOHATHE
IIOXOXKHUE, OHH byHIaMEHTAIBHO OTJINYAIOTCH. IIporpamma -
, a  mpouecc -

W3BecTHast yTwiMTa JUIs aHalM3a aKTUBHOCTU IpoleccoB-cucTeMHbld Task
Manager ( ). B sape Windows Her
10




TaKoTO TOHSITHS, Kak 3a7a4H, MOATOMY Task Manager
il;lﬂncnerqep sagau Windows ;|g|5|
daiin MapaveTpel Bun  CrnpaBka
IHDHHDJHEHHH MpoLeccsl |C.I'I'5-'}I{5bll BrICTpoAEACTEME | CeTb | MonezoEaTenu |
............................... Oriacarve
AAM Updat AOMUH 0 AAM Upda...
arotray.exe AOMHH an 816 KB AcraTray
CSrss.exe CHMCTEMa an 7472KE MMpouecc W...
dwm.exe AOMKH an 608 KE AducneTue...
explarer.exe AOMHH an 21724KE MNpoBoAHAK
ExpressionWe... AgmuH 0o 63 184KE Microsoft ...
FixCamera.exe  AoMWH [i[i] KB  CameraFixer
GrooveMonito... AgMuH an 1512KE  GrooveMo...
hkcmd. exe AQMAH an 1002 KE  hkemd Mao...
Hucnerdyep 3amay Windows oToOpakaeT CHHCOK aKTHBHBIX IpoleccoB. Ero
MOXHO 3aIyCTUTDh pasiInuHbIMU CHOCO6aMI/II

B sTOM OKHE Tporiecchl HACHTHGUIIUPYIOTCS IO UMEHU 00pa3a, K3eMILIIpaMu
KOTOPOTO OHHU SIBJISIFOTCS. B oTiinume ot npyrux oobexToB B Windows mpolieccam Henb3s

IMpucCBanBaTb riIo0ajabHbIE UMEHA.

Ecnn Bknaaka Processes OkHa qucrieTyepa 3a/1ay MOKa3bIBAET CIUCOK MPOLIECCOB,
TO cojepxkaHue BKiaaku Applications (mpuiokeHus) 0TOOpaXKaeT CIIUCOK BUIMMBIX OKOH

BEPXHEr0 YypOBHA BceX OOBEKTOB '"pabouuii cron" MHTEPAKTHMBHOTO OOBEKTa
WindowStation. Cronbuk Status (cocTosiHUE)
CocrosiHne "Running" ("BbImonHSIETCS"

, a Not Responding ("ne OTBEYaeT ") -
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Bxrnanka Applications MTO3BOJISCT

®ain MapaveTpel Bua OkHa CnpaBka

MprnoseHHA |I'I|:|0L|.E::ct-| I Cnyibl I BeicTpOL

Japaqda -

MNepeknoYiT bCa

@ Ha nepegHw1i nnad

i-——";, CeepHyTE Bt

E PazeepHyTE e
Fackanon

CEEMxY BHHS
ZNEES Hanpaso

CHATE 3agaqy

Cosgate $ain gamna naMaTm

EATH K NPOLECT)

JUia mpenoTBpallleHuss JOCTyNa NPUWIOKEHUM K KPUTHYECKH Ba)KHBIM JIAHHBIM
OTEpPAllMOHHON CHCTEMBl U YCTpaHEHUs pucka ux Moaupuxamuu Windows ucnonb3yeT
JIBA peXHMMa JIOoCTylna K IMpoleccopy (Aaxe ecind OH MNOJAEpKHUBaeT Oojiee IBYX

PEXHUMOB): . Kon
nporpaMMm paboTaeTr B , TOrJa Kak
KOJ| OTIEpallMOHHOMN CUCTEMBI (HAallpUMep, CUCTEMHBIE CEPBUCHI U JpaliBephl yCTPOUCTB) -
B . B pexuMe saapa npenocTaBiasercs AOCTyI KO BCer
CUCTEMHOM NaMSTH U pa3peliaeTcs BBINOIHATH JH00bIe MAllIMHHBIE KOMaH/IbI ITPOLIECCOopa.

IIpukianueie IIpOrpaMMBbI

. HCpGKJ'IIO‘{eHI/Ie C TIOJIB30BATCJIBCKOTO PCKHUMa B PCKHUM

AApa OCyHIECTBIACTCA

OnepanmoHHas cucreMa

[lepen  BO3BpalleHHEM  yNpaBJIEHUS  IOJb30BaTEIbCKOMY  IIOTOKY  IPOLIECCOP
NEepeKIIIoYaeTcsi 00paTHO B TOJIB30BATENBCKUNA pexkuM. braromapst aToMy orneparuoHHas
cucreMa
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[TosToMy cuTyanusi, KOrja MoJIb30BaTEIIbCKAN MOTOK YacTh BPEMEHHU padoTaeT B
H0JIb30BATENbCKOM PEXHUME, a HaCTh - B peXKUMeE A1pa, 00blyHast. [lockonbKy noacucrema,
OTBEYAIOIIAs 32 TMOANCPKKY TpadUKH M OKOH, (YHKIMOHHUPYET B DPEXKHUME sIpa, TO
IporpaMMbl, HHTEHCUBHO paloTaroumux ¢ rpadukoil, OoiblIyl0 4YacTb BpPEMEHHU
JEHCTBYIOT B PEXXUME SApa, a HE B MOJIB30BATEIBCKOM peskuMe. CaMblii TPOCTOM criocod
IPOBEPUTH 3TO -

gﬂncn eTuep sanauy Windows

Main MapameTpel Bua Crhpaewa

r3arpyska LN — —XpoHonorkA sarpyssE LN

i ! |I|-'l'n' h '|r1|l ih J|
e g TN LA U | A M A

3ananue 2. /{ucneryepe 3agad.

3ananue 2.1. [IpocMoOTp COCTOSTHMS MPOLECCOB Yepe3 JUCIeTYEP 3a1a4.

Ilpocmomp u ananus e3aumocenseii nPoyeccos u NOMOKOG.

3amyctute aucrerdep 3amad. IlepexmounTtech Ha 3aknaaky IIpoueccsl. B meHro
Bun BeiOepute nyHKT BbiOpaTh CTONOLBI... U yKaXUTE CTOJOLBI COTJIAaCHO pHUCYHKa 1.
Coenaitme ckpunwiom eawieii pabomvl u coxpanume e20 noo umenem «Pucynok 1.
Buvioop cmonoyoe oucnemuepa 3adau»
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LT - BOUENEHHAR MAHETH

TaFE Tl - BRATYWAERRE TN

Buibegaame CTONG S, KOTOPWE CEAFET OTCAOMNATS Ml CTOMLE

EOUSTOON ST T S0,

| Wi npouecca {FID) & A A TRmATT PG

o Moo Tévin o T NOT=0E
Ko omaHca OfimascTed LISER:

o 3r:nb.u.|,|'| o i T GO

< Bperm Ly AT YT
MarsaTe - pa's-c-n wafiop iy AT
M ti - e paorsst o -ahopa Do S8 BBOL Dm0l
MareTe - senera paboaery ratons Mgt ass Banr

¢ MareaTe - ST pafoses nalion Sanwcano Gair

Migazamin; BaAT Mg B8 SR E
MyTh & ofipasy

Brifemme cTonSlGs, KOTODGHE CRsd FET OTOOMMIKETD HE CTESHALE
MPOLECINA DiTETUENA JAGN

M Tis. - potinlin [y woimsn® i it ol s CTEEOA

Ousafia CTparsaL BHDT FANIALAS KOHTDOAR FHETHDIE SAMMIEA
AT owssbos CTRGeEA, o OreiCienal
Easomai rpHopHTET - MOE2CTANAEEHISE BHTOHEA D5 HBX

Pucynox 1. Buibop cmonbyog oucnemuepa 3a0a4

[ToToM ompenenute CKOJIBKO IMPOLIECCOB 3amylIeHO cuctemou. [lng storo 4
nepeIuTe Ha 3aKiIaKy beicTponelicTBue U B MeHIO Buj BeiOepute myHKT 3arpyska LI1.
(cM. puc.2) Hampumep: 13 pucyHKa Mbl BUAMM YTO CHCTEMOH 3amymieHo 53 mpoiiecca,
3arpy3ka IIT konebnercst ot 3-5%, ¢aiin monkauku 3arpyxen Ha 931 Mb. Coenaiime
CKpUHWiOm eauiell pabomosl u coxpanume e2o noo umenem «Pucynok 2. /lucnemuep
3a0au. Bknaoka "beicmpooeiicmeue'»

 [locneriep sass Windows

Dain

Maparerper  Bua  Cnpaeca
Mpnomers | Mpouscos | Crmymie BLCTDOOSATENE | Care | Momeaosatens
Sarpys<a LN Xporonoris 3arpyas LN

XpOWCNOrAE MCNONBI00NFHE HNTHE000RA NaNETH

TE0aR NaHETE (ME) Chcrera

Boero 047 AeoxpenTopos 17422

Hausposarg 1128 MaToxos &89

HAocTyrmo 1115 Mpouscos 53

CmaboaHo 3 Hpemn pabotes 0: 142 19:41
eunarera (ME) L1237 [ 404

MasATs ROpa (MB)

B prysssmas 187

HEBLI [y aeHaa 47 MormTop pecypoos....

Jarpysea LUN: 0% Dutu~eckan namaTe: 45%

MNpoueccos: 53
[ —

Pucynox 2. JJucnemuep 3aday. Bxraoxka "bvicmpooeticmsue”

Teneps 3amyckaem npunoxxenue Paint u cmotpum Ha usmenenus L{I1. Hampumep B
npumepe: 3arpys3ka L1 xonebnercs B mpenenax 1-4%, Qaiin moakauku 3arpy3uics Ha
942 Mb. Ecinu cpaBHUTH O0BEMBI HCIONIB3yeMOro (haiina MOAKAuYKH M JOCTYIHOMN
¢u3nueckoil maMaTH, TO MOKHO CJIeJIaTh BBIBOJ YTO B CyMME OHM JIAIOT OOIIMK 00BeM
bu3mdeckoit mamsaTu. (cM. puc.3).
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M flacneruep sanau Windows ; - o =] —

Tadvin  Napaserper  Bag  Copasxa

Sarpy s L NOOHBNOM= Zarpyske LN

NEBOHONONHA PN 208S-1A SHEIeSCKon NEMATH

|
Npunosera | Mpouecos | Cnymbe | SoCTPOASRcTEE  Cete | Moms3osaTend |
|
1

MamATH

— e A

CURASE AR NaMATE [ME] CoacTesan

Boero 2047 AecspnTopos 17539 |
Haunposano 1110 MNomoros BS54

LocTymea 110% Npoweocoa 54
Cacboamo 15 Spern pafoTe 0: 14: 28:33
) Boaeneno (M) 1252 [ 4094
MalATe Aapa (Ma)
BeirpysasHas 187
Hesnrpykaesan a2 MorsiTop PECYREDD. .-
Mpowsccoe: 54 Sarpysca LUMN: 2% Dazmueckan nareate: $5%

Pucynox 3. Pesynomam nocne 3anycka npunodicenus Paint

Coenaiime ckpunwiom gawieii padomol U coxpanume €20 noo umenem «Pucynox
3. Pesynomam nocie 3anycka npunoxcenusa Painty. Hanuwume 6 Kakux npedenax
Kkoneonemcs 3acpysxa LI, kax usmenunca ghaitn nookauxu.

Ilpocmomp epemenu pabomovl cucmemvl 6 HNOIL306AMENLCKOM pecume U
percume aopa.

[lepexmrountecs Ha 3akianky beicTpozeiicTBue u B MeHI0O Buj BbiOepuTe MyHKT
BriBon Bpemenu siapa (cm. Pucynok 4). BeicTpo mpokpyuumBaeM CTpaHUIBI JHO00OTO
TEKCTOBOro JokymeHTa. Ha mnmukarope 3arpyska L[II mpoueHT pabGoTsl mpoieccopa B
MOJIb30BATEILCKOM PEXKUME OTPAKAETCS 3€JICHBIM IIBETOM, B PEKUME szipa KpacHbIM. U3
PHUCYHKA YETKO BHJIHBI U3MEHEHHsI pabOThI Mpolieccopa Mpu MPOKPYTKE CTPAHUIL.

Npnomerss | Npouscos | Crymbes | Seicrpoasicrsine | Ceme | Monesosaren |

|
Farpyaa LN Xposonarian 3arp e LN
|
= — |
{
{
MasATE KDOHONOTAR TS I0EIHER S NAEO0N NasETH |
|
!
|
Dhrsarcan naraTe (ME) CHeTEms |
Boero 2047 deopsnTopos 13105
HKausposarno 1112 oToKos &332
BocTyrmo 1105 Mpoueccos ™
CmoboaHo 16 Bpens pabome 0 19:44:33
Boin=nero (ME) 1257 | 4094
MamaTs Aapa (ME)
Bearpymaeman 188
Hesorpy=asnas 2 MOHMTOD PECYDCDE, ..
Mpowsccons: 54 ].rp}-uta Lir: 32% Mhazsrweckcan nasaaTe: 45%
—— — - 4

Pucynox 4. Cocmoanue cucmemuvl npu npokpymxe cmpanuy

Coenanime ckpunuwiom gawieit padbomol u coxpanume ezo noo umenem «Pucynok
4. Cocmosanue cucmemul npU NPOKPYMKe CIMPAHUL)

3ananmue 2.2. [IpocMoTp cBeeHUl 0 MOAAEPKKE MHOTONIPOLECCOPHBIX CHCTEM.

CornacHo crenymroImeMy 3aJaHHuI0 OTKpouTe aucneruep ycrpoiictB (ITyck —
[Tanens ympaBnenus — Jlucreruep ycTpoicTB). B crmmcke yCTpOWCTB pacKkpouTe y3emn
Komnetotep. B oxHe cBoiictB (IIpaBoil KHONKOW CBOMCTBA) MEpPEHAMTE Ha 3aKIAIKY
HpaiiBep u ¢ momonisio KHONKKH CBeeHUsI MPOCMOTPUTE CBEIEeHU O (paitiax apaiiBepoB
(cM. PucyHok 5).



Crodcrea: ACPL wid-based P Py
[ e ——

Gl ACPIxSsbased PO

Pucynox 5. Ceedenus o ¢ghaiinax noooepaicku MHO2ONPOYECCOPHBIX CUCMEM

Coenaiime ckpunwiom gawieii padomosl U coxXpanume €20 noo umenem «Pucynox
5. Ceeoenusa o paiinax nodoeprcKu MHO2ONPOUECCOPHBIX CUCHIEM)

3ananue 2.3. N3yyeHue OTHOLIEHHS POLECCOB POANTENb-TIOTOMOK

1. 3anyctute xomananyto ctpoky (Ilyck — Bce mporpammer — CtanmapTHbie —
Komannnas ctpoka)

2. [Totom HabepuTe start cmd 1151 3amycka BTOPOro OKHA KOMAaH/IHOM CTPOKH.

[ L

Pucynox 6. 3anyck oxon komanoHou cmpoxu

Coenaitme ckpunwiom eauieit padomul u coxpanume e20 noo umenem «Pucynox
6. 3anyck OKOH KOMAHOHOU CIPOKUY

3. lanee st OTKpOWTE AUCIETUED 3aa4.

4. Ilepexntounsicss Ha BTOPOE€ OKHO KOMaHHOW CTPOKH.

5. Bren ms

M Sz ayT

paint 1u1st 3amycka Microsoft Paint.

crrd

106% - +

Pucynox 7. 3anyck npunoowcenus Paint

Coenaiime ckpunuiom eawieil padomul U cOXpanume e20 noo umenem «Pucynox
7. 3anyck npunosycenun Painty

6. [ToTom BeIOEpPUTE BTOPOE OKHO KOMAHHOW CTPOKH.

7. BBen komMaH[y exit, TeM caMbIM 3aBEpILIMB pabOTy BTOPOTO OKHA.

Coenaiime ckpunuiom eauieli padomsl U coxpanume €20 noo umenem «Pucynok
8. 3asepuwienue pabomor 6mopozo okna»
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8. Ilotom mepekmountech B aucnerdep 3agad. OTKpoiTe ero BKIAAKY
[punoxenus. LlenxHyn npaBoii KHONKOW MbIH 3a1auy Komananas crtpoka (cmd.exe) u
BbIOpan IlepeiiTu k mporueccy.

.'. MWMW‘ - -l.‘ﬂg B facreranp g mr:d;ml - ..Elﬂ“
faiin  Mapawerpu By Ooa  Cnpasea | Guwhs  Mopasrrpsa  Bug  Crpascs 1
pRrnen | Mg | Coyate | Becrpogmicone | Cote | (o Tgs e Caywtie | becrooamicrme | Ceme | Mormsosarens
Inamad . e e oSans Wil rpxeccs MamdoBaTen Ul Epeaiyn *
) Bemrmeenah - Fant Pafor.. L ISV ENE 112 1 L] I
B Fomariznan mposa [T Fpar a0 k1] e 09 (B |
B Hom Pafor.. Lo B Oevssg w Lok
-_ Pafiora D2.oaf - ddobe Render Pafor LghtieribeCa.. 174 -0 i 2 [iHEL]
“':Twu:'ln-m- T Ehesal Wird Pabar.. CETT BELENE e Nesas [+ Q0000
[ R L] Herusc 2 d:ba:07
i dwm_axe 18 e 00 0:03:10
S SN e ) Oeresc [ ¥ L HCE
CrELEe B0 1=} :0:10 |
| Core.ee "3 252 Oesac L2 T:00:00
conheslgne ] s [ (B
| e eoe 152 T [T |
| Borun. Soeen... 0 Qe o LiHLE
(] wp.Ee 17 i [esas [+ =] 0:00:00
CraTo Jaasiy Mgpesinaimocn | Fhoses A i Ay Crafpamca T NDGUBCCH BORN MEMs IR TEARS JenecuR T NDGUBTT
|
Mpoyecoss: 58 Horpyea UM 2% dugnuecean nauete: 5% Mpougcoos: 53 Barprysaes UM 1% uznuecan nauems: 51% .

Pucynox 9. JJlucnemuep 3aoau. Ilepexoo k npoyeccy cmd.exe

Coenaiime ckpunuwiom gawieii padomol U coxpanume €20 noo umenem «Pucynox
9. {ucnemuep 3aoau. Ilepexoo k npouyeccy cmd.exe»

11. enxaute nporecc Cmd.exe, BBIICTCHHBIN IIBETOM.

12. [lenxkHyB MpaBOi KHOIMKON MBIIIH, BEIOEPUTE KOMAaHIy 3aBEpIIUTH JIEPEBO
IIPOLIECCOB.

13. B okue IlpenynpexneHue aucrerdyepa 3a4ay MIEIKHUTE KHOIKY 3aBEpIIUThH
J€PEBO IIPOLECCOB.

B Loty i Wherckr

Mpesommam | PO | Coafe | bucrpoesicm | Come | Nossasrnas

wa  Momsnes N Bpewin -
Yo ) 1
Lomrer x Comcls
Epas: X
Erma 0
[
o
i
Tae

EEEEEEEE T
&
-

S Fremary rpouse poee rv-i

Mpsigoroac 9 Serpysa L 3%

rrpp———— R

Pucynox 10. [lucnemuep 3a0au. I[lepexoo k npoyeccy cmd.exe

[lepBoe OKHO KOMaHIHOW CTPOKM MCU€3HET, HO OKHO Paint mo mnpexHemy
paborTaer.

Coenaiime ckpunuiom eauieii padomsl u coxpanume e2o noo umenem «Pucynok
10. Tucnemuep 3aoau. Ilepexoo k npoyeccy cmd.exe»

3ananue 2.4. YBeaunuenue oObicTpoaeiicrBust Windows

1. Orkpoiite [ducneruyep 3axau Haxatuem (Ctrl+Alt+Del)

[lepeiinute Ha Bkiaaky [Ipoueccel, menkHuTe npaB Ha cTpoke Explorer.exe u B
KOHTEKCTHOM MEHIO BbIOEpUTE KOoMaHAy 3aBepiuTh [Iporecc. Onuimmre B OT4ETE, 4TO
BbI BUJIUTE HA SKpaHE U MOYEMY.

2. 3akpoiite oxkHo [ucmerdyepa 3agau 3aBepmmmB mnpomecc taskmgr.exe.
Brecute B otuer cBeneHus: paboTaeT i KOMIbIoTep, 3arpyxeHa au OC, pearupyer
CUCTEMA Ha MaHUIYJISLUH MBIIIbIO, HA HaxaThe kinasum? [louemy?

3. Haxxmurte (Ctrl+Alt+Del) u cHoBa oTkpoiite [Iucneruep 3anau

4. Ilepeiinsa Ha Bkaaaky Ilpuioxenus, Haxkmute kKHonKy HoBast 3agaua
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5. B okne Co3nats HoByio 3agauy nadepure Explorer u naxxmure OK.

5. Conepxxanue oTyera
OTuer JOMKEH COlepIKaTh:

1. Ha3zBanue pa0GoThbI.

2 Henp paboTsI.

3. 3aaHue U ero pelieHue.
4 BriBo o pabore.

6. KoHTpoJbHBIE BONIPOCHI
1. Urto takoe WindowsAPI

Yro Takoe IIpoUeCChl
Yrto TaKkoe MOTOKHU
Yto Takoe 3agaun

Nk D

UYro Takoe gucnerdep 3aaad

IIpakTnueckoe 3aganue Ne24
Tema: OCHOBHBIE CBEJICHUSI O CETEBOM MOHHUTOPE

Henas: Vcnonb3oBaHue CETEBOIO0 MOHUTOPA MO3BOJSET COOUpATh CBENECHUS,
oOecrieunBaoIme OecrepeOoitHyl0 padoTy, HauyWHasg OT OINPEICICHUS
mra0JoHa 10 IPeIOTBPALeHHs U yCTpaHeHus Hemosagok. CeTeBoil MOHUTOD
IPEOCTaBIISIET CBEACHUS O Tpauke CEeTeBOro ajamntepa TOro KOMIbIOTEpa,
Ha KOTOPOM OH ycTaHoBieH. COOp M aHaln3 3TUX CBEACHUN MO3BOJIET
npefoTBpallaTh, JAWArHOCTUPOBATh M YCTPAHSTh CETEBbIE HEMOJAIKU
pa3IMyYHbIX THUIIOB.

MOXHO HACTPOUTH CETEBOM MOHHUTOp IS TPEIOCTABICHHUS KOHKPETHBIX
HanOoJIee BaXKHBIX CBeleHN. HampuMep, MOKHO Tak yCTaHOBUTH TPUTTEPHI,
YTO CETEBOM MOHHTOP OyJeT HAaYMHATH W 3aBepIIaTh COOp CBEICHUM IPHU
COOJTIO/ICHUN OTIPEIETICHHOTO yCIOBUS WM Habopa ycnoBuid. Takxke MOXKHO
YCTAaHOBUTh  (UIABTPBHI JUISI KOHTPOJS 3a THUIIOM COOHMpaeMbIX U
OTOOpa’KaeMbIX CETEBHIM MOHUTOPOM CBeneHui. [y obnmerdenusi aHanmmsa
CBEJICHUN MOXXHO H3MEHHUTH CIOCO0 OTOOpa)kKeHWs TaHHBIX Ha DKpaHe, a
TaKK€ COXpaHUTh WM pacnedyaraTh JaHHBIE, YTOOBI TMPOCMOTPETh WX
MO3/IHEE.

C mnomompto komroHeHTa CeTeBOil  MOHHTOpP, BKIIOYCHHOTO B
omneparnronHsie cucteMbl Microsoft Windows Server 2003, MmoxHO coOupathb
JaHHBIC, OTIPABIICHHbIC WM TMOJYYEHHBIE C KOMIIBIOTEpPa, Ha KOTOPOM
YCTaHOBJIEH CeTeBOW MoHHTOp. J[inst cOopa JaHHBIX, MOCBUIAEMBIX HIIH
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MOJIy4aeMbIX C YAQJICHHOIO KOMIIbIOTEPA, HEOOXOAMMO HCIOJIb30BATh
kKoMrnoHeHT CeTeBoi MOHUTOP, BXxoas1uil B Microsoft Systems Management
Server (SMS), ¢ mNOMONIIBIO KOTOPOTO MOXHO CcOOUpaTh JIaHHBIE,
MOChIJIa€MbIEe WJIM TIOJIy4aeMble C JIIOOOT0 KOMIIBIOTEpa, Ha KOTOPOM
YCTAHOBJICH JApalBEpP CETEBOr0 MOHUTOpPA. [[OMOJHUTENBHBIE CBENCHUS O
cepBepe Systems Management Server cM. Ha BeO-y3ie KOpHOpaluu
Maiikpocod(http://www.microsoft.com/smsmgmt).

CBeneHus, MPeaOCTaBIsIEMbIE CETEBEIM MOHUTOPOM, MOJYUYEHBI U3 CETEBOTO
TpaduKa U pas3neieHbl Ha KaJApbl. DTH KaJpbl COACP)KAT TAKHUE CBEICHHS KaK
aJpec KOMITbIOTEPA, MOCIABIIEr0 Kaap, aApec KOMIbIOTEPA, KOTOPOMY KaJp
OBLI NOCJIaH, U IIPOTOKOJIBI, CYILIECTBYIOIIHE B Kajpe.

Ipunumun padoThI CeTeBOro MOHHTOpA.

I[aHHI)IG, IICPCChIIIaCMBIC I10 CCTH, ACILITCA Ha Kalpbl. B kaxgom Takom
Kaape COACPIKATCA CICAYIOIIHC CBCACHUA:

o Azpec WcTOYHUKA. AJIpEC CETEBOTO aanTepa, ¢ KOTOPOrO MOCTYIHIT
Kajp.

o« Agnpec HazHaueHUs. AJpec CETeBOTO  ajamnTepa, KOTOPOMY
MpeHa3HAdICs Kaap. DTOT aapec MOXKET TaKXKE ONPENCIISITh IPYIIy
CETEBBIX /1Al TEPOB.

o JlanHsbie 3aroyioBka. J[aHHBIE IS KaXJ0T0O MIPOTOKOJIA, UCTIOIB3YyEMOT0
IpU niepeaave Kajpa.

o Jlannsie. [lepenaBaeMbie qaHHbIE (MU YaCTh JaHHBIX).

Kaxxqplii KOMITBIOTEp CErMeHTa CeTH TMOJy4YaeT KaApbl, OTIPABJICHHbBIE
nanHoMmy cermeHTy. CeTeBoi ajanTep KaKJI0TO KOMITBIOTEpa COXpaHSeT U
oOpabaThiBaeT TOJBKO aJPECOBAaHHBIC JIAHHOMY  aJanTtepy  Kajaphl.
OcTtanbHbIC KaApbl OTOpackIBAIOTCS U OoJibille He 0OpadaThiBatoTcs. CeTeBoit
ajanTep TaKXKe COXpaHsAET IIMPOKOBEIIAaTeIbHbIe (M, TOTECHIIMAIIBHO,
MHOT'0a/IpECHBIE) KaJpBhl.

[Tocne ycTaHOBKU ITPOTrpaMMbl CETEBOIO MOHUTOPA MOKHO 3amucaTh B (aii
BCE KaJIpbl, OTIPABJICHHBIE CETEBOMY aJaITepy AAHHOIO KOMIIBIOTEPA, WU
COXpPaHEHHbIE UM. 3allMCAHHBIE KaApPbl MOXKHO MPOCMOTPETH MU COXPAHUTH
JUIsl JanbHelero aHanusa. [Iporpamma mno3BosisieT 3aAaTh (GUIBTP 3aMKCH,
paspelarMi 3anuch TOJBKO OIPENENIEHHBIX KaapoB. B atom ciyyae
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3aMKuCh KaJApoB OYIET MNPOU3BOJAUTHLCA HA TaKWX YCJIOBHSX, KaK ajapec
MCTOYHHUKA, aJIpEC HA3HAYEHUs WU NPOTOKOJ. CeTeBOi MOHUTOP TAKXKE 1aeT
BO3MOYKHOCTh IMOJIb30BATEISIM pa3padoTaTh TPUITEp 3alMCU JJIs 3aIlycKa
OTIPEJICICHHBIX IEUCTBUI NpU 0OHAPYKEHUH UM B CETH KOHKPETHOTO Habopa
ycioBuid. Takumu JeHCTBUAMH MOTYT OBITh 3aIlyCK 3alllCH, KOHEI[ 3aIlucu
WIH 3aITyCK POTPaMMBI.

ITo ymommuanuio pa3mep Oydepa 3anucu paseH 1 Mb. Pazmep maHHBIX MOXKHO
YMEHBIIHTH, YMEHBIITUB pasMep Oydepa 3aIuCH.

3anuch JTAHHBIX.

[Ipouecc konmupoBaHus MAKETOB CETEBBIM MOHUTOPOM Ha3bIBACTCSl 3aIIUCHIO.
MoXHO 3amuchiBaTh KaK BECh CETEBOM TpaduK JIOKAJIBHOTO CETEBOTO
ajanrtepa, Tak v OTJeIbHbIe HAOOPHI MAKETOB C TOMOIIBI0 (PUIBTPOB 3aIUCH.
MoxHO Takxke 3a7aTh HaOOp yCIOBUU aiig TpurrepoB cooObituit. Ilocne
CO37[aHUsI TPUTTEPOB CETEBOM MOHUTOP MOKET OTBEUaTh Ha COOBITUSI B CETH.
Hampumep, ornepaiimoHHasi cucTeMa MOXKET 3allyCTUTh UCHOJHAEMbIN (ai,
€CJIM CETeBOM MOHUTOP OOHApPYKMBAET B CETH BBITIOJHEHUE OMPEIEICHHOTO
HaOopa ycnoBuid. [lociie 3anucu TaHHBIX UX MOXXHO MPOCMOTpeTh. CeTeBoit
MOHHUTOpP NpPeoOpa3yeT HMCXOJHBIE JAHHBIE B COOTBETCTBUM C JIOTUYECKOMN
CTPYKTypOu [IaKeTa.

HpI/I 3alIMCn  KaJApoB CETCBBIM MOHHUTOpPOM  CBCACHHA O Kagpax
OTO6pa>KaIOTC$I B OKHC 3allMCU AAaHHBIX, PAa3JACJICHHOM Ha YCTBIPC ITaHCIIM.

ITanennb 3HauyeHue
Tpadu ['paduueckoe mnpencraBieHue KaApoB, OTIPABICHHBIX Ha
P JIOKATbHBIA KOMITHIOTEP HJIH C JIOKATBHOTO KOMIThIOTEPA.
CraTtuctuka
CBeneHus 0 KaKI0M OTIEIbHOM CEAaHCE.
ceaHca
CBenmeHus O Kaapax, OTIPABICHHBIX Ha JIOKAJbHBIN
CraTtuctuka
T KOMITBIOTEp WJIM C JIOKAJhHOTO KOMIIBIOTEpPA, Ha KOTOPOM
3aIylIE€H CETEBOW MOHUTOD.
Obmas OO6oO1IeHHbIE CBEACHUS O KaapaxX, OTHPABICHHBIX Ha
JIOKaJIbHBIA KOMIIBIOTEp WM C JOKAJbHOTO KOMIIBIOTEPA
CTATUCTUKA

[0CJIE HayaJIa Mpolecca 3anucu.

CeTreBoii MOHUTOP KOMHUPYET NEPEIaBacMbI€ MO CETH MAKEThl C TPEOYEeMbIMU
XapakTepucTukaMu B Oydep 3amucu ¢ nomouibio crnerudukanuun NDIS.
DOUIbTPHI 3aluUCH.

OuibTp 3anucu padboTaeT Kak 3anpoc 0a3bl JaHHBIX, KOTOPBIM UCIIOJIB3YETCS
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JUIS  yKa3aHUS THUIIOB TIAKETOB, TIEpeJaBaeMbIX IO CETH, KOTOPHIC
IUTAHUPYETCsl 3allMChIBaTh JUIS TOCIEAYIOMEro aHanusa. Hampumep, mis
coopa MaHHBIX, OTHOCSIIMXCA K OMNPEACICHHOMY ITOJMHOXECTBY
KOMIIBIOTEPOB WJIM TPOTOKOJIOB, CJEAYyeT TOATOTOBUTH 0a3y JIaHHBIX
aJIpecoB, WCIOJB30BaTh ATy 0a3y IS co3maHus (UIbTpa 3alUCH, a 3aTeM
COXPaHUTh 3TOT GUIBTP B daiine. B ganpHeieM npu HEOOXOAUMOCTH 3TOT
(aiia MOXKHO 3arpyXaTh JIJIsl padoThl ¢ GUiIbTpoM. Mcnons3oBanue GuibTpa
MO3BOJIIET  COKOHOMHUTH  BpeMs W mamsaTh  Oydepa  3amucH.

Co3nannue ¢puabTpoB 3anucu

YrtoObl co3maTh QPUIBTP 3alKCH, CIEAyeT BHIOpaTh KpUTepun (GUIBTPALIUH B
JMAJIOTOBOM OKHE PuibTp 3anucu. B 3Tom auanoroBom okHe oToOpaxkaercs
JIEPEBO KPUTEPUEB, KOTOPOE SBISAETCS TIpadUUECKUM MpPEACTaBICHUEM
joruku ¢unetpa. [Ipn kaxaoM 100aBICHUN UM UCKIIOYEHUH KOMIIOHEHTOB
celM(pUKAUU 3alUCU 3TU W3MEHEHUS OTPa)KaloTCsi B JEPEBE KPUTEPUEB.

DuabTpanus Ha OCHOBE NMPOTOKOJIOB

Jlns 3anmcu  MakeToB, IEPENaBAEMBIX II0 CETH C HCHOJIB30BAHHEM
KOHKPETHOT'O MPOTOKOJAa, HEOOXOJIMMO YKa3aTh 3TOT MPOTOKOJ B CTPOKE
SAP/ETYPE= nepeBa kpurtepueB. Hampumep, nns pabOThl TOJIBKO C
naketaMu nporokosa [P cHauwanma crmemyer 3ampeTuTh BCE NPOTOKOJBI, a
nocie 3toro paspemnts [P ETYPE 0x800 u IP SAP 0x6. [lo ymonuanuto
BCE IOAJCPKUBAEMBIE CETEBBIM MOHMTOPOM TNPOTOKOJIBI Pa3pEeIICHBI.
[IpoTokos MOXXHO YykKa3zaTh ToJbko ¢ nomomblo ETYPE wmm SAP.

DuabTpanus Ha OCHOBE aJpecoB
3amaiiTe OAHY WJIM HECKOJIBKO Tap aapecoB B (QMIBTPE 3amucH Jjisi cOopa
AaHHBIX, ITOCBIIACMBIX HJIM IIOJIYYaCMBbIX C KOHKPCTHOI'O KOMIIBIOTCPA CCTH.
JlomyckaeTcsi OJHOBpPEMEHHOE HAOIIOJEHHUE 3a YETHIPhMS aJPECHBIMU

napamu.

AnpecHas napa COCTOUT u3:

e aJIPECOB JABYX KOMIIBIOTEPOB, 32 TPA(PUKOM MEXKIY KOTOPHIMHU BEIETCS

HaOJIIOCHUE;
e CTPENOK, YKa3bIBAIOUIUX WHTEPECYIOIee HaMpaBJICHUE TMepeaadn
JAHHBIX;

o ximoyeBoro cioa INCLUDE nimn EXCLUDE, kotopoe onpenenser,
OyZeT 1M CeTeBOM MOHHUTOpP 3aXBaTbiBaThb WJIM WIHOPUPOBATH
COOTBETCTBYIOIIUE MMAKETHI TAHHBIX.
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HeszaBucuMo OT TOro, B KakoM IOPSAKE PaCIoJIaratoTcsl aJpecHbIC IMaphl B
JIMaJIOTOBOM OKHE OunbTp 3aIucH,
nacTpykinu EXCLUDE o6pa6aTeiBarorcst mepBeIMHU. [1o3TOMY, eciin makeT
yIOBIETBOPSiET KpuTepusMm, ykazanHbiM B HHCTpykinu EXCLUDE, o
OyJleT WTrHOPUPOBAaH HE3aBUCMMO OT TOrO, TMPUCYTCTBYET JIH B
cnenudukaruu GuipTpa uHCTpYKIHH INCLUDE n EXCLUDE. CerteBoit
MOHUTOP HE TMPOBEPSET, YAOBICTBOPSET JIKM OSTOT NAKET YCIOBUAM
uHcTpykiuii INCLUDE.

Hampumep, droOml 3ammcaTh Bech Tpadhumk kommbroTepa Compl 3a
uckioueHueM tpaduka mexay kommbiorepamu Compl u Comp?2, ciegyer
yKa3aTh CIIEIYIOIINE aJpECHbIE Mapbl B pa3feie mnap aApecoB JepeBa
KPUTEPUEB:

Addresses
include Comp1 <----> Any

exclude Comp1 <----> Comp2

Ecniu B crnucke orcyrctBytoT uHCTpykuuu INCLUDE, TO HesiBHO Oyaet
UCIIOJIB30BAaThCS Tapa JIOKAJIbHBIM KOMIIBIOTEP <----> JIF0OOW KOMIIBIOTED.

(I)I/IJILTpaHI/IH Ha OCHOBC COOTBETCTBUA IHaﬁJIOHy

Vxka3piBag 11a0JIoH I  COOTBCTCTBUA B (I)I/IJ'HJTpe 3alIuCu, HMCCTCA
BO3MOXHOCTB:

e OrpPaHUYUTH 3AMUCh TOJAMHOXECTBOM KaJIpOB, KOTOpPBIE COAEpKAT
yKa3aHHbIA 11a0JIOH (€ro MOXXHO 3aJaBaTh B TEKCTOBOM WJIH
IECTHAAIIATEPUYHOM BUJIE);

o OIpEIETUTh, HA KAKOM PACCTOSHHUM (CMEIEHHUE) OT HavyaJla WK KOHIIA
KaJipa JOJDKEH HAa4aThCs TOUCK.

[Tpu 3agannu uiIbTpa COOTBETCTBUS 11A0JOHY HEOOXOIMMO yKa3aThb MECTO
B Kajape, OTKyJa JOJDKEH HauyaTbCs IMOMCK COOTBETCTBUS INAOJIOHY. OTH
HACTPOMKHM OINpEeAesAloT paccTOsHUE B OaiiTax OT Havajga Kajapa WU OT
KOHI[a 3aroJIOBKa TOMOJOTHH O MeCTa CoBMajeHus mabnona. Ecnu makeTs
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HE MUMEIOT MOCTOSTHHOM JUTHHBI (HampuMmep makeTsl mpotokona MAC B ceTsx
Ethernet unu Token Ring), crmemyer yka3piBaTh CMEIIEHHE OT KOHIIA
3aroJIoBKa nakera COOTBETCTBYIOIIEH TOTIOJIOTHH.

Tpurrepsi 3aluCH.

[locne co3pmaHusl TPUITEPOB 3alMCH CETEBOW MOHHMTOP MOXKET OTBEYATh HA
coObITsl B ceTH. Ilo ymoOJlMaHWIO YCIIOBHSI BKJIIOYEHUS TpPUITEpAa HE
YCTaHOBJICHBI.

Tunsl TPUITEPOB

C noMoIIbI0 CETEBOr0O MOHUTOPA MOYKHO OIPENEIUTh CTENEHb 3alOJHEHUS
Oydepa 3amucu ¥ HATMYKUE OMPEEICHHOro MabjioHa JaHHBIX B 3alTMCAHHOM
kaape. MOXHO co3/1aBaTh TPUITEPHI 3alMCH HA OCHOBE OJHOTO W3 ATUX
YCJIOBUI WIn Ha OCHOBE oboux YCIIOBUH.

Ecau Tpurrep 3amaH Ha OCHOBE OIpEIEiICHHOIro ImabJioHa JaHHBIX B
3allMCAHHOM KaJIp€, TO CETEBOM MOHHUTOP BBINIOJHUT OIPEACICHHOE
JIEUCTBHE TIPU OOHAPYKEHHH Kajapa ¢ HYKHBIM adioHoMm. [11abmoH MoxeT
OBITh 3aJaH IIECTHaAIAaTepudHor cTpokor uiau cTpokoir ASCII. MoxHo
3a/1aTh TPUITEP HA OCHOBE OMpPEACICHHOTO 11abJIOHa JaHHBIX B 3alMMCAHHOM
KaJpe U ONpPEACIICHHOTO TMpolleHTa 3amojHeHus Oydepa 3amucu. Takxke
MO’KHO 33/1aTh Ha4ajo MOMCKa I CETEBOI0O MOHHUTOpA: C Hayajga KaxKJIoro
KaJipa, MOCJIe 3arojioBKa KaXKJ0ro Kajpa WA 4epe3 HECKOJIbKO OalT mocie
JT1000T0 U3 ITUX MOJoKeHUH. [lo yMoT4aHUI0 CETEBO MOHUTOP BBITIOJIHSET
TTIOUCK o maoJIoHy TS BCETrO Kazapa.

HeiicTBust TpUrrepa

Mo:HO BBIOpaTh OJHO W3 CICAYIOIIMX JACHCTBHM TpUITEpa, KOTOpoe OyaeT
HCTIOJTHATHCS pu BBIMIOJTHEHU U YCIOBUM TpUITEpA.

« KomMmbroTep u3naer 38ByKOBOM CUTHAI.
o CeTeBoil MOHUTOP MPEKPALIAET 3AMKUCHh KAJAPOB.
o BrmonHseTcs BeIOpaHHAass KOMaH/IA.

YtoObl 3amaTh KOMaHAYy, KOTOpas 3alycKaeT MporpaMMmy, BBEAUTE UMS U
nyTh K (hailily mporpammsbl, Wik HaxMmuTe KHONKY OO030p u Haiaute daiin
nporpammbl. [{ng ucnons3oBanusi koMaHabl MS-DOS, Takoil kak copy,
BBEJIUTE CMD /K 51 3aTeM BBEJIUTE KOMaHAy.

12



YcranoBka CETEBOI0 MOHMTODPA.

YtoObI YCTAaHOBUTD CETEBOM MOHHUTOD BBIIIOJIHHUTC ciacayronicece:

« Ortxkpoiite Mactep komnonenToB Windows.

« B macrepe kommnonentoB Windows Beioepute CpeacTBa ynpaBJieHust
u HaOmwoaenuss (Management and Monitoring Tools), a 3atem
HaxxmuTe KHonky CocTas.

o YcranoBure @Quaxok CpencrBa cereBoro Mouutopa (Network
Monitor) un Haxxmute kHOIKy OK.

B cnydae 3ampoca AOMOJHUTENBHBIX (PalIOB BCTaBbTE YCTAHOBOYHBIN
KOMIMAaKT-TUCK  OMEpPallMOHHOM  CUCTEMBbl WJIM  YKaXWUTE€ TNyTh K
PACIIOJIOKEHUIO ATUX daiinon B CETH.

OTta npouncaypa aBTOMATHYCCKH  YCTAaHABJIMBACT npaﬁBep CCTCBOI'O
MOHHTOPA.

Hacrpoiika CceTeBoro MOHHUTOPA.

Ber MoxeTe w3MeHHTL IapaMeTphl Oydepa 3amucu, QI 3TOro, B

MEHIO 3anuchb BHIOEPUTE komaHy IlapameTpsl Oygepa.
NapameTpoi bydepa sanncn x|
Pazmep Gyzepa (MB) v
Pazmep kaopa (8aitToE) Inombu’l LI
| 0K I Otmena | Cnpaexka I

3agaHue MakcuMaiabHOTO pa3dmepa Oydepa 3anucu. [Ipu HeoOXoaMMOCTH
MOXXHO 3aJIaTh MaKCHUMaJbHBIM pa3Mep 3alMCAaHHBIX KaJpoB W HaXaTh
kHonky OK.

Ecnu pazmep Oydepa npesbiiaer 00beM JAOCTYIMHOM NMaMsATH KOMIBIOTEpA,
TO KaJpbl MOTYT TEPSTHCSL.

Bbl Takke MOXXETe YCTaHOBUTH JpailBep cereBoro mMoHuTopa. s 3Toro
OTKpoiiTe ~ KOMHOHEHT (CeTeBble MOJKIIOYEHHUS, BBIACIUTE 3HAYOK

[Topxmrouenue 1o JIOKAJIbHOU ceTu, a  3areMm BbIOEpUTE
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komaHy CBoiicTBa u3 MEHIO daiin.

- MoaxnioueHne NO NOKANbLHON CETH - 21 x|
Oduwwe IAuthenhcatnonI D.onomumnu-col
MoakrioueHne yepes:
I B8 Realtek RTL8139 Family PCl Fast Ethemet NIC
Hacmpoure...

QTmequHue KOMNOHEHTH MCNONB3YIOTCA 3TMM NOAKITCHEHUEM !

] 4= Network Load Balancing Al
.@ File and Printer Sharing for Microsoft Networks .._l
20" Network Monitor Driver
%= Intemet Protocol (TCP/IP) X
<] | »
YCTaHOBUTE... | Ynarwte | Ceatictea I
Onmcanue

Netmon Packet ncnonesyet apaitesp, KOTOpHIA NO3ZEONAET
none30EaTeNECKOMY uHTEp@eicy Netmon nomuaTte nakeTw
W3 NoKaneHoW CeT!.

[V Tpu noakroseHm B5EECTM 3HaHOK B 0BMBCTM YESAOMNEHMIA

0K OTtmeHa

B mmamoroBom oxHe CBoOMCTBaA IMOAKIIOYECHHS 110 JOKAJIHLHOM CETH HAXXMUTE
KHOIIKY Y CTAHOBHTb.

BuiBepuTte TMN YCTBHEEMMEIEMOMD CETEEOMD KOMMOHEHTA:

g KruenT
@ Criyx6a

—~Onucanve

MpoTOKONOM HEZHIESETCA A3HIK, HE KOTOPOM KOMMBOTEPH
NEepeastoT MHPOPMaLWIO ApYT APYTY.

| LOoGaenTs... I OTmeHa

B nuanoroBom oxHe BbI60p THIA CETEBOr0 KOMIOHEHTA BBIOEPUTE CTPOKY
[IpoTokois u HaxMuUTe KHONIKY [00aBHUTH.
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B nuanorosom okHe Bribop ceTeBoro npotokosia Beioepute [paiiBep cereBoro
MOHHUTOpA U HAXXMHUTE KHOMKY Jl00aBUTH.

B ciydae 3ampoca TOMOTHUTENBHBIX (ailIoB BCTAaBTE YCTAHOBOYHBIN KOMITAKT-
JIUCK OTIePAITMOHHON CHCTEMBI UM YKAXKHUTE IMYTh K PACIIOIOKCHUIO dTUX
(aiisioB B ceTH.

Ecnu Jlpaiisep cemegoeo monumopa yce yCmano8ieH, mo ow He nossurcs

AnazioroBoM okHe Bbibop
CETEBOro rpoToKo/a.

[IpakTryeckoe 3a1anue
Ne26,27

Ycrpanenue HenoJ1agok ¢ nomoubio Ping u PathPing

Ping cnyxut mys mpoBepku cBsi3u Ha ypoBHe [P, a PathPing mo3BonseT
0OHApYyKHUTh MOTEPIO MAKETOB HA MAPIIPYTE CO MHOTUMH TIEPEX0IaMHU.
Komannaa Ping manpasiseT 3xo-3anpoc y3na wiu [P-agpeca mo mpoTokomry
ICMP. Ucnionp3yiiTe Ping mist mpoBepKu BO3MOKHOCTH y3J1a TiepeaaBath [P-
MAKETHI IPYTOMY y3JIy-ajpecaTy. Takxke 3Ta KoMaHAa IPUMEHSIETCS JIsl yCTpa-
HEHUS HETOJIaJI0OK 000pYyI0BaHUS U HECOBMECTHMOCTH KOH(HUTypaIIHH.

yCTpaHeHI/Ie HCITIOJIaJJOK CETEBOM CBSI3H C IIOMOIIIBIO KOMaH/bI Plng
PCKOMCHAYCTCS BBIIIOJIHATL B Takou IIOCJIICAOBATCIIBHOCTH.

IIpumeuanne Mudopmanus, nomyyaemad B . 1 U 2, TakkKe NpeOCTABISIETCS
komanaoi Ipconfig /all u Netdiag. (Juacnocmurxa cemu aBToMaTu4eCcKu
BBITIOJIHACT TOJIbKO T1. 2. Eciu 9Ta yrrnuTa coo01aer o Heyqaue
CaMOINPOBEPKHU, MOKHO BBITIOJHUTSH 1. 1 BpyUHYIO.)

1. IIpoBephTe ¢ moMotsio Ping adpec 3amvikanus na cebs (loopback address),
4TOOBI YOeAUTHCS B HAIMYWU U KOppekTHOcTH HacTporku TCP/IP na
JIOKAJILHOM KOMITbtoTepe. [l 3TOro B KOMaHIHON CTPOKE BBITTOJIHUTE
KOMaH/y:

ping 127.0.0.1.

OTcyTCcTBHE peakuy TOBOPUT O Henosaakax cteka [P: mopue apaiisepos TCP,
HEepabOTOCIOCOOHOCTHU CETEBOTO aAantepa win konduukra [P ¢ npyroii
CITy KOOH.

2. [IpoBepbTe NMpaBUIIbHYIO HACTPOUKY CBOETO ajpeca (HET JIh aJpecoB —
1yOJIMKaTOB B CETH) KOMaH/I0M:

ping <ceoti IP-adpec>
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3. IlpoBepbTe pabOTy BHYTPH CETEBOTO CETMEHTA:
ping <coceonuiti IP-adpec 6 10kanvHoU cemu™>
4. ITpoBepbTe noctynHOCTh [P-agpeca 0CHOBHOTO NUIKO3A:

DTO0 MO3BOJISICT y'6€I[I/ITI>C5I B IOCTYIIHOCTH OCHOBHOI'O IIIJIFO3a U CIIOCOOHOCTH
JIOKAJIbHOI'O KOMIIBIOTCPA CBA3BIBATLCA C APYTHUMU Y3JIaMH CCTH.

ping <IP-adpec ocrosroco winoza >

5. IlpoBepbTe JOCTYMHOCTH YAAJIEHHOTO y3J1a, PACIIONIOKEHHOTO 32 OCHOBHBIM
UTI030M:

ping <IP-adpec yoanennozo ysnia>
DTO NpoBepKa CBSI3HU C Y3JIaMH JIPYTHUX CETEBBIX CETMEHTOB

IIpumeuanne /111 6osiee ObICTPOTO BBHINOIHEHMS OCIEAHEN TPOBEPKU MOKHO
BOCIIOJIb30BaThCs KoMaHaou Tracert yrummtel PathPing. Tracert Haxoaut
cOOIHBIE MECTa CETH, HO HE MPEJOCTABIIAET CTATUCTUKU 00 3 PEeKTUBHOCTHU
MapuIpyTU3aTopa.

Ping ucnons3yeT paspenieHue UMeH y3J0B Juis onpeaenenus [P-agpeca na
OCHOBaHUM UMEHHU KOMIBIOTEPA, IOATOMY €CJIM MPU YKAa3aHUU aJpeca MpoBepKa
YTUIUTON Ping mpoXoauT yCcrenHo, a npu yka3aHu UMEHU — HET, TO
npoOsemMa B MEXaHU3ME Pa3pEeIICHUs UMEH, a HE CETEBBIX TOIKIIIOUCHUSIX.

Ecau npoBepka ¢ momoribio Ping BooO111€ HE 1aeT pe3ybTaToB, HAJI0
YAOCTOBEPHUTHCS:

IIPAaBUJIBHO JIU onpeneneH [P-agpec u macka MoJIceTu JOKaIbHOIO
KOMIIBIOTEPA;

OIpeZEIIEH JIU OCHOBHOM IITI03 U €CTh JIU CBSI3b MEXK/y Y3JIOM U
OCHOBHBIM 1ILTI030M. [IpH ycTpaHeHun Henoaaiok 00s3aTeIbHO
OIIpeNeNATh He 00JIe€ OJHOIO OCHOBHOTO LIUTIO3A.

IIpumeuanne Eciin Ha yTH K YIAJICHHON CUCTEME, ITIPOBEPSIEMOM IXO-
3anmpocoM Ping, HaX0AUTCS OTPE30K, XapaKTECPUIYIOMHUICST OOIBITHUMH
3a7iep>KKaMu, HallpyuMep JIMHUS CITyTHUKOBOM CBSI3U, HA MOJYYE€HHE 3XO-
OTBETOB MOXET MOHAT00UTHCS OOJIbIIIe BpeMeHHU. {7151 yBemnueHus TaiM-ayTa
CIIY>KUT MapaMeTp —Ww, HaIpuMep KOMaH 1a
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ping -w 2000 172.16.48.10
0XHMJAeT OTBeTa 2 ceKyHAbI (1o ymonyanuto — 1 cex, uiau 1000 mc).
YcrpaHenue HenmoJ1aaok ¢ nomombio Tracert

Tracert oTciexMBaeT MapUIPyT MaKeTa Ha pacCcTOsTHUU 710 30 mepexoI0B MEKTY
MappyTuzaTopamu. Tracert HanpasisieT 3X0-3anpoc 1no nporokoiry ICMP na
IP-anpec n yBenmuusaet nosie TTL B IP-3aronoBke, HaunMHas ¢ €AUHULBI, U
aHaJIM3MpyeT Bo3BpalleHHbIe omuOku mpotokona ICMP. Tracert BEIBOIUT
YIOPSI0YEHHBIN CIMCOK MapIIPYyTU3ATOPOB HA MYTH MAKETA, KOTOPHIC
BO3BpaTWIM cooOmieHus 00 omuokax. B ciemyromem npumepe Tracert mprume-
HSAETCS JIJIS1 IPOBEPKHU IYTH OT JIOKAJIBHOT'O KOMITBIOTEPA K YJAJIEHHOMY C
aapecoM Www.contoso.com.

C:\>tracert www.contoso.com

Tracing route to www.contoso.com [10.10 2.252.1]

over a maximum of 30 hops:

300 ms 281 ms 280 ms roto.contoso.co m [10.181.164.100]

300 ms 301 ms 310 ms sl-stk-1-S12- T1.contoso.com [10.228.192.65]

300 ms 311 ms 320 ms sl-stk-5-FO/ 0.contoso.com [10.228.40.5]

380 ms 311 ms 340 ms icm-fix-w-H2/0- T3.contoso.com [10.228.10.22]

310 ms 301 ms 320 ms arc-nas- gw.arc.contoso.com [10.203.230.3]

300 ms 321 ms 320 ms n254-ed- cisco7010.contoso.com [10.102.64.254]

360 ms 361 ms 371 ms www.contoso.com [10.102.252.1]

Hano yetko monumats pazauity mexay Tracert u PathPing. Tracert
MIPUMEHSETCS TSI OBICTPOTO OTPECICHNS pa3phiBa Ha MyTH K
yaalieHHOMY y31y, a PathPing nonesnee B cutyanusx, koraa HaOI0aeTCs
AIU30AMYECcKasi HOTepsl MAKETOB WM JITUTENbHbIE 3a/1epkku. PathPing

MO3BOJISIET TOYHO YCTAaHOBUTH, TJI€ TIOTEPSIICS MaKET.

YcrpaHeHue HenmoJIag0K ¢ NOMOmbI0 yruiautbl ARP

WNuorna ceteBoit Tpaduk HE MPOXOAUT U3-3a TOTO, UTO B 0TBET Ha ARP-3ampoc
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MIPOKCH MapILIPYTHU3aTOPa BO3BpaIllaeT HEMPABWIbHBIN apec. Eciau ynaercs
MOJTYYUTh OTBETHI HA 9X0-3ampochl Ping mo anpecy 3aMbikaHus Ha ce0s U
cooctBeHHOMY [P-anmpecy kommbproTepa, HO Ping-3ampoc npyroro kommbrotepa
JIOKaJIbHOM TMOJCETH TEPIUT HEYyAauy, TO Jlajee ClIeayeT NPOBEPUTh
KOPPEKTHOCTh nH(popmaruu B kamie ARP.

Komanna ARP no3BossieT u3yunth cogepxumoe kama ARP Eciu aBa y3na
OJHOM TOJICETH HE B COCTOSTHUHM OOMEHSTHCS 9X0-3aMPOCaMH, TTONBITANTECh
BBITIOJIHATH HAa 000MX KoMIIbIOTepax koManay ARP ¢ mapamerpom -a, 3To
MIO3BOJIUT BBISICHUTH KOPPEKTHOCTH onpeeaeHuss MAC-aapecoB KOMIIbIOTEpa-
anpecara. /s onpenenenuss MAC-aapeca MOXKHO BOCHOJIb30BaThCS KOMAHAOM
Ipconfig /all unmu Getmac. 3aTem Hamo BBITTOTHUTE KoMaHay ARP ¢ mapamerpom
-d, 4TOOBI yIaUTh BCE HEMPABUIIHHBIC 3aMKCH; HOBBIE 3aIUCH CO3AI0TCS C
ITOMOIIIBIO ITapaMeTpa -S.

Ecnm sx0-3anpoc Ping koMmbroTepa JokanpHOM mojacetn 1o IP-aapecy
oesycremeH, a komadaa ARP -a roBoput 06 orcyrcTBun ommbok B MAC-

azpecax, HaJl0 IPOBEPHUTH UCITPABHOCTh (PU3MUECKUX YCTPOHCTB — CETEBBIX
KapT, KOHIICHTPATOPOB U Kabemei.

Hacrpoiika TCP/IP-agpecos

Ynpaxkuenue 1. IlpoBepka cymecrByromero IP-agpeca

Boiinure B cuctemy

Login atMuHucTpaTop

Password

Domen IT7 (SDC)

N3 xomannHo# ctpoku ucnonnure ipconfig /all. Dta komanaa cinyxur s
IPOCMOTpa KOHPUTypaluu npoTokosa [P 1 BBIBOIUT Ha 3KpaH UH(POPMALUIO O
CETEBBIX MOJKIIOYEHUSX.

Ynpaxnenue 2. Pyuynasi HacTpoiika aapeca

B 3TOM ynpaxHeHUM HaJI0 Ha3HAYUTh cCTaThdecKuil [P-agpec kommbrorepy.

Crarnueckuii [P-anpec He0OX0UM KOMIIBIOTEpAaM, Ha KOTOPBIX
YCTaHABJIMBAIOTCS BaXKHbIE ceTeBbIe cepBUCHI, HarpuMep DNS unu DHCP
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B okxHe CeTeBble MOAKIIOYEHHS IICIKHUTE ITPABON
kHonko! Iloak/roueHue no JOKaAJIbHOU CeTH

(Local Area Connection) u Bei6epute CBoiicTBa (onepanuu
BBITIOJTHSFOTCS TIO/T YIETHOM 3aMMUChI0 AOMUHUCIPAmop).

B criicke OTMedYeHHbIEe KOMIIOHEHTHI HCTIOJIL3YIOTCS 3 THM
NMOJAKJII0OYeHHEM

(This connection uses the following items) nuanorosoro

okHa Iloakyro4yeHne 1o JOKaJIbLHON ceTH —

cBoiictBa (Local Area Connection Properties) Beioepute IIpoToxona
HNurepuera (TCP/IP) [Internet Protocol (TCP/IP)] u

menkauTe CBoMcTBA.

Ha Bxianke O6mme oxkna coiictB TCP/IP ycranoBure
nepekitovatesi> Menoab3oBats ciaenyrommii IP-angpec
(Use the following IP address).

B none IP-aapec (IP Address) Beegute 192.168.0.1.

[Tomectute kypcop B nosiec Macka noaceru (Subnet Mask). B nem
MOSIBUTCS 3HaYeHHE Macku mojaceTd — 255.255.255.0. lenkuute OK.

3akpoiite okHO [ToaKk/II0YeHNE MO JIOKAJIBHON CeTH — CBOMCTBA.

[IpoBeprTe Ha3HAUEHHUE aJpeca ¢ ToMoIlbio ipconfig.

3. HacTpoiika aJlbTepPHATHBHOI'O0 CTATHYECKOI0 aJpeca

B sTOM yrpa)kHEHUH Bbl HU3MEHUTE KOH(PUTYPALUIO KOMITBIOTEPA TaK, YTOOBI
npu orcytctBuu DHCP-cepBepa emy npucBanBaics 3aaHHBIN aapec.

1. B oxHe CeTeBble MOAKJIYEHUS ICIKHUTE ITPAaBOM
kHonkoi [Moakaovyenue mo JokaabHOM ceTH u BeiOepuTe CBolicTBA.

B cnicke KoMnoHeHTBI, HCMOJIb3yeMble 3TUM MOJAKJII0YeHHeM

(This connection uses the following items) oToOpaxaroTcsi KOMITOHEHTBI
MOJIKJTFOYEHHUS K JTOKATbHOU ceTh: KiimeHT a1

cereii Microsoft (Client for microsoft networks), Cary:k0a gocryna k
daiisiam u npuHTEPpaM

cereii Microsoft (File and printer sharing for Microsoft networks) u IIpoto
KkoJ1 Uutepuera (TCP/ IP) [Internet Protocol (TCP/ IP)].

2. Brioepute IlpoTtokosa Untepuera (TCP/ IP) u menkaute CBolicTBA.

Yb6enurech, yTo Ha BKiIaJike O01IMe YCTaHOBICHBI
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nepeximouateau [oayuurs IP-agpec aBToMaTHYeCKH
(Obtain an IP address automatically) u Iloayunts anpec DNS-cepBepa
aBromatudecku (Obtain DNS server address automatically).

[lepelinuTe Ha BKIAAKy AJIbTepHATUBHAsA KOHpurypaunus. Ha neit
YCTaHOBJICH IEepeKIIIovaTesib ABToMaTHYeckuil yactuplii [IP-aapec
(Automatic Private IP Address).

Ycranosute nepekitouaress HacTtpanBaemblii oJib30BaTesiemM
(User Configured).

B none IP-aapec BBenute 192.168.0.2.

[Tomectute Kypcop B nosie Macka noaceru. B Hem nosiBUTCS 3HauCHUE
MaCKH MOJACETH M0 yMoadaHuto — 255.255.255.0. OctaBbTe ero 6e3
n3meHnenuit u mwenkauTe OK. 3anannbiii ansrepHatuBHbIi [P-aapec
192.168.0.2 6yxet ucnonb3oBathes, moka Hepoctyrner DHCP-cepsep.

3akpoiite okHo Iloak/0UeHue 1Mo JOKAJIbHOM CeTH — CBOMCTBA.

[IpoBeprTe Ha3HAUCHHUE aapeca ¢ moMoIbio ipconfig.

JIMarHOCTUKA CeTH

Ynpaxnenue 1. YcTpaHeHHe HenoJaioK ¢ nomomsio Ping

1. [IpoBeprTe ¢ moMotwsio Ping adpec 3amvikanus na cebs (loopback address),
4TOOBI YOEAUTHCS B HAIMYUU U KOppekTHOCTH HacTpoiku TCP/IP na
JIOKaJIbHOM KOMIIbtOTEpE. 17151 3TOr0 B KOMaHJHOM CTPOKE BBITIOJHUTE
KOMaHJy:

ping 127.0.0.1.

OTcyTcTBHE peakluy TOBOPUT O Henosaakax cteka [P: mopue apaiisepos TCP,
HEpabOTOCIIOCOOHOCTHU CETEBOTO aaantepa win konduukra [P ¢ npyroit

CITY>KOO01i.

2. [IpoBepbTe NMpaBUIILHYIO HACTPOUKY CBOETO ajpeca (HET JIu aApecoB —
1yOJIMKaToOB B CETH) KOMaHIOM:

ping <ceoti IP-aopec>

3. IlpoBepbTe pabOTy BHYTPHU CETEBOTO CETMEHTA!
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ping <coceonuti IP-adpec 6 n0kanvHol cemu>
4. IIpoBepwTe noctynHocTh [P-anpeca ocHOBHOTO HUTIO3A:!

DTO MO3BOJISIET YOSIUTHCS B TOCTYITHOCTH OCHOBHOTO IITIO3a M CLIOCOOHOCTH
JIOKaJIbHOTO KOMIIBIOTEPA CBS3BIBATHCSA C IPYTUMHM Y3JIaMH CETH.

ping <IP-adpec ocnognozo winoza >
Yupaxknenue 2. Ucnojib30BaHue YTHIUTHI JHATHOCTUKH CETH

Br1 Bocnioneiyerech yrunutamu /Juacnocmuxa cemu (Network Diagnostics) u
COXpaHHUTE pe3yIbTaThl UX paOdOTHI B (aiiiax.

Bribepute Ilyck (Start)/ CnpaBka u moaaep:kka
(Help and Support). Otkpoetrcst okHO LleHTp cipaBkyM U moaaepKKH
(Help and Support Center).

B nanenu 3agauun noaaepxku (Support Tasks) Boioepure Ciiy:xeOHbIe
nporpammsl (Tools).

B nanenu Cpeacrsa (Tools) passepuure y3en Cpeacrsa neHTpa
cnpaBku 4 noagaep:xku (Help and Support Center Tools) u
BbIOepuTe Jlnarnoctuka cetu (Network Diagnostics).

[[{enkuuTe kHONKY CoOpaTh HHGOPMALMIO

(Scan Your System). Heckonbko cekyH MOTpeyeTcs Ha MMPOBEPKH, a
3aTeM MOSBSTCS JaHHbIC, pa3ouThie Ha Tpu pasnaena: Cayxobl Un-
TepHeTa (Internet Service), Undopmanus 0 koMnboTepe
(Computer Information) 1 Moaembl U ceTeBbie ajanTepbl
(Modems and Network Adapters).

Pa3BepHuTe y371b1 BCEX KATErOpUM, MIETYKOM COOTBETCTBYIOIINX 3HAYKOB
«ILTI0CY» — TOSIBUTCS MOJIHAsE UH(POpPMaLKs O TOJIBKO YTO BBIIOIHEHHBIX
npoBepkax. [Io3HaKoMbTECH C PEICTABICHHBIM CBEACHUSMH.

Bepautecs B 0kHO /[MarHocTHKa ceTH U 1ieJkHuTe KHONKY HacTtpouTs
napameTtpbl coopa uadopmauuu (Set Scanning Options). [Tox
3arojioBkoM Ilapamerpsl (Options) nosiBstcs crivcku JledcTBust
(Actions) u Kateropuu (Categories).

B crniucke JleiictBus ycranoute diaxok [Hoapoono (Verbose).

B criucke Kateropum copocwte crnenyromue ¢uaxku: [louroBas
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cayxoba (Mail Service), Ciny:x6a HoBoctel (News Service), [Ipokcu-
cepsep (Internet Proxy Server), Undopmanus o koMnbroTepe
(Computer Information), OnepaunoHHas cucreMa
(Operating System) u Bepcuss Windows (Windows Version). /[omkHbI
octatbcst Toabko Mogemsbl (Modems), CereBbie KimeHTBI
(Network Clients) u CereBble anantepnl (Adapters).

10.
[{enkHuTe kHONIKY CoOpaTh HHGopManmio. 1o 3aBepieHnn MpoBepok
MOSIBUTCS TOJIbKO MH(pOopMmarus kareropur MogeMbl U ceTeBble
ajanrtepsbl.

11.
[[lenkuauTe kHOTIKY CoXpaHuTh B (aiia (Save to file), aTo0b1 coxpaHuTh
pe3ynbTaThl B ain. OTKpoeTcss HHPOPMAIIMOHHOE OKHO € COOOIIEHNEM
0 TOM, 4TO (aiii coxpaHeH Ha paboveM CTOJIE U B €Ile OJTHOM manke (OHa
ykazaHa). [llemakom OK 3akpoiiTe OKHO.

12.
[Ilenkaute cepuiky IlokaszaTh coxpaHeHHbIe (palJibl
(Show Saved Files) psinom ¢ kHonkoit CoxpaHuTthb B (paiii. OTkpoercs
0JlHA U3 TIAMOK, B KOTOPOW COXPaHEH HOBBIN (aii.

13.
Ha manemu buicTpsiii 3anyck (Quick Launch) menkante Iloka3aTts
pa6oumii croa (Show Desktop). Ha pabouem crone Haxoaurcs npyras
xonusa HTML-gaiina, co3nannoro yrunurtoil /lmarnocTuka cetu.

14.
3akpoiiTe HEHY>KHbIE OKHA.

IIpakTueckoe 3ananue
Ne28,29

Onucanue komauasl NETSTAT

Netstat - 9T0 yTunuTa KoMmaHaHON cTpoku Windows BeIBOJISINAS HA AUCTUICH
cocrosinue TCP-coenunenuii. Komanga netstat oToOpa)kaeT CTaTHUCTHKY
akTUBHBIX NoAkIoueHuil TCP, mopToB, mpoCaylIMBaeMbIX KOMIIBIOTEPOM,
cratuctuku Ethernet, Tabnumpl mapuipytuzanuu 1P, cratuctuku IPv4 (s
nporokonos [P, ICMP, TCP u UDP) u IPv6 (mns mporokoinoB IPvo6,
ICMPv6, TCP wuepe3 IPv6 u UDP wuepe3s IPv6). 3amyuiennas 06e3
napameTpoB, KOMaH/a netstat otoOpakaet noakmtoueHust TCP.

Cunrakcuc u napamerpbl komanabl NETSTAT

netstat [-a] [-e] [-n] [-0] [-p mpoTokoa] [-r] [-s] [uHTepBa], rOe
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-a - BBIBOJ BCEX aKTUBHbIX mnoaxirodyeHud TCP u mpociymmBaembix
komnberoTepoM noptoB TCP u UDP.

-e - BbIBO/ ctatucTuku Ethernet, HampuMep KoiMuecTBa OTHPABICHHBIX U
NPUHATHIX 0aWTOB M MAaKeTOB. DTOT MapaMeTp MOKET KOMOMHHPOBATHCS C
KIIFOUOM -S.

-n - BBIBOJ akKTHBHBIX ToakitoueHuil TCP ¢ oToOpakeHHeM aJpecoB H
HOMEPOB IMOPTOB B YUCIOBOM (popMaTe O€3 MOMBITOK OTPEICTICHUS UMEH.

-0 - BBIBOJI aKTUBHBIX nojakiatoueHuid TCP u BkIIOYeHHME Koja Mpoliecca
(PID) nmna xaxmoro mnoxakiaroueHus. Koja mporiecca TMO3BOJISIET HAMTH
npuiokeHrue Ha Bkiagke I[Iporeccel nucmerdepa 3agad Windows. OToT
napaMeTp MOXeT KOMOMHHPOBATHLCS ¢ KIIFOYaMU -a, -n | -P.

-p nNpomoxoy - BBIBOA TOAKIIOUEHMM JJisi TPOTOKOJIA, YKAa3aHHOTO
napaMeTpoM TPOTOKOJ. B 3TOM cllyyae mapamMerp IPOTOKOJI MOKET
IpUHUMATh 3Ha4YeHHs tcp, udp, tcpvo wmm udpv6. Eciu nanHbI mapameTp
UCIIOJIB3YETCSl C KIKYOM -S JUIsi BBIBOJIA CTAaTUCTHUKM IO IPOTOKOJY,
mapaMeTp IMPOTOKOJ MOXXET MMeTh 3HaueHue tcp, udp, icmp, ip, tcpvo,
udpv6, icmpv6 uau ipvo.

-S - BBIBOJl CTAaTHUCTUKM 1O TmpoTokoiay. [lo yMom4aHuIO BBIBOJIUTCS
cratructuka i nporokosiop TCP, UDP, ICMP u IP. Ecnu ycranoBieH
nporokosn IPv6 mms Windows XP, otoOpakaercss cTaTUCTHKA IS
npotokoiioB TCP uepe3 IPv6, UDP uepes [Pv6, ICMPv6 u IPv6. ITapametp
-p MOKET UCTIOJIb30BaThCs I YKa3aHHs HaOopa MPOTOKOJIOB.

-r - BBIBOJI COACPXHUMOTO TaOmuibl Mmapmpytusauuu I[P. Ota xomanma
AKBUBAJICHTHA KOMaHe route print.

uumepean -  OOHOBIIEHHWE  BBIOPAHHBIX  JAHHBIX C  HUHTEPBAJIOM,
OMpeNereHHbIM MapaMeTpoM HWHTEpBad (B cekyHnax). Haxkarue knaBuin
CTRL+C ocranaBnuBaer OOHOBJIeHHE. Eciu 3TOT mapamerp MNpomnylleH,
netstat BBIBOJUT BbIOPAHHBIE JAHHBIE TOJBKO OJMH Pas3.
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/? - O0TOOpaKeHue CIPaBKU

3}9! - m)

radmin av wer.. Jdexnapaum.,

Aspmmncrparop: C\WINDOWS\system3Z\cmd.exe

<

In ‘
FABBYY T Multit

ineRead

IIpumepsl komanabl NETSTAT

[Tpumep pabotsl komanasl Netstat Ha Windows 10 nmoka3aH Ha pUCyHKe
BBIIIIE, YTHJIMTA pa0OTAET Ha BCEX BEPCUSX ONEPALMOHHBIX CUCTEM
Windows.

Jsist oToOpakeHust CIpaBKU 10 KOMaH/IE BBEUTE B KOMaHTHOM
cTpoke netstat /?;
Jlns BeiBoga ctatuctuky Ethernet u ctaTuCTUKY 110 BCeM MPOTOKOJIaM
BBEIUTE CIIEAYIOLIYIO KOMaHy: netstat -e -S;
J{nst BBIBOJA CTAaTUCTUKU TOIBKO MO npotokosnam TCP u UDP BBegute
CIEYIOIIYIO KOMaH1y: netstat -s -p tcp udp;
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= Jlug BeiBosia akTUBHBIX oAkIIOYeHU TCP 1 K0o10B mpoO1IeCCOB KaxKIbIe S
CEeKYyH]] BBEJIUTE CJICAYIONIYI0 KOMaHay: netstat -0 S.
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