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#D4>F<K9E>4O  D45BF4 1: EBEF46?9A<9 >4DFO E9F< �AF9DA9F 
�484K< 
+4EFP 1. #DB69D>4 CB8>?RK9A<S > E9F< E CB@BMPR QIB-;4CDBE4 E 

CB@BMPR >B@4A8O ping 
+4EFP 2. "FE?9:<64A<9 @4DLDGF4 > G84?TAAB@G E9D69DG E CB@BMPR 

GF<?<FO Windows «traceroute» 
+4EFP 3. "FE?9:<64A<9 @4DLDGF4 > G84?TAAB@G E9D69DG E CB@BMPR 

CDB7D4@@AOI < 695- ED98EF6 
+4EFP 4. %D46A9A<9 D9;G?PF4FB6 FD4EE<DB6>< �EIB8AO9 84AAO9 
#DB7D4@@AB9 B59EC9K9A<9 8?S FD4EE<DB6>< @4DLDGF4 4 QFB GF<?<F4, 

EB89D:4M4S EC<E>< E9F9=, CB >BFBDO@ 8B?:AO CDB=F< 84AAO9 BF 
BFCD46?SRM97B B>BA9KAB7B GEFDB=EF64 CB?P;B64F9?S 8B G84?TAAB= E9F< 
A4;A4K9A<S. 

�4> CD46<?B, 8?S ;4CGE>4 QFB7B E9F96B7B ED98EF64 6 >B@4A8AGR EFDB>G 
A9B5IB8<@B 669EF< E?98GRM99: 

tracert <destination network name or end device address> 
(8?S BC9D4J<BAAOI E<EF9@ E9@9=EF64 Microsoft Windows) 
<?< 
traceroute <destination network name or end device address> 
(8?S Unix < CB8B5AOI E<EF9@) 
'F<?<FO FD4EE<DB6>< @4DLDGF4 CB;6B?SRF BCD989?SFP CGF< <?< 

@4DLDGFO, 4 F4>:9 6OK<E?SFP 6D9@S ;489D:>< 6 IP-E9F<. �?S 6OCB?A9A<S 
QFB= HGA>J<< EGM9EF6G9F A9E>B?P>B ED98EF6. 

�AEFDG@9AF traceroute (<?< tracert) K4EFB <ECB?P;G9FES 8?S CB<E>4 < 
GEFD4A9A<S A9CB?48B> 6 E9F<. "A4 BFB5D4:49F EC<EB> CDB=89AAOI 
@4DLDGF<;4FBDB6 < CB;6B?S9F BCD989?<FP, >4>B= CGFP <ECB?P;B64?ES 8?S 
8BEF<:9A<S BCD989?TAAB7B CGA>F4 A4;A4K9A<S 6 B8AB= E9F< <?< C9D9IB84 
@9:8G A9E>B?P><@< E9FS@<. �4:8O= @4DLDGF<;4FBD 4 QFB FBK>4 
EB98<A9A<S 86GI E9F9=, K9D9; >BFBDGR C9D9EO?4RFES C4>9FO 84AAOI. 
�B?<K9EF6B @4DLDGF<;4FBDB6 A4;O649FES >B?<K9EF6B@ «C9D9IB8B6», 
EB69DLTAAOI 84AAO@< A4 CGF< BF <EFBKA<>4 8B @9EF4 A4;A4K9A<S. 

"FB5D4:49@O= EC<EB> CB@B:9F BCD989?<FP, >4><9 CDB5?9@O E 
CBFB>B@ 84AAOI 6B;A<>4RF CD< CBCOF>9 8BEFGC4 > >4>B@G-?<5B E9D6<EG, 
A4CD<@9D 695-E4=FG. &4>:9 EC<EB> @B:9F CD<7B8<FPES CD< 6OCB?A9A<< 
F4><I ;484K, >4> ;47DG;>4 84AAOI. �E?< B8<A < FBF :9 H4=? 8BEFGC9A A4 
A9E>B?P><I 695-E4=F4I (;9D>4?4I), @B:AB CDB69D<FP @4DLDGF 8?S >4:8B7B 
;9D>4?4 < 6O5D4FP A4<5B?99 5OEFDO= 64D<4AF. 

�69 FD4EE<DB6>< @4DLDGF4, 6OCB?A9AAO9 @9:8G B8A<@< < F9@< :9 
G;?4@< <EFBKA<>4 < 48D9E4F4, AB 6 D4;AB9 6D9@S, @B7GF 84FP D4;AO9 
D9;G?PF4FO. 1FB @B:9F 5OFP E6S;4AB E «CB?AB E6S;AO@» I4D4>F9DB@ 
6;4<@AB CB8>?RKTAAOI E9F9=, EBEFBSM<I <; 6B;@B:ABEF9= �AF9DA9F4 < 
CDBFB>B?B6 �AF9DA9F4 6O5<D4FP D4;?<KAO9 >459?PAO9 >4A4?O 8?S BFCD46>< 
C4>9FB6. 

%D98EF64 FD4EE<DB6>< @4DLDGF4 c <ECB?P;B64A<9@ >B@4A8AB= EFDB>< 
B5OKAB ;4?B:9AO 6 BC9D4J<BAAGR E<EF9@G B>BA9KAB7B GEFDB=EF64. 
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�DG7<9 <AEFDG@9AFO, F4><9 >4> Visual Route#, S6?SRFES CDBCD< 

F4DAO@< CDB7D4@@4@< < CB;6B?SRF CB?GK4FP 5B?99 CB8DB5AGR 
<AHBD@4J<R. Visual Route HBD@<DG9F 7D4H<K9E>B9 BFB5D4:9A<9 @4DLDGF4, 
<ECB?P;GS 8BEFGCAGR <AHBD@4J<R 6 E9F<. 

�?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO A9B5IB8<@4 CDB7D4@@4 
Visual Route. �E?< A4 64L9@ >B@CPRF9D9 CDB7D4@@4 Visual Route A9 
GEF4AB6?9A4, ;47DG;<F9 9T CB E?98GRM9= EEO?>9: 

http://www.visualroute.com/download.htm 
%J9A4D<= 
�ECB?P;GS <AF9DA9F-CB8>?RK9A<9 < FD< D4;?<KAOI GF<?<FO 

FD4EE<DB6>< @4DLDGF4, 6O 8B?:AO 5G89F9 BFE?98<FP CGFP CDBIB:89A<S 
C4>9FB6 84AAOI K9D9; �AF9DA9F > E9FS@ A4;A4K9A<S. �?S QFB7B 64@ 
CBFD95G9FES >B@CPRF9D, CB8>?RK9A<9 > �AF9DA9FG < 8BEFGC > >B@4A8AB= 
EFDB>9. %A4K4?4 6O 6BECB?P;G9F9EP GF<?<FB= «tracert», 6EFDB9AAB= 6 "% 
Windows, ;4F9@ 695-ED98EF6B@ 8?S FD4EE<DB6>< @4DLDGF4 
(http://www.subnetonline.com/pages/network-tools/online-traceroute.php) <, 
A4>BA9J, CDB7D4@@B= Visual Route. 

!9B5IB8<@O9 D9EGDEO 
1 #� (Windows 7, Vista <?< XP E 6OIB8B@ 6 �AF9DA9F) 
+4EFP 1: #DB69D>4 CB8>?RK9A<S > E9F< CBED98EF6B@ QIB-;4CDBE4 E 

CB@BMPR >B@4A8O ping 
,47 1: "CD989?<F9, 8BEFGC9A ?< G84?TAAO= E9D69D. 
�?S FD4EE<DB6>< @4DLDGF4 > G84?TAAB= E9F< <ECB?P;G9@O= #� 

8B?:9A 5OFP CB8>?RKTA > �AF9DA9FG. 
a. %A4K4?4 @O 6BECB?P;G9@ES QIB-;4CDBEB@ E CB@BMPR >B@4A8O 

ping. 1IB-;4CDBE E CB@BMPR >B@4A8O ping 4 QFB ED98EF6B 8?S CDB69D>< 
8BEFGCABEF< G;?4. #4>9FO <AHBD@4J<< C9D9EO?4RFES G84?TAAB@G G;?G E 
FD95B64A<9@ BF69F4. �B>4?PAO= #� BCD989?S9F, CB?GK9A ?< BF69F 8?S 
>4:8B7B C4>9F4, < D4EEK<FO649F, >4>B9 6D9@S ;4AS?4 C9D9EO?>4 QF<I C4>9FB6 
CB E9F<. !4;64A<9 QIB-;4CDBE CD<L?B <; B5?4EF< 4>F<6AB= 7<8DB?B>4J<<, 
789 BAB B5B;A4K4?B ;6G>B6B= E<7A4?, BFCD46?S9@O= CB8 6B8G < 
BFD4:4RM<=ES BF 8A4 <?< 8DG7<I >BD45?9=. 

b. !4:@<F9 >ABC>G #GE> A4 Q>D4A9 >B@CPRF9D4, 6698<F9 >B@4A8G 
cmd 6 CB?9 !4=F< CDB7D4@@O < H4=?O < A4:@<F9 >?46<LG ��"�. 
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d. � C9D6B= EFDB>9 CB?GK9AAOI 84AAOI BFB5D4:49FES CB?AB9 

8B@9AAB9 <@S (FQDN) e144.dscb.akamaiedge.net. �4F9@ E?98G9F IP-48D9E 
23.1.48.170. �95-G;?O >B@C4A<< Cisco, EB89D:4M<9 B8AG < FG :9 

<AHBD@4J<R, D4;@9M4RFES A4 D4;?<KAOI E9D69D4I (F4> A4;O649@OI 
;9D>4?4I) CB 6E9@G @<DG. 1FB ;A4K<F, KFB <@S FQDN < IP-48D9E 5G8GF 
BF?<K4FPES 6 ;46<E<@BEF< BF 64L97B @9EFBA4IB:89A<S. 

e. �B;P@T@ CD<698TAAGR A<:9 K4EFP CB?GK9AAOI D9;G?PF4FB6. 
 
�; A9T 6<8AB, KFB 5O?< BFCD46?9AO K9FOD9 QIB-;4CDBE4 E CB@BMPR 

>B@4A8O ping, A4 >4:8O= <; >BFBDOI 5O? CB?GK9A BF69F. "F69F CBEFGC<? A4 
6E9 QIB-;4CDBEO E CB@BMPR >B@4A8O ping, ;A4K<F, CBF9D< C4>9FB6 A9F (0 % 
CBF9DP). � ED98A9@ 8?S C9D984K< C4>9FB6 CB E9F< FD95G9FES 54 @E 
(@<??<E9>GA8O).  <??<E9>GA84 4 QFB 1/1000 E9>GA8O. 

"F CBF9D< C4>9FB6 <?< @98?9AAB7B E9F96B7B CB8>?RK9A<S 6 C9D6GR 
BK9D98P EFD4849F >4K9EF6B CBFB>B6B7B 6<89B < BA?4=A-<7D. +FB5O 

 

c. � >B@4A8AB= EFDB>9 6698<F9 ping www.cisco.com. 

 

$9;G?PF4F 5G89F 6O7?S89FP E?98GRM<@ B5D4;B@. 
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BCD989?<FP E>BDBEFP <AF9DA9F-CB8>?RK9A<S 5B?99 FBKAB, @B:AB BFCD46<FP 
A9 4 QIB-;4CDBE4 E CB@BMPR >B@4A8O ping, CD98GE@BFD9AAOI CB 

G@B?K4A<R, 4 100. �?S QFB7B <ECB?P;G9FES G>4;4AA4S A<:9 >B@4A84. 
f. &9C9DP BFCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 695-E4=FO 

D97<BA4?PAB7B <AF9DA9F- D97<EFD4FBD4 (RIR), D4ECB?B:9AAO9 6 D4;?<KAOI 
K4EFSI @<D4. 

�HD<>4: 
C:\> ping www.afrinic.net 
2:A4S �@9D<>4: 
C:\> ping lacnic.net 
�E9 QF< QIB-;4CDBEO E CB@BMPR >B@4A8O ping 5O?< BFCD46?9AO E 

>B@CPRF9D4, D4ECB?B:9AAB7B 6 %,�. +FB CDB<EIB8<F EB ED98A<@ 
6D9@9A9@ QIB-;4CDBE4 (6 @<??<E9>GA84I), >B784 84AAO9 C9D984RFES 6 
CD989?4I B8AB7B >BAF<A9AF4 (%969DAB= �@9D<><), CB ED46A9A<R E 
E<FG4J<9=, >B784 84AAO9 <; %969DAB= �@9D<>< C9D9EO?4RFES A4 8DG7<9 
>BAF<A9AFO? 

+FB <AF9D9EAB7B @B:AB E>4;4FP B5 QIB-;4CDBE4I E CB@BMPR >B@4A8O 
ping, BFCD46?9AAOI A4 96DBC9=E><= 695-E4=F? 

�6EFD4?<S: 
C:\> ping www.apnic.net 

 

�6DBC4: 
C:\> ping www.ripe.net 
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+4EFP 2: "FE?9:<64A<9 @4DLDGF4 > G84?TAAB@G E9D69DG E CB@BMPR 
GF<?<FO «traceroute» 

,47 1: "CD989?<F9, >4>B= @4DLDGF <; 6E97B <AF9DA9F-FD4H<>4 
A4CD46?9A > G84?TAAB@G E9D69DG. 

#DB69D<6 8BEF<:<@BEFP E CB@BMPR GF<?<FO «ping», EFB<F 5B?99 
6A<@4F9?PAB D4EE@BFD9FP >4:8O= E97@9AF E9F<, K9D9; >BFBDO= CDBIB8SF 
84AAO9. �?S QFB7B 6BECB?P;G9@ES GF<?<FB= tracert. 

a. � >B@4A8AB= EFDB>9 6698<F9 tracert www.cisco.com. 
 

b. %BID4A<F9 D9;G?PF4FO, CB?GK9AAO9 CBE?9 66B84 >B@4A8O «tracert», 
6 F9>EFB6O= H4=?, 6OCB?A<6 G>4;4AAO9 A<:9 89=EF6<S. 

1) !4:@<F9 CD46B= >ABC>B= @OL< A4 EFDB>G ;47B?B6>4 B>A4 
>B@4A8AB= EFDB>< < 6O59D<F9 C4D4@9FDO �;@9A<FP > �O89?<FP 6ET. 

2) �MT D4; A4:@<F9 CD46B= >ABC>B= @OL< A4 EFDB>G ;47B?B6>4 B>A4 
>B@4A8AB= EFDB>< < 6O59D<F9 C4D4@9FDO �;@9A<FP > �BC<DB64FP. 

3) "F>DB=F9 �?B>ABF Windows. �?S QFB7B A4:@<F9 >ABC>G #GE> < 
6O59D<F9 �E9 CDB7D4@@O > %F4A84DFAO9 > �?B>ABF. 

4) +FB5O 6EF46<FP 84AAO9 6 �?B>ABF, 6O59D<F9 6 @9AR #D46>4 
>B@4A8G �EF46<FP. 

5) � @9AR (4=? 6O59D<F9 >B@4A8G %BID4A<FP >4> < EBID4A<F9 H4=? 
�?B>ABF4 A4 D45BK<= EFB? E A4;64A<9@ tracert1.txt. 

c. �4CGEF<F9 GF<?<FG tracert 8?S >4:8B7B 695-E4=F4 A4;A4K9A<S < 
EBID4A<F9 CB?GK9AAO9 D9;G?PF4FO 6 CBE?98B64F9?PAB CDBAG@9DB64AAO9 
H4=?O. 

C:\> tracert www.afrinic.net C:\> tracert www.lacnic.net 
d. �AF9DCD9F<DG=F9 84AAO9, CB?GK9AAO9 E CB@BMPR GF<?<FO 

tracert. 
� ;46<E<@BEF< BF ;BAO BI64F4 64L97B �AF9DA9F-CDB64=89D4 < 

D4ECB?B:9A<S G;?B6 <EFBKA<>4 < A4;A4K9A<S BFE?9:9AAO9 @4DLDGFO @B7GF 
C9D9E9>4FP @AB:9EF6B C9D9IB8B6 < E9F9=. �4:8O= C9D9IB8 4 QFB B8<A 
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@4DLDGF<;4FBD.  4DLDGF<;4FBD CD98EF46?S9F EB5B= BEB5O= >B@CPRF9D, 
>BFBDO= <ECB?P;G9FES 8?S C9D9A4CD46?9A<S FD4H<>4 K9D9; �AF9DA9F. 
#D98EF46PF9, KFB 6O BFCD46<?<EP 6 CB9;8>G CB 46FB8BDB74@ A9E>B?P><I 
EFD4A. �B 6D9@S E6B97B CGF9L9EF6<S 6O CBEFBSAAB CBC4849F9 A4 D4;6<?><, 
789 AG:AB 6O5<D4FP B8AB <; A9E>B?P><I A4CD46?9A<=. &9C9DP CD98EF46PF9 
E959, KFB A4 >4:8B= F4>B= D4;6<?>9 <@99FES GEFDB=EF6B, >BFBDB9 G>4;O649F 
CD46<?PAO= CGFP > >BA9KAB= J9?< 64L97B CGF9L9EF6<S. &B :9 E4@B9 89?49F 
@4DLDGF<;4FBD 8?S C4>9FB6 6 E9F<. 

#BE>B?P>G >B@CPRF9DO <ECB?P;GRF S;O> J<HD, 4 A9 E?B6, 
@4DLDGF<;4FBD4@ CD<E64<64RFES GA<>4?PAO9 IP-48D9E4 (AB@9D4 6 HBD@4F9 
x.x.x.x). 'F<?<F4 tracert CB>4;O649F, CB >4>B@G CGF< CDBIB8<F C4>9F 84AAOI 
8B >BA9KAB7B CGA>F4 A4;A4K9A<S. �DB@9 FB7B, E CB@BMPR GF<?<FO tracert 
@B:AB BCD989?<FP, E >4>B= E>BDBEFPR CDBIB8<F FD4H<> K9D9; >4:8O= 
E97@9AF E9F<. �4:8B@G @4DLDGF<;4FBDG A4 CGF< CDBIB:89A<S 84AAOI 
BFCD46?SRFES FD< C4>9F4, 6D9@S BF69F4 A4 >BFBDO9 <;@9DS9FES 6 
@<??<E9>GA84I. �ECB?P;GS 84AAGR <AHBD@4J<R, CDB4A4?<;<DG=F9 
D9;G?PF4FO, CB?GK9AAO9 E CB@BMPR GF<?<FO tracert CD< BFCD46>9 C4>9FB6 > 
www.cisco.com. !<:9 CD98EF46?9A 69EP @4DLDGF FD4EE<DB6><. 
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� CD<698TAAB@ 6OL9 CD<@9D9 C4>9FO, BFCD46?9AAO9 GF<?<FB= 

«tracer!», C9D9EO?4RFES <; #� <EFBKA<>4 A4 BEAB6AB= L?R; ?B>4?PAB7B 
@4DLDGF<;4FBD4 (C9D9IB8 1: 192.168.1.1), 4 ;4F9@ A4 @4DLDGF<;4FBD 6 FBK>9 
CB8>?RK9A<S (POP) > �AF9DA9F-CDB64=89DG (C9D9IB8 2: 10.18.20.1). ' 
>4:8B7B CDB64=89D4 9EFP @AB:9EF6B @4DLDGF<;4FBDB6 POP. "A< BF@9K4RF 
7D4A<JO E9F< �AF9DA9F-CDB64=89D4 < E?G:4F FBK>4@< CB8>?RK9A<S > 
�AF9DA9FG 8?S >?<9AFB6. #4>9FO C9D984RFES CB E9F< >B@C4A<< Verizon, 
C9D9E9>4RF 864 C9D9IB84 < CBC484RF 6 @4DLDGF<;4FBD, CD<A48?9:4M<= 
alter.net. 1FB @B:9F B;A4K4FP, KFB C4>9FO 8BEF<7?< 8DG7B7B 
�AF9DA9F-CDB64=89D4. 1FBF @B@9AF BK9AP 64:9A, CBE>B?P>G CD< C9D9EO?>9 
C4>9FB6 BF B8AB7B > 8DG7B@G CDB64=89DG 6B;@B:AO CBF9D<, 4 F4>:9 64:AB 
CB@A<FP, KFB A9 6E9 �AF9DA9F-CDB64=89D4 ECBEB5AO B59EC9K<FP 
B8<A4>B6GR E>BDBEFP C9D984K< 84AAOI. �4> BCD989?<FP, S6?S9FES ?< 
alter.net F9@ :9 E4@O@ <?< 8DG7<@ �AF9DA9F-CDB64=89DB@? 

f. %GM9EF6G9F <AF9DA9F-E9D6<E who is, E CB@BMPR >BFBDB7B 
@B:AB G;A4FP 6?489?PJ4 8B@9AAB7B <@9A<. %9D6<E who is 8BEFGC9A CB 
48D9EG http://whois.domaintools.com/. %B7?4EAB <AHBD@4J<<, CB?GK9AAB= E 
CB@BMPR who is, 8B@9A alter.net F4>:9 CD<A48?9:<F >B@C4A<< Verizon. 

&4><@ B5D4;B@, <AF9DA9F-FD4H<> A4K<A49FES A4 8B@4LA9@ #� < 
CDBIB8<F K9D9; 8B@4LA<= @4DLDGF<;4FBD (C9D9IB8 1). �4F9@ BA 
CB8>?RK49FES > �AF9DA9F-CDB64=89DG < C9D984TFES CB 97B E9F< (C9D9IB8O 
2-7), CB>4 A9 8BEF<7A9F G84?TAAB7B E9D69D4 (C9D9IB8 8). 1FB 8B6B?PAB 
A9F<C<KAO= CD<@9D, 6 >BFBDB@ BF A4K4?4 8B >BAJ4 ;489=EF6B64A FB?P>B 
B8<A CDB64=89D. �4> 6<8AB <; E?98GRM<I CD<@9DB6, K4M9 6E97B 6 
C9D9EO?>9 84AAOI GK4EF6GRF 864 < 5B?99 <AF9DA9F- CDB64=89DB6. 

f. &9C9DP D4EE@BFD<@ CD<@9D E C9D9EO?>B= <AF9DA9F-FD4H<>4 K9D9; 
A9E>B?P>B <AF9DA9F- 

CDB64=89DB6. !<:9 CD98EF46?9AO D9;G?PF4FO CD<@9A9A<S GF<?<FO 
«tracert» > G;?G www.afrinic.net. 

�9F4?<;<DG9@. 
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+FB CDB<EIB8<F 6 C9D9IB89 7? 36?S9FES ?< level3.net F9@ :9 E4@O@ 

�AF9DA9F-CDB64=89DB@, KFB < 6 C9D9IB84I 2-6? +FB5O BF69F<FP A4 QFBF 
6BCDBE, 6BECB?P;G=F9EP E9D6<EB@ who is. 

�4> @9AS9FES 6D9@S, A9B5IB8<@B9 8?S C9D9EO?>< C4>9F4 84AAOI 
@9:8G �4L<A7FBAB@ < #4D<:9@ 6 C9D9IB89 10 CB ED46A9A<R E 
CD98O8GM<@< C9D9IB84@< 1-9? 

+FB CDB<EIB8<F 6 C9D9IB89 18? % CB@BMPR E9D6<E4 who is 6OCB?A<F9 
CB<E> CB 48D9EG 168.209.201.74. �FB S6?S9FES 6?489?PJ9@ QFB= E9F<? 
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+FB CDB<EIB8<F 6 C9D9IB89 7? 

+4EFP 3: "FE?9:<64A<9 @4DLDGF4 > G84?TAAB@G E9D69DG E 
CB@BMPR CDB7D4@@AOI < 695-ED98EF6 

,47 1: �BECB?P;G=F9EP 695-ED98EF6B@ 8?S FD4EE<DB6>< 
@4DLDGF4. 

a. % CB@BMPR E4=F4 
http://www.subnetonline.com/pages/network-tools/online-tracepath.php 
BFE?98<F9 @4DLDGF > E?98GRM<@ 695-E4=F4@: 

www.cisco.com 
www.afrinic.net 
%>BC<DG=F9 84AAO9 < EBID4A<F9 <I 6 H4=? �?B>ABF4. 
�4> @9AS9FES FD4EE<DB6>4 @4DLDGF4 CD< C9D9IB89 A4 www.cisco.com 

<; >B@4A8AB= EFDB>< (E@. K4EFP 1), 4 A9 K9D9; 695-E4=F? (#B?GK9AAO9 
D9;G?PF4FO @B7GF <;@9ASFPES 6 ;46<E<@BEF< BF @9EFBA4IB:89A<S < FB7B, E 
>4><@ �AF9DA9F-CDB64=89DB@ D45BF49F 64L9 GK95AB9 ;46989A<9.) 

%D46A<F9 D9;G?PF4FO FD4EE<DB6>< @4DLDGF4 6 �HD<>G <; K4EF< 1 E 
D9;G?PF4F4@< FD4EE<DB6>< FB7B :9 @4DLDGF4 K9D9; 695-<AF9DH9=E. �4>GR 
D4;A<JG 6O ;4@9F<?<? 

� A9>BFBDOI D9;G?PF4F4I FD4EE<DB6>< @4DLDGF4 @B:AB G6<89FP 
EB>D4M9A<9 «asymm». �EFP <89<, KFB BAB @B:9F B;A4K4FP? � KT@ 97B E@OE?? 

,47 2: $45BF4 E CDB7D4@@B= Visual Route Lite Edition 
Visual Route 4 QFB CDBCD< F4DA4S CDB7D4@@4, CB;6B?SRM4S 

BFB5D4;<FP D9;G?PF4FO FD4EE<DB6>< @4DLDGF4 A47?S8AB. 
a. �E?< CDB7D4@@4 Visual Route Lite Edition A4 64L9@ >B@CPRF9D9 

A9 GEF4AB6?9A4, ;47DG;<F9 99 CB E?98GRM9= EEO?>9: 
http://www.visualroute.com/download.html 

g. �698<F9 >B@4A8G tracert www.lacnic.net. 
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�E?< E ;47DG;>B= <?< GEF4AB6>B= CDB7D4@@O Visual Route 6B;A<>AGF 
CDB5?9@O, B5D4F<F9EP ;4 CB@BMPR > <AEFDG>FBDG. '598<F9EP, KFB 
6OCB?AS9FES ;47DG;>4 Lite Edition. 

b. % CB@BMPR CDB7D4@@O Visual Route 2010 Lite Edition BFE?98<F9 
@4DLDGFO > www.cisco.com. 

c. %BID4A<F9 CB?GK9AAO9 IP-48D9E4 6 H4=?9 �?B>ABF4. 

 
+4EFP 4: %D46A9A<9 D9;G?PF4FB6 FD4EE<DB6>< 
%D46A<F9 D9;G?PF4FO FD4EE<DB6>< @4DLDGF4 > www.cisco.com, 

CB?GK9AAO9 6 K4EFSI 2 < 3. 
,47 1: #9D9K<E?<F9 48D9E4 A4 @4DLDGF9 > www.cisco.com, 

CB?GK9AAO9 E CB@BMPR GF<?<FO «tracert». 
,47 2: #9D9K<E?<F9 48D9E4 A4 @4DLDGF9 > www.cisco.com, 

CB?GK9AAO9 E CB@BMPR 695- E9D6<E4 subnetonline.com. 
,47 3: #9D9K<E?<F9 48D9E4 A4 @4DLDGF9 > www.cisco.com, 

CB?GK9AAO9 E CB@BMPR CDB7D4@@O Visual Route Lite Edition. 
�E9 ?< <AEFDG@9AFO 8?S FD4EE<DB6>< <ECB?P;B64?< B8A< < F9 :9 

@4DLDGFO > www.cisco.com? #BSEA<F9 E6B= BF69F. 
�BCDBEO A4 ;4>D9C?9A<9 

�O 6BECB?P;B64?<EP FD9@S D4;?<KAO@< ED98EF64@< 8?S FD4EE<DB6>< 
@4DLDGF4 (GF<?<F4 «tracert», 695-<AF9DH9=E < CDB7D4@@4 Visual Route). 
 B:AB ?< EK<F4FP, KFB CDB7D4@@4 Visual Route CB;6B?S9F CB?GK<FP 
>4><9-?<5B E6989A<S, A9 CD98BEF46?S9@O9 86G@S 8DG7<@< <AEFDG@9AF4@<? 
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#D4>F<K9E>4O  D45BF4 2: EB;84A<9 CDBEFB= E9F< 

&BCB?B7<O 

 
&45?<J4 48D9E4J<< 

 
�484K< 
+4EFP 1. !4EFDB=>4 FBCB?B7<< E9F< (FB?P>B Ethernet) 
" '>4:<F9, >4><9 >459?< < CBDFO 8B?:AO <ECB?P;B64FPES 6 E9F<. 
" #DB?B:<F9 >459?< @9:8G GEFDB=EF64@<. '4EFP 2. !4EFDB=>4 

G;?B6 #� 
" !4EFDB=F9 A4 G;?4I EF4F<K9E><= IP-48D9E A4 <AF9DH9=E4I, 

>BFBDO9 CB8>?RK9AO > ?B>4?PAB= E9F<. 
" #DB69DPF9 E6O;P @9:8G >B@CPNF9D4@< E CB@BMPN GF<?<FO 

ping. +4EFP 3. !4EFDB=>4 < CDB69D>4 BEAB6AOI C4D4@9FDB6 >B@@GF4FBD4 
" !4EFDB=F9 <@S G;?4, ?B>4?PAO9 C4DB?< < 54AA9D 6IB84 6 

E<EF9@G 8?S >4:8B7B >B@@GF4FBD4. 
" %BID4A<F9 F9>GM<9 >BAH<7GD4J<<. 
" "FB5D4;<F9 F9>GMGR >BAH<7GD4J<R >B@@GF4FBD4. 
" "FB5D4;<F9 69DE<R IOS F9>GM97B >B@@GF4FBD4. 
" "FB5D4;<F9 EF4FGE <AF9DH9=EB6. 
�EIB8AO9 84AAO9/EJ9A4D<= 

%9F< EBEFBSF <; FDTI BEAB6AOI >B@CBA9AFB6: G;?B6, >B@@GF4FBDB6 < 
@4DLDGF<;4FBDB6. � QFB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F CBEFDB<FP 
CDBEFGR E9FP E 86G@S G;?4@< < 86G@S >B@@GF4FBD4@< < A4EFDB<FP BEAB6AO9 

 

    ,?R; CB 
G@B?K4A<R 'EFDB

=EF6B 
�AF9DH9

=E 
IP-48D9

E 
 4E>4 

CB8E9F< 
S1 VLAN 1 !98BEF

GCAB 
!98BEFG

CAB 
!98BEFG

CAB 
S2 VLAN 1 !98BEF

GCAB 
!98BEFG

CAB 
!98BEFG

CAB 
#�-� %9F96B= 

484CF9D 
192.168

.1.10 
255.255.

255.0 
!98BEFG

CAB 
#�-� %9F96B= 

484CF9D 
192.168

.1.11 
255.255.

255.0 
!98BEFG

CAB 
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C4D4@9FDO, 6>?RK4S <@S G;?4, ?B>4?PAO9 C4DB?< < 54AA9D 6IB84 6 E<EF9@G. 
% CB@BMPR >B@4A8O show BFB5D4;<F9 F9>GMGR >BAH<7GD4J<R, 69DE<R IOS 
< EBEFBSA<9 <AF9DH9=E4. % CB@BMPR >B@4A8O copy EBID4A<F9 
>BAH<7GD4J<< GEFDB=EF6. 

� 84AAB= ?45BD4FBDAB= D45BF9 64@ AG:AB CD<@9A<FP > >B@CPRF9D4@ 
IP-48D9E4J<R < B59EC9K<FP EB98<A9A<9 @9:8G QF<@< 86G@S GEFDB=EF64@<. 
�?S CDB69D>< CB8>?RK9A<S <ECB?P;G=F9 GF<?<FG ping. 

#D<@9K4A<9. �ECB?P;GRFES >B@@GF4FBDO: Cisco Catalyst 2960s E 
BC9D4J<BAAB= E<EF9@B= Cisco IOS 69DE<< 15.0(2) (B5D4; lanbasek9).  B:AB 
<ECB?P;B64FP 8DG7<9 >B@@GF4FBDO < 69DE<< #" Cisco IOS. � ;46<E<@BEF< BF 
@B89?< < 69DE<< Cisco IOS 6OCB?AS9@O9 8BEFGCAO9 >B@4A8O < 6O6B8O 
@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI 6 IB89 ?45BD4FBDAOI D45BF. 

#D<@9K4A<9. �B@@GF4FBDO A9B5IB8<@B BK<EF<FP BF 84AAOI < 
;47DG;BKAB= >BAH<7GD4J<<. #DBJ98GD4 <A<J<4?<;4J<< < C9D9;47DG;>< 
>B@@GF4FBD4 BC<E4A4 6 CD<?B:9A<< �. 

!9B5IB8<@O9 D9EGDEO 

" 2 >B@@GF4FBD4 (Cisco 2960, #" CISCO IOS 69DE<< 15.0(2), B5D4; 
lanbasek9 <?< 4A4?B7<KAO=) 

" 2 #� (Windows 7, Vista < XP E CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, 
A4CD<@9D Tera Term) 

" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 CISCO IOS K9D9; 
>BAEB?PAO9 CBDFO 

" �459?< Ethernet 6 EBBF69FEF6<< E FBCB?B7<9= 
+4EFP 1: !4EFDB=>4 FBCB?B7<< E9F< (FB?P>B Ethernet) 
� K4EF< 1 64@ A9B5IB8<@B CDB?B:<FP >459?< @9:8G GEFDB=EF64@< 6 

EBBF69FEF6<< E FBCB?B7<9= E9F<. 
,47 1: �>?RK<F9 GEFDB=EF64. 
�>?RK<F9 6E9 GEFDB=EF64 6 FBCB?B7<<. �B@@GF4FBDO A9 <@9RF 

>ABCB> 6>?RK9A<S < 6>?RK4RFES CD< CB8>?RK9A<< LAGD4 C<F4A<S. 
,47 2: %B98<A<F9 864 >B@@GF4FBD4. 
#B8>?RK<F9 B8<A >BA9J >459?S Ethernet > D4;NT@G F0/1 A4 

>B@@GF4FBD9 S1, 4 8DG7B= 4 > D4;NT@G F0/1 A4 >B@@GF4FBD9 S2. �4@CBK>< 
D4;NT@B6 F0/1 A4 B5B<I >B@@GF4FBD4I ;47BDSFES :T?FO@, 4 CBFB@ ;9?TAO@ 
J69FB@. 1FB B;A4K49F, KFB >B@@GF4FBDO CB8>?RK9AO CD46<?PAB. 

,47 3: #B8EB98<A<F9 >B@CPRF9DO > EBBF69FEF6GRM<@ 
>B@@GF4FBD4@. 

a. #B8>?RK<F9 B8<A >BA9J 6FBDB7B >459?S Ethernet > CBDFG 
E9F96B7B 484CF9D4 #�-�. �DG7B= >BA9J >459?S CB8>?RK<F9 > D4;NT@G F0/6 
A4 >B@@GF4FBD9 S1. #BE?9 CB8>?RK9A<S #� > >B@@GF4FBDG ?4@CBK>4 
D4;NT@4 F0/6 ;47BD<FES EA4K4?4 :T?FO@, 4 ;4F9@ ;9?TAO@ J69FB@, 
B;A4K4RM<@, KFB #�- � CB8>?RKTA CD46<?PAB. 

b. #B8>?RK<F9 B8<A >BA9J CBE?98A97B >459?S Ethernet > CBDFG 
E9F96B7B 484CF9D4 #�-�. #B8>?RK<F9 8DG7B= >BA9J >459?S > D4;NT@G F0/18 
A4 >B@@GF4FBD9 S2. #BE?9 CB8>?RK9A<S #� > >B@@GF4FBDG ?4@CBK>4 
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D4;NT@4 F0/18 ;47BD<FES EA4K4?4 :T?FO@, 4 ;4F9@ ;9?TAO@ J69FB@, 
B;A4K4RM<@, KFB #�-� CB8>?RKTA CD46<?PAB. 

,47 4: "E@BFD<F9 E9F96O9 EB98<A9A<S. 
#BE?9 CB86989A<S >459?9= > E9F96O@ GEFDB=EF64@ FM4F9?PAB 

CDB69DPF9 EB98<A9A<S, KFB5O 6CBE?98EF6<< EB>D4F<FP 6D9@S CB<E>4 < 
GEFD4A<FP A9CB?48>< E E9F96O@ CB8>?RK9A<9@. 

+4EFP 2: !4EFDB=>4 G;?B6 #� 

,47 1: !4EFDB=F9 EF4F<K9E><= IP-48D9E A4 >B@CPRF9D4I. 
4. � "% Windows A4:@<F9 >ABC>G #GE> < ;4=8<F9 6 #4A9?P 

GCD46?9A<O. 

 
b. � D4;89?9 «%9FP < �AF9DA9F» A4:@<F9 A4 EEO?>G #DBE@BFD 

EBEFBOA<O E9F< < ;484K. 
#D<@9K4A<9. �E?< 6 #4A9?< GCD46?9A<S BFB5D4:49FES EC<EB> 

;A4K>B6, A4:@<F9 A4 D4E>DO64RM99ES @9AR #DBE@BFD: < 6O59D<F9 
C4D4@9FD �4F97BD<O. 
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c. � ?96B= K4EF< B>A4 «*9AFD GCD46?9A<S E9FS@< < B5M<@ 8BEFGCB@» 

A4:@<F9 A4 EEO?>G �;@9A9A<9 C4D4@9FDB6 484CF9D4. 

 
d. � B>A9 «%9F96O9 CB8>?RK9A<S» BFB5D4:4RFES 8BEFGCAO9 

<AF9DH9=EO #�. !4:@<F9 CD46B= >ABC>B= @OL< A4 ;A4KB> #B8>?RK9A<9 
CB ?B>4?PAB= E9F< < 6O59D<F9 CGA>F %6B=EF64. 
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. �O59D<F9 BCJ<N #DBFB>B? �AF9DA9F4 69DE<< 4 (TCP/IPv4) < 
A4:@<F9 >ABC>G %6B=EF64. 

 
#D<@9K4A<9. +FB5O BF>DOFP B>AB «%6B=EF64», @B:AB F4>:9 864:8O 

A4:4FP >ABC>B= @OL< A4 #DBFB>B? �AF9DA9F4 69DE<< 4 (TCP/IPv4).f. +FB5O 
A4EFDB<FP IP-48D9E, @4E>G CB8E9F< < L?R; CB G@B?K4A<R 6DGKAGR, 
GEF4AB6<F9 C9D9>?RK4F9?P �ECB?P;B64FP E?98GNM<= IP-48D9E. 
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#D<@9K4A<9. � D4EE@BFD9AAB@ 6OL9 CD<@9D9 66989AO IP-48D9E < 

@4E>4 CB8E9F< 8?S #�-�. ,?R; CB G@B?K4A<R A9 G>4;4A, CBE>B?P>G > E9F< 
A9 CB8>?RKTA A< B8<A @4DLDGF<;4FBD. � F45?<J9 48D9E4J<< A4 EFD. 1 
G>4;4AO 84AAO9 IP-48D9E4 8?S #�-�. 

g. '>4;46 6E9 84AAO9 IP, A4:@<F9 >ABC>G OK. !4:@<F9 >ABC>G OK 
6 B>A9 «%6B=EF64 CB8>?RK9A<S CB ?B>4?PAB= E9F<», KFB5O CD<E6B<FP 
IP-48D9E 484CF9DG ?B>4?PAB= E9F<. 

h. #B6FBD<F9 C9D9K<E?9AAO9 6OL9 89=EF6<S, KFB5O 669EF< 84AAO9 
IP-48D9E4 8?S #�-�. 

,47 2: #DB69DPF9 A4EFDB=>< < EB98<A9A<9 #�. 
�?S CDB69D>< A4EFDB9> < EB98<A9A<S #� <ECB?P;G=F9 B>AB >B@4A8AB= 

EFDB>< (cmd.exe). 
a. !4 #�-�A4:@<F9 >ABC>G #GE>, 6698<F9 cmd 6 EFDB>9 !4=F< 

CDB7D4@@O < H4=?O < A4:@<F9 >?46<LG ��"�. 

 
b. � B>A9 ^d.exe @B:AB 66B8<FP >B@4A8O ED4;G 6 >B@CPRF9D < FGF :9 

CDBE@4FD<64FP <I D9;G?PF4FO. #DB69DPF9 A4EFDB=>< #� E CB@BMPR 
>B@4A8O ipconfig /all. 1F4 >B@4A84 BFB5D4:49F <@S #� < E6989A<S B5 
^4-48D9E9. 
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c. �698<F9 ping 192.168.1.11 < A4:@<F9 >?46<LG ��"�. 
C:\Window5\5y5tern32\cind,9I9 

 
'EC9LAB ?< 6OCB?A9A QIB-;4CDBE E CB@BMPR >B@4A8O ping? �E?< 

A9F, CBCOF4=F9EP A4=F< < GEFD4A<FP A9CB?48>G. 
#D<@9K4A<9. �E?< 6O A9 CB?GK<?< BF69F BF #�-�, CBCDB5G=F9 

BFCD46<FP QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 #�-� 9MT D4;. �E?< 
BF69F4 BF #�-� CB-CD9:A9@G A9F, CBCDB5G=F9 BFCD46<FP QIB- ;4CDBE E 
CB@BMPR >B@4A8O ping E #�-� A4 #�-�. �E?< BF69F BF G84?TAAB7B #� A9 
CBEFGC49F, B5D4F<F9EP ;4 CB@BMPR > <AEFDG>FBDG.+4EFP 3: !4EFDB=>4 < 
CDB69D>4 BEAB6AOI C4D4@9FDB6 >B@@GF4FBD4 

,47 1: #B8>?RK<F9EP > >B@@GF4FBDG K9D9; >BAEB?P. 
% CB@BMPR CDB7D4@@O Tera Term GEF4AB6<F9 >BAEB?PAB9 

CB8>?RK9A<9 #�-� > >B@@GF4FBDG. 
,47 2: �B=8<F9 6 CD<6<?97<DB64AAO= D9:<@. 
#D<6<?97<DB64AAO= D9:<@ 84TF 8BEFGC >B 6E9@ >B@4A84@ 

>B@@GF4FBD4. � CD<6<?97<DB64AAB@G A45BDG >B@4A8 BFABESFES F9, >BFBDO9 
EB89D:4FES 6 CB?P;B64F9?PE>B@ D9:<@9, 4 F4>:9 >B@4A84 configure, CD< 
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CB@BM< >BFBDB= 6OCB?AS9FES 8BEFGC > BEF4?PAO@ >B@4A8AO@ D9:<@4@. 
#9D9=8<F9 6 CD<6<?97<DB64AAO= D9:<@, 6698S >B@4A8G enable. 

Switch>enable Switch# 
#D<7?4L9A<9 6 >B@4A8AB= EFDB>9 <;@9A<FES E Switch > A4 Switch #, 

KFB G>4;O649F A4 CD<6<?97<DB64AAO= D9:<@. 
,47 3: �B=8<F9 6 D9:<@ >BAH<7GD4J<<. 
�?S 6IB84 6 D9:<@ >BAH<7GD4J<< <ECB?P;G=F9 >B@4A8G configuration 

terminal. Switch# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. Switch 

(config) | 
#D<7?4L9A<9 6 >B@4A8AB= EFDB>9 <;@9A<FES 6 EBBF69FEF6<< E 

D9:<@B@ 7?B54?PAB= >BAH<7GD4J<<. 
,47 4: #D<E6B=F9 >B@@GF4FBDG <@S. 
% CB@BMPR >B@4A8O hostname<;@9A<F9 <@S >B@@GF4FBD4 A4 S1. 
Switch(config)# hostname S1 S1(config)# 
,47 5: �4CD9F<F9 A9:9?4F9?PAO9 CB<E>< 6 DNS. 
"F>?RK<F9 CB<E> 6 DNS, KFB5O CD98BF6D4F<FP CBCOF>< >B@@GF4FBD4 

CD9B5D4;B6O64FP 6698TAAO9 >B@4A8O F4><@ B5D4;B@, >4> 5G8FB BA< 
S6?SRFES <@9A4@< G;?B6. 

S1(config)# no ip domain-lookup 

S1(config)# 
,47 6: �698<F9 ?B>4?PAO9 C4DB?<. 
�?S CD98BF6D4M9A<S A9E4A>J<BA<DB64AAB7B 8BEFGC4 > >B@@GF4FBDG 

A9B5IB8<@B A4EFDB<FP C4DB?<. S1(config)# enable secret class 
S1(config)# line con 0 S1(config-line)# password cisco S1(config-line)# 

login S1(config-line)# exit S1(config)# 
,47 7: �698<F9 EBB5M9A<9 8AS (MOTD). 
�4AA9D 6IB84 6 E<EF9@G, A4;O649@O= F4>:9 EBB5M9A<9@ 8AS (MOTD), 

CD98GCD9:849F B FB@, KFB ?R5O9 CBCOF>< A9E4A>J<BA<DB64AAB7B 8BEFGC4 > 
>B@@GF4FBDG ;4CD9M9AO. 

�?S <ECB?P;B64A<S >B@4A8O banner motdA9B5IB8<@O 
D4;7D4A<K<F9?<, KFB5O @B:AB 5O?B D4ECB;A4FP EB89D:<@B9 54AA9DAB7B 
EBB5M9A<S. $4;7D4A<K<F9?PAO@ E<@6B?B@ @B:9F 5OFP ?R5B= E<@6B?, 
>BFBDB7B A9F 6 84AAB@ EBB5M9A<<. #B QFB= CD<K<A9 K4EFB <ECB?P;GRFES 
F4><9 E<@6B?O, >4> #. 

 
,47 8: %BID4A<F9 >BAH<7GD4J<R. 



21 

 

% CB@BMPR >B@4A8O copyEBID4A<F9 F9>GMGR >BAH<7GD4J<R 6 H4=? 
;47DG;BKAB= >BAH<7GD4J<<, >BFBDO= ID4A<FES 6 QA9D7BA9;46<E<@B= 
C4@SF<(NVRAM). 

 
�B@4A84 show running-config BFB5D4:49F 6ER F9>GMGR 

>BAH<7GD4J<R CBEFD4A<KAB. �?S CDB?<EFO64A<S EFD4A<J <ECB?P;G=F9 
>?46<LG #$"���. �B@4A8O, 6OCB?A9AAO9 6 CGA>F4I 1-8, 6O89?9AO A<:9. 

 

 
,47 9: "FB5D4;<F9 F9>GMGR >BAH<7GD4J<R. 

 



22 

 

 
,47 10: "FB5D4;<F9 69DE<R IOS < 8DG7<9 A9B5IB8<@O9 84AAO9 

>B@@GF4FBD4. 

% CB@BMPR >B@4A8O show version BFB5D4;<F9 69DE<R IOS 
>B@@GF4FBD4, 4 F4>:9 8DG7GR CB?9;AGR <AHBD@4J<R. �89EP 8?S 
CDB?<EFO64A<S BFB5D4:49@OI 84AAOI F4>:9 <ECB?P;G9FES >?46<L4 
#$"���. 

 

 

 
 

 
,47 11: "FB5D4;<F9 EBEFBSA<9 CB8>?RKTAAOI <AF9DH9=EB6 >B@@GF4FBD4. 
�?S CDB69D>< EBEFBSA<S CB8>?RKTAAOI <AF9DH9=EB6 <ECB?P;G=F9 >B@4A8G 

show ip interface brief. �?S CDB?<EFO64A<S EC<E>4 <ECB?P;G=F9 >?46<LG #$"���. 
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S1# show ip interface brief     
Interface IP-Address OK? Metho

d 
Status Protocol 

Vlanl unassigned YES unset up up 
FastEthernet0/1 unassigned YES unset up up 
FastEthernet0/2 unassigned YES unset down down 
FastEthernet0/3 unassigned YES unset down down 
FastEthernet0/4 unassigned YES unset down down 
FastEthernet0/5 unassigned YES unset down down 
FastEthernet0/6 unassigned YES unset up up 
FastEthernet0/7 unassigned YES unset down down 
FastEthernet0/8 unassigned YES unset down down 
FastEthernet0/9 unassigned YES unset down down 
FastEthernet0/10 unassigned YES unset down down 
FastEthernet0/11 unassigned YES unset down down 
FastEthernet0/12 unassigned YES unset down down 
FastEthernet0/13 unassigned YES unset down down 
FastEthernet0/14 unassigned YES unset down down 
FastEthernet0/15 unassigned YES unset down down 
FastEthernet0/16 unassigned YES unset down down 
FastEthernet0/17 unassigned YES unset down down 
FastEthernet0/18 unassigned YES unset down down 
FastEthernet0/19 unassigned YES unset down down 
FastEthernet0/2 0 unassigned YES unset down down 
FastEthernet0/21 unassigned YES unset down down 
FastEthernet0/22 unassigned YES unset down down 
FastEthernet0/23 unassigned YES unset down down 
FastEthernet0/2 4 unassigned YES unset down down 
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S1# show ip interface brief    
Interface IP-Addr

ess K? 
M

ethod 
Status Protocol 

Vlanl unassig
ned ES 

u
nset 

up up 

FastEthernet
0/1 

unassig
ned ES 

u
nset 

up up 

FastEthernet
0/2 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/3 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/4 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/5 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/6 

unassig
ned ES 

u
nset 

up up 

FastEthernet
0/7 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/8 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/9 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/10 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/11 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/12 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/13 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/14 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/15 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/16 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/17 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/18 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/19 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/2 0 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/21 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/22 

unassig
ned ES 

u
nset 

down down 

FastEthernet
0/23 

unassig
ned ES 

u
nset 

down down 

FastEthernet unassig u down down 
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,47 12: #B6FBD<F9 L47< 1-12 8?S A4EFDB=>< >B@@GF4FBD4 S2. 
� 84AAB@ E?GK49 A9B5IB8<@B <;@9A<FP <@S G;?4 A4 S2. 
,47 13: �4C<L<F9 EBEFBSA<9 G>4;4AAOI A<:9 <AF9DH9=EB6. 

 
#BK9@G B8A< CBDFO Fast Ethernet >B@@GF4FBDB6 6>?RK9AO, 4 8DG7<9 

4 BF>?RK9AO? 
�BCDBEO A4 ;4>D9C?9A<9 
+FB @B:9F CD9CSFEF6B64FP C9D984K9 QIB-;4CDBE4 E CB@BMPR >B@4A8O 

ping @9:8G >B@CPRF9D4@<? 
#D<@9K4A<9. �?S BFCD46>< QIB-;4CDBE4 E CB@BMPR >B@4A8O ping 

@9:8G >B@CPRF9D4@< @B:9F CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4 #�. 
#D<?B:9A<9 �. �A<J<4?<;4J<S < C9D9;47DG;>4 >B@@GF4FBD4 
,47 1: #B8>?RK<F9EP > >B@@GF4FBDG. 
#B8>?RK<F9 >BAEB?P > >B@@GF4FBDG < 6B=8<F9 6 CD<6<?97<DB64AAO= 

D9:<@. 

 
,47 2: "CD989?<F9, 5O?< ?< EB;84AO 6<DFG4?PAO9 ?B>4?PAO9 E9F< 

(VLAN). 
�BECB?P;G=F9EP >B@4A8B= show flash, KFB5O BCD989?<FP, 5O?< ?< 

EB;84AO E9F< VLAN A4 >B@@GF4FBD9. 

 
 
 

 S1 S2 

�AF9DH9=
E 

%BEFBSA<
9 

#DBFB>B? %BEFBSA<
9 

#DBFB>B? 

F0/1     

F0/6     

F0/18     

VLAN 1     

 

,47 3: '84?<F9 H4=? 6<DFG4?PAB= ?B>4?PAB= E9F< 
(VLAN). 

a. �E?< H4=? vlan.dat B5A4DG:9A 6B H?QL-C4@SF<, 
G84?<F9 QFBF H4=?. 
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�G89F CD98?B:9AB CDB69D<FP <@S H4=?4. !4 84AAB@ QF4C9 @B:AB 

<;@9A<FP <@S H4=?4 <?< A4:4FP >?46<LG ��"�, 9E?< <@S 66989AB 69DAB. 
b. #D< ;4CDBE9 G84?9A<S QFB7B H4=?4 A4:@<F9 >?46<LG ��"�, KFB5O 

CB8F69D8<FP G84?9A<9. (+FB5O BF@9A<FP G84?9A<9, A4:@<F9 ?R5GR 8DG7GR 
>ABC>G.) 

 
,47 4: '84?<F9 H4=? ;47DG;BKAB= >BAH<7GD4J<<. 
�698<F9 >B@4A8G erase startup-config, KFB5O G84?<FP H4=? 

;47DG;BKAB= >BAH<7GD4J<< <; NVRAM. #D< A9B5IB8<@BEF< G84?9A<S 
H4=?4 >BAH<7GD4J<< A4:@<F9 >?46<LG ��"�, KFB5O CB8F69D8<FP 
G84?9A<9. (+FB5O BF@9A<FP BC9D4J<R, A4:@<F9 ?R5GR 8DG7GR >ABC>G.) 

 
,47 5: #9D9;47DG;<FP >B@@GF4FBD. 
#9D9;47DG;<F9 >B@@GF4FBD, KFB5O G84?<FP <; C4@SF< 6ER 

<AHBD@4J<R B CD98O8GM9= >BAH<7GD4J<<. #D< A9B5IB8<@BEF< 

-
rwx 

191
9 ar 993 0: 6: 3  

00: 
0 

private-config.text 

-
rwx 

163
2 ar 993 0: 6: 3  

00: 
0 

config.text 

-
rwx 

133
36 ar 993 0: 6: 3  

00: 
0 

multiple-fs 

-
rwx 

116
07161 ar 993 2:  

37
: 

6  
00: 

0 
c2960-lanbasek9-mz.15 

0-2.SE.bin 

-
rwx 

616 
ar 993 0:  

07
: 

3  
00: 

0 
vlan.dat 

 

 

#D<@9K4A<9. �B;@B:AB, CBS6<FES ;4CDBE B EBID4A9A<< F9>GM9= 
>BAH<7GD4J<< C9D98 C9D9;47DG;>B= >B@@GF4FBD4. �698<F9 no< A4:@<F9 
>?46<LG ��"�. 

 
,47 6: #DBCGEF<F9 8<4?B7B6B9 B>AB A4K4?PAB= >BAH<7GD4J<<. 
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C9D9;47DG;>< >B@@GF4FBD4 A4:@<F9 >?46<LG ��"�, KFB5O CDB8B?:<FP 
C9D9;47DG;>G. (+FB5O BF@9A<FP C9D9;47DG;>G, A4:@<F9 ?R5GR 8DG7GR 
>?46<LG.) 

#BE?9 C9D9;47DG;>< >B@@GF4FBD4 CBS6<FES ;4CDBE B 6IB89 6 
8<4?B7B6B9 B>AB A4K4?PAB= >BAH<7GD4J<<. �698<F9 no 6 B>A9 ;4CDBE4 < 
A4:@<F9 >?46<LG ��"�. 
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#D4>F<K9E>4O  D45BF4 3. �4CGE> E94AE4 >BAEB?< E CB@BMPN 
CDB7D4@@O Tera Term 

&BCB?B7<O 

 
�484K< 
+4EFP 1. #B?GK9A<9 8BEFGC4 > >B@@GF4FBDG Cisco K9D9; 

CBE?98B64F9?PAO= >BAEB?PAO= CBDF +4EFP 2. "FB5D4:9A<9 < A4EFDB=>4 
BEAB6AOI C4D4@9FDB6 GEFDB=EF64 

+4EFP 3. #B?GK9A<9 8BEFGC4 > @4DLDGF<;4FBDG Cisco E CB@BMPR 
>BAEB?PAB7B >459?S mini-USB (8BCB?A <F9?PAB) 

#D<@9K4A<9. #B?P;B64F9?< NetLab <?< 8DG7B7B B5BDG8B64A<S 8?S 
G84?9AAB7B 8BEFGC4 8B?:AO 6OCB?A<FP FB?P>B K4EFP 2. 

"5M<9 E6989A<S/EJ9A4D<= 
�B 6E9I F<C4I E9F9= <ECB?P;GRF D4;?<KAO9 @B89?< @4DLDGF<;4FBDB6 

< >B@@GF4FBDB6 Cisco. �?S GCD46?9A<S QF<@< GEFDB=EF64@< <ECB?P;G9FES 
?B>4?PAB9 >BAEB?PAB9 CB8>?RK9A<9 <?< G84?9AAB9 CB8>?RK9A<9. 
#D4>F<K9E>< 6E9 GEFDB=EF64 Cisco BEA4M9AO >BAEB?PAO@ CBDFB@ 
CBE?98B64F9?PAB7B CB8>?RK9A<S. !4 A9>BFBDOI AB6OI @B89?SI, A4CD<@9D 
A4 @4DLDGF<;4FBD9 E <AF97D<DB64AAO@< E9F96O@< E9D6<E4@< (ISR) 1941 
G2, >BFBDO= <ECB?P;G9FES 6 QFB= ?45BD4FBDAB= D45BF9, F4>:9 9EFP 
>BAEB?PAO= CBDF USB. 

� QFB= ?45BD4FBDAB= D45BF9 6O G;A49F9, >4> CB?GK<FP 8BEFGC > 
GEFDB=EF6G Cisco K9D9; CDS@B9 ?B>4?PAB9 CB8>?RK9A<9 > >BAEB?PAB@G 
CBDFG, <ECB?P;GS CDB7D4@@G Q@G?SJ<< F9D@<A4?4 Tera Term. �O F4>:9 
A4GK<F9EP A4EFD4<64FP CBE?98B64F9?PAO= CBDF 8?S >BAEB?PAB7B 
CB8>?RK9A<S Tera Term. 'EF4AB6<6 >BAEB?PAB9 CB8>?RK9A<9 > GEFDB=EF6G 
Cisco, @B:AB BFB5D4;<FP <?< A4EFDB<FP C4D4@9FDO GEFDB=EF64. � QFB= 
?45BD4FBDAB= D45BF9 6O FB?P>B BFB5D4;<F9 C4D4@9FDO < A4EFDB<F9 K4EO. 

#D<@9K4A<9. � ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 
@4DLDGF<;4FBDO Cisco ISR 1941 E Cisco IOS 69DE<< 15.2(4)M3 (B5D4; 
universalk9). � ?45BD4FBDAOI D45BF4I <ECB?P;GRFES >B@@GF4FBDO Cisco 
Catalyst 2960 E Cisco IOS 69DE<< 15.0(2) (B5D4; lanbasek9).  B:AB 
<ECB?P;B64FP 8DG7<9 @4DLDGF<;4FBDO, >B@@GF4FBDO < 69DE<< Cisco IOS. � 
;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 
D9;G?PF4FO <I 6OCB?A9A<S @B7GF BF?<K4FPES BF F9I, >BFBDO9 CB>4;4AO 6 
?45BD4FBDAOI D45BF4I. #D46<?PAO9 <89AF<H<>4FBDO <AF9DH9=E4 E@. 6 
E6B8AB= F45?<J9 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= 
D45BFO. 
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#D<@9K4A<9. '598<F9EP, KFB 6E9 A4EFDB=>< >B@@GF4FBD4 < 
@4DLDGF<;4FBD4 G84?9AO, < ;47DG;BKA4S >BAH<7GD4J<S BFEGFEF6G9F. �E?< 
6O A9 G69D9AO, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO 
" 1 @4DLDGF<;4FBD (Cisco 1941 E #" Cisco IOS 69DE<< 15.2(4)M3 E 

GA<69DE4?PAO@ B5D4;B@ <?< 4A4?B7<KA4S @B89?P) 
" 1 >B@@GF4FBD (Cisco 2960 E #" Cisco IOS 69DE<< 15.0(2) E 

B5D4;B@ lanbasek9 <?< 4A4?B7<KA4S @B89?P) 
" 1 #� (CB8 GCD46?9A<9@ Windows 7 <?< 8 E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D, Tera Term) 
" Rollover->BAEB?PAO= >459?P (DB-9-RJ-45) 8?S A4EFDB=>< 

>B@@GF4FBD4 <?< @4DLDGF<;4FBD4 K9D9; >BAEB?PAO= CBDF RJ-45 
" �459?P mini-USB 8?S A4EFDB=>< @4DLDGF<;4FBD4 K9D9; 

>BAEB?PAO= CBDF USB 
+4EFP 1: #B?GK9A<9 8BEFGC4 > >B@@GF4FBDG Cisco K9D9; >BAEB?PAO= 

CBDF CBE?98B64F9?PAB7B CB8>?RK9A<S 
�O CB8>?RK<F9 #� > >B@@GF4FBDG Cisco E CB@BMPR 

rollover->BAEB?PAB7B >459?S. 1FB CB8>?RK9A<9 B59EC9K<F 8BEFGC > 
<AF9DH9=EG >B@4A8AB= EFDB>< (CLI) < CB;6B?<F CDBE@BFD9FP C4D4@9FDO 
<?< A4EFDB<FP >B@@GF4FBD. 

,47 1: %B98<A<F9 >B@@GF4FBD Cisco < >B@CPRF9D E CB@BMPR 
rollover->BAEB?PAB7B >459?S. 

a. #B8>?RK<F9 B8<A >BA9J rollover->BAEB?PAB7B >459?S > 
>BAEB?PAB@G CBDFG RJ-45 A4 >B@@GF4FBD9. 

b. �DG7B= >BA9J >459?S CB8>?RK<F9 > CBE?98B64F9?PAB@G CBDFG 
COM A4 >B@CPRF9D9. 

#D<@9K4A<9. #BE?98B64F9?PAO9 CBDFO COM 5B?PL9 A9 8BEFGCAO A4 
5B?PL<AEF69 >B@CPRF9DB6. �?S >BAEB?PAB7B CB8>?RK9A<S @9:8G 
>B@CPRF9DB@ < GEFDB=EF6B@ Cisco @B:AB <ECB?P;B64FP 484CF9D USB-DB9 E 
rollover->BAEB?PAO@ >459?9@. �84CF9DO USB-DB9 @B:AB CD<B5D9EF< 6 
?R5B@ @474;<A9 Q?9>FDBA<><. 

#D<@9K4A<9. #D< <ECB?P;B64A<< 484CF9D4 USB-DB9 8?S 
CB8>?RK9A<S > CBDFG COM @B:9F CBFD95B64FPES GEF4AB6>4 8D4=69D4 8?S 
484CF9D4. 1FBF 8D4=69D CD98BEF46?S9FES <;7BFB6<F9?9@ >B@CPRF9D4. �4> 
BCD989?<FP CBDF COM, <ECB?P;G9@O= 484CF9DB@, E@. K4EFP 3, L47 4. !B@9D 
CBDF4 COM FD95G9FES 8?S CB8>?RK9A<S > GEFDB=EF6G CB8 GCD46?9A<9@ 
Cisco IOS CD< CB@BM< Q@G?SFBD4 F9D@<A4?4 6 L479 2. 
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,47 2: !4EFDB=F9 Tera Term, KFB5O GEF4AB6<FP E94AE >BAEB?< E 

>B@@GF4FBDB@. 
Tera Term 4 QFB CDB7D4@@4 Q@G?SJ<< F9D@<A4?4. "A4 B59EC9K<649F 

8BEFGC > 6OIB8AO@ 84AAO@ F9D@<A4?4 >B@@GF4FBD4, 4 F4>:9 CB;6B?S9F 
A4EFDB<FP >B@@GF4FBD. 

a. �4CGEF<F9 CDB7D4@@G Tera Term, A4:46 >ABC>G #GE> A4 C4A9?< 
;484K Windows. !4=8<F9 Tera Term 6 EC<E>9 �E9 CDB7D4@@O. 

#D<@9K4A<9. �E?< CDB7D4@@4 Tera Term A9 GEF4AB6?9A4 A4 
>B@CPRF9D9, 99 @B:AB ;47DG;<FP, C9D9=8S CB E?98GRM9= EEO?>9 < 6O5D46 
Tera Term: 

httpV/logmett.com/index.php?/download/free-downloads.html 
b. � 8<4?B7B6B@ B>A9 New Connection (!B6B9 CB8>?RK9A<9) 

6O59D<F9 Serial (#BE?98B64F9?PAB9). '598<F9EP, KFB 6O5D4A CD46<?PAO= 
CBDF COM, < 8?S CDB8B?:9A<S A4:@<F9 OK. 

c. �>?RK<F9 >B@@GF4FBD Cisco < >B@CPRF9D. 
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c. � @9AR Setup (!4EFDB=>4) CDB7D4@@O Tera Term 6O59D<F9 Serial 
port... (#BE?98B64F9?PAO= CBDF...) < CDB69DPF9 C4D4@9FDO 
CBE?98B64F9?PAB7B CBDF4. #4D4@9FDO >BAEB?PAB7B CBDF4 CB G@B?K4A<R: 
9600 5B8, 8 5<F 84AAOI, 59; >BAFDB?S K9FABEF<, 1 EFBCB6O= 5<F, 59; 
GCD46?9A<S CBFB>B@. #4D4@9FDO Tera Term CB G@B?K4A<R EB6C484RF E 
C4D4@9FD4@< >BAEB?PAB7B CBDF4 8?S E6S;< E >B@@GF4FBDB@ Cisco IOS. 

 
d. �B784 BFB5D4;SFES 6OIB8AO9 84AAO9 F9D@<A4?4, 6E9 7BFB6B > 

A4EFDB=>9 >B@@GF4FBD4 Cisco. � E?98GRM9@ CD<@9D9 >BAEB?< CB>4;4AO 
6OIB8AO9 84AAO9 F9D@<A4?4 6 CDBJ9EE9 ;47DG;>< >B@@GF4FBD4. 

 
+4EFP 2: "FB5D4:9A<9 < A4EFDB=>4 BEAB6AOI C4D4@9FDB6 GEFDB=EF64 
� QFB@ D4;89?9 6O CB;A4>B@<F9EP E CB?P;B64F9?PE><@ < 

CD<6<?97<DB64AAO@ D9:<@4@< EXEC. �O BCD989?<F9 69DE<R IOS, 
BFB5D4;<F9 C4D4@9FDO K4EB6 < A4EFDB<F9 K4EO A4 >B@@GF4FBD9. 

#D<@9K4A<9. �E?< 6OL9G>4;4AAB9 EBB5M9A<9 A9 BFB5D4:49FES, 
CBCDBE<F9 <AEFDG>FBD4 E5DBE<FP A4EFDB=>< 64L97B >B@@GF4FBD4. 
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b. � CB?P;B64F9?PE>B@ D9:<@9 EXEC BFB5D4;<F9 69DE<R IOS A4 
>B@@GF4FBD9. 

 
�4>4S 69DE<S B5D4;4 IOS <ECB?P;G9FES A4 >B@@GF4FBD9? 

c2960-lanbase-mz.122-25.FX.bin 
,47 2: !4EFDB=F9 K4EO. 

';A464S B E9FSI 6E9 5B?PL9, 6O CB=@9F9, KFB A4EFDB=>4 CD46<?PAB7B 
6D9@9A< A4 >B@@GF4FBD9 Cisco @B:9F GCDBEF<FP CB<E> < GEFD4A9A<9 
A9CB?48B>. �4?99 BC<E4A CBDS8B> A4EFDB=>< 6AGFD9AA<I K4EB6 >B@@GF4FBD4 
6DGKAGR. 

 
b. +4EO @B:AB A4EFDB<FP 6 CD<6<?97<DB64AAB@ D9:<@9 EXEC. 

#9D9=8<F9 6 CD<6<?97<DB64AAO= D9:<@ EXEC, 6698S enable 6 >B@4A8AB= 
EFDB>9 CB?P;B64F9?PE>B7B D9:<@4 EXEC. 

 
c. !4EFDB=F9 K4EO. #D< 66B89 6BCDBE<F9?PAB7B ;A4>4 (?) BFB5D4:49FES 

ECD46>4, CB@B74RM4S 
BCD989?<FP, >4><9 84AAO9 AG:AB 669EF< 8?S A4EFDB=>< F9>GM97B 

6D9@9A<, 84FO < 7B84. !4:@<F9 >?46<LG 66B84 8?S ;469DL9A<S A4EFDB=>< 
K4EB6. 

+4EFP 3: #B?GK9A<9 8BEFGC4 > @4DLDGF<;4FBDG Cisco E CB@BMPR 
>BAEB?PAB7B >459?S mini-USB (8BCB?A<F9?PAB) 

�E?< 6O <ECB?P;G9F9 @4DLDGF<;4FBD Cisco 1941 <?< 8DG7<9 
GEFDB=EF64 CB8 GCD46?9A<9@ Cisco IOS E >BAEB?PAO@ CBDFB@ mini-USB, FB 
8?S 8BEFGC4 > >BAEB?PAB@G CBDFG GEFDB=EF64 @B:AB <ECB?P;B64FP >459?P 
mini-USB, CB8>?RK9AAO= > CBDFG USB A4 >B@CPRF9D9. 

#D<@9K4A<9. �BAEB?PAO= >459?P mini-USB 4A4?B7<K9A >459?S@ 
mini-USB, >BFBDO9 <ECB?P;GRFES E 8DG7<@< Q?9>FDBAAO@< GEFDB=EF64@<, 

a. "FB5D4;<F9 F9>GM<9 A4EFDB=>< K4EB6. 

 

 

,47 1: "FB5D4;<F9 69DE<R B5D4;4 IOS A4 >B@@GF4FBD9. 
a. �B784 CDBJ9EE ;4CGE>4 >B@@GF4FBD4 ;469DL<FES, CBS6<FES 

E?98GRM99 EBB5M9A<9. �?S CDB8B?:9A<S 6698<F9 n. 
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F4><@< >4> :9EF><9 8<E>< USB, CD<AF9DO USB < >BAJ9AFD4FBDO USB. 1F< 
>459?< mini-USB @B:AB CD<B5D9EF< 6 >BDCBD4J<< Cisco Systems <?< G 
8DG7<I CBEF46M<>B6. '598<F9EP, KFB 6O <ECB?P;G9F9 <@9AAB >459?P 
mini-USB, 4 A9 micro-USB 8?S CB8>?RK9A<S > >BAEB?PAB@G CBDFG mini-USB 
A4 GEFDB=EF69 E Cisco IOS. 

 
#D<@9K4A<9. !9B5IB8<@B <ECB?P;B64FP ?<5B CBDF USB, ?<5B CBDF 

RJ-45. !9?P;S <ECB?P;B64FP B54 CBDF4 B8AB6D9@9AAB. �E?< <ECB?P;G9FES 
CBDF USB, BA <@99F CD<BD<F9F A48 >BAEB?PAO@ CBDFB@ RJ-45,47 1: 
%B;84=F9 H<;<K9E>B9 CB8>?RK9A<9 E CB@BMPR >459?S mini-USB. 

a. #B8>?RK<F9 B8<A >BA9J >459?S mini-USB > >BAEB?PAB@G CBDFG 
mini-USB A4 @4DLDGF<;4FBD9. 

b. �DG7B= >BA9J >459?S CB8>?RK<F9 > CBDFG USB A4 >B@CPRF9D9. 
c. �>?RK<F9 @4DLDGF<;4FBD Cisco < >B@CPRF9D. 

 

 

 
1) �BAEB?PAO= USB-CBDF, 5 >BAF4>FB6, F<C � mini 
2) �BAEB?PAO= USB->459?P, 5 >BAF4>FB6, F<C � mini-USB, > 

>BAEB?PAB@G USB->459?R F<C4 � 
3) $4;N9@ USB, F<C � 
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,47 2: #DB69DPF9 7BFB6ABEFP >BAEB?< USB. 
�E?< 6O <ECB?P;G9F9 #� CB8 GCD46?9A<9@ Microsoft Windows < 

<A8<>4FBD >BAEB?PAB7B CBDF4 USB (E @4D><DB6>B= EN) A9 7BD<F ;9?9AO@, 
GEF4AB6<F9 8D4=69D Cisco 8?S >BAEB?< USB. 

#9D98 CB8>?RK9A<9@ #� E Microsoft Windows > GEFDB=EF6G CB8 
GCD46?9A<9@ Cisco IOS CD< CB@BM< >459?S USB A9B5IB8<@B GEF4AB6<FP 
8D4=69D USB. �D4=69D 8?S EBBF69FEF6GRM97B GEFDB=EF64 CB8 GCD46?9A<9@ 
Cisco IOS @B:AB A4=F< A4 E4=F9 www.cisco.com. �D4=69D USB @B:AB 
;47DG;<FP CB E?98GRM9= EEO?>9: 

http://www.cisco.com/cisco/software/release.html?mdfid=282774238&flo
wid=714&softwareid=282855122&rel 
ease=3.1&relind=AVAILABLE&rellifecycle=&reltype=latest 

#D<@9K4A<9. �?S ;47DG;>< QFB7B H4=?4 FD95G9FES 89=EF6<F9?PA4S 
GK9FA4S ;4C<EP Cisco Connection Online (CCO). 

#D<@9K4A<9. 1F4 EEO?>4 BFABE<FES > @4DLDGF<;4FBDG Cisco 1941. 
"8A4>B 8D4=69D >BAEB?< USB A9 ;46<E<F BF @B89?< GEFDB=EF64 CB8 
GCD46?9A<9@ Cisco IOS. 1FBF 8D4=69D D45BF49F FB?P>B E @4DLDGF<;4FBD4@< 
< >B@@GF4FBD4@< Cisco. #B ;469DL9A<< GEF4AB6>< 8D4=69D4 USB 
A9B5IB8<@B C9D9;47DG;<FP >B@CPRF9D. 

#D<@9K4A<9. #BE?9 <;6?9K9A<S H4=?B6 C4C>4 5G89F EB89D:4FP 
<AEFDG>J<< CB GEF4AB6>9 < G84?9A<R, 4 F4>:9 A9B5IB8<@O9 8D4=69DO 8?S 
D4;AOI BC9D4J<BAAOI E<EF9@ < 4DI<F9>FGD. �O59D<F9 CB8IB8SMGR 69DE<R 
8?S E6B9= E<EF9@O. 

�B784 <A8<>4FBD >BAEB?PAB7B CBDF4 USB ;47BD<FES ;9?9AO@, CBDF 
8BEFGC9A. 

,47 3: �>?RK<F9 CBDF COM 8?S #� CB8 GCD46?9A<9@ Windows 7 
(8BCB?A<F9?PAB). 

!4 #� CB8 GCD46?9A<9@ Microsoft Windows 7 @B7GF CBFD95B64FPES 
E?98GRM<9 89=EF6<S 8?S 6>?RK9A<S CBDF4 COM. 

a. !4:@<F9 >ABC>G #GE>, KFB5O BF>DOFP #4A9?P GCD46?9A<S. 
b. "F>DB=F9 �<EC9FK9D GEFDB=EF6. 
c. -9?>A<F9 #BDFO (COM < LPT), KFB5O D4;69DAGFP 8D96B6<8AGR 

EFDG>FGDG. -9?>A<F9 CD46B= >ABC>B= @OL< ;A4KB> #BE?98B64F9?PAO= 
CBDF USB < 6O59D<F9 "5AB6<FP 8D4=69DO 

d. �O59D<F9 �OCB?A<FP CB<E> 8D4=69DB6 A4 QFB@ >B@CPRF9D9. 
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e. �O59D<F9 �O5D4FP 8D4=69D <; EC<E>4 G:9 GEF4AB6?9AAOI 
8D4=69DB6 < A4:@<F9 >ABC>G �4?99. 

 
f. �O59D<F9 8D4=69D Cisco Serial < A4:@<F9 >ABC>G �4?99. 
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h. "F>DB=F9 CDB7D4@@G Tera Term. 'EF4AB6<F9 C9D9>?RK4F9?P Serial 

(#BE?98B64F9?PAB9) < 6O59D<F9 EBBF69FEF6GRM<= CBE?98B64F9?PAO= CBDF. 
� 84AAB@ CD<@9D9 QFB Port COM5: Cisco Serial (COM 5). &9C9DP QFBF CBDF 
8B?:9A EF4FP 8BEFGCAO@ 8?S E6S;< E @4DLDGF<;4FBDB@. !4:@<F9 OK. 

�BCDBEO 8?S CB6FBD9A<S 
1. �4> CD98BF6D4F<FP A9E4A>J<BA<DB64AAO= 8BEFGC > GEFDB=EF6G 

Cisco K9D9; >BAEB?PAO= CBDF? 

g. �4C<L<F9 A4;A4K9AAO= AB@9D CBDF4, >BFBDO= BFB5D4:49FES 669DIG 
B>A4. � 84AAB@ CD<@9D9 8?S E6S;< E @4DLDGF<;4FBDB@ <ECB?P;G9FES CBDF 
COM 5. !4:@<F9 �4>DOFP. 
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2. !4;B6<F9 8BEFB<AEF64 < A98BEF4F>< <ECB?P;B64A<S 
CBE?98B64F9?PAB7B >BAEB?PAB7B CB8>?RK9A<S CB ED46A9A<R E >BAEB?PAO@ 
CB8>?RK9A<9@ USB > @4DLDGF<;4FBDG <?< >B@@GF4FBDG Cisco. 

%6B8A4S F45?<J4 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 

 
  

%6B8A4S F45?<J4 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD
4 

�AF9DH9=
E Ethernet 1 

�AF9DH9=
E Ethernet 2 

#BE?98B64F
9?PAO= 
<AF9DH9=E 1 

#BE?98B64F
9?PAO= 
<AF9DH9=E 2 

1800 Fast 
Ethernet 0/0 
(F0/0) 

Fast 
Ethernet 0/1 
(F0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

1900 Gigabit 
Ethernet 0/0 
(G0/0) 

Gigabit 
Ethernet 0/1 
(G0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

2801 Fast 
Ethernet 0/0 
(F0/0) 

Fast 
Ethernet 0/1 
(F0/1) 

Serial 0/1/0 
(S0/1/0) 

Serial 0/1/1 
(S0/1/1) 

2811 Fast 
Ethernet 0/0 
(F0/0) 

Fast 
Ethernet 0/1 
(F0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

2900 Gigabit 
Ethernet 0/0 
(G0/0) 

Gigabit 
Ethernet 0/1 
(G0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

#D<@9K4A<9. +FB5O BCD989?<FP >BAH<7GD4J<R @4DLDGF<;4FBD4, @B:AB 
CBE@BFD9FP A4 <AF9DH9=EO < GEF4AB6<FP F<C @4DLDGF<;4FBD4 < >B?<K9EF6B 97B 
<AF9DH9=EB6. #9D9K<E?<FP 6E9 >B@5<A4J<< >BAH<7GD4J<= 8?S >4:8B7B >?4EE4 
@4DLDGF<;4FBDB6 A96B;@B:AB. 1F4 F45?<J4 EB89D:<F <89AF<H<>4FBDO 8?S 
6B;@B:AOI >B@5<A4J<= <AF9DH9=EB6 Ethernet < CBE?98B64F9?PAOI <AF9DH9=EB6 A4 
GEFDB=EF69. �DG7<9 F<CO <AF9DH9=EB6 6 F45?<J9 A9 CD98EF46?9AO, IBFS BA< @B7GF 
CD<EGFEF6B64FP 6 84AAB@ >BA>D9FAB@ @4DLDGF<;4FBD9. � >4K9EF69 CD<@9D4 @B:AB 
CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB BH<J<4?PAB9 EB>D4M9A<9, 
>BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S B5B;A4K9A<S <AF9DH9=E4. 
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#D4>F<K9E>4O  D45BF4  4: A4EFDB=>4 48D9E4 GCD46?9A<O 
>B@@GF4FBDB@ 

&BCB?B7<O 

 
&45?<J4 48D9E4J<< 

 
�484K< 
+4EFP 1. !4EFDB=>4 BEAB6AOI C4D4@9FDB6 E9F96B7B GEFDB=EF64 
" %B;84=F9 E9FP 6 EBBF69FEF6<< E <;B5D4:9AAB= A4 EI9@9 

FBCB?B7<9=. 
" !4EFDB=F9 BEAB6AO9 C4D4@9FDO >B@@GF4FBD4, 6>?RK4S <@S 

G;?4, 48D9E GCD46?9A<S < 8BEFGC CB CDBFB>B?G Telnet. 
" !4EFDB=F9 IP-48D9E #�. 
+4EFP 2. #DB69D>4 < F9EF<DB64A<9 CB8>?RK9A<S > E9F< 
" "FB5D4;<F9 >BAH<7GD4J<R GEFDB=EF64. 
" #DB69DPF9 E>6B;AB9 CB8>?RK9A<9 E CB@BMPR QIB-;4CDBE4 E 

CB@BMPR >B@4A8O ping. 
" #DB69DPF9 6B;@B:ABEFP G84?TAAB7B GCD46?9A<S CB CDBFB>B?G 

Telnet. 
" %BID4A<F9 H4=? F9>GM9= >BAH<7GD4J<< >B@@GF4FBD4. 
�EIB8AO9 84AAO9/EJ9A4D<= 
�B@@GF4FBDO Cisco <@9RF BEB5O= <AF9DH9=E, >BFBDO= A4;O649FES 

6<DFG4?PAO@ <AF9DH9=EB@ >B@@GF4FBD4 (SVI). !4 SVI <AF9DH9=E9 @B:AB 
E>BAH<7GD<DB64FP IP-48D9E, >BFBDO= B5OKAB A4;O64RF 48D9EB@ 
GCD46?9A<S. "A CB;6B?S9F CB?GK<FP G84?TAAO= 8BEFGC > >B@@GF4FBDG 8?S 
BFB5D4:9A<S < A4EFDB=>< C4D4@9FDB6. 

� IB89 ?45BD4FBDAB= D45BFO 64@ A9B5IB8<@B EB;84FP CDBEFGR E9FP, 
<ECB?P;GS >459?P ?B>4?PAB= E9F< Ethernet < CB?GK<FP 8BEFGC > >B@@GF4FBDG 
Cisco, <ECB?P;GS >BAEB?P < @9FB8O G84?TAAB7B 8BEFGC4. �O A4EFDB<F9 
BEAB6AO9 C4D4@9FDO >B@@GF4FBD4 < IP-48D9E4J<R, 4 F4>:9 
CDB89@BAEFD<DG9F9 <ECB?P;B64A<9 IP-48D9E4 GCD46?9A<S 8?S G84?TAAB7B 
8BEFGC4 > >B@@GF4FBDG. &BCB?B7<S EBEFB<F <; B8AB7B >B@@GF4FBD4 < B8AB7B 
G;?4, <ECB?P;GRM97B FB?P>B CBDFO Ethernet < >BAEB?<. 

 

    ,?R; CB 
G@B?K4A<R 'EFDB

=EF6B 
�AF9DH9

=E 
IP-48D9

E 
 4E>4 

CB8E9F< 
S1 VLAN 1 192.168

.1.2 
255.255.

255.0 
!98BEFG

CAB 
#�-� %9F96B= 

484CF9D 
192.168

.1.10 
255.255.

255.0 
!98BEFG

CAB 
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#D<@9K4A<9. �ECB?P;GRFES >B@@GF4FBDO: Cisco Catalyst 2960s E 
BC9D4J<BAAB= E<EF9@B= Cisco IOS 69DE<< 15.0(2) (B5D4; lanbasek9).  B:AB 
<ECB?P;B64FP 8DG7<9 >B@@GF4FBDO < 69DE<< #" Cisco IOS 

� ;46<E<@BEF< BF @B89?< < 69DE<< Cisco IOS 6OCB?AS9@O9 8BEFGCAO9 
>B@4A8O < 6O6B8O @B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI 6 IB89 
?45BD4FBDAOI D45BF. 

#D<@9K4A<9. �B@@GF4FBDO A9B5IB8<@B BK<EF<FP BF 84AAOI < H4=?B6 
A4K4?PAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO, KFB E@B:9F9 QFB E89?4FP, 
B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO 
" 1 >B@@GF4FBD (E9D<S Cisco 2960, E CDB7D4@@AO@ B59EC9K9A<9@ 

Cisco IOS 69DE<< 15.0(2), B5D4; lanbasek9 <?< 4A4?B7<KAO=) 
" 1 #� (Windows 7, Vista <?< XP E CDB7D4@@B= Q@G?SFBD4 

F9D@<A4?4, A4CD<@9D Tera Term) 
" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 CISCO IOS K9D9; 

>BAEB?PAO9 CBDFO 
" �459?< Ethernet 6 EBBF69FEF6<< E FBCB?B7<9= 
+4EFP 1: !4EFDB=>4 BEAB6AOI C4D4@9FDB6 E9F96B7B GEFDB=EF64 
� K4EF< 1 6O 8B?:AO A4EFDB<FP E9FP < BEAB6AO9 C4D4@9FDO, F4><9 >4> 

IP-48D9E4 <AF9DH9=EB6 < 8BEFGC > GEFDB=EF64@. 
,47 1: #B8>?RK<F9 >459?<. 
a. %B;84=F9 E9FP 6 EBBF69FEF6<< E <;B5D4:9AAB= A4 EI9@9 

FBCB?B7<9=. 
b. %B;84=F9 >BAEB?PAB9 CB8>?RK9A<9 > >B@@GF4FBDG A4 #�-�. 
,47 2: !4EFDB=F9 BEAB6AO9 C4D4@9FDO >B@@GF4FBD4. 
!4 QFB@ QF4C9 64@ A9B5IB8<@B A4EFDB<FP BEAB6AO9 C4D4@9FDO 

>B@@GF4FBD4 (F4><9 >4> <@S G;?4) < IP- 48D9E 8?S SVI. !4;A4K9A<9 IP-48D9E4 
A4 >B@@GF4FBD9 4 QFB ?<LP C9D6O= L47. �4> E9F96B@G 48@<A<EFD4FBDG, 64@ 
E?98G9F 6O5D4FP ECBEB5 GCD46?9A<S >B@@GF4FBDB@. �64 A4<5B?99 
D4ECDBEFD4ATAAOI @9FB84 GCD46?9A<S 4 QFB Telnet < SSH, B8A4>B CDBFB>B? 
Telnet A9 BK9AP A48T:9A. �ES <AHBD@4J<S, C9D984649@4S @9:8G 86G@S 
GEFDB=EF64@<, BFCD46?S9FES 6 6<89 CDBEFB7B F9>EF4. �A4?<;4FBD C4>9FB6 
@B:9F ?97>B C9D9I64F<FP, 4 F4>:9 CDBK9EFP C4DB?< < 8DG7<9 64:AO9 84AAO9. 

a. �E?< 6 QA9D7BA9;46<E<@B= C4@SF< (NVRAM) >B@@GF4FBD4 A9F 
EBID4ATAAOI H4=?B6 >BAH<7GD4J<<, 6BECB?P;B646L<EP >B@4A8B= Switch>, 
6O C9D9=89F9 6 CB?P;B64F9?PE><= D9:<@. �B=8<F9 6 CD<6<?97<DB64AAO= 
D9:<@.  

b. #DB69DPF9 K<EFO= H4=? >BAH<7GD4J<< E CB@BMPR >B@4A8O 
CD<6<?97<DB64AAB7B D9:<@4 show running-config. �E?< H4=? >BAH<7GD4J<< 
5O? D4A99 EBID4ATA, 97B AG:AB G84?<FP. � ;46<E<@BEF< BF @B89?< 
>B@@GF4FBD4 < 69DE<< IOS >BAH<7GD4J<S @B:9F 6O7?S89FP CB-D4;AB@G. #D< 

 
d. !4EFDB=F9 C4DB?P 8BEFGC4 

> >B@@GF4FBDG. 
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QFB@ A4EFDB9AAOI D4A99 C4DB?9= <?< IP-48D9E4 A4 >B@@GF4FBD9 5OFP A9 
8B?:AB. �E?< 64L >B@@GF4FBD A9 <@99F >BAH<7GD4J<< CB G@B?K4A<R, 

B5D4F<F9EP ;4 CB@BMPR > <AEFDG>FBDG. 
c. �B=8<F9 6 D9:<@ 7?B54?PAB= >BAH<7GD4J<< < A4;A4KPF9 <@S 

G;?4 >B@@GF4FBD4. 
�4>B9 EBK9F4A<9 >?46<L <ECB?P;G9FES 8?S CDS@B7B C9D9IB84 <; 

D9:<@4 7?B54?PAB= >BAH<7GD4J<< 6 CD<6<?97<DB64AAO= D9:<@? 
h. �9DA<F9EP <; CB?P;B64F9?PE>B7B D9:<@4 6 CD<6<?97<DB64AAO=. 
j. "7D4A<KPF9 8BEFGC > CBDFG >BAEB?<. �BAH<7GD4J<S CB G@B?K4A<R 

A9 FD95G9F C4DB?S CD< >BAEB?PAOI CB8>?RK9A<SI. 
 
k. !4EFDB=F9 >4A4? 6<DFG4?PAB7B EB98<A9A<S 8?S G84?TAAB7B 

GCD46?9A<S (VTY), KFB5O 
> >B@@GF4FBDG @B:AB 5O?B CB8>?RK4FPES CB CDBFB>B?G Telnet. �E?< 

6O A9 G>4:9F9 C4DB?P VTY, FB A9 E@B:9F9 CB8>?RK4FPES > >B@@GF4FBDG CB 
CDBFB>B?G Telnet. 

 

 

#D<@9K4A<9. #4DB?P A9 5G89F BFB5D4:4FPES A4 Q>D4A9 6 CDBJ9EE9 
66B84. i. �B=8<F9 6 D9:<@ 7?B54?PAB= >BAH<7GD4J<< < A4EFDB=F9 IP-48D9E SVI 

8?S D4;D9L9A<S G84?TAAB7B GCD46?9A<S >B@@GF4FBDB@. 

 

e. �4CD9F<F9 A9:9?4F9?PAO9 CB<E>< 6 E?G:59 8B@9AAOI <@9A (DNS). 

f. !4EFDB=F9 EBB5M9A<9 8AS (MOTD), >BFBDB9 5G89F BFB5D4:4FPES 
C9D98 6IB8B@ 6 E<EF9@G. 
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,47 3: !4EFDB=F9 IP-48D9E #�-A. 
a. !4;A4KPF9 IP-48D9E < @4E>G CB8E9F< 8?S #�, >4> CB>4;4AB 

Addressing Table A4 EFD. 1. #DBJ98GD4 CD<E6B9A<S IP-48D9E4 A4 #� CB8 
GCD46?9A<9@ "% Windows 7 BC<E4A4 A<:9. 

1) !4:@<F9 >ABC>G #GE> > #4A9?P GCD46?9A<S. 
2) !4:@<F9 >ABC>G #DBE@BFD: > �4F97BD<S. 
3) �O59D<F9 64D<4AF #DBE@BFD EBEFBSA<S E9F< < ;484K > �;@9A9A<9 

C4D4@9FDB6 484CF9D4. 
4) !4:@<F9 CD46B= >ABC>B= @OL< A4 64D<4AF #B8>?RK9A<9 > 

?B>4?PAB= E9F< < 6O59D<F9 CGA>F %6B=EF64. 
5) �O59D<F9 64D<4AF #DBFB>B? �AF9DA9F4 69DE<< 4 (TCP/IPv4), 84?99 

MT?>A<F9 CGA>F %6B=EF64 > OK. 
6) 'EF4AB6<F9 C9D9>?RK4F9?P �ECB?P;B64FP E?98GRM<= IP-48D9E < 

6698<F9 IP-48D9E < @4E>G CB8E9F<. 
+4EFP 2: #DB69D>4 < F9EF<DB64A<9 CB8>?RK9A<S E9F< 
&9C9DP AG:AB CDB69D<FP < ;4H<>E<DB64FP >BAH<7GD4J<R 

>B@@GF4FBD4, CDBF9EF<DB646 E>6B;AB9 CB8>?RK9A<9 @9:8G #�-� < 
>B@@GF4FBDB@ S1, 4 F4>:9 6B;@B:ABEFP G84?TAAB7B GCD46?9A<S 
>B@@GF4FBDB@. 

,47 1: "FB5D4;<F9 >BAH<7GD4J<R >B@@GF4FBD4 S1. 
a. �BECB?P;B646L<EP CDB7D4@@B= Tera Term A4 #�, 69DA<F9EP > 

>BAEB?PAB@G CB8>?RK9A<R, KFB5O BFB5D4;<FP < CDB69D<FP >BAH<7GD4J<R 
>B@@GF4FBD4 E CB@BMPR >B@4A8O show. !<:9 CD98EF46?9A CD<@9D 
>BAH<7GD4J<<. �A9ETAAO9 64@< A4EFDB=>< 6O89?9AO :T?FO@ J69FB@. 
�DG7<9 C4D4@9FDO >BAH<7GD4J<< CD98GE@BFD9AO 6 IOS CB G@B?K4A<R. 

b. #DB69DPF9 EBEFBSA<9 <AF9DH9=E4 GCD46?9A<S SVI. �AF9DH9=E 
VLAN 1 8B?:9A A4IB8<FPES 6 EBEFBSA<< «up/up» < <@9FP A4;A4K9AAO= 
IP-48D9E. "5D4F<F9 6A<@4A<9 A4 FB, KFB CBDF >B@@GF4FBD4 F0/6 F4>:9 

8B?:9A HGA>J<BA<DB64FP, F4> >4> > A9@G CB8>?RKTA #�-�. #BE>B?P>G 
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6E9 CBDFO >B@@GF4FBD4 CB G@B?K4A<R 6IB8SF 6 E9FP VLAN 1, 6O @B:9F9 
B5@9A<64FPES 84AAO@< E >B@@GF4FBDB@ CB IP-48D9EG, >BFBDO= 
A4EFDB<?< 8?S E9F< VLAN 1. 

 
 

 
,47 2: #DB69DPF9 E>6B;AB9 CB8>?RK9A<9. 
"F>DB=F9 8<4?B7B6B9 B>AB (cmd.exe) A4 #�-�. �?S QFB7B A4:@<F9 

>ABC>G #GE> < 6698<F9 >B@4A8G cmd 6 CB?9 !4=F< CDB7D4@@O < H4=?O. 
#DB69DPF9 IP-48D9E #�-� E CB@BMPR >B@4A8O ipconfig /all. 1F4 >B@4A84 
BFB5D4:49F <@S #� < E6989A<S B5 ^4-48D9E9. "FCD46PF9 QIB-;4CDBE E 
CB@BMPR >B@4A8O ping A4 EB5EF69AAO= 48D9E #�-A < 48D9E GCD46?9A<S 
>B@@GF4FBDB@ S1. 

 

Interface IP-Address OK? Metho
d 

Status Protocol 

Vlanl 192.168.1.2 YES manu
al 

up up 

FastEthernet0/1 unassigned YES unset down down 
FastEthernet0/2 unassigned YES unset down down 
FastEthernet0/3 unassigned YES unset down down 
FastEthernet0/4 unassigned YES unset down down 
FastEthernet0/5 unassigned YES unset down down 
FastEthernet0/6 unassigned YES unset up up 
FastEthernet0/7 unassigned YES unset down down 
FastEthernet0/8 unassigned YES unset down down 
FastEthernet0/9 unassigned YES unset down down 
FastEthernet0/10 unassigned YES unset down down 
FastEthernet0/11 unassigned YES unset down down 
FastEthernet0/12 unassigned YES unset down down 
FastEthernet0/13 unassigned YES unset down down 
FastEthernet0/14 unassigned YES unset down down 
FastEthernet0/15 unassigned YES unset down down 
FastEthernet0/16 unassigned YES unset down down 
FastEthernet0/17 unassigned YES unset down down 
FastEthernet0/18 unassigned YES unset down down 
FastEthernet0/19 unassigned YES unset down down 
FastEthernet0/2 0 unassigned YES unset down down 
FastEthernet0/21 unassigned YES unset down down 
FastEthernet0/22 unassigned YES unset down down 
FastEthernet0/23 unassigned YES unset down down 
FastEthernet0/2 4 unassigned YES unset down down 
GigabitEthernet0/1 unassigned YES unset down down 
GigabitEthernet0/2 unassigned YES unset down down 
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a. %A4K4?4 BFCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 48D9E 
#�-�. 

 
!4 Q>D4A9 8B?:AO CBS6<FPES CB>4;4AAO9 A<:9 84AAO9. �E?< 

QIB-;4CDBE E CB@BMPR >B@4A8O ping 6OCB?A<FP A9 G84?BEP, CBCDB5G=F9 
A4=F< BL<5>G 6 BEAB6AOI C4D4@9FD4I GEFDB=EF64. #D< A9B5IB8<@BEF< 
CDB69DPF9 >459?< < IP-48D9E4J<R. 

 
,47 3: #DB69DPF9 G84?TAAB9 GCD46?9A<9 >B@@GF4FBDB@ S1. 
%9=K4E 64@ CD98EFB<F CB?GK<FP G84?TAAO= 8BEFGC > >B@@GF4FBDG S1 

CB CDBFB>B?G Telnet, <ECB?P;GS 48D9E GCD46?9A<S SVI. � 84AAB= 
?45BD4FBDAB= D45BF9 #�-� < >B@@GF4FBD S1 A4IB8SFES DS8B@. � 
CDB<;6B8EF69AAB= E9F< >B@@GF4FBD @B:9F A4IB8<FPES 6 >B@@GF4J<BAAB@ 

!4 Q>D4A9 8B?:AO CBS6<FPES CB>4;4AAO9 A<:9 84AAO9. 

b. "FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 48D9E 
GCD46?9A<S SVI >B@@GF4FBD4 S1. C:\Users\NetAcad> ping 192.168.1.2 
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L>4HG A4 CBE?98A9@ QF4:9, 4 >B@CPRF9D 4 A4 C9D6B@. Telnet A9 S6?S9FES 
59;BC4EAO@ CDBFB>B?B@, B8A4>B 6 84AAB= ?45BD4FBDAB= D45BF9 8?S 
CDB69D>< G84?TAAB7B 8BEFGC4 6O 5G89F9 <ECB?P;B64FP 97B. �ES <AHBD@4J<S 
CB CDBFB>B?G Telnet, 6>?RK4S C4DB?< < >B@4A8O, BFCD46?S9FES 6 6<89 
CDBEFB7B F9>EF4. � CBE?98GRM<I ?45BD4FBDAOI D45BF4I 8?S G84?TAAB7B 
8BEFGC4 > E9F96O@ GEFDB=EF64@ 6O 5G89F9 <ECB?P;B64FP CDBFB>B? SSH. 

#D<@9K4A<9. �;A4K4?PAB "% Windows 7 A9 CB889D:<649F Telnet. 
#DBFB>B? 8B?:9A 5OFP 4>F<6<DB64A 48@<A<EFD4FBDB@. �?S GEF4AB6>< 
>?<9AF4 Telnet BF>DB=F9 B>AB >B@4A8AB= EFDB>< < 6698<F9 pkgmgr /iu: 
"TelnetClient". 

C:\Users\NetAcad> pkgmgr /iu:"TelnetClient" 
a. �?S CB8>?RK9A<S > >B@@GF4FBDG S1 K9D9; 48D9E GCD46?9A<S SVI 6 

BF>DOFB@ B>A9 >B@4A8AB= EFDB>< A4 #�-� 6698<F9 >B@4A8G Telnet. #4DB?P: 
cisco. 

 
b. '>4;46 C4DB?P cisco, 6O E@B:9F9 C9D9=F< 6 >B@4A8AGR EFDB>G 

CB?P;B64F9?PE>B7B D9:<@4. #D< CBS6?9A<< CD<7?4L9A<S 6698<F9 enable. 
�698<F9 C4DB?P class, KFB5O 6B=F< 6 CD<6<?97<DB64AAO= D9:<@ < 
6OCB?A<FP >B@4A8G show run. 

,47 4: %BID4A<F9 H4=? >BAH<7GD4J<<. 

 

C:\Users\NetAcad> telnet 192.168.1.2 
!4 Q>D4A9 8B?:AO CBS6<FPES CB>4;4AAO9 A<:9 84AAO9. 

a. "F>DO6 E94AE Telnet, 6698<F9 6 >B@4A8AGR EFDB>G copy run start. 
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b. �698<F9 quit, KFB5O ;469DL<FP E94AE Telnet. #BE?9 QFB7B 6O 
69DATF9EP 6 >B@4A8AGR EFDB>G Windows 7. 

�BCDBEO A4 ;4>D9C?9A<9 
#BK9@G 8?S A4K4?PAB= >BAH<7GD4J<< >B@@GF4FBD4 E?98G9F 

<ECB?P;B64FP CB8>?RK9A<9 >BAEB?<? #BK9@G A9?P;S CB8>?RK<FPES > 
>B@@GF4FBDG CB CDBFB>B?G Telnet <?< SSH? 
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#D4>F<K9E>4O  D45BF4 5: CDBE@BFD E9F96B7B FD4H<>4 E CB@BMPN 
CDB7D4@@O Wireshark 

&BCB?B7<O 

 
�484K< 
+4EFP 1. �47DG;>4 < GEF4AB6>4 CDB7D4@@O Wireshark (A9B5S;4F9?PAB) 
+4EFP 2. %5BD < 4A4?<; 84AAOI CDBFB>B?4 ICMP CB ?B>4?PAO@ G;?4@ 6 

CDB7D4@@9 Wireshark 
" !4KA<F9 < BEF4AB6<F9 E5BD 84AAOI FD4H<>4 QIB-;4CDBEB6 E 

CB@BMPR >B@4A8O ping > ?B>4?PAO@ G;?4@. 
" !4=8<F9 84AAO9 B5 IP- < MAC-48D9E4I 6 CB?GK9AAOI PDU. 
+4EFP 3. %5BD < 4A4?<; 84AAOI CDBFB>B?4 ICMP CB G84?TAAO@ G;?4@ 6 

CDB7D4@@9 Wireshark 
" !4KA<F9 < BEF4AB6<F9 E5BD 84AAOI FD4H<>4 QIB-;4CDBEB6 E 

CB@BMPR >B@4A8O ping > G84?TAAO@ G;?4@. 
" !4=8<F9 84AAO9 B5 IP- < MAC-48D9E4I 6 CB?GK9AAOI PDU. 
" #BSEA<F9, CBK9@G  �%-48D9E4 G84?TAAOI G;?B6 BF?<K4RFES BF 

 �%-48D9EB6 ?B>4?PAOI G;?B6. 
�EIB8AO9 84AAO9/EJ9A4D<= 
Wireshark 4 QFB CDB7D4@@4 8?S 4A4?<;4 CDBFB>B?B6 (4A4?<;4FBD 

C4>9FB6), >BFBD4S <ECB?P;G9FES 8?S CB<E>4 < GEFD4A9A<S A9CB?48B> 6 E9F<, 
4A4?<;4, D4;D45BF>< CDB7D4@@AB7B B59EC9K9A<S < CDBFB>B?B6, 4 F4>:9 
B5GK9A<S. #B @9D9 86<:9A<S CBFB>B6 84AAOI CB E9F< 4A4?<;4FBD 
C9D9I64FO649F >4:8O= CDBFB>B?PAO= 5?B> 84AAOI (PDU), CBE?9 K97B 
D4EL<HDB6O649F <?< 4A4?<;<DG9F 97B EB89D:4A<9 EB7?4EAB 
EBBF69FEF6GRM9@G 8B>G@9AFG RFC <?< 8DG7<@ EC9J<H<>4J<S@. 

Wireshark 4 CB?9;AO= <AEFDG@9AF 8?S 6E9I, >FB D45BF49F E E9FS@<. 
�7B @B:AB <ECB?P;B64FP 8?S 4A4?<;4 84AAOI, 4 F4>:9 8?S CB<E>4 < 
GEFD4A9A<S A9CB?48B> CD< 6OCB?A9A<< 5B?PL<AEF64 ?45BD4FBDAOI D45BF 6 
D4@>4I >GDEB6 CCNA. � 84AAB= ?45BD4FBDAB= D45BF9 EB89D:4FES 
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<AEFDG>J<< CB ;47DG;>9 < GEF4AB6>9 CDB7D4@@O Wireshark. �BECB?P;G=F9EP 
<@<, 9E?< CDB7D4@@4 A9 GEF4AB6?9A4. � IB89 ?45BD4FBDAB= D45BFO 6O 
A4GK<F9EP CB?P;B64FPES CDB7D4@@B= Wireshark 8?S C9D9I64F4 IP- 48D9EB6 
C4>9FB6 84AAOI ICMP <  �%-48D9EB6 Ethernet->48DB6. 

!9B5IB8<@O9 D9EGDEO 
" 1 #� (Windows 7, Vista <?< XP E 6OIB8B@ 6 �AF9DA9F) 
" �BCB?A<F9?PAO9 #� 6 ?B>4?PAB= E9F< 5G8GF <ECB?P;B64FPES 

8?S BF69FB6 A4 QIB-;4CDBEO. 
+4EFP 1: �47DG;>4 < GEF4AB6>4 CDB7D4@@O Wireshark (A9B5S;4F9?PAB) 
#DB7D4@@4 Wireshark EF4?4 EF4A84DFAO@ 4A4?<;4FBDB@ C4>9FB6, 

<ECB?P;G9@O@ E9F96O@< <A:9A9D4@<. �9DE<< QFB= CDB7D4@@O E BF>DOFO@ 
<EIB8AO@ >B8B@ 8BEFGCAO 8?S D4;?<KAOI BC9D4J<BAAOI E<EF9@, 6>?RK4S 
Windows, Mac < Linux. � K4EF< 1 QFB= ?45BD4FBDAB= D45BFO 64@ AG:AB 
5G89F ;47DG;<FP < GEF4AB6<FP CDB7D4@@G Wireshark A4 #�. 

#D<@9K4A<9. �E?< CDB7D4@@4 Wireshark A4 64L9@ #� G:9 
GEF4AB6?9A4, 6O @B:9F9 CDBCGEF<FP K4EFP 1 < C9D9=F< ED4;G > K4EF< 2. �E?< 
CDB7D4@@4 Wireshark A4 64L9@ #� A9 GEF4AB6?9A4, G;A4=F9 G <AEFDG>FBD4 B 
CD46<?4I ;47DG;>< CDB7D4@@AB7B B59EC9K9A<S 6 64L9@ GK95AB@ ;46989A<<. 

,47 1: �47DG;<F9 CDB7D4@@G Wireshark. 
a. #DB7D4@@G Wireshark @B:AB ;47DG;<FP CB 48D9EG 

www.wireshark.org. 
b. !4:@<F9 Download Wireshark. 

c. �O59D<F9 69DE<R CDB7D4@@O 6 EBBF69FEF6<< E 4DI<F9>FGDB= < 
BC9D4J<BAAB= E<EF9@B= 64L97B #�. !4CD<@9D, 9E?< 64L #� D45BF49F CB8 
GCD46?9A<9@ 64-D4;DS8AB= "% Windows, 6O59D<F9 Windows Installer 
(64-bit). 
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%D4;G CBE?9 QFB7B A4KATFES ;47DG;>4.  9EFBA4IB:89A<9 ;47DG:9AAB7B 

H4=?4 ;46<E<F BF 5D4G;9D4 < BC9D4J<BAAB= E<EF9@O, >BFBDO@< 6O 
CB?P;G9F9EP. � "% Windows ;47DG;BKAO9 H4=?O CB G@B?K4A<R A4IB8SFES 6 
C4C>9 �47DG;><. 

,47 2: 'EF4AB6<F9 CDB7D4@@G Wireshark. 
a. �47DG:9AAO= H4=? A4;O649FES Wireshark-win64-x.x.x.exe, 789 

«x» EBBF69FEF6G9F AB@9DG69DE<<. �64:8O A4:@<F9 A4 H4=?, KFB5O A4K4FP 
GEF4AB6>G. 

b. "F69FPF9 A4 6E9 EBB5M9A<S 59;BC4EABEF<, >BFBDO9 CBS6SFES A4 
Q>D4A9. �E?< A4 64L9@ #� G:9 <@99FES >BC<S Wireshark, C9D98 GEF4AB6>B= 
CDB7D4@@O CBS6<FES ;4CDBE A4 G84?9A<9 CD9:A9= 69DE<<. $9>B@9A8G9FES 
G84?<FP EF4DGR 69DE<R CDB7D4@@O C9D98 GEF4AB6>B= AB6B=. +FB5O G84?<FP 
CD98O8GMGR 69DE<R CDB7D4@@O Wireshark, A4:@<F9 >ABC>G �4. 

 
c. �E?< CDB7D4@@4 Wireshark GEF4A46?<649FES 6C9D6O9 <?< 

CD98O8GM4S 69DE<S 5O?4 G84?9A4, BF>DB9FES @4EF9D GEF4AB6>< CDB7D4@@O 
Wireshark. !4:@<F9 >ABC>G Next (�4?99). 
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d. �OCB?A<F9 <AEFDG>J<< CB GEF4AB6>9. �B784 BF>DB9FES B>AB 

«License Agreement» (�<J9A;<BAAB9 EB7?4L9A<9), A4:@<F9 >ABC>G I accept 
(#D<ASFP). 

 
e. #D< 6O5BD9 >B@CBA9AFB6 BEF46PF9 A4EFDB=>< CB G@B?K4A<R < 

A4:@<F9 >ABC>G Next (�4?99). 
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f. �O59D<F9 :9?49@O9 SD?O>< < A4:@<F9 >ABC>G Next (�4?99). 

 
g. �E?< 8<E>B6B9 CDBEFD4AEF6B B7D4A<K9AB, 8<D9>FBD<R GEF4AB6>< 

@B:AB <;@9A<FP, 6 CDBF<6AB@ E?GK49, BEF46PF9 48D9E, G>4;4AAO= CB 
G@B?K4A<R. 
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h. �?S E5BD4 E9F96OI 84AAOI A4 64L #� A9B5IB8<@B GEF4AB6<FP 

CDB7D4@@G WinPcap. �E?< BA4 G:9 GEF4AB6?9A4, H?4:B> GEF4AB6>< 5G89F 
EASF. �E?< GEF4AB6?9AA4S 69DE<S WinPcap EF4DL9 69DE<<, CD<?4749@B= > 
CDB7D4@@9 Wireshark, D9>B@9A8G9@ GEF4AB6<FP 5B?99 AB6GR 69DE<R, A4:46 
A4 H?4:B> DS8B@ E 64D<4AFB@ Install WinPcap x.x.x ('EF4AB6<FP WinPcap 
x.x.x). 

i. �E?< GEF4AB6>4 CDBL?4 GEC9LAB, ;4>DB=F9 @4EF9D GEF4AB6>< 
WinPcap. 
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j. #BE?9 QFB7B A4KATFES GEF4AB6>4 CDB7D4@@O Wireshark. %F4FGE 
GEF4AB6>< 5G89F BFB5D4:4FPES 6 BF89?PAB@ B>A9. #B ;469DL9A<< GEF4AB6>< 
A4:@<F9 >ABC>G Next (�4?99). 

 
k. �?S ;469DL9A<S CDBJ9EE4 GEF4AB6>< CDB7D4@@O Wireshark A4:@<F9 

Finish (�BFB6B). 

+4EFP 2: %5BD < 4A4?<; 84AAOI CDBFB>B?4 ICMP CB ?B>4?PAO@ G;?4@ 6 
CDB7D4@@9 Wireshark 

� K4EF< 2 QFB= ?45BD4FBDAB= D45BFO 6O 8B?:AO BFCD46<FP QIB-;4CDBE 
E CB@BMPR >B@4A8O ping A4 8DG7B= #� 6 ?B>4?PAB= E9F< < C9D9I64F<FP 
ICMP-;4CDBEO < BF>?<>< 6 CDB7D4@@9 Wireshark. �DB@9 FB7B, 64@ AG:AB 
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A4=F< A9B5IB8<@GR <AHBD@4J<R 6 EB5D4AAOI >48D4I. 1FBF 4A4?<; 
CB@B:9F CBASFP, >4> <ECB?P;GRFES ;47B?B6>< C4>9FB6 8?S C9D984K< 84AAOI 
CB @9EFG A4;A4K9A<S. 

,47 1: "CD989?<F9 48D9E4 <AF9DH9=EB6 64L97B #�. 
� 84AAB= ?45BD4FBDAB= D45BF9 64@ A9B5IB8<@B G;A4FP IP-48D9E 

>B@CPRF9D4 < H<;<K9E><= 48D9E E9F96B7B 484CF9D4, >BFBDO= A4;O649FES 
MAC-48D9EB@. 

a. "F>DB=F9 B>AB >B@4A8AB= EFDB><, 6698<F9 >B@4A8G ipconfig /all 
< A4:@<F9 >?46<LG ��"�. 

b. �4C<L<F9 IP-48D9E <AF9DH9=E4 #� <  �%-48D9E (H<;<K9E><= 
48D9E). 

 
c. "5@9AS=F9EP IP-48D9E4@< E 8DG7<@< GK4M<@<ES, AB CB>4 KFB A9 

EBB5M4=F9 <@ E6B=  �%-48D9E. 
,47 2: �4CGEF<F9 CDB7D4@@G Wireshark < A4KA<F9 C9D9I64F 84AAOI. 
a. !4 E6BT@ #� A4:@<F9 >ABC>G #GE> < A4=8<F9 Wireshark 6 EC<E>9 

CDB7D4@@. �64:8O A4:@<F9 A4 Wireshark.
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#D<@9K4A<9. %C<EB> <AF9DH9=EB6 @B:AB F4>:9 BF>DOFP, A4:46 A4 

;A4KB> C9D6B7B <AF9DH9=E4 6 DS8G ;A4K>B6. 
c. � B>A9 «Capture Interfaces» (#9D9I64F <AF9DH9=EB6) CDB7D4@@O 

Wireshark GEF4AB6<F9 H?4:B> DS8B@ E <AF9DH9=EB@, CB8>?RKTAAO@ > 
64L9= ?B>4?PAB= E9F<. 

 
 

b. �4CGEF<6 CDB7D4@@G Wireshark, A4:@<F9 A4 C4D4@9FD Interface list 
(%C<EB> <AF9DH9=EB6). 
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� 69DIA9= K4EF< B>A4 CDB7D4@@O Wireshark A4KATF CDB>DGK<64FPES 

<AHBD@4J<S. %FDB>< 84AAOI 6O89?SRFES D4;?<KAO@< J69F4@< 6 
;46<E<@BEF< BF CDBFB>B?4. 

 

#D<@9K4A<9. �E?< C9D9K<E?9AB A9E>B?P>B <AF9DH9=EB6 < 6O A9 
G69D9AO 6 FB@, >4>B= <; A<I AG:AB 6O5D4FP, A4:@<F9 >ABC>G Details 
(#B8DB5A99) < BF>DB=F9 6>?48>G 802.3 (Ethernet). '598<F9EP 6 FB@, KFB 
MAC-48D9E EBBF69FEF6G9F D9;G?PF4FG, >BFBDO= 6O CB?GK<?< 6 L479 1b. 
'598<6L<EP 6 CD46<?PABEF< <AF9DH9=E4, ;4>DB=F9 B>AB <AHBD@4J<<. 

 

d. #BE?9 QFB7B A4:@<F9 >ABC>G Start (!4K4FP), KFB5O A4K4FP C9D9I64F 
84AAOI. 
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e. �AHBD@4J<S @B:9F CDB>DGK<64FPES BK9AP 5OEFDB 6 ;46<E<@BEF< BF 
F<C4 E6S;< @9:8G #� < ?B>4?PAB= E9FPR. +FB5O B5?97K<FP CDBE@BFD < 
D45BFG E 84AAO@<, EB5D4AAO@< CDB7D4@@B= Wireshark, @B:AB CD<@9A<FP 
H<?PFD. � QFB= ?45BD4FBDAB= D45BF9 A4@ AG:AO FB?P>B CDBFB>B?PAO9 
5?B>< 84AAOI (PDU) ICMP (QIB-;4CDBE E CB@BMPR >B@4A8O ping). +FB5O 
6O69EF< A4 Q>D4A FB?P>B CDBFB>B?PAO9 5?B>< 84AAOI ICMP (QIB-;4CDBE E 
CB@BMPR >B@4A8O ping), 6 CB?9 H<?PFD4 6 69DIA9= K4EF< B>A4 CDB7D4@@O 
Wireshark 6698<F9 icmp < A4:@<F9 >?46<LG ��"� <?< >ABC>G Apply 
(#D<@9A<FP). 

 
f. #BE?9 QFB7B 6E9 84AAO9 6 69DIA9@ B>A9 <EK9;AGF, B8A4>B C9D9I64F 

FD4H<>4 6 <AF9DH9=E9 CDB8B?:<FES. "F>DB=F9 B>AB >B@4A8AB= EFDB><, 
>BFBDB9 6O BF>DO64?< D4A99, < BFCD46PF9 QIB- ;4CDBE E CB@BMPR >B@4A8O 
ping A4 IP-48D9E, CB?GK9AAO= BF 8DG7B7B GK4M97BES. "5D4F<F9 6A<@4A<9 A4 
FB, KFB 6 69DIA9= K4EF< B>A4 CDB7D4@@O Wireshark EAB64 CBS6SFES 84AAO9. 

 
#D<@9K4A<9. �E?< >B@CPRF9DO 8DG7<I GK4M<IES A9 BF69K4RF A4 

64L< QIB-;4CDBEO, QFB @B:9F 5OFP 6O;64AB F9@, KFB 5D4A8@4GQDO <I 
>B@CPRF9DB6 5?B><DGRF QF< ;4CDBEO. �AHBD@4J<R B FB@, >4> CDBCGEF<FP 
FD4H<> ICMP K9D9; 5D4A8@4GQD A4 #� E "% Windows 7, EB89D:<F 
#D<?B:9A<9 �. #DBCGE> FD4H<>4 ICMP K9D9; 5D4A8@4GQD. 
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g. "EF4AB6<F9 C9D9I64F 84AAOI, A4:46 A4 ;A4KB> Stop Capture 
("EF4AB6<FP C9D9I64F). 

,47 3: �;GK<F9 CB?GK9AAO9 84AAO9. 
� L479 3 A9B5IB8<@B CDB69D<FP 84AAO9, EHBD@<DB64AAO9 

QIB-;4CDBE4@< E CB@BMPR >B@4A8O ping #� 8DG7<I GK4M<IES. #DB7D4@@4 
Wireshark BFB5D4:49F 84AAO9 6 FDTI D4;89?4I: 1) 6 69DIA9@ D4;89?9 
BFB5D4:49FES EC<EB> CB?GK9AAOI >48DB6 PDU EB E6B8AB= <AHBD@4J<9= B5 
IP-C4>9F4I; 2) 6 ED98A9@ D4;89?9 CD<6B8<FES <AHBD@4J<S B PDU 8?S >48D4, 
6O5D4AAB7B 6 69DIA9@ D4;89?9 Q>D4A4, < 89?9A<9 >48D4 PDU A4 E?B< 
CDBFB>B?B6; 3) 6 A<:A9@ D4;89?9 CB>4;O64RFES A9B5D45BF4AAO9 84AAO9 
>4:8B7B GDB6AS. !9B5D45BF4AAO9 84AAO9 BFB5D4:4RFES >4> 6 
L9EFA48J4F9D<KAB@, F4> < 89ESF<KAB@ HBD@4F4I. 

 
a. �O59D<F9 PDU->48DO C9D6B7B ;4CDBE4 ICMP 6 69DIA9@ D4;89?9 

B>A4 CDB7D4@@O Wireshark. "5D4F<F9 6A<@4A<9 A4 FB, KFB 6 EFB?5J9 Source 
(�EFBKA<>) G>4;O649FES IP-48D9E 64L97B >B@CPRF9D4, 4 6 EFB?5J9 
«Destination» (!4;A4K9A<9) 4 IP-48D9E #�, >BFBDB@G 6O BFCD46<?< QIB- 
;4CDBE E CB@BMPR >B@4A8O ping. 
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%B6C4849F ?< MAC-48D9E <EFBKA<>4 E <AF9DH9=EB@ 64L97B 

>B@CPRF9D4? 
%B6C4849F ?< MAC-48D9E A4;A4K9A<S 6 CDB7D4@@9 Wireshark E 

MAC-48D9EB@ 8DG7B7B GK4M97BES? 
�4> 64L #� 6OK<E?<? MAC-48D9E #�, A4 >BFBDO= 5O? BFCD46?9A 

QIB-;4CDBE E CB@BMPR >B@4A8O ping? 
#D<@9K4A<9. � CD98O8GM9@ CD<@9D9 C9D9I64K9AAB7B ICMP-;4CDBE4 

84AAO9 CDBFB>B?4 ICMP <A>4CEG?<DGRFES 6AGFD< PDU-C4>9F4 IPv4 
(;47B?B6>4 IPv4), >BFBDO= ;4F9@ <A>4CEG?<DG9FES 6 C4>9F9 >48D4 Ethernet II 
(;47B?B6B> Ethernet II) 8?S C9D984K< CB ?B>4?PAB= E9F<. 

+4EFP 3: %5BD < 4A4?<; 84AAOI CDBFB>B?4 ICMP CB G84?TAAO@ G;?4@ 6 
CDB7D4@@9 Wireshark 

� K4EF< 3 6O 8B?:AO 5G89F9 BFCD46<FP QIB-;4CDBEO E CB@BMPR 
>B@4A8O ping A4 G84?TAAO9 G;?O (G;?O ;4 CD989?4@< ?B>4?PAB= E9F<) < 
<;GK<FP 84AAO9, EHBD@<DB64AAO9 QF<@< ;4CDBE4@<. �4F9@ 6O BCD989?<F9 
D4;?<K<S @9:8G QF<@< 84AAO@< < 84AAO@<, <;GK9AAO@< 6 K4EF< 2. 

,47 1: �4CGEF<F9 C9D9I64F 84AAOI 6 <AF9DH9=E9. 
a. !4:@<F9 A4 ;A4KB> Interface List (%C<EB> <AF9DH9=EB6), KFB5O 

EAB64 BF>DOFP EC<EB> <AF9DH9=EB6 #� 

 

b. !9 @9ASS 6O5BD PDU->48D4 6 69DIA9@ D4;89?9 CDB7D4@@O, C9D9=8<F9 6 
ED98A<= D4;89?. !4:@<F9 A4 E<@6B? + E?964 BF EFDB>< «Ethernet II», KFB5O G6<89FP 
 �%-48D9E4 <EFBKA<>4 < A4;A4K9A<S. 
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b. '598<F9EP 6 FB@, KFB A4CDBF<6 <AF9DH9=E4 ?B>4?PAB= E9F< 

GEF4AB6?9A H?4:B>, < A4:@<F9 >ABC>G Start (!4K4FP). 

 
c. #BS6<FES B>AB E CD98?B:9A<9@ EBID4A<FP CB?GK9AAO9 D4A99 

84AAO9 C9D98 A4K4?B@ AB6B7B C9D9I64F4. %BID4ASFP QF< 84AAO9 
A9B5S;4F9?PAB. !4:@<F9 >ABC>G Continue withoutSaving (#DB8B?:<FP 59; 
EBID4A9A<S). 

 
d. �>F<6<DB646 C9D9I64F 84AAOI, BFCD46PF9 QIB-;4CDBE E CB@BMPR 

>B@4A8O ping A4 E?98GRM<9 FD< URL-48D9E4: 
1) www.yahoo.com 
2) www.cisco.com 
3) www.google.com 
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#D<@9K4A<9. #D< BFCD46>9 QIB-;4CDBEB6 E CB@BMPR >B@4A8O ping A4 

G>4;4AAO9 URL-48D9E4 B5D4F<F9 6A<@4A<9 A4 FB, KFB E?G:54 8B@9AAOI 
<@9A (DNS) CD9B5D4;G9F URL 6 IP-48D9E. �4C<L<F9 IP-48D9E4, CB?GK9AAO9 
8?S >4:8B7B URL-48D9E4. 

e. "EF4AB6<F9 C9D9I64F 84AAOI, A4:46 A4 ;A4KB> Stop Capture 
("EF4AB6<FP C9D9I64F). 

 
a. #DBE@BFD<F9 EB5D4AAO9 84AAO9 < <;GK<F9 IP- < MAC-48D9E4 FDTI 

;4CDBL9AAOI 695-E4=FB6. !<:9 G>4:<F9 IP- < MAC-48D9E4 A4;A4K9A<S 8?S 
6E9I FD9I 695-E4=FB6. 

148D9E:$: MAC: 
248D9E:$: MAC: 
348D9E:$:MAC:�4>B64 BEB59AABEFP QF<I 84AAOI? 
b. �4> QF4 <AHBD@4J<S BF?<K49FES BF 84AAOI, CB?GK9AAOI 6 

D9;G?PF4F9 QIB-;4CDBEB6 ?B>4?PAOI G;?B6 6 K4EF< 2? 

 

 
,47 2: �;GK<F9 < CDB4A4?<;<DG=F9 84AAO9, CB?GK9AAO9 BF G84?TAAOI 

G;?B6. 
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�BCDBEO A4 ;4>D9C?9A<9 
#BK9@G CDB7D4@@4 Wireshark CB>4;O649F H4>F<K9E><= MAC-48D9E 

?B>4?PAOI G;?B6, AB A9 H4>F<K9E><= MAC-48D9E G84?TAAOI G;?B6? 
#D<?B:9A<9 �. #DBCGE> FD4H<>4 ICMP K9D9; 5D4A8@4GQD 
�E?< QIB-;4CDBEO E CB@BMPR >B@4A8O ping E 8DG7<I >B@CPRF9DB6 A9 

CDBIB8SF A4 64L #�, 6B;@B:AB, <I 5?B><DG9F 5D4A8@4GQD. � QFB@ 
CD<?B:9A<< BC<EO649FES, >4> CDBCGEF<FP QIB-;4CDBEO E CB@BMPR >B@4A8O 
ping K9D9; 5D4A8@4GQD < BF@9A<FP AB6B9 CD46<?B 5D4A8@4GQD4 CB 
;469DL9A<< ?45BD4FBDAB= D45BFO. 

,47 1: %B;84=F9 AB6B9 CD46<?B, D4;D9L4RM99 CDBIB:89A<9 
ICMP-FD4H<>4 K9D9; 5D4A8@4GQD. 

a. � C4A9?< GCD46?9A<S 6O59D<F9 CGA>F %<EF9@4 < 59;BC4EABEFP. 

 
b. � B>A9 «%<EF9@4 < 59;BC4EABEFP» 6O59D<F9 �D4A8@4GQD Windows. 

 
 

 

 



62 

 

 
d. � B>A9 «�BCB?A<F9?PAO9 C4D4@9FDO» 6O59D<F9 6 ?96B= 5B>B6B= 

C4A9?< #D46<?4 8?S 6IB8SM<I CB8>?RK9A<=, 4 ;4F9@ %B;84FP CD46<?B... 6 
CD46B= 5B>B6B= C4A9?<. 

 
e. "F>DB9FES @4EF9D EB;84A<S AB6OI CD46<? 8?S 6IB8SM<I 

CB8>?RK9A<=. � B>A9 «&<C CD46<?4» GEF4AB6<F9 C9D9>?RK4F9?P 
!4EFD4<649@O9, < A4:@<F9 >ABC>G �4?99. 

c. � ?96B= K4EF< B>A4 «�D4A8@4GQD Windows» 6O59D<F9 
�BCB?A<F9?PAO9 C4D4@9FDO. 
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f. � ?96B= C4A9?< 6O59D<F9 #DBFB>B?O < CBDFO < 6O59D<F9 CGA>F 

ICMPv4 6 D4E>DO64RM9@ES @9AR F<CB6 CDBFB>B?4. #BE?9 QFB7B A4:@<F9 
>ABC>G �4?99. 

g. � ?96B= C4A9?< 6O59D<F9 �@S < 6698<F9 6 EBBF69FEF6GRM99 CB?9 
Allow ICMP Requests. !4:@<F9 >ABC>G Finish (�BFB6B). 
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%B;84AAB9 CD46<?B CB;6B?<F 8DG7<@ GK4M<@ES CB?GK4FP QIB-BF>?<>< 

E 64L97B #�. 
,47 2: "F>?RK<F9 < G84?<F9 AB6B9 CD46<?B ICMP. 
#B ;469DL9A<< ?45BD4FBDAB= D45BFO A9B5IB8<@B BF>?RK<FP <?< 

G84?<FP AB6B9 CD46<?B, EB;84AAB9 6 L479 1. �4D<4AF "F>?RK<FP CD46<?B 
CB;6B?<F EAB64 6>?RK<FP 97B CD< A9B5IB8<@BEF<. #B?AB9 G84?9A<9 CD46<?4 
A46E9784 G84?<F 97B <; EC<E>4 CD46<? 8?S 6IB8SM<I CB8>?RK9A<=. 

a. � ?96B= K4EF< B>A4 «�BCB?A<F9?PAO9 A4EFDB=>< 59;BC4EABEF<» 
6O59D<F9 #D46<?4 8?S 6IB8SM<I CB8>?RK9A<= < A4=8<F9 CD46<?B, 
EB;84AAB9 6 L479 1. 
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b. +FB5O BF>?RK<FP CD46<?B, 6O59D<F9 64D<4AF "F>?RK<FP CD46<?B. 
#BE?9 QFB7B BA4 <;@9A<FES A4 64D<4AF �>?RK<FP CD46<?B. #D46<?B @B:AB 
6>?RK4FP < BF>?RK4FP. %BEFBSA<9 CD46<?4 BFB5D4:49FES 6 EFB?5J9 
«�>?RK9AB» EC<E>4 CD46<? 8?S 6IB8SM<I CB8>?RK9A<=. 
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�% I. 1�.,/�, .. nei 
<9,, �B@9A !9F 
<9.. +4EFAO=, .. !9F 
<9.. �B@9A !9F 
<9.. �B@9A !9F 
<9.. +4EFAO=, .. !9F 
<9 @ +4EFAO=, ,. !9F 
<9.. �B@9A !9F 
� $ �C@DA !$& 

c. +FB5O G84?<FP CD46<?B ICMP A46E9784, 6O59D<F9 64D<4AF '84?<FP. 
#BE?9 QFB7B 8?S D4;D9L9A<S ;4CDBEB6 ICMP QFB CD46<?B AG:AB 5G89F EB;84FP 
;4AB6B. 
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#D4>F<K9E>4O  D45BF4 6 : BCD989?9A<9 E9F96OI GEFDB=EF6 < 
>459?9= 

�484K<  
+4EFP 1. "CD989?9A<9 E9F96OI GEFDB=EF6 
" "C<L<F9 HGA>J<< < H<;<K9E><9 I4D4>F9D<EF<>< E9F96B7B 

GEFDB=EF64. +4EFP 2. "CD989?9A<9 E9F96B= ED98O 
" "C<L<F9 HGA>J<< < H<;<K9E><9 I4D4>F9D<EF<>< E9F96B= ED98O. 
�EIB8AO9 84AAO9/EJ9A4D<= 
�4> EBFDG8A<> BF89?4 F9IA<K9E>B= CB889D:><, 6O 8B?:AO G@9FP 

BCD989?SFP D4;?<KAB9 E9F96B9 B5BDG8B64A<9 < 97B HGA>J<R 6 
EBBF69FEF6GRM9= K4EF< E9F<. � 84AAB= ?45BD4FBDAB= D45BF9 6O CB?GK<F9 
8BEFGC > E9F96O@ GEFDB=EF64@ < ED989, BCD989?<F9 <I F<CO < 
I4D4>F9D<EF<><. 

+4EFP 1: "CD989?9A<9 E9F96OI GEFDB=EF6 
#D9CB8464F9?P CD98?B:<F 64@ BCD989?<FP D4;?<KAO9 E9F96O9 

GEFDB=EF64. �4:8B@G <; A<I 5G89F CD<E6B9A <89AF<H<>4J<BAAO= AB@9D. 
�4CB?A<F9 CD<698TAAGR A<:9 F45?<JG, G>4;46 <89AF<H<>4J<BAAO= 

AB@9D GEFDB=EF64, A4;64A<9 CDB<;6B8<F9?S < @B89?P GEFDB=EF64, F<C 
(>BAJ9AFD4FBD, >B@@GF4FBD <?< @4DLDGF<;4FBD), HGA>J<R (59ECDB6B8AB9 
GEFDB=EF6B, @4DLDGF<;4FBD, >B@@GF4FBD <?< >B@5<A4J<S HGA>J<=) < 
8DG7<9 H<;<K9E><9 I4D4>F9D<EF<><, A4CD<@9D >B?<K9EF6B F<CB6 
<AF9DH9=EB6. #9D64S EFDB>4 G:9 ;4CB?A9A4 6 >4K9EF69 B5D4;J4. 
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+4EFP 2: "CD989?9A<9 E9F96B= ED98O 
#D9CB8464F9?P CD98?B:<F 64@ BCD989?<FP D4;?<KAO9 E9F96O9 ED98O. 

�4@ A9B5IB8<@B A4;64FP E9F96GR ED98G, BCD989?<FP 9T F<C (@98AO9, 
BCFB6B?B>BAAO9 <?< 59ECDB6B8AO9 E9F<), 84FP >D4F>B9 BC<E4A<9 < G>4;4FP 
F<CO CB8>?RK49@OI E 9T CB@BMPR GEFDB=EF6. �4C<L<F9 QF< 84AAO9 6 
CD<698TAAGR A<:9 F45?<JG. #9D64S EFDB>4 G:9 ;4CB?A9A4 6 >4K9EF69 
B5D4;J4

      
�89AF<H<>4FB
D 

#DB<;6B8<F9?
P 

 B89?P &<C (GA>J<< (<;<K9E><9 
I4D4>F9D<EF<>< 

      
     2 CBDF4 Gigabit 

Ethernet 2 E?BF4 
EHWIC 

1 Cisco 1941  4DLDGF<;4F
BD 

 4DLDGF<;4F
BD 

2 E?BF4 
CompactFlash 
1 ISM-E?BF 
2 CBDF4 
>BAEB?<: USB, 
RJ-45 

2      

3      

4      

5      

6      
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�BCDBEO A4 ;4>D9C?9A<9 
�89 @B:AB A4=F< 8BCB?A<F9?PAGR <AHBD@4J<R B5 

<89AF<H<J<DB64AAB@ 64@< E9F96B@ B5BDG8B64A<<? 
  

�89AF<H
<>4FBD 

%9F964S 
ED984 

&<C "C<E4A<9, > K9@G CB8>?RK49FES 

1 UTP  98A
O= >459?P 

#B8>?RK49F E9F96B= 484CF9D < 
CBDFO Ethernet CDB6B8AB= E9F< A4 E9F96OI 
GEFDB=EF64I. #DS@B= >459?P >4F97BD<< 5. 
#B8>?RK49F C9DEBA4?PAO9 >B@CPRF9DO < 
@4DLDGF<;4FBDO > >B@@GF4FBD4@ < 
>B@@GF4J<BAAO@ C4A9?S@. 

2    

3    

4    

5    

6    
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#D4>F<K9E>4O  D45BF4 7: CDBE@BFD 84AAOI B 59ECDB6B8AOI < 
CDB6B8AOI E9F96OI 484CF9D4I 

�484K< 
+4EFP 1. "CD989?9A<9 E9F96OI 484CF9DB6 #� < D45BF4 E A<@< 
+4EFP 2. "CD989?9A<9 E9F96OI ;A4K>B6 B5?4EF< G698B@?9A<= < <I 

<ECB?P;B64A<9 
�EIB8AO9 84AAO9/EJ9A4D<= 
� 84AAB= ?45BD4FBDAB= D45BF9 6O 8B?:AO BCD989?<FP 8BEFGCABEFP < 

EBEFBSA<9 E9F96OI 484CF9DB6 A4 <ECB?P;G9@B@ #�. "% Windows CD98?4749F 
@AB:9EF6B ECBEB5B6 CDBE@BFD4 < CD<@9A9A<S E9F96OI 484CF9DB6. 

&4>:9 6 QFB= ?45BD4FBDAB= D45BF9 64@ AG:AB CB?GK<FP 8BEFGC > 
84AAO@ B E9F96B@ 484CF9D9 64L97B #� < <;@9A<FP 97B EBEFBSA<9. 

!9B5IB8<@O9 D9EGDEO 
" "8<A #� ("% Windows 7, Vista <?< XP E 86G@S E9F96O@< 

484CF9D4@<, CDB6B8AO@ < 59ECDB6B8AO@, 4 F4>:9 E 59ECDB6B8AO@ 
CB8>?RK9A<9@). 

#D<@9K4A<9. � A4K4?9 QFB= ?45BD4FBDAB= D45BFO CDB6B8AB= E9F96B= 
484CF9D >B@CPRF9D4 CB8>?RK<?< > B8AB@G <; 6EFDB9AAOI CBDFB6 
>B@@GF4FBD4 A4 59ECDB6B8AB@ @4DLDGF<;4FBD9 < 4>F<6<DB64?< CDB6B8AB9 
CB8>?RK9A<9 CB ?B>4?PAB= E9F<. �;A4K4?PAB 59ECDB6B8AB= E9F96B= 484CF9D 
5O? BF>?RKTA. �E?< CDB6B8AB= < 59ECDB6B8AB= E9F96O9 484CF9DO 
6>?RK9AO, >B@CPRF9DG 5G8GF CD<E6B9AO 864 D4;AOI IP-48D9E4, CD<KT@ 
59ECDB6B8AB= E9F96B= 484CF9D CB?GK<F CD<BD<F9F. 

+4EFP 1: "CD989?9A<9 E9F96OI 484CF9DB6 #� < D45BF4 E A<@< 
� K4EF< 1 6O BCD989?<F9 D4;?<KAO9 F<CO E9F96OI 484CF9DB6 6 

<ECB?P;G9@B@ #� < <;GK<F9 D4;AO9 ECBEB5O CB?GK9A<S 84AAOI B E9F96OI 
484CF9D4I, <I 6>?RK9A<S < BF>?RK9A<S. 

#D<@9K4A<9. �4AA4S #D4>F<K9E>4S  D45BF4  5O?4 6OCB?A9A4 A4 #� E 
"% Windows 7. �T @B:AB 6OCB?A<FP < 6 ?R5B= 8DG7B= <; G>4;4AAOI 69DE<= 
BC9D4J<BAAB= E<EF9@O Windows, B8A4>B C4D4@9FDO @9AR < B>A4 6 QFB@ 
E?GK49 @B7GF BF?<K4FPES. 

,47 1: �ECB?P;G=F9 «*9AFD GCD46?9A<S E9FS@< < B5M<@ 8BEFGCB@». 
a. "F>DB=F9 *9AFD GCD46?9A<S E9FS@< < B5M<@ 8BEFGCB@, A4:46 

>ABC>G #GE> > #4A9?P GCD46?9A<S > #DBE@BFD EBEFBSA<S E9F< < ;484K CB8 
;47B?B6>B@ «%9FP < �AF9DA9F» 

6 CD98EF46?9A<< CB >4F97BD<S@. 
b. � ?96B= K4EF< Q>D4A4 A4:@<F9 A4 EEO?>G �;@9A9A<9 C4D4@9FDB6 

484CF9D4. 
c. "F>DB9FES B>AB «%9F96O9 CB8>?RK9A<S» EB EC<E>B@ 8BEFGCAOI 

E9F96OI 484CF9DB6. � 84AAB@ B>A9 A4=8<F9 484CF9DO ?B>4?PAB= < 
59ECDB6B8AB= E9F<. 
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#D<@9K4A<9. � QFB@ B>A9 @B7GF BFB5D4:4FPES F4>:9 484CF9DO 

6<DFG4?PAB= K4EFAB= E9F< (VPN) < 8DG7<9 F<CO E9F96OI CB8>?RK9A<=. 
,47 2: #BD45BF4=F9 E 59ECDB6B8AO@ E9F96O@ 484CF9DB@. 
a. �O59D<F9 64D<4AF #B8>?RK9A<9 CB 59ECDB6B8AB= E9F< < A4:@<F9 

A4 A9T CD46B= >ABC>B= @OL<, KFB5O BF>DOFP D4E>DO64RM99ES @9AR. �E?< 
59ECDB6B8AB= E9F96B= 484CF9D BF>?RKTA, 6O59D<F9 64D<4AF �>?RK<FP. 
�E?< E9F96B= 484CF9D G:9 6>?RKTA, 6 69DIA9= EFDB>9 D4E>DO64RM97BES 
@9AR 5G89F G>4;4A 64D<4AF "F>?RK<FP. �E?< #B8>?RK9A<9 CB 
59ECDB6B8AB= E9F< A4 84AAO= @B@9AF BF>?RK9AB, 6O59D<F9 64D<4AF 
�>?RK<FP. 

 
b. !4:@<F9 CD46B= >ABC>B= @OL< A4 #B8>?RK9A<9 CB 59ECDB6B8AB= 

E9F< < 6O59D<F9 64D<4AF %BEFBSA<9. 

 
c. "F>DB9FES B>AB «%BEFBSA<9 CB8>?RK9A<S CB 59ECDB6B8AB= E9F<» E 

<AHBD@4J<9= B 59ECDB6B8AB@ EB98<A9A<<. 
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�4>B= <89AF<H<>4FBD SSID EBBF69FEF6G9F 59ECDB6B8AB@G 

@4DLDGF<;4FBDG 64L97B CB8>?RK9A<S? �4>B64 E>BDBEFP 64L97B 
59ECDB6B8AB7B CB8>?RK9A<S? d. !4:@<F9 >ABC>G #B8DB5A99, KFB5O 
BF>DOFP E6989A<S B E9F96B@ CB8>?RK9A<<.
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�4>B= MAC-48D9E CD<E6B9A 64L9@G 59ECDB6B8AB@G E9F96B@G 

484CF9DG? '>4;4AO ?< G 64E A9E>B?P>B DNS-E9D69DB6 IPv4? �4K9@ G>4;4AB 
A9E>B?P>B DNS-E9D69DB6? 

e. �;GK<6 E6989A<S B E9F96B@ CB8>?RK9A<<, A4:@<F9 >ABC>G 
�4>DOFP. 

f. "F>DB=F9 B>AB 66B84 >B@4A8O < 6698<F9 ipconfig /all. 

 
"5D4F<F9 6A<@4A<9 A4 FB, KFB ;89EP BFB5D4:49FES F4 :9 <AHBD@4J<S, 

KFB < 6 B>A9 E6989A<= B E9F96B@ CB8>?RK9A<< <; L474 d. 
g. �4>DB=F9 B>AB 66B84 >B@4A8AB= EFDB>< < B>AB E6989A<= B 

E9F96B@ CB8>?RK9A<<. #BE?9 QFB7B 6O 69DATF9EP 6 B>AB EBEFBSA<S 
59ECDB6B8AB7B E9F96B7B CB8>?RK9A<S. !4:@<F9 A4 %6B=EF64 
59ECDB6B8AB7B EB98<A9A<S. 

h. � B>A9 %6B=EF64 59ECDB6B8AB7B EB98<A9A<S BF>DB=F9 6>?48>G 
�9;BC4EABEFP. 
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i. "F>DB9FES <AHBD@4J<S B F<C9 @9D 59;BC4EABEF<, 89=EF6GRM<I A4 
CB8>?RKTAAB@ 59ECDB6B8AB@ @4DLDGF<;4FBD9. 'EF4AB6<F9 H?4:B> 
A4CDBF<6 64D<4AF4 #B>4;4FP E<@6B?O, KFB5O 6@9EFB E>DOFOI E<@6B?B6 
G6<89FP 89=EF6GRM<= >?RK 59;BC4EABEF< E9F<. #BE?9 QFB7B A4:@<F9 
>ABC>G OK

 
j. �4>DB=F9 B>A4 E6B=EF6 59ECDB6B8AB= E9F< < EBEFBSA<S E9F96B7B 

CB8>?RK9A<S. !4:@<F9 CD46B= >ABC>B= @OL< A4 64D<4AF #B8>?RK9A<9 CB 
59ECDB6B8AB= E9F< > #B8>?RK<FP/"F>?RK<FP. 

#BE?9 QFB7B 6 CD46B@ A<:A9@ G7?G Q>D4A4 CBS6<FES 6EC?O64RM99 
B>AB EB EC<E>B@ F9>GM<I CB8>?RK9A<=, 4 F4>:9 EC<EB> <89AF<H<>4FBDB6 
SSID, >BFBDO9 A4IB8SFES 6 8<4C4;BA9 59ECDB6B8AB7B E9F96B7B 484CF9D4 
64L97B #�. �E?< 6 CD46B= K4EF< QFB7B B>A4 9EFP CB?BE4 CDB>DGF><, 9T 
@B:AB <ECB?P;B64FP 8?S CDBE@BFD4 8BCB?A<F9?PAOI <89AF<H<>4FBDB6 
SSID
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l. �E?< 6O 6O5D4?< 59;BC4EAO= <89AF<H<>4FBD SSID, AG:AB 5G89F 
669EF< �?RK 59;BC4EABEF< 8?S SSID. �698<F9 >?RK 59;BC4EABEF< 8?S QFB7B 
<89AF<H<>4FBD4 SSID < A4:@<F9 >ABC>G OK. +FB5O A<>FB A9 E@B7 
CDBK<F4FP 66B8<@O9 E<@6B?O 6 CB?9 �?RK 59;BC4EABEF<, GEF4AB6<F9 
H?4:B> A4CDBF<6 64D<4AF4 %>DOFP E<@6B?O. 

 
k. �?S CB8>?RK9A<S > B8AB@G <; 8DG7<I G>4;4AAOI <89AF<H<>4FBDB6 

SSID 59ECDB6B8AB= E9F< 6O59D<F9 <AF9D9EGRM<= 64E <89AF<H<>4FBD < 
A4:@<F9 >ABC>G #B8>?RK<FP. 
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,47 3: #BD45BF4=F9 E CDB6B8AO@ E9F96O@ 484CF9DB@. 

a. � B>A9 «%9F96O9 CB8>?RK9A<S» A4:@<F9 CD46B= >ABC>B= @OL< A4 
#B8>?RK9A<9 CB ?B>4?PAB= E9F<, KFB5O BF>DOFP D4E>DO64RM<=ES EC<EB>. 
�E?< E9F96B= 484CF9D BF>?RKTA, 6>?RK<F9 97B < 6O59D<F9 64D<4AF 
%BEFBSA<9. 

#D<@9K4A<9. �?S CDBE@BFD4 EBEFBSA<S E9F96B7B 484CF9D4 #� 8B?:9A 
5OFP CB8>?RKTA > >B@@GF4FBDG <?< 4A4?B7<KAB@G GEFDB=EF6G E CB@BMPR 
>459?S Ethernet. ' @AB7<I 59ECDB6B8AOI @4DLDGF<;4FBDB6 9EFP A95B?PLB= 
6EFDB9AAO= >B@@GF4FBD E K9FODP@S Ethernet-CBDF4@<. �O @B:9F9 
CB8>?RK<FPES > B8AB@G <; QF<I CBDFB6 E CB@BMPR CDS@B7B >459?S Ethernet. 

 
b. "F>DB9FES B>AB «%BEFBSA<9 CB8>?RK9A<S CB ?B>4?PAB= E9F<». � 

AT@ BFB5D4:49FES <AHBD@4J<S B CDB6B8AB@ CB8>?RK9A<< > ?B>4?PAB= 
E9F<. 

 

 

 
+FB5O G6<89FP 84AAO9 48D9E4 ?B>4?PAB7B CB8>?RK9A<S, 

A4:@<F9 >ABC>G #B8DB5A99. 
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c. "F>DB=F9 B>AB 66B84 >B@4A8O < 6698<F9 ipconfig /all. !4=8<F9 
<AHBD@4J<R B CB8>?RK9A<< CB ?B>4?PAB= E9F< < ED46A<F9 9T E 
<AHBD@4J<9=, G>4;4AAB= 6 B>A9 «%6989A<S B E9F96B@ CB8>?RK9A<<» 

 
d. �4>DB=F9 6E9 B>A4 A4 D45BK9@ EFB?9. 
+4EFP 2: "CD989?9A<9 E9F96OI ;A4K>B6 B5?4EF< G698B@?9A<= < <I 

<ECB?P;B64A<9 
� K4EF< 2 6O 5G89F9 <ECB?P;B64FP E9F96O9 ;A4K>< 6 B5?4EF< 

G698B@?9A<= 8?S BCD989?9A<S < >BAFDB?S E9F96B7B 484CF9D4 A4 64L9@ #�. 
,47 1: �ECB?P;G=F9 ;A4KB> 59ECDB6B8AB= E9F<. 
a. +FB5O BF>DOFP 6EC?O64RM99 B>AB EB EC<E>B@ <89AF<H<>4FBDB6 

SSID 6 8<4C4;BA9 E9F96B7B 484CF9D4, A4:@<F9 A4 ;A4KB> �9ECDB6B8A4S E9FP 6 
B5?4EF< G698B@?9A<=. �E?< 6 B5?4EF< G698B@?9A<= BFB5D4:49FES ;A4KB> 

 

b. !4:@<F9 CGA>F "F>DOFP J9AFD GCD46?9A<S E9FS@< < B5M<@ 
8BEFGCB@. #D<@9K4A<9. 1FB 

5OEFDO= ECBEB5 BF>DOFP QFB B>AB. 
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59ECDB6B8AB= E9F<, QFB B;A4K49F, KFB 59ECDB6B8AB= E9F96B= 484CF9D 
D45BF49F. 

 
c. � ?96B= K4EF< Q>D4A4 A4:@<F9 A4 EEO?>G �;@9A9A<9 C4D4@9FDB6 

484CF9D4, KFB5O BF>DOFP B>AB «%9F96O9 CB8>?RK9A<S». 
d. !4:@<F9 CD46B= >ABC>B= @OL< A4 #B8>?RK9A<9 CB 

59ECDB6B8AB= E9F< < 6O59D<F9 64D<4AF "F>?RK<FP, KFB5O BF>?RK<FP 
59ECDB6B8AB= E9F96B= 484CF9D. 

 
e. #BE@BFD<F9 A4 B5?4EFP G698B@?9A<=. �A4KB> #B8>?RK9A<9 CB 

59ECDB6B8AB= E9F< 8B?:9A E@9A<FPES A4 ;A4KB> #DB6B8A4S E9FP, >BFBDO= 
CB>4;O649F, KFB 8?S E9F96B7B EB98<A9A<S <ECB?P;G9FES CDB6B8AB= E9F96B= 
484CF9D. 

 
#D<@9K4A<9. �E?< D45BF4RF B54 E9F96OI 484CF9D4, FB 6 B5?4EF< 

G698B@?9A<= BFB5D4:49FES ;A4KB> �9ECDB6B8A4S E9FP. 
,47 2: �BECB?P;G=F9EP ;A4K>B@ CDB6B8AB= E9F<. 
a. !4:@<F9 A4 ;A4KB> #DB6B8A4S E9FP. "5D4F<F9 6A<@4A<9 A4 FB, KFB 

59ECDB6B8AO9 
<89AF<H<>4FBDO SSID 5B?PL9 A9 BFB5D4:4RFES 6 QFB@ 6EC?O64RM9@ 

B>A9, AB 6B;@B:ABEFP BF>DOFP B>AB «*9AFD GCD46?9A<S E9FS@< < B5M<@ 
8BEFGCB@» EBID4A<?4EP. 
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b. !4:@<F9 "F>DOFP J9AFD GCD46?9A<S E9FS@< < B5M<@ 8BEFGCB@ > 

�;@9A<FP C4D4@9FDO 484CF9D4 < 6O59D<F9 64D<4AF �>?RK<FP 8?S C4D4@9FD4 
#B8>?RK9A<9 > 59ECDB6B8AB= E9F<. �A4KB> �9ECDB6B8A4S E9FP 8B?:9A 
;4@9A<FP ;A4KB> #DB6B8A4S E9FP 6 B5?4EF< G698B@?9A<=. 

 
,47 3: "CD989?<F9 ;A4KB> «"L<5>4 E9F<» 
a. � B>A9 «%9F96O9 CB8>?RK9A<S» BF>?RK<F9 64D<4AFO 

#B8>?RK9A<9 CB 59ECDB6B8AB= E9F< < #B8>?RK9A<9 CB ?B>4?PAB= E9F< . 
b. &9C9DP 6 B5?4EF< G698B@?9A<= BFB5D4:49FES ;A4KB> %9FP 

BF>?RK9A4, KFB G>4;O649F A4 BFEGFEF6<9 E9F96B7B CB8>?RK9A<S. 

 
 

 
!4:@<F9 A4 >D4EAO= ), KFB5O #� A4LT? < GEFD4A<? CDB5?9@G E 

E9F96O@ CB8>?RK9A<9@. %D98EF6B 8<47ABEF<>< CBCOF49FES GEFD4A<FP 
A9CB?48>< E E9FPR. 

d. �E?< QFB A9 CB@B7?B < E9F96B= 484CF9D A9 D45BF49F, D9>B@9A8G9FES 
A4=F< < GEFD4A<FP A9CB?48>< CB8>?RK9A<S 6DGKAGR. 

 

 

c. !4:@<F9 A4 QFBF ;A4KB>, KFB5O 69DAGFPES 6 D4;89? «*9AFD GCD46?9A<S 
E9FS@< < B5M<@ 8BEFGCB@» (<;GK<F9 EI9@G E9F< E69DIG). 
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#D<@9K4A<9. �E?< E9F96B= 484CF9D 6>?RKTA, AB A9 @B:9F GEF4AB6<FP 
E9F96B9 CB8>?RK9A<9, FB 6 B5?4EF< G698B@?9A<= CBS6?S9FES ;A4KB> "L<5>4 
E9F<. 

 
�E?< CBS6<?ES F4>B= ;A4KB>, @B:AB CBCOF4FPES D9L<FP QFG CDB5?9@G 

FBKAB F4> :9, >4> G>4;4AB 6 L479 3E. 
�BCDBEO A4 ;4>D9C?9A<9 
�4K9@ 4>F<6<DB64FP A4 #� 5B?PL9 B8AB7B E9F96B7B 484CF9D4? 
#D4>F<K9E>4O  D45BF4 8. #DBE@BFD MAC-48D9EB6 E9F96OI 

GEFDB=EF6 
&BCB?B7<O 

 
&45?<J4 48D9E4J<< 

 
�484K< 
+4EFP 1. !4EFDB=>4 GEFDB=EF6 < CDB69D>4 CB8>?RK9A<S +4EFP 2. 

"FB5D4:9A<9, BC<E4A<9 < 4A4?<;  �%-48D9EB6 Ethernet 
"5M<9 E6989A<S/EJ9A4D<= 
�4:8B9 GEFDB=EF6B 6 ?B>4?PAB= E9F< Ethernet BCD989?S9FES 

 �%-48D9EB@ GDB6AS 2. 1FBF 48D9E A4;A4K49FES CDB<;6B8<F9?9@ < ID4A<FES 
6 @<>DBCDB7D4@@AB@ B59EC9K9A<< E9F96B= C?4FO. � IB89 ?45BD4FBDAB= 
D45BFO 64@ CD98EFB<F <;GK<FP < CDB4A4?<;<DB64FP >B@CBA9AFO 
MAC-48D9E4, 4 F4>:9 CDBJ98GDO CB<E>4 F4>B= <AHBD@4J<< A4 >B@@GF4FBD9 
< #�. 

�O CB8>?RK<F9 B5BDG8B64A<9, >4> CB>4;4AB 6 FBCB?B7<<. �4F9@ 6O 
A4EFDB<F9 >B@@GF4FBD < #� 6 EBBF69FEF6<< E F45?<J9= 48D9E4J<< < 
CDBF9EF<DG9F9 A4EFDB9AAO9 >BAH<7GD4J<<, CDB69D<6 CB8>?RK9A<9 > E9F<. 

#BE?9 ;469DL9A<S A4EFDB=>< < CDB69D>< CB8>?RK9A<S > E9F< 6O 
8B?:AO 5G89F9 BF69F<FP A4 6BCDBEO B E9F96B@ B5BDG8B64A<<, <ECB?P;GS 
D4;?<KAO9 >B@4A8O 8?S CB?GK9A<S 84AAOI BF GEFDB=EF6. 

#D<@9K4A<9. �ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst 2960s E Cisco 
IOS 69DE<< 15.0(2) (B5D4; lanbasek9). �BCGE>49FES <ECB?P;B64A<9 8DG7<I 

 

 

    ,?R; 
CB 
G@B?K4A<R 

'EFDB
=EF6B 

�AF9D
H9=E 

IP-48D9
E 

 4E>4 
CB8E9F< 

S1 VLAN 
1 

192.168.
1.1 

255.255.
255.0 

4 

PC-A NIC 192.168.
1.3 

255.255.
255.0 

192.168.
1.1 
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@B89?9= >B@@GF4FBDB6 < 8DG7<I 69DE<= Cisco IOS. � ;46<E<@BEF< BF @B89?< 
GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < D9;G?PF4FO <I 
6OCB?A9A<S @B7GF BF?<K4FPES BF F9I, >BFBDO9 CB>4;4AO 6 ?45BD4FBDAOI 
D45BF4I. 

#D<@9K4A<9. '598<F9EP, KFB 6E9 A4EFDB=>< >B@@GF4FBD4 G84?9AO < 
;47DG;BKA4S >BAH<7GD4J<S BFEGFEF6G9F. �E?< 6O A9 G69D9AO, B5D4F<F9EP > 
<AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO 
" 1 >B@@GF4FBD (Cisco 2960 E #" Cisco IOS 69DE<< 15.0(2) E 

B5D4;B@ lanbasek9 <?< 4A4?B7<KA4S @B89?P) 
" 1 #� (CB8 GCD46?9A<9@ Windows 7 <?< 8 E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D, Tera Term) 
" �BAEB?PAO= >459?P 8?S A4EFDB=>< >B@@GF4FBD4 Cisco K9D9; 

>BAEB?PAO9 CBDFO 
" �459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9= 
+4EFP 1: !4EFDB=>4 GEFDB=EF6 < CDB69D>4 CB8>?RK9A<S 
� QFB= K4EF< 64@ A9B5IB8<@B A4EFDB<FP FBCB?B7<R E9F< < 54;B6O9 

C4D4@9FDO, F4><9 >4> IP-48D9E4 <AF9DH9=EB6 < <@S GEFDB=EF64. �4AAO9 B5 
<@9A< < 48D9E4I GEFDB=EF6 E@. 6 F45?<J4I FBCB?B7<< < 48D9E4J<<. 

,47 1: %B;84=F9 E9FP EB7?4EAB FBCB?B7<<. 
a. #B8>?RK<F9 GEFDB=EF64, CB>4;4AAO9 6 FBCB?B7<<, < >459?< 

EBBF69FEF6GRM<@ B5D4;B@. 
b. �>?RK<F9 6E9 GEFDB=EF64 6 FBCB?B7<<. 
,47 2: !4EFDB=F9 ^4-48D9E A4 #�. 
a. !4EFDB=F9 ^4-48D9E, @4E>G CB8E9F< < 48D9E L?R;4 CB 

G@B?K4A<R 8?S >B@CPRF9D4 PC-A. 
b. �; >B@4A8AB= EFDB>< >B@CPRF9D4 PC-A BFCD46PF9 QIB-;4CDBE 

A4 48D9E >B@@GF4FBD4. 'EC9LAB ?< 6OCB?A9A4 CDB69D>4 E6S;<? �4=F9 
CBSEA9A<9. 

Pinghasfailedbecause wedidn'tsetup Vlanl interfaceonSI yet. 
,47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >B@@GF4FBD4. 
� QFB@ L479 64@ A9B5IB8<@B A4EFDB<FP <@S GEFDB=EF64 < IP-48D9E, 4 

F4>:9 BF>?RK<FP A4 >B@@GF4FBD9 CB<E> DNS. 

b. !4;A4KPF9 >B@@GF4FBDG <@S G;?4 6 EBBF69FEF6<< E 
F45?<J9= 48D9E4J<<. 

c. "F>?RK<F9 CB<E> DNS. 

d. !4EFDB=F9 < 6>?RK<F9 <AF9DH9=E SVI 8?S E9F< VLAN 1. 
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a. #B8>?RK<F9EP > >B@@GF4FBDG E CB@BMPR >BAEB?< < C9D9=8<F9 6 
D9:<@ 7?B54?PAB= A4EFDB=><. 

,47 4: #DB69DPF9 CB8>?RK9A<9 > E9F<. 
"FCD46PF9 QIB-;4CDBE E >B@CPRF9D4 PC-A. 'EC9LAB ?< 6OCB?A9A4 

CDB69D>4 E6S;<? nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn 
+4EFP 2: "FB5D4:9A<9, BC<E4A<9 < 4A4?<;  �%-48D9EB6 Ethernet 
' >4:8B7B GEFDB=EF64 6 ?B>4?PAB= E9F< Ethernet 9EFP MAC-48D9E, 

>BFBDO= A4;A4K49FES CDB<;6B8<F9?9@ < ID4A<FES 6 @<>DBCDB7D4@@AB@ 
B59EC9K9A<< E9F96B= C?4FO. MAC-48D9E4 Ethernet <@9RF 8?<AG 48 5<FB6 < 
BFB5D4:4RFES 6 6<89 L9EF< A45BDB6 L9EFA48J4F9D<KAOI J<HD, >BFBDO9 
B5OKAB BF89?SRFES 8DG7 BF 8DG74 E CB@BMPR F<D9, 86B9FBK<S <?< FBK><. � 
E?98GRM9@ CD<@9D9 B8<A < FBF :9 MAC-48D9E CD98EF46?9A FD9@S 
D4;?<KAO@< ECBEB54@<. 

00-05-9A-3C-78-00 00:05:9A:3C:78:00 0005.9A3C.7800 
#D<@9K4A<9. MAC-48D9E4 A4;O64RF F4>:9 H<;<K9E><@< 48D9E4@<, 

4CC4D4FAO@< 48D9E4@< <?< 48D9E4@< Ethernet. 
�4@ A9B5IB8<@B 6OCB?A<FP >B@4A8O 8?S BFB5D4:9A<S  �%-48D9EB6 

A4 #� < >B@@GF4FBD9, 4 ;4F9@ CDB4A4?<;<DB64FP E6B=EF64 >4:8B7B 48D9E4. 
,47 1: #DB4A4?<;<DG=F9 MAC-48D9E E9F96B= C?4FO >B@CPRF9D4 

PC-A. 
#D9:89 K9@ 4A4?<;<DB64FP MAC-48D9E >B@CPRF9D4 PC-A, 

CBE@BFD<F9 CD<@9D E9F96B= C?4FO 8DG7B7B #�. �?S CDBE@BFD4 
 �%-48D9EB6 E9F96OI C?4F 6698<F9 >B@4A8G ipconfig /all . #D<@9D 
D9;G?PF4F4 6OCB?A9A<S 84AAB= >B@4A8O CB>4;4A A<:9. #D< <ECB?P;B64A<< 
>B@4A8O ipconfig /all CB@A<F9, KFB  �%-48D9E4 A4;O64RFES H<;<K9E><@< 
48D9E4@<. #D< KF9A<< MAC-48D9E4 E?964 A4CD46B C9D6O9 L9EFP 
L9EFA48J4F9D<KAOI J<HD B5B;A4K4RF CBEF46M<>4 (CDB<;6B8<F9?S) 
84AAB7B GEFDB=EF64. #9D6O9 L9EFP L9EFA48J4F9D<KAOI J<HD (3 54=F4) 
A4;O64RF F4>:9 GA<>4?PAO@ <89AF<H<>4FBDB@ BD74A<;4J<< (OUI). 1FBF 
FD9I54=FAO= >B8 A4;A4K49FES CBEF46M<>G BD74A<;4J<9= IEEE. +FB5O 
BCD989?<FP CDB<;6B8<F9?S, @B:AB 6BECB?P;B64FPES <AEFDG@9AFB@ 
www.macvendorlookup.com <?< CDBE@BFD9FP ;4D97<EFD<DB64AAO9 
<89AF<H<>4FBDO CDB<;6B8<F9?9= B5BDG8B64A<S A4 695-E4=F9 IEEE. 
�AHBD@4J<S CB OUI D4ECB?B:9A4 A4 E4=F9 IEEE CB E?98GRM9@G 48D9EG: 

http://standards.ieee.org/develop/regauth/oui/public.html. #BE?98A<9 
L9EFP J<HD 4 QFB E9D<=AO= AB@9D E9F96B= C?4FO, CD<E6B9AAO= 
CDB<;6B8<F9?9@. 

a. �ECB?P;GS D9;G?PF4FO 6OCB?A9A<S >B@4A8O ipconfig /all, BF69FPF9 
A4 E?98GRM<9 6BCDBEO. 
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"CD989?<F9 CDB<;6B8<F9?S E9F96B= C?4FO >B@CPRF9D4 PC-A. 

CISCOSYSTEMS, INC. 
,47 2: #DB4A4?<;<DG=F9 MAC-48D9E <AF9DH9=E4 F0/6 >B@@GF4FBD4 

S1. 
�?S BFB5D4:9A<S  �%-48D9E4 A4 >B@@GF4FBD9 @B:AB <ECB?P;B64FP 

D4;?<KAO9 >B@4A8O. 
4. % CB@BMPR >BAEB?< CB8>?RK<F9EP > >B@@GF4FBDG S1 < 6OCB?A<F9 

>B@4A8G show interfaces vlan 1, KFB5O A4=F< <AHBD@4J<R B  �%-48D9E9. 
#D<@9D CB>4;4A A<:9. +FB5O BF69F<FP A4 6BCDBEO, <ECB?P;G=F9 6OIB8AO9 
84AAO9, E79A9D<DB64AAO9 >B@@GF4FBDB@. 

�4>4S K4EFP MAC-48D9E4 QFB7B GEFDB=EF64 EBBF69FEF6G9F OUI? 
5%-26-0� 

�4>4S K4EFP MAC-48D9E4 QFB7B GEFDB=EF64 EBBF69FEF6G9F E9D<=AB@G 
AB@9DG? 
5555555555555555555555555555555555555555555555555555555555555555
5555555555555555 � CD<6989AAB@ 6OL9 CD<@9D9 BCD989?<F9 
CDB<;6B8<F9?S E9F96B= C?4FO. 

55555555555555555555555555555555555555555555555555555555555
555555555555555555555 

b. �698<F9 >B@4A8G ipconfig /all 6 >B@4A8AB= EFDB>9 A4 >B@CPRF9D9 
PC-A < BCD989?<F9 OUI 6  �%- 48D9E9 E9F96B= C?4FO >B@CPRF9D4 PC-A. 

55555555555555555555555555555555555555555555555555555555555
555555555555555555555 "CD989?<F9 E9D<=AO= AB@9D 6  �%-48D9E9 
E9F96B= C?4FO >B@CPRF9D4 PC-A. 
5555555555555555555555555555555555555555555555555555555555555555
5555555555555555 
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�4>B= MAC-48D9E <@99F <AF9DH9=E VLAN 1 A4 >B@@GF4FBD9 S1? 
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC �4>B= E9D<=AO= AB@9D 
G>4;4A 6 MAC-48D9E9 <AF9DH9=E4 VLAN 1? 

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC �4>B= OUI <@99F 
<AF9DH9=E VLAN 1? 

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC !4;B6<F9 CDB<;6B8<F9?S 
B5BDG8B64A<S EB7?4EAB OUI. 

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC +FB B;A4K49F bia? 

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC #BK9@G 6 D9;G?PF4F4I 
6OCB?A9A<S >B@4A8O 864:8O G>4;4A B8<A < FBF :9 MAC-48D9E? 
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCC 

b. �DG7B= ECBEB5 BFB5D4:9A<S  �%-48D9E4 A4 >B@@GF4FBD9 4 QFB 
>B@4A84 show arp. "FB5D4;<F9 MAC-48D9E E CB@BMPR >B@4A8O show arp. 
"A4 EBCBEF46?S9F 48D9E GDB6AS 2 E EBBF69FEF6GRM<@ 48D9EB@ GDB6AS 3. 
#D<@9D CB>4;4A A<:9. +FB5O BF69F<FP A4 6BCDBEO, <ECB?P;G=F9 6OIB8AO9 
84AAO9, E79A9D<DB64AAO9 >B@@GF4FBDB@. 
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�4><9 48D9E4 GDB6AS 2 BFB5D4:9AO A4 >B@@GF4FBD9 S1? 
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

nnnnnnnnnnnnnnnnnnnnnnnnn �4><9 48D9E4 GDB6AS 3 BFB5D4:9AO A4 
>B@@GF4FBD9 S1? 

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
nnnnnnnnnnnnnnnnnnnnnnnnn 

,47 3: #BE@BFD<F9 A4  �%-48D9E4 >B@@GF4FBD4. 
�OCB?A<F9 >B@4A8G show mac address-table A4 >B@@GF4FBD9 S1. 

#D<@9D CB>4;4A A<:9. +FB5O BF69F<FP A4 6BCDBEO, <ECB?P;G=F9 6OIB8AO9 

84AAO9, E79A9D<DB64AAO9 >B@@GF4FBDB@.  
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Vl
an 

Mac Address Type Port
s 

Al
l 

01
00. 

.
0ccc. 

cc
cc 

STATIC CPU 

Al
l 

01
00. 

.
0ccc. 

cc
cd 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
00 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
01 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
02 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

.00
03 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
04 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
05 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

.00
06 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

.00
07 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
08 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

.00
09 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
0a 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
0b 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
0c 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
0d 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
0e 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
0f 

STATIC CPU 

Al
l 

01
80. 

.
c2 00. 

00
10 

STATIC CPU 

Al
l 

fff
f. 

.
ffff. 

fff
f 

STATIC CPU 

1 5c
2 6. 

.
0a24. 

2a
60 

DYNAMI
C 

Fa0/
6 

Total Mac Addresses for this criterion: 21 
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"FB5D4;<? ?< >B@@GF4FBD MAC-48D9E >B@CPRF9D4 PC-A? �E?< 6O 

BF69F<?< «84», A4 >4>B@ CBDF9 BA A4IB8<?ES? 
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC �BCDBEO 8?S CB6FBD9A<S 
1.  B:9F9 ?< 6O <ECB?P;B64FP L<DB>B69M4F9?PAGR D4EEO?>G A4 

GDB6A9 2? �E?< 84, FB >4><@ 5G89F 99 MAC-48D9E? 
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC 
2. �4K9@ AG:AB ;A4FP MAC-48D9E GEFDB=EF64? 

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC 
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#D4>F<K9E>4O  D45BF4 9: <;GK9A<9 >48DB6 Ethernet E CB@BMPN 
CDB7D4@@O Wireshark 

&BCB?B7<O 

 
�484K< 
+4EFP 1. �;GK9A<9 CB?9= ;47B?B6>B6 6 >48D9 Ethernet II 
+4EFP 2. �4I64F < 4A4?<; >48DB6 Ethernet E CB@BMPR CDB7D4@@O 

Wireshark 
�EIB8AO9 84AAO9/EJ9A4D<= 
#D< 6;4<@B89=EF6<< CDBFB>B?B6 69DIA97B GDB6AS 84AAO9 CDBIB8SF 

GDB6A< 6;4<@B89=EF6<S BF>DOFOI E<EF9@ (OSI) < <A>4CEG?<DGRFES 6 >48DO 
GDB6AS 2. %FDG>FGD4 >48D4 ;46<E<F BF F<C4 8BEFGC4 > ED989 C9D984K< 
84AAOI. !4CD<@9D, 9E?< 6 >4K9EF69 CDBFB>B?B6 69DIA97B GDB6AS 
<ECB?P;GRFES TCP < IP, 4 F<C 8BEFGC4 > ED989 C9D984K< 4 Ethernet, FB 
<A>4CEG?SJ<S >48DB6 GDB6AS 2 CDB<EIB8<F K9D9; Ethernet II. 1FB F<C<KAB 
8?S ?B>4?PAB= ED98O. 

#D< <;GK9A<< >BAJ9CJ<= GDB6AS 2 CB?9;AB 4A4?<;<DB64FP 84AAO9 
;47B?B6>B6 >48DB6. � C9D6B= K4EF< QFB= ?45BD4FBDAB= D45BFO 6O E@B:9F9 
CBE@BFD9FP CB?S 6 >48D9 Ethernet II. �B 6FBDB= K4EF< 64@ CD98EFB<F 
;4I64F<FP < CDB4A4?<;<DB64FP CB?S ;47B?B6>B6 >48D4 Ethernet II 8?S 
?B>4?PAB7B < G84?TAAB7B FD4H<>4 E CB@BMPR CDB7D4@@O Wireshark. 

!9B5IB8<@O9 D9EGDEO 
" "8<A #� (Windows 7, Vista <?< XP E 6OIB8B@ 6 �AF9DA9F < 

GEF4AB6?9AAB= CDB7D4@@B= Wireshark) 
+4EFP 1: �;GK9A<9 CB?9= ;47B?B6>B6 6 >48D9 Ethernet II 
� K4EF< 1 6O <;GK<F9 CB?S < EB89D:4A<9 ;47B?B6>B6 6 >48D9 Ethernet II. 

�?S QFB7B 5G89F <ECB?P;B64FPES ;4I64F 84AAOI CDB7D4@@B= Wireshark. 
,47 1: #DBE@BFD<F9 8?<AO < BC<E4A<S CB?9= ;47B?B6>B6 Ethernet II. 

 

 

#D94@
5G?4 

�8D9
E 
A4;A4K9A<S 

�8D
9E 
<EFBKA<>4 

&<
C >48D4 

�4
AAO9 

�BAFDB?PA4S 
CBE?98B64F9?PABEFP >48D4 
(Frame Check 
Sequence-FCS) 

8 54=F 6 
54=F 

6 
54=F 

2 
54=F4 

BF 
46 8B 
1500 
54=F 

4 54=F4 
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,47 2: �;GK<F9 >BAH<7GD4J<R E9F< #�. 
IP-48D9E G;?4 #� 4 10.20.164.22, IP-48D9E L?R;4 CB G@B?K4A<R 4 

10.20.164.17. 

 
,47 3: �;GK<F9 >48DO Ethernet 6 84AAOI, ;4I64K9AAOI CDB7D4@@B= 

Wireshark. 
#B>4;4AAO= A<:9 D9;G?PF4F ;4I64F4 84AAOI 6 CDB7D4@@9 Wireshark 

BFB5D4:49F C4>9FO, >BFBDO9 5O?< E79A9D<DB64AO QIB-;4CDBEB@ G;?B6B7B 
#�, BFCD46?9AAO@ A4 L?R; CB G@B?K4A<R. � CDB7D4@@9 Wireshark 6>?RKTA 
H<?PFD 8?S CDBE@BFD4 FB?P>B ARP- < ICMP-CDBFB>B?B6. %94AE A4K<A49FES E 
ARP- ;4CDBE4  �%-48D9E4 @4DLDGF<;4FBD4 L?R;4, ;4 >BFBDO@ E?98GRF 
K9FOD9 QIB-;4CDBE4 E CB@BMPR >B@4A8O ping < BF>?<>4. 

 
,47 4: �;GK<F9 EB89D:4A<9 ;47B?B6>B6 Ethernet II 6 ARP-;4CDBE9. 
� CD<698TAAB= A<:9 F45?<J9 6O5D4A C9D6O= >48D <; 84AAOI, 

;4I64K9AAOI CDB7D4@@B= Wireshark, < BFB5D4:4RFES 84AAO9 6 CB?SI 
;47B?B6>B6 Ethernet 
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�4>B64 BEB59AABEFP EB89D:4A<S CB?S 48D9E4 A4;A4K9A<S? 
#BK9@G C9D98 C9D6O@ QIB-;4CDBEB@ E CB@BMPR >B@4A8O ping #� 

BFCD46?S9F L<DB>B69M4F9?PAGR D4EEO?>G ARP? 
!4;B6<F9 MAC-48D9E <EFBKA<>4 6 C9D6B@ >48D9. 

#B?9 �A4K9A<9 "C<E4A<9 

#D94@5G?4 !9 CB>4;4AB 
6 ;4I64F9 84AAOI 

� QFB@ CB?9 EB89D:4FES 
E<AIDBA<;<DB64AAO9 5<FO, B5D45BF4AAO9 
4CC4D4FAO@ B59EC9K9A<9@ E9F96B7B 484CF9D4. 

�8D9E 
A4;A4K9A<S 

,<DB>B69M
4F9?PA4S 

D4EEO?>4 
(ff:ff:ff:ff:ff:

fl) 

�8D9E4 GDB6AS 2 8?S >48D4. �?<A4 
>4:8B7B 48D9E4 EBEF46?S9F 48 5<F <?< 6 
B>F9FB6, 6OD4:9AAOI 12 
L9EFA48J4F9D<KAO@< J<HD4@<, 0-9,A-F .  

"5M<= HBD@4F 4 12:34:56:78:9A:BC. 
#9D6O9 L9EFP L9EFA48J4F9D<KAOI 

AB@9DB6 B5B;A4K4RF CDB<;6B8<F9?S E9F96B7B 
484CF9D4, 4 CBE?98A<9 4 E9D<=AO= AB@9D 
GEFDB=EF64. 

�8D9E A4;A4K9A<S @B:9F 5OFP 
L<DB>B69M4F9?PAO@ (EBEFBSM<@ FB?P>B <; 
98<A<J), ?<5B <A8<6<8G4?PAO@. �8D9E 
<EFBKA<>4 6E9784 <A8<6<8G4?PAO=. 

�8D9E 
<EFBKA<>4 

Dell 
24:2a:60 
(5c:26:0a:24:2a:60
) 

&<C >48D4 0x0806 � >48D4I Ethernet II QFB CB?9 EB89D:<F 
L9EFA48J4F9D<KAB9 ;A4K9A<9, >BFBDB9 

<ECB?P;G9FES 
8?S G>4;4A<S F<C4 CDBFB>B?4 69DIA97B 

GDB6AS 6 CB?9 
84AAOI. Ethernet II CB889D:<649F 

@AB:9EF6B CDBFB>B?B6 
69DIA97B GDB6AS. !4<5B?99 

D4ECDBEFD4A9AO E?98GRM<9 
864 F<C4 >48DB6: 
�A4K9A<9 "C<E4A<9 
0x0800 #DBFB>B? IPv4 
0x08 06  #DBFB>B? D4;D9L9A<S 48D9EB6 

(ARP) 
�4AAO9 ARP %B89D:<F <A>4CEG?<DB64AAO= 

CDBFB>B? 69DIA97B GDB6AS. #B?9 84AAOI 6 
8<4C4;BA9 BF 46 8B 1500 54=F. 

�BAFDB?PA4
S 
CBE?98B64F9?PABE
FP >48D4 (Frame 
Check 
Sequence-FCS) 

!9 CB>4;4AB 
6 ;4I64F9 84AAOI 

�BAFDB?PA4S CBE?98B64F9?PABEFP >48D4, 
<ECB?P;G9@4S E9F96O@ 484CF9DB@ 8?S 
6OS6?9A<S BL<5B> CD< C9D984K9 84AAOI. 
�A4K9A<9 6OK<E?S9FES >B@CPRF9DB@ 
BFCD46<F9?S, 6>?RK49F 48D9E4, F<C < CB?9 
84AAOI >48D4 < CDB69DS9FES CB?GK4F9?9@. 
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!4;B6<F9 <89AF<H<>4FBD CDB<;6B8<F9?S (OUI) E9F96B7B 484CF9D4 
<EFBKA<>4. �4>4S K4EFP  �%-48D9E4 EBBF69FEF6G9F OUI? 

!4;B6<F9 E9D<=AO= AB@9D E9F96B7B 484CF9D4 <EFBKA<>4. 
+4EFP 2: �4I64F < 4A4?<; >48DB6 Ethernet E CB@BMPR CDB7D4@@O 

Wireshark 
� K4EF< 2 6O 6BECB?P;G9F9EP CDB7D4@@B= Wireshark 8?S ;4I64F4 

?B>4?PAOI < G84?TAAOI >48DB6 Ethernet. �4F9@ 6O <;GK<F9 E6989A<S, 
EB89D:4M<9ES 6 CB?SI ;47B?B6>B6 >48DB6. 

,47 1: "CD989?<F9 IP-48D9E L?R;4 CB G@B?K4A<R A4 E6BT@ #�. 
"F>DB=F9 B>AB >B@4A8AB= EFDB>< < 6698<F9ipconfig. !4;B6<F9 

IP-48D9E L?R;4 #� CB G@B?K4A<R. , 
,47 2: !4KA<F9 ;4I64F FD4H<>4 A4 E9F96B@ 484CF9D9 E6B97B #�. 
a. "F>DB=F9 Wireshark. 
b. !4 C4A9?< <AEFDG@9AFB6 4A4?<;4FBD4 E9F< Wireshark A4:@<F9 

A4 ;A4KB> Interface List (%C<EB> <AF9DH9=EB6). 

 
E. � B>A9 Wireshark: Capture Interfaces (�4I64F <AF9DH9=EB6) 6O59D<F9 

<AF9DH9=E, 6 >BFBDB@ AG:AB A4K4FP ;4I64F FD4H<>4, GEF4AB6<6 
EBBF69FEF6GRM<= H?4:B>, < A4:@<F9 >ABC>G Start (#GE>). �E?< 6O A9 
;A49F9, >4>B= <AF9DH9=E 6O5D4FP, A4:@<F9 >ABC>G Details (%6989A<S), 
KFB5O BF>DOFP CB8DB5AGR <AHBD@4J<R B >4:8B@ <; G>4;4AAOI 
<AF9DH9=EB6. 

 

 

 

 

d. #BA45?R84=F9 ;4 FD4H<>B@ 6 B>A9 EC<E>4 C4>9FB6 (Packet List). 
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,47 3: % CB@BMPR H<?PFDB6 CDB7D4@@O Wireshark BFB5D4;<F9 A4 
Q>D4A9 FB?P>B FD4H<> ICMP. 

+FB5O E>DOFP A9AG:AO= FD4H<>, GEF4AB6<F9 EBBF69FEF6GRM<= 
H<?PFD Wireshark. (<?PFD A9 5?B><DG9F ;4I64F A9AG:AOI 84AAOI, 4 ?<LP 
BF5<D49F FB, KFB AG:AB CB>4;O64FP A4 Q>D4A9. !4 84AAO= @B@9AF D4;D9L9AB 
BFB5D4:9A<9 FB?P>B ICMP-FD4H<>4. 

� CB?9 Filter ((<?PFD) CDB7D4@@O Wireshark 6698<F9 icmp. #D< 
CD46<?PAB= A4EFDB=>9 H<?PFD4 CB?9 8B?:AB EF4FP ;9?TAO@. �E?< CB?9 EF4?B 
;9?TAO@, A4:@<F9 >ABC>G �pply (#D<@9A<FP), KFB5O CD<@9A<FP H<?PFD. 

 
,47 4: �; B>A4 >B@4A8AB= EFDB>< BFCD46PF9 QIB-;4CDBE E CB@BMPR 

>B@4A8O ping A4 L?R; #� CB G@B?K4A<R. 
�; B>A4 >B@4A8AB= EFDB>< BFCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O 

ping A4 L?R; CB G@B?K4A<R, <ECB?P;GS IP-48D9E, ;4C<E4AAO= 6 L479 1. 
,47 5: "EF4AB6<F9 ;4I64F FD4H<>4 A4 E9F96B@ 484CF9D9. 
+FB5O BEF4AB6<FP ;4I64F FD4H<>4, A4:@<F9 A4 ;A4KB> Stop Capture 

("EF4AB6<FP ;4I64F). 

 
,47 6: �;GK<F9 C9D6O= QIB-;4CDBE E CB@BMPR >B@4A8O ping 6 

CDB7D4@@9 Wireshark. 
�?46AB9 B>AB CDB7D4@@O Wireshark EBEFB<F <; FDTI D4;89?B6: C4A9?P 

EC<E>4 C4>9FB6 (669DIG), C4A9?P E6989A<= B C4>9F9 (CBE9D98<A9) < C4A9?P 
BFB5D4:9A<S C4>9F4 6 6<89 CBE?98B64F9?PABEF< 54=FB6 (6A<;G). �E?< 6O 
CD46<?PAB 6O5D4?< <AF9DH9=E 8?S ;4I64F4 C4>9FB6 6 L479 3, CDB7D4@@4 
Wireshark BFB5D4;<F 84AAO9 CDBFB>B?4 ICMP A4 C4A9?< EC<E>4 C4>9FB6, >4> 
CB>4;4AB 6 CD<698TAAB@ A<:9 CD<@9D9.
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a. !4 C4A9?< EC<E>4 C4>9FB6 (69DIA<= D4;89?) 6O59D<F9 C9D6O= 

G>4;4AAO= >48D. � EFB?5J9 Info (�AHBD@4J<S) CBS6<FES ;A4K9A<9 Echo 
(ping) request (QIB-;4CDBE E CB@BMPR >B@4A8O ping). %FDB>4 EF4A9F E<A9=. 

b. �;GK<F9 C9D6GR EFDB>G 6 C4A9?< E6989A<= B C4>9F9 6 ED98A9= 
K4EF< Q>D4A4. � QFB= EFDB>9 G>4;O649FES 8?<A4 >48D4 (6 84AAB@ CD<@9D9 4 
74 54=F4). 

c. �FBD4S EFDB>4 6 C4A9?< Packet Details (%6989A<S B C4>9F9) 
CB>4;O649F, KFB QFB >48D Ethernet II. &4>:9 BFB5D4:4RFES MAC-48D9E4 
<EFBKA<>4 < A4;A4K9A<S. 

!4;B6<F9 MAC-48D9E E9F96B7B 484CF9D4 QFB7B #�. 
!4;B6<F9 MAC-48D9E L?R;4 CB G@B?K4A<R. 
d. +FB5O CB?GK<FP 5B?PL9 <AHBD@4J<< B >48D9 Ethernet II, 

A4:@<F9 A4 ;A4KB> C?RE4 («+») 6 A4K4?9 6FBDB= EFDB><. "5D4F<F9 6A<@4A<9 
A4 FB, KFB ;A4KB> C?RE4 CD< QFB@ <;@9A<FES A4 ;A4KB> @<AGE4 («-»). 

!4;B6<F9 CB>4;4AAO= F<C >48D4. 
e. #BE?98A<9 869 EFDB>< ED98A97B D4;89?4 EB89D:4F <AHBD@4J<R 

B CB?9 84AAOI >48D4. "5D4F<F9 6A<@4A<9 A4 FB, KFB 84AAO9 EB89D:4F 
^4-48D9E4 <EFBKA<>4 < A4;A4K9A<S. 

!4;B6<F9 IP-48D9E <EFBKA<>4. 
!4;B6<F9 IP-48D9E A4;A4K9A<S. 
f. +FB5O 6O89?<FP QFG K4EFP >48D4 (6 L9EFA48J4F9D<KAB= E<EF9@9 

< ASCII) 6 C4A9?< BFB5D4:9A<S C4>9F4 6 6<89 CBE?98B64F9?PABEF< 54=FB6 
(A<:A<= D4;89?) A4:@<F9 A4 ?R5GR EFDB>G 6 ED98A9@ D4;89?9. !4:@<F9 A4 
EFDB>G Internet Control Message Protocol 6 ED98A9@ D4;89?9 < CBE@BFD<F9, KFB 
5G89F 6O89?9AB 6 C4A9?< BFB5D4:9A<S C4>9F4 6 6<89 CBE?98B64F9?PABEF< 
54=FB6. 
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g. !4:@<F9 A4 E?98GRM<= >48D 6 69DIA9@ D4;89?9 < <;GK<F9 >48D 

QIB-BF69F4. "5D4F<F9 6A<@4A<9 A4 FB, KFB  �%-48D9E4 <EFBKA<>4 < 
A4;A4K9A<S CB@9AS?<EP @9EF4@<, CBE>B?P>G @4DLDGF<;4FBD, >BFBDO= 
E?G:<F L?R;B@ CB G@B?K4A<R, BFCD46<? QFBF >48D 6 BF69F A4 C9D6O= 
QIB-;4CDBE E CB@BMPR >B@4A8O ping. 

�4>B9 GEFDB=EF6B < MAC-48D9E BFB5D4:4RFES 6 >4K9EF69 48D9E4 
A4;A4K9A<S? 

,47 7: #9D9;4CGEF<F9 ;4I64F C4>9FB6 6 CDB7D4@@9 Wireshark. 
!4:@<F9 A4 ;A4KB> Start Capture (!4K4FP ;4I64F), KFB5O A4K4FP AB6O= 

;4I64F 84AAOI 6 CDB7D4@@9 Wireshark. "F>DB9FES 6EC?O64RM99 B>AB E 
CD98?B:9A<9@ EBID4A<FP CD98O8GM<9 ;4I64K9AAO9 C4>9FO 6 H4=? C9D98 
A4K4?B@ AB6B7B ;4I64F4. !4:@<F9 >ABC>G Continue without Saving 
(#DB8B?:<FP 59; EBID4A9A<S). 

 
,47 8: +9D9; B>AB >B@4A8AB= EFDB>< BFCD46PF9 QIB-;4CDBE E 

CB@BMPR >B@4A8O ping A4 695-E4=F www.cisco.com. 
,47 9: "EF4AB6<F9 ;4I64F C4>9FB6. 

 
,47 10: �;GK<F9 AB6O9 84AAO9 A4 C4A9?< EC<E>4 C4>9FB6 6 CDB7D4@@9 

Wireshark. 
!4;B6<F9  �%-48D9E4 <EFBKA<>4 < A4;A4K9A<S 6 C9D6B@ >48D9 

QIB-;4CDBE4 E CB@BMPR >B@4A8O ping. 
�EFBKA<>: 

�4>B9 E?B6B B5D4;GRF CBE?98A<9 864 6O89?9AAOI B>F9F4? 
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!4;A4K9A<9: 
!4;B6<F9 IP-48D9E4 <EFBKA<>4 < A4;A4K9A<S 6 CB?9 84AAOI >48D4. 
�EFBKA<>: 
!4;A4K9A<9: 
%D46A<F9 QF< 48D9E4 E 48D9E4@<, CB?GK9AAO@< 6 L479 7. �;@9A<?ES 

FB?P>B IP-48D9E A4;A4K9A<S. #BK9@G IP-48D9E A4;A4K9A<S <;@9A<?ES, 4 
MAC-48D9E A4;A4K9A<S BEF4?ES CD9:A<@? 

�BCDBEO A4 ;4>D9C?9A<9 
#DB7D4@@4 Wireshark A9 BFB5D4:49F CB?9 CD94@5G?O ;47B?B6>4 >48D4. 

+FB EB89D:<F CD94@5G?4? 
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#D4>F<K9E>4O  D45BF4 10: CDBE@BFD ARP E CB@BMPN <AF9DH9=E4 
>B@4A8AB= EFDB>< Windows, <AF9DH9=E4 >B@4A8AB= EFDB>< IOS < 
Wireshark 

&BCB?B7<O 

 
&45?<J4 48D9E4J<< 

 
�484K< 
+4EFP 1. %B;84A<9 < A4EFDB=>4 E9F< 
+4EFP 2. �ECB?P;B64A<9 >B@4A8O ARP 6 "% Windows 
+4EFP 3. �ECB?P;B64A<9 >B@4A8O show arp 6 IOS 
+4EFP 4. �A4?<; B5@9A4 EBB5M9A<S@< ARP E CB@BMPR CDB7D4@@O 

Wireshark 
�EIB8AO9 84AAO9/EJ9A4D<= 
#DBFB>B? D4;D9L9A<S 48D9EB6 (ARP) <ECB?P;G9FES CDBFB>B?B@ 

TCP/IP 8?S EBCBEF46?9A<S IP-48D9E4 GDB6AS 3 E  �%-48D9EB@ GDB6AS 2. 
�B784 >48D CB@9M49FES 6 E9FP, BA 8B?:9A EB89D:4FP MAC-48D9E 

 

    ,?R; 
CB 
G@B?K4A<R 

'EFDB=
EF6B 

�AF9D
H9=E 

IP-48D9
E 

 4E>4 
CB8E9F< 

R1 G0/1 192.168.
1.1 

255.255.
255.0 

!98BEFG
CAB 

S1 VLAN 
1 

192.168.
1.11 

255.255.
255.0 

192.168.
1.1 

S2 VLAN 
1 

192.168.
1.12 

255.255.
255.0 

192.168.
1.1 

#�-� %9F96B
= 484CF9D 

192.168.
1.3 

255.255.
255.0 

192.168.
1.1 

#�-� %9F96B
= 484CF9D 

192.168.
1.2 

255.255.
255.0 

192.168.
1.1 
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A4;A4K9A<S. �?S 8<A4@<K9E>B7B BCD989?9A<S MAC-48D9E4 GEFDB=EF64 
A4;A4K9A<S CB ?B>4?PAB= E9F< BFCD46?S9FES L<DB>B69M4F9?PAO= ;4CDBE 
ARP. 'EFDB=EF6B, >BFBDB9 EB89D:<F IP-48D9E A4;A4K9A<S, BF69K49F, < 
MAC-48D9E ;4C<EO649FES 6 ARP->QL. �4:8B9 GEFDB=EF6B 6 ?B>4?PAB= E9F< 
<@99F EB5EF69AAO= ARP->QL <?< A95B?PLB= GK4EFB> 6 "�', 789 ID4ASFES 
D9;G?PF4FO ARP. &4=@9D ARP->QL4 G84?S9F ARP-;4C<E<, >BFBDO9 A9 
<ECB?P;B64?<EP 6 F9K9A<9 BCD989?TAAB7B C9D<B84 6D9@9A<. 

ARP 4 SD><= CD<@9D >B@CDB@<EE4 CDB<;6B8<F9?PABEF<. #D< 
BFEGFEF6<< >QL4 CDBFB>B? ARP 8B?:9A A9CD9DO6AB ;4CD4L<64FP 
FD4AE?SJ<R 48D9EB6 >4:8O= D4; CD< CB@9M9A<< >48D4 6 E9FP. � QFB@ E?GK49 
8?S GEF4AB6?9A<S E6S;< CD<546?S9FES 6D9@S B:<84A<S, KFB @B:9F 6O;64FP 
C9D97DG;>G ?B>4?PAB= E9F<. � A4B5BDBF, A9B7D4A<K9AAB9 6D9@S B:<84A<S 
@B:9F CD<69EF< > BL<5>4@ GEFDB=EF6, >BFBDO9 CB><84RF E9FP <?< @9ASRF 
48D9E GDB6AS 3. 

�8@<A<EFD4FBD E9F< 8B?:9A ;A4FP B CDBFB>B?9 ARP, 84:9 9E?< A9 
@B:9F E A<@ 6;4<@B89=EF6B64FP A4 D97G?SDAB= BEAB69. ARP 4 QFB 
CDBFB>B?, >BFBDO= CB;6B?S9F E9F96O@ GEFDB=EF64@ B5@9A<64FPES 84AAO@< 
E CDBFB>B?B@ TCP/IP. �9; A97B A96B;@B:AB QHH9>F<6AB CBEFDB<FP 
84F47D4@@G 8?S 48D9E4 A4;A4K9A<S GDB6AS 2. �DB@9 FB7B, ARP @B:9F 
EB;8464FP D<E>< 8?S 59;BC4EABEF<. )4>9DO <ECB?P;GRF ARP-ECGH<A7, <?< 
«BFD46?9A<9» ARP->QL4, 8?S 6A98D9A<S 6 E9F< A969DAOI  �%-48D9EB6. 
�?BG@OL?9AA<> 79A9D<DG9F ?B:AO= MAC-48D9E GEFDB=EF64, 6 D9;G?PF4F9 
K97B >48DO C9D984RFES A4 A969DAO= 48D9E A4;A4K9A<S. $GKA4S 
>BAH<7GD4J<S EF4F<K9E><I E6S;9= ARP 4 QFB B8<A <; ECBEB5B6 
CD98BF6D4M9A<S 4F4> A4 BEAB69 CDBFB>B?4 ARP. �, A4>BA9J, 8?S 
CD98BF6D4M9A<S A9E4A>J<BA<DB64AAB7B 8BEFGC4 > E9F< A4 GEFDB=EF64I 
Cisco @B:AB A4EFDB<FP EC<EB> 46FBD<;<DB64AAOI  �%-48D9EB6. 

� 84AAB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F BF>DOFP F45?<JG ARP E 
CB@BMPR >B@4A8 ARP 6 @4DLDGF<;4FBD4I Windows < Cisco. �DB@9 FB7B, 6O 
BK<EF<F9 ARP->QL < 8B546<F9 EF4F<K9E><9 ;4C<E< ARP. 

#D<@9K4A<9.  4DLDGF<;4FBDO, <ECB?P;G9@O9 A4 CD4>F<K9E><I 
;4ASF<SI CCNA: @4DLDGF<;4FBDO E <AF97D4J<9= E9D6<EB6 E9D<< Cisco 1941 
(ISR) GEF4AB6?9AAB= 69DE<< Cisco IOS 15.2(4) M3 (B5D4; universalk9). 
�ECB?P;G9@O9 >B@@GF4FBDO: E9@9=EF6B >B@@GF4FBDB6 Cisco Catalyst 2960 
69DE<< CISCO IOS 15.0(2) (B5D4; lanbasek9).  B:AB <ECB?P;B64FP 8DG7<9 
@4DLDGF<;4FBDO, >B@@GF4FBDO < 69DE<< CISCO IOS. � ;46<E<@BEF< BF 
@B89?< < 69DE<< Cisco IOS 6OCB?AS9@O9 8BEFGCAO9 >B@4A8O < 6O6B8O 
@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI 6 IB89 ?45BD4FBDAOI D45BF. 
&BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 E@. 6 F45?<J9 E6B8AB= <AHBD@4J<< B5 
<AF9DH9=E4I @4DLDGF<;4FBDB6 6 >BAJ9 84AAB= ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB <AHBD@4J<S, <@9RM4SES A4 
@4DLDGF<;4FBD9 < >B@@GF4FBD9, G84?9A4 < BA< A9 EB89D:4F H4=?B6 
;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO, KFB E@B:9F9 QFB E89?4FP, 
B5D4F<F9EP > <AEFDG>FBDG. 
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!9B5IB8<@O9 D9EGDEO 
" 1 @4DLDGF<;4FBD (Cisco 1941 E GA<69DE4?PAO@ B5D4;B@ M3 

69DE<< CISCO IOS 15.2(4) <?< 4A4?B7<KAO@) 
" 2 >B@@GF4FBD4 (Cisco 2960, #" CISCO IOS 69DE<< 15.0(2), B5D4; 

lanbasek9 <?< 4A4?B7<KAO=) 
" �64 #� (Windows 7, Vista <?< XP E GEF4AB6?9AAO@ Q@G?SFBDB@ 

F9D@<A4?4, A4CD<@9D Tera Term, < CDB7D4@@B= Wireshark) 
" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 CISCO IOS K9D9; 

>BAEB?PAO9 CBDFO 
" �459?< Ethernet 6 EBBF69FEF6<< E FBCB?B7<9= 
#D<@9K4A<9. �AF9DH9=EO Fast Ethernet A4 >B@@GF4FBD4I Cisco 2960 

BCD989?SRF F<C CB8>?RK9A<S 46FB@4F<K9E><, CBQFB@G @9:8G 
>B@@GF4FBD4@< S1 < S2 @B:AB <ECB?P;B64FP CDS@B= >459?P Ethernet. #D< 
<ECB?P;B64A<< >B@@GF4FBD4 Cisco 8DG7B= @B89?< @B:9F CBFD95B64FPES 
>DBEEB6O= >459?P Ethernet. 

+4EFP 1: %B;84A<9 < A4EFDB=>4 E9F< 
,47 1: #B8>?RK<F9 E9FP 6 EBBF69FEF6<< E FBCB?B7<9=. 
,47 2: !4EFDB=F9 IP-48D9E4 GEFDB=EF6 6 EBBF69FEF6<< E F45?<J9= 

48D9E4J<<. 
,47 3: #DB69DPF9 CB8>?RK9A<9 > E9F<, BFCD46<6 E #�-� QIB-;4CDBEO E 

CB@BMPR >B@4A8O ping A4 6E9 GEFDB=EF64. 
+4EFP 2: �ECB?P;B64A<9 >B@4A8O ARP 6 "% Windows 
�B@4A84 arp CB;6B?S9F CB?P;B64F9?R CDBE@4FD<64FP < <;@9ASFP 

ARP->QL 6 "% Windows. �B@4A84 66B8<FES 6 >B@4A8AGR EFDB>G Windows. 
,47 1: "FB5D4;<F9 ARP->QL. 
a. "F>DB=F9 B>AB >B@4A8AB= EFDB>< A4 #�-� < 6698<F9 arp. 
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b. �;GK<F9 6OIB8AO9 84AAO9. 
�4>4S >B@4A84 CB;6B?S9F BF

B5D4;<FP 6E9 ;4C<E< 6 
ARP->QL9? 

�4>4S >B@4A84 CB;6B?S9F G84?<FP 6E9 ;4C<E< 6 ARP->QL9 (BK<EF<FP 
ARP->QL)? 

�4>4S >B@4A84 CB;6B?S9F G84?<FP 6E9 ;4C<E< 6 ARP->QL9 8?S 
192.168.1.11? 

,47 2: !4EFDB=F9 ;4C<E< 6 ARP->QL 6DGKAGR. 
+FB5O G84?<FP ;4C<E< <; ARP->QL4, 6OCB?A<F9 >B@4A8G arp -d {inet- 

addr | *}.  B:AB G84?<FP 48D9E4 CB BF89?PABEF<, G>4;46 EBBF69FEF6GRM<9 
IP-48D9E4, ?<5B EF9D9FP ED4;G 6E9 ;4C<E< E CB@BMPR CB8EF4AB6BKAB7B 
E<@6B?4 *. 

'598<F9EP 6 FB@, KFB ARP->QL EB89D:<F E?98GRM<9 ;4C<E<: L?R; CB 
G@B?K4A<R R1 G0/1 (192.168.1.1), #�-� (192.168.1.2) < B54 >B@@GF4FBD4 
(192.168.1.11 < 192.168.1.12). 
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a. % #�-� BFCD46PF9 QIB-;4CDBEO E CB@BMPR >B@4A8O ping A4 6E9 
48D9E4 6 F45?<J9 48D9EB6. 

b. '598<F9EP 6 FB@, KFB 6E9 48D9E4 8B546?9AO 6 ARP->QL. �E?< 
48D9E 6 ARP->QL9 BFEGFEF6G9F, BFCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O 
ping A4 48D9E A4;A4K9A<S < CDB69DPF9, 8B546?9A ?< 48D9E 6 ARP->QL. 

 

 
c. "F>DB=F9 >B@4A8AGR EFDB>G BF <@9A< 48@<A<EFD4FBD4. !4:@<F9 

>ABC>G #GE> < 6 CB?9 �4=F< ?@>7@4@@O < D4=?O 6698<F9 >B@4A8G cmd. 
�B784 CBS6<FES ;A4KB> cmd, A4:@<F9 A4 A97B CD46B= >ABC>B= @OL< < 
6O59D<F9 C4D4@9FD �4CGE> BF <@9A< 48@<A<EFD4FBD4. !4:@<F9 >ABC>G �4, 
KFB5O D4;D9L<FP QFB= CDB7D4@@9 6ABE<FP <;@9A9A<S. 

#D<@9K4A<9. #B?P;B64F9?S@ Windows XP 8?S <;@9A9A<S ;4C<E9= 6 
ARP->QL9 CD464 48@<A<EFD4FBD4 A9 FD95GRFES. 

 

92, 1
6 

8
. 

1.2 
0- 

¥
5
0- 

56
- 

¥
be
- 

¥
f6
- 

b 
dy

namic 

92, 1
6 

8
. 

1.1
1 c- 

¥
d
9- 

96
- 

8- 
¥

8a
- 

0 
dy

namic 

92. 1
6 

8
. 

1.1
2 c- 

¥
d
9- 

96
- 

2- 40
- 

0 
dy

namic 

92. 1
6 

8
. 

1.2
55 f- f ff- f- f- f 

sta
tic 

24. 0
. 

. 
22 

1- 0 5e
- 

0- 0- 6 
sta

tic 

24. 0
. 

. 
252 

1- 0 5e
- 

0- 0- c 
sta

tic 

39. 25
5. 

255
.250 1- 0 5e

- 

¥
7f
- 

f- a 
sta

tic 
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d. � B>A9 >B@4A8AB= EFDB>< 48@<A<EFD4FBD4 6698<F9 arp -d *. 1F4 

>B@4A84 G84?<F 6E9 ;4C<E< <; ARP->QL4. '598<F9EP 6 FB@, KFB 6E9 ;4C<E< <; 
ARP->QL4 G84?9AO. �?S QFB7B 6 >B@4A8AB= EFDB>9 6698<F9 arp -a. 

C:\windows\system32> arp -d * C:\windows\system32> arp -a No ARP 
Entries Found. 

e. #B8B:8<F9 A9E>B?P>B @<AGF. #DBFB>B? B5A4DG:9A<S EBE989= 
EAB64 A4K<A49F ;4CB?ASFP ARP->QL. 

C:\Users\User1> arp -a 
Interface: 192.168.1.3  --  0xb 

 
f. % #�-� BFCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 #�-� 

(192.168.1.2) < >B@@GF4FBDO (192.168.1.11 < 192.168.1.12), KFB5O 8B546<FP 
;4C<E< ARP. '598<F9EP 6 FB@, KFB 6E9 ;4C<E< ARP 8B546?9AO 6 ARP->QL. 

 

 

 
#D<@9K4A<9. � Windows XP CDBFB>B? B5A4DG:9A<S EBE989= A9 

D45BF49F. 

C:\Users\User1> arp -a 
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g. �4C<L<F9 H<;<K9E><= 48D9E >B@@GF4FBD4 S2. 
h. +FB5O G84?<FP BF89?PAGR ;4C<EP ADR, 6698<F9 >B@4A8G arp- d 

inet-addr. +FB5O G84?<FP ;4C<EP ARP 8?S >B@@GF4FBD4 S2, 6 >B@4A8AB= 
EFDB>9 6698<F9 arp -d 192.168.1.12. 

C:\windows\system32> arp -d 192.168.1.12 
i. +FB5O CDB69D<FP, G84?9A4 ?< ;4C<EP ARP 8?S >B@@GF4FBD4 S2 <; 

ARP->QL4, 6698<F9 arp -a. 

 
j. �?S 8B546?9A<S BF89?PAB= ;4C<E< ARP 6698<F9 >B@4A8G arp -s 

inet_addr mac_addr. � 84AAB@ CD<@9D9 5G8GF <ECB?P;B64FPES IP- < 
MAC-48D9E4 8?S >B@@GF4FBD4 S2. �ECB?P;G=F9 MAC-48D9E, ;4C<E4AAO= 6 
L479 g. 

C:\windows\system32> arp -s 192.168.1.12 0c-d9-96-d2-40-40 k. �4C<EP 
ARP 8?S >B@@GF4FBD4 S2 8B?:A4 8B546<FPES 6 >QL. 

+4EFP 3: �ECB?P;B64A<9 >B@4A8O show arp 6 IOS 
� Cisco IOS ARP->QL @4DLDGF<;4FBDB6 < >B@@GF4FBDB6 @B:AB F4>:9 

BFB5D4:4FP E CB@BMPR >B@4A8 show arp <?< show ip arp. 
,47 1: "FB5D4;<F9 ;4C<E< ARP A4 @4DLDGF<;4FBD9 R1. 

 
"5D4F<F9 6A<@4A<9 A4 FB, KFB C9D64S ;4C<EP <AF9DH9=E4 

@4DLDGF<;4FBD4 G0/1 (L?R; CB G@B?K4A<R 8?S ?B>4?PAB= E9F<) A9 <@99F 
EDB>4 :<;A<. %DB> :<;A< 4 QFB >B?<K9EF6B @<AGF (@<A), A4 CDBFS:9A<< 
>BFBDOI ;4C<EP EB89D:4?4EP 6 ARP->QL9. �?S 8DG7<I ;4C<E9= QFB ;A4K9A<9 
G69?<K<649FES. #DBFB>B? B5A4DG:9A<S EBE989= ;4CB?AS9F ;4C<E< IP- < 
 �%-48D9EB6 A4 #�-� < #�-�. 

,47 2: �B546PF9 ;4C<E< ARP A4 @4DLDGF<;4FBD R1. 
�4C<E< ARP @B:AB 8B546?SFP 6 ARP-F45?<JG @4DLDGF<;4FBD4, 

BFCD46?SS QIB-;4CDBEO E CB@BMPR >B@4A8O ping A4 8DG7<9 GEFDB=EF64. 
a. "FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping E CB@BMPR 

>B@4A8O ping A4 >B@@GF4FBD S1. 

C:\Users\User1> arp -a 

 

 

b. '598<F9EP 6 FB@, KFB ;4C<EP ARP 8?S >B@@GF4FBD4 S2 8B546?9A4 6 
F45?<JG ARP >B@@GF4FBD4 S1. 
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,47 4: �B546PF9 ;4C<E< ARP A4 >B@@GF4FBD9 S1. 
�4C<E< ARP @B:AB F4>:9 8B546?SFP 6 ARP-F45?<JG >B@@GF4FBD4, 

BFCD46?SS QIB-;4CDBEO E CB@BMPR >B@4A8O ping A4 8DG7<9 GEFDB=EF64. 
a. % >B@@GF4FBD4 S1 BFCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 

>B@@GF4FBD S2. 

 
b. '598<F9EP 6 FB@, KFB ;4C<EP ARP 8?S >B@@GF4FBD4 S1 8B546?9A4 6 

F45?<JG ARP @4DLDGF<;4FBD4 R1. 

R1# show ip arp 
Pr

otocol 
A

ddress 
Age 

(min) 
Hardwar

e Addr 
T

ype 
Interface 

In
ternet 

1
92.168. 1

. 

- d48c.b5
ce.a0c1 

A
RPA 

GigabitEthe
rnet0/1 

In
ternet 

1
92.168. . 

6 0050.56
be.f6db 

A
RPA 

GigabitEthe
rnet0/1 

In
ternet 

1
92.168. . 3 

6 0050.56
be.768c 

A
RPA 

GigabitEthe
rnet0/1 

In
ternet 

1
92.168. . 1 

0 0cd9.96
e8.8a40 

A
RPA 

GigabitEthe
rnet0/1 

R1# 

,47 3: "FB5D4;<F9 ;4C<E< ARP A4 >B@@GF4FBD9 S1. 
S1# show ip arp 

Protocol Addres
s 

  Age (min) Hardware 
Addr 

Type Interface 

Internet 192.16
8. 

1
. 

1 46 d48c.b5ce.a0c
1 

ARP
A 

Vlan1 

Internet 192.16
8. 

1
. 

2 8 0050.56be.f6d
b 

ARP
A 

Vlan1 

Internet 192.16
8. 

1
. 

3 8 0050.56be.768
c 

ARP
A 

Vlan1 

Internet 192.16
8. 

1
. 

11 - 0cd9.96e8.8a4
0 

ARP
A 

Vlan1 

S1# 
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+4EFP 4: �A4?<; B5@9A4 EBB5M9A<S@< ARP E CB@BMPR CDB7D4@@O 

Wireshark 
� K4EF< 4 64@ CD98EFB<F <;GK<FP B5@9A EBB5M9A<S@< ARP, <ECB?P;GS 

CDB7D4@@G Wireshark 8?S <I ;4I64F4 < BJ9A><. �DB@9 FB7B, 6O 
CDB4A4?<;<DG9F9 ;489D:>< E9F<, 6O;64AAO9 B5@9AB@ EBB5M9A<S@< ARP 
@9:8G GEFDB=EF64@<. 

,47 1: !4EFDB=F9 CDB7D4@@G Wireshark 8?S ;4I64F4 C4>9FB6. 
a. �4CGEF<F9 CDB7D4@@G Wireshark. 
b. �O59D<F9 E9F96B= <AF9DH9=E, >BFBDO= 5G89F9 <ECB?P;B64FP 8?S 

;4I64F4 EBB5M9A<= ARP. 
,47 2: �4I64F<F9 < BJ9A<F9 EBB5M9A<S ARP. 
a. !4KA<F9 ;4I64F C4>9FB6 6 CDB7D4@@9 Wireshark. % CB@BMPR 

H<?PFD4 BFB5D4;<F9 FB?P>B C4>9FO ARP. 
b. "K<EF<F9 ARP->QL, A45D46 6 >B@4A8AB= EFDB>9 >B@4A8G arp -d 

*. 
c. '598<F9EP 6 FB@, KFB ARP->QL BK<M9A. 
d. "FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 L?R; CB 

G@B?K4A<R E CB@BMPR >B@4A8O ping 192.168.1.1. 
e. #BE?9 BFCD46>< QIB-;4CDBE4 A4 L?R; CB G@B?K4A<R BEF4AB6<F9 

;4I64F 84AAOI CDB7D4@@B= Wireshark. 
f. � ;4I64K9AAOI 84AAOI A4=8<F9 EBB5M9A<S ARP 6 C4A9?< 

E6989A<= B C4>9F4I. �4>B= C4>9F ARP 5O? C9D6O@?  
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,47 3: #DB4A4?<;<DG=F9 ;489D:>< E9F<, 6O;64AAO9 ARP. 
a. "K<EF<F9 ;4C<E< ARP A4 #�-�. 
b. !4KA<F9 ;4I64F 84AAOI CDB7D4@@B= Wireshark. 
c. "FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 >B@@GF4FBD 

S2 (192.168.1.12). 1IB-;4CDBE E CB@BMPR >B@4A8O ping, BFCD46?9AAO= 
CBE?9 C9D6B7B QIB-;4CDBE4, 8B?:9A 5OFP GEC9LAO@. 

#D<@9K4A<9. �E?< 6E9 QIB-;4CDBEO GEC9LAO, A9B5IB8<@B 
C9D9;47DG;<FP >B@@GF4FBD S1, KFB5O CDBE@BFD9FP ;489D:>< E9F< <;-;4 ARP. 

 

 
d. #BE?9 BFCD46?9A<S QIB-;4CDBEB6 E CB@BMPR >B@4A8O ping 

BEF4AB6<F9 ;4I64F 84AAOI CDB7D4@@B= Wireshark. % CB@BMPR H<?PFD4 
BFB5D4;<F9 FB?P>B 84AAO9 ARP < ICMP. � CB?9 Filter: ((<?PFD) CDB7D4@@O 
Wireshark 6698<F9 arp <?< icmp. 

e. �;GK<F9 ;4I64K9AAO9 84AAO9. � 84AAB@ CD<@9D9 >48D 10 4 QFB 
C9D6O= ICMP->48D, BFCD46?9AAO= E #�-� A4 >B@@GF4FBD S1. #BE>B?P>G 8?S 
>B@@GF4FBD4 S1 A9F ;4C<E< ARP, A4 IP-48D9E GCD46?9A<S >B@@GF4FBD4 S1 
5O? BFCD46?9A ARP-;4CDBE A4 CB?GK9A<9  �%-48D9E4. � CDBJ9EE9 B5@9A4 
84AAO@< ARP QIB-;4CDBE E CB@BMPR >B@4A8O ping A9 CB?GK<? BF>?<> ;4 
BF698TAAB9 6D9@S (>48DO 8-12). 

#BE?9 8B546?9A<S ;4C<E< ARP 8?S >B@@GF4FBD4 S1 6 ARP->QL 
CBE?98A<9 FD< B5@9A4 84AAO@< ICMP 5O?< GEC9LAO, B K9@ 
E6<89F9?PEF6GRF >48DO 26, 27 < 30-33. 

�4> CB>4;4AB 6 ;4I64F9 84AAOI Wireshark, ARP 4 QFB SD><= CD<@9D 
>B@CDB@<EE4 CDB<;6B8<F9?PABEF<. #D< BFEGFEF6<< >QL4 CDBFB>B? ARP 

�4CB?A<F9 CD<698TAAGR A<:9 F45?<JG 84AAO@< 6FBDB7B 
;4I64K9AAB7B C4>9F4 ARP. 

#B?9 �A4K9A<9 

MAC-48D9E BFCD46<F9?S  

IP-48D9E BFCD46<F9?S  

MAC-48D9E A4;A4K9A<S  

IP-48D9E A4;A4K9A<S  
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8B?:9A A9CD9DO6AB ;4CD4L<64FP FD4AE?SJ<R 48D9EB6 >4:8O= D4; CD< 
CB@9M9A<< >48D4 6 E9FP. � QFB@ E?GK49 8?S GEF4AB6?9A<S E6S;< 
CD<546?S9FES 6D9@S B:<84A<S, KFB @B:9F 6O;64FP C9D97DG;>G ?B>4?PAB= 
E9F<. 

 
�BCDBEO A4 ;4>D9C?9A<9 
1. �4> < >B784 G84?SRFES EF4F<K9E><9 ;4C<E< ARP? 
2. �4K9@ 8B546<FP EF4F<K9E><9 ;4C<E< ARP 6 >QL? 
3. �E?< ARP-;4CDBEO ECBEB5AO 6O;O64FP ;489D:>< E9F<, CBK9@G A9 

D9>B@9A8G9FES EA<@4FP B7D4A<K9A<S A4 6D9@S B:<84A<S BF>?<>4 8?S 
;4C<E9= ARP? 
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%6B8A4S F45?<J4 <AF9DH9=E4 @4DLDGF<;4FBD4 

 
  

"5M<9 E6989A<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD
4 

�AF9DH9=
E Ethernet #1 

�AF9DH9=
E Ethernet #2 

#BE?98B64F
9?PAO= 
<AF9DH9=E #1 

#BE?98B64F
9?PAO= 
<AF9DH9=E #2 

1800 Fast 
Ethernet 0/0 
(F0/0) 

Fast 
Ethernet 0/1 
(F0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

1900 Gigabit 
Ethernet 0/0 
(G0/0) 

Gigabit 
Ethernet 0/1 
(G0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

2801 Fast 
Ethernet 0/0 
(F0/0) 

Fast 
Ethernet 0/1 
(F0/1) 

Serial 0/1/0 
(S0/1/0) 

Serial 0/1/1 
(S0/1/1) 

2811 Fast 
Ethernet 0/0 
(F0/0) 

Fast 
Ethernet 0/1 
(F0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

2900 Gigabit 
Ethernet 0/0 
(G0/0) 

Gigabit 
Ethernet 0/1 
(G0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 
<AF9DH9=EO 8?S BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ 
<AF9DH9=EB6. !9 EGM9EF6G9F QHH9>F<6AB7B ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< 
A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6. 1F4 F45?<J4 6>?RK49F 6 E95S 
<89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < CBE?98B64F9?PAOI <AF9DH9=EB6 6 
GEFDB=EF69. � F45?<JG <AF9DH9=EB6 A9 6>?RK9AO <AO9 F<CO <AF9DH9=EB6, 84:9 9E?< 
BA< CD<EGFEF6GRF A4 >4>B@-?<5B BCD989?TAAB@ @4DLDGF<;4FBD9. � >4K9EF69 CD<@9D4 
@B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, 
>BFBDB9 @B:9F <ECB?P;B64FPES 6 >B@4A84I IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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#D4>F<K9E>4O  D45BF4 11. #DBE@BFD F45?<JO MAC-48D9EB6 
>B@@GF4FBD4 

&BCB?B7<O 

 
&45?<J4 48D9E4J<< 

 
�484K< 
+4EFP 1. %B;84A<9 < A4EFDB=>4 E9F< 
+4EFP 2. �;GK9A<9 F45?<JO  �%-48D9EB6 >B@@GF4FBD4 
"5M<9 E6989A<S/EJ9A4D<= 
�B@@GF4FBD ?B>4?PAB= E9F< A4 GDB6A9 2 CD98A4;A4K9A 8?S 8BEF46>< 

>48DB6 Ethernet 6E9@ G;?B6O@ GEFDB=EF64@ 6 ?B>4?PAB= E9F< (LAN). "A 
;4C<EO649F  �%-48D9E4 G;?B6, BFB5D4:49@O9 6 E9F<, < EBCBEF46?S9F <I E 
EB5EF69AAO@< CBDF4@< >B@@GF4FBD4 Ethernet. 1FBF CDBJ9EE A4;O649FES 
EB;84A<9@ F45?<JO  �%-48D9EB6. #B?GK<6 >48D BF #�, >B@@GF4FBD 
<;GK49F  �%-48D9E4 <EFBKA<>4 < A4;A4K9A<S >48D4. MAC-48D9E <EFBKA<>4 
D97<EFD<DG9FES < EBCBEF46?S9FES E CBDFB@ >B@@GF4FBD4, BF >BFBDB7B BA 5O? 
CB?GK9A. �4F9@ CB F45?<J9 MAC-48D9EB6 BCD989?S9FES  �%-48D9E 
A4;A4K9A<S. �E?< MAC-48D9E A4;A4K9A<S <;69EF9A, >48D C9D9EO?49FES K9D9; 
EBBF69FEF6GRM<= CBDF >B@@GF4FBD4, E6S;4AAO= E QF<@ MAC-48D9EB@. �E?< 
MAC-48D9E A9<;69EF9A, FB >48D D4EEO?49FES K9D9; 6E9 CBDFO >B@@GF4FBD4, 
>DB@9 FB7B, K9D9; >BFBDO= BA 5O? CB?GK9A. �4:AB 6<89FP < CBA<@4FP 
D45BFG >B@@GF4FBD4 < FB, >4> BA BEGM9EF6?S9F C9D984KG 84AAOI CB E9F<. 
#BA<@4A<9 HGA>J<BA4?4 >B@@GF4FBD4 BEB59AAB 64:AB 8?S E9F96OI 

 

    ,?R; 
CB 
G@B?K4A<R 

'EFDB
=EF6B 

�AF9D
H9=E 

IP-48D9
E 

 4E>4 
CB8E9F< 

S 1  VLAN 
1 

192.168.
1.11 

255.255.
255.0 

4 

S 2  VLAN 
1 

192.168.
1.12 

255.255.
255.0 

4 

PC- A  NIC 192.168.
1.3 

255.255.
255.0 

4 

PC- B  NIC 192.168.
1.2 

255.255.
255.0 

4 
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48@<A<EFD4FBDB6, ;484K4 >BFBDOI ;4>?RK49FES 6 B59EC9K9A<< 59;BC4EAB= < 
EF45<?PAB= D45BFO E9F<. 

�B@@GF4FBDO <ECB?P;GRFES 8?S EB98<A9A<S >B@CPRF9DB6 6 
?B>4?PAOI E9FSI (LAN) < C9D984K< 84AAOI @9:8G A<@<. �B@@GF4FBDO 
BFCD46?SRF >48DO Ethernet A4 G;?B6O9 GEFDB=EF64, >BFBDO9 
<89AF<H<J<DGRFES CB  �%-48D9E4@ E9F96OI C?4F.� K4EF< 1 64@ AG:AB 
CBEFDB<FP FBCB?B7<R, EBEFBSMGR <; 86GI >B@@GF4FBDB6, EB98<A9AAOI 
FD4A>B@. � K4EF< 2 64@ CD98EFB<F BFCD46<FP QIB-;4CDBEO D4;?<KAO@ 
GEFDB=EF64@ < CBE@BFD9FP, >4> 864 >B@@GF4FBD4 EFDBSF E6B< F45?<JO 
 �%-48D9EB6. 

#D<@9K4A<9. �ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst 2960s E Cisco 
IOS 69DE<< 15.0(2) (B5D4; lanbasek9). �BCGE>49FES <ECB?P;B64A<9 8DG7<I 
@B89?9= >B@@GF4FBDB6 < 8DG7<I 69DE<= Cisco IOS. � ;46<E<@BEF< BF @B89?< 
GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < D9;G?PF4FO <I 
6OCB?A9A<S @B7GF BF?<K4FPES BF F9I, >BFBDO9 CB>4;4AO 6 ?45BD4FBDAOI 
D45BF4I. 

#D<@9K4A<9. '598<F9EP, KFB 6E9 A4EFDB=>< >B@@GF4FBD4 G84?9AO < 
;47DG;BKA4S >BAH<7GD4J<S BFEGFEF6G9F. �E?< 6O A9 G69D9AO 6 QFB@, 
B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO 
" 2 >B@@GF4FBD4 (Cisco 2960 E BC9D4J<BAAB= E<EF9@B= Cisco IOS 

15.0(2) (B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P) 
" 2 #� (Windows 7 <?< 8 E CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, 

A4CD<@9D, Tera Term) 
" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO 
" �459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9= 
#D<@9K4A<9. �AF9DH9=EO Fast Ethernet A4 >B@@GF4FBD4I Cisco 2960 

BCD989?SRF F<C CB8>?RK9A<S 46FB@4F<K9E><, CBQFB@G @9:8G 
>B@@GF4FBD4@< S1 < S2 @B:AB <ECB?P;B64FP CDS@B= >459?P Ethernet. #D< 
<ECB?P;B64A<< >B@@GF4FBD4 Cisco 8DG7B= @B89?< @B:9F CBFD95B64FPES 
C9D9>D9EFAO= >459?P Ethernet. 

+4EFP 1: %B;84A<9 < A4EFDB=>4 E9F< 
,47 1: #B8>?RK<F9 E9FP 6 EBBF69FEF6<< E FBCB?B7<9=. ,47 2: 

!4EFDB=F9 G;?O #�. 
,47 3: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;<F9 >B@@GF4FBDO, 

9E?< FD95G9FES. 
,47 4: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B >B@@GF4FBD4. 
a. !4EFDB=F9 <@9A4 GEFDB=EF6 6 EBBF69FEF6<< E FBCB?B7<9=. 
b. !4EFDB=F9 IP-48D9E4, >4> G>4;4AB 6 F45?<J9 48D9E4J<<. 
c. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 
d. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4 

EXEC. 
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+4EFP 2: �;GK9A<9 F45?<JO  �%-48D9EB6 >B@@GF4FBD4 
�4> FB?P>B @9:8G E9F96O@< GEFDB=EF64@< A4K<A49FES C9D984K4 

84AAOI, >B@@GF4FBD 6OSEAS9F  �%- 48D9E4 < EFDB<F F45?<JG. 
,47 1: �4C<L<F9  �%-48D9E4 E9F96OI GEFDB=EF6. 
a. "F>DB=F9 >B@4A8AGR EFDB>G A4 PC-A < PC-B < 6698<F9 >B@4A8G 

ipconfig /all. !4;B6<F9 H<;<K9E><9 48D9E4 484CF9D4 Ethernet. 
MAC-48D9E >B@CPRF9D4 PC-A: 
00-01-97-%5-02-�6 
MAC-48D9E >B@CPRF9D4 PC-B: 00-05-5E-58-AD-A1 
b. #B8>?RK<F9EP > >B@@GF4FBD4@ S1 < S2 K9D9; >BAEB?P < 6698<F9 

>B@4A8G show interface F0/1 A4 >4:8B@ >B@@GF4FBD9. !4;B6<F9 48D9E4 
B5BDG8B64A<S 6B 6FBDB= EFDB>9 6OIB8AOI 84AAOI >B@4A8O (<?< ;4L<FO= 
48D9E 4 bia). 

 �%-48D9E >B@@GF4FBD4 S1 Fast Ethernet 0/1: 00-02--0-80-27-0- 
 �%-48D9E >B@@GF4FBD4 S2 Fast Ethernet 0/1: 

000000000000000000000000000000000000000000000000000000  
,47 2: #DBE@BFD<F9 F45?<JG  �%-48D9EB6 >B@@GF4FBD4. 
#B8>?RK<F9EP > >B@@GF4FBDG S2 K9D9; >BAEB?P < CDBE@BFD<F9 

F45?<JG  �%-48D9EB6 8B < CBE?9 F9EF<DB64A<S E9F96B= E6S;< E CB@BMPR 
QIB-;4CDBEB6. 

a. #B8>?RK<F9EP > >B@@GF4FBDG S2 K9D9; >BAEB?P < 6B=8<F9 6 
CD<6<?97<DB64AAO= D9:<@ EXEC. 

b. � CD<6<?97<DB64AAB@ D9:<@9 EXEC 6698<F9 >B@4A8G show mac 
address-table < A4:@<F9 >?46<LG 66B84. 

S2# show mac address-table 
�4:9 9E?< E9F964S >B@@GA<>4J<S 6 E9F< A9 CDB<EIB8<?4 (F. 9. 9E?< 

>B@4A84 ping A9 BFCD46?S?4EP), >B@@GF4FBD @B:9F G;A4FP  �%-48D9E4 CD< 
CB8>?RK9A<< > #� < 8DG7<@ >B@@GF4FBD4@. 

�4C<E4AO ?< 6 F45?<J9  �%-48D9EB6 >4><9-?<5B  �%-48D9E4? 
00000000000000000000000000000000000000000000000000000000000

0000000000000000000000000 �4><9  �%-48D9E4 ;4C<E4AO 6 F45?<J9? % 
>4><@< CBDF4@< >B@@GF4FBD4 BA< EBCBEF46?9AO < >4><@ GEFDB=EF64@ 
CD<A48?9:4F? �7ABD<DG=F9  �%-48D9E4, EBCBEF46?9AAO9 E J9AFD4?PAO@ 
CDBJ9EEBDB@. 

00000000000000000000000000000000000000000000000000000000000
0000000000000000000000000 

�E?< 6O A9 ;4C<E4?<  �%-48D9E4 E9F96OI GEFDB=EF6 6 L479 1, >4> 
@B:AB BCD989?<FP, >4><@ GEFDB=EF64@ CD<A48?9:4F  �%-48D9E4, 
<ECB?P;GS FB?P>B 6OIB8AO9 84AAO9 >B@4A8O show mac address-table? 
$45BF49F ?< QFB D9L9A<9 6 ?R5B= E<FG4J<<? 

00000000000000000000000000000000000000000000000000000000000
0000000000000000000000000 
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,47 3: "K<EF<F9 F45?<JG  �%-48D9EB6 >B@@GF4FBD4 S2 < EAB64 
BFB5D4;<F9 F45?<JG  �%-48D9EB6. 

a. � CD<6<?97<DB64AAB@ D9:<@9 EXEC 6698<F9 >B@4A8G clear mac 
address-table dynamic < A4:@<F9 >?46<LG Enter. 

S2# clear mac address-table dynamic 
b. %AB64 5OEFDB 6698<F9 >B@4A8G show mac address-table. '>4;4AO 

?< 6 F45?<J9  �%-48D9EB6 48D9E4 8?S VLAN 1? '>4;4AO ?< 8DG7<9 
 �%-48D9E4? 

+9D9; 10 E9>GA8 6698<F9 >B@4A8G show mac address-table < A4:@<F9 
>?46<LG 66B84. #BS6<?<EP ?< 6 F45?<J9  �%-48D9EB6 AB6O9 48D9E4? Th^is^olCMAT 
addressshowingagain. 

,47 4: % >B@CPRF9D4 PC-B BFCD46PF9 QIB-;4CDBEO GEFDB=EF64@ 6 E9F< 
< CDBE@BFD<F9 F45?<JG  �%-48D9EB6 >B@@GF4FBD4. 

a. !4 >B@CPRF9D9 PC-B BF>DB=F9 >B@4A8AGR EFDB>G < 6698<F9 arp 
-a. !9 EK<F4S 48D9EB6 @AB7B48D9EAB= < L<DB>B69M4F9?PAB= D4EEO?><, 
E>B?P>B C4D IP- <  �%-48D9EB6 GEFDB=EF6 5O?B CB?GK9AB K9D9; CDBFB>B? 
ARP? 

3pairs:foreachdevice innetwork withoutPC-B 
b. �; >B@4A8AB= EFDB>< PC-B BFCD46PF9 QIB-;4CDBEO A4 

>B@CPRF9D PC-A, 4 F4>:9 >B@@GF4FBDO S1 < 
S2. "F 6E9I ?< GEFDB=EF6 CB?GK9AO BF69FO? �E?< A9F, CDB69DPF9 

>459?< < IP->BAH<7GD4J<<. 
i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i
i i i i i i i i i i i i i i i i i i i i i i i  

c. #B8>?RK<6L<EP K9D9; >BAEB?P > >B@@GF4FBDG S2, 6698<F9 
>B@4A8G show mac address-table. �B546<? ?< >B@@GF4FBD 6 F45?<JG 
 �%-48D9EB6 8BCB?A<F9?PAO9  �%-48D9E4? �E?< 84, FB >4><9 48D9E4 < 
GEFDB=EF64? 

i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i
i i i i i i i i i i i i i i i i i i i i i i i i i i i i  

!4 >B@CPRF9D9 PC-B BF>DB=F9 >B@4A8AGR EFDB>G < 9M9 D4; 6698<F9 
>B@4A8G arp -a. #BS6<?<EP ?< 6 ARP->QL9 >B@CPRF9D4 PC-B 
8BCB?A<F9?PAO9 ;4C<E< 8?S 6E9I E9F96OI GEFDB=EF6, >BFBDO@ 5O?< 

BFCD46?9AO QIB-;4CDBEO? 
i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i
i i i i i i i i i i i i i i i i i i i i i i i  

�BCDBEO 8?S CB6FBD9A<S 
� E9FSI Ethernet 84AAO9 C9D984RFES A4 GEFDB=EF64 CB 

EBBF69FEF6GRM<@  �%-48D9E4@. �?S QFB7B >B@@GF4FBDO < >B@CPRF9DO 
8<A4@<K9E>< EB;84RF ARP->QL < F45?<JO  �%-48D9EB6. �E?< 
>B@CPRF9DB6 6 E9F< A9@AB7B, QF4 CDBJ98GD4 6O7?S8<F 8BEF4FBKAB CDBEFB=. 
�4><9 E?B:ABEF< @B7GF 

6B;A<>AGFP 6 >DGCAOI E9FSI? 
i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i
i i i i i i i i i i i i i i i i i i i i i i i i i i  
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#D4>F<K9E>4O  D45BF4 12: CDBE@BFD F45?<J @4DLDGF<;4J<< G;?B6 

&BCB?B7<O 

 
�484K< 
+4EFP 1. �BEFGC > F45?<J9 @4DLDGF<;4J<< G;?4 
+4EFP 2. �;GK9A<9 ;4C<E9= 6 F45?<J9 @4DLDGF<;4J<< G;?4 IPv4 
+4EFP 3. �;GK9A<9 ;4C<E9= 6 F45?<J9 @4DLDGF<;4J<< G;?4 IPv6 
�EIB8AO9 84AAO9/EJ9A4D<= 
�?S 8BEFGC4 > D9EGDE4@ E9F< 64L G;9? 8B?:9A BCD989?<FP @4DLDGF 8B 

G;?4 A4;A4K9A<S CB F45?<J9 @4DLDGF<;4J<<. &45?<J4 @4DLDGF<;4J<< G;?4 
@4?B K9@ BF?<K49FES BF F45?<JO @4DLDGF<;4FBD4, AB I4D4>F9DA4 8?S 
?B>4?PAB7B G;?4 < 6O7?S8<F 7BD4;8B CDBM9. +FB5O C4>9F 8BEF<7 ?B>4?PAB7B 
G;?4 A4;A4K9A<S, A9B5IB8<@4 F45?<J4 @4DLDGF<;4J<< ?B>4?PAB7B G;?4. 
+FB5O 8BEF<7AGFP G84?TAAB7B G;?4 A4;A4K9A<S, AG:AO F45?<JO 
@4DLDGF<;4J<< ?B>4?PAB7B G;?4 < @4DLDGF<;4FBD4. �B@4A8O netstat -r < 
route print CB;6B?SRF CB?GK<FP CD98EF46?9A<9 B FB@, >4> ?B>4?PAO= G;9? 
@4DLDGF<;<DG9F C4>9FO 8B @9EF4 A4;A4K9A<S. 

� 84AAB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F BFB5D4;<FP < <;GK<FP 
<AHBD@4J<R, >BFBD4S EB89D:<FES 6 F45?<J9 @4DLDGF<;4J<< 64L97B #�, E 
CB@BMPR >B@4A8 netstat -r < router print. �O G6<8<F9, >4> 64L #� 
@4DLDGF<;<DG9F C4>9FO 6 ;46<E<@BEF< BF 48D9E4 A4;A4K9A<S. 

#D<@9K4A<9. 1FG ?45BD4FBDAGR D45BFG A9?P;S 6OCB?ASFP CD< 
CB@BM< Netlab. "A4 CD98CB?4749F A4?<K<9 8BEFGC4 > �AF9DA9FG. 

!9B5IB8<@O9 D9EGDEO 
" 1 #� (Windows 7, Vista <?< XP E 8BEFGCB@ 6 �AF9DA9F < >B@4A8AB= 

EFDB>B=) 
+4EFP 1: �BEFGC > F45?<J9 @4DLDGF<;4J<< G;?4 
,47 1: �4C<L<F9 84AAO9 E6B97B #�. 
!4 #� BF>DB=F9 B>AB >B@4A8AB= EFDB>< < 6698<F9 >B@4A8G ipconfig 

/all, KFB5O BFB5D4;<FP < ;4C<E4FP E?98GRM<9 84AAO9: 

 
,47 2: "FB5D4;<F9 F45?<JO @4DLDGF<;4J<<. 
� B>A9 >B@4A8AB= EFDB>< 6698<F9 >B@4A8G netstat -r (<?< route print), 

KFB5O BFB5D4;<FP F45?<JG @4DLDGF<;4J<< G;?4. 

 

^4-48D9E  

MAC-48D9E  

,?R; CB 
G@B?K4A<R 
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,47 3: �;GK<F9 EC<EB> <AF9DH9=EB6. 
� C9D6B@ D4;89?9, Interface List (%C<EB> <AF9DH9=EB6), BFB5D4:4RFES 

48D9E4 GCD46?9A<S 8BEFGCB@ > ED989 C9D984K< 84AAOI (MAC), 4 F4>:9 
AB@9D4, CD<E6B9AAO9 >4:8B@G <AF9DH9=EG CB8>?RK9A<S > E9F< A4 QFB@ 
G;?9. 

 
� C9D6B@ EFB?5J9 CD<6B8<FES AB@9D <AF9DH9=E4, 4 6B 6FBDB@ 4 

EC<EB>  �%-48D9EB6, E6S;4AAOI E <AF9DH9=E4@< CB8>?RK9A<S > E9F< A4 
G;?4I. 1F< <AF9DH9=EO @B7GF 6>?RK4FP 6 E95S 484CF9DO Ethernet, Wi-Fi < 
Bluetooth. � FD9FP9@ EFB?5J9 G>4;O64RFES CDB<;6B8<F9?P < BC<E4A<9 
<AF9DH9=E4. 

�4><9 FD< D4;89?4 BFB5D4:4RFES 6 6OIB8AOI 84AAOI >B@4A8O? 
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� 84AAB@ CD<@9D9 6 C9D6B= EFDB>9 BFB5D4:49FES 59ECDB6B8AB= 
<AF9DH9=E, CB8>?RKTAAO= > ?B>4?PAB= E9F<. 

#D<@9K4A<9. �E?< A4 64L9@ #� 4>F<6<DB64AO <AF9DH9=E Ethernet < 
59ECDB6B8AB= 484CF9D, FB 6 EC<E>9 <AF9DH9=EB6 5G8GF G>4;4AO B54 
<AF9DH9=E4. 

!4;B6<F9 MAC-48D9E <AF9DH9=E4, CB8>?RKTAAB7B > 64L9= ?B>4?PAB= 
E9F<. "F?<K49FES ?< QFBF  �%- 48D9E BF FB7B, >BFBDO= 6O ;4C<E4?< 6 L479 
1? 

�B 6FBDB= EFDB>9 G>4;4A loopback (<AF9DH9=E «B5D4FAB= C9F?<»). 
�E?< A4 G;?9 D45BF49F CDBFB>B? TCP/IP, <AF9DH9=EG loopback 
46FB@4F<K9E>< A4;A4K49FES IP-48D9E 127.0.0.1. 

#BE?98A<9 K9FOD9 EFDB>< BFD4:4RF F9IAB?B7<R C9D984K< 84AAOI, 
>BFBD4S B59EC9K<649F E6S;P 6 E@9L4AAB= ED989 < 6>?RK49F CDBFB>B?O IPv4 
< IPv6. 

+4EFP 2: �;GK9A<9 ;4C<E9= 6 F45?<J9 @4DLDGF<;4J<< G;?4 IPv4 
� K4EF< 2 64@ A9B5IB8<@B <;GK<FP F45?<JG @4DLDGF<;4J<< G;?4 IPv4. 

"A4 EBEF46?S9F 6FBDB= D4;89? 6OIB8AOI 84AAOI >B@4A8O netstat -r. � 
F45?<J9 G>4;O64RFES 6E9 <;69EFAO9 @4DLDGFO IPv4, 6>?RK4S CDS@O9 
CB8>?RK9A<S, ?B>4?PAGR E9FP < ?B>4?PAO9 @4DLDGFO CB G@B?K4A<R. 

 
�OIB8AO9 84AAO9 EB89D:4F CSFP EFB?5JB6: %9FP A4;A4K9A<S (Network 

Destination),  4E>4 CB8E9F< (Netmask), ,?R; (Gateway), �AF9DH9=E 
(Interface) <  9FD<>4 (Metric). 

" � EFB?5J9 Network Destination (%9FP A4;A4K9A<S) C9D9K<E?SRFES 
8BEFGCAO9 E9F<. �?S EBCBEF46?9A<S E IP-48D9EB@ A4;A4K9A<S E9FP 
A4;A4K9A<S <ECB?P;G9FES E @4E>B= CB8E9F<. 

" � EFB?5J9 Netmask ( 4E>4 CB8E9F<) G>4;O64RFES @4E>< 
CB8E9F<, CB;6B?SRM<9 BCD989?<FP E9F96GR < G;?B6GR K4EF< IP-48D9E4. 

" � EFB?5J9 Gateway (,?R;) G>4;O649FES, >4>B= 48D9E 
<ECB?P;G9FES G;?B@ 8?S BFCD46?9A<S C4>9FB6 CB 48D9EG A4;A4K9A<S 
G84?TAAB= E9F<. �E?< G;9? A4;A4K9A<S CB8>?RKTA A4CDS@GR, FB 6 6OIB8AOI 
84AAOI L?R; BFB5D4:49FES >4> On-link. 
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" � EFB?5J9 Interface (�AF9DH9=E) G>4;O649FES IP-48D9E, 
A4EFDB9AAO= A4 484CF9D9 ?B>4?PAB= E9F<. "A <ECB?P;G9FES 8?S C9D984K< 
C4>9F4 CB E9F<. 

" � EFB?5J9 Metric ( 9FD<>4) G>4;O649FES EFB<@BEFP 
<ECB?P;B64A<S @4DLDGF4. 1F< 84AAO9 CB;6B?SRF D4EEK<F4FP A4<?GKL<= 
@4DLDGF > @9EFG A4;A4K9A<S. #D98CBKF<F9?PAO= @4DLDGF BF?<K49FES 5B?99 
A<;><@ ;A4K9A<9@ @9FD<>< CB ED46A9A<R E 8DG7<@< 64D<4AF4@<. 

� 6OIB8AOI 84AAOI BFB5D4:4RFES CSFP D4;?<KAOI F<CB6 4>F<6AOI 
@4DLDGFB6: 

" �B>4?PAO= @4DLDGF CB G@B?K4A<R 0.0.0.0 <ECB?P;G9FES 6 F9I 
E?GK4SI, >B784 C4>9F A9 EBBF69FEF6G9F 8DG7<@ 48D9E4@, G>4;4AAO@ 6 F45?<J9 
@4DLDGF<;4J<<. �?S 84?PA9=L9= B5D45BF>< C4>9F A4CD46?S9FES A4 L?R; E 
#�. � 84AAB@ CD<@9D9 C4>9F 5G89F BFCD46?9A A4 48D9E 192.168.1.1 E 48D9E4 
192.168.1.11. 

" �8D9E4 loopback E 127.0.0.0 8B 127.255.255.255 BFABESFES > 
CDS@B@G CB8>?RK9A<R < CD98BEF46?SRF E9D6<EO ?B>4?PAB@G G;?G. 

" �E9 48D9E4 8?S CB8E9F< E 192.168.1.0 8B 192.168.1.255 BFABESFES 
> G;?G < ?B>4?PAB= E9F<. �E?< >BA9KAO= CGA>F A4;A4K9A<S C4>9F4 A4IB8<FES 
6 ?B>4?PAB= E9F<, FB C4>9F CB><A9F <AF9DH9=E 192.168.1.11. 

- �8D9E ?B>4?PAB7B @4DLDGF4 192.168.1.0 CD98EF46?S9F 6E9 
GEFDB=EF64 6 E9F< 192.168.1.0/24. 

- �8D9E ?B>4?PAB7B G;?4 4 192.168.1.11. 
- ,<DB>B69M4F9?PAO= 48D9E E9F< 192.168.1.255 <ECB?P;G9FES 8?S 

BFCD46>< EBB5M9A<= A4 6E9 G;?O 6 ?B>4?PAB= E9F<. 
" "EB5O9 7DGCCB6O9 48D9E4 >?4EE4 D 224.0.0.0 ;4D9;9D6<DB64AO 

8?S <ECB?P;B64A<S ?<5B K9D9; <AF9DH9=E loopback (127.0.0.1), ?<5B K9D9; 
G;9? (192.168.1.11). 

" �B>4?PAO= L<DB>B69M4F9?PAO= 48D9E 255.255.255.255 @B:AB 
<ECB?P;B64FP K9D9; <AF9DH9=E loopback (127.0.0.1) <?< G;9? (192.168.1.11). 

�EIB8S <; EB89D:<@B7B F45?<JO @4DLDGF<;4J<< IPv4, KFB 5G89F 
89?4FP #�, 9E?< C4>9F AG:AB BFCD46<FP CB 48D9EG 192.168.1.15? 

+FB 5G89F 89?4FP #�, 9E?< C4>9F AG:AB BFCD46<FP A4 G84?TAAO= G;9? 
CB 48D9EG 172.16.20.23? 

+4EFP 3: �;GK9A<9 ;4C<E9= 6 F45?<J9 @4DLDGF<;4J<< G;?4 IPv6 
� K4EF< 3 64@ A9B5IB8<@B <;GK<FP F45?<JG @4DLDGF<;4J<< G;?4 IPv6. 

"A4 EBEF46?S9F FD9F<= D4;89? 6OIB8AOI 84AAOI >B@4A8O netstat -r. � 
F45?<J9 G>4;O64RFES 6E9 <;69EFAO9 @4DLDGFO IPv6, 6>?RK4S CDS@O9 
CB8>?RK9A<S, ?B>4?PAGR E9FP < ?B>4?PAO9 @4DLDGFO CB G@B?K4A<R. 
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�OIB8AO9 84AAO9 F45?<JO @4DLDGF<;4J<< IPv6 BF?<K4RFES CB 

;47B?B6>4@ EFB?5JB6 < HBD@4FG, 
CBE>B?P>G 8?<A4 48D9EB6 IPv6 EBEF46?S9F A9 32, 4 128 5<F. � D4;89?9 

IPv6 Route Table (&45?<J4 
@4DLDGF<;4J<< IPv6) BFB5D4:4RFES K9FOD9 EFB?5J4: 
" � EFB?5J9 If (�E?<) C9D9K<E?SRFES AB@9D4 E9F96OI <AF9DH9=EB6 

CB8 GCD46?9A<9@ CDBFB>B?4 IPv6, 6;SFO9 <; D4;89?4 Interface List (%C<EB> 
<AF9DH9=EB6) 6OIB8AOI 84AAOI >B@4A8O netstat -r. 

" � EFB?5J9 Metric ( 9FD<>4) G>4;O649FES EFB<@BEFP >4:8B7B 
@4DLDGF4 8B @9EF4 A4;A4K9A<S. +9@ A<:9 EFB<@BEFP, F9@ 5B?99 
CD98CBKF<F9?PAO@ S6?S9FES @4DLDGF, < @9FD<>4 CB;6B?S9F 6O5D4FP ?GKL<= 
<; A9E>B?P><I 64D<4AFB6 E B8<A4>B6O@ CD9H<>EB@. 

" � EFB?5J9 Network Destination (%9FP A4;A4K9A<S) G>4;O649FES 
CD9H<>E 48D9E4 8?S @4DLDGF4. 

" � EFB?5J9 Gateway (,?R;) G>4;O649FES IPv6-48D9E E?98GRM97B 
C9D9IB84 A4 CGF< > @9EFG A4;A4K9A<S. �E?< 48D9E E?98GRM97B C9D9IB84 
CB8>?RKTA > G;?G A4CDS@GR, CD<6B8<FES EBEFBSA<9 On-link. 

$4;89? F45?<JO @4DLDGF<;4J<< IPv6, E79A9D<DB64AAO= >B@4A8B= 
netstat -r < CD<698TAAO= 

6 84AAB@ CD<@9D9, EB89D:<F E?98GRM<9 48D9E4 A4;A4K9A<S 6 E9F<: 
" ::/0: Q>6<64?9AF IPv6 6 ?B>4?PAB@ @4DLDGF9 CB G@B?K4A<R. � 

EFB?5J9 Gateway (,?R;) G>4;O649FES ?B>4?PAO= 48D9E @4DLDGF<;4FBD4 CB 
G@B?K4A<R. 

" ::1/128: Q>6<64?9AF ^4-48D9E4 6 <AF9DH9=E9 loopback, 
B59EC9K<64RM<= E9D6<EO 8?S ?B>4?PAB7B G;?4. 

" 2001 ::/32: 7?B54?PAO= <A8<6<8G4?PAO= CD9H<>E E9F<. 
" 2001:0:9d38:6ab8:1863:3bca:3f57:fef4/128: 7?B54?PAO= 

<A8<6<8G4?PAO= ^6-48D9E ?B>4?PAB7B >B@CPRF9D4. 
" fe80::/64: ?B>4?PAO= 48D9E @4DLDGF4, >BFBDO= CD98EF46?S9F 6E9 

>B@CPRF9DO 6 ?B>4?PAB= E9F< IPv6. 
" fe80::1863:3bca:3f57:fef4/128: ?B>4?PAO= ^6-48D9E >4A4?4 

?B>4?PAB7B >B@CPRF9D4. 
" ff00::/8: EC9J<4?PAO9 ;4D9;9D6<DB64AAO9 7DGCCB6O9 48D9E4 

>?4EE4 D, Q>6<64?9AFAO9 IPv4- 48D9E4@ 224.x.x.x. 
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&45?<J4 @4DLDGF<;4J<< G;?4 IPv6 EB89D:<F CD<@9DAB FG :9 
<AHBD@4J<R, KFB < F45?<J4 @4DLDGF<;4J<< IPv4. !4;B6<F9 ?B>4?PAO= 
@4DLDGF CB G@B?K4A<R 8?S IPv4 < 8?S IPv6. 

!4;B6<F9 48D9E loopback < @4E>G CB8E9F< 8?S IPv4 < IP-48D9E loopback 
8?S IPv6. 

%>B?P>B ^6-48D9EB6 CD<E6B9AB 84AAB@G >B@CPRF9DG? 
%>B?P>B L<DB>B69M4F9?PAOI 48D9EB6 EB89D:<F F45?<J4 

@4DLDGF<;4J<< IPv6? �BCDBEO A4 ;4>D9C?9A<9 
1. �4> BCD989?S9FES >B?<K9EF6B 5<FB6 8?S E9F< E CDBFB>B?B@ 

IPv4? � E CDBFB>B?B@ IPv6? 
2. #BK9@G 6 F45?<J4I @4DLDGF<;4J<< G;?B6 BFB5D4:4RFES 84AAO9 

B5B<I CDBFB>B?B6 IPv4 < IPv6? 
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#D4>F<K9E>4O D45BF4 13 �;GK9A<9 H<;<K9E><I I4D4>F9D<EF<> 
@4DLDGF<;4FBD4 

&BCB?B7<S 
�484K< 
+4EFP 1. �;GK9A<9 6A9LA<I I4D4>F9D<EF<> @4DLDGF<;4FBD4 
+4EFP 2. �;GK9A<9 6AGFD9AA<I I4D4>F9D<EF<> @4DLDGF<;4FBD4 E 

CB@BMPR >B@4A8 show 
"5M<9 E6989A<S/EJ9A4D<= 
� IB89 ?45BD4FBDAB= D45BFO 64@ CD98EFB<F <;GK<FP 6A9LA<= 6<8 

@4DLDGF<;4FBD4 < CB;A4>B@<FPES E 97B I4D4>F9D<EF<>4@< < >B@CBA9AF4@<, 
F4><@< >4> 6O>?RK4F9?P C<F4A<S, CBDFO GCD46?9A<S, LAN- < 
WAN-<AF9DH9=EO, E69FB6O9 <A8<>4FBDO, E?BFO D4EL<D9A<S E9F<, E?BFO 
D4EL<D9A<S C4@SF< < CBDFO USB. 

�DB@9 FB7B, 6O BCD989?<F9 6AGFD9AA<9 >B@CBA9AFO < I4D4>F9D<EF<>< 
IOS, CB8>?RK<6L<EP > @4DLDGF<;4FBDG K9D9; >BAEB?P < 6OCB?A<6 <; 
<AF9DH9=E4 >B@4A8AB= EFDB>< (CLI) >B@4A8O show version < show interfaces. 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA 
<ECB?P;GRFES @4DLDGF<;4FBDO E <AF97D<DB64AAO@< E9F96O@< E9D6<E4@< 
(ISR) Cisco 1941 E BC9D4J<BAAB= E<EF9@B= Cisco IOS 69DE<< 15.2(4)M3 
(B5D4; universalk9). �BCGE>49FES <ECB?P;B64A<9 @4DLDGF<;4FBDB6 8DG7<I 
@B89?9=, 4 F4>:9 8DG7<I 69DE<= BC9D4J<BAAB= E<EF9@O Cisco IOS. � 
;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 
D9;G?PF4FO <I 6OCB?A9A<S @B7GF BF?<K4FPES BF F9I, >BFBDO9 CB>4;4AO 6 
?45BD4FBDAOI D45BF4I. 

#D<@9K4A<9. '598<F9EP, KFB 6E9 A4EFDB=>< >B@@GF4FBD4 G84?9AO < 
;47DG;BKA4S >BAH<7GD4J<S BFEGFEF6G9F. �E?< 6O A9 G69D9AO, B5D4F<F9EP > 
<AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO 
" 1 @4DLDGF<;4FBD (Cisco 1941 E BC9D4J<BAAB= E<EF9@B= Cisco 

IOS 15.2(4)M3 (GA<69DE4?PAO= B5D4;) <?< 4A4?B7<KA4S @B89?P) 
" 1 #� (CB8 GCD46?9A<9@ Windows 7 <?< 8 E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D, Tera Term) 
" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO 
+4EFP 1: �;GK9A<9 6A9LA<I I4D4>F9D<EF<> @4DLDGF<;4FBD4 
#BE@BFD<F9 A4 <;B5D4:9A<S A<:9, BE@BFD<F9 ;48ARR C4A9?P 

@4DLDGF<;4FBD4 Cisco < BF69FPF9 A4 E?98GRM<9 6BCDBEO. �O @B:9F9 
A4D<EB64FP A4 <;B5D4:9A<< EFD9?>< <?< >DG:><, KFB5O B5B;A4K<FP 
>B@CBA9AFO @4DLDGF<;4FBD4. 

#D<@9K4A<9. !4 CD<6989AAOI A<:9 <;B5D4:9A<SI CB>4;4A 
@4DLDGF<;4FBD Cisco 1941. � 64L9@ GK95AB@ ;46989A<< @B7GF 
<ECB?P;B64FPES 8DG7<9 @B89?<. �AHBD@4J<R B @4DLDGF<;4FBD4I Cisco 
E9D<< 1941 < <I EC9J<H<>4J<SI @B:AB A4=F< A4 695-E4=F9 cisco.com. 
�BCB?A<F9?PAGR <AHBD@4J<R, 6>?RK4S BF69FO A4 @AB7<9 ;484AAO9 A<:9 
6BCDBEO, @B:AB A4=F< CB E?98GRM9= EEO?>9: 
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http://www.cisco.com/en/US/prod/collateral/routers/ps10538/data sheet 
c78 556319.html 

,47 1: "5B;A4KPF9 D4;?<KAO9 K4EF< @4DLDGF<;4FBD4 Cisco. 
� QFB@ L479 CD<6B8<FES <;B5D4:9A<9 ;48A9= C4A9?< @4DLDGF<;4FBD4 

Cisco 1941 ISR. �ECB?P;G=F9 97B CD< BF69F4I A4 ;484AAO9 6 QFB@ L479 
6BCDBEO. �E?< :9 6O <;GK49F9 @4DLDGF<;4FBD 8DG7B= @B89?<, ;4D<EG=F9 97B 
;48ARR C4A9?P 6 BEF46?9AAB@ A<:9 CDBEFD4AEF69 < B5B;A4KPF9 >B@CBA9AFO 
< <AF9DH9=EO 6 EBBF69FEF6<< EB E?98GRM<@< 6BCDBE4@<. 

 
   
 
a. "5698<F9 < B5B;A4KPF9 6O>?RK4F9?P C<F4A<S @4DLDGF<;4FBD4. 

�O>?RK4F9?P C<F4A<S 64L97B @4DLDGF<;4FBD4 D4ECB?B:9A 6 FB= :9 
B5?4EF<, KFB < A4 CD<6989AAB@ <;B5D4:9A<<? 

b. "5698<F9 < B5B;A4KPF9 CBDFO GCD46?9A<S. �4><9 CBDFO 
GCD46?9A<S S6?SRFES 6EFDB9AAO@<? %B6C484RF ?< BA< E CBDF4@< 
GCD46?9A<S A4 64L9@ @4DLDGF<;4FBD9? �E?< A9F, FB K9@ BA< BF?<K4RFES? 

�E9 6EFDB9AO. %B6C484RF. 
c. "5698<F9 < B5B;A4KPF9 LAN-<AF9DH9=EO @4DLDGF<;4FBD4. 

%>B?P>B LAN-<AF9DH9=EB6 <@99F <;B5D4:9AAO= @4DLDGF<;4FBD? �4>B= 
F<C <AF9DH9=E4 <ECB?P;G9FES? %B6C484RF ?< LAN- <AF9DH9=EO A4 64L9@ 
@4DLDGF<;4FBD9? �E?< A9F, FB K9@ BA< BF?<K4RFES? 

2 <AF9DH9=E4 Gigabit Ethernet. %B6C484RF. 
d. "5698<F9 < B5B;A4KPF9 WAN-<AF9DH9=EO @4DLDGF<;4FBD4. 

%>B?P>B WAN-<AF9DH9=EB6 <@99F <;B5D4:9AAO= @4DLDGF<;4FBD? �4>B= 
F<C <AF9DH9=E4 <ECB?P;G9FES? %B6C484RF ?< WAN- <AF9DH9=EO A4 64L9@ 
@4DLDGF<;4FBD9? �E?< A9F, FB K9@ BA< BF?<K4RFES? 

"8<A CBE?98B64F9?PAO= (Serial) <AF9DH9=E. %B6C684RF. 
e.  4DLDGF<;4FBD Cisco 1941 ISR 4 QFB @B8G?PA4S C?4FHBD@4, 

BEA4M9AA4S E?BF4@< D4EL<D9A<S 8?S D4;?<KAOI @B8G?9= CB8>?RK9A<S > 
E9F<. "5698<F9 < B5B;A4KPF9 E?BFO 8?S @B8G?9=. %>B?P>B ;89EP E?BFB6 8?S 
@B8G?9=? %>B?P>B <; A<I <ECB?P;G9FES? �4>B7B F<C4 QF< E?BFO? %B6C484RF 
BA< EB E?BF4@< 8?S @B8G?9= D4EL<D9A<S A4 64L9@ @4DLDGF<;4FBD9? �E?< 
A9F, FB K9@ BA< BF?<K4RFES? 

%G8S CB A48C<ES@ A4 >BDCGE9, 2 E?BF4. �ECB?P;G9FES 1. EHWIC. 
%B6C484RF. 

f.  4DLDGF<;4FBD Cisco 1941 BEA4M9A E?BF4@< C4@SF< Compact 
Flash 8?S 6OEB>BE>BDBEFAB7B ID4A9A<S 84AAOI. "5698<F9 < B5B;A4KPF9 
E?BFO C4@SF< Compact Flash. %>B?P>B ;89EP E?BFB6 C4@SF<? %>B?P>B <; A<I 
<ECB?P;G9FES? �4>B= B5N9@ C4@SF< BA< CB889D:<64RF? %B6C484RF BA< EB 
E?BF4@< C4@SF< A4 64L9@ @4DLDGF<;4FBD9? �E?< A9F, FB K9@ BA< 
BF?<K4RFES? 

�64 E?BF4. �ECB?P;G9FES C9D6O= (CB G@B?K4A<R). �B 4 ��. 
%B6C484RF. 
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g.  4DLDGF<;4FBD Cisco 1941 BEA4M9A CBDF4@< USB 2.0. 
�EFDB9AAO9 CBDFO USB CB889D:<64RF GEFDB=EF64 eToken < >4DFO 
H?9L-C4@SF< USB. USB-GEFDB=EF6B eToken B59EC9K<649F 4GF9AF<H<>4J<R 
GEFDB=EF6 < 59;BC4EAGR >BAH<7GD4J<R @4DLDGF<;4FBDB6 Cisco. (GA>J<S 
USB- A4>BC<F9?S CB;6B?S9F <ECB?P;B64FP 97B >4> 8BCB?A<F9?PAGR 
6A9LARR C4@SFP < 8BCB?A<F9?PAB9 ;47DG;BKAB9 GEFDB=EF6B. "5698<F9 < 
B5B;A4KPF9 CBDFO USB. %>B?P>B ;89EP CBDFB6 USB? !4 64L9@ 
@4DLDGF<;4FBD9 9EFP CBDFO USB? 

2 CBDF4. �4. 
h.  4DLDGF<;4FBD Cisco 1941 F4>:9 BEA4M9A >BAEB?PAO@ CBDFB@ 

@<A<-USB F<C4 B. "5698<F9 < B5B;A4KPF9 >BAEB?PAO= CBDF @<A<-USB F<C4 
B. 

 
 
,47 2: �;GK<F9 <A8<>4FBDO 4>F<6ABEF< < EBEFBSA<S @4DLDGF<;4FBD4. 
!4 CD<6989AAOI A<:9 <;B5D4:9A<SI CB>4;4AO <A8<>4FBDO 

4>F<6ABEF< < EBEFBSA<S A4 C9D98A9= < ;48A9= C4A9?SI 6>?RK9AAB7B < 
CB8>?RK9AAB7B @4DLDGF<;4FBD4 Cisco 1941 ISR. 

#D<@9K4A<9. !9>BFBDO9 <A8<>4FBDO A4 <;B5D4:9A<< ;48A9= C4A9?< 
@4DLDGF<;4FBD4 Cisco 1941 A9 7BDSF. 

  
 
a. �;GK<F9 <A8<>4FBDO A4 CD98EF46?9AAB@ 6OL9 <;B5D4:9A<< 

C9D98A9= C4A9?< @4DLDGF<;4FBD4. "A< B5B;A4K9AO @9F>4@< SYS, ACT < 
POE. +FB B;A4K4RF QF< @9F><? " >4>B@ EBEFBSA<< @4DLDGF<;4FBD4 7B6BDSF 
<A8<>4FBDO A4 <;B5D4:9A<<? �B784 <A8<>4FBD 7BD<F, QF< @9F>< A9 
K<F4RFES. 

SYS 4 B5M99 EBEFBSA<9 
ACT 4 4>F<6ABEFP 
POE 4 power over Ethernet 
b. �;GK<F9 <A8<>4FBDO @4DLDGF<;4FBD4 A4 CD98EF46?9AAB@ 6OL9 

<;B5D4:9A<< ;48A9= C4A9?<. �<8AO FD< 4>F<6AOI <A8<>4FBD4, CB B8AB@G A4 
>4:8O= <; CB8>?RK9AAOI <AF9DH9=EB6 < CBDFB6 GCD46?9A<S. �;GK<F9 
<A8<>4FBDO <AF9DH9=E4 E6B97B @4DLDGF<;4FBD4. �4> CB@9K9AO 
<A8<>4FBDO? +FB B;A4K4RF QF< @9F><? 

CONN 4 CBE?98B64F9?PAO@ CBDF 
EN 4 >BAEB?PAO@ CBDF 
S 4 CBDF Ethernet 
1F< @9F>< B;A4K4RF, KFB CBDF 4>F<69A. 
c. �4 <E>?RK9A<9@ CBDFB6 GCD46?9A<S < E9F96OI <AF9DH9=EB6, 

>4><9 9M9 <A8<>4FBDO CD<EGFEF6GRF A4 ;48A9= C4A9?< @4DLDGF<;4FBD4? 
�?S K97B BA< @B7GF 5OFP CD98A4;A4K9AO? 

�A4?B7<KAO9 <A8<>4FBDO! 9EFP G E?BFB6 Compact Flash < CBDF4 
Mini-USB. "A< 6OCB?ASRF FG :9 HGA>J<R: EBB5M4RF B FB@, KFB CBDF 
4>F<69A. 
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+4EFP 2: �;GK9A<9 6AGFD9AA<I I4D4>F9D<EF<> @4DLDGF<;4FBD4 E 

CB@BMPR >B@4A8 show 
,47 1: #B8>?RK<F9EP > @4DLDGF<;4FBDG K9D9; >BAEB?P < 

6BECB?P;G=F9EP >B@4A8B= show version. 
a. % CB@BMPR CDB7D4@@O Tera Term CB8>?RK<F9EP > 

@4DLDGF<;4FBDG K9D9; >BAEB?P < 6B=8<F9 6 CD<6<?97<DB64AAO= D9:<@ 
EXEC E CB@BMPR >B@4A8O enable: 

Router> enable Router# 
b. "FB5D4;<F9 <AHBD@4J<R B @4DLDGF<;4FBD9 E CB@BMPR 

>B@4A8O show version. �?S CDB?<EFO64A<S 6OIB8AOI 84AAOI <ECB?P;G=F9 
>?46<LG #$"���. 

Router# show version 
Cisco IOS Software, C1900 Software (C1900-UNIVERSALK9-M), 

Version 15.2(4)M3, RELEASE SOFTWARE (fc1) 
Technical Support: http://www.cisco.com/techsupport Copyright (c) 

1986-2011 by Cisco Systems, Inc. Compiled Thu 2 6-Jul-12 19:34 by 
prod_rel_team 

ROM: System Bootstrap, Version 15.0(1r)M15, RELEASE SOFTWARE 
(fc1) 

Router uptime is 1 day, 14 hours, 46 minutes 
System returned to ROM by power-on 
System restarted at 07:26:55 UTC Mon Dec 3 2012 
System image file is "flash0:c1900-universalk9-mz.SPA.152-4.M3.bin" 

Last reload type: Normal Reload Last reload reason: power-on 
<output omitted> 
If you require further assistance please contact us by sending email to 

export@cisco.com. 
Cisco CISCO1941/K9 (revision 1.0) with 4 8742 4K/3 68 64K bytes of 

memory. Processor board ID FGL16082318 2 Gigabit Ethernet interfaces 2 
Serial(sync/async) interfaces 1 terminal line 

1 Virtual Private Network (VPN) Module 
DRAM configuration is 64 bits wide with parity disabled. 255K bytes of 

non-volatile configuration memory. 250880K bytes of ATA System 
CompactFlash 0 (Read/Write) <output omitted> 

  
 
 
  
 
Configuration register is 0x2102 
c. �EIB8S <; 6OIB8AOI 84AAOI >B@4A8O show version, BF69FPF9 A4 

E?98GRM<9 6BCDBEO B 
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@4DLDGF<;4FBD9. �E?< 6O <;GK49F9 @4DLDGF<;4FBD 8DG7B= @B89?<, 
G>4:<F9 ;89EP 97B 84AAO9. 

1) !4 >4>B= 69DE<< BC9D4J<BAAB= E<EF9@O Cisco IOS D45BF49F 
@4DLDGF<;4FBD < >4> A4;O649FES H4=? B5D4;4 E<EF9@O? 

�9DE<S 15. 1(4)M4. "5D4; flash0: 
c1900-universalk9-mz.SPA.151-1.M4.bin 

2) �4>4S 69DE<S CDB7D4@@O A4K4?PAB7B ;4CGE>4 GEF4AB6?9A4 6 "�' 
BIOS? 

!9BFB5D4;<?BEP© 
3) �4> 8B?7B @4DLDGF<;4FBD D45BF4? 59; C9D9;47DG;>< (6D9@S 

59;BF>4;AB= D45BFO)? 
4) �4><@ B5N9@B@ BC9D4F<6AB= 8<A4@<K9E>B= C4@SF< DRAM 

B5?4849F @4DLDGF<;4FBD? 512  � 
5) !4;B6<F9 <89AF<H<>4J<BAAO= AB@9D CDBJ9EEBDAB= C?4FO 

@4DLDGF<;4FBD4. FTX152400KS 
6) �4><@< E9F96O@< <AF9DH9=E4@< BEA4M9A @4DLDGF<;4FBD? 
Gigabit Ethernet < 2 CBE?98B64F9?PAOI <AF9DH9=E4 
7) �4>B= B5N9@ C4@SF< Compact Flash CD98BEF46?9A 8?S ID4A9A<S 

IOS? 249856 � � 
8) �4>B= B5N9@ QA9D7BA9;46<E<@B= C4@SF< (NVRAM) 

CD98BEF46?9A 8?S ID4A9A<S H4=?4 >BAH<7GD4J<<? 
255 �� 
9) �4>B9 ;A4K9A<9 <ECB?P;G9FES 8?S >BAH<7GD4J<BAAB7B D97<EFD4? 

0x2102 
,47 2: �ECB?P;G=F9 >B@4A8G show interface, KFB5O <;GK<FP E9F96O9 

<AF9DH9=EO. 
a. �ECB?P;GS >B@4A8G show interface gigabitEthernet 0/0, G;A4=F9 

EBEFBSA<9 <AF9DH9=E4 Gigabit Ethernet 0/0. 
#D<@9K4A<9. !45D46 K4EFP >B@4A8O, A4CD<@9D show interface g, 

@B:AB ;469DL<FP 66B8 BEF46L9=ES K4EF< >B@4A8O gigabitEthernet A4:4F<9@ 
>?46<L< Tab. 

  
 
  
 
b. �ECB?P;GS CD<6989AAO9 6OL9 6OIB8AO9 84AAO9 >B@4A8O show 

interface gigabitEthernet 0/0 <?< 6OIB8AO9 84AAO9 E6B97B @4DLDGF<;4FBD4, 
BF69FPF9 A4 E?98GRM<9 6BCDBEO. 

�4><9 <ECB?P;GRFES F<C B5BDG8B64A<S < MAC-48D9E <AF9DH9=E4 
Gigabit Ethernet? 

"5BDG8B64A<9 Gigabit Ethernet. �8D9E: 0002.1761. 7701. 
!4;B6<F9 F<C <AF9DH9=EAB= ED98O. �AF9DH9=E 6>?RK9A <?< 

6O>?RK9A? Ethernet. �O>?RK9A. 
c. % CB@BMPR >B@4A8O show interfaces serial 0/0/0 BCD989?<F9 

EBEFBSA<9 CBE?98B64F9?PAB7B <AF9DH9=E4 Serial 0/0/0. 
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#D4>F<K9E>4S  D45BF4  14 %B;84A<9 E9F<, EBEFBSM9= <; >B@@GF4FBD4 < 
@4DLDGF<;4FBD4 
&BCB?B7<S 

 
 
&45?<J4 48D9E4J<< 

    ,?R; CB 
G@B?K4A<R 'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 

R1 G0/0 192.168.0.1 255.255.255.0 4 

G0/1 192.168.1.1 255.255.255.0 4 

PC-A NIC 192.168.1.� 255.255.255.0 192.168.1.1 

PC-B NIC 192.168.0.� 255.255.255.0 192.168.0.1 

 
 
�484K< 
+4EFP 1. !4EFDB=>4 FBCB?B7<< < <A<J<4?<;4J<S GEFDB=EF6  
+4EFP 2. !4EFDB=>4 GEFDB=EF6 < CDB69D>4 CB8>?RK9A<S  
+4EFP 3. "FB5D4:9A<9 E6989A<= B5 GEFDB=EF69 
"5M<9 E6989A<S/EJ9A4D<= 
1FB >B@C?9>EA4S #D4>F<K9E>4S  D45BF4 , CD98A4;A4K9AA4S 8?S CB6FBD9A<S 
D4EE@BFD9AAOI D4A99 >B@4A8 IOS. � QFB= ?45BD4FBDAB= D45BF9 6O 
EB98<A<F9 B5BDG8B64A<9 >459?S@< 6 EBBF69FEF6<< EB EI9@B= FBCB?B7<<. 
�4F9@ 6O A4EFDB<F9 GEFDB=EF64 EB7?4EAB F45?<J9 48D9E4J<<. #BE?9 
EBID4A9A<S >BAH<7GD4J<< 6O CDB69D<F9 99, 6OCB?A<6 F9EF<DB64A<9 
E9F96B7B CB8>?RK9A<S. 
#BE?9 A4EFDB=>< GEFDB=EF6 < CDB69D>< E9F96B7B CB8>?RK9A<S 6O, 
6BECB?P;B646L<EP >B@4A84@< IOS, CB?GK<F9 E QF<I GEFDB=EF6 E6989A<S, 
A9B5IB8<@O9 8?S CB87BFB6>< BF69FB6 A4 6BCDBEO B E9F96B@ B5BDG8B64A<<. 
1F4 #D4>F<K9E>4S  D45BF4  EB89D:<F @<A<@G@ <AEFDG>J<= CB 6OCB?A9A<R 
>B@4A8, A9B5IB8<@OI 8?S A4EFDB=>< @4DLDGF<;4FBD4. %C<EB> FD95G9@OI 
>B@4A8 CD<6989A 6 #D<?B:9A<< �. #DB69DPF9 E6B< ;A4A<S: A4EFDB=F9 
GEFDB=EF64, A9 CB?P;GSEP CD<?B:9A<S@<. 
#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 
@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E9F96O@< E9D6<E4@< (ISR) Cisco 1941 
E BC9D4J<BAAB= E<EF9@B= Cisco IOS 69DE<< 15.2(4) � (B5D4; universalk9). 
&4>:9 <ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst 2960 E BC9D4J<BAAB= 
E<EF9@B= Cisco IOS 69DE<< 15.0(2) (B5D4; lanbasek9).  B:AB <ECB?P;B64FP 
8DG7<9 @4DLDGF<;4FBDO, >B@@GF4FBDO < 69DE<< Cisco IOS. � ;46<E<@BEF< 
BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < D9;G?PF4FO 
<I 6OCB?A9A<S @B7GF BF?<K4FPES BF F9I, >BFBDO9 CB>4;4AO 6 ?45BD4FBDAOI 
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D45BF4I. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 E@. 6 E6B8AB= F45?<J9 CB 
<AF9DH9=E4@ @4DLDGF<;4FBDB6 %6B8A4S F45?<J4 CB <AF9DH9=E4@ 
@4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= D45BF 
#D<@9K4A<9. '598<F9EP, KFB 6E9 A4EFDB=>< >B@@GF4FBD4 < @4DLDGF<;4FBD4 
G84?9AO, < ;47DG;BKA4S >BAH<7GD4J<S BFEGFEF6G9F. #DBJ98GDO 
<A<J<4?<;4J<< < C9D9;47DG;>< @4DLDGF<;4FBD4 < >B@@GF4FBD4 BC<E4AO 6 
#D<?B:9A<< �. 
!9B5IB8<@O9 D9EGDEO 
" 1 @4DLDGF<;4FBD (Cisco 1941 E BC9D4J<BAAB= E<EF9@B= Cisco IOS 
15.2(4) � (GA<69DE4?PAO= B5D4;) <?< 4A4?B7<KA4S @B89?P) 
" 1 >B@@GF4FBD (Cisco 2960 E #" Cisco IOS 69DE<< 15.0(2) E B5D4;B@ 
Ianbasek9 <?< 4A4?B7<KA4S @B89?P) 
" 2 #� (Windows 7 <?< 8 E CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D, 
Tera Term) 
" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 
>BAEB?PAO9 CBDFO 
" �459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9= 
#D<@9K4A<9. �AF9DH9=EO Gigabit Ethernet A4 @4DLDGF<;4FBD4I Cisco 1941 
BCD989?SRF E>BDBEFP 46FB@4F<K9E><, CBQFB@G 8?S CB8>?RK9A<S 
@4DLDGF<;4FBD4 > PC-� @B:AB <ECB?P;B64FP CDS@B= >459?P Ethernet. #D< 
<ECB?P;B64A<< 8DG7B= @B89?< @4DLDGF<;4FBD4 Cisco @B:9F 6B;A<>AGFP 
A9B5IB8<@BEFP <ECB?P;B64FP C9D9>D9EFAO= >459?P Ethernet. 
+4EFP 1: !4EFDB=>4 FBCB?B7<< < <A<J<4?<;4J<S GEFDB=EF6 
,47 1: %B;84=F9 E9FP EB7?4EAB FBCB?B7<<. 
a. #B8>?RK<F9 GEFDB=EF64, CB>4;4AAO9 6 FBCB?B7<<, < >459?< 
EBBF69FEF6GRM<@ B5D4;B@. 
b. �>?RK<F9 6E9 GEFDB=EF64 6 FBCB?B7<<. 
,47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 
>B@@GF4FBD4. 
�E?< A4 @4DLDGF<;4FBD9 < >B@@GF4FBD9 <@9RFES D4A99 EBID4A9AAO9 H4=?O 
>BAH<7GD4J<<, 6OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;<F9 QF< GEFDB=EF64, 
KFB5O 69DAGF <I BEAB6AO9 A4EFDB=><. �AEFDG>J<< CB <A<J<4?<;4J<< < 
C9D9;47DG;>9 QF<I GEFDB=EF6 CD<6B8SFES 6 #D<?B:9A<< �. 
+4EFP 2: !4EFDB=>4 GEFDB=EF6 < CDB69D>4 CB8>?RK9A<S 
� K4EF< 2 6O A4EFDB<F9 FBCB?B7<R E9F< < F4><9 54;B6O9 C4D4@9FDO, >4> 
IP-48D9E4 <AF9DH9=EB6, 8BEFGC > GEFDB=EF64@ < C4DB?<. �@9A4 GEFDB=EF6 < 
48D9EAO9 84AAO9 @B:AB A4=F< 6 D4;89?4I 5&BCB?B7<S6 < 5&45?<J4 
48D9E4J<<6 6 A4K4?9 QFB= ?45BD4FBDAB= D45BFO. 
#D<@9K4A<9. � #D<?B:9A<< � CD<6989AO E6989A<S B >BAH<7GD4J<< 8?S 
6OCB?A9A<S L47B6 6 K4EF< 2. #BEF4D4=F9EP 6OCB?A<FP K4EFP 2, A9 CB?P;GSEP 
QF<@ CD<?B:9A<9@. 
,47 1: %89?4=F9 A4 <AF9DH9=E4I #� EF4F<K9E><9 A4EFDB=>< IP-48D9E4J<<. 
a. !4EFDB=F9 A4 >B@CPRF9D9 PC-A IP-48D9E, @4E>G CB8E9F< < C4D4@9FDO 
L?R;4 CB G@B?K4A<R. 
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b. !4EFDB=F9 A4 >B@CPRF9D9 PC-B IP-48D9E, @4E>G CB8E9F< < C4D4@9FDO 
L?R;4 CB G@B?K4A<R. 
c. "FCD46PF9 ping A4 PC-� <; >B@4A8AB= EFDB>< PC-A. 
#BK9@G CDB69D>4 E6S;< A9 G84?4EP? 
 4DLDGF<;4FBD A9 A4EFDB9A. #B8>?RK<F9EP > @4DLDGF<;4FBDG E CB@BMPR 
>BAEB?< < 4>F<6<DG=F9 CD<6<?97<DB64AAO= D9:<@ 
exec. 
a. �B=8<F9 6 D9:<@ >BAH<7GD4J<<. 
b. !4;A4KPF9 @4DLDGF<;4FBDG <@S GEFDB=EF64. 
c. "F>?RK<F9 CB<E> DNS, KFB5O CD98BF6D4F<FP CBCOF>< 
@4DLDGF<;4FBD4 A969DAB CD9B5D4;B6O64FP 66989AAO9 >B@4A8O F4><@ 
B5D4;B@, >4> 5G8FB BA< S6?SRFES <@9A4@< G;?B6. 
d. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 
CD<6<?97<DB64AAB7B D9:<@4 �)�%. 
e.  !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < 6>?RK<F9 D9:<@ 6IB84 6 
E<EF9@G CB C4DB?R. 8. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 6<DFG4?PAB7B 
F9D@<A4?4 < 6>?RK<F9 6IB8 CB C4DB?R. 
h. �4L<HDG=F9 BF>DOFO9 C4DB?<. 
i. %B;84=F9 54AA9D E CD98GCD9:89A<9@ B ;4CD9F9 
A9E4A>J<BA<DB64AAB7B 8BEFGC4 > GEFDB=EF6G. 
j. !4EFDB=F9 < 4>F<6<DG=F9 A4 @4DLDGF<;4FBD9 B54 <AF9DH9=E4. 
k. �?S >4:8B7B <AF9DH9=E4 6698<F9 BC<E4A<9, G>4;46, >4>B9 GEFDB=EF6B 
> A9@G CB8>?RK9AB. 
l. %BID4A<F9 H4=? F9>GM9= >BAH<7GD4J<< 6 H4=? ;47DG;BKAB= 
>BAH<7GD4J<<. 
F. !4EFDB=F9 A4 @4DLDGF<;4FBD9 6D9@S. 
#D<@9K4A<9. �BCDBE<F9?PAO= ;A4> (?) CB;6B?S9F BF>DOFP ECD46>G E 
CD46<?PAB= CBE?98B64F9?PABEFPR C4D4@9FDB6, A9B5IB8<@OI 8?S 
6OCB?A9A<S QFB= >B@4A8O. 
C. #DBF9EF<DG=F9 >B@CPRF9D $%-�, BFCD46<6 >B@CPRF9DG $%-� QIB-;4CDBE 
<; B>A4 >B@4A8AB= EFDB><. 
'EC9LAB ?< 6OCB?A9A4 CDB69D>4 E6S;<? #BK9@G? 
�4, ;4CDBE 6OCB?A9A GEC9LAB.  4DLDGF<;4FBD A4CD46<? ICMP C4>9F <; 
B8AB= CB8 E9F< 6 8DG7GR < B5D4FAB . 
+4EFP 3: "FB5D4:9A<9 E6989A<= B5 GEFDB=EF69 
� K4EF< 3 6O 6BECB?P;G9F9EP >B@4A84@< show 8?S CB?GK9A<S 84AAOI E 
@4DLDGF<;4FBD4 < >B@@GF4FBD4. 
,47 1: %B59D<F9 E E9F96OI GEFDB=EF6 84AAO9 B5 4CC4D4FAB@ < CDB7D4@@AB@ 
B59EC9K9A<<. 
4. % CB@BMPR >B@4A8O show version BF69FPF9 A4 E?98GRM<9 6BCDBEO B 
@4DLDGF<;4FBD9. 
�4> A4;O649FES B5D4; IOS, CB8 GCD46?9A<9@ >BFBDB= D45BF49F 
@4DLDGF<;4FBD? flasb h 0 : c 1 900- universaI k9 - mz . SPA. 151 - 1. M4 . bin 
�4><@ B5N9@B@ C4@SF< DRAM B5?4849F @4DLDGF<;4FBD? 
3 2   � 
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�4><@ B5N9@B@ C4@SF< NVRAM B5?4849F @4DLDGF<;4FBD? 
2 5 5 � � 
�4><@ B5N9@B@ H?9L-C4@SF< B5?4849F @4DLDGF<;4FBD? 
249856 �� 
0. % CB@BMPR >B@4A8O show version BF69FPF9 A4 E?98GRM<9 6BCDBEO B 
>B@@GF4FBD9. �4> A4;O649FES B5D4; IOS, CB8 GCD46?9A<9@ >BFBDB= D45BF49F 
>B@@GF4FBD? 
!9 BFB5D4:49FES. 
�4><@ B5N9@B@ 8<A4@<K9E>B7B "�' (DRAM) B5?4849F >B@@GF4FBD? 
2 1 039 �� 
�4><@ B5N9@B@ QA9D7BA9;46<E<@B= C4@SF< (NVRAM) B5?4849F 
>B@@GF4FBD? 
6 3488 � � 
!4;B6<F9 AB@9D @B89?< >B@@GF4FBD4. 
WS- C2 960-24TT 
,47 2: "FB5D4;<F9 F45?<JG @4DLDGF<;4J<< A4 @4DLDGF<;4FBD9. 
�OCB?A<F9 >B@4A8G show ip route A4 @4DLDGF<;4FBD9, KFB5O BF69F<FP A4 
E?98GRM<9 6BCDBEO. �4>B= >B8 <ECB?P;G9FES 6 F45?<J9 @4DLDGF<;4J<< 8?S 
B5B;A4K9A<S E9F< E CDS@O@ CB8>?RK9A<9@? 
"C " 
%>B?P>B ;4C<E9= @4DLDGFB6 B5B;A4K9AO 5G>6B= «%» 6 F45?<J9 
@4DLDGF<;4J<<? 2 �4><9 F<CO <AF9DH9=EB6 E6S;4AO E @4DLDGF4@<, 
;4>B8<DB64AAO@< E E<@6B?B@ «%»? 
Fast Ethernet , Gigabit Ethernet, . . . 
,47 3: �O698<F9 A4 @4DLDGF<;4FBD E6989A<S B5 <AF9DH9=E9. 
% CB@BMPR >B@4A8O show interface g0/1 BF69FPF9 A4 E?98GRM<9 6BCDBEO. 
'>4:<F9 F9>GM99 EBEFBSA<9 <AF9DH9=E4 G0/1. 
Gigabit Erhernet0/ 1isup , line protocol is up (connect.ed) 
!4;B6<F9  �%-48D9E <AF9DH9=E4 G0/1. 
0 1.64a 0.2 80 2 
�4><@ B5D4;B@ 6 QFB= >B@4A89 BFB5D4:49FES 48D9E 6 �AF9DA9F9? 
1  P 4 8 D 9 E < A F9 D H 9 = E 4 E C D 9 H < >E B @ C B 8 E 9F< 1 92.1 68.1.1/24 
,47 4: �O698<F9 A4 @4DLDGF<;4FBD < >B@@GF4FBD E6B8AO= EC<EB> 
<AF9DH9=EB6. 
b. �698<F9 >B@4A8G show ip interface brief A4 >B@@GF4FBD9. 
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�?S CDB69D>< >BAH<7GD4J<< <AF9DH9=E4 @B:AB <ECB?P;B64FP A9E>B?P>B 
>B@4A8. "8A4 <; A4<5B?99 G8B5AOI4 >B@4A84 show ip interface brief. 
�OIB8AO9 84AAO9 >B@4A8O EB89D:4F E6B8AO= EC<EB> <AF9DH9=EB6 
GEFDB=EF64 E G>4;4A<9@ EF4FGE4 >4:8B7B <AF9DH9=E4. 

 
 
 
 
4. �698<F9 >B@4A8G show ip interface brief A4 @4DLDGF<;4FBD9. 
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�BCDBEO 8?S CB6FBD9A<S 
1. �E?< <AF9DH9=E G0/1 6O>?RK9A 48@<A<EFD4FBDB@, >4>4S >B@4A84 
>BAH<7GD4J<< <AF9DH9=E4 CB;6B?<F 97B 6>?RK<FP? 
no shutdown 
2. +FB CDB<;B=89F 6 E?GK49 A9CD46<?PAB= >BAH<7GD4J<< <AF9DH9=E4 
G0/1 A4 @4DLDGF<;4FBD9 E IP- 48D9EB@ 192.168.1.2? 
#4>9FO  E G;?4 PC-A A9 E@B7GF 8BEF<7AGFP 8DG7<I E9F9= , F.> . A4<T@ 6 
>4K9EF69 BEAB6AB7B L?R;4 A4 EFDB9A 48D9E 192.168.1.1. 
%6B8A4S F45?<J4 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 

%6B8A4S F45?<J4 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 
 B89?P 
@4DLDGF<;4FBD
4 

�AF9DH9=E 
Ethernet 7 1 

�AF9DH9=E 
Ethernet 7 2 

#BE?98B64F9?PAO
= <AF9DH9=E 7 1 

#BE?98B64F9?PAO
= <AF9DH9=E 7 2 

1 800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 
(S0/1/0) 

Serial 0/1/1 
(S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4> A4EFDB9A @4DLDGF<;4FBD, CBE@BFD<F9 A4 <AF9DH9=EO 
< BCD989?<F9 F<C @4DLDGF<;4FBD4 < >B?<K9EF6B <@9RM<IES G A97B <AF9DH9=EB6. 
#9D9K<E?<FP 6E9 >B@5<A4J<< >BAH<7GD4J<= 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 
A96B;@B:AB. 1F4 F45?<J4 EB89D:<F <89AF<H<>4FBDO 8?S 6B;@B:AOI >B@5<A4J<= 
<AF9DH9=EB6 Ethernet < CBE?98B64F9?PAOI <AF9DH9=EB6 A4 GEFDB=EF69. �DG7<9 F<CO 
<AF9DH9=EB6 6 F45?<J9 A9 CD98EF46?9AO, IBFS BA< @B7GF CD<EGFEF6B64FP 6 84AAB@ 
>BA>D9FAB@ @4DLDGF<;4FBD9. � >4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN 

%FDB>4 6 E>B5>4I 4 QFB BH<J<4?PAB9 EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 
6 >B@4A84I 8?S B5B;A4K9A<S <AF9DH9=E4.
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#D4>F<K9E>4S  D45BF4  15: A45?R89A<9 ;4 CDBJ9EEB@ 

FDTIEFBDBAA97B DG>BCB:4F<S TCP E CB@BMPR CDB7D4@@O 

Wireshark 

&BCB?B7<S 

 

�484K< 

+4EFP 1. #B87BFB6>4 CDB7D4@@O Wireshark > ;4I64FG C4>9FB6 

" �O59D<F9 CB8IB8SM<= <AF9DH9=E 

E9F96B7B 484CF9D4 8?S ;4I64F4 C4>9FB6. +4EFP 

2. �4I64F, CB<E> < <;GK9A<9 C4>9FB6 

" �4I64F<F9 84AAO9 695-E94AE4 A4 G;?9 www.google.com. 

" !4=8<F9 EBBF69FEF6GRM<9 C4>9FO 8?S 695-E94AE4. 

" �;GK<F9 EB89D:4M<9ES 6 C4>9F4I 84AAO9, 

6>?RK4S IP-48D9E4, AB@9D4 CBDFB6 TCP < H?4:>< 

GCD46?9A<S TCP. 

�EIB8AO9 84AAO9/EJ9A4D<= 

� 84AAB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F 

6BECB?P;B64FPES CDB7D4@@B= Wireshark 8?S ;4I64F4 < 

<;GK9A<S C4>9FB6, E79A9D<DB64AAOI @9:8G 5D4G;9DB@ #�, 

789 <ECB?P;G9FES HTTP-CDBFB>B?, < 695E9D69DB@, A4CD<@9D 

www.google.com. #D< C9D6B@ ;4CGE>9 CD<?B:9A<S A4 G;?9, 

A4CD<@9D HTTP <?< FTP, TCP GEF4A46?<649F E6S;P @9:8G 

86G@S G;?4@< E CB@BMPR FDTIEFBDBAA97B DG>BCB:4F<S. 
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!4CD<@9D, CD< CDBE@BFD9 <AF9DA9F-EFD4A<J K9D9; 

695-5D4G;9D #� FDTIEFBDBAA99 DG>BCB:4F<9 CB;6B?S9F 

GEF4AB6<FP E6S;P @9:8G G;?B6O@ #� < 695-E9D69DB@. 

"8AB6D9@9AAB A4 #� @B7GF <@9FP @9EFB ED4;G A9E>B?P>B 

4>F<6AOI E94AEB6 TCP E D4;AO@< 695-E4=F4@<. 

#D<@9K4A<9. 1FG ?45BD4FBDAGR D45BFG A9?P;S 

6OCB?ASFP CD< CB@BM< Netlab. "A4 CD98CB?4749F A4?<K<9 

8BEFGC4 > �AF9DA9FG. 

!9B5IB8<@O9 D9EGDEO 

1 #� (Windows 7, Vista <?< XP E 8BEFGCB@ > >B@4A8AB= 

EFDB>9, 8BEFGCG > �AF9DA9FG < GEF4AB6?9AAB@G 4A4?<;4FBDG 

C4>9FB6 Wireshark) 

+4EFP 1: #B87BFB6>4 CDB7D4@@O Wireshark > ;4I64FG C4>9FB6 

� K4EF< 1 64@ A9B5IB8<@B ;4CGEF<FP CDB7D4@@G 

Wireshark < 6O5D4FP CB8IB8SM<9 <AF9DH9=EO 8?S A4K4?4 

;4I64F4 C4>9FB6. 

,47 1: ';A4=F9 48D9E4 <AF9DH9=EB6 #�. 

�?S 6OCB?A9A<S ?45BD4FBDAB= D45BFO 64@ AG:AB G;A4FP 

IP-48D9E E6B97B #� < H<;<K9E><= 48D9E E9F96B7B 484CF9D4, 

>BFBDO= F4>:9 A4;O649FES MAC-48D9EB@. 

a. "F>DB=F9 B>AB >B@4A8AB= EFDB><, 6698<F9 ipconfig /all < 

A4:@<F9 >?46<LG ��"�. 
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b. �4C<L<F9 IP- < MAC-48D9E4, E6S;4AAO9 E 6O5D4AAO@ 

484CF9DB@ Ethernet, CBE>B?P>G QFB < 9EFP FBF 48D9E <EFBKA<>4, 

>BFBDO= AG:AB <E>4FP CD< 4A4?<;9 ;4I64K9AAOI C4>9FB6. 

IP-48D9E G;?4 #�: 

MAC-48D9E G;?4 #�: 

,47 2: �4CGEF<F9 CDB7D4@@G Wireshark < 6O59D<F9 CB8IB8SM<= 

<AF9DH9=E. 

a. !4:@<F9 >ABC>G #GE> < 864:8O A4:@<F9 A4 Wireshark. 

b. �4CGEF<6 CDB7D4@@G Wireshark, A4:@<F9 A4 C4D4@9FD 

Interface List (%C<EB> <AF9DH9=EB6). 

 

c. � B>A9 Wireshark: Capture Interfaces (�4I64F <AF9DH9=EB6) 

GEF4AB6<F9 H?4:B> A4CDBF<6 <AF9DH9=E4 CB8>?RK9A<S > 64L9= 

?B>4?PAB= E9F<. 
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#D<@9K4A<9. �E?< G>4;4AB A9E>B?P>B <AF9DH9=EB6 < 6O A9 

G69D9AO 6 6O5BD9, A4:@<F9 >ABC>G Details (%6989A<S). "F>DB=F9 

6>?48>G 802.3 (Ethernet) < G598<F9EP 6 FB@, KFB MAC-48D9E 

EBBF69FEF6G9F FB@G, KFB 6O ;4C<E4?< 6 L479 1b. #DB69D<6 84AAO9, 

;4>DB=F9 B>AB EB E6989A<S@< B5 <AF9DH9=E9. 

+4EFP 2: �4I64F, CB<E> < <;GK9A<9 C4>9FB6 

,47 1: !4:@<F9 >ABC>G Start (%F4DF), KFB5O A4K4FP ;4I64F 84AAOI. 

a. "F>DB=F9 695-E4=F www.google.com. %69DA<F9 B>AB 

Google < 69DA<F9EP 6 CDB7D4@@G Wireshark. "EF4AB6<F9 CDBJ9EE 

;4I64F4 84AAOI. �O G6<8<F9 ;4I64K9AAO= FD4H<>, >4> CB>4;4AB 

A4 L479 b. 

#D<@9K4A<9. �AEFDG>FBD @B:9F CD98?B:<FP 64@ 8DG7B= 

695-E4=F. � QFB@ E?GK49 6698<F9 A4;64A<9 <?< 48D9E E4=F4 6 

EBBF69FEF6GRM99 CB?9: 

b. &9C9DP B>AB C9D9I64F4 84AAOI 4>F<6AB. !4=8<F9 

EFB?5JO Source (�EFBKA<>), Destination (!4;A4K9A<9) < Protocol 

(#DBFB>B?). 
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,47 2: !4=8<F9 EBBF69FEF6GRM<9 C4>9FO 8?S 695-E94AE4. 

�E?< >B@CPRF9D 6>?RKTA A9846AB < 9M9 A9 <ECB?P;B64?ES 8?S 

8BEFGC4 > �AF9DA9FG, 6 ;4I64K9AAOI 84AAOI 6O E@B:9F9 G6<89FP 

69EP CDBJ9EE, 6>?RK4S CDBFB>B? D4;D9L9A<S 48D9EB6 (ARP), E?G:5G 

8B@9AAOI <@9A (DNS) < FDTIEFBDBAA99 DG>BCB:4F<9 TCP. !4 

Q>D4A9 ;4I64F4 6 K4EF< 2, L47 1 CB>4;4AO 

6E9 C4>9FO, >BFBDO9 #� 8B?:9A BFCD46<FP A4 48D9E 

www.google.com. � 84AAB@ E?GK49 #� G:9 <@9? ;4C<EP ARP 8?S 

L?R;4 CB G@B?K4A<R, CBQFB@G C9D6O@ 89?B@ BA EB;84? DNS-;4CDBE 

8?S CD9B5D4;B64A<S www.google.com. 

b. � >48D9 11 CB>4;4A DNS-;4CDBE BF #� > DNS-E9D69DG, 

CD<;64AAO= CD9B5D4;B64FP 8B@9AAB9 <@S www.google.com 6 

IP-48D9E 695-E9D69D4. #� 8B?:9A ;A4FP IP-48D9E 8B BFCD46?9A<S 

C9D6B7B C4>9F4 A4 695-E9D69D. 

!4;B6<F9 IP-48D9E DNS-E9D69D4, ;4CDBL9AAB7B >B@CPRF9DB@. 

c. �48D 12 CB>4;O649F BF69F DNS-E9D69D4, EB89D:4M<= 

IP-48D9E www.google.com. 
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d. !4=8<F9 EBBF69FEF6GRM<= C4>9F, KFB5O ;4CGEF<FP 

CDBJ98GDG FDTIEFBDBAA97B DG>BCB:4F<S. � 84AAB@ CD<@9D9 >48D 15 

CB>4;O649F A4K4?B FDTIEFBDBAA97B DG>BCB:4F<S TCP. 

!4;B6<F9 IP-48D9E 695-E9D69D4 Google. 

e. �E?< 6O CB?GK<?< @AB7B C4>9FB6, E6S;4AAOI E 

TCP-EB98<A9A<9@, 6BECB?P;G=F9EP H<?PFD4@< CDB7D4@@O 

Wireshark. � CB?9 H<?PFD4 CDB7D4@@O Wireshark 6698<F9 tcp < 

A4:@<F9 >?46<LG ��"�. 

 

,47 3: �;GK<F9 EB89D:4M<9ES 6 C4>9F4I 84AAO9, 6>?RK4S 

IP-48D9E4, AB@9D4 CBDFB6 TCP < H?4:>< GCD46?9A<S TCP. 

e. � A4L9@ CD<@9D9 >48D 15 CB>4;O649F A4K4?B 

FDTIEFBDBAA97B DG>BCB:4F<S @9:8G #� < 695E9D69DB@ Google. !4 

C4A9?< EC<E>4 C4>9FB6 (69DIA<= D4;89? BEAB6AB7B B>A4) 6O59D<F9 

>48D. #BE?9 QFB7B 5G89F 6O89?9A4 EFDB>4 < BFB5D4:9A4 

;4L<HDB64AA4S <AHBD@4J<S <; C4>9F4 6 86GI A<:A<I C4A9?SI. 

#DB69DPF9 84AAO9 TCP 6 C4A9?< E6989A<= B C4>9F4I (ED98A<= 

D4;89? BEAB6AB7B B>A4). 
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e. !4 C4A9?< A4:@<F9 A4 ;A4KB> + E?964 BF EFDB>< 

Transmission Control Protocol (#DBFB>B? GCD46?9A<S C9D984K9= 

84AAOI), KFB5O G6<89FP CB8DB5AGR <AHBD@4J<R B TCP. 

e. %?964 BF H?4:>B6 A4:@<F9 A4 ;A4KB> +. "5D4F<F9 

6A<@4A<9 A4 CBDFO <EFBKA<>4 < A4;A4K9A<S, 4 F4>:9 A4 

GEF4AB6?9AAO9 H?4:><. 

#D<@9K4A<9. +FB5O BFB5D4;<FP 6E9 A9B5IB8<@O9 

84AAO9, E>BDD9>F<DG=F9 D4;@9DO B>BA CDB7D4@@O 

Wireshark 
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#D4>F<K9E>4S  D45BF4  16: <;GK9A<9 ;4I64K9AAOI 84AAOI DNS UDP E 

CB@BMPR CDB7D4@@O Wireshark 

&BCB?B7<S 

 

�484K< 

+4EFP 1. �4C<EP 84AAOI IP->BAH<7GD4J<< #� 

+4EFP 2. �4I64F ;4CDBEB6 < BF69FB6 DNS E CB@BMPR CDB7D4@@O 

Wireshark +4EFP 3. �A4?<; ;4I64K9AAOI C4>9FB6 DNS <?< UDP 

�EIB8AO9 84AAO9/EJ9A4D<= 

�E?< 6O IBFP D4; 6OIB8<?< 6 �AF9DA9F, FB CB?P;B64?<EP E?G:5B= 

8B@9AAOI <@TA (DNS). DNS 4 QFB D4ECD989?TAA4S E9FP E9D69DB6, >BFBD4S 

CD9B5D4;G9F CBASFAO9 <@9A4 8B@9AB6, A4CD<@9D www.google.com, 6 

IP-48D9E. #D< 66B89 6 5D4G;9D URL-48D9E4 >4>B7B-?<5B E4=F4 #� BFCD46?S9F 

6 DNS ;4CDBE B5 IP-48D9E9 DNS-E9D69D4. �4CDBE DNS-E9D69D4 64L97B #� < 

BF69F DNS-E9D69D4 <ECB?P;GRF 6 >4K9EF69 CDBFB>B?4 FD4AECBDFAB7B GDB6AS 

CDBFB>B? CB?P;B64F9?PE><I 84F47D4@@ (UDP). UDP A9 FD95G9F EB98<A9A<S < 

A4EFDB=>< E94AE4, >4> TCP. �4CDBEO < BF69FO DNS KD9;6OK4=AB @4?O < A9 

FD95GRF E?G:95AOI E<7A4?B6 TCP. 

� IB89 ?45BD4FBDAB= D45BFO 6O 5G89F9 B5@9A<64FPES 84AAO@< E 

DNS-E9D69DB@, BFCD46?SS 6 DNS ;4CDBEO CB FD4AECBDFAB@G CDBFB>B?G 

UDP. �?S 4A4?<;4 B5@9A4 84AAO@< E E9D69DB@ 8B@9AAOI <@9A 5G89F 

<ECB?P;B64FPES CDB7D4@@4 Wireshark. 

#D<@9K4A<9. 1FG ?45BD4FBDAGR D45BFG A9?P;S 6OCB?ASFP CD< 

CB@BM< Netlab. "A4 CD98CB?4749F A4?<K<9 8BEFGC4 > �AF9DA9FG. 
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!9B5IB8<@O9 D9EGDEO 

1 #� (Windows 7, Vista <?< XP E 8BEFGCB@ > >B@4A8AB= EFDB>9, 

8BEFGCG > �AF9DA9FG < GEF4AB6?9AAB@G 4A4?<;4FBDG C4>9FB6 Wireshark) 

'4EFP 1: �4C<EP 84AAOI IP->BAH<7GD4J<< #� 

� K4EF< 1 E CB@BMPR >B@4A8Oipconfig  #A4 ?B>4?PAB@ #� 64@ 

AG:AB 5G89F A4=F< < ;4C<E4FP  �%- < IP-48D9E4 E9F96B7B 484CF9D4 64L97B 

#�, IP-48D9E G>4;4AAB7B L?R;4 CB G@B?K4A<R < IP-48D9E DNS- E9D69D4, 

G>4;4AAB7B 8?S #�. �4C<L<F9 QF< 84AAO9 6 CD<698TAAGR A<:9 F45?<JG. 

"A< 64@ CBFD95GRFES 8?S 4A4?<;4 C4>9FB6 6 E?98GRM<I K4EFSI 

?45BD4FBDAB= D45BFO. 

IP-48D9E  

MAC-48D9E  

IP-48D9E L?R;4 CB G@B?K4A<R  

IP-48D9E DNS-E9D69D4  

 

'4EFP 2: �4I64F ;4CDBEB6 < BF69FB6 DNS E CB@BMPN CDB7D4@@O 
Wireshark 

� K4EF< 2 64@ AG:AB A4EFDB<FP CDB7D4@@G Wireshark 8?S ;4I64F4 

C4>9FB6 ;4CDBEB6 < BF69FB6 DNS < CDB89@BAEFD<DB64FP <ECB?P;B64A<9 

FD4AECBDFAB7B CDBFB>B?4 UDP CD< B5@9A9 84AAO@< E DNS- E9D69DB@. 

a. !4:@<F9 >ABC>G #GE> < BF>DB=F9 CDB7D4@@G Wireshark. 

#D<@9K4A<9. �E?< CDB7D4@@4 Wireshark A9 GEF4AB6?9A4, 9T @B:AB 

;47DG;<FP CB 48D9EG http://www.wireshark.org/download.html. 

b. �O59D<F9 <AF9DH9=E Wireshark 8?S ;4I64F4 C4>9FB6. 

�ECB?P;G=F9 Interface List (%C<EB> <AF9DH9=EB6), KFB5O 6O5D4FP 

<AF9DH9=E, >BFBDO= E6S;4A IP- <  �%-48D9E4@< #�, ;4C<E4AAO@< 6 K4EF< 

1. 

c. �O5D46 AG:AO= <AF9DH9=E, A4:@<F9 Start (!4K4FP), KFB5O 

A4K4FP ;4I64F C4>9FB6. 
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d. "F>DB=F9 695-5D4G;9D < 6698<F9 www.google.com. !4:@<F9 

>?46<LG ��"�, KFB5O CDB8B?:<FP. 

e. �4> FB?P>B BF>DB9FES 7?46A4S EFD4A<J4 Google, A4:@<F9 >ABC>G 

Stop ("EF4AB6<FP), KFB5O BEF4AB6<FP ;4I64F 84AAOI CDB7D4@@B= Wireshark. 

'4EFP 3: �A4?<; ;4I64K9AAOI C4>9FB6 DNS <?< UDP 

� K4EF< 3 64@ A9B5IB8<@B <;GK<FP C4>9FO UDP, EB;84AAO9 CD< 

B5@9A9 84AAO@< E DNS-E9D69DB@ 8?S IP-48D9EB6 www.google.com. 

,47 1: "FH<?PFDG=F9 DNS-C4>9FO. 

a. � 7?46AB@ B>A9 CDB7D4@@O Wireshark 6698<F9 dns 6 EFDB>9 Filter 

((<?PFD). !4:@<F9 Apply (#D<@9A<FP) <?< >?46<LG ��"�. 

#D<@9K4A<9. �E?< CBE?9 CD<@9A9A<S H<?PFD4 DNS A<>4><9 

D9;G?PF4FO A9 BFB5D4:4RFES, ;4>DB=F9 695-5D4G;9D < 6698<F9 6 B>A9 

>B@4A8AB= EFDB>< >B@4A8G ipconfig /flushdns, KFB5O G84?<FP 6E9 

CD98O8GM<9 D9;G?PF4FO DNS. #9D9;4CGEF<F9 ;4I64F 84AAOI CDB7D4@@B= 

Wireshark < CB6FBD<F9 L47< 2b-2e. �E?< D9L<FP CDB5?9@G A9 G84?BEP, 6 B>A9 

>B@4A8AB= EFDB>< 6698<F9 >B@4A8G nslookup www.google.com 6 >4K9EF69 

4?PF9DA4F<6O 5D4G;9DG. 
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b. !4 C4A9?< EC<E>4 ;4I64K9AAOI C4>9FB6 (69DIA<= D4;89?) 6 7?46AB@ 

B>A9 CDB7D4@@O A4=8<F9 C4>9F EB E?B64@< Standard query (EF4A84DFAO= 

;4CDBE) < A www.google.com (;4CDBE E4=F4 google.com). %@. CD<@9D 6 >48D9 

4. 

,47 2: �;GK<F9 E97@9AF UDP E CB@BMPR DNS-;4CDBE4. 

�;GK<F9 UDP E CB@BMPR DNS-;4CDBE4 B E4=F9 www.google.com, 

;4I64K9AAB7B CDB7D4@@B= Wireshark. � 84AAB@ CD<@9D9 8?S 4A4?<;4 6O5D4A 

;4I64K9AAO= >48D 4 A4 C4A9?< EC<E>4 ;4I64K9AAOI C4>9FB6. #DBFB>B?O 6 

QFB@ ;4CDBE9 BFB5D4:4RFES A4 C4A9?< E6989A<= B C4>9F4I (Details, ED98A<= 

D4;89?) 6 7?46AB@ B>A9. �4C<E< CDBFB>B?4 6O89?9AO E9DO@ J69FB@. 
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a. !4 C4A9?< E6989A<= B C4>9F4I >48D 4 <@99F 74 54=F4 84AAOI, >4> 

CB>4;4AB 6 C9D6B= EFDB>9. 1FB >B?<K9EF6B 54=FB6 AG:AB BFCD46<FP 6 

>4K9EF69 DNS-;4CDBE4 A4 E9D69D, >BFBDO= ;4CD4L<649F IP- 48D9E4 E4=F4 

www.google.com. 

b. %FDB>4 Ethernet II EB89D:<F  �%-48D9E4 <EFBKA<>4 < 

A4;A4K9A<S. MAC-48D9E <EFBKA<>4 CD<A48?9:<F 64L9@G ?B>4?PAB@G #� 

>4> <EFBKA<>G DNS-;4CDBE4. MAC-48D9E A4;A4K9A<S 4 QFB L?R; CB 

G@B?K4A<R, CBE>B?P>G QFB CBE?98ASS BEF4AB6>4 ;4CDBE4 C9D98 6OIB8B@ <; 

?B>4?PAB= E9F<. 

%B6C4849F ?< MAC-48D9E <EFBKA<>4 E 48D9EB@, ;4C<E4AAO@ 6 K4EF< 1 

8?S ?B>4?PAB7B #�? 

E. � EFDB>9 <AF9DA9F-CDBFB>B?4 69DE<< 4 ;4I64K9AAO9 84AAO9 

IP-C4>9F4 CB>4;O64RF, KFB IP-48D9E <EFBKA<>4 84AAB7B DNS-;4CDBE4 4 

192.168.1.11, 4 IP-48D9E A4;A4K9A<S 4 192.168.1.1. � 84AAB@ CD<@9D9 48D9E 

A4;A4K9A<S 4 QFB L?R; CB G@B?K4A<R. � 84AAB= E9F< L?R;B@ CB 

G@B?K4A<R S6?S9FES @4DLDGF<;4FBD. 

 

IP-C4>9F < ;47B?B6B> <A>4CEG?<DGRF E97@9AF UDP. %97@9AF UDP 

EB89D:<F DNS-;4CDBE 6 6<89 84AAOI. 

d. �47B?B6B> UDP <@99F FB?P>B K9FOD9 CB?S: CBDF <EFBKA<>4, CBDF 

48D9E4F4, 8?<A4 < >BAFDB?PA4S EG@@4. �4> CB>4;4AB A<:9, 8?<A4 >4:8B7B 

CB?S 6 ;47B?B6>9 UDP EBEF46?S9F 6E97B 16 5<F. 

 B:9F9 ?< 6O EBCBEF46<FP IP- <  �%-48D9E4 8?S GEFDB=EF6 

<EFBKA<>4 < A4;A4K9A<S? 

'EFDB=EF6B IP-48D9E MAC-48D9E 

�B>4?PAO= #�  

,?R; CB 

G@B?K4A<R 
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$4;69DA<F9 CDBFB>B? UDP A4 C4A9?< E6989A<= B C4>9F4I, A4:46 A4 

;A4KB> C?RE4 (+). "5D4F<F9 6A<@4A<9 A4 FB, KFB 6 BF>DO6L9@ES B>A9 5G8GF 

FB?P>B K9FOD9 CB?S. !B@9D CBDF4 <EFBKA<>4 6 84AAB@ CD<@9D9 4 52110. 

#BDF <EFBKA<>4 5O? E?GK4=AB E79A9D<DB64A ?B>4?PAO@ #� E 

<ECB?P;B64A<9@ ;4D9;9D6<DB64AAOI AB@9DB6 CBDFB6. #BDF A4;A4K9A<S 4 

53. #BDF 53 4 QFB B5M9<;69EFAO= CBDF, ;4D9;9D6<DB64AAO= 8?S 

<ECB?P;B64A<S E DNS. DNS-E9D69DO CB?GK4RF DNS- ;4CDBEO BF >?<9AFB6 

K9D9; CBDF 53. 

 

� 84AAB@ CD<@9D9 8?<A4 QFB7B E97@9AF4 UDP EBEF46?S9F 40 54=F. �; 

40 54=FB6 6BE9@P EBEF46?SRF ;47B?B6B>. "EF4?PAO9 32 54=F4 <ECB?P;GRFES 

84AAO@< DNS-;4CDBE4. !4 CD<698TAAB@ A<:9 EA<@>9 Q>D4A4 6O89?9AO 32 

54=F4 84AAOI DNS-;4CDBE4 A4 C4A9?< BFB5D4:9A<S C4>9F4 6 6<89 

CBE?98B64F9?PABEF< 54=FB6 (A<:A<= D4;89? 7?46AB7B B>A9 Wireshark).

 %�� �!&  UDP 

0                                                1 6                                           31 

#"$& �%&"+!��� unp #"$& !�1!�+$!�3 UDP 

���!� %""�-�!�3 JDP �"! 1 $"�0!�3 %'  � 

UDP 

��!!/� 

��!!/�... 
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�BAFDB?PA4S EG@@4 <ECB?P;G9FES 8?S BCD989?9A<S J9?BEFABEF< 

C4>9F4 CBE?9 C9D984K< K9D9; �AF9DA9F. 

�47B?B6B> UDP BF?<K49FES A<;><@< CBF9DS@<, CBE>B?P>G CDBFB>B? 

UDP A9 <@99F CB?9=, E6S;4AAOI E FDTIEFBDBAA<@ DG>BCB:4F<9@ 6 

CDBFB>B?9 TCP. �R5O9 CDB5?9@O E A48T:ABEFPR C9D984K< 84AAOI 8B?:AO 

D9L4FPES A4 GDB6A9 CD<?B:9A<=. 

 

%B6C4849F ?< IP-48D9E <EFBKA<>4 E IP-48D9EB@ ?B>4?PAB7B #�, 

;4C<E4AAO@ 6 K4EF< 1? %B6C4849F ?< IP-48D9E A4;A4K9A<S EB L?R;B@ CB 

G@B?K4A<R, ;4C<E4AAO@ 6 K4EF< 1? 

 

�4C<L<F9 D9;G?PF4FO ;4I64F4 84AAOI CDB7D4@@B= Wireshark 6 

CD<698TAAGR A<:9 F45?<JG. 

$4;@9D >48D4  

MAC-48D9E <EFBKA<>4  

MAC-48D9E A4;A4K9A<S  

IP-48D9E <EFBKA<>4  

IP-48D9E A4;A4K9A<S  

#BDF <EFBKA<>4  

#BDF A4;A4K9A<S  
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,47 3: �;GK<F9 UDP E CB@BMPR DNS-BF69F4. 

� QFB@ L479 64@ AG:AB <;GK<FP C4>9F DNS-BF69F4 < G598<FPES 6 FB@, 

KFB BA F4>:9 <ECB?P;G9F CDBFB>B? UDP. 

a. � 84AAB@ CD<@9D9 EBBF69FEF6GRM<@ C4>9FB@ DNS-BF69F4 S6?S9FES 

>48D 5. "5D4F<F9 6A<@4A<9 A4 FB, KFB >B?<K9EF6B 54=F A4 ?<A<< EBEF46?S9F 

290. 1FBF C4>9F CD96OL49F CB B5NT@G C4>9F DNS- ;4CDBE4. 

 

c. "5D4F<F9 6A<@4A<9 A4 IP-48D9E4 <EFBKA<>4 < A4;A4K9A<S 6 

IP-C4>9F9. !4;B6<F9 IP-48D9E A4;A4K9A<S. !4;B6<F9 IP-48D9E <EFBKA<>4. 

IP-48D9E A4;A4K9A<S: IP-48D9E <EFBKA<>4: 

+FB CDB<;BL?B E DB?S@< <EFBKA<>4 < A4;A4K9A<S ?B>4?PAB7B G;?4 < 

L?R;4 CB G@B?K4A<R? 

d. � E97@9AF9 UDP DB?< AB@9DB6 CBDFB6 F4>:9 <;@9A<?<EP A4 

CDBF<6BCB?B:AO9. !B@9D CBDF4 

A4;A4K9A<S 4 52110. !B@9D CBDF4 52110 4 QFB FBF :9 CBDF, >BFBDO= 

5O? E79A9D<DB64A ?B>4?PAO@ #� CD< BFCD46>9 DNS-;4CDBE4 A4 

DNS-E9D69D. �4L ?B>4?PAO= #� B:<849F DNS-BF69F4 BF QFB7B CBDF4. 

b. %G8O CB >48DG Ethernet II 8?O DNS-BF69F4, E >4>B7B GEFDB=EF64 
CB?GK9A MAC-48D9E <EFBKA<>4 < >4>B9 GEFDB=EF6B O6?O9FEO 
MAC-48D9EB@ A4;A4K9A<O? 
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!B@9D CBDF4 A4;A4K9A<S 4 53. DNS-E9D69D B:<849F DNS-;4CDBE4 BF 

CBDF4 53, 4 ;4F9@ BFCD46?S9F DNS-BF69F E AB@9DB@ CBDF4 <EFBKA<>4 53 

EB;84F9?R DNS-;4CDBE4. 

#D< D4EL<D9A<< DNS-;4CDBE4 B5D4F<F9 6A<@4A<9 A4 

CD9B5D4;B64AAO9 IP-48D9E4 E4=F4 www.google.com 6 D4;89?9 "F69FO.

 

�BCDBEO A4 ;4>D9C?9A<9 

� KT@ EBEFBSF CD9<@GM9EF64 <ECB?P;B64A<S CDBFB>B?4 UDP 6@9EFB CDBFB>B?4 

TCP 6 >4K9EF69 FD4AECBDFAB7B CDBFB>B?4 8?S DNS? 
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�D4>F<K9E>4S  D45BF4 : 17 <;GK9A<9 ;4I64K9AAOI C4>9FB6 FTP < 
TFTP E CB@BMPR CDB7D4@@O Wireshark 

"BCB?B7<S 4 K4EFP 1 (FTP) 
� K4EF< 1 BC<EO649FES ;4I64F C4>9FB6 FTP CB CDBFB>B?G TCP. � QFG FBCB?B7<R 6IB8<F >B@CPRF9D E 
8BEFGCB@ 6 �AF9DA9F. 

 

"45?<J4 48D9E4J<< (K4EFP 2) 

 

�484K< 
'4EFP 1. �CD989?9A<9 CB?9= < CD<AJ<C4 D45BFO ;47B?B6>B6 TCP E CB@BMPR HGA>J<< ;4I64F4 E94AE4 FTP 

CDB7D4@@O Wireshark 

'4EFP 2. �CD989?9A<9 CB?9= < CD<AJ<C4 D45BFO ;47B?B6>B6 UDP E CB@BMPR HGA>J<< ;4I64F4 E94AE4 
TFTP CDB7D4@@O Wireshark 

�EIB8AO9 84AAO9/EJ9A4D<= 
�4 FD4AECBDFAB@ GDB6A9 TCP/IP <ECB?P;GRFES 864 CDBFB>B?4 4 TCP, BC<E4AAO= 6 8B>G@9AF9 RFC 761, < 
UDP, BC<E4AAO= 6 8B>G@9AF9 RFC 768. �54 CDBFB>B?4 CB889D:<64RF B5@9A 84AAO@< CB CDBFB>B?G 
69DIA97B GDB6AS. �4CD<@9D, TCP <ECB?P;G9FES 8?S CB889D:>< FD4AECBDFAB7B GDB6AS, 6 FB@ K<E?9 < 
CDBFB>B?B6 HTTP < FTP. �DBFB>B? UDP B59EC9K<649F CB889D:>G FD4AECBDFAB7B GDB6AS DNS (E?G:5O 
8B@9AAOI <@TA), TFTP < 8DG7<I CDBFB>B?B6.  

"BCB?B7<S 4 K4EFP 2 (TFTP) 

� K4EF< 2 BC<EO649FES ;4I64F C4>9FB6 TFTP CB CDBFB>B?G UDP. # >B@CPRF9D4 8B?:AB 5OFP 
GEF4AB6?9AB >4> Ethernet-CB8>?RK9A<9, F4> < >BAEB?PAB9 CB8>?RK9A<9 > >B@@GF4FBDG S1. 

 

 

#EFDB=EF6B �AF9DH9=E IP-48D9E �4E>4 CB8E9F< (?R; CB G@B?K4A<R 

S1 VLAN 1 192.168.1.1 255.255.255.0 �98BEFGCAB 

��-� !9F96B= 
484CF9D 

192.168.1.3 255.255.255.0 192.168.1.1 
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�@8<5G4=85. !9F96O9 <A:9A9DO B5S;4AO ;A4FP >B@CBA9AFO ;47B?B6>B6 < CD<AJ<C D45BFO CDBFB>B?B6 TCP < 
UDP. 

� K4EF< 1 ?45BD4FBDAB= D45BFO 64@ A9B5IB8<@B E CB@BMPR 59EC?4FAB= CDB7D4@@O Wireshark EB5D4FP < 
CDB4A4?<;<DB64FP CB?S ;47B?B6>B6 CDBFB>B?4 TCP 8?S C9D984K< H4=?B6 CB CDBFB>B?G FTP @9:8G 7?46AO@ 
>B@CPRF9DB@ < 4ABA<@AO@ FTP-E9D69DB@. �B8>?RK9A<9 > 4ABA<@AB@G FTP-E9D69DG < ;47DG;>4 H4=?4 
6OCB?ASRFES E CB@BMPR GF<?<FO >B@4A8AB= EFDB>< Windows. � K4EF< 2 ?45BD4FBDAB= D45BFO 64@ 
A9B5IB8<@B E CB@BMPR 59EC?4FAB= CDB7D4@@O Wireshark EB5D4FP < CDB4A4?<;<DB64FP CB?S ;47B?B6>B6 
CDBFB>B?4 UDP 8?S C9D984K< H4=?B6 CB CDBFB>B?G TFTP @9:8G 7?46AO@ >B@CPRF9DB@ < >B@@GF4FBDB@ S1. 

�@8<5G4=85. � ;484A<< <ECB?P;G9FES >B@@GF4FBD Cisco Catalyst 2960s E BC9D4J<BAAB= E<EF9@B= Cisco IOS 

69DE<< 15.0(2) (B5D4; lanbasek9). �B:AB <ECB?P;B64FP 8DG7<9 >B@@GF4FBDO < 69DE<< �� Cisco IOS. � 
;46<E<@BEF< BF @B89?< < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < D9;G?PF4FO <I 6OCB?A9A<S @B7GF BF?<K4FPES 
BF CD98EF46?9AAOI 6 ?45BD4FBDAOI D45BF4I. 
�@8<5G4=85. �B@@GF4FBD A9B5IB8<@B BK<EF<FP BF 84AAOI < ;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO, 
KFB E@B:9F9 QFB E89?4FP, B5D4F<F9EP > <AEFDG>FBDG. 
�@8<5G4=85. '4EFP 1 CD98CB?4749F A4?<K<9 >B@CPRF9D4 E 8BEFGCB@ 6 �AF9DA9F; Netlab 8?S 9T 6OCB?A9A<S A9 
CB8IB8<F. �484A<S 6 K4EF< 2 @B7GF 6OCB?ASFPES E <ECB?P;B64A<9@ Netlab. 

�9B5IB8<@O9 D9EGDEO 4 K4EFP 1 (FTP) 

�8<A �� (Windows 7, Vista <?< XP E 8BEFGCB@ > >B@4A8AB= EFDB>9, 6OIB8B@ 6 �AF9DA9F < GEF4AB6?9AAB= 
CDB7D4@@B= Wireshark). 

�9B5IB8<@O9 D9EGDEO 4 K4EFP 2 (TFTP) 

" 1 >B@@GF4FBD (E9D<S Cisco 2960, E CDB7D4@@AO@ B59EC9K9A<9@ Cisco IOS 69DE<< 15.0(2), B5D4; lanbasek9 

<?< 4A4?B7<KAO=) 

" �8<A �� (Windows 7, Vista <?< XP E GEF4AB6?9AAO@< CDB7D4@@B= Wireshark < TFTP-E9D69DB@, A4CD<@9D 
Tftpd32) 

" �459?P 8?S A4EFDB=>< GEFDB=EF6 E BC9D4J<BAAB= E<EF9@B= Cisco IOS K9D9; >BAEB?PAO= CBDF. 

" �459?P Ethernet, >4> CB>4;4AB 6 EI9@9 FBCB?B7<<. 

'4EFP 1: �CD989?9A<9 CB?9= < CD<AJ<C4 D45BFO ;47B?B6>B6 TCP 

E CB@BMPR HGA>J<< ;4I64F4 E94AE4 FTP CDB7D4@@O Wireshark 

� K4EF< 1 64@ A9B5IB8<@B E CB@BMPR CDB7D4@@O Wireshark CB?GK<FP 84AAO9 B E94AE9 FTP < <;GK<FP CB?S 
;47B?B6>B6 TCP. 

(47 1: �4KA<F9 ;4I64F 84AAOI CDB7D4@@B= Wireshark. 

a. �4>DB=F9 6E9 A9AG:AO9 E9F96O9 CD<?B:9A<S, A4CD<@9D 5D4G;9D, KFB5O B7D4A<K<FP >B?<K9EF6B FD4H<>4 
6B 6D9@S ;4I64F4 84AAOI CDB7D4@@B= Wireshark. 

b. �4KA<F9 ;4I64F 84AAOI CDB7D4@@B= Wireshark. 

(47 2: �47DG;<F9 H4=? ECD46>< Readme. 

a. � B>A9 >B@4A8AB= EFDB>< 6698<F9 ftp ftp.cdc.gov. 

b. �B8>?RK<F9EP > FTP-G;?G &9AFD4 CB >BAFDB?R < CDBH<?4>F<>9 ;45B?964A<= (CDC), G>4;46 6 >4K9EF69 
<@9A< CB?P;B64F9?S anonymous (C4DB?P 66B8<FP A9 AG:AB). 
c. �4=8<F9 < ;47DG;<F9 H4=? ECD46>< Readme.
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�@4>B8G5A>4O  @45>B4 : 87CG5=85 74E64G5==OE ?4>5B>6 FTP 8 TFTP A ?><>MPN ?@>7@4<<O Wireshark 

 

(47 4: �F>DB=F9 7?46AB9 B>AB CDB7D4@@O Wireshark. 

�B 6D9@S E94AE4 FTP-CB8>?RK9A<S > E4=FG ftp.cdc.gov CDB7D4@@4 Wireshark ;4I64F<?4 5B?PLB9 K<E?B 
C4>9FB6. 'FB5O B7D4A<K<FP >B?<K9EF6B CB?GK9AAOI 84AAOI 8?S 84?PA9=L97B 4A4?<;4, 6698<F9 >D<F9D<= tcp 

and ip.addr == 198.246.112.54 6 CB?9 Filter: ($<?PFD) < A4:@<F9 Apply (�D<@9A<FP) �698TAAO= IP-48D9E 
198.246.112.54 4 QFB 48D9E E4=F4 ftp.cdc.gov. 

 

 

(47 3: �EF4AB6<F9 E5BD 84AAOI CDB7D4@@B= Wireshark. 
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(47 5: �DB4A4?<;<DG=F9 CB?S TCP. 

�BE?9 CD<@9A9A<S H<?PFD4 TCP C9D6O9 FD< >48D4 A4 C4A9?< EC<E>4 C4>9FB6 (69DIA<= D4;89?) 
BFB5D4:4RF CDBFB>B? FD4AECBDFAB7B GDB6AS TCP, EB;84RM<= A48T:AO= E94AE E6S;<. 
�BE?98B64F9?PABEFP [SYN], [SYN, ACK] < [ACK] <??REFD<DG9F FDTIEFBDBAA99 DG>BCB:4F<9. 

 

�DBFB>B? TCP D97G?SDAB <ECB?P;G9FES 6B 6D9@S E94AE4 E6S;< 8?S >BAFDB?S 8BEF46>< 84F47D4@@, CDB69D>< <I 
CBEFGC?9A<S < GCD46?9A<S D4;@9DB@ B>A4. �?S >4:8B7B B5@9A4 84AAO@< @9:8G FTP- >?<9AFB@ < 
FTP-E9D69DB@ ;4CGE>49FES AB6O= E94AE TCP. �B ;469DL9A<< C9D984K< 84AAOI E94AE TCP ;4>DO649FES. �B 
;469DL9A<< E94AE4 FTP CDBFB>B? TCP 6OCB?AS9F C?4AB6B9 BF>?RK9A<9 < CD9>D4M9A<9 D45BFO. 
�DB7D4@@4 Wireshark BFB5D4:49F CB8DB5AO9 84AAO9 TCP A4 C4A9?< E6989A<= B C4>9F4I (ED98A<= D4;89?). 
�O89?<F9 C9D6GR 84F47D4@@G TCP E 7?46AB7B >B@CPRF9D4 < D4;69DA<F9 EFDB>G TCP. �F>DB9FES CB>4;4AA4S 

A<:9 D4EL<D9AA4S 84F47D4@@4 TCP, CB8B5A4S C4A9?< E6989A<= B C4>9F4I. 
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�4 CD<698TAAB@ 6OL9 <;B5D4:9A<< CB>4;4A4 EI9@4 TCP-84F47D4@@O. �?S 5B?PL9= SEABEF< > 
>4:8B@G CB?R CD<6B8<FES CBSEA9A<9. 

" �B?9 �><5@ 8AB>G=8>4 TCP (TCP source port number) BFABE<FES > G;?G E94AE4 TCP, >BFBDO= GEF4AB6<? 
CB8>?RK9A<9. �5OKAB <ECB?P;G9FES CDB<;6B?PAB9 ;A4K9A<9 5B?PL9 1023. 

" �B?9 TCP destination port number (�B@9D CBDF4 A4;A4K9A<S TCP) <ECB?P;G9FES 8?S <89AF<H<>4J<< 
CDBFB>B?4 69DIA97B GDB6AS <?< CD<?B:9A<S A4 G84?TAAB@ E4=F9. �A4K9A<S 

6 8<4C4;BA9 BF 0 8B 1023 EBBF69FEF6GRF «IBDBLB <;69EFAO@ CBDF4@» < E6S;4AO E CBCG?SDAO@< E9D6<E4@< 
< CD<?B:9A<S@< (>4> BC<E4AB 6 8B>G@9AF9 RFC 1700, F4><@< >4> Telnet, FTP, HTTP < F. 8.). �B@5<A4J<S 
IP-48D9E4 < CBDF4 <EFBKA<>4 < IP-48D9E4 < CBDF4 A4;A4K9A<S B8AB;A4KAB BCD989?S9F E94AE >4> 8?S 
BFCD46<F9?S, F4> < 8?S CB?GK4F9?S. 

�@8<5G4=85. � CD<698TAAOI A<:9 84AAOI, ;4I64K9AAOI CDB7D4@@B= Wireshark, G>4;4A CBDF A4;A4K9A<S 21, 
>BFBDO= <ECB?P;G9FES 8?S FTP. '9D9; CBDF 21 FTP-E9D69DO CD<A<@4RF C4>9FO, CD98A4;A4K9AAO9 8?S 
CB8>?RK9A<= FTP->?<9AF4. 
" � CB?9 Sequence number (�BDS8>B6O= AB@9D) G>4;O649FES AB@9D CBE?98A97B B>F9F4 6 E97@9AF9. 
" � CB?9 Acknowledgment number (�B@9D CB8F69D:89A<S) G>4;O649FES E?98GRM<= B>F9F, >BFBDO= 
B:<849FES CB?GK4F9?9@. 

" �A4K9A<9 6 CB?9 Code bits (�B8B6O9 5<FO) <7D49F BEB5GR DB?P 6 GCD46?9A<< E94AE4@< < B5D45BF>9 
E97@9AFB6. !D98< <AF9D9EAOI ;A4K9A<= @B:AB CD<69EF< E?98GRM<9: 

- ACK 4 CB8F69D:89A<9 CB?GK9A<S E97@9AF4. 
- SYN 4 E<AIDBA<;4J<S, GEF4A46?<649FES FB?P>B 6 FB@ E?GK49, 9E?< AB6O= E94AE TCP EB7?4EB6O649FES 
6 CDBJ9EE9 FDTIEFBDBAA97B DG>BCB:4F<S TCP. 

- FIN 4 ;469DL9A<9, ;4CDBE B CD9>D4M9A<< E94AE4 TCP. 

" � CB?9 Window size ( 4;@9D B>A4) BFB5D4:49FES ;A4K9A<9 E>B?P;SM97B B>A4, >BFBDB9 BCD989?S9F, E>B?P>B 
B>F9FB6 @B7GF 5OFP BFCD46?9AO 8B B:<84A<S CB8F69D:89A<S. 

" �B?9 Urgent pointer (#>4;4F9?P 64:ABEF<) <ECB?P;G9FES FB?P>B E H?47B@ EDBKABEF< Urgent (URG), >B784 
BFCD46<F9?R A9B5IB8<@B C9D9E?4FP 64:AO9 84AAO9 A4 G;9? CB?GK4F9?S. 

" �?S CB?S Options (�4D4@9FDO) 6 A4EFBSM99 6D9@S <ECB?P;G9FES FB?P>B B8<A C4D4@9FD, BCD989?S9@O= >4> 
@4>E<@4?PAO= D4;@9D TCP-E97@9AF4 (8BCB?A<F9?PAB9 ;A4K9A<9). 
�ECB?P;GS 84AAO9, ;4I64K9AAO9 CDB7D4@@B= Wireshark 8?S ;4CGE>4 C9D6B7B E94AE4 TCP (5<F SYN GEF4AB6?9A 
>4> 1), ;4CB?A<F9 <AHBD@4J<R B ;47B?B6>9 TCP. 

�F �� > E9D69DG CDC (FB?P>B 5<F SYN GEF4AB6?9A >4> 1): 

 

�B 6FBDB@ B>A9 BFH<?PFDB64AAOI 84AAOI, ;4I64K9AAOI CDB7D4@@B= Wireshark, FTP-E9D69D CDC CB8F69D:849F 
;4CDBE, BFCD46?9AAO= >B@CPRF9DB@. �5D4F<F9 6A<@4A<9 A4 ;A4K9A<S 5<FB6 8?S SYN < ACK. 

IP-48D9E <EFBKA<>4:  

IP-48D9E A4;A4K9A<S:  

�B@9D CBDF4 <EFBKA<>4:  

�B@9D CBDF4 A4;A4K9A<S:  

�BDS8>B6O= AB@9D:  

�B@9D CB8F69D:89A<S:  

�?<A4 ;47B?B6>4:  

 4;@9D B>A4:  
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�4 CBE?98A9@ QF4C9 EB7?4EB64A<S 8?S GEF4AB6?9A<S E6S;< >B@CPRF9D BFCD46?S9F E9D69DG EBB5M9A<9 
CB8F69D:89A<S. �5D4F<F9 6A<@4A<9 A4 FB, KFB FB?P>B 5<F ACK <@99F ;A4K9A<9 1, 6 FB 6D9@S >4> ;A4K9A<9 Sequence 

number (�BDS8>B6O= AB@9D) G69?<K9AB 8B 1.

 

�4CB?A<F9 CD<698TAAGR A<:9 F45?<JG 84AAO@< EBB5M9A<S SYN-ACK. 

IP-48D9E <EFBKA<>4:  

IP-48D9E A4;A4K9A<S:  

�B@9D CBDF4 <EFBKA<>4:  

�B@9D CBDF4 A4;A4K9A<S:  

�BDS8>B6O= AB@9D:  

�B@9D CB8F69D:89A<S:  

�?<A4 ;47B?B6>4:  

 4;@9D B>A4:  
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�4> FB?P>B E94AE TCP GEF4AB6?9A, CBS6?S9FES 6B;@B:ABEFP 8?S C9D984K< FTP-FD4H<>4 @9:8G >B@CPRF9DB@ < 
FTP-E9D69DB@. FTP->?<9AF < E9D69D 6;4<@B89=EF6GRF 8DG7 E 8DG7B@, A9 ;A4S B FB@, KFB TCP >BAFDB?<DG9F E94AE < 
@B:9F <@ GCD46?SFP. �B784 FTP-E9D69D BFCD46?S9F FTP->?<9AFG EBB5M9A<9 Response: 220, E94AE TCP A4 
FTP->?<9AF9 BFCD46?S9F CB8F69D:89A<9 E94AEG TCP A4 E9D69D9. -FG CBE?98B64F9?PABEFP @B:AB G6<89FP 6 
CD<6989AAB@ A<:9 B>A9 ;4I64F4 84AAOI CDB7D4@@B= Wireshark. 

 

 

�4CB?A<F9 CD<698TAAGR A<:9 F45?<JG 84AAO@< EBB5M9A<S ACK. 

IP-48D9E <EFBKA<>4:  

IP-48D9E A4;A4K9A<S:  

�B@9D CBDF4 <EFBKA<>4:  

�B@9D CBDF4 A4;A4K9A<S:  

�BDS8>B6O= AB@9D:  

�B@9D CB8F69D:89A<S:  

�?<A4 ;47B?B6>4:  

 4;@9D B>A4:  

!>B?P>B 8DG7<I 84F47D4@@ TCP EB89D:4?< 5<F SYN? 
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�B784 E94AE FTP ;469DL49FES, FTP->?<9AF BFCD46?S9F >B@4A8G quit (;469DL<FP). FTP-E9D69D CB8F69D:849F 
CD9>D4M9A<9 E94AE4 FTP, BFCD46?SS BF69F Response: 221 Goodbye. � QFBF D4; E94AE TCP FTP-E9D69D4 BFCD46?S9F 
84F47D4@@G TCP FTP->?<9AFG, EBB5M4S B CD9>D4M9A<< E94AE4 TCP. !94AE TCP FTP->?<9AF4 CB8F69D:849F 
CB?GK9A<9 84F47D4@@O CD9>D4M9A<S, CBE?9 K97B BFCD46?S9F EB5EF69AAB9 EBB5M9A<9 B CD9>D4M9A<< E94AE4 TCP. 

�B?GK<6 >BC<R EBB5M9A<S B CD9>D4M9A<<, FTP- E9D69D, <A<J<<DB646L<= CD9>D4M9A<9 E94AE4 TCP, BFCD46?S9F 
84F47D4@@G ACK E CB8F69D:89A<9@ CD9>D4M9A<S, < E94AE TCP ;469DL49FES. -FG CBE?98B64F9?PABEFP @B:AB 
G6<89FP 6 CD<698TAAB= A<:9 EI9@9 < D9;G?PF4F4I ;4I64F4 84AAOI. 

 

�D<@9A9A<9 H<?PFD4 ftp CB;6B?S9F <;GK<FP 6ER CBE?98B64F9?PABEFP FD4H<>4 FTP E CB@BMPR CDB7D4@@O 
Wireshark. �5D4F<F9 6A<@4A<9 A4 CBE?98B64F9?PABEFP EB5OF<= 6B 6D9@S QFB7B E94AE4 FTP. �?S ;47DG;>< H4=?4 
ECD46>< Readme 5O?B <ECB?P;B64AB <@S CB?P;B64F9?S anonymous. �B B>BAK4A<< C9D984K< H4=?B6 CB?P;B64F9?P 
;469DL<? E94AE FTP. 
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�@4>B8G5A>4O  @45>B4 : 87CG5=85 74E64G5==OE ?4>5B>6 FTP 8 TFTP A ?><>MPN ?@>7@4<<O Wireshark 

�MT D4; CD<@9A<F9 H<?PFD TCP CDB7D4@@O Wireshark, KFB5O <;GK<FP CDBJ9EE CD9>D4M9A<S E94AE4 TCP. �?S 
;469DL9A<S E94AE4 TCP C9D984RFES K9FOD9 C4>9F4. �BE>B?P>G CB8>?RK9A<9 TCP S6?S9FES 
CB?AB8GC?9>EAO@, 8?S >4:8B7B A4CD46?9A<S FD95G9FES BF89?PAB9 CD9>D4M9A<9 E94AE4. �;GK<F9 48D9E4 
<EFBKA<>4 < A4;A4K9A<S. 
� QFB@ CD<@9D9 G FTP-E9D69D4 5B?PL9 A9F 84AAOI 8?S BFCD46>< 6 CBFB>9; BA BFCD46?S9F E97@9AF E H?47B@ 
;469DL9A<S FIN, GEF4AB6?9AAO@ 6 >48D9 63. �B@CPRF9D BFCD46?S9F ACK, KFB5O CB8F69D8<FP CB?GK9A<9 FIN 

8?S ;469DL9A<S E94AE4 E6S;< @9:8G E9D69DB@ < >?<9AFB@ 6 >48D9 64. 
� >48D9 65 >B@CPRF9D CBEO?49F FIN FTP-E9D69DG, KFB5O ;469DL<FP E94AE TCP. FTP-E9D69D BFCD46?S9F BF69F, 
EB89D:4M<= ACK 6 >48D9 67, KFB5O CB8F69D8<FP CB?GK9A<9 FIN BF >B@CPRF9D4. �BE?9 QFB7B E94AE TCP @9:8G 
FTP-E9D69DB@ < >B@CPRF9DB@ ;469DL49FES. 

 

'4EFP 2: �CD989?9A<9 CB?9= < CD<AJ<C4 D45BFO ;47B?B6>B6 UDP 
E CB@BMPR HGA>J<< ;4I64F4 E94AE4 TFTP CDB7D4@@O Wireshark 

� K4EF< 2 64@ A9B5IB8<@B E CB@BMPR CDB7D4@@O Wireshark CB?GK<FP 84AAO9 B E94AE9 TFTP < <;GK<FP CB?S 
;47B?B6>B6 UDP. 

(47 1: �BEFDB=F9 H<;<K9E>GR FBCB?B7<R E9F< < CB87BFB6PF9 6ET A9B5IB8<@B9 8?S ;4I64F4 
84AAOI B E94AE9 TFTP. 

 

a. #EF4AB6<F9 @9:8G >B@CPRF9DB@ ��-A < >B@@GF4FBDB@ S1 Ethernet-CB8>?RK9A<9 < CB8>?RK9A<9 
K9D9; >BAEB?P. 
b. �E?< QFB 9MT A9 E89?4AB, G>4:<F9 IP-48D9E >B@CPRF9D4 (192.168.1.3) 6DGKAGR. �?S A4EFDB=>< 
L?R;4 CB G@B?K4A<R QFB A9 FD95G9FES.
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c. �4EFDB=F9 >B@@GF4FBD. �?S E9F< VLAN 1 G>4:<F9 IP-48D9E 192.168.1.1. �DB69DPF9 CB8>?RK9A<9 > 
>B@CPRF9DG, BFCD46<6 QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 48D9E 192.168.1.3. �D< A9B5IB8<@BEF< 

GEFD4A<F9 A9CB?48><. 
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(47 2: �B87BFB6PF9 TFTP-E9D69D A4 >B@CPRF9D9. 
a. �4 D45BK9@ EFB?9 EB;84=F9 C4C>G TFTP, 9E?< F4>B= 9MT A9F. � A9T 5G8GF E>BC<DB64AO H4=?O E 
>B@@GF4FBD4. 
b. �4 >B@CPRF9D9 ;4CGEF<F9 CDB7D4@@G Tftpd32. 

c. �4:@<F9 >ABC>G Browse (�5;BD) < 6@9EFB 6O5D4AAB= C4C>< G>4:<F9 C:\Users\user1\Desktop\TFTP, 

;4@9A<6 user1 A4 E6BT <@S CB?P;B64F9?S. 
TFTP-E9D69D 8B?:9A <@9FP E?98GRM<= 6<8: 

 

�5D4F<F9 6A<@4A<9 A4 FB, KFB 6 CB?9 Current Directory ("9>GM<= >4F4?B7) G>4;4AO CB?P;B64F9?P < 
<AF9DH9=E E9D69D4 Server (��-A) 6 6<89 IP-48D9E4 192.168.1.3. 

d. �DB69DPF9 6B;@B:ABEFP >BC<DB64A<S H4=?B6 E >B@@GF4FBD4 A4 >B@CPRF9D E CB@BMPR TFTP. �D< 
A9B5IB8<@BEF< GEFD4A<F9 A9CB?48><. 

 

�E?< 6O 6<8<F9, KFB H4=? E>BC<DB64A (>4> 6 CD<698TAAB@ 6OL9 CD<@9D9), C9D9IB8<F9 > 
E?98GRM9@G L47G. � CDBF<6AB@ E?GK49 GEFD4A<F9 A9CB?48><. �E?< CBS6<FES EBB5M9A<9 B5 BL<5>9 
%Error opening tftp (Permission denied) (%�96B;@B:AB BF>DOFP tftp (A9F CD46 8BEFGC4)), 
CDB69DPF9, A9 5?B><DG9F ?< 64L @9:E9F96B= Q>D4A CDBFB>B? TFTP, < G598<F9EP 6 FB@, KFB 
>BC<DB64A<9 6OCB?AS9FES 6 C4C>G E CD464@< 8BEFGC4 8?S 64L97B <@9A< CB?P;B64F9?S, A4CD<@9D, 6 
C4C>G A4 D45BK9@ EFB?9. 

© �BDCBD4J<S Cisco </<?< 9T 8BK9DA<9 >B@C4A<<, 2014. �E9 CD464 ;4M<M9AO. � 84AAB@ 8B>G@9AF9 
EB89D:<FES B5M98BEFGCA4S <AHBD@4J<S >BDCBD4J<< Cisco.  

 

!FD. 11 <; 14 
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(47 3: �4I64F<F9 84AAO9 B E94AE9 TFTP E CB@BMPR CDB7D4@@O Wireshark. 

a. �F>DB=F9 Wireshark. � @9AR Edit (�D46>4) 6O59D<F9 CGA>F Preferences (#EF4AB6><) < A4:@<F9 A4 ;A4KB> 
«C?RE» (+), KFB5O D4E>DOFP @9AR Protocols (�DBFB>B?O). �DB>DGF<F9 Q>D4A 6A<; < 6O59D<F9 UDP. 

#EF4AB6<F9 H?4:B> Validate the UDP checksum if possible (�DB69DSFP >BAFDB?PAGR EG@@G UDP, 

9E?< 6B;@B:AB) < A4:@<F9 Apply (�D<@9A<FP). �4F9@ A4:@<F9 >ABC>G OK. 

 

b. �4KA<F9 ;4I64F 84AAOI CDB7D4@@B= Wireshark. 

c. �4 >B@@GF4FBD9 6698<F9 >B@4A8G copy start tftp. 

d. �EF4AB6<F9 E5BD 84AAOI CDB7D4@@B= Wireshark. 

 

e. �?S H<?PFD4 6O59D<F9 ;A4K9A<9 tftp. �B?GK9AAO9 D9;G?PF4FO 8B?:AO 6O7?S89FP CD<@9DAB F4>, >4> 
CB>4;4AB 6OL9. -F4 C9D984K4 TFTP <ECB?P;G9FES 8?S 4A4?<;4 D45BFO UDP FD4AECBDFAB7B GDB6AS. 
�DB7D4@@4 Wireshark BFB5D4:49F CB8DB5AO9 84AAO9 UDP A4 C4A9?< E6989A<= B C4>9F4I. �O89?<F9 
C9D6GR 84F47D4@@G UDP, CB?GK9AAGR E 7?46AB7B >B@CPRF9D4, < A4698<F9 G>4;4F9?P @OL< A4 C4A9?P 
E6989A<= B C4>9F4I. �D< A9B5IB8<@BEF< E>BDD9>F<DG=F9 QFG C4A9?P < D4;69DA<F9 EFDB>G UDP, A4:46 A4 
EBBF69FEF6GRM99 CB?9.  4EL<D9AA4S 84F47D4@@4 UDP 8B?:A4 6O7?S89FP CB8B5AB CD<698TAAB= A<:9 
EI9@9. 
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�5D4F<F9 6A<@4A<9 A4 FB, KFB 6 6B;6D4MTAAB= 84F47D4@@9 UDP G>4;O649FES 8DG7B= CBDF <EFBKA<>4 
UDP, >BFBDO=, B8A4>B, <ECB?P;G9FES 8B >BAJ4 C9D9EO?>< 84AAOI CB TFTP. �BE>B?P>G A48T:AB9 
EB98<A9A<9 BFEGFEF6G9F, 8?S C9D9EO?>< 84AAOI CB TFTP <ECB?P;G9FES FB?P>B <EIB8AO= CBDF <EFBKA<>4, 
CD98A4;A4K9AAO= 8?S A4K4?4 E94AE4 TFTP. 

�DB@9 FB7B, A9B5IB8<@B GK<FO64FP, KFB ;A4K9A<9 6 CB?9 UDP Checksum (�BAFDB?PA4S EG@@4 UDP) 

G>4;4AB A969DAB. !>BD99 6E97B, QFB 6O;64AB 6O7DG;>B= >BAFDB?PAB= EG@@O UDP (UDP checksum offload). 

�BCB?A<F9?PAGR <AHBD@4J<R B CD<K<A4I QFB7B S6?9A<S @B:AB A4=F< 6 �AF9DA9F9, 6OCB?A<6 CB<E> CB 
E?B64@ «UDP checksum offload» <?< «6O7DG;>4 >BAFDB?PAB= EG@@O UDP». 

�BCDBEO A4 ;4>D9C?9A<9 

� IB89 ?45BD4FBDAB= D45BFO 6O CB?GK<?< 6B;@B:ABEFP CDB4A4?<;<DB64FP HGA>J<BA4?PAO9 BEB59AABEF< 
CDBFB>B?B6 TCP < UDP, <ECB?P;GS ;4I64F 84AAOI 6B 6D9@S E94AEB6 FTP < TFTP. '9@ GCD46?9A<9 
EB98<A9A<9@ E CB@BMPR TCP BF?<K49FES BF UDP? 

 

�ECB?P;GS 84AAO9, ;4I64K9AAO9 CDB7D4@@B= Wireshark 8?S C9D6B= 84F47D4@@O UDP, ;4CB?A<F9 <AHBD@4J<R B 
;47B?B6>9 UDP. �A4K9A<9 >BAFDB?PAB= EG@@O <@99F HBD@4F L9EFA48J4F9D<KAB7B K<E?4 (BEAB64A<9 16) E 

CD98L9EF6GRM<@ >B8B@ 0x. 

IP-48D9E <EFBKA<>4:  

IP-48D9E A4;A4K9A<S:  

�B@9D CBDF4 <EFBKA<>4:  

�B@9D CBDF4 A4;A4K9A<S:  

�?<A4 EBB5M9A<S UDP:  

�BAFDB?PA4S EG@@4 UDP:  

�4> CDBFB>B? UDP CDB69DS9F CD46<?PABEFP 84F47D4@@O? 

�;GK<F9 C9D6O= >48D, 6B;6D4MTAAO= TFTPD-E9D69DB@. �4CB?A<F9 CD<698TAAGR A<:9 F45?<JG 84AAO@< ;47B?B6>4 
UDP. 

IP-48D9E <EFBKA<>4:  

IP-48D9E A4;A4K9A<S:  

�B@9D CBDF4 <EFBKA<>4:  

�B@9D CBDF4 A4;A4K9A<S:  

�?<A4 EBB5M9A<S UDP:  

�BAFDB?PA4S EG@@4 UDP:  

-User Datagram Protocol, Src Port: 58565 (58565), Dst Port: 62513 (62513) L Checksum: 0x8372 [incorrect, should be 0xa385 

(maybe caused by "UDP checksum offload"?)] 

�4 CD<698TAAB@ 6OL9 <;B5D4:9A<< CB>4;4A4 EI9@4 UDP-84F47D4@@O. �B ED46A9A<R E 84F47D4@@B= 
TCP <AHBD@4J<S 6 ;47B?B6>9 A9 F4>4S CB8DB5A4S. �4> < 6 E?GK49 E TCP, >4:84S 84F47D4@@4 UDP 

B5B;A4K49FES CBDFB@ <EFBKA<>4 UDP < CBDFB@ A4;A4K9A<S UDP. 
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�DB5?9@4 

"4> >4> A< FTP, A< TFTP A9 S6?SRFES 59;BC4EAO@< CDBFB>B?4@<, 6E9 84AAO9 C9D9EO?4RFES 6 6<89 BF>DOFB7B 
F9>EF4. !R84 6IB8SF 6E9 <89AF<H<>4FBDO CB?P;B64F9?9=, C4DB?< < EB89D:4A<9 F9>EFB6OI H4=?B6. �A4?<; 
E94AE4 FTP 69DIA97B GDB6AS CB;6B?<F 5OEFDB BCD989?<FP <89AF<H<>4FBD < C4DB?P CB?P;B64F9?S, 4 F4>:9 
C4DB?< H4=?4 >BAH<7GD4J<<. �B?GK<FP 8BEFGC > 84AAO@ TFTP 69DIA97B GDB6AS < <;6?9KP <89AF<H<>4FBD < 
C4DB?P CB?P;B64F9?S >BAH<7GD4J<< E?B:A99, AB FB:9 @B:AB. 

�K<EF>4 

�E?< <AEFDG>FBD A9 84? <AO9 <AEFDG>J<<, 6OCB?A<F9 E?98GRM<9 89=EF6<S: 

1) #84?<F9 H4=?O, E>BC<DB64AAO9 A4 64L ��. 

2) #84?<F9 C4D4@9FDO >BAH<7GD4J<< A4 >B@@GF4FBD9 S1. 

3) #84?<F9 6698TAAO= 6DGKAGR IP-48D9E E �� < 6BEEF4AB6<F9 CB8>?RK9A<9 > �AF9DA9FG. 
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#D4>F<K9E>4O  D45BF4  18: <ECB?P;B64A<9 >4?P>G?OFBD4 Windows 6 D45BF9 
E E9F96O@< 48D9E4@< 

 

�484K< 

'4EFP 1. �BEFGC > >4?P>G?OFBDG Windows 

'4EFP 2. #9D96B8 K<E9? <; B8AB= E<EF9@O EK<E?9A<O 6 8DG7GN 

'4EFP 3. #9D96B8 ^4-48D9EB6 G;?B6 < @4EB> CB8E9F< 6 86B<KAGN E<EF9@G 
EK<E?9A<O 

'4EFP 4. "CD989?9A<9 >B?<K9EF64 G;?B6 6 E9F< E CB@BMPN 86GI J<HD 

'4EFP 5. #D9B5D4;B64A<9 MAC- < ^6-48D9EB6 6 86B<KAGN HBD@G 

�EIB8AO9 84AAO9/EJ9A4D<= 

#D< D45BF9 E >B@CPRF9D4@< < E9F96O@< GEFDB=EF64@< E9F96O9 EC9J<4?<EFO 

<ECB?P;GRF 86B<KAO9, 89ESF<KAO9 < L9EFA48J4F9D<KAO9 K<E?4. � BC9D4J<BAAGR 
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E<EF9@G >B@C4A<< Microsoft 6IB8<F 6EFDB9AAO= >4?P>G?SFBD. �9DE<S >4?P>G?SFBD4 6 

"% Windows 7 6>?RK49F B5OKAO= D9:<@, >BFBDO= @B:AB <ECB?P;B64FP 8?S 

6OCB?A9A<S CDBEF9=L<I 4D<H@9F<K9E><I ;484K, A4CD<@9D E?B:9A<S, 6OK<F4A<S, 

G@AB:9A<S < 89?9A<S, 4 F4>:9 D4EL<D9AAO9 6B;@B:ABEF< 8?S CDB7D4@@AOI, 

A4GKAOI < EF4F<EF<K9E><I D4EKTFB6. 

� 84AAB= ?45BD4FBDAB= D45BF9 6O 5G89F9 C9D96B8<FP K<E?4 6 86B<KAGR, 

89ESF<KAGR < L9EFA48J4F9D<KAGR E<EF9@O EK<E?9A<S < B5D4FAB 6 D9:<@9 

«#DB7D4@@<EF» >4?P>G?SFBD4 "% Windows 7 < BCD989?SFP >B?<K9EF6B G;?B6, > 

>BFBDO@ @B:AB B5D4F<FPES, <EIB8S <; >B?<K9EF64 8BEFGCAOI G;?B6OI 5<F, 6 D9:<@9 

«�A:9A9DAO=». 

!9B5IB8<@O9 D9EGDEO 

" "8<A #� (Windows 7, Vista <?< XP) 

#D<@9K4A<9. � 8DG7<I BC9D4J<BAAOI E<EF9@4I, BF?<KAOI BF Windows 7, 

HGA>J<BA4? >4?P>G?SFBD4 8?S CDB7D4@@<EFB6 @B:9F 6O7?S89FP <A4K9, K9@ 6 84AAB= 

?45BD4FBDAB= D45BF9. #DB<;6989A<9 D4EKTFB6 CD< QFB@ 6B;@B:AB. 

'4EFP 1: �BEFGC > >4?P>G?OFBDG Windows 

� K4EF< 1 6O CB;A4>B@<F9EP E 6EFDB9AAO@ CD<?B:9A<9@ >4?P>G?SFBD4 Microsoft 

Windows < <;GK<F9 8BEFGCAO9 D9:<@O. 

(47 1: !4:@<F9 >ABC>G #GE> 6 "% Windows < 6O59D<F9 CGA>F «�E9 
CDB7D4@@O». 

(47 2: "F>DB=F9 C4C>G «%F4A84DFAO9» < A4:@<F9 A4 «�4?P>G?OFBD». 

(47 3: �B784 >4?P>G?OFBD BF>DB9FEO, 6O59D<F9 @9AN «�<8». 

�4><9 K9FOD9 D9:<@4 8BEFGCAO? 

#D<@9K4A<9. � 84AAB= ?45BD4FBDAB= D45BF9 <ECB?P;GRFES D9:<@O 
«#DB7D4@@<EF» < «�A:9A9DAO=». 
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'4EFP 2: #9D96B8 K<E9? <; B8AB= E<EF9@O EK<E?9A<O 6 8DG7GN 

� D9:<@9 «#DB7D4@@<EF» >4?P>G?SFBD4 Windows 8BEFGCAO A9E>B?P>B E<EF9@ 

EK<E?9A<S: Hex (L9EFA48J4F9D<KA4S E BEAB64A<9@ 16), Dec (89ESF<KA4S E BEAB64A<9@ 

10), "= (6BEP@9D<KA4S E BEAB64A<9@ 8) < Bin (86B<KA4S E BEAB64A<9@ 2). 

 O CD<6O>?< <ECB?P;B64FP 89ESF<KAGR E<EF9@G EK<E?9A<S E J<HD4@< BF 0 8B 

9. "A4 CD<@9AS9FES 6 CB6E98A96AB= :<;A< 8?S 6E9I CB8EKTFB6 < H<A4AEB6OI 

BC9D4J<=. �B@CPRF9DO < CDBK<9 Q?9>FDBAAO9 GEFDB=EF64 8?S ID4A9A<S < C9D984K< 

84AAOI, 4 F4>:9 K<E?B6OI 6OK<E?9A<=, <ECB?P;GRF 86B<KAGR E<EF9@G, EBEFBSMGR 

FB?P>B <; AG?9= < 98<A<J. �E9 >B@CPRF9DAO9 D4EKTFO 6OCB?ASRFES 6 86B<KAB= 

(J<HDB6B=) HBD@9, A9;46<E<@B BF FB7B, 6 >4>B@ 6<89 BA< BFB5D4:4RFES. 

!98BEF4FB> QFB= E<EF9@O 6 FB@, KFB 86B<KAO= Q>6<64?9AF 5B?PLB7B 

89ESF<KAB7B K<E?4 @B:9F 5OFP BK9AP 8?<AAO@. 1FB GE?B:AS9F KF9A<9 < A4C<E4A<9 

K<E9?. "8<A <; ECBEB5B6 D9L9A<S QFB= CDB5?9@O 4 BD74A<;4J<S 86B<KAOI K<E9? 6 

7DGCCO CB K9FOD9 L9EFA48J4F9D<KAOI K<E?4. ,9EFA48J4F9D<KAO9 K<E?4 <@9RF 

BEAB64A<9 16, 4 8?S CD98EF46?9A<S 86B<KAOI <?< 89ESF<KAOI Q>6<64?9AFB6 

<ECB?P;G9FES >B@5<A4J<S J<HD BF 0 8B 9 < 5G>6 BF � 8B F. ,9EFA48J4F9D<KAO9 

E<@6B?O <ECB?P;GRFES CD< ;4C<E< <?< BFB5D4:9A<< IPv6- <  �%-48D9EB6. 

�BEP@9D<KA4S E<EF9@4 EK<E?9A<S @4?B K9@ BF?<K49FES BF L9EFA48J4F9D<KAB=. 

�BEP@9D<KAO9 K<E?4 CD98EF46?SRF EB5B= 86B<KAO9 K<E?4 6 7DGCC4I CB FD< J<HDO. � 

QFB= E<EF9@9 EK<E?9A<S <ECB?P;GRFES J<HDO BF 0 8B 7. �BEP@9D<KAO9 K<E?4 4 QFB 

9MT B8<A G8B5AO= ECBEB5 CD98EF46?9A<S 5B?PLB7B 86B<KAB7B K<E?4 @4?9AP><@< 

7DGCC4@<, B8A4>B 84AA4S E<EF9@4 EK<E?9A<S A9 F4> D4ECDBEFD4A9A4. 

� QFB= ?45BD4FBDAB= D45BF9 >4?P>G?SFBD Windows 7 <ECB?P;G9FES 8?S C9D96B84 

K<E9? @9:8G D4;?<KAO@< E<EF9@4@< EK<E?9A<S 6 D9:<@9 «#DB7D4@@<EF». 

a. "F>DB=F9@9AR �<8 < 6O59D<F9 D9:<@ #DB7D4@@<EF. 
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#D<@9K4A<9. � Windows XP < Vista 8BEFGCAO FB?P>B 864 D9:<@4 4 

«"5OKAO=» < «�A:9A9DAO=». �?S 6OCB?A9A<S ?45BD4FBDAB= D45BFO 6 F4>B= 

BC9D4J<BAAB= E<EF9@9 CB8B=8TF D9:<@ «�A:9A9DAO=». 

�4>4S E<EF9@4 EK<E?9A<S <ECB?P;G9FES 6 84AAO= @B@9AF? 

�4><9 J<HDO A4 J<HDB6B= >?46<4FGD9 4>F<6AO 6 89ESF<KAB@ D9:<@9? 

b. 'EF4AB6<F9 C9D9>?RK4F9?P Bin (�6B<KA4S E<EF9@4). �4><9 J<HDO A4 

J<HDB6B= >?46<4FGD9 4>F<6AO F9C9DP? 

#BK9@G 8DG7<9 J<HDO A98BEFGCAO? 

E. 'EF4AB6<F9 C9D9>?RK4F9?P Hex (,9EFA48J4F9D<KA4S E<EF9@4). �4><9 

E<@6B?O A4 J<HDB6B= >?46<4FGD9 4>F<6AO F9C9DP? 

d. 'EF4AB6<F9 C9D9>?RK4F9?P =9E(�9ESF<KA4S E<EF9@4). % CB@BMPR @OL< 
A4:@<F9 A4 J<HDG 1, 4 ;4F9@ 4 A4 J<HDG 5A4 J<HDB6B= >?46<4FGD9. �O 669?< 

89ESF<KAB9 K<E?B 15. 

#D<@9K4A<9. �?S 66B84 ;A4K9A<= @B:AB F4>:9 <ECB?P;B64FP J<HDO < 5G>6O 

A4 >?46<4FGD9. �E?< 6O CB?P;G9F9EP 6ECB@B74F9?PAB= J<HDB6B= >?46<4FGDB=, 6698<F9 

K<E?B 15. �E?< K<E?B A9 CBS6?S9FES 6 CB?9 >4?P>G?SFBD4, A4:@<F9 >?46<LG Num 

Lock, KFB5O 6>?RK<FP 6ECB@B74F9?PAGR J<HDB6GR >?46<4FGDG. 

'EF4AB6<F9 C9D9>?RK4F9?P Bin (�6B<KA4S E<EF9@4). +FB E?GK<?BEP E K<E?B@ 

15? 

e. +<E?4 C9D96B8SFES <; B8AB= E<EF9@O EK<E?9A<S 6 8DG7GR CGFT@ 6O5BD4 

AG:AB7B D9:<@4. %AB64 GEF4AB6<F9 C9D9>?RK4F9?P Dec (�9ESF<KA4S E<EF9@4). +<E?B 

5G89F EAB64 >BA69DF<DB64AB 

6 89ESF<KAO= HBD@4F. 

f. 'EF4AB6<F9 C9D9>?RK4F9?P Hex, KFB5O 6>?RK<FP D9:<@ 

L9EFA48J4F9D<KAB= E<EF9@O. �4>B= L9EFA48J4F9D<KAO= E<@6B? (BF 0 8B 9 < BF A 8B 

F) EBBF69FEF6G9F 89ESF<KAB@G K<E?G 15? 
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g. #9D9>?RK4SEP @9:8G E<EF9@4@< EK<E?9A<S, 6O @B7?< ;4@9F<FP, KFB 6B 

6D9@S CD9B5D4;B64A<S BFB5D4:4?BEP 86B<KAB9 K<E?B 1111. 1FB CB;6B?S9F EBBFABE<FP 

86B<KAO9 K<E?4 EB ;A4K9A<S@< 6 8DG7<I E<EF9@4I EK<E?9A<S. �4:8O= A45BD <; 

K9FODTI 5<F CD98EF46?S9F L9EFA48J4F9D<KAO= E<@6B? <?< A9E>B?P>B 89ESF<KAOI 

E<@6B?B6. 

 

h. %BFD<F9 ;A4K9A<9 6 B>A9, A4:46 A4 >ABC>G % A48 J<HDB= 9 A4 >?46<4FGD9 

>4?P>G?SFBD4. 

#9D9698<F9 6 86B<KAGR, 89ESF<KAGR < L9EFA48J4F9D<KAGR E<EF9@O EK<E?9A<S 

E?98GRM<9 K<E?4: 

 

i. �4CB?ASS CD<698TAAGR 6OL9 F45?<JG, ;4@9F<?< 6O KFB-?<5B B5M99 @9:8G 

86B<KAO@< < L9EFA48J4F9D<KAO@< K<E?4@<? 

 

�9ESF<KAB9 �6B<KAB9 ,9EFA48J4F9D<KAB9 

86   

175   

204   

 0001 0011  

 0100 1101  

 0010 1010  

  38 

  93 

  E4 
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'4EFP 3: #9D96B8 ^4-48D9EB6 G;?B6 < @4EB> CB8E9F< 6 86B<KAGN E<EF9@G 
EK<E?9A<O 

^4-48D9E4 < @4E>< CB8E9F< 6OD4:4RFES 6 89ESF<KAB@ HBD@4F9 E 

FBK>B=-D4;89?<F9?9@ (K9FOD9 B>F9F4), A4CD<@9D 192.168.1.10 < 255.255.255.0 

EBBF69FEF69AAB. &4> ?R8S@ ?97K9 <I K<F4FP. �4:8O= 89ESF<KAO= B>F9F 6 48D9E9 <?< 

@4E>9 @B:AB CD9B5D4;B64FP 6 8 86B<KAOI D4;DS8B6. ">F9F 6E9784 CD98EF46?S9F EB5B= 

8 86B<KAOI 5<FB6. �E?< 6E9 4 B>F9F4 CD9B5D4;B64FP 6 86B<KAGR HBD@G, E>B?P>B 

D4;DS8B6 CB?GK<FES? 

a. % CB@BMPR >4?P>G?SFBD4 Windows C9D9698<F9 IP-48D9E 192.168.1.10 6 

86B<KAO= HBD@4F < ;4C<L<F9 97B 6 E?98GRMGR F45?<JG: 

 

b.  4E>< CB8E9F9=, F4><9 >4> 255.255.255.0, F4>:9 BFB5D4:4RFES 6 89ESF<KAB@ 

HBD@4F9 E FBK>B=- D4;89?<F9?9@.  4E>4 CB8E9F< 6E9784 EBEFB<F <; K9FODTI 

8-D4;DS8AOI B>F9FB6, >4:8O= <; >BFBDOI 6OD4:49FES 89ESF<KAO@ K<E?B@. % 

CB@BMPR >4?P>G?SFBD4 Windows CD9B5D4;G=F9 6BE9@P 6B;@B:AOI 89ESF<KAOI 

;A4K9A<= B>F9FB6 @4E>< CB8E9F< 6 86B<KAO9 K<E?4 < ;4C<L<F9 <I 6 E?98GRMGR 

F45?<JG: 

�9ESF<KAB9 �6B<KAB9 

192  

168  

1  

10  
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c. �ECB?P;GS >B@5<A4J<R ^4-48D9E4 < @4E>< CB8E9F<, @B:AB BCD989?<FP 

E9F96GR K4EFP 

< D4EEK<F4FP >B?<K9EF6B G;?B6, 8BEFGCAOI 6 84AAB= ^4-CB8E9F<. 1FBF CDBJ9EE 

D4EE@4FD<649FES 6 K4EF< 4. 

'4EFP 4: "CD989?9A<9 >B?<K9EF64 G;?B6 6 E9F< E CB@BMPN 86GI J<HD 

% 48D9EB@ ^4-E9F< < @4E>B= CB8E9F< @B:AB BCD989?<FP E9F96GR K4EFP, 4 F4>:9 

>B?<K9EF6B 8BEFGCAOI 6 E9F< G;?B6. 

a. +FB5O 6OK<E?<FP >B?<K9EF6B G;?B6 6 E9F<, A9B5IB8<@B BCD989?<FP E9F96GR < 

G;?B6GR K4EF< 48D9E4. 

�8D9E < @4E>4 CB8E9F< C9D96B8SFES 6 86B<KAO9 K<E?4 A4 CD<@9D9 48D9E4 

192.168.1.10 E CB8E9FPR 255.255.248.0. �4C<EO64S D9;G?PF4FO C9D96B84 84AAOI 6 

86B<KAO9 K<E?4, 6OEF46?S=F9 5<FO. 

 

�9ESF<KAB9 �6B<KAB9 

0  

128  

192  

224  

240  

248  

252  

254  

255  

IP-48D9E < @4E>4 CB8E9F<  

6 89ESF<KAB@ HBD@4F9 IP-48D9E < @4E>4 CB8E9F< 6 86B<KAB@ HBD@4F9 

192.168.1.10  

255.255.248.0  
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#BE>B?P>G C9D6O9 21 5<F 6 @4E>9 CB8E9F< CD98EF46?SRF EB5B= <8GM<9 CB8DS8 

98<A<JO, EBBF69FEF6GRM<9 21 5<F IP-48D9E4 6 86B<KAB@ HBD@4F9 6O7?S8SF >4> 

110000001010100000000 < EBBF69FEF6GRF E9F96B= K4EF< 48D9E4. "EF4?PAO9 11 5<F 

<@9RF 6<8 00100001010 4 QFB G;?B64S K4EFP 48D9E4. 

!4;B6<F9 89ESF<KAO= < 86B<KAO= AB@9D4 E9F< 8?S 84AAB7B 48D9E4. 

!4;B6<F9 89ESF<KAGR < 86B<KAGR G;?B6O9 K4EF< 8?S 84AAB7B 48D9E4. 

#BE>B?P>G AB@9D E9F< < L<DB>B69M4F9?PAO= 48D9E <ECB?P;GRF 864 48D9E4 <; 

CB8E9F<, 8?S BCD989?9A<S >B?<K9EF64 8BEFGCAOI G;?B6 6 ^4-CB8E9F< AG:AB J<HDG 2 

CDB<;69EF< 6 EF9C9AP >B?<K9EF64 G;?B6OI 5<FB6 < 6OK9EFP 2. 

�B?<K9EF6B 8BEFGCAOI G;?B6 = 2(K<E?B 5<FB6 G;?4)- 2 

b. !4 >4?P>G?SFBD9 Windows C9D9>?RK<F9EP 6 D9:<@ «�A:9A9DAO=», 

BF>DO6 @9AR �<8 < 6O5D46 C4D4@9FD �A:9A9DAO=. 

c. �698<F9 K<E?B 2.!4:@<F9 >ABC>GIG. 1F4 >B@4A84 6B;6B8<F K<E?B 6 
EF9C9AP. 

d. �698<F9 K<E?B 11.!4:@<F9=<?< >?46<LG ��"� A4 >?46<4FGD9, KFB5O 

CB?GK<FP D9;G?PF4F. 

e. �; D9;G?PF4F4 6OKF<F92, CD< :9?4A<< <ECB?P;GS >4?P>G?SFBD. 

11 

f. � 84AAB= E9F< 8BEFGCAO CD<@9DAB 2046 G;?B6 (2 -2). 

g. �A4S >B?<K9EF6B G;?B6OI 5<FB6, BCD989?<F9 >B?<K9EF6B 8BEFGCAOI G;?B6 

< ;4C<L<F9 QFB ;A4K9A<9 6 CD<698TAAGR A<:9 F45?<JG. 
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h. �?S 84AAB= @4E>< CB8E9F< BCD989?<F9 >B?<K9EF6B 8BEFGCAOI G;?B6 < 

;4C<L<F9 BF69F 6 CD<698TAAGR A<:9 F45?<JG. 

 

'4EFP 5: #D9B5D4;B64A<9 MAC- < ^6-48D9EB6 6 86B<KAGN HBD@G 

�?S G8B5EF64 48D9E4 GCD46?9A<S 8BEFGCB@ > ED989 C9D984K< 84AAOI (MAC) < 

48D9E4 <AF9DA9F- CDBFB>B?4 69DE<< 6 (IPv6) 6OD4:4RFES L9EFA48J4F9D<KAO@< 

J<HD4@<. "8A4>B >B@CPRF9DO ECBEB5AO D4ECB;A464FP < <ECB?P;GRF 8?S 6OK<E?9A<= 

FB?P>B 86B<KAO9 J<HDO. � QFB= K4EF< ;4ASF<S 64@ CD98EFB<F C9D969EF< 

L9EFA48J4F9D<KAO9 48D9E4 6 86B<KAO9. 

�B?<K9EF6B 8BEFGCAOI 

G;?B6OI 5<FB6 

�B?<K9EF6B 8BEFGCAOI 

G;?B6 

5  

14  

24  

10  

   �B?<K9EF6B 

8BEFGCAOI 

 �B?<K9EF6B 

8BEFGCAOI 

 4E>4 CB8E9F< �6B<KA4S @4E>4 CB8E9F<  G;?B6OI 5<FB6  G;?B6 

255.255.255.0 11111111.11111111.11111111.0000000

0 

  

255.255.240.0 11111111.11111111.11110000.0000000

0 

  

255.255.255.128 11111111.11111111.11111111.1000000

0 

  

255.255.255.252 11111111.11111111.11111111.1111110

0 

  

255.255.0.0 11111111.11111111.00000000.0000000

0 

  



 

168 

 

(47 1: #9D9698<F9  �%-48D9E4 6 86B<KAO9 K<E?4. 

a. MAC-48D9E (<?< H<;<K9E><= 48D9E) B5OKAB 6OD4:49FES 12 

L9EFA48J4F9D<KAO@< J<HD4@<, E7DGCC<DB64AAO@< 6 C4DO < D4;89?TAAO@< 

89H<E4@< (-). � >B@CPRF9D4I A4 54;9 "% Windows H<;<K9E><9 48D9E4 B5OKAB <@9RF 

HBD@4F xx-xx-xx-xx-xx-xx, 789 x 4 QFB J<HD4 BF 0 8B 9 <?< ?4F<AE>4S 5G>64 BF A 8B F. 

�4:8GR L9EFA48J4F9D<KAGR J<HDG 6 48D9E9 @B:AB >BA69DF<DB64FP 6 K9FOD9 

86B<KAOI D4;DS84, CBASFAOI >B@CPRF9DG. �E?< 6E9 12 L9EFA48J4F9D<KAOI J<HD 

C9D969EF< 6 86B<KAGR HBD@G, E>B?P>B D4;DS8B6 CB?GK<FES? 

b. �4C<L<F9 MAC-48D9E E6B97B #�. 

c. % CB@BMPR >4?P>G?SFBD4 Windows C9D9698<F9 MAC-48D9E 6 86B<KAB9 K<E?B. 

(47 2: #9D9698<F9 IPve-48D9E 6 86B<KAB9 K<E?B. 

�?S G8B5EF64 ^6-48D9E4 F4>:9 ;4C<EO64RF L9EFA48J4F9D<KAO@< E<@6B?4@<. 

�?S >B@CPRF9DB6 QF< ^6-48D9E4 @B:AB C9D96B8<FP 6 86B<KAO9 J<HDO. 

a. ^6-48D9E4 4 QFB 86B<KAO9 K<E?4, CD98EF46?9AAO9 6 6<89 CBASFAB= 8?S 

K9?B69>4 ;4C<E<: 2001:0DB8:ACAD:0001:0000:0000:0000:0001 <?< 6 >BDBF>B= HBD@9: 

2001:DB8:ACAD:1::1. 

 

.,9EFA48J4F9D<KAB9 �6B<KAB9 

2001  

0DB8  

ACAD  

0001  

0000  

0000  

0000  

0001  
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�BCDBEO A4 ;4>D9C?9A<9 

1.  B:9F9 ?< 6O 6OCB?A<FP 6E9 QF< BC9D4J<< 59; CB@BM< >4?P>G?SFBD4? 

+FB 8?S QFB7B FD95G9FES? 

2. � 5B?PL<AEF69 ^6-48D9EB6 8?<A4 E9F96B= K4EF< EBEF46?S9F 64 5<F4. 

%>B?P>B G;?B6 8BEFGCAB 6 CB8E9F<, 789 C9D6O9 64 5<F4 EBBF69FEF6GRF E9F<? 

#B8E>4;>4: 8?S G;?B6 CB8E9F< 8BEFGCAO 6E9 G;?B6O9 48D9E4. 
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#D4>F<K9E>4S  D45BF4 . #D9B5D4;B64A<9!$G4-48D9EB6 6 
86B<KAO= HBD@4F 

�484K< 

+4EFP 1. #D9B5D4;B64A<9 !$G4-48D9EB6 <; D4;89?9AAOI FBK>4@< 
89ESF<KAOI K<E9? 6 86B<KAO= HBD@4F 

+4EFP 2. �ECB?P;B64A<9 CB5<FB6B= BC9D4J<< � 8?S BCD989?9A<S 
E9F96OI 48D9EB6 +4EFP 3. #D<@9A9A<9 D4EK9FB6 E9F96OI 48D9EB6 

"5M<9 E6989A<S/EJ9A4D<= 

�4:8O= $4-48D9E EBEFB<F <; 86GI K4EF9= 4 E9F96B= < G;?B6B=. %9F964S 
K4EFP 48D9E4 B8<A4>B64 8?S 6E9I GEFDB=EF6, >BFBDO9 A4IB8SFES 6 B8AB= < FB= :9 
E9F<. ';?B64S K4EFP BCD989?S9F >BA>D9FAO= G;9? 6 CD989?4I EBBF69FEF6GRM9= 
E9F<.  4E>4 CB8E9F< <ECB?P;G9FES 8?S BCD989?9A<S E9F96B= K4EF< IP- 48D9E4. 
'EFDB=EF64 6 B8AB= E9F< @B7GF B5@9A<64FPES 84AAO@< A4CDS@GR; 8?S 
6;4<@B89=EF6<S @9:8G GEFDB=EF64@< <; D4;AOI E9F9= FD95G9FES CDB@9:GFBKAB9 
GEFDB=EF6B GDB6AS 3, A4CD<@9D @4DLDGF<;4FBD. 

+FB5O CBASFP CD<AJ<C D45BFO GEFDB=EF6 6 E9F<, A4@ A9B5IB8<@B G6<89FP 
48D9E4 6 FB@ 6<89, 6 >BFBDB@ E A<@< D45BF4RF GEFDB=EF64 4 6 86B<KAB@ 
CD98EF46?9A<<. �?S QFB7B A9B5IB8<@B C9D969EF< IP-48D9E < 97B @4E>G CB8E9F< 
<; 89ESF<KAB7B CD98EF46?9A<S E FBK>4@< 6 86B<KAB9 ;A4K9A<9. #BE?9 QFB7B 
@B:AB BCD989?<FP E9F96B= 48D9E E CB@BMPR CB5<FB6B= BC9D4J<< �. 

� QFB= ?45BD4FBDAB= D45BF9 BC<EO649FES CBDS8B> BCD989?9A<S E9F96B= < 
G;?B6B= K4EF9= IP-48D9EB6. �?S QFB7B AG:AB C9D969EF< 48D9E4 < @4E>< CB8E9F< 
<; 89ESF<KAB7B CD98EF46?9A<S E FBK>4@< 6 86B<KAO= HBD@4F, 4 ;4F9@ CD<@9A<FP 
CB5<FB6GR BC9D4J<R �. #BE?9 QFB7B 6O 6BECB?P;G9F9EP CB?GK9AAB= 
<AHBD@4J<9= 8?S BCD989?9A<S 48D9EB6 6 E9F<. 
+4EFP 1: #D9B5D4;B64A<9 !$G4-48D9EB6 <; 89ESF<KAB= E<EF9@O 

EK<E?9A<S E FBK>B= -D4;89?<F9?9@ 6 86B<KAO= HBD@4F 

� K4EF< 1 64@ A9B5IB8<@B C9D969EF< 89ESF<KAO9 K<E?4 6 86B<KAO= 
Q>6<64?9AF. �OCB?A<6 QFB ;484A<9, 6O ;4=@9F9EP CD9B5D4;B64A<9@ !$G4-48D9EB6 
< @4EB> CB8E9F< <; 89ESF<KAB7B CD98EF46?9A<S E FBK>B=-D4;89?<F9?9@ 6 
86B<KAGR E<EF9@G. 
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,47 1: #9D9698<F9 K<E?4 <; 89ESF<KAB= 6 86B<KAGR E<EF9@G EK<E?9A<S. 

�4CB?A<F9 F45?<JG, CD9B5D4;B646 89ESF<KAB9 K<E?B 6 8-5<FAB9 86B<KAB9 
;A4K9A<9. #9D6B9 K<E?B G:9 CD9B5D4;B64AB 8?S CD<@9D4. #B@A<F9, KFB 6BE9@P 
86B<KAOI 5<FB6OI ;A4K9A<= 6 B>F9F9 <@9RF BEAB64A<9 2 < E?964 A4CD46B 
6O7?S8SF >4> 128, 64, 32, 16, 8, 4, 2 < 1. 

 
,47 2: #D9B5D4;G=F9 !$G4-48D9E4 6 86B<KAO= HBD@4F. 
!$G4-48D9E4 CD9B5D4;GRFES FBKAB F4> :9, >4> 5O?B BC<E4AB 6OL9. �4CB?A<F9 
CD<6989AAGR A<:9 F45?<JG 86B<KAO@< Q>6<64?9AF4@< G>4;4AAOI 48D9EB6. 
+FB5O 64L< BF69FO 5O?B CDBM9 6BECD<A<@4FP, D4;89?S=F9 86B<KAO9 B>F9FO 
FBK>4@<. 

 

+4EFP 2: �ECB?P;B64A<9 CB5<FB6B= BC9D4J<< � 8?S 
BCD989?9A<S E9F96OI 48D9EB6 

� K4EF< 2 6O 5G89F9 D4EEK<FO64FP E9F96B= 48D9E 8?S <@9RM<IES 48D9EB6 
G;?B6 E CB@BMPR CB5<FB6B= BC9D4J<< �. %A4K4?4 64@ A9B5IB8<@B C9D969EF< 
89ESF<KAO= $4-48D9E < @4E>G CB8E9F< 6 <I 86B<KAO= Q>6<64?9AF. #B?GK<6 
E9F96B= 48D9E 6 86B<KAB@ HBD@4F9, C9D9698<F9 97B 6 89ESF<KAO=. 

#D<@9K4A<9. #D< <ECB?P;B64A<< BC9D4J<< � 89ESF<KAB9 ;A4K9A<9 6 
>4:8B= 5<FB6B= CB;<J<< 32- 5<FAB7B IP-48D9E4 G;?4 ED46A<649FES E 

�9ESF<KAO9 �6B<KAO9 

192 11000000 

168 10101000 101 0 
11111111 10 

255 

2 10 

�9ESF<KAO9 �6B<KAO9 

192.168.10.10 11000000.10101000.00001010.00001010 

209.165.200.229 11010001.10100101.11001000.11100101 
10101100.00010000.00010010.10110111 
00001010.01010110.11111100.00010001 

172.16.18.183 

10.86.252.17 

255.255.255.128 11111111.11111111.11111111.10000000 

255.255.192.0 11111111.11111111.110 0 0 0 0 0.0 0 0 0 0 0 0 0 
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EBBF69FEF6GRM9= CB;<J<9= 6 32-5<FAB= @4E>9 CB8E9F<. #D< A4?<K<< 86GI AG?9= 
<?< 0 < 1 D9;G?PF4FB@ BC9D4J<< � 5G89F 0. #D< A4?<K<< 86GI 98<A<J 
D9;G?PF4FB@ 5G89F 1, >4> CB>4;4AB 6 CD<6989AAB@ CD<@9D9. 

,47 1: "CD989?<F9, E>B?P>B 5<F AG:AB <ECB?P;B64FP 8?S D4EK9F4 
E9F96B7B 48D9E4. 

 

�4> BCD989?<FP, E>B?P>B 5<F AG:AB <ECB?P;B64FP 8?S D4EK9F4 E9F96B7B 
48D9E4? 

#9D969EF< @4E>G CB8E9F< 6 86B<KAO= 6<8 < CBEK<F4FP >B?<K9EF6B 98<A<J. 
%>B?P>B 5<F 6 CD<6989AAB@ 6OL9 CD<@9D9 <ECB?P;G9FES 8?S D4EK9F4 

E9F96B7B 48D9E4? 2 6 
,47 2: �OCB?A<F9 BC9D4J<R �, KFB5O BCD989?<FP E9F96B= 48D9E. 

4. �698<F9 BFEGFEF6GRMGR <AHBD@4J<R 6 F45?<JG A<:9: 

 

b. �698<F9 BFEGFEF6GRMGR <AHBD@4J<R 6 F45?<JG A<:9: 

"C<E4A<9 �9ESF<KAO9 �6B<KAO9 

IP-48D9E 192.168.10.131 11000000.10101000.00001010.100000
11 

 4E>4 CB8E9F< 255.255.255.192 11111111.11111111.11111111.110000
00 

%9F96B= 48D9E 192.168.10.128 11000000.10101000.00001010.100000
00 

"C<E4A<9 �9ESF<KAO9 �6B<KAO9 

IP-48D9E 172.16.145.29 10101100.00010000.10010001.0001110
1 
11111111.11111111.00000000.0000000
0 
10101100.00010000.00000000.0000000
0 

 4E>4 CB8E9F< 
%9F96B= 48D9E 

255.255.0.0 

172.16.0.0 

"C<E4A<9 �9ESF<KAO9 �6B<KAO9 

IP-48D9E 192.168.10.10 11000000.10101000.00001010.000010
10 

 4E>4 CB8E9F< 255.255.255.0 11111111.11111111.11111111.000000
00 

%9F96B= 48D9E 192.168.10.0 11000000.10101000.00001010.000000
00 
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E. �698<F9 BFEGFEF6GRMGR <AHBD@4J<R 6 F45?<JG A<:9: 

 

d. �698<F9 BFEGFEF6GRMGR <AHBD@4J<R 6 F45?<JG A<:9: 

 

9. �698<F9 BFEGFEF6GRMGR <AHBD@4J<R 6 F45?<JG A<:9: 

 

+4EFP 3: #D<@9A9A<9 D4EK9FB6 E9F96OI 48D9EB6 

� K4EF< 3 64@ A9B5IB8<@B D4EEK<F4FP E9F96B= 48D9E 8?S G>4;4AAOI 
IP-48D9EB6 < @4EB> CB8E9F<. #B?GK<6 E9F96B= 48D9E, 6O 8B?:AO BCD989?<FP 
BF69FO, A9B5IB8<@O9 8?S 6OCB?A9A<S QFB= ?45BD4FBDAB= D45BFO. 

"C<E4A<9 �9ESF<KAO9 �6B<KAO9 

IP-48D9E 192.168.68.210 11000000.10101000.01000100.110100
10 

11111111.11111111.11111111.100000
00 
11000000.10101000.01000100.100000
00 

 4E>4 CB8E9F< 255.255.255.128 

%9F96B= 48D9E 192.168.68.128 

"C<E4A<9 �9ESF<KAO9 �6B<KAO9 

IP-48D9E 172.16.188.15 10101100.00010000.10111100.0000111
1 
11111111.11111111.11110000.0000000
0 
10101100.00010000.10110000.0000000
0 

 4E>4 CB8E9F< 
%9F96B= 48D9E 

255.255.240.0 

172.16.176.0 

"C<E4A<9 �9ESF<KAO9 �6B<KAO9 

IP-48D9E 10.172.2.8 00001010.10101100.00000010.0000100
0 
11111111.11100000.00000000.0000000
0 
00001010.10100000.00000000.0000000
0 

 4E>4 CB8E9F< 255.224.0.0 

%9F96B= 48D9E 10.160.0.0 
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,47 1: "CD989?<F9, A4IB8SFES ?< IP-48D9E4 6 B8AB= < FB= :9 E9F<. 

4. �O A4EFD4<649F9 864 #� 8?S E6B9= E9F<. �B@CPRF9DG PC-A CD<E6B9A 
IP-48D9E 192.168.1.18, 4 >B@CPRF9DG PC-B 4 IP-48D9E 192.168.1.33.  4E>4 
CB8E9F< B5B<I >B@CPRF9DB6 4 255.255.255.240. 

�4>B= E9F96B= 48D9E G 
PC-A? 192.168.1.16 �4>B= 
E9F96B= 48D9E G PC-B? . 
1912.166.1.32 

%@B7GF ?< QF< #� 6;4<@B89=EF6B64FP 8DG7 E 8DG7B@ A4CDS@GR? !9F, BA< 
A4IB8SFES 6 D4;AOI CB8E9FSI. 

�4>B= A4<5B?PL<= 48D9E, CD<E6B9AAO= >B@CPRF9DG PC-B, CB;6B?<F 
9@G A4IB8<FPES 6 B8AB= E9F< E PC-A? 192.168.1.224 

b. �O A4EFD4<649F9 864 #� 8?S E6B9= E9F<. �B@CPRF9DG PC-A 
CD<E6B9A IP-48D9E 10.0.0.16, 4 >B@CPRF9DG PC-B 4 IP-48D9E 10.1.14.68. 
 4E>4 CB8E9F< B5B<I >B@CPRF9DB6 4 255.254.0.0. 

�4>B= E9F96B= 48D9E G PC-A? . 10.6.0.0 
�4>B= E9F96B= 48D9E G PC-B? . 10.0.0.6 
%@B7GF ?< QF< #� 6;4<@B89=EF6B64FP 8DG7 E 8DG7B@ A4CDS@GR? �4, BA< 

A4IB8SFES 6 B8AB= CB8E9F<. 
�4>B= A4<@9APL<= 48D9E, CD<E6B9AAO= >B@CPRF9DG PC-B, CB;6B?<F 

9@G A4IB8<FPES 6 B8AB= E9F< E PC-A? 10.0.0.1 

,47 2: 'EF4AB6<F9 48D9E L?R;4 CB G@B?K4A<R. 
a. � 64L9= >B@C4A<< 89=EF6G9F CB?<F<>4 <ECB?P;B64A<S C9D6B7B 

IP-48D9E4 6 E9F< 6 >4K9EF69 48D9E4 L?R;4 CB G@B?K4A<R. ';9? 6 ?B>4?PAB= 
E9F< (LAN) <@99F IP-48D9E 172.16.140.24 < @4E>G CB8E9F< 255.255.192.0. 

�4>B= G QFB= E9F< E9F96B= 48D9E? 
172.16.128.0  

�4>B= 48D9E <@99F L?R; CB G@B?K4A<R 8?S QFB7B G;?4? 
170.16.128.1  

b. � 64L9= >B@C4A<< 89=EF6G9F CB?<F<>4 <ECB?P;B64A<S C9D6B7B 
IP-48D9E4 6 E9F< 6 >4K9EF69 48D9E4 L?R;4 CB G@B?K4A<R. �O CB?GK<?< 
G>4;4A<9 A4EFDB<FP AB6O= E9D69D E IP-48D9EB@ 192.168.184.227 < @4E>B= 
CB8E9F< 255.255.255.248. 

�4>B= G QFB= E9F< E9F96B= 48D9E? 
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192.168.184.024 

�4><@ 5G89F L?R; CB G@B?K4A<R 8?S QFB7B E9D69D4? 
192.168.184.225 

�BCDBEO 8?S CB6FBD9A<S 
#BK9@G CD< BCD989?9A<< E9F96B7B 48D9E4 64:A4 @4E>4 CB8E9F<? 
 4E>4 CB8E9F< CB;6B?S9F BF89?<FP G;?B6GR K4EFP 48D9E4 BF E9F96B=. 
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#D4>F<K9E>4O  D45BF4  20: A4EFDB=>4 ^6-48D9EB6 A4 E9F96OI 
GEFDB=EF64I 

&BCB?B7<O 

 

&45?<J4 48D9E4J<< 

 

�484K< 

+4EFP 1. !4EFDB=>4 FBCB?B7<< < >BAH<7GD4J<S BEAB6AOI 

C4D4@9FDB6 @4DLDGF<;4FBD4 < >B@@GF4FBD4 

+4EFP 2. $GKA4S A4EFDB=>4 ^6-48D9EB6 +4EFP 3. #DB69D>4 E>6B;AB7B 

CB8>?RK9A<S 

 

   �?<A4 

CD9H<>E4 

 

'EFDB=EF6B �AF9DH9=E ^6-48D9E ,?R; CB G@B?K4A<R 

R1 G0/0 2001 

:DB8:ACAD:A::1 

64 !98BEFGCAB 

 G0/1 2001 

:DB8:ACAD:1::1 

64 !98BEFGCAB 

S1 VLAN 1 2001 

:DB8:ACAD:1::B 

64 !98BEFGCAB 

#�-� %9F96B= 

484CF9D 

2001 

:DB8:ACAD:1::3 

64 FE80::1 

#�-� %9F96B= 

484CF9D 

2001 

:DB8:ACAD:A::3 

64 FE80::1 
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�EIB8AO9 84AAO9/EJ9A4D<= 

�A4A<9 BEB59AABEF9= 7DGCC @AB7B48D9EAB= D4EEO?>< CDBFB>B?4 

�AF9DA9F4 69DE<< 6 (IPv6) CD<7B8<FES CD< A4;A4K9A<< ^6-48D9EB6 6DGKAGR. 

#BA<@4A<9 FB7B, >4> A4;A4K49FES @AB7B48D9EA4S 7DGCC4 8?S 6E9I 

@4DLDGF<;4FBDB6 < >4> >BAFDB?<DG9FES A4;A4K9A<9 48D9EB6 8?S @AB7B48D9EAB= 

7DGCCO ;4CDBL9AAOI G;?B6, CB@B:9F <;59:4FP A9>BFBDOI CDB5?9@ 

@4DLDGF<;4J<< IPv6 < B59EC9K<FP <ECB?P;B64A<9 A4<5B?99 QHH9>F<6AOI 

@9FB8B6. 

� IB89 ?45BD4FBDAB= D45BFO 6O A4EFDB<F9 ^6-48D9E4 8?S G;?B6 < 

<AF9DH9=EB6 GEFDB=EF6 < 6OSEA<F9, >4> A4;A4K<FP @4DLDGF<;4FBDG 

@AB7B48D9EAGR 7DGCCG 8?S 6E9I @4DLDGF<;4FBDB6. �?S BFB5D4:9A<S ^6-48D9EB6 

B8AB48D9EAB= C9D984K< < @AB7B48D9EAB= D4EEO?>< <ECB?P;GRFES >B@4A8O 

show. #DB69D<FP E>6B;AB9 CB8>?RK9A<9 CB;6B?SRF >B@4A8O ping < 

tracer$$#"oute. 

#D<@9K4A<9.  4DLDGF<;4FBDO, <ECB?P;G9@O9 A4 CD4>F<K9E><I ;4ASF<SI 
CCNA, 4 Cisco 1941, #" Cisco IOS 69DE<< 15.2(4)M3 (B5D4; universalk9). 

�ECB?P;G9@O9 >B@@GF4FBDO: E9@9=EF6B >B@@GF4FBDB6 Cisco Catalyst 2960 

69DE<< CISCO IOS 15.0(2) (B5D4; lanbasek9).  B:AB <ECB?P;B64FP 8DG7<9 

@4DLDGF<;4FBDO, >B@@GF4FBDO < 69DE<< #" CISCO IOS. � ;46<E<@BEF< BF 

@B89?< < 69DE<< Cisco IOS 6OCB?AS9@O9 8BEFGCAO9 >B@4A8O < 6O6B8O @B7GF 

BF?<K4FPES BF 84AAOI, CB?GK9AAOI 6 IB89 

?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 G>4;4AO 6 

E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB <AHBD@4J<S, <@9RM4SES A4 

@4DLDGF<;4FBD9 < >B@@GF4FBD9, G84?9A4 < BA< A9 EB89D:4F H4=?B6 
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;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO, KFB E@B:9F9 QFB E89?4FP, 

B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO 

" 1 @4DLDGF<;4FBD (E9D<S Cisco 1941 E CDB7D4@@AO@ 

B59EC9K9A<9@ Cisco IOS 69DE<< 15.2(4)M3, GA<69DE4?PAO= <?< 

EB6@9EF<@O= B5D4;) 

" 1 >B@@GF4FBD (E9D<S Cisco 2960, E CDB7D4@@AO@ B59EC9K9A<9@ 

Cisco IOS 69DE<< 15.0(2), B5D4; lanbasek9 <?< 4A4?B7<KAO=) 

" �64 #� (Windows 7 E Q@G?SFBDB@ F9D@<A4?4, A4CD<@9D Tera Term) 

" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; >BAEB?PAO9 

CBDFO 

" �459?< Ethernet 6 EBBF69FEF6<< E FBCB?B7<9= 

#D<@9K4A<9. �AF9DH9=EO Gigabit Ethernet A4 @4DLDGF<;4FBD4I Cisco 

1941 BCD989?SRF E>BDBEFP 46FB@4F<K9E><, CBQFB@G 8?S CB8>?RK9A<S 

@4DLDGF<;4FBD4 > #�-� @B:AB <ECB?P;B64FP CDS@B= >459?P Ethernet. #D< 

<ECB?P;B64A<< 8DG7B= @B89?< @4DLDGF<;4FBD4 Cisco @B:9F 6B;A<>AGFP 

A9B5IB8<@BEFP <ECB?P;B64FP >DBEEB6O= >459?P Ethernet. 

#D<@9K4A<9. �>F<64J<S CDBFB>B?4 IPv6 6 "% Windows 7 < Vista 

GEF4AB6?9A4 CB G@B?K4A<R. � BC9D4J<BAAB= E<EF9@9 Windows XP CDBFB>B? 

IPv6 CB G@B?K4A<R A9 4>F<6<DB64A, CBQFB@G 84AAGR "% A4 QFB@ CD4>F<K9E>B@ 

;4ASF<< <ECB?P;B64FP A9 D9>B@9A8G9FES. � 84AAB@ CD4>F<K9E>B@ ;4ASF<< 

<ECB?P;GRFES G;?O #� E "% Windows 7. 
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'4EFP 1: !4EFDB=>4 FBCB?B7<< < >BAH<7GD4J<O BEAB6AOI 
C4D4@9FDB6 @4DLDGF<;4FBD4 < >B@@GF4FBD4 

(47 1: %B;84=F9 E9FP 6 EBBF69FEF6<< E <;B5D4:9AAB= A4 EI9@9 
FBCB?B7<9=. 

(47 2: �OCB?A<F9 <A<J<4?<;4J<N < C9D9;47DG;>G @4DLDGF<;4FBD4 
< >B@@GF4FBD4. 

(47 3: '598<F9EP 6 FB@, KFB <AF9DH9=EO #� A4EFDB9AO A4 
<ECB?P;B64A<9 CDBFB>B?4 IPv6. 

'598<F9EP 6 FB@, KFB CDBFB>B? IPv6 4>F<6<DB64A A4 B5B<I >B@CPRF9D4I. 

�?S QFB7B CDB69DPF9, GEF4AB6?9A ?< H?4:B> #DBFB>B? �AF9DA9F4 69DE<< 6 
(TCP/IPv6) 6 B>A9 «%6B=EF64 CB8>?RK9A<S CB ?B>4?PAB= E9F<». 
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(47 4: !4EFDB=F9 @4DLDGF<;4FBD. 

a. #B8>?RK<F9 >BAEB?P > @4DLDGF<;4FBDG < 4>F<6<DG=F9 

CD<6<?97<DB64AAO= D9:<@. 

b. !4;A4KPF9 @4DLDGF<;4FBDG <@S GEFDB=EF64. 

c. "F>?RK<F9 CB<E> DNS, KFB5O CD98BF6D4F<FP CBCOF>< 

@4DLDGF<;4FBD4 A969DAB7B CD9B5D4;B64A<S 6698TAAOI >B@4A8 F4>, >4> 9E?< 

5O BA< 5O?< G;?4@<. 

d. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4. 

e. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < 6>?RK<F9 6IB8 CB 

C4DB?R. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 6<DFG4?PAB7B F9D@<A4?4 < 

6>?RK<F9 6IB8 CB C4DB?R. 

g. �4L<HDG=F9 C4DB?<, ID4ASM<9ES 6 BF>DOFB@ 6<89. 

h. %B;84=F9 54AA9D E CD98GCD9:89A<9@ B ;4CD9F9 

A9E4A>J<BA<DB64AAB7B 8BEFGC4 > GEFDB=EF6G. 

i. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= 

>BAH<7GD4J<<. 

(47 5: !4EFDB=F9 >B@@GF4FBD. 

a. #B8>?RK<F9 >BAEB?P > >B@@GF4FBDG < 4>F<6<DG=F9 

CD<6<?97<DB64AAO= D9:<@. 

b. !4;A4KPF9 <@S >B@@GF4FBDG. 

c. "F>?RK<F9 CB<E> DNS, KFB5O CD98BF6D4F<FP CBCOF>< 

@4DLDGF<;4FBD4 A969DAB7B CD9B5D4;B64A<S 6698TAAOI >B@4A8 F4>, >4> 9E?< 

5O BA< 5O?< G;?4@<. 

d. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4. 
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e. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < 6>?RK<F9 6IB8 CB 

C4DB?R. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 6<DFG4?PAB7B F9D@<A4?4 < 

6>?RK<F9 6IB8 CB C4DB?R 

g. �4L<HDG=F9 C4DB?<, ID4ASM<9ES 6 BF>DOFB@ 6<89. 

h. %B;84=F9 54AA9D E CD98GCD9:89A<9@ B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 

8BEFGC4 > GEFDB=EF6G. 

i. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= >BAH<7GD4J<<. 

'4EFP 2: $GKA4O A4EFDB=>4 ^6-48D9EB6 

a. !4;A4KPF9 7?B54?PAO9 ^6-48D9E4 B8AB48D9EAB= C9D984K< <; F45?<JO 

@4DLDGF<;4J<< >4:8B@G <; 86GI Ethernet-<AF9DH9=EB6 @4DLDGF<;4FBD4 R1. 

 

b. �698<F9 >B@4A8G show ipv6 interface brief, KFB5O CDB69D<FP, A4;A4K9A ?< 

>4:8B@G <AF9DH9=EG 89=EF6<F9?PAO= ^6-48D9E B8AB48D9EAB= C9D984K<. 



 

182 

 

 

(47 1: #D<E6B=F9 IPve-48D9E4 Ethernet-<AF9DH9=E4@ A4 @4DLDGF<;4FBD9 
R1. 

c. �698<F9 >B@4A8G show ipv6 interface g0/0. "5D4F<F9 6A<@4A<9 A4 FB, KFB 6 

<AF9DH9=E9 

EB89D:4FES 869 @AB7B48D9EAO9 7DGCCO ;4CDBL9AAOI G;?B6, CBE>B?P>G 

<89AF<H<>4FBD <AF9DH9=E4 ?B>4?PAB7B >4A4?4 (FE80) IPv6-48D9E4 A9 5O? 

A4EFDB9A 6 EBBF69FEF6<< E <89AF<H<>4FBDB@ <AF9DH9=E4 ^6-48D9E4 

B8AB48D9EAB= C9D984K< 6DGKAGR. 

#D<@9K4A<9. "FB5D4:49@O= ?B>4?PAO= 48D9E >4A4?4 BEAB64A A4 
48D9E4J<< EUI-64, >BFBD4S 46FB@4F<K9E>< <ECB?P;G9F 8?S EB;84A<S 

128-5<FAB7B ?B>4?PAB7B ^6-48D9E4 >4A4?4 MAC-48D9E <AF9DH9=E4. 
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d. +FB5O ?B>4?PAO= 48D9E >4A4?4 EBBF69FEF6B64? 48D9EG 

B8AB48D9EAB= C9D984K< 6 <AF9DH9=E9, 6DGKAGR 6698<F9 ?B>4?PAO9 48D9E4 

>4A4?B6 8?S >4:8B7B <; 86GI Ethernet-<AF9DH9=EB6 @4DLDGF<;4FBD4 R1. 

 

#D<@9K4A<9. �4:8O= <AF9DH9=E @4DLDGF<;4FBD4 A4IB8<FES 6 
BF89?PAB= E9F<. #4>9FO E ?B>4?PAO@ 48D9EB@ >4A4?4 A<>B784 A9 

CB><84RF ?B>4?PAGR E9FP, 4 ;A4K<F, 8?S B5B<I <AF9DH9=EB6 @B:AB 

G>4;O64FP B8<A < FBF :9 ?B>4?PAO= 48D9E >4A4?4. 
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e. �M9 D4; 6698<F9 >B@4A8G show ipv6interface g0/0. "5D4F<F9 6A<@4A<9 A4 FB, 

KFB ?B>4?PAO= 48D9E >4A4?4 <;@9A<?ES A4 FE80::1 < BEF4?4EP FB?P>B B8A4 

@AB7B48D9EA4S 7DGCC4 ;4CDBL9AAOI G;?B6. 

 

 

 

�4><9 @AB7B48D9EAO9 7DGCCO A4;A4K9AO <AF9DH9=EG G0/0? 

,47 2: �>F<6<DG=F9 ^6-@4DLDGF<;4J<R A4 @4DLDGF<;4FBD9 R1. 

#D<E6B9A ?< IPv6-48D9E B8AB48D9EAB= C9D984K< E9F96B@G 484CF9DG #�-�? 

b. �>F<6<DG=F9 ^6-@4DLDGF<;4J<R A4 @4DLDGF<;4FBD9 R1 E CB@BMPR >B@4A8O 

IPv6 unicast- routing. 
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a. � B>A9 >B@4A8AB= EFDB>< >B@CPRF9D4 #�-� 6698<F9 >B@4A8G 

ipconfig, KFB5O CB?GK<FP 84AAO9 !$G5-48D9E4, CD<E6B9AAB7B <AF9DH9=EG 

>B@CPRF9D4. 

 

c. �698<F9 >B@4A8G show ipv6 interface g0/0, KFB5O G;A4FP, >4><9 

@AB7B48D9EAO9 7DGCCO CD<E6B9AO <AF9DH9=EG G0/0. "5D4F<F9 6A<@4A<9 A4 

FB, KFB F9C9DP 6 EC<E>9 7DGCC 8?S <AF9DH9=E4 G0/0 BFB5D4:49FES 

@AB7B48D9EA4S 7DGCC4 6E9I @4DLDGF<;4FBDB6 (FF02::2). 

#D<@9K4A<9. 1FB CB;6B?<F >B@CPRF9D4@ CB?GK4FP IP-48D9E4 < 84AAO9 

BEAB6AB7B L?R;4 46FB@4F<K9E>< E CB@BMPR HGA>J<< SLAAC 

(�6FB>BAH<7GD4J<S 59; EBID4A9A<S EBEFBSA<S 48D9E4). 
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d. &9C9DP, >B784 @4DLDGF<;4FBD R1 6IB8<F 6 @AB7B48D9EAGR 7DGCCG 6E9I 

@4DLDGF<;4FBDB6, 9MT D4; 6698<F9 >B@4A8G ipconfig A4 >B@CPRF9D9 #�-�. �;GK<F9 

84AAO9 IPv6-48D9E4. 

 

#BK9@G >B@CPRF9D #�-� CB?GK<? 7?B54?PAO= CD9H<>E @4DLDGF<;4J<< < 

<89AF<H<>4FBD CB8E9F<, >BFBDO= 6O A4EFDB<?< A4 @4DLDGF<;4FBD9 R1? 
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,47 3: !4;A4KPF9 ^6-48D9E4 <AF9DH9=EG GCD46?9A<S (SVI) A4 >B@@GF4FBD9 S1. 

a. !4;A4KPF9 CB?GK9AAO= IPv6-48D9E <AF9DH9=EG GCD46?9A<S 

(VLAN 1) A4 >B@@GF4FBD9 S1. &4>:9 A4;A4KPF9 QFB@G <AF9DH9=EG ?B>4?PAO= 

48D9E >4A4?4. %<AF4>E<E >B@4A8O IPv6 FBKAB F4>B= :9, >4> < A4 

@4DLDGF<;4FBD9. 

b. #DB69DPF9 CD46<?PABEFP A4;A4K9A<S IPv6-48D9EB6 <AF9DH9=EG 

GCD46?9A<S E CB@BMPR >B@4A8O show ipv6 interface vlan1. 

,47 4: !4;A4KPF9 >B@CPRF9D4@ EF4F<K9E><9 ^6-48D9E4. 

a. !4 >B@CPRF9D9#�-A BF>DB=F9 B>AB «%6B=EF64 CB8>?RK9A<S CB 

?B>4?PAB= E9F<». �O59D<F9 #DBFB>B? �AF9DA9F4 69DE<< 6 (TCP/IPv6) 

< A4:@<F9 >ABC>G %6B=EF64. 
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b. 'EF4AB6<F9 C9D9>?RK4F9?P �ECB?P;B64FP E?98GNM<= ^6-48D9E. 
#B?P;GSEP F45?<J9= 

48D9E4J<<, G>4:<F9 E?98GRM<9 C4D4@9FDO: ^6-48D9E, �?<A4 CD9H<>E4 CB8E9F< < 

"EAB6AB= L?N;. !4:@<F9 OK 

.  

c. !4:@<F9 >ABC>G �4>DOFP, KFB5O ;4>DOFP B>AB E6B=EF6 CB8>?RK9A<S CB 
?B>4?PAB= E9F<. 

d. #B6FBD<F9 L47< E 4a CB 4c, KFB5O G>4;4FP EF4F<K9E><= ^6-48D9E 

A4 >B@CPRF9D9 #�-�. #D46<?PAO= IPv6-48D9E @B:AB A4=F< 6 F45?<J9 

48D9E4J<<. 

e. �698<F9 >B@4A8G ipconfig 6 B>A9 >B@4A8AB= EFDB>< A4 >B@CPRF9D9 

#�-�, KFB5O CDB69D<FP 84AAO9 !$G5-48D9E4. 
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+4EFP 3: #DB69D>4 E>6B;AB7B CB8>?RK9A<S 

a. !4 >B@CPRF9D9 #�^6698<F9 QIB-;4CDBE FE80::1. 1FB ?B>4?PAO= 

48D9E >4A4?4, A4;A4K9AAO= <AF9DH9=EG G0/1 A4 @4DLDGF<;4FBD9 R1. 

 

#D<@9K4A<9. �?S CDB69D>< CB8>?RK9A<S 6@9EFB ?B>4?PAB7B 48D9E4 
>4A4?4 @B:AB <ECB?P;B64FP 7?B54?PAO= 48D9E B8AB48D9EAB= C9D984K<. 

b. "FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping 6 <AF9DH9=E 

GCD46?9A<S >B@@GF4FBD4 S1 E >B@CPRF9D4 #�-A. 
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c. �698<F9 >B@4A8G tracert A4 #�-A, KFB5O CDB69D<FP A4?<K<9 

E>6B;AB7B CB8>?RK9A<S > >B@CPRF9DG #�-�. 

 

d. % >B@CPRF9D4 #�-� BFCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 

>B@CPRF9D #�-A. 

 

 

e. % >B@CPRF9D4 #�-� BFCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping 

A4 ?B>4?PAO= 48D9E >4A4?4 <AF9DH9=E4 G0/0 A4 @4DLDGF<;4FBD9 R1. 
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#D<@9K4A<9. � E?GK49 BFEGFEF6<S E>6B;AB7B CB8>?RK9A<S CDB69DPF9, 
CD46<?PAB ?< G>4;4AO IPv6- 48D9E4 A4 6E9I GEFDB=EF64I. 

�BCDBEO A4 ;4>D9C?9A<9 

1. #BK9@G B8<A < FBF :9 ?B>4?PAO= 48D9E >4A4?4 FE80::1 @B:AB 

CD<E6B<FP >4:8B@G <; 86GI Ethernet- <AF9DH9=EB6 @4DLDGF<;4FBD4 R1? 

2. !4;B6<F9 <89AF<H<>4FBD CB8E9F< 6 $6-48D9E9 B8AB48D9EAB= C9D984K< 

2001:db8:acad::aaaa:1234/64. %6B8A4S F45?<J4 <AF9DH9=E4 @4DLDGF<;4FBD4 
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"5M<9 E6989A<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 

@4DLDGF<;4FBD4 

�AF9DH9=E 

Ethernet #1 

�AF9DH9=E 

Ethernet #2 

#BE?98B64F9?PAO

= <AF9DH9=E #1 

#BE?98B64F9?PAO

= <AF9DH9=E #2 

1800 Fast Ethernet 

0/0 (F0/0) 

Fast Ethernet 

0/1 (F0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

1900 Gigabit 

Ethernet 0/0 

(G0/0) 

Gigabit 

Ethernet 0/1 

(G0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

2801 Fast Ethernet 

0/0 (F0/0) 

Fast Ethernet 

0/1 (F0/1) 

Serial 0/1/0 

(S0/0/0) 

Serial 0/1/1 

(S0/0/1) 

2811 Fast Ethernet 

0/0 (F0/0) 

Fast Ethernet 

0/1 (F0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

2900 Gigabit 

Ethernet 0/0 

(G0/0) 

Gigabit 

Ethernet 0/1 

(G0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO 8?S 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. !9 EGM9EF6G9F 

QHH9>F<6AB7B ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< A4EFDB9> 8?S >4:8B7B >?4EE4 

@4DLDGF<;4FBDB6. 1F4 F45?<J4 6>?RK49F 6 E95S <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 

CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG <AF9DH9=EB6 A9 6>?RK9AO <AO9 F<CO 

<AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >4>B@-?<5B BCD989?TAAB@ @4DLDGF<;4FBD9. � 

>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 

EB>D4M9A<9, >BFBDB9 @B:9F <ECB?P;B64FPES 6 >B@4A84I IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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