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�D4>F<K9E>4O  D45BF4 1. �59EC9K9A<9 59;BC4EABEF< 
E9F96OI GEFDB=EF6 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. !4EFDB=>4 BEAB6AOI C4D4@9FDB6 GEFDB=EF64 
'4EFP 2. !4EFDB=>4 54;B6OI @9D 59;BC4EABEF< A4 @4DLDGF<;4FBD9 
'4EFP 3. !4EFDB=>4 54;B6OI @9D 59;BC4EABEF< A4 >B@@GF4FBD9 
 
"5M<9 E6989A<S/EJ9A4D<= 
�E9 E9F96O9 GEFDB=EF64 D9>B@9A8G9FES A4EFD4<64FP E <ECB?P;B64A<9@ 

IBFS 5O @<A<@4?PAB7B A45BD4 QHH9>F<6AOI >B@4A8 B59EC9K9A<S 
59;BC4EABEF<. 1FB BFABE<FES > GEFDB=EF64@ >BA9KAOI CB?P;B64F9?9=, 
E9D69D4@ < E9F96O@ GEFDB=EF64@, F4><@ >4> @4DLDGF<;4FBDO < 
>B@@GF4FBDO. 

� IB89 ?45BD4FBDAB= D45BFO 6O 8B?:AO 5G89F9 A4EFDB<FP E9F96O9 
GEFDB=EF64 6 FBCB?B7<< F4><@ B5D4;B@, KFB5O D4;D9L4FP SSH-EB98<A9A<S 
8?S G84?9AAB7B GCD46?9A<S. �DB@9 FB7B, 6O 8B?:AO 5G89F9 A4EFDB<FP 
BEAB6AO9 QHH9>F<6AO9 @9DO B59EC9K9A<S 59;BC4EABEF< K9D9; <AF9DH9=E 
>B@4A8AB= EFDB>< BC9D4J<BAAB= E<EF9@O Cisco IOS. �4F9@ 64@ 
A9B5IB8<@B 5G89F CDBF9EF<DB64FP @9DO B59EC9K9A<S 59;BC4EABEF< < 
G598<FPES 6 FB@, KFB BA< CD46<?PAB 6A98D9AO < D45BF4RF 59; BL<5B>. 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA 
<ECB?P;GRFES @4DLDGF<;4FBDO E <AF97D<DB64AAO@< E9D6<E4@< Cisco 1941 
(ISR) CB8 GCD46?9A<9@ Cisco IOS 69DE<< 15.2(4) M3 (B5D4; universalk9). 
&4>:9 <ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst 2960 E BC9D4J<BAAB= 
E<EF9@B= Cisco IOS 69DE<< 15.0(2) (B5D4; lanbasek9).  B:AB <ECB?P;B64FP 
8DG7<9 @4DLDGF<;4FBDO, >B@@GF4FBDO < 69DE<< Cisco IOS. � ;46<E<@BEF< 
BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < D9;G?PF4FO 
<I 6OCB?A9A<S @B7GF BF?<K4FPES BF F9I, >BFBDO9 CB>4;4AO 6 ?45BD4FBDAOI 
D45BF4I. &BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 E@. 6 E6B8AB= F45?<J9 CB 
<AF9DH9=E4@ @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= D45BFO. 

 

     (?R; CB 
G@B?K4A<R 

 
'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F<   

R1 G0/1 192.168.1.1 255.255.255.0 4 

S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1 

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 
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#D<@9K4A<9. '598<F9EP, KFB G 6E9I @4DLDGF<;4FBDB6 < >B@@GF4FBDB6 
5O?4 G84?9A4 A4K4?PA4S >BAH<7GD4J<S. �E?< 6O A9 G69D9AO, B5D4F<F9EP > 
<AEFDG>FBDG. 

 
!9B5IB8<@O9 D9EGDEO 
" 1 @4DLDGF<;4FBD (Cisco 1941 E #" Cisco IOS 69DE<< 15.2(4)M3 E 

GA<69DE4?PAO@ B5D4;B@ <?< 4A4?B7<KA4S @B89?P) 
" 1 >B@@GF4FBD (Cisco 2960 E #" Cisco IOS 69DE<< 15.0(2) E B5D4;B@ 

lanbasek9 <?< 4A4?B7<KA4S @B89?P) 
" 1 #� (CB8 GCD46?9A<9@ Windows 7 <?< 8 E CDB7D4@@B= Q@G?SJ<< 

F9D@<A4?4, A4CD<@9D, Tera Term) 
" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO 
" �459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 
 
'4EFP 1: !4EFDB=>4 BEAB6AOI C4D4@9FDB6 GEFDB=EF6 
� K4EF< 1 CBFD95G9FES A4EFDB<FP FBCB?B7<R E9F< < BEAB6AO9 

C4D4@9FDO, F4><9 >4> IP-48D9E4 <AF9DH9=EB6, 8BEFGC > GEFDB=EF64@ < 
C4DB?< A4 GEFDB=EF64I. 

 
(47 1: %B;84=F9 E9FP EB7?4EAB FBCB?B7<<. 
#B8>?RK<F9 GEFDB=EF64, CB>4;4AAO9 6 FBCB?B7<<, < >459?< 

EBBF69FEF6GRM<@ B5D4;B@. 
 
(47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBD4. 
 
(47 3: �OCB?A<F9 A4EFDB=>G @4DLDGF<;4FBD4 < >B@@GF4FBD4. 
a. #B8>?RK<F9EP > GEFDB=EF6G E CB@BMPR >BAEB?PAB7B 

CB8>?RK9A<S < 4>F<6<DG=F9 CD<6<?97<DB64AAO= D9:<@ EXEC. 
b. !4;A4KPF9 GEFDB=EF6G <@S 6 EBBF69FEF6<< E F45?<J9= 

48D9E4J<<. 
c. "F>?RK<F9 CB<E> DNS, KFB5O CD98BF6D4F<FP CBCOF>< 

@4DLDGF<;4FBD4 A969DAB CD9B5D4;B6O64FP 66989AAO9 >B@4A8O F4><@ 
B5D4;B@, >4> 5G8FB BA< S6?SRFES <@9A4@< G;?B6. 

d. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 
CD<6<?97<DB64AAB7B D9:<@4 EXEC. 

e. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < 6>?RK<F9 6IB8 6 
E<EF9@G CB C4DB?R. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S VTY < 6>?RK<F9 6IB8 6 E<EF9@G 
CB C4DB?R. 

g. %B;84=F9 54AA9D E CD98GCD9:89A<9@ B ;4CD9F9 
A9E4A>J<BA<DB64AAB7B 8BEFGC4 > GEFDB=EF6G. 

h. !4EFDB=F9 < 4>F<6<DG=F9 A4 @4DLDGF<;4FBD9 <AF9DH9=E G0/1, 
<ECB?P;GS <AHBD@4J<R, CD<6989AAGR 6 F45?<J9 48D9E4J<<. 
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i. �484=F9 8?S <ECB?P;G9@B7B CB G@B?K4A<R <AF9DH9=E4 SVI E6989A<S 
B5 IP-48D9E9 EB7?4EAB F45?<J9 48D9E4J<<. 

j. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= 
>BAH<7GD4J<<. 

 
'4EFP 2: !4EFDB=>4 54;B6OI @9D 59;BC4EABEF< A4 @4DLDGF<;4FBD9 
 
(47 1: �4L<HDG=F9 BF>DOFO9 C4DB?<. 

 
 
(47 2: 'EF4AB6<F9 5B?99 A489:AO9 C4DB?<. 
�8@<A<EFD4FBD 8B?:9A E?98<FP ;4 F9@, KFB5O C4DB?< BF69K4?< 

EF4A84DFAO@ D9>B@9A84J<S@ CB EB;84A<R A489:AOI C4DB?9=. � 
D9>B@9A84J<SI 8B?:AO 5OFP BCD989?9AO EBK9F4A<S 6 C4DB?9 5G>6, J<HD < 
EC9J<4?PAOI E<@6B?B6 < 97B @<A<@4?PA4S 8?<A4. 

#D<@9K4A<9. %B7?4EAB 84AAO@ D9>B@9A84J<S@ CB ?GKL<@ 
CD4>F<K9E><@ @9FB8<>4@ A489:AO9 C4DB?<, CD<@9DO >BFBDOI CD<6989AO 
6 QFB= ?45BD4FBDAB= D45BF9, A9B5IB8<@B 6E9784 <ECB?P;B64FP 6 D94?PAB= 
D45BF9. "8A4>B 8?S GCDBM9A<S 6OCB?A9A<S D45BFO 6 BEF4?PAOI 
?45BD4FBDAOI D45BF4I 84AAB7B >GDE4 <ECB?P;GRFES C4DB?< cisco < class. 

a. �;@9A<F9 ;4L<HDB64AAO= C4DB?P CD<6<?97<DB64AAB7B D9:<@4 
EXEC 6 EBBF69FEF6<< E D9>B@9A84J<S@<. 

 
b. 'EF4AB6<F9 @<A<@4?PAGR 8?<AG 10 E<@6B?B6 8?S 6E9I 

C4DB?9=.  
 
(47 3: $4;D9L<F9 CB8>?RK9A<S CB CDBFB>B?G SSH. 
a. � >4K9EF69 <@9A< 8B@9A4 G>4:<F9 CCNA-lab.com. 

 
b. %B;84=F9 6 54;9 84AAOI ?B>4?PAOI CB?P;B64F9?9= ;4C<EP, 

>BFBD4S 5G89F <ECB?P;B64FPES CD< CB8>?RK9A<< > @4DLDGF<;4FBDG K9D9; 
SSH. #4DB?P 8B?:9A EBBF69FEF6B64FP EF4A84DF4@ A489:AOI C4DB?9=, 4 
CB?P;B64F9?P 4 <@9FP CD464 8BEFGC4 GDB6AS EXEC. �E?< GDB69AP 
CD<6<?97<= A9 ;484A 6 >B@4A89, FB CB?P;B64F9?P CB G@B?K4A<R 5G89F 
<@9FP CD464 8BEFGC4 EXEC (GDB69AP 15). 

 
c. !4EFDB=F9 FD4AECBDFAO= 6IB8 8?S ?<A<= VTY F4><@ B5D4;B@, KFB5O 

BA< @B7?< D4;D9L4FP CB8>?RK9A<S CB CDBFB>B?G SSH, AB A9 D4;D9L4?< 
CB8>?RK9A<S CB CDBFB>B?G Telnet. 

 
d. �GF9AF<H<>4J<S A4 ?<A<SI VTY 8B?:A4 6OCB?ASFPES E 

<ECB?P;B64A<9@ 54;O 84AAOI ?B>4?PAOI CB?P;B64F9?9=. 
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(47 4: "59EC9KPF9 ;4M<FG >BAEB?< < ?<A<= VTY. 
a.  4DLDGF<;4FBD @B:AB A4EFDB<FP F4><@ B5D4;B@, KFB5O BA 

;469DL4? E94AE CB8>?RK9A<S 6 E?GK49 BFEGFEF6<S 4>F<6ABEF< 6 F9K9A<9 
;484AAB7B 6D9@9A<. �E?< E9F96B= 48@<A<EFD4FBD 6BL9? 6 E<EF9@G E9F96B7B 
GEFDB=EF64, 4 CBFB@ 5O? 6A9;4CAB 6OAG:89A CB><AGFP D45BK99 @9EFB, FB 
CB <EF9K9A<< GEF4AB6?9AAB7B 6D9@9A< QF4 >B@4A84 46FB@4F<K9E>< 
;469DL<F E94AE CB8>?RK9A<S. #D<6989AAO9 A<:9 >B@4A8O B59EC9K<64RF 
;4>DOF<9 E94AE4 ?<A<< E6S;< K9D9; CSFP @<AGF BFEGFEF6<S 4>F<6ABEF<. 

 
b. �B@4A84, CD<6989AA4S A<:9, A9 D4;D9L49F 6IB8 6 E<EF9@G E 

<ECB?P;B64A<9@ @9FB84 CB?AB7B C9D95BD4.  4DLDGF<;4FBD 5?B><DG9F 
CBCOF>< 6IB84 6 E<EF9@G A4 30 E9>GA8, 9E?< 6 F9K9A<9 120 

E9>GA8 5G89F 864:8O 66989A A969DAO= C4DB?P. !<;>B9 ;A4K9A<9 QFB7B 
F4=@9D4 GEF4AB6?9AB EC9J<4?PAB 8?S 84AAB= ?45BD4FBDAB= D45BFO. 

;45?B><DB64FP A4 30 E9>GA8 
2 A9G84KAO9 CBCOF>< 6 F9K9A<9 120 E9>GA8 

 
'FB B;A4K49F 2 within 120 6 CD<6989AAB= 6OL9 >B@4A89? 
'FB B;A4K49F block-for 30 6 CD<6989AAB= 6OL9 >B@4A89? 
(47 5: '598<F9EP, KFB 6E9 A9<ECB?P;G9@O9 CBDFO BF>?RK9AO. 
#BDFO @4DLDGF<;4FBD4 BF>?RK9AO CB G@B?K4A<R, B8A4>B 

D9>B@9A8G9FES ?<LA<= D4; G598<FPES, KFB 6E9 A9<ECB?P;G9@O9 CBDFO 
BF>?RK9AO 48@<A<EFD4FBDB@. �?S QFB7B @B:AB 6BECB?P;B64FPES >B@4A8B= 
show ip interface brief. �E9 A9<ECB?P;G9@O9 CBDFO, A9 BF>?RK9AAO9 
48@<A<EFD4FBDB@, A9B5IB8<@B BF>?RK<FP E CB@BMPR >B@4A8O shutdown 6 
D9:<@9 >BAH<7GD4J<< <AF9DH9=E4. 

 

e. %B;84=F9 >?RK L<HDB64A<S RSA E 8?<AB= 1024 5<F. 
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(47 6: '598<F9EP, KFB 6E9 @9DO 59;BC4EABEF< 6A98D9AO CD46<?PAB. 
a. % CB@BMPR CDB7D4@@O Tera Term CB8>?RK<F9EP > @4DLDGF<;4FBDG 

R1 CB CDBFB>B?G Telnet. $4;D9L49F ?< R1 CB8>?RK9A<9 CB CDBFB>B?G 
Telnet? �4=F9 CBSEA9A<9. 
" !9F, Telnet A9 5O? 4>F<6<DB64A 6B 6D9@S A4EFDB=>< @4DLDGF<;4FBD4. 

a. % CB@BMPR CDB7D4@@O Tera Term CB8>?RK<F9EP > @4DLDGF<;4FBDG 
R1 CB CDBFB>B?G SSH. $4;D9L49F ?< R1 CB8>?RK9A<9 CB CDBFB>B?G SSH? 
�4. 

b. !4@9D9AAB G>4:<F9 A969DAB9 <@S CB?P;B64F9?S < C4DB?P, KFB5O 
CDB69D<FP, 5G89F ?< ;45?B><DB64A 8BEFGC > E<EF9@9 CBE?9 86GI A9G84KAOI 
CBCOFB>. 

'FB CDB<;BL?B CBE?9 66B84 A9CD46<?PAOI 84AAOI 8?S 6IB84 6 
E<EF9@G 6B 6FBDB= D4;? 

 4DLDGF<;4FBD BF>?BAS9F 6IB8SM<9 EB98<A9A<S CB CDBFB>B?G SSH. 
c. �; E94AE4 CB8>?RK9A<S > @4DLDGF<;4FBDG E CB@BMPR >BAEB?< 

BFCD46PF9 >B@4A8G show login, KFB5O CDB69D<FP EBEFBSA<9 6IB84 6 E<EF9@G. 
� CD<6989AAB@ A<:9 CD<@9D9 >B@4A84 show login 5O?4 66989A4 6 F9K9A<9 
30-E9>GA8AB= 5?B><DB6>< 8BEFGC4 > E<EF9@9 < CB>4;O649F, KFB 
@4DLDGF<;4FBD A4IB8<FES 6 D9:<@9 Quiet.  4DLDGF<;4FBD A9 5G89F 
D4;D9L4FP CBCOF>< 6IB84 6 E<EF9@G 6 F9K9A<9 9M9 14 E9>GA8. 

 

 
d. #B <EF9K9A<< 30 E9>GA8 CB6FBD<F9 CBCOF>G CB8>?RK9A<S > R1 

CB CDBFB>B?G SSH < 6B=8<F9 6 E<EF9@G, <ECB?P;GS <@S SSHadmin < C4DB?P 
Admin1p@55. 

'FB BFB5D4;<?BEP CBE?9 GEC9LAB7B 6IB84 6 E<EF9@G? 
�4AA9D MOTD < <AF9DCD9F4FBD. 
e. �B=8<F9 6 CD<6<?97<DB64AAO= D9:<@ EXEC < 6698<F9 6 >4K9EF69 

C4DB?S Enablep@55. 
�E?< 6O A9CD46<?PAB 66B8<F9 C4DB?P, CD9DO649FES ?< E94AE SSH 

CBE?9 86GI A9G84KAOI CBCOFB> 6 F9K9A<9 120 E9>GA8? �4=F9 CBSEA9A<9. 
!9F, F4> >4> login block-for ;4M<M49F 6IB8 6 >BAEB?P, 4 A9 6 

CD<6<?97<DB64AAO= D9:<@ EXEC. 
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f. �698<F9 >B@4A8G show running-config 6 EFDB>9 CD<7?4L9A<S 
CD<6<?97<DB64AAB7B D9:<@4 EXEC 8?S CDBE@BFD4 GEF4AB6?9AAOI 
C4D4@9FDB6 59;BC4EABEF<. 

 
'4EFP 3: !4EFDB=>4 54;B6OI @9D 59;BC4EABEF< A4 >B@@GF4FBD9 
 
(47 1: �4L<HDG=F9 BF>DOFO9 C4DB?<. 

 
 
(47 2: 'EF4AB6<F9 5B?99 A489:AO9 C4DB?< A4 >B@@GF4FBD9. 
�;@9A<F9 ;4L<HDB64AAO= C4DB?P CD<6<?97<DB64AAB7B D9:<@4 EXEC 

6 EBBF69FEF6<< E D9>B@9A84J<S@< CB GEF4AB6>9 A489:AB7B C4DB?S. 
 

#D<@9K4A<9. �B@4A84 59;BC4EABEF< password min-length A4 
>B@@GF4FBD4I @B89?< 2960 A98BEFGCA4. 

 
(47 3: $4;D9L<F9 CB8>?RK9A<S CB CDBFB>B?G SSH. 
a. � >4K9EF69 <@9A< 8B@9A4 G>4:<F9 CCNA-lab.com. 

 

 

 
b. %B;84=F9 6 54;9 84AAOI ?B>4?PAOI CB?P;B64F9?9= ;4C<EP, 

>BFBD4S 5G89F <ECB?P;B64FPES CD< CB8>?RK9A<< > >B@@GF4FBDG K9D9; SSH. 
#4DB?P 8B?:9A EBBF69FEF6B64FP EF4A84DF4@ A489:AOI C4DB?9=, 4 
CB?P;B64F9?P 4 <@9FP CD464 8BEFGC4 GDB6AS EXEC. �E?< GDB69AP 
CD<6<?97<= A9 ;484A 6 >B@4A89, FB CB?P;B64F9?P CB G@B?K4A<R 5G89F 
<@9FP CD464 8BEFGC4 EXEC (GDB69AP 1). 

c. !4EFDB=F9 FD4AECBDFAO= 6IB8 8?S ?<A<= VTY F4><@ B5D4;B@, KFB5O 
BA< @B7?< D4;D9L4FP CB8>?RK9A<S CB CDBFB>B?G SSH, AB A9 D4;D9L4?< 
CB8>?RK9A<S CB CDBFB>B?G Telnet. 

d. �GF9AF<H<>4J<S A4 ?<A<SI VTY 8B?:A4 6OCB?ASFPES E 
<ECB?P;B64A<9@ 54;O 84AAOI ?B>4?PAOI CB?P;B64F9?9=. 

 
e. %B;84=F9 >?RK L<HDB64A<S RSA E 8?<AB= 1024 5<F. 

 
 
(47 4: "59EC9KPF9 ;4M<FG >BAEB?< < ?<A<= VTY. 
a. !4EFDB=F9 >B@@GF4FBD F4><@ B5D4;B@, KFB5O BA ;4>DO64? ?<A<R 

K9D9; 89ESFP @<AGF BFEGFEF6<S 4>F<6ABEF<. 
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b. 'FB5O CB@9L4FP CBCOF>4@ 6IB84 6 E<EF9@G E <ECB?P;B64A<9@ 

@9FB84 CB?AB7B C9D95BD4, A4EFDB=F9 >B@@GF4FBD F4><@ B5D4;B@, KFB5O BA 
5?B><DB64? 8BEFGC > E<EF9@9 A4 30 E9>GA8 CBE?9 86GI A9G84KAOI CBCOFB> 
6IB84 6 F9K9A<9 120 E9>GA8. !<;>B9 ;A4K9A<9 QFB7B F4=@9D4 GEF4AB6?9AB 
EC9J<4?PAB 8?S 84AAB= ?45BD4FBDAB= D45BFO. 

 
 
(47 5: '598<F9EP, KFB 6E9 A9<ECB?P;G9@O9 CBDFO BF>?RK9AO. 
#B G@B?K4A<R CBDFO >B@@GF4FBD4 6>?RK9AO. "F>?RK<F9 A4 

>B@@GF4FBD9 6E9 A9<ECB?P;G9@O9 CBDFO. 
a. %BEFBSA<9 CBDFB6 >B@@GF4FBD4 @B:AB CDB69D<FP E CB@BMPR 

>B@4A8O show ip interface brief. 

 

S1# show ip interface brief 
Interface IP-Address OK? Metho

d 
Status Protocol 

Vlan1 192.168.1.11 YES manual up up 
FastEthernet0/1 unassigned YES unset down down 
FastEthernet0/2 unassigned YES unset down down 
FastEthernet0/3 unassigned YES unset down down 
FastEthernet0/4 unassigned YES unset down down 
FastEthernet0/5 unassigned YES unset up up 
FastEthernet0/6 unassigned YES unset up up 
FastEthernet0/7 unassigned YES unset down down 
FastEthernet0/8 unassigned YES unset down down 
FastEthernet0/9 unassigned YES unset down down 
FastEthernet0/10 unassigned YES unset down down 
FastEthernet0/11 unassigned YES unset down down 
FastEthernet0/12 unassigned YES unset down down 
FastEthernet0/13 unassigned YES unset down down 
FastEthernet0/14 unassigned YES unset down down 
FastEthernet0/15 unassigned YES unset down down 
FastEthernet0/16 unassigned YES unset down down 
FastEthernet0/17 unassigned YES unset down down 
FastEthernet0/18 unassigned YES unset down down 
FastEthernet0/19 unassigned YES unset down down 
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S1# 
b. 'FB5O BF>?RK<FP ED4;G A9E>B?P>B <AF9DH9=EB6, 

6BECB?P;G=F9EP >B@4A8B= interface range. 

 
c. '598<F9EP, KFB 6E9 A94>F<6AO9 <AF9DH9=EO BF>?RK9AO 

48@<A<EFD4FBDB@.  
 

Interface IP-Address OK? Metho
d 

Status  Protocol 

Vlan1 192.168.1.11 YES manual up  up 
FastEthernet0/1 unassigned YES unset administratively dow

n 
down 

FastEthernet0/2 unassigned YES unset administratively dow
n 

down 

FastEthernet0/3 unassigned YES unset administratively dow
n 

down 

FastEthernet0/4 unassigned YES unset administratively dow
n 

down 

FastEthernet0/5 unassigned YES unset up  up 
FastEthernet0/6 unassigned YES unset up  up 
FastEthernet0/7 unassigned YES unset administratively dow

n 
down 

 
FastEthernet0/8 

 
unassigned 

 
YES 

 
unset 

 
administratively 

 
dow
n 

 
down 

FastEthernet0/9 unassigned YES unset administratively dow
n 

down 

FastEthernet0/10 unassigned YES unset administratively dow
n 

down 

FastEthernet0/11 unassigned YES unset administratively dow
n 

down 

FastEthernet0/12 unassigned YES unset administratively dow
n 

down 

FastEthernet0/13 unassigned YES unset administratively dow
n 

down 

FastEthernet0/14 unassigned YES unset administratively dow
n 

down 

FastEthernet0/15 unassigned YES unset administratively dow
n 

down 

FastEthernet0/2 0 unassigned YES unset down down 
FastEthernet0/21 unassigned YES unset down down 
FastEthernet0/22 unassigned YES unset down down 
FastEthernet0/23 unassigned YES unset down down 
FastEthernet0/2 4 unassigned YES unset down down 
GigabitEthernet0/1 unassigned YES unset down down 
GigabitEthernet0/2 unassigned YES unset down down 
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FastEthernet0/16 unassigned YES unset administratively dow
n 

down 

FastEthernet0/17 unassigned YES unset administratively dow
n 

down 

FastEthernet0/18 unassigned YES unset administratively dow
n 

down 

FastEthernet0/19 unassigned YES unset administratively dow
n 

down 

FastEthernet0/2 0 unassigned YES unset administratively dow
n 

down 

FastEthernet0/21 unassigned YES unset administratively dow
n 

down 

FastEthernet0/22 unassigned YES unset administratively dow
n 

down 

FastEthernet0/23 unassigned YES unset administratively dow
n 

down 

FastEthernet0/2 4 unassigned YES unset administratively dow
n 

down 

 
(47 6: '598<F9EP, KFB 6E9 @9DO 59;BC4EABEF< 6A98D9AO CD46<?PAB. 
 '598<F9EP, KFB CDBFB>B? Telnet A4 >B@@GF4FBD9 BF>?RK9A. 
 #B8>?RK<F9EP > >B@@GF4FBDG CB CDBFB>B?G SSH < A4@9D9AAB 

G>4:<F9 A969DAB9 <@S CB?P;B64F9?S < C4DB?P, KFB5O CDB69D<FP, 5G89F ?< 
;45?B><DB64A 8BEFGC > E<EF9@9. 

 #B <EF9K9A<< 30 E9>GA8 CB6FBD<F9 CBCOF>G CB8>?RK9A<S > R1 CB 
CDBFB>B?G SSH < 6B=8<F9 6 E<EF9@G, <ECB?P;GS <@S CB?P;B64F9?S 
SSHadmin < C4DB?P Admin1p@55. 

#BS6<?ES ?< 54AA9D CBE?9 GEC9LAB7B 6IB84 6 E<EF9@G? 
 �B=8<F9 6 CD<6<?97<DB64AAO= D9:<@ EXEC, <ECB?P;GS Enablep@55 

6 >4K9EF69 C4DB?S. 
 �698<F9 >B@4A8G show running-config 6 EFDB>9 CD<7?4L9A<S 

CD<6<?97<DB64AAB7B D9:<@4 EXEC 8?S CDBE@BFD4 GEF4AB6?9AAOI 
C4D4@9FDB6 59;BC4EABEF<. 

 
�BCDBEO 8?S CB6FBD9A<S 
1. � K4EF< 1 8?S >BAEB?< < ?<A<= VTY 6 64L9= 54;B6B= >BAH<7GD4J<< 

5O?4 66989A4 >B@4A84 password cisco. �B784 <ECB?P;G9FES QFBF C4DB?P 
CBE?9 CD<@9A9A<S A4<5B?99 QHH9>F<6AOI @9D B59EC9K9A<S 59;BC4EABEF<?  

#D< CB8>?RK9A<< K9D9; >BAEB?PAO= CBDF 5G89F ;4CDBL9A <@9AAB 
QFBF C4DB?P «cisco». 

2. $4ECDBEFD4AS9FES ?< >B@4A84 security passwords min-length 10 A4 
A4EFDB9AAO9 D4A99 C4DB?<, EB89D:4M<9 @9APL9 89ESF< E<@6B?B6?  

!9F. 
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%6B8A4S F45?<J4 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 

 
  

%6B8A4S F45?<J4 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 7 1 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 7 1 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/0/0) Serial 0/1/1 (S0/0/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O BCD989?<FP >BAH<7GD4J<R @4DLDGF<;4FBD4, @B:AB CBE@BFD9FP A4 
<AF9DH9=EO < GEF4AB6<FP F<C @4DLDGF<;4FBD4 < >B?<K9EF6B 97B <AF9DH9=EB6. #9D9K<E?<FP 6E9 
>B@5<A4J<< >BAH<7GD4J<= 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A96B;@B:AB. 1F4 F45?<J4 
EB89D:<F <89AF<H<>4FBDO 8?S 6B;@B:AOI >B@5<A4J<= <AF9DH9=EB6 Ethernet < CBE?98B64F9?PAOI 
<AF9DH9=EB6 A4 GEFDB=EF69. �DG7<9 F<CO <AF9DH9=EB6 6 F45?<J9 A9 CD98EF46?9AO, IBFS BA< @B7GF 
CD<EGFEF6B64FP 6 84AAB@ >BA>D9FAB@ @4DLDGF<;4FBD9. � >4K9EF69 CD<@9D4 @B:AB CD<69EF< 
<AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB BH<J<4?PAB9 EB>D4M9A<9, >BFBDB9 @B:AB 
<ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S B5B;A4K9A<S <AF9DH9=E4. 
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�D4>F<K9E>4O  D45BF4 2: 8BEFGC > E9F96O@ GEFDB=EF64@ 
CB CDBFB>B?G SSH 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484

K< 
 

'4EF
P1. 

!4EFDB=>4 BEAB6AOI C4D4@9FDB6 GEFDB=EF64 

'4EF
P2. 

!4EFDB=>4 @4DLDGF<;4FBD4 8?S 8BEFGC4 CB CDBFB>B?G SSH 

'4EF
P3. 

#DB69D>4 E94AE4 E6S;< CB CDBFB>B?G Telnet E CB@BMPR 
CDB7D4@@O Wireshark 

'4EF
P4. 

#DB69D>4 E94AE4 E6S;< CB CDBFB>B?G SSH E CB@BMPR 
CDB7D4@@O Wireshark 

'4EF
P5. 

!4EFDB=>4 >B@@GF4FBD4 8?S 8BEFGC4 CB CDBFB>B?G SSH 

'4EF
P6. 

!4EFDB=>4 CDBFB>B?4 SSH 6 <AF9DH9=E9 >B@4A8AB= EFDB>< 
>B@@GF4FBD4 

 
 
�EIB8AO9 84AAO9/EJ9A4D<= 
$4APL9 8?S G84?TAAB= A4EFDB=>< E9F96OI GEFDB=EF6 6 BEAB6AB@ 

CD<@9AS?ES CDBFB>B? Telnet. #D< QFB@ CDBFB>B?O F<C4 Telnet A9 6>?RK4RF 
CDB69D>G CB8?<AABEF< < L<HDB64A<9 <AHBD@4J<<, C9D984649@B= @9:8G 
>?<9AFB@ < E9D69DB@, KFB CB;6B?S9F E9F96O@ ED98EF64@ E?9:9A<S 
C9D9I64FO64FP C4DB?< < 84AAO9 >BAH<7GD4J<<. 

Secure Shell(SSH)4 QFB E9F96B= CDBFB>B?, GEF4A46?<64RM<= 
59;BC4EAB9 CB8>?RK9A<9 Q@G?SFBD4 F9D@<A4?4 > @4DLDGF<;4FBDG <?< 
<AB@G E9F96B@G GEFDB=EF6G. #DBFB>B? SSH L<HDG9F 6E9 E6989A<S, 
>BFBDO9 CBEFGC4RF CB E9F96B@G >4A4?G, < CD98GE@4FD<649F 
4GF9AF<H<>4J<R G84?TAAB7B >B@CPRF9D4. #DBFB>B? SSH 6ET 5B?PL9 
;4@9AS9F Telnet 4 <@9AAB 97B 6O5<D4RF E9F96O9 EC9J<4?<EFO 6 >4K9EF69 
ED98EF64 G84?TAAB7B 6IB84 6 E<EF9@G. '4M9 6E97B CDBFB>B? SSH 

 

     (?R; CB 
G@B?K4A<R 

 
'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F<   

R1 G0/1 192.168.1.1 255.255.255.0 !98BEFGCAB 

S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1 

#�-� %9F96B= 
484CF9D 

192.168.1.3 255.255.255.0 192.168.1.1 



14 

 

CD<@9AS9FES 8?S 6IB84 A4 G84?TAAB9 GEFDB=EF6B < 6OCB?A9A<S >B@4A8, AB 
@B:9F F4>:9 C9D98464FP H4=?O CB E6S;4AAO@ CDBFB>B?4@ SFTP <?< SCP. 

'FB5O CDBFB>B? SSH D45BF4?, A4 6;4<@B89=EF6GRM<I E9F96OI 
GEFDB=EF64I 8B?:A4 5OFP A4EFDB9A4 97B CB889D:>4. � IB89 ?45BD4FBDAB= 
D45BFO 6O 4>F<6<DG9F9 A4 @4DLDGF<;4FBD9 SSH-E9D69D < CB8>?RK<F9EP > 
@4DLDGF<;4FBDG, <ECB?P;GS #� E >?<9AFB@ SSH. � ?B>4?PAB= E9F< 
CB8>?RK9A<9 B5OKAB GEF4A46?<649FES E CB@BMPR Ethernet < IP-48D9E4. 

�DB@9 FB7B, 6 IB89 ?45BD4FBDAB= D45BFO 6O A4EFDB<F9 @4DLDGF<;4FBD 
8?S CD<T@4 CB8>?RK9A<= CB CDBFB>B?G SSH < 6BECB?P;G9F9EP CDB7D4@@B= 
Wireshark 8?S C9D9I64F4 < CDBE@BFD4 E94AEB6 Telnet < SSH. 1FB CB>4:9F, 
>4>GR 64:AGR DB?P <7D49F L<HDB64A<9 84AAOI, BEGM9EF6?S9@B9 
CDBFB>B?B@ SSH. �, A4>BA9J, 64@ CD<8TFES E4@BEFBSF9?PAB A4EFDB<FP 
>B@@GF4FBD 8?S CB8>?RK9A<S CB CDBFB>B?G SSH. 

 
#D<@9K4A<9.  4DLDGF<;4FBDO, <ECB?P;G9@O9 A4 CD4>F<K9E><I 

;4ASF<SI CCNA: @4DLDGF<;4FBDO E <AF97D4J<9= E9D6<EB6 E9D<< Cisco 
1941 (ISR) GEF4AB6?9AAB= 69DE<< Cisco IOS 15.2(4) M3 (B5D4; universalk9). 
�ECB?P;G9@O9 >B@@GF4FBDO: E9@9=EF6B >B@@GF4FBDB6 Cisco Catalyst 2960 
69DE<< CISCO IOS 15.0(2) (B5D4; lanbasek9).  B:AB <ECB?P;B64FP 8DG7<9 
@4DLDGF<;4FBDO, >B@@GF4FBDO < 69DE<< CISCO IOS. � ;46<E<@BEF< BF 
@B89?< < 69DE<< Cisco IOS 6OCB?AS9@O9 8BEFGCAO9 >B@4A8O < 6O6B8O 
@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI 6 IB89 ?45BD4FBDAOI D45BF. 
&BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 E@. 6 F45?<J9 E6B8AB= <AHBD@4J<< 
B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 6 >BAJ9 84AAB= ?45BD4FBDAB= D45BFO. 

 
#D<@9K4A<9. '598<F9EP, KFB <AHBD@4J<S, <@9RM4SES A4 

@4DLDGF<;4FBD9 < >B@@GF4FBD9, G84?9A4 < BA< A9 EB89D:4F H4=?B6 
;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO, KFB E@B:9F9 QFB E89?4FP, 
B5D4F<F9EP > <AEFDG>FBDG. 

 
!9B5IB8<@O9 D9EGDEO 
" 1 @4DLDGF<;4FBD (Cisco 1941 E GA<69DE4?PAO@ B5D4;B@ M3 69DE<< 

CISCO IOS 15.2(4) <?< 4A4?B7<KAO@) 
" 1 >B@@GF4FBD (E9D<S Cisco 2960, E CDB7D4@@AO@ B59EC9K9A<9@ Cisco 

IOS 69DE<< 15.0(2), B5D4; lanbasek9 <?< 4A4?B7<KAO=) 
" "8<A #� (Windows 7, Vista <?< XP E Q@G?SFBDB@ F9D@<A4?4, 

A4CD<@9D Tera Term, < GEF4AB6?9AAB= CDB7D4@@B= Wireshark) 
" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 CISCO IOS K9D9; 

>BAEB?PAO9 CBDFO 
" �459?< Ethernet 6 EBBF69FEF6<< E FBCB?B7<9= 
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'4EFP 1: "EAB6AO9 A4EFDB=>< GEFDB=EF64 
 
� K4EF< 1 CBFD95G9FES A4EFDB=>4 FBCB?B7<< E9F< < BEAB6AOI 

C4D4@9FDB6, F4><I >4> IP-48D9E4 <AF9DH9=EB6, 8BEFGC > GEFDB=EF64@ < 
C4DB?< A4 @4DLDGF<;4FBD9. 

 
(47 1: %B;84=F9 E9FP 6 EBBF69FEF6<< E <;B5D4:9AAB= A4 EI9@9 

FBCB?B7<9=.  
(47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBD4. 
(47 3: !4EFDB=F9 @4DLDGF<;4FBD. 
a. #B8>?RK<F9 >BAEB?P > @4DLDGF<;4FBDG < 4>F<6<DG=F9 

CD<6<?97<DB64AAO= D9:<@. 
b. �B=8<F9 6 D9:<@ >BAH<7GD4J<<. 
c. "F>?RK<F9 CB<E> 6 DNS, KFB5O CD98BF6D4F<FP CBCOF>< 

@4DLDGF<;4FBD4 CD9B5D4;B6O64FP A969DAB 6698TAAO9 >B@4A8O F4><@ 
B5D4;B@, >4> 5G8FB BA< S6?SRFES <@9A4@< G;?B6. 

d. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4. 
e. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < 6>?RK<F9 6IB8 CB 

C4DB?R. 
f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 6<DFG4?PAB7B F9D@<A4?4 < 

6>?RK<F9 6IB8 CB C4DB?R. 
g. �4L<HDG=F9 C4DB?<. 
h. %B;84=F9 54AA9D, >BFBDO= CD98GCD9:849F B ;4CD9F9 

A9E4A>J<BA<DB64AAB7B 8BEFGC4. 
i. !4EFDB=F9 < 4>F<6<DG=F9 <AF9DH9=E @4DLDGF<;4FBD4 G0/1 E 

CB@BMPR E6989A<=, EB89D:4M<IES 6 F45?<J9 48D9E4J<<. 
j. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= 

>BAH<7GD4J<<. 
(47 4: !4EFDB=F9 #�-A. 
a. !4EFDB=F9 A4 #�-A IP-48D9E < @4E>G CB8E9F<. 
b. !4EFDB=F9 A4 #�-A L?R; CB G@B?K4A<R. 
(47 5: #DB69DPF9 CB8>?RK9A<9 > E9F<. 
"FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping E #�-A A4 

@4DLDGF<;4FBD R1. �E?< QIB-;4CDBE E CB@BMPR >B@4A8O ping A9 CDBIB8<F, 
A4=8<F9 < GEFD4A<F9 A9CB?48>< CB8>?RK9A<S. 

 
'4EFP 2: !4EFDB=>4 @4DLDGF<;4FBD4 8?S 8BEFGC4 CB CDBFB>B?G SSH 
 
#B8>?RK9A<9 > E9F96O@ GEFDB=EF64@ CB CDBFB>B?G Telnet EBCDS:9AB 

E D<E>B@ 8?S 59;BC4EABEF<, CBE>B?P>G 6ES <AHBD@4J<S C9D984TFES 6 6<89 
BF>DOFB7B F9>EF4. #DBFB>B? SSH L<HDG9F 84AAO9 E9EE<< < FD95G9F 
4GF9AF<H<>4J<< GEFDB=EF6, CBQFB@G 8?S G84?TAAOI CB8>?RK9A<= 



16 

 

D9>B@9A8G9FES <ECB?P;B64FP <@9AAB 97B. � K4EF< 2 64@ AG:AB A4EFDB<FP 
@4DLDGF<;4FBD 8?S CD<T@4 EB98<A9A<= CB CDBFB>B?G SSH CB ?<A<S@ VTY. 

(47 1: !4EFDB=F9 4GF9AF<H<>4J<R GEFDB=EF6. 
#D< 79A9D4J<< >?RK4 L<HDB64A<S <ECB?P;GRFES <@S GEFDB=EF64 < 

8B@9A. 1FB ;A4K<F, KFB QF< <@9A4 A9B5IB8<@B G>4;4FP C9D98 66B8B@ 
>B@4A8O crypto key. 

a. '>4:<F9 <@S GEFDB=EF64. 

 
b. '>4:<F9 8B@9A 8?S GEFDB=EF64. 

 
(47 2: %B;84=F9 >?RK L<HDB64A<S E G>4;4A<9@ 97B 8?<AO. 

 
(47 3: %B;84=F9 <@S CB?P;B64F9?S 6 ?B>4?PAB= 54;9 GKTFAOI ;4C<E9=. 

 
#D<@9K4A<9. #SFA48J4FO= GDB69AP CD<6<?97<= CD98BEF46?S9F 

CB?P;B64F9?R CD464 48@<A<EFD4FBD4. 
(47 4: �>F<6<DG=F9 CDBFB>B? SSH A4 ?<A<SI VTY. 
a. �>F<6<DG=F9 CDBFB>B?O Telnet < SSH A4 6IB8SM<I ?<A<SI 

VTY E CB@BMPR >B@4A8O transport input. 

 
b. �;@9A<F9 ECBEB5 6IB84 6 E<EF9@G 4 6O59D<F9 CDB69D>G 

CB?P;B64F9?9= CB ?B>4?PAB= 54;9 GKTFAOI ;4C<E9=. 
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(47 5: %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= 
>BAH<7GD4J<<. 

 
'4EFP 3: #DB69D>4 E94AE4 E6S;< CB CDBFB>B?G Telnet E CB@BMPR 

CDB7D4@@O Wireshark 
 
� K4EF< 3 6O 6BECB?P;G9F9EP CDB7D4@@B= Wireshark 8?S C9D9I64F4 < 

CDBE@BFD4 84AAOI, C9D984649@OI 6B 6D9@S E94AE4 E6S;< @4DLDGF<;4FBD4 
CB CDBFB>B?G Telnet. % CB@BMPR CDB7D4@@O Tera Term 6O CB8>?RK<F9EP > 
@4DLDGF<;4FBDG R1 CB CDBFB>B?G Telnet, 6B=8TF9 6 E<EF9@G < ;4CGEF<F9 A4 
@4DLDGF<;4FBD9 >B@4A8G show run. 

 
#D<@9K4A<9. �E?< A4 64L9@ >B@CPRF9D9 A9F CDB7D4@@AB7B 

B59EC9K9A<S >?<9AF4 Telnet/SSH, 97B A9B5IB8<@B GEF4AB6<FP. '4M9 6E97B 
8?S D45BFO E CDBFB>B?4@< Telnet < SSH <ECB?P;GRFES CDB7D4@@O Tera 
Term (http://download.cnet.com/Tera-Term/3000-20432 4-75766675.html) < 
PuTTy (www.putty.org). 

 
#D<@9K4A<9. #B G@B?K4A<R 8BEFGC > Telnet <; >B@4A8AB= EFDB>< 

6Windows 7 BF>?RKTA. 'FB5O 4>F<6<DB64FP CB8>?RK9A<9 CB CDBFB>B?G 
Telnet <; B>A4 >B@4A8AB= EFDB><, A4:@<F9 >ABC>G #GE> >#4A9?P 
GCD46?9A<S>#DB7D4@@O>#DB7D4@@O < >B@CBA9AFO>�>?RK9A<9 <?< 
BF>?RK9A<9 >B@CBA9AFB6 Windows. 'EF4AB6<F9 H?4:B> DS8B@ E 
>B@CBA9AFB@ �?<9AF Telnet < A4:@<F9 >ABC>G OK. 

 
(47 1: "F>DB=F9 Wireshark < A4KA<F9 E5BD 84AAOI 6 <AF9DH9=E9 

?B>4?PAB= E9F<. 
#D<@9K4A<9. �E?< C9D9I64F 84AAOI 6 <AF9DH9=E9 ?B>4?PAB= E9F< 

;4CGEF<FP A9 G84TFES, CBCDB5G=F9 BF>DOFP CDB7D4@@G Wireshark E 
CB@BMPR C4D4@9FD4 �4CGE> BF <@9A< 48@<A<EFD4FBD4. 

 
(47 2: !4KA<F9 E94AE CB8>?RK9A<S > @4DLDGF<;4FBDG CB CDBFB>B?G 

Telnet. 
a. �4CGEF<F9 CDB7D4@@G Tera Term, GEF4AB6<F9 C9D9>?RK4F9?P E9D6<E4 

Telnet, 4 6 CB?9 «Host» 6698<F9 192.168.1.1 
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�4>B= CBDF TCP <ECB?P;G9FES 8?S E94AEB6 Telnet CB G@B?K4A<R? 
b. � B>A9 >B@4A8AB= EFDB>< CBE?9 CD<7?4L9A<S Username: (�@S 

CB?P;B64F9?S) 6698<F9 admin, 4 CBE?9 Password: (#4DB?P) 4 adminpass. 1F< 
;4CDBEO CBS6?SRFES CBFB@G, KFB >B@4A8B= login local 6O A4EFDB<?< ?<A<< 
VTY A4 <ECB?P;B64A<9 ?B>4?PAB= 54;O GKTFAOI ;4C<E9=. 

 
c. �698<F9 >B@4A8G show run. 

 
d. �698<F9 >B@4A8G exit, KFB5O ;469DL<FP E94AE D45BFO E CDBFB>B?B@ 

Telnet < 6O=F< <; CDB7D4@@O Tera Term. 

 
(47 3: "EF4AB6<F9 E5BD 84AAOI CDB7D4@@B= Wireshark. 

 
(47 4: #D<@9A<F9 B8<A <; H<?PFDB6 Telnet 8?S 84AAOI, EB5<D49@OI 

CDB7D4@@B= Wireshark. 

 
(47 5: �ECB?P;G=F9 HGA>J<R TCP 6 Wireshark 8?S CDBE@BFD4 E94AE4 

Telnet. 
a. !4:@<F9 CD46B= >ABC>B= @OL< A4 B8AG <; EFDB> Telnet 6 D4;89?9 

Packet list (%C<EB> C4>9FB6) CDB7D4@@O Wireshark < 6O59D<F9 6 
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D4E>DO64RM9@ES EC<E>9 CGA>F Follow TCP Stream (%?98<FP ;4 TCP-
CBFB>B@). 

 
b. � B>A9 Follow TCP Stream (%?98<FP ;4 TCP-CBFB>B@) BFB5D4:4RFES 

84AAO9 B F9>GM9@ E94AE9 CB8>?RK9A<S > @4DLDGF<;4FBDG CB CDBFB>B?G 
Telnet. �9EP E94AE E6S;< (6>?RK4S C4DB?P) BFB5D4:49FES BF>DOFO@ 
F9>EFB@. "5D4F<F9 6A<@4A<9 A4 FB, KFB 6698TAAO9 <@S CB?P;B64F9?S < 
>B@4A84 show run BFB5D4:4RFES E CB6FBDSRM<@<ES E<@6B?4@<. 1FB 
E6S;4AB E A4EFDB=>B= BFB5D4:9A<S 6 Telnet, >BFBD4S CB;6B?S9F 6O6B8<FP A4 
Q>D4A E<@6B?O, A45<D49@O9 A4 >?46<4FG. 

 
c. �4>BAK<6 CDBE@BFD E94AE4 Telnet 6 B>A9 Follow TCP Stream (%?98<FP 

;4 TCP-CBFB>B@), A4:@<F9 >ABC>G Close (�4>DOFP). 
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'4EFP 4: #DB69D>4 E94AE4 E6S;< CB CDBFB>B?G SSH E CB@BMPR 
CDB7D4@@O Wireshark 

 
� K4EF< 4 64@ AG:AB 5G89F E CB@BMPR CDB7D4@@O Tera Term 

GEF4AB6<FP E94AE CB8>?RK9A<S > @4DLDGF<;4FBDG CB CDBFB>B?G SSH. 
#DB7D4@@4 Wireshark 5G89F <ECB?P;B64FPES 8?S C9D9I64F4 < CDBE@BFD4 
84AAOI QFB7B E94AE4. 

(47 1: "F>DB=F9 Wireshark < A4KA<F9 E5BD 84AAOI 6 <AF9DH9=E9 
?B>4?PAB= E9F<. 

(47 2: �4CGEF<F9 A4 @4DLDGF<;4FBD9 E94AE E6S;< CB CDBFB>B?G SSH. 
a. "F>DB=F9 CDB7D4@@G Tera Term < 6698<F9 6 CB?9 «Host» B>A4 «Tera 

Term: !B6B9 EB98<A9A<9» IP- 48D9E <AF9DH9=E4 G0/1 @4DLDGF<;4FBD4 R1. 
'598<F9EP 6 FB@, KFB C9D9>?RK4F9?P SSH GEF4AB6?9A, < A4:@<F9 >ABC>G 
OK 8?S CB8>?RK9A<S > @4DLDGF<;4FBDG. 

 
�4>B= CBDF TCP <ECB?P;G9FES 8?S E94AEB6 SSH CB G@B?K4A<R? 
b. #BE?9 C9D6B= GEF4AB6>< CB8>?RK9A<S > GEFDB=EF6G CB CDBFB>B?G 

SSH BF>DB9FES B>AB SECURITY WARNING (#D98GCD9:89A<9 
59;BC4EABEF<), >BFBDB9 B;A4K49F, KFB 6O 9MT A9 CB8>?RK4?<EP > QFB@G 
GEFDB=EF6G. 1FB EBB5M9A<9 S6?S9FES K4EFPR CDBJ9EE4 4GF9AF<H<>4J<<. 
#DBKF<F9 F9>EF CD98GCD9:89A<S 59;BC4EABEF< < A4:@<F9 >ABC>G Continue 
(#DB8B?:<FP). 

 



21 

 

 
c. � B>A9 SSH Authentication (�GF9AF<H<>4J<S SSH) 6 >4K9EF69 <@9A< 

CB?P;B64F9?S G>4:<F9 admin, 4 6 >4K9EF69 C4DB?S 4 adminpass. !4:@<F9 
>ABC>G OK, KFB5O 6B=F< 6 E<EF9@G @4DLDGF<;4FBD4. 
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d. �O GEF4AB6<?< E94AE SSH A4 @4DLDGF<;4FBD9. ">AB CDB7D4@@O 
Tera Term BK9AP CBIB:9 A4 B>AB >B@4A8AB= EFDB><. #BE?9 CD<7?4L9A<S 
6698<F9 >B@4A8G show run. 

 
e. 'FB5O ;469DL<FP E94AE SSH < 6O=F< <; CDB7D4@@O Tera Term, 

6698<F9 >B@4A8G exit.  (47 3: "EF4AB6<F9 E5BD 84AAOI 
CDB7D4@@B= Wireshark. 

 
(47 4: #D<@9A<F9 B8<A <; H<?PFDB6 SSH 8?S 84AAOI, EB5<D49@OI 

CDB7D4@@B= Wireshark. 

 
(47 5: �ECB?P;G=F9 HGA>J<R TCP 6 Wireshark 8?S CDBE@BFD4 E94AE4 

Telnet. 
a. !4:@<F9 CD46B= >ABC>B= @OL< A4 B8AG <; EFDB> SSHv2 6 

D4;89?9 Packet list (%C<EB> C4>9FB6) CDB7D4@@O Wireshark < 6O59D<F9 6 
D4E>DO64RM9@ES EC<E>9 CGA>F Follow TCP Stream (%?98<FP ;4 TCP-
CBFB>B@). 

b. �;GK<F9 B>AB Follow TCP Stream (%?98<FP ;4 TCP-CBFB>B@) 
E94AE4 SSH. �4AAO9 ;4L<HDB64AO < A9 8BEFGCAO 8?S CDBKF9A<S. %D46A<F9 
84AAO9 E94AE4 SSH E 84AAO@< E94AE4 Telnet. 
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#BK9@G 8?S G84?TAAOI CB8>?RK9A<= CDBFB>B? SSH S6?S9FES 5B?99 

CD98CBKF<F9?PAO@, K9@ CDBFB>B? Telnet? 
c. �469DL<6 <;GK9A<9 E94AE4 SSH, A4:@<F9 >ABC>G Close (�4>DOFP). 
d. �4>DB=F9 CDB7D4@@G Wireshark. 
 
'4EFP 5: !4EFDB=>4 >B@@GF4FBD4 8?S 8BEFGC4 CB CDBFB>B?G SSH 
 
� K4EF< 5 6O A4EFDB<F9 >B@@GF4FBD 6 FBCB?B7<< 8?S CD<T@4 

CB8>?RK9A<= CB CDBFB>B?G SSH, 4 ;4F9@ GEF4AB6<F9 E94AE SSH E CB@BMPR 
CDB7D4@@O Tera Term. 

(47 1: !4EFDB=F9 54;B6O9 C4D4@9FDO >B@@GF4FBD4. 
(47 2: !4EFDB=F9 >B@@GF4FBD 8?S 8BEFGC4 CB CDBFB>B?G SSH. 
�?S A4EFDB=>< CDBFB>B?4 SSH A4 >B@@GF4FBD9 <ECB?P;G=F9 F9 :9 

>B@4A8O, >BFBDO9 CD<@9AS?<EP 8?S 4A4?B7<KAB= A4EFDB=>< 
@4DLDGF<;4FBD4 6 K4EF< 2. 

(47 3: 'EF4AB6<F9 CB8>?RK9A<9 > >B@@GF4FBDG CB CDBFB>B?G SSH. 
�4CGEF<F9 CDB7D4@@G Tera Term A4 #�-A, 4 ;4F9@ GEF4AB6<F9 

CB8>?RK9A<9 CB CDBFB>B?G SSH > <AF9DH9=EG SVI >B@@GF4FBD4 S1. 
(47 4: #D< A9B5IB8<@BEF< GEFD4A<F9 A9CB?48><. 
'84?BEP ?< 64@ GEF4AB6<FP E94AE SSH E >B@@GF4FBDB@? 
'4EFP 6: !4EFDB=>4 CDBFB>B?4 SSH 6 <AF9DH9=E9 >B@4A8AB= EFDB>< 

>B@@GF4FBD4 
 
�?<9AF SSH <AF97D<DB64A 6 BC9D4J<BAAGR E<EF9@G Cisco IOS < 

@B:9F ;4CGE>4FPES <; <AF9DH9=E4 >B@4A8AB= EFDB><. � K4EF< 6 6O 
GEF4AB6<F9 CB8>?RK9A<9 > @4DLDGF<;4FBDG CB CDBFB>B?G SSH <; 
<AF9DH9=E4 >B@4A8AB= EFDB>< >B@@GF4FBD4. 

(47 1: #BE@BFD<F9, >4><9 C4D4@9FDO 8BEFGCAO 8?S >?<9AF4 SSH 6 
Cisco IOS. 

�698<F9 6BCDBE<F9?PAO= ;A4> (?), KFB5O BFB5D4;<FP 64D<4AFO 

C4D4@9FDB6 8?S >B@4A8O ssh. S1# ssh ? 
 

-c Select encryption algorithm 
-l Log in using this user name 

-m Select HMAC algorithm 
-o Specify options 

-p Connect to this port 
-v Specify SSH Protocol Version 

-vrf Specify vrf name 
WORD IP address or hostname of a remote system 
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(47 2: 'EF4AB6<F9 CB8>?RK9A<9 >B@@GF4FBD4 S1 > @4DLDGF<;4FBDG 
R1 CB CDBFB>B?G SSH. 

a. 'FB5O CB8>?RK<FPES > @4DLDGF<;4FBDG R1 CB CDBFB>B?G SSH, 
6698<F9 >B@4A8G -ladmin. 1FB CB;6B?<F 64@ 6B=F< 6 E<EF9@G CB8 <@9A9@ 
admin. #D< CBS6?9A<< ;4CDBE4 6 >4K9EF69 C4DB?S 6698<F9 adminpass. 

 
*********************************************** R1# 
b. 'FB5O 69DAGFPES > >B@@GF4FBDG S1, A9 ;4>DO64S E94AE 

CB8>?RK9A<S > @4DLDGF<;4FBDG R1 CB CDBFB>B?G SSH, A4:@<F9 >?46<L< 
Ctrl+Shift+6. "FCGEF<F9 >?46<L< Ctrl+Shift+6 < A4:@<F9 x. "F>DB9FES B>AB 
>B@4A8AB= EFDB>< >B@@GF4FBD4 E CD<6<?97<DB64AAO@ D9:<@B@. 

 

 

 
c. 'FB5O 69DAGFPES > E94AEG SSH A4 @4DLDGF<;4FBD9 R1, A4:@<F9 

>?46<LG ��"� 6 CGEFB@ CB?9 <AF9DH9=E4 >B@4A8AB= EFDB><. 'FB5O 
BF>DOFP B>AB >B@4A8AB= EFDB>< @4DLDGF<;4FBD4, A4:@<F9 >?46<LG ��"� 
9MT D4;. 

d. 'FB5O ;469DL<FP E94AE SSH A4 @4DLDGF<;4FBD9 R1, 6698<F9 6 B>A9 
>B@4A8AB= EFDB>< >B@4A8G exit. 

�4><9 69DE<< CDBFB>B?4 SSH CB889D:<64RFES <AF9DH9=EB@ 
>B@4A8AB= EFDB><? 

 
�BCDBEO A4 ;4>D9C?9A<9 
�4> CD98BEF46<FP 8BEFGC > E9F96B@G GEFDB=EF6G A9E>B?P><@ 

CB?P;B64F9?S@, G >4:8B7B <; >BFBDOI 9EFP 
EB5EF69AAB9 <@S CB?P;B64F9?S? 
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%6B8A4S F45?<J4 <AF9DH9=E4 @4DLDGF<;4FBD4 

 
 
 

  

"5M<9 E6989A<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet #1 

�AF9DH9=E 
Ethernet #2 

#BE?98B64F9?PAO= 
<AF9DH9=E #1 

#BE?98B64F9?PAO= 
<AF9DH9=E #2 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO 8?S 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. !9 EGM9EF6G9F 
QHH9>F<6AB7B ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< A4EFDB9> 8?S >4:8B7B >?4EE4 
@4DLDGF<;4FBDB6. 1F4 F45?<J4 6>?RK49F 6 E95S <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 
CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG <AF9DH9=EB6 A9 6>?RK9AO <AO9 F<CO 
<AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >4>B@-?<5B BCD989?TAAB@ @4DLDGF<;4FBD9. � 
>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 
EB>D4M9A<9, >BFBDB9 @B:9F <ECB?P;B64FPES 6 >B@4A84I IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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�D4>F<K9E>4O  D45BF4 3. �BAH<7GD4J<O E9F9= VLAN < 
FD4A>B6OI >4A4?B6 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
'4EFP 2. %B;84A<9 6<DFG4?PAOI ?B>4?PAOI E9F9= < A4;A4K9A<9 CBDFB6 

>B@@GF4FBD4 
'4EFP 3. #B889D:>4 A4;A4K9A<S CBDFB6 VLAN < 54;O 84AAOI VLAN 
'4EFP 4. �BAH<7GD4J<S FD4A>B6B7B >4A4?4 EF4A84DF4 802.1Q @9:8G 

>B@@GF4FBD4@< 
'4EFP 5. '84?9A<9 54;O 84AAOI VLAN 
�EIB8AO9 84AAO9/EJ9A4D<= 
� J9?SI CB6OL9A<S CDB<;6B8<F9?PABEF< E9F< 5B?PL<9 

L<DB>B69M4F9?PAO9 8B@9AO 2-7B GDB6AS 89?SF A4 8B@9AO @9APL97B 
D4;@9D4. �?S QFB7B EB6D9@9AAO9 >B@@GF4FBDO <ECB?P;GRF 6<DFG4?PAO9 
?B>4?PAO9 E9F< (VLAN). &4>:9 E9F< VLAN @B:AB <ECB?P;B64FP 8?S 
BCD989?9A<S G;?B6, @9:8G 

 

     (?R; CB 
G@B?K4A<R 

 
'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F<   

S1 VLAN 1 192.168.1.11 255.255.255.0 N/A 

S2 VLAN 1 192.168.1.12 255.255.255.0 N/A 

PC-A %9F96B= 484CF9D 192.168.10.3 255.255.255.0 192.168.10.1 

PC-B %9F96B= 484CF9D 192.168.10.4 255.255.255.0 192.168.10.1 

PC-C %9F96B= 484CF9D 192.168.20.3 255.255.255.0 192.168.20.1 
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>BFBDO@< 6B;@B:9A B5@9A 84AAO@<, KFB CB;6B?S9F CB6OE<FP GDB69AP 
59;BC4EABEF<. %9F< VLAN B5?97K4RF CDBJ9EE CDB9>F<DB64A<S E9F<, 
B59EC9K<64RM9= CB@BMP 6 8BEF<:9A<< J9?9= BD74A<;4J<<. 

&D4A>B6O9 >4A4?O E9F< VLAN <ECB?P;GRFES 8?S D4ECDBEFD4A9A<S 
E9F9= VLAN CB D4;?<KAO@ GEFDB=EF64@. &D4A>B6O9 >4A4?O D4;D9L4RF 
C9D984KG FD4H<>4 <; @AB:9EF64 E9F9= VLAN K9D9; B8<A >4A4?, A9 A4ABES 
6D98 <89AF<H<>4J<< < E97@9AF4J<< E9F< VLAN. 

� QFB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F EB;84FP E9F< VLAN A4 
B5B<I >B@@GF4FBD4I 6 FBCB?B7<<, A4;A4K<FP E9F< VLAN 6 CBDFO 8BEFGC4 
A4 >B@@GF4FBD9, CDB69D<FP >BDD9>FABEFP D45BFO E9F9= VLAN, 4 ;4F9@ 
EB;84FP FD4A>B6O= >4A4? E9F< VLAN @9:8G 86G@S >B@@GF4FBD4@<, KFB5O 
G;?O 6 CD989?4I B8AB= E9F< VLAN @B7?< B5@9A<64FPES 84AAO@< CB FD4A>G 
6A9 ;46<E<@BEF< BF FB7B, > >4>B@G >B@@GF4FBDG CB8>?RKTA G;9?. 

 
#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO 

Cisco Catalyst 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; 
lanbasek9). �BCGE>49FES <ECB?P;B64A<9 8DG7<I @B89?9= >B@@GF4FBDB6 < 
8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 
69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 @B7GF 
BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI D45BF. 

#D<@9K4A<9. '598<F9EP, KFB <AHBD@4J<S <; >B@@GF4FBDB6 G84?9A4, < 
BA< A9 EB89D:4F >BAH<7GD4J<= ;47DG;><. �E?< 6O A9 G69D9AO 6 QFB@, 
B5D4F<F9EP > CD9CB8464F9?R 

. 
!9B5IB8<@O9 D9EGDEO 
" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

B5D4; lanbasek9 <?< 4A4?B7<KA4S @B89?P); 
" 3 >B@CPRF9D4 (CB8 GCD46?9A<9@ Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 
" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO; 
" >459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 
'4EFP 1: #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
 
� C9D6B= K4EF< ?45BD4FBDAB= D45BFO 64@ CD98EFB<F EB;84FP 

FBCB?B7<R E9F< < A4EFDB<FP 54;B6O9 C4D4@9FDO 8?S G;?B6 #� < 
>B@@GF4FBDB6. 

 
(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 
#B8>?RK<F9 GEFDB=EF64 6 EBBF69FEF6<< E FBCB?B7<9= < CDB698<F9 6E9 

A9B5IB8<@O9 >459?<. 
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(47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G >B@@GF4FBDB6. 
 
(47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B >B@@GF4FBD4. 
a. "F>?RK<F9 CB<E> DNS. 
b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 
c. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4 

EXEC. 
d. �>F<6<DG=F9 6IB8 < A4;A4KPF9 6 >4K9EF69 C4DB?S cisco 8?S 

>BAEB?< < VTY. 
e. !4EFDB=F9 logging synchronous 8?S >BAEB?PAB7B >4A4?4. 
f. !4EFDB=F9 54AA9D MOTD (EBB5M9A<9 8AS) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 
g. !4EFDB=F9 IP-48D9E, G>4;4AAO= 6 F45?<J9 48D9E4J<< 8?S E9F< VLAN 

1, A4 B5B<I >B@@GF4FBD4I. 
h. �ECB?P;GS CD464 48@<A<EFD4FBD4, BF>?RK<F9 6E9 

A9<ECB?P;G9@O9 CBDFO A4 >B@@GF4FBD9. 
i. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR >BAH<7GD4J<R. 
j.  
(47 4: !4EFDB=F9 G;?O #�. 
�8D9E4 G;?B6 #� @B:AB CBE@BFD9FP 6 F45?<J9 48D9E4J<<. 
 
(47 5: #DB69D>4 EB98<A9A<S. 
#DB69DPF9 ECBEB5ABEFP >B@CPRF9DB6 B5@9A<64FPES QIB-;4CDBE4@<. 
#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 

CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4. 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-A A4 G;9? PC-�? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-A A4 G;9? PC-C? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-A A4 >B@@GF4FBD S1? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-B A4 G;9? PC-C? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-B A4 >B@@GF4FBD S2? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-C A4 >B@@GF4FBD S2? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF >B@@GF4FBD4 S1 A4 

>B@@GF4FBD S2? 
�E?< A4 B8<A <; QF<I 6BCDBEB6 6O BF69F<?< BFD<J4F9?PAB, G>4:<F9 

CD<K<AG A9G846L9=ES BFCD46>< QIB-;4CDBEB6. 
 
'4EFP 2: %B;84A<9 E9F9= VLAN < A4;A4K9A<9 CBDFB6 >B@@GF4FBD4 
 
�B 6FBDB= K4EF< ?45BD4FBDAB= D45BFO 64@ A9B5IB8<@B EB;84FP E9F< 

VLAN 8?S GK4M<IES, CD9CB8464F9?9= < DG>B6B8EF64 A4 B5B<I 
>B@@GF4FBD4I. �4F9@ 64@ AG:AB A4;A4K<FP E9F< VLAN EBBF69FEF6GRM9@G 
<AF9DH9=EG. �?S CDB69D>< C4D4@9FDB6 >BAH<7GD4J<< <ECB?P;G=F9 >B@4A8G 
show vlan. 

 



29 

 

(47 1: %B;84=F9 E9F< VLAN A4 >B@@GF4FBD4I. 

 
 

a. %B;84=F9 E9F< VLAN A4 
>B@@GF4FBD9 S1. 

b. %B;84=F9 F4>GR :9 E9FP 
VLAN A4 >B@@GF4FBD9 S2. 

c. �OCB?A<F9 >B@4A8G show vlan, KFB5O CDBE@BFD9FP EC<EB> 
E9F9= VLAN A4 >B@@GF4FBD9 S1. 

S1# show vlan 

 

1 enet 100001 1500 - - - - - 0 0 

10 enet 100010 1500 - - - - - 0 0 
20 enet 100020 1500 - - - - - 0 0 
99 enet 100099 1500 - - - - - 0 0 

VLAN Type SAID MTU Parent RingNo 
BridgeNo Stp 

BrdgMode 
Trans1 

Trans2 

1002 fddi 101002 1500 - - - - - 0 0 

1003 tr 101003 1500 - - - - - 0 0 
1004 fdnet 101004 1500 - - - ieee - 0 0 
1005 trnet 101005 1500 - - - ibm - 0 0 

Remote SPAN VLANs     
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�4>B= S6?S9FES VLAN CB G@B?K4A<R? 
�4><9 CBDFO A4;A4K9AO 8?S E9F< VLAN CB G@B?K4A<R? 
 
(47 2: !4;A4KPF9 E9F< VLAN EBBF69FEF6GRM<@ <AF9DH9=E4@ 

>B@@GF4FBD4. 
a. !4;A4KPF9 E9F< VLAN <AF9DH9=E4@ A4 >B@@GF4FBD9 S1. 1) 

!4;A4KPF9 G;9? PC-A E9F< VLAN 8?S GK4M<IES. 

 
b. �OCB?A<F9 >B@4A8G show vlan brief < G598<F9EP, KFB E9F< VLAN 

A4;A4K9AO CD46<?PAO@ <AF9DH9=E4@. 
 
2) #9D9@9EF<F9 IP-48D9E >B@@GF4FBD4 E9F< VLAN 99. 

 

 
c. �OCB?A<F9 >B@4A8G show ip interfaces brief. 
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� >4>B@ EBEFBSA<< A4IB8<FES E9FP VLAN 99? #BK9@G? 
d. �ECB?P;G=F9 FBCB?B7<R, KFB5O A4;A4K<FP E9F< VLAN 

EBBF69FEF6GRM<@ CBDF4@ >B@@GF4FBD4 S2. 
e. '84?<F9 IP-48D9E 8?S E9F< VLAN 1 A4 >B@@GF4FBD9 S2. 
f. !4EFDB=F9 IP-48D9E 8?S E9F< VLAN 99 A4 >B@@GF4FBD9 S2 6 

EBBF69FEF6<< E F45?<J9= 48D9E4J<<. 

 

 
'4EFP 3: #B889D:>4 A4;A4K9A<S CBDFB6 VLAN < 54;O 84AAOI VLAN 
 
� FD9FP9= K4EF< ?45BD4FBDAB= D45BFO 64@ CD98EFB<F <;@9A<FP 

A4;A4K9A<S E9F< VLAN CBDF4@ < G84?<FP E9F< VLAN <; 54;O 84AAOI 
VLAN. 

 
(47 1: !4;A4KPF9 E9FP VLAN A9E>B?P><@ <AF9DH9=E4@. 
a. !4 >B@@GF4FBD9 S1 A4;A4KPF9 <AF9DH9=EO F0/11 - 24 E9F< VLAN 10. 

 
b. �OCB?A<F9 >B@4A8G show vlan brief, KFB5O CDB69D<FP A4;A4K9A<S 

VLAN. 
c. �4AB6B A4;A4KPF9 CBDFO F0/11 < F0/21 E9F< VLAN 20. 
d. '598<F9EP, KFB A4;A4K9A<S E9F< VLAN A4EFDB9AO 69DAB. 

g. �OCB?A<F9 >B@4A8G show vlan brief, KFB5O G598<FPES, KFB E9F< 
VLAN A4;A4K9AO CD46<?PAO@ <AF9DH9=E4@. 

 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 $%-� A4 G;9? PC-B? 

#BK9@G? 'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF >B@@GF4FBD4 S1 A4 
>B@@GF4FBD S2? #BK9@G? 
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(47 2: '84?<F9 A4;A4K9A<9 VLAN <; <AF9DH9=E4. 
a. �ECB?P;G=F9 >B@4A8G no switchport access vlan, KFB5O G84?<FP 

A4;A4K9A<9 E9F< VLAN 10 8?S F0/24. 

 
b. '598<F9EP, KFB QFB <;@9A9A<9 E9F< VLAN 6EFGC<?B 6 E<?G. % >4>B= 

E9FPR VLAN F9C9DP E6S;4A CBDF F0/24? 
 
(47 3: '84?<F9 <89AF<H<>4FBD VLAN <; 54;O 84AAOI VLAN. 

 
#D<@9K4A<9. 'FB5O 8B546<FP E9FP VLAN 6 54;G 84AAOI, A4 

EB6D9@9AAOI >B@@GF4FBD4I 5B?PL9 A9 AG:AB 6OCB?ASFP >B@4A8G vlan. 
�B784 CBDFG A4;A4K49FES A9<;69EFA4S E9FP VLAN, QF4 E9FP VLAN 
8B546?S9FES 6 54;G 84AAOI. 

 

a. �B546PF9 E9FP VLAN 30 6 <AF9DH9=E F0/24, A9 66B8S >B@4A8G E9F< 
VLAN. 

 

b. '598<F9EP, KFB AB64S E9FP VLAN BFB5D4:49FES 6 F45?<J9 VLAN. 
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�4>B9 <@S CD<E6B9AB E9F< VLAN 30 CB G@B?K4A<R? 
c. �ECB?P;G=F9 >B@4A8G vlan 30, KFB5O G84?<FP E9FP VLAN 30 <; 

54;O 84AAOI VLAN. 

 
d. �OCB?A<F9 >B@4A8G show vlan brief. #BDF F0/24 5O?B A4;A4K9A 

E9F< VLAN 30. 
�4>B= E9F< VLAN A4;A4K9A CBDF F0/24 CBE?9 G84?9A<S E9F< VLAN 30? 

'FB CDB<EIB8<F E FD4H<>B@, CD98A4;A4K9AAO@ 8?S G;?4, CB8>?RKTAAB7B > 
F0/24? 

 
e. �OCB?A<F9 >B@4A8G no switchport access vlan A4 <AF9DH9=E9 

F0/24. 
f. �OCB?A<F9 >B@4A8G show vlan brief, KFB5O BCD989?<FP A4;A4K9A<9 
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E9F< VLAN 8?S F0/24. �4>B= E9F< VLAN A4;A4K9A CBDF F0/24? 
#D<@9K4A<9. #D9:89 K9@ G84?SFP E9FP VLAN <; 54;O 84AAOI, 

D9>B@9A8G9FES C9D9A4;A4K<FP 6E9 CBDFO, A4;A4K9AAO9 8?S QFB= E9F< 
VLAN. 

#BK9@G C9D98 G84?9A<9@ E9F< VLAN <; 54;O 84AAOI D9>B@9A8G9FES 
A4;A4K<FP CBDF 8DG7B= E9F< VLAN? 

 
'4EFP 4: �BAH<7GD4J<S FD4A>B6B7B >4A4?4 EF4A84DF4 802.1Q @9:8G 

>B@@GF4FBD4@< 
 
� K9F6TDFB= K4EF< ?45BD4FBDAB= D45BFO 64@ A9B5IB8<@B A4EFDB<FP 

<AF9DH9=E F0/1 8?S <ECB?P;B64A<S CDBFB>B?4 8<A4@<K9E>B7B EB;84A<S 
FD4A>B6B7B >4A4?4 (DTP), KFB5O BA @B7 EB7?4EB6O64FPES EFD4A>B6O@ 
D9:<@B@. #BE?9 6OCB?A9A<S < CDB69D>< A4EFDB=>< 64@ AG:AB 5G89F 
BF>?RK<FP DTP A4 <AF9DH9=E9 F0/1 < 6DGKAGR A4EFDB<FP 97B 6 >4K9EF69 
FD4A>B6B7B >4A4?4. 

 
(47 1: �?S EB;84A<S FD4A>B6B= E6S;< A4 CBDF9 F0/1 <ECB?P;G=F9 

CDBFB>B? DTP. 
#B G@B?K4A<R CDBFB>B? DTP A4 CBDF9 >B@@GF4FBD4 2960 A4EFDB9A A4 

8<A4@<K9E><= 46FB@4F<K9E><= D9:<@. �?47B84DS QFB@G <AF9DH9=E @B:9F 
CD9B5D4;B64FP >4A4? 6 FD4A>B6O= >4A4?, 9E?< EBE98A<= <AF9DH9=E 
A4EFDB9A A4 FD4A>B6O= <?< 8<A4@<K9E><= D9>B@9A8G9@O= D9:<@. 

4. !4EFDB=F9 CBDF F0/1 A4 >B@@GF4FBD9 S1 8?S EB7?4EB64A<S 
FD4A>B6B7B D9:<@4. 

 
*Mar 1 05:08:01.839: %LINEPROTO-5-UPDOWN: Line protocol on 

Interface Vlan99, changed state to up 
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b. !4 >B@@GF4FBD4I S1 < S2 6OCB?A<F9 >B@4A8G show vlan brief. 

�AF9DH9=E F0/1 5B?PL9 A9 A4;A4K9A E9F< VLAN 1. &D4A>B6O9 <AF9DH9=EO 
A9 G>4;4AO 6 F45?<J9 VLAN. 

 
c. �?S CDBE@BFD4 FD4A>B6OI <AF9DH9=EB6 6OCB?A<F9 >B@4A8G show 

interfaces trunk. "5D4F<F9 6A<@4A<9, KFB A4 >B@@GF4FBD9 S1 A4EFDB9A 
D9>B@9A8G9@O= D9:<@, 4 A4 S2 A4EFDB9A 46FB@4F<K9E><= D9:<@. 

 
*Mar 1 05:08:01.850: %LINEPROTO-5-UPDOWN: Line protocol on 

Interface Vlan1, changed state to up 
 

 
#D<@9K4A<9. #B G@B?K4A<R 8BEFGC 6 FD4A>B6O= >4A4? D4;D9LTA 8?S 

6E9I E9F9= VLAN. % CB@BMPR >B@4A8O switchport trunk 6O @B:9F9 
BCD989?<FP, >4><9 E9F< VLAN <@9RF 8BEFGC > FD4A>B6B@G >4A4?G. � QFB= 
?45BD4FBDAB= D45BF9 BEF46PF9 A4EFDB=>< CB G@B?K4A<R, KFB5O 6E9 E9F< 
VLAN @B7?< CDBIB8<FP K9D9; F0/1. 

d. '598<F9EP 6 FB@, KFB FD4H<> E9F< VLAN CDBIB8<F K9D9; FD4A>B6O= 
<AF9DH9=E F0/1. 

'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF >B@@GF4FBD4 S1 A4 
>B@@GF4FBD S2? 

'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-A A4 G;9? PC-�? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-A A4 G;9? PC-C? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-B A4 G;9? PC-C? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-A A4 >B@@GF4FBD S1? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-B A4 >B@@GF4FBD S2? 
'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-C A4 >B@@GF4FBD S2? 
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�E?< A4 B8<A <; QF<I 6BCDBEB6 6O BF69F<?< BFD<J4F9?PAB, A<:9 
B5NSEA<F9 CD<K<AO F4>B7B D9;G?PF4F4. 

 
(47 2: �DGKAGR A4EFDB=F9 FD4A>B6O= <AF9DH9=E F0/1. 
�B@4A84 switchport mode trunk CB;6B?S9F 6DGKAGR A4EFDB<FP CBDF 6 

>4K9EF69 FD4A>B6B7B >4A4?4. 1FG >B@4A8G E?98G9F 6OCB?ASFP A4 B5B<I 
>BAJ4I >4A4?4. 

a. �;@9A<F9 D9:<@ CBDF4 >B@@GF4FBD4 A4 <AF9DH9=E9 F0/1, KFB5O 
CD<AG8<F9?PAB EB;84FP FD4A>B6GR E6S;P. !9 ;45G8PF9 E89?4FP QFB A4 B5B<I 
>B@@GF4FBD4I. 

 
b. �?S CDBE@BFD4 FD4A>B6B7B D9:<@4 6OCB?A<F9 >B@4A8G show 

interfaces trunk. "5D4F<F9 6A<@4A<9, KFB D9:<@ <;@9ATA E D9>B@9A8G9@B7B 
(desirable) A4 6>? (on). 

 
 

 
#BK9@G 6@9EFB <ECB?P;B64A<S CDBFB>B?4 DTP D9>B@9A8G9FES 

6DGKAGR A4EFD4<64FP <AF9DH9=E A4 FD4A>B6O= D9:<@? 
 
'4EFP 5: '84?9A<9 54;O 84AAOI VLAN 
 
� CSFB= K4EF< ?45BD4FBDAB= D45BFO 64@ CD98EFB<F G84?<FP 54;G 

84AAOI VLAN <; >B@@GF4FBD4. �4AAGR CDBJ98GDG A9B5IB8<@B 6OCB?ASFP 
CD< E5DBE9 A4EFDB9> >B@@GF4FBD4 A4 C4D4@9FDO CB G@B?K4A<R. 

 
(47 1: "CD989?<F9, EGM9EF6G9F ?< 54;4 84AAOI VLAN. 
�OCB?A<F9 >B@4A8G show flash, KFB5O CDB69D<FP, EB89D:<FES ?< H4=? 

vlan.dat 6B H?9L-C4@SF<. 
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(47 2: '84?<F9 54;G 84AAOI VLAN. 
a. �OCB?A<F9 >B@4A8G delete vlan.dat, KFB5O G84?<FP H4=? vlan.dat <; 

H?9L-C4@SF< < 69DAGFP A4EFDB=>< 54;O 84AAOI VLAN > C4D4@9FD4@ CB 
G@B?K4A<R. �4@ CBA48B5<FES 864 D4;4 CB8F69D8<FP G84?9A<9 H4=?4 
vlan.dat. "54 D4;4 A4:@<F9 >?46<LG Enter. 

 

 
�4><9 9MT >B@4A8O AG:AB 6OCB?A<FP 8?S 6BEEF4AB6?9A<S C4D4@9FDB6 

CB G@B?K4A<R 6 >B@@GF4FBD9? 
 
�BCDBEO A4 ;4>D9C?9A<9 
1. 'FB AG:AB 8?S FB7B, KFB5O G;?O 6 E9F< VLAN 10 @B7?< 

B5@9A<64FPES 84AAO@< E G;?4@< 6 E9F< VLAN 20? 
2. � KT@ ;4>?RK4RFES BEAB6AO9 CD9<@GM9EF64, >BFBDO9 CB?GK49F 

BD74A<;4J<S CD< <ECB?P;B64A<< E9F9= VLAN? 
  

#D<@9K4A<9. �E?< 6B H?9L-C4@SF< EB89D:<FES H4=? vlan.dat, FB 54;4 
84AAOI VLAN A9 EB89D:<F E6B< C4D4@9FDO CB G@B?K4A<R. 

b. �OCB?A<F9 >B@4A8G show flash, KFB5O G598<FPES, KFB H4=? 
vlan.dat 5O? G84?TA. 
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�D4>F<K9E>4O  D45BF4 4. �B<E> < GEFD4A9A<9 A9CB?48B> 6 
@4DLDGF<;4J<< @9:8G E9FO@< VLAN 

&BCB?B7<S 

&45?<J4 48D9E4J<< 

 

 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< (?R; CB G@B?K4A<R 

R1 G0/1.1 192.168.1.1 255.255.255.0 N/A 

 G0/1.10 192.168.10.1 255.255.255.0 N/A 

 G0/1.20 192.168.20.1 255.255.255.0 N/A 

 Lo0 209.165.200.225 255.255.255.224 N/A 

S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1 

S2 VLAN 1 192.168.1.12 255.255.255.0 192.168.1.1 

PC-A NIC 192.168.10.3 255.255.255.0 192.168.10.1 

PC-B NIC 192.168.20.3 255.255.255.0 192.168.20.1 



39 

 

#4D4@9FDO A4;A4K9A<S CBDFB6 >B@@GF4FBD4 

 
�484K< 
'4EFP 1. #BEFDB9A<9 E9F< < ;47DG;>4 >BAH<7GD4J<< GEFDB=EF6 
'4EFP 2. #B<E> < GEFD4A9A<9 A9CB?48B> 6 >BAH<7GD4J<< 

@4DLDGF<;4J<< @9:8G VLAN '4EFP 3: #DB69D>4 >BAH<7GD4J<< E9F< 
VLAN, A4;A4K9A<S CBDFB6 < FD4A>B6B= E6S;< '4EFP 4. #DB69D>4 
CB8>?RK9A<S 3-7B GDB6AS 

 
�EIB8AO9 84AAO9/%J9A4D<= 
%9FP 5O?4 D4;D45BF4A4 < A4EFDB9A4 8?S CB889D:>< FDTI E9F9= VLAN. 

 4DLDGF<;4J<S @9:8G VLAN B59EC9K<649FES 6A9LA<@ @4DLDGF<;4FBDB@, 
<ECB?P;GRM<@ FD4A>B6O= >4A4? 802.1Q, >BFBDO= F4>:9 A4;O64RF 
>BAH<7GD4J<9= router-on-a-stick.  4DLDGF<;4J<S A4 G84?TAAO= 695-E9D69D, 
E@B89?<DB64AA4S loopback-<AF9DH9=EB@, F4>:9 B59EC9K<649FES 
@4DLDGF<;4FBDB@ R1. "8A4>B @4DLDGF<;4J<S D45BF49F A9CD46<?PAB, 4 
:4?B5O CB?P;B64F9?S A9 >4:GFES CB?9;AO@< < A9 CB@B74RF CBASFP 
<EFBKA<> CDB5?9@. 

� 84AAB= ?45BD4FBDAB= D45BF9 C9D6O@ 89?B@ AG:AB BCD989?<FP, KFB 
HGA>J<BA<DG9F A9CD46<?PAB, 4 ;4F9@ CDB4A4?<;<DB64FP EGM9EF6GRM<9 
>BAH<7GD4J<< 8?S 6OS6?9A<S < GEFD4A9A<S <EFBKA<>4 CDB5?9@. 1F4 
#D4>F<K9E>4S  D45BF4 5G89F EK<F4FPES ;469DLTAAB=, >B784 6O 
CDB89@BAEFD<DG9F9 IP- EB98<A9A<9 @9:8G >4:8B= <; CB?P;B64F9?PE><I 
E9F9= VLAN < E9FPR 6A9LA97B 695-E9D69D4, 4 F4>:9 @9:8G 
48@<A<EFD4F<6AB= VLAN < E9FPR 695-E9D69D4. 

#D<@9K4A<9. � ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 
@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E?G:54@< E9D<< Cisco 1941 CB8 
GCD46?9A<9@ "% Cisco IOS 15.2(4) M3 (B5D4; universalk9). � ?45BD4FBDAB= 
D45BF9 <ECB?P;GRFES >B@@GF4FBDO E9D<< Cisco Catalyst 2960s CB8 
GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). �BCGE>49FES 
<ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 
GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< 
GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 
@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI 
D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 G>4;4AO 6 F45?<J9 E6B8AB= 

#BDFO !4;A4K9A<9 %9FP 

S1 F0/1 &D4A>B6O= >4A4? 802.1Q N/A 

S2 F0/1 &D4A>B6O= >4A4? 802.1Q N/A 

S1 F0/5 &D4A>B6O= >4A4? 802.1Q N/A 

S1 F0/6 VLAN 10 - �EE?98B64A<S < 
D4;D45BF>< 

192.168.10.0/24 

S2 F0/18 %9FP VLAN 20 4 �A:9A9DO 192.168.20.0/24 
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<AHBD@4J<< B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= 
D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 
@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO, < BA< A9 <@9RF ;47DG;BKAB= 
>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > CD9CB8464F9?R. 

 
!9B5IB8<@O9 D9EGDEO: 
" 1 @4DLDGF<;4FBD (Cisco 1941 E GA<69DE4?PAO@ B5D4;B@ M3 CB8 

GCD46?9A<9@ "% Cisco IOS 15.2(4) <?< 4A4?B7<KA4S @B89?P); 
" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

B5D4; lanbasek9 <?< 4A4?B7<KA4S @B89?P); 
" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 
" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO; 
" >459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 
 
'4EFP 1: #BEFDB9A<9 E9F< < ;47DG;>4 >BAH<7GD4J<= GEFDB=EF6 
 
� C9D6B= K4EF< ?45BD4FBDAB= D45BFO 64@ CD98EFB<F EB;84FP 

FBCB?B7<R E9F< < A4EFDB<FP 54;B6O9 C4D4@9FDO 8?S G;?B6, >B@@GF4FBDB6 < 
@4DLDGF<;4FBD4 #�. 

(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 
(47 2: !4EFDB=F9 G;?O #�. 
�8D9E4 G;?B6 #� @B:AB CBE@BFD9FP 6 F45?<J9 48D9E4J<<. 
(47 3: �47DG;<F9 >BAH<7GD4J<< @4DLDGF<;4FBDB6 < >B@@GF4FBDB6. 
�47DG;<F9 E?98GRM<9 >BAH<7GD4J<< 6 EBBF69FEF6GRM<= 

@4DLDGF<;4FBD <?< >B@@GF4FBD. �E9 GEFDB=EF64 A4EFDB9AO E B8<A4>B6O@< 
C4DB?S@<. #4DB?P CD<6<?97<DB64AAB7B D9:<@4 4 class, C4DB?P >4A4?4 4 
cisco. 
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!4EFDB=>4 @4DLDGF<;4FBD4 R1: 

 
!4EFDB=>4 >B@@GF4FBD4 S1:  
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!4EFDB=>4 >B@@GF4FBD4 S2: 

 
(47 4: %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR 

>BAH<7GD4J<R. 
 
'4EFP 2: #B<E> < GEFD4A9A<9 A9CB?48B> 6 >BAH<7GD4J<< 

@4DLDGF<;4J<< @9:8G VLAN 
 
�B 6FBDB= K4EF< ?45BD4FBDAB= D45BFO 64@ CD98EFB<F CDB69D<FP 

A4EFDB=>G @4DLDGF<;4J<< @9:8G E9FS@< VLAN. 
a. !4 @4DLDGF<;4FBD9 R1 6698<F9 >B@4A8G show ip route 8?S 

CDBE@BFD4 ;4C<E9= F45?<JO @4DLDGF<;4J<<. 
�4><9 E9F< 6 A9= C9D9K<E?9AO? 
�E9 ?< E9F< CD98EF46?9AO 6 F45?<J9 @4DLDGF<;4J<<? �E?< A9F, >4><I 

E9F9= A9 I64F49F? #B >4><@ CD<K<A4@ @4DLDGF @B:9F BFEGFEF6B64FP 6 
F45?<J9 @4DLDGF<;4J<<? 

b. !4 @4DLDGF<;4FBD9 R1 6OCB?A<F9 >B@4A8G show ip interface 
brief. 

�EFP ?< 6 6OIB8AOI 84AAOI E6989A<S B A9CB?48>4I 6 <AF9DH9=E4I 
@4DLDGF<;4FBD4? �E?< 84, FB >4><9 >B@4A8O CB@B7GF GEFD4A<FP QF< 
A9CB?48><? 

E. !4 @4DLDGF<;4FBD9 R1 CB6FBDAB 6OCB?A<F9 >B@4A8G show ip route. 
'598<F9EP, KFB 6E9 E9F< CD<EGFEF6GRF 6 F45?<J9 @4DLDGF<;4J<<. �E?< 

A9F, 6OCB?AS=F9 CB<E> < GEFD4A9A<9 A9CB?48B>, CB>4 6E9 E9F< A9 CBS6SFES 
6 F45?<J9 @4DLDGF<;4J<<. 

 
'4EFP 3: #DB69D>4 >BAH<7GD4J<< E9F< VLAN, A4;A4K9A<S CBDFB6 < 

FD4A>B6B= E6S;< 
 
� FD9FP9= K4EF< ?45BD4FBDAB= D45BFO 64@ CD98EFB<F G598<FPES, KFB A4 

>B@@GF4FBD4I S1 < S2 CD<EGFEF6GRF 69DAO9 E9F< VLAN, < KFB FD4A>B64S 
E6S;P A4EFDB9A4 CD46<?PAB. 
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(47 1: #DB69DPF9 >BAH<7GD4J<R VLAN < A4;A4K9A<S CBDFB6. 
4. !4 >B@@GF4FBD9 S1 6698<F9 >B@4A8G show vlan brief, KFB5O 

CDBE@BFD9FP 54;G 84AAOI VLAN. 
�4><9 E9F< VLAN G>4;4AO 6 EC<E>9? !9 B5D4M4=F9 6A<@4A<S A4 E9F< 

VLAN E AB@9D4@< BF 1002 8B 1005. 
�@9RFES ?< >4><9-?<5B AB@9D4 <?< <@9A4 E9F9= VLAN, 

BFEGFEF6GRM<9 6 6OIB8AOI 84AAOI >B@4A8O? �E?< 84, C9D9K<E?<F9 <I. 
�O?< ?< A4;A4K9AO CBDFO 8BEFGC4 CD46<?PAO@ E9FS@ VLAN? �E?< 

A9F, C9D9K<E?<F9 BFEGFEF6GRM<9 <?< A9>BDD9>FAO9 A4;A4K9A<S. 
�E?< 6 E9FSI VLAN 6B;A<>AGF A9CB?48><, >4><9 >B@4A8O CB@B7GF <I 

D9L<FP? 
b. !4 >B@@GF4FBD9 S1 CB6FBDAB 6OCB?A<F9 >B@4A8G show vlan 

brief, KFB5O CDB69D<FP >BAH<7GD4J<R. 
c. !4 >B@@GF4FBD9 S2 6698<F9 >B@4A8G show vlan brief, KFB5O 

CDBE@BFD9FP 54;G 84AAOI VLAN. 
�4><9 E9F< VLAN G>4;4AO 6 EC<E>9? !9 B5D4M4=F9 6A<@4A<S A4 E9F< 

VLAN E AB@9D4@< BF 1002 8B 1005. 
�@9RFES ?< >4><9-?<5B AB@9D4 <?< <@9A4 E9F9= VLAN, 

BFEGFEF6GRM<9 6 6OIB8AOI 84AAOI >B@4A8O? �E?< 84, C9D9K<E?<F9 <I. 
�O?< ?< A4;A4K9AO CBDFO 8BEFGC4 CD46<?PAO@ E9FS@ VLAN? �E?< 

A9F, C9D9K<E?<F9 BFEGFEF6GRM<9 <?< A9>BDD9>FAO9 A4;A4K9A<S. 
�E?< 6 E9FSI VLAN 6B;A<>AGF A9CB?48><, >4><9 >B@4A8O CB@B7GF <I 

D9L<FP?d. !4 >B@@GF4FBD9 S2 CB6FBDAB 6OCB?A<F9 >B@4A8G show vlan 
brief, KFB5O CDB69D<FP <;@9A9A<S >BAH<7GD4J<<. 

(47 2: #DB69DPF9 FD4A>B6O9 <AF9DH9=EO. 
a. !4 >B@@GF4FBD9 S1 6698<F9 >B@4A8G show interface trunk, KFB5O 

CDBE@BFD9FP FD4A>B6O9 <AF9DH9=EO. 
�4><9 CBDFO A4IB8<FES 6 FD4A>B6B@ D9:<@9? 
�@9RFES ?< >4><9-?<5B CBDFO, BFEGFEF6GRM<9 6 6OIB8AOI 84AAOI 

>B@4A8O? �E?< 84, C9D9K<E?<F9 <I. 
�E?< E FD4A>B6O@< CBDF4@< 6B;A<>AGF A9CB?48><, >4><9 >B@4A8O 

CB@B7GF <I D9L<FP? 
b. !4 >B@@GF4FBD9 S1 CB6FBDAB 6OCB?A<F9 >B@4A8G show interface 

trunk, KFB5O CDB69D<FP <;@9A9A<S >BAH<7GD4J<<. 
c. !4 >B@@GF4FBD9 S2 6698<F9 >B@4A8G show interface trunk, KFB5O 

CDBE@BFD9FP FD4A>B6O9 <AF9DH9=EO. 
�4><9 CBDFO A4IB8<FES 6 FD4A>B6B@ D9:<@9? 
�@9RFES ?< >4><9-?<5B CBDFO, BFEGFEF6GRM<9 6 6OIB8AOI 84AAOI 

>B@4A8O? �E?< 84, C9D9K<E?<F9 <I. 
�E?< E FD4A>B6O@< CBDF4@< 6B;A<>AGF A9CB?48><, >4><9 >B@4A8O 

CB@B7GF <I D9L<FP? 
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'4EFP 4: #DB69D>4 CB8>?RK9A<S 3-7B GDB6AS 
 
4. &9C9DP, GEFD4A<6 A9CB?48>< 6 >BAH<7GD4J<<, CBD4 CDB69D<FP 

CB8>?RK9A<9. 
'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE E >B@CPRF9D4 PC-A A4 L?R; CB 

G@B?K4A<R 8?S VLAN 10? 
'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE BF G;?4 PC-A A4 PC-B? 'EC9LAB 

?< BFCD46?S9FES QIB-;4CDBE BF G;?4 PC-A A4 <AF9DH9=E Lo0? 
�E?< A4 >4>B=-?<5B <; QF<I 6BCDBEB6 6O BF69F<?< BFD<J4F9?PAB, 

6OS6<F9 < GEFD4A<F9 A9CB?48>< 6 >BAH<7GD4J<<. 
#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 

CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4. 
'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE BF G;?4 PC-A A4 >B@@GF4FBD S1? 

'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE BF PC-A A4 >B@@GF4FBD S2? 
#9D9K<E?<F9 A9E>B?P>B CDB5?9@, >BFBDO9 @B7GF CD9CSFEF6B64FP 

GEC9LAB= BFCD46>9 QIB-;4CDBEB6 A4 >B@@GF4FBDO. 
b. "8<A <; ECBEB5B6 D9L9A<S CDB5?9@O 4 6OCB?A9A<9 tracert BF 

PC-A A4 >B@@GF4FBD S1. 

 
� QF<I 6OIB8AOI 84AAOI CB>4;4AB, KFB ;4CDBE BF >B@CPRF9D4 PC-A 

8BEF<749F L?R; CB G@B?K4A<R A4 CB8OAF9DH9=E9 g0/1.10 @4DLDGF<;4FBD4 
R1, AB C4>9F BEF4A46?<649FES A4 @4DLDGF<;4FBD9. 

c. �O G:9 CDB69D<?< ;4C<E< F45?<JO @4DLDGF<;4J<< 8?S 
@4DLDGF<;4FBD4 R1. &9C9DP 6OCB?A<F9 >B@4A8G show run | section interface, 
KFB5O CDB69D<FP >BAH<7GD4J<R VLAN. #9D9K<E?<F9 6E9 BL<5>< 
>BAH<7GD4J<<. 

�4><9 >B@4A8O A9B5IB8<@B 6OCB?A<FP 8?S D9L9A<S A4=89AAOI 
CDB5?9@? 

d. '598<F9EP 6 FB@, KFB F9C9DP QIB-;4CDBEO BF PC-A 8BEF<74RF >4> 
>B@@GF4FBD S1, F4> < S2. 'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE BF G;?4 PC-
A A4 >B@@GF4FBD S1? 'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE BF PC-A A4 
>B@@GF4FBD S2? 

 
�BCDBEO A4 ;4>D9C?9A<9 
� KT@ ;4>?RK4RFES CD9<@GM9EF64 CDBE@BFD4 F45?<JO 

@4DLDGF<;4J<< 6 J9?SI GEFD4A9A<S A9CB?48B>?%6B8A4S F45?<J4 
<AF9DH9=EB6 @4DLDGF<;4FBDB6 
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%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 71 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B 
ECBEB54 C9D9K<E?9A<S 6E9I >B@5<A4J<= A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 
EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 
CBE?98B64F9?PAOI (Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 
F<CO <AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � >4K9EF69 
CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, 
>BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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�D4>F<K9E>4O  D45BF4 5.  94?<;4J<O E<EF9@O 
59;BC4EABEF< E9F< VLAN 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
!4;A4K9A<S VLAN 

 
�484K< 
'4EFP 1. #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 

'4EFP 2. �A98D9A<9 ED98EF6 B59EC9K9A<S 59;BC4EABEF< VLAN A4 
>B@@GF4FBD4I 

 

 

     (?R; CB 
G@B?K4A<R 

 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F<   

S1 VLAN 99 172.17.99.11 255.255.255.0 172.17.99.1 

S2 VLAN 99 172.17.99.12 255.255.255.0 172.17.99.1 

PC-A %9F96B= 
484CF9D 

172.17.99.3 255.255.255.0 172.17.99.1 

PC-B %9F96B= 
484CF9D 

172.17.10.3 255.255.255.0 172.17.10.1 

PC-C %9F96B= 
484CF9D 

172.17.99.4 255.255.255.0 172.17.99.1 

VLAN �@S 

10 �4AAO9 

99 %9FP Management&Native 

999 'TDAO= EC<EB> 
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�EIB8AO9 84AAO9/%J9A4D<= 
$9>B@9A8G9FES A4EFD4<64FP 54;B6O9 C4D4@9FDO E<EF9@O 59;BC4EABEF< 

>4> A4 CBDF4I 8BEFGC4, F4> < A4 FD4A>B6OI CBDF4I >B@@GF4FBD4. 1FB 
CB;6B?S9F ;4M<F<FP E9FP VLAN BF G7DB; < 6B;@B:AB7B CDBE?GL<64A<S 
E9F96B7B FD4H<>4. 

� QFB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F A4EFDB<FP A4 E9F96OI 
GEFDB=EF64I 6 FBCB?B7<< A9>BFBDO9 54;B6O9 C4D4@9FDO, CDB69D<FP 
CB8>?RK9A<9, 4 ;4F9@ CD<@9A<FP A4 >B@@GF4FBD4I 5B?99 A48T:AO9 @9DO 
59;BC4EABEF<. �O <;GK<F9 CB6989A<9 >B@@GF4FBDB6 Cisco CD< 
<ECB?P;B64A<< D4;?<KAOI >B@4A8 show. �4F9@ 64@ AG:AB 5G89F CD<@9A<FP 
@9DO 59;BC4EABEF<. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO 
Cisco Catalyst 2960s CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; 
lanbasek9). �BCGE>49FES <ECB?P;B64A<9 8DG7<I @B89?9= >B@@GF4FBDB6 < 
8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 
69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 @B7GF 
BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI D45BF. 

#D<@9K4A<9. '598<F9EP, KFB <AHBD@4J<S <; >B@@GF4FBDB6 G84?9A4, < 
BA< A9 EB89D:4F >BAH<7GD4J<< ;47DG;><. �E?< 6O A9 G69D9AO 6 QFB@, 
B5D4F<F9EP > CD9CB8464F9?R. 

 
!9B5IB8<@O9 D9EGDEO: 
" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

B5D4; lanbasek9 <?< 4A4?B7<KA4S @B89?P); 
" 3 >B@CPRF9D4 (CB8 GCD46?9A<9@ Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 
" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO; 
" >459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 
 
'4EFP 1: #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
 
� C9D6B= K4EF< ?45BD4FBDAB= D45BFO AG:AB A4EFDB<FP 54;B6O9 

C4D4@9FDO A4 >B@@GF4FBD4I < >B@CPRF9D4I. �@9A4 < 48D9E4 GEFDB=EF6 
G>4;4AO 6 F45?<J9 48D9E4J<<. 

(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. (47 
2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G >B@@GF4FBDB6. 

(47 3: !4EFDB=F9 IP-48D9E4 A4 G;?4I PC-A, PC-B < PC-C. 
�8D9E4 G;?B6OI #� @B:AB CBE@BFD9FP 6 F45?<J9 48D9E4J<<. 
(47 4: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B >B@@GF4FBD4. 
a. "F>?RK<F9 CB<E> DNS. 
b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 
c. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4 

EXEC. 
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d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S C4DB?9= >BAEB?< < VTY < 
4>F<6<DG=F9 6IB8 8?S >BAEB?< < VTY >4A4?B6. 

e. !4EFDB=F9 logging synchronous 8?S >BAEB?< < >4A4?B6 vty. 
(47 5: !4EFDB=F9 E9F< VLAN A4 >4:8B@ >B@@GF4FBD9. 
a. %B;84=F9 < A4;A4KPF9 <@9A4 E9FS@ VLAN 6 EBBF69FEF6<< E 

F45?<J9= A4;A4K9A<= VLAN. 
b. !4EFDB=F9 IP-48D9E, G>4;4AAO= 6 F45?<J9 48D9E4J<< 8?S E9F< 

VLAN 99 A4 B5B<I >B@@GF4FBD4I. 
c. !4EFDB=F9 CBDF F0/6 A4 >B@@GF4FBD9 S1 6 >4K9EF69 CBDF4 8BEFGC4 < 

A4;A4KPF9 97B E9F< VLAN 99. 
d. !4EFDB=F9 CBDF F0/11 A4 >B@@GF4FBD9 S2 6 >4K9EF69 CBDF4 8BEFGC4 < 

A4;A4KPF9 97B E9F< VLAN 10. 
e. !4EFDB=F9 CBDF F0/18 A4 >B@@GF4FBD9 S2 6 >4K9EF69 CBDF4 

8BEFGC4 < A4;A4KPF9 97B E9F< VLAN 99. 
f. �OCB?A<F9 >B@4A8G show vlan brief, KFB5O CDB69D<FP A4;A4K9A<S 

VLAN < CBDFB6. 
�4>B= E9F< VLAN 5G89F CD<A48?9:4FP A9 A4;A4K9AAO= CBDF, 

A4CD<@9D F0/8 A4 >B@@GF4FBD9 S2? 
(47 6: !4EFDB=F9 54;B6O9 C4D4@9FDO 59;BC4EABEF< CBDF4. 
a. !4EFDB=F9 54AA9D MOTD (EBB5M9A<9 8AS) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 
b. �4L<HDG=F9 6E9 C4DB?<. 
c. "F>?RK<F9 6E9 A9<ECB?P;G9@O9 H<;<K9E><9 CBDFO. 
d. "F>?RK<F9 BEAB6AB= F9>GM<= 695-E9D6<E. 

 
e. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR 

>BAH<7GD4J<R. 
(47 7: #DB69DPF9 CB8>?RK9A<9 @9:8G GEFDB=EF64@< < E6989A<S B 

VLAN. 
a. �; >B@4A8AB= EFDB>< A4 #�-� BFCD46PF9 QIB-;4CDBE A4 

48@<A<EFD4F<6AO= 48D9E >B@@GF4FBD4 S1. 'EC9LAB ?< 6OCB?A9A QIB-
;4CDBE? #BK9@G? 

b. "F >B@@GF4FBD4 S1 BFCD46PF9 QIB-;4CDBE A4 48@<A<EFD4F<6AO= 
48D9E >B@@GF4FBD4 S2. 'EC9LAB ?< 6OCB?A9A QIB-;4CDBE? #BK9@G? 

E. �; >B@4A8AB= EFDB>< A4 PC-B BFCD46PF9 QIB-;4CDBE A4 
48@<A<EFD4F<6AO9 48D9E4 >B@@GF4FBDB6 S1 < S2 < A4 IP-48D9E4 PC-A < PC-
C. 'EC9LAB ?< 6OCB?A9AO QIB-;4CDBEO? #BK9@G? 

d. �; >B@4A8AB= EFDB>< G;?4 PC-C BFCD46PF9 QIB-;4CDBE A4 
48@<A<EFD4F<6AO9 48D9E4 >B@@GF4FBDB6 S1 < S2. 'EC9LAB ?< 6OCB?A9AO 
QIB-;4CDBEO? #BK9@G? 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 
CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4. 
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'4EFP 2: $94?<;4J<S E<EF9@O 59;BC4EABEF< E9F< VLAN A4 
>B@@GF4FBD4I 

 
(47 1: !4EFDB=F9 FD4A>B6O9 CBDFO A4 >B@@GF4FBD4I S1 < S2. 
a. !4EFDB=F9 CBDF F0/1 A4 >B@@GF4FBD9 S1 6 >4K9EF69 FD4A>B6B7B 

CBDF4. 

 
b. !4EFDB=F9 CBDF F0/1 A4 >B@@GF4FBD9 S2 6 >4K9EF69 FD4A>B6B7B 

CBDF4. 

 
c. #DB69DPF9 FD4A>B6GR E6S;P A4 >B@@GF4FBD4I S1 < S2. �OCB?A<F9 

>B@4A8G show interface trunk A4 B5B<I >B@@GF4FBD4I. 
(47 2: �;@9A<F9 E9FP native VLAN 8?S FD4A>B6OI CBDFB6 A4 

>B@@GF4FBD4I S1 < S2. 
�;@9A9A<9 E9F< native VLAN 8?S FD4A>B6OI CBDFB6 E VLAN 1 A4 

8DG7GR E9FP VLAN 4 QFB IBDBL<= ECBEB5 B59EC9K9A<S 59;BC4EABEF<. 
a. '>4:<F9 F9>GMGR E9FP native VLAN 8?S <AF9DH9=EB6 F0/1 

>B@@GF4FBDB6 S1 < S2. 
b. !4EFDB=F9 E9FP Management&Native VLAN 99 A4 FD4A>B6B@ 

<AF9DH9=E9 F0/1 >B@@GF4FBD4 S1 6 >4K9EF69 E9F< native VLAN. 

 
c. #B8B:8<F9 A9E>B?P>B E9>GA8. �O 8B?:AO CB?GK<FP EBB5M9A<S B5 

BL<5>9 6 >BAEB?PAB@ E94AE9 A4 >B@@GF4FBD9 S1. 'FB B;A4K49F EBB5M9A<9 
% C D P-4- NATIVE_VLAN_M ISMATC H: ? 

d. !4EFDB=F9 E9FP VLAN 99 A4 FD4A>B6B@ <AF9DH9=E9 F0/1 
>B@@GF4FBD4 S2 6 >4K9EF69 E9F< native VLAN. 
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(47 3: '598<F9EP, KFB FD4H<> GEC9LAB CDBIB8<F K9D9; FD4A>B6O= 

>4A4?. 
a. �; >B@4A8AB= EFDB>< A4 #�-� BFCD46PF9 QIB-;4CDBE A4 

48@<A<EFD4F<6AO= 48D9E >B@@GF4FBD4 S1. 'EC9LAB ?< 6OCB?A9A QIB-
;4CDBE? #BK9@G? 

b. � >BAEB?PAB@ E94AE9 A4 >B@@GF4FBD9 S1 BFCD46PF9 QIB-;4CDBE 
A4 48@<A<EFD4F<6AO= 48D9E >B@@GF4FBD4 S2. 'EC9LAB ?< 6OCB?A9A QIB-
;4CDBE? #BK9@G? 

E. �; >B@4A8AB= EFDB>< A4 PC-B BFCD46PF9 QIB-;4CDBE A4 
48@<A<EFD4F<6AO9 48D9E4 >B@@GF4FBDB6 S1 < S2 < A4 IP-48D9E4 PC-A < PC-
C. 'EC9LAB ?< 6OCB?A9AO QIB-;4CDBEO? #BK9@G? 

d. �; >B@4A8AB= EFDB>< A4 PC-% BFCD46PF9 QIB-;4CDBE A4 
48@<A<EFD4F<6AO9 48D9E4 >B@@GF4FBDB6 S1 < S2 < A4 IP-48D9E G;?4 PC-A. 
'EC9LAB ?< 6OCB?A9AO QIB-;4CDBEO? #BK9@G? 

(47 4: �4CD9F<F9 <ECB?P;B64A<9 DTP A4 >B@@GF4FBD4I S1 < S2. 
!4 >B@@GF4FBD4I Cisco <ECB?P;G9FES EB5EF69AAO= CDBFB>B?, >BFBDO= 

<;69EF9A >4> CDBFB>B? 8<A4@<K9E>B7B EB;84A<S FD4A>B6B7B >4A4?4 (DTP). 
!9>BFBDO9 CBDFO 46FB@4F<K9E>< EB7?4EB6O64RFES 8?S FD4A>B6B= E6S;<. 
%B7?4EB64A<9 D9>B@9A8G9FES BF>?RK4FP. &4>B9 CB6989A<9 CB G@B?K4A<R 
@B:AB G6<89FP, 6OCB?A<6 E?98GRMGR >B@4A8G: 

 
"F>?RK<F9 EB7?4EB64A<9 A4 >B@@GF4FBD9 S1. 

 

e. '598<F9EP, KFB E9FPR native VLAN A4 B5B<I >B@@GF4FBD4I S6?S9FES 
VLAN 99. !<:9 CB>4;4AO 6OIB8AO9 84AAO9 >B@@GF4FBD4 S1. 

 



51 

 

a. "F>?RK<F9 EB7?4EB64A<9 A4 >B@@GF4FBD9 S2. 

 
b. '598<F9EP, KFB EB7?4EB64A<9 BF>?RK9AB, E CB@BMPR >B@4A8O 

show interface f0/1 switchport A4 >B@@GF4FBD4I S1 < S2. 

 
(47 5: !4EFDB=F9 HGA>J<R 59;BC4EABEF< A4 CBDF4I 8BEFGC4 A4 

>B@@GF4FBD4I S1 < S2. 
�E?< GEFDB=EF6B CB8>?RK9AB > B8AB@G <; QF<I CBDFB6, 4 <AF9DH9=E 

6>?RKTA, FD4A>B64S E6S;P @B:9F 5OFP GEC9LAB=, 84:9 9E?< 6O 6O>?RK<F9 
A4 >B@@GF4FBD4I A9<ECB?P;G9@O9 BEF46L<9ES CBDFO. �DB@9 FB7B, 6E9 
CBDFO CB G@B?K4A<R A4IB8SFES 6 E9F< VLAN 1. $9>B@9A8G9FES C9D969EF< 
A9<ECB?P;G9@O9 CBDFO 6 E9FP VLAN «KTDAB= 8ODO». !4 84AAB@ QF4C9 64@ 
AG:AB BF>?RK<FP FD4A>B6GR E6S;P A4 6E9I A9<ECB?P;G9@OI CBDF4I. &4>:9 
64@ AG:AB A4;A4K<FP A9<ECB?P;G9@O9 CBDFO E9F< VLAN 999. �?S QFB= 
?45BD4FBDAB= D45BFO A4 B5B<I >B@@GF4FBD4I 5G8GF A4EFDB9AO FB?P>B 
CBDFO EB 2-7B CB 5-=. 

a. �OCB?A<F9 >B@4A8G show interface f0/2 switchport A4 
>B@@GF4FBD9 S1. "5D4F<F9 6A<@4A<9 A4 48@<A<EFD4F<6AO= D9:<@ < 
EBEFBSA<9 8?S EB7?4EB64A<S FD4A>B6B= E6S;<. 

 
b. "F>?RK<F9 FD4A>B6GR E6S;P A4 CBDF4I 8BEFGC4 >B@@GF4FBD4 

S1. 

 
c. "F>?RK<F9 FD4A>B6GR E6S;P A4 CBDF4I 8BEFGC4 >B@@GF4FBD4 S2. 
d. '598<F9EP, KFB CBDF F0/2 A4 >B@@GF4FBD9 S1 A4EFDB9A 6 

>4K9EF69 CBDF4 8BEFGC4.  
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 $4;D9L<F9 8BEFGC > FD4A>B6B@G CBDFG F0/1 A4 >B@@GF4FBD9 S1 

FB?P>B 8?S E9F9= VLAN 10 < 99. 

 
 $4;D9L<F9 8BEFGC > FD4A>B6B@G CBDFG F0/1 A4 >B@@GF4FBD9 S2 

FB?P>B 8?S E9F9= VLAN 10 < 99. 
 #DB69DPF9 D4;D9LTAAO9 E9F< VLAN. �OCB?A<F9 >B@4A8G show 

interface trunk 6 CD<6<?97<DB64AAB@ D9:<@9 A4 >B@@GF4FBD4I S1 < S2. 

 

 

e. '598<F9EP, KFB A4;A4K9A<S CBDFB6 VLAN A4EFDB9AO 69DAB A4 B5B<I 
>B@@GF4FBD4I. �B@@GF4FBD S1 CB>4;4A A<:9 6 >4K9EF69 CD<@9D4. 

#B G@B?K4A<R 6E9 E9F< VLAN <@9RF 8BEFGC > FD4A>B6O@ CBDF4@. �; 
EBB5D4:9A<= 59;BC4EABEF< D9>B@9A8G9FES D4;D9L4FP 8BEFGC > FD4A>B6O@ 
>4A4?4@ 64L9= E9F< FB?P>B 8?S AG:AOI E9F9= VLAN. 

 

 
�4>B= CB?GK9A D9;G?PF4F? 
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�BCDBEO A4 ;4>D9C?9A<9 
�EFP ?< CDB5?9@O 6 E<EF9@9 59;BC4EABEF< >B@@GF4FBD4 Cisco E 

>BAH<7GD4J<9= CB G@B?K4A<R? �4><9 <@9AAB? 
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�D4>F<K9E>4O  D45BF4 6: F9EF<DB64A<9 E9F96B7B 
CB8>?NK9A<O E CB@BMPN >B@4A8 «ping» < «traceroute» 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. %B;84A<9 < A4EFDB=>4 E9F< 
" #B8>?RK<F9 >459?<. 
" !4EFDB=F9 >B@CPRF9DO. 
" !4EFDB=F9 @4DLDGF<;4FBDO. 

 

     (?R; CB 
G@B?K4A<R 

 
'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F<   

LOCAL G0/1 192.168.1.1 255.255.255.0 !98BEFGCAB 
 S0/0/0 (DCE) 10.1.1.1 255.255.255.252 !98BEFGCAB 
ISP S0/0/0 10.1.1.2 255.255.255.252 !98BEFGCAB 
 S0/0/1 (DCE) 10.2.2.2 255.255.255.252 !98BEFGCAB 
REMOTE G0/1 192.168.3.1 255.255.255.0 !98BEFGCAB 
 S0/0/1 10.2.2.1 255.255.255.252 !98BEFGCAB 
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1 

S3 VLAN 1 192.168.3.11 255.255.255.0 192.168.3.1 

#�-� %9F96B= 
484CF9D 

192.168.1.3 255.255.255.0 192.168.1.1 

#�-� %9F96B= 
484CF9D 

192.168.3.3 255.255.255.0 192.168.3.1 



55 

 

" !4EFDB=F9 >B@@GF4FBDO. 
'4EFP 2. &9EF<DB64A<9 BEAB6AB= E9F< E CB@BMPR >B@4A8O «ping» 
" "FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping E >B@CPRF9D4. 
" "FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping E GEFDB=EF6 Cisco. 
'4EFP 3. &9EF<DB64A<9 BEAB6AB= E9F< E CB@BMPR >B@4A8 tracert < 

traceroute 
" �698<F9 >B@4A8G «tracert» A4 >B@CPRF9D9. 
" �698<F9 >B@4A8G «traceroute» A4 GEFDB=EF64I Cisco. '4EFP 4. #B<E> < 

GEFD4A9A<9 A9<ECD46ABEF9= 6 FBCB?B7<< 
�EIB8AO9 84AAO9/EJ9A4D<= 
�B@4A8O «ping» < «traceroute» A9;4@9A<@O CD< CDB69D>9 

CB8>?RK9A<S > E9FS@ TCP/IP. Ping 4 QFB GF<?<F4 48@<A<EFD<DB64A<S 
E9F9=, >BFBD4S <ECB?P;G9FES 8?S CDB69D>< 8BEFGCABEF< GEFDB=EF6 6 IP- 
E9F<. �DB@9 FB7B, BA4 BCD989?S9F 6D9@S CDBIB:89A<S E<7A4?4 8?S 
EBB5M9A<=, BFCD46?9AAOI E G;?4 <EFBKA<>4 A4 >B@CPRF9D A4;A4K9A<S. 
'F<?<F4 ping 8BEFGCA4 6 "% Windows, Unix-CB8B5AOI BC9D4J<BAAOI 
E<EF9@4I (OS) < BC9D4J<BAAB= E<EF9@9 E9F96B7B 6;4<@B89=EF6<S Cisco 
(IOS). 

Traceroute 4 QFB GF<?<F4 E9F96B= 8<47ABEF<><, BFB5D4:4RM4S 
@4DLDGF < <;@9DSRM4S ;489D:>< CD< C9D984K9 C4>9FB6 6 IP-E9FSI. 
'F<?<F4 tracert 8BEFGCA4 6 "% Windows, 4 6 Unix-CB8B5AOI BC9D4J<BAAOI 
E<EF9@4I (OS) < 6 Cisco IOS <ECB?P;G9FES 9T 4A4?B7 4 GF<?<F4 traceroute. 

� QFB= ?45BD4FBDAB= D45BF9 D4EE@4FD<64RFES >B@4A8O ping < 
traceroute < <;GK4RFES C4D4@9FDO >B@4A8AB= EFDB><, CB;6B?SRM<9 
<;@9ASFP <I CB6989A<9. �?S <;GK9A<S >B@4A8 6 ?45BD4FBDAB= D45BF9 
<ECB?P;GRFES >B@CPRF9DO < GEFDB=EF64 Cisco. !4 @4DLDGF<;4FBD4I Cisco 
6 >4K9EF69 CDBFB>B?4 @4DLDGF<;4J<< 5G89F <ECB?P;B64FPES 
GEB69DL9AEF6B64AAO= CDBFB>B? 6AGFD9AA9= @4DLDGF<;4J<< @9:8G 
L?R;4@< (EIGRP). � ?45BD4FBDAB= D45BF9 84RFES A9B5IB8<@O9 
>BAH<7GD4J<< 8?S GEFDB=EF6 Cisco. 

#D<@9K4A<9.  4DLDGF<;4FBDO, <ECB?P;G9@O9 A4 CD4>F<K9E><I 
;4ASF<SI CCNA: @4DLDGF<;4FBDO E <AF97D4J<9= E9D6<EB6 E9D<< Cisco 
1941 (ISR) GEF4AB6?9AAB= 69DE<< Cisco IOS 15.2(4) M3 (B5D4; universalk9). 
�ECB?P;G9@O9 >B@@GF4FBDO: E9@9=EF6B >B@@GF4FBDB6 Cisco Catalyst 2960 
69DE<< CISCO IOS 15.0(2) (B5D4; lanbasek9).  B:AB <ECB?P;B64FP 8DG7<9 
@4DLDGF<;4FBDO, >B@@GF4FBDO < 69DE<< #" Cisco IOS. � ;46<E<@BEF< BF 
@B89?< < 69DE<< Cisco IOS 6OCB?AS9@O9 8BEFGCAO9 >B@4A8O < 6O6B8O 
@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI 6 IB89 ?45BD4FBDAOI D45BF. 
&BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 E@. � F45?<J9 E6B8AB= <AHBD@4J<< 
B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 6 >BAJ9 84AAB= ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB <AHBD@4J<S, <@9RM4SES A4 
@4DLDGF<;4FBD9 < >B@@GF4FBD9, G84?9A4 < BA< A9 EB89D:4F H4=?B6 
;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO, KFB E@B:9F9 QFB E89?4FP, 
B5D4F<F9EP > <AEFDG>FBDG. 
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!9B5IB8<@O9 D9EGDEO 
" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ E<EF9@O Cisco IOS 

69DE<< 15.2(4)M3, GA<69DE4?PAO= B5D4; <?< 4A4?B7<KAO=) 
" 2 >B@@GF4FBD4 (Cisco 2960, #" CISCO IOS 69DE<< 15.0(2), B5D4; 

lanbasek9 <?< 4A4?B7<KAO=) 
" 2 #� (Windows 7, Vista < XP E CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, 

A4CD<@9D Tera Term) 
" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO 
" �459?< Ethernet < CBE?98B64F9?PAO9 >459?<, >4> CB>4;4AB 6 

FBCB?B7<< 
'4EFP 1: %B;84A<9 < A4EFDB=>4 E9F< 
� K4EF< 1 64@ A9B5IB8<@B EB;84FP E9FP 6 FBCB?B7<< < A4EFDB<FP 

>B@CPRF9DO < GEFDB=EF64 Cisco. �?S ECD46>< CD<6B8SFES ;47DG;BKAO9 
>BAH<7GD4J<< @4DLDGF<;4FBDB6 < >B@@GF4FBDB6. � QFB= FBCB?B7<< 8?S 
D4ECD989?9A<S C4>9FB6 @9:8G E9FS@< <ECB?P;G9FES CDBFB>B? EIGRP. 

(47 1: %B;84=F9 E9FP 6 EBBF69FEF6<< E <;B5D4:9AAB= A4 EI9@9 
FBCB?B7<9=. 

(47 2: '84?<F9 A4EFDB=>< A4 @4DLDGF<;4FBD4I < >B@@GF4FBD4I < 
C9D9;47DG;<F9 GEFDB=EF64. 

(47 3: !4EFDB=F9 IP-48D9E4 < L?R;O CB G@B?K4A<R 8?S >B@CPRF9DB6 
6 EBBF69FEF6<< E F45?<J9= 48D9E4J<<. 

(47 4: !4EFDB=F9 @4DLDGF<;4FBDO LOCAL (�B>4?PAO=), ISP 
(�AF9DA9F-CDB64=89D) 

< REMOTE ('84?TAAO=), <ECB?P;GS CD<698TAAO9 A<:9 ;47DG;BKAO9 
>BAH<7GD4J<<. 

%>BC<DG=F9 < 6EF46PF9 6 B>AB >B@4A8AB= EFDB>< D9:<@4 B5M<I 
A4EFDB9> C4D4@9FDO >BAH<7GD4J<< 8?S >4:8B7B GEFDB=EF64. %BID4A<F9 
>BAH<7GD4J<R 6 H4=? ;47DG;BKAB= >BAH<7GD4J<< startup-config. 

�47DG;BKA4S >BAH<7GD4J<S 8?S @4DLDGF<;4FBD4 LOCAL: 

 

 
�47DG;BKA4S >BAH<7GD4J<S 8?S @4DLDGF<;4FBD4 ISP: 
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�47DG;BKA4S >BAH<7GD4J<S 8?S @4DLDGF<;4FBD4 REMOTE: 

 
(47 5: !4EFDB=F9 ;47DG;BKAGR >BAH<7GD4J<R A4 >B@@GF4FBD4I S1 < 

S3. �47DG;BKA4S >BAH<7GD4J<S 8?S @4DLDGF<;4FBD4 S1: 

 
�47DG;BKA4S >BAH<7GD4J<S 8?S @4DLDGF<;4FBD4 S3: 

 
(47 6: !4EFDB=F9 F45?<JG IP-G;?B6 A4 @4DLDGF<;4FBD9 LOCAL. 
&45?<J4 IP-G;?B6 CB;6B?S9F 6@9EFB IP-48D9E4 <ECB?P;B64FP 8?S 

CB8>?RK9A<S G84?TAAB7B GEFDB=EF64 <@S G;?4. &45?<J4 G;?B6 
B59EC9K<649F D4;D9L9A<9 <@TA 8?S GEFDB=EF6 E C9D9K<E?9AAO@< A<:9 
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>BAH<7GD4J<S@<. %>BC<DG=F9 < 6EF46PF9 G>4;4AAO9 A<:9 >BAH<7GD4J<< 
8?S @4DLDGF<;4FBD4 LOCAL. "A< CB;6B?SF 66B8<FP >B@4A8O ping < 
traceroute A4 @4DLDGF<;4FBD9 LOCAL, <ECB?P;GS <@9A4 G;?B6. 

 
'4EFP 2: &9EF<DB64A<9 BEAB6AB= E9F< E CB@BMPR >B@4A8O ping 
� K4EF< 2 ?45BD4FBDAB= D45BFO A9B5IB8<@B CDB69D<FP E>6B;AB9 

CB8>?RK9A<9 E CB@BMPR >B@4A8O ping. 'F<?<F4 ping BFCD46?S9F C4>9FO 
CDBFB>B?4 GCD46?SRM<I EBB5M9A<= 6 �AF9DA9F9 (ICMP) A4 J9?96B= G;9?, 
4 ;4F9@ B:<849F BF69F4 ICMP. 'F<?<F4 H<>E<DG9F >4> 6D9@S CDBIB:89A<S 
E<7A4?4 FG84 < B5D4FAB, F4> < CBF9D< C4>9FB6. 

�O CDB4A4?<;<DG9F9 D9;G?PF4FO 6OCB?A9A<S >B@4A8O ping < 8DG7<9 
C4D4@9FDO GF<?<FO, 8BEFGCAO9 A4 >B@CPRF9D4I CB8 GCD46?9A<9@ Windows 
< GEFDB=EF64I Cisco. 

(47 1: #DB69DPF9 E9F96B9 CB8>?RK9A<9 <; E9F< LOCAL, <ECB?P;GS 
>B@CPRF9D #�-A. 

�E9 QIB-;4CDBEO E CB@BMPR >B@4A8O ping E #�-A A4 8DG7<9 
GEFDB=EF64 6 FBCB?B7<< 8B?:AO 5OFP GEC9LAO@<. �E?< QFB A9 F4>, 
CDB69DPF9 FBCB?B7<R < CB8>?RK9A<9 >459?9=, 4 F4>:9 A4EFDB=>< 
GEFDB=EF6 Cisco < >B@CPRF9DB6. 

a. "FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping E #�-A A4 L?R; CB 
G@B?K4A<R (<AF9DH9=E GigabitEthernet 0/1 @4DLDGF<;4FBD4 LOCAL). 

 

 
� QFB@ CD<@9D9 BFCD46?9AB K9FOD9 (4) ;4CDBE4 ICMP CB 32 54=F4 

>4:8O=, 4 BF69FO CB?GK9AO @9A99 K9@ K9D9; B8AG @<??<E9>GA8G 59; 
CBF9DP C4>9FB6. �D9@S C9D984K< < CB?GK9A<S BF69FB6 D4EFTF CB @9D9 
G69?<K9A<S >B?<K9EF64 GEFDB=EF6, >BFBDO9 B5D454FO64RF ;4CDBEO < 
BF69FO ICMP 6 CDBJ9EE9 <I C9D984K< > @9EFG A4;A4K9A<S < B5D4FAB. 
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b. "FCD46PF9 E >B@CPRF9D4 #�-A QIB-;4CDBEO E CB@BMPR >B@4A8O 
ping A4 48D9E4, G>4;4AAO9 

6 CD<698TAAB= A<:9 F45?<J9, < ;4C<L<F9 ED98A99 6D9@S CDBIB:89A<S 
E<7A4?4 < EGM9EF6B64A<S (TTL). 

 
"5D4F<F9 6A<@4A<9 A4 ED98A99 6D9@S CDBIB:89A<S E<7A4?4 CD< 

BFCD46>9 ;4CDBE4 A4 48D9E 192.168.3.3 (#�-�). �D9@S G69?<K<?BEP, 
CBE>B?P>G 8B FB7B, >4> #�-A CB?GK<? BF69F BF #�-�, ;4CDBEO ICMP 
B5D454FO64?<EP FD9@S @4DLDGF<;4FBD4@<. 

(47 2: "FCD46PF9 
D4EL<D9AAO9 >B@4A8O ping E >B@CPRF9D4. 

�ECB?P;G9@4S CB G@B?K4A<R >B@4A84 ping BFCD46?S9F K9FOD9 ;4CDBE4 
CB 32 54=F4 >4:8O=. "F69F A4 >4:8O= ;4CDBE B:<849FES 6 F9K9A<9 4000 @E 
(4 E), CBE?9 K97B BFB5D4:49FES EBB5M9A<9 Request timed out (�D9@S ;4CDBE4 
CD96OL9AB). �?S GEFD4A9A<S A9CB?48B> 6 E9F< C4D4@9FDO >B@4A8O ping 
@B:AB A4EFDB<FP 5B?99 FBKAB. 

a. � >B@4A8AB= EFDB>9 6698<F9 >B@4A8G ping < A4:@<F9 >?46<LG 
��"�. 

 

!4;A4K9A<9 %D98A99 6D9@S CDBIB:89A<S E<7A4?4 (@E) TTL 

192.168.1.1 (LOCAL)   

192.168.1.11 (S1)   

10.1.1.1 (LOCAL)   

10.1.1.2 (ISP)   

10.2.2.2 (ISP)   

10.2.2.1 (REMOTE)   

192.168.3.1 (REMOTE)   

192.168.3.11 (S3)   

192.168.3.3 (PC-C)   
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b. �ECB?P;GS C4D4@9FD -t, BFCD46PF9 QIB-;4CDBE E CB@BMPR 

>B@4A8O ping A4 >B@CPRF9D #�-�, KFB5O CDB69D<FP 97B 8BEFGCABEFP. 
'FB5O CDB<??REFD<DB64FP D9;G?PF4FO ;4CDBE4 6 E?GK49 

A98BEFGCABEF< G;?4, BFEB98<A<F9 >459?P @9:8G @4DLDGF<;4FBDB@ 
REMOTE < >B@@GF4FBDB@ S3 <?< BF>?RK<F9 <AF9DH9=E GigabitEthernet 0/1 
A4 @4DLDGF<;4FBD9 REMOTE. 

#B>4 E9FP HGA>J<BA<DG9F ABD@4?PAB, E CB@BMPR >B@4A8O ping 
@B:AB BCD989?<FP, CBEFGC49F ?< BF69F BF G;?4 A4;A4K9A<S < K9D9; >4>B9 
6D9@S. � E?GK49 CDB5?9@ E E9F96O@ CB8>?RK9A<9@ >B@4A84 ping 6O84TF 
EBB5M9A<9 B5 BL<5>9. 

c. #9D98 F9@, >4> C9D9=F< > E?98GRM9@G L47G, EAB64 CB8>?RK<F9 
Ethernet->459?P <?< 4>F<6<DG=F9 <AF9DH9=E GigabitEthernet A4 
@4DLDGF<;4FBD9 REMOTE (E CB@BMPR >B@4A8O no shutdown). '9D9; 30 
E9>GA8 QIB-;4CDBE E CB@BMPR >B@4A8O ping EAB64 8B?:9A 5OFP GEC9LAO@. 

 
d. 'FB5O BEF4AB6<FP >B@4A8G ping, A4:@<F9 >?46<L< Ctrl+C. 
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(47 3: #DB69DPF9 E9F96B9 CB8>?RK9A<9 <; E9F< LOCAL, <ECB?P;GS 
GEFDB=EF64 Cisco. 

�B@4A8G ping @B:AB <ECB?P;B64FP < A4 GEFDB=EF64I Cisco. � QFB@ 
L479 D4EE@4FD<649FES 6OCB?A9A<9 

>B@4A8O ping A4 @4DLDGF<;4FBD9 LOCAL < >B@@GF4FBD9 S1. 
a. % @4DLDGF<;4FBD4 LOCAL BFCD46PF9 QIB-;4CDBE E CB@BMPR 

>B@4A8O ping A4 >B@CPRF9D #�-� 6 E9F< REMOTE, <ECB?P;GS IP-48D9E 
192.168.3.3. 

 
�BE>?<J4F9?PAO= ;A4> (!) CB>4;O649F, KFB QIB-;4CDBE E CB@BMPR 

>B@4A8O ping E @4DLDGF<;4FBD4 LOCAL A4 #�-� CDBLT? GEC9LAB. %<7A4? 
CDBIB8<F FG84 < B5D4FAB 6 ED98A9@ ;4 64 @E 59; CBF9DP C4>9FB6, B KT@ 
E6<89F9?PEF6G9F 6OCB?A9A<9 6E9I ;4CDBEB6. 

b. #BE>B?P>G A4 @4DLDGF<;4FBD9 LOCAL A4EFDB9A4 F45?<J4 
?B>4?PAOI G;?B6, QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 #�-� 6 E9F< 
REMOTE @B:AB BFCD46<FP, <ECB?P;GS <@S G;?4 8?S @4DLDGF<;4FBD4 
LOCAL. 

 
c.�?S >B@4A8O ping 8BEFGCAO 8BCB?A<F9?PAO9 C4D4@9FDO. � 

>B@4A8AB= EFDB>9 6698<F9 >B@4A8G ping < A4:@<F9 >?46<LG ��"�. 
�698<F9 192.168.3.3 <?< PC-C (#�-�) 6 CB?9 Target IP address (&9?96B= IP-
48D9E). !4:@<F9 >?46<LG ��"�, KFB5O CD<ASFP ;A4K9A<9 CB G@B?K4A<R 
8?S 8DG7<I C4D4@9FDB6. 

Success 
rate is 100 percent (5/5), round-trip min/avg/max = 60/63/64 ms 

d. �E?< 6 E9F< 6B;A<>4RF CDB5?9@O, @B:AB BFCD46<FP D4EL<D9AAO= 
QIB-;4CDBE E CB@BMPR >B@4A8O ping. "FCD46PF9 >B@4A8G ping A4 48D9E 
192.168.3.3 E K<E?B@ CB6FBDB6 500. �4F9@ BFEB98<A<F9 >459?P @9:8G 
@4DLDGF<;4FBDB@ REMOTE < >B@@GF4FBDB@ S3 <?< BF>?RK<F9 <AF9DH9=E 
GigabitEthernet 0/1 A4 @4DLDGF<;4FBD9 REMOTE. 
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�B784 6@9EFB 6BE>?<J4F9?PAOI ;A4>B6 (!) CBS6SFES 5G>64 U < FBK>< (.), 
EAB64 CB8>?RK<F9 Ethernet- >459?P <?< 4>F<6<DG=F9 <AF9DH9=E 
GigabitEthernet A4 @4DLDGF<;4FBD9 REMOTE. '9D9; 30 E9>GA8 QIB-;4CDBE E 
CB@BMPR >B@4A8O ping EAB64 8B?:9A 5OFP GEC9LAO@. !4:@<F9 >?46<L< 
Ctrl+Shift+6, KFB5O BEF4AB6<FP >B@4A8G ping. 

 
�G>64 U 6 D9;G?PF4F4I 6OCB?A9A<S >B@4A8O B;A4K49F, KFB G;9? 

A4;A4K9A<S A9 @B:9F 5OFP 8BEF<7AGF.  4DLDGF<;4FBD LOCAL CB?GK<? 
CDBFB>B?PAO= 5?B> 84AAOI (PDU) E BL<5>B=. �4:84S FBK>4 (.) 6 
CB?GK9AAOI D9;G?PF4F4I B;A4K49F, KFB 6 CDBJ9EE9 B:<84A<S BF69F4 BF #�-
� 6D9@S QIB- ;4CDBE4 E CB@BMPR >B@4A8O ping <EF9>?B. � QFB@ CD<@9D9 ;4 
6D9@S @B89?<DB64A<S E5B96 6 E9F< 5O?< CBF9DSAO 5 % C4>9FB6. 

#D<@9K4A<9. &4><9 :9 D9;G?PF4FO CB;6B?<F CB?GK<FP E?98GRM4S 
>B@4A84: 

 

 
e. �DB@9 FB7B, 8?S CDB69D>< E9F96B7B CB8>?RK9A<S @B:AB 

<ECB?P;B64FP >B@@GF4FBD. � QFB@ CD<@9D9 >B@@GF4FBD S1 BFCD46?S9F QIB-
;4CDBE E CB@BMPR >B@4A8O ping A4 >B@@GF4FBD S3 6 E9F< REMOTE. 

�B@4A84 ping KD9;6OK4=AB CB?9;A4 CD< CB<E>9 < GEFD4A9A<< 
A9CB?48B> E9F96B7B CB8>?RK9A<S. "8A4>B, 9E?< ;4CDBE A9 CDBIB8<F, G;A4FP 
@9EFB 6B;A<>AB69A<S CDB5?9@O E CB@BMPR QFB= >B@4A8O A9?P;S. 
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"FB5D4;<FP <AHBD@4J<R B @4DLDGF9 < ;489D:>4I 6 E9F< CB;6B?S9F 
>B@4A84 tracert (<?< traceroute). 

 
'4EFP 3: &9EF<DB64A<9 BEAB6AB= E9F< E CB@BMPR >B@4A8 tracert < 

traceroute 
�B@4A8O 8?S BFE?9:<64A<S @4DLDGFB6 8BEFGCAO A4 >B@CPRF9D4I < 

E9F96OI GEFDB=EF64I. !4 >B@CPRF9D9 CB8 GCD46?9A<9@ "% Windows 
>B@4A84 tracert BFE?9:<649F CGFP > G;?G A4;A4K9A<S, <ECB?P;GS EBB5M9A<S 
ICMP. �B@4A84 traceroute BFE?9:<649F @4DLDGFO > G;?4@ A4;A4K9A<S A4 
GEFDB=EF64I Cisco < >B@CPRF9D4I CB8 GCD46?9A<9@ Unix-CB8B5AOI 
BC9D4J<BAAOI E<EF9@, <ECB?P;GS 84F47D4@@O UDP. 

� K4EF< 3 6O <;GK<F9 >B@4A8O traceroute < BCD989?<F9 CGFP, >BFBDO= 
CDBIB8<F C4>9F 8B G;?4 A4;A4K9A<S. !4 >B@CPRF9D4I CB8 GCD46?9A<9@ 
Windows 6O 5G89F9 <ECB?P;B64FP >B@4A8G tracert, 4 A4 GEFDB=EF64I Cisco 4 
>B@4A8G traceroute. �O F4>:9 D4EE@BFD<F9 C4D4@9FDO, 8BEFGCAO9 8?S 
FBKAB= A4EFDB=>< D9;G?PF4FB6 traceroute. 

(47 1: "FCD46PF9 >B@4A8G tracert E >B@CPRF9D4 #�-A A4 >B@CPRF9D 
#�-�. 

 
%B7?4EAB D9;G?PF4F4@ 6OCB?A9A<S >B@4A8O tracert, BF #�-A 8B #�-� 

84AAO9 CDBL?< E?98GRM<= CGFP: #�-A 4 @4DLDGF<;4FBD LOCAL 4 
@4DLDGF<;4FBD ISP 4 @4DLDGF<;4FBD REMOTE 4 #�-�.  4DLDGF > G;?G  

a. � >B@4A8AB= EFDB>9 6698<F9 tracert 192.168.3.3. 
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b. �ECB?P;G=F9 C4D4@9FD -d. "5D4F<F9 6A<@4A<9 A4 FB, KFB IP-48D9E 
192.168.3.3 A9 BCD989?S9FES >4> #�-�. 

A4;A4K9A<S #�-� CDBLT? K9D9; FD< @4DLDGF<;4FBD4. 
 
(47 2: �;GK<F9 8BCB?A<F9?PAO9 C4D4@9FDO >B@4A8O tracert. 
a. � >B@4A8AB= EFDB>9 6698<F9 >B@4A8G tracert < A4:@<F9 >?46<LG 

��"�. 

 
(47 3: "FCD46PF9 >B@4A8G traceroute E @4DLDGF<;4FBD4 LOCAL A4 

#�-�. 
a. � >B@4A8AB= EFDB>9 @4DLDGF<;4FBD4 LOCAL 6698<F9 traceroute 

192.168.3.3 <?< traceroute PC-C. �@9A4 G;?B6 5G8GF BCD989?9AO, CBE>B?P>G 
A4 @4DLDGF<;4FBD9 LOCAL A4EFDB9A4 F45?<J4 ?B>4?PAOI IP-G;?B6. 

 
(47 4: "FCD46PF9 >B@4A8G traceroute E >B@@GF4FBD4 S1 A4 #�-�. 
b. !4 >B@@GF4FBD9 S1 6698<F9 traceroute 192.168.3.3. � D9;G?PF4F4I 

6OCB?A9A<S CDB7D4@@O 
traceroute <@9A4 G;?B6 A9 BFB5D4:4RFES, CBE>B?P>G A4 QFB@ 

>B@@GF4FBD9 F45?<J4 ?B>4?PAOI IP- G;?B6 A9 A4EFDB9A4. 
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�B@4A84 traceroute <@99F 8BCB?A<F9?PAO9 C4D4@9FDO. 'FB5O <I 

CBE@BFD9FP, CBE?9 66B84 >B@4A8O traceroute 6 >B@4A8AB= EFDB>9 6698<F9 
;A4> 6BCDBE4 ? <?< CDBEFB A4:@<F9 >?46<LG ��"�. 

�BCB?A<F9?PAGR <AHBD@4J<R B >B@4A84I ping < traceroute 8?S 
GEFDB=EF6 Cisco @B:AB A4=F< A4 EFD4A<J9 

http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products tech 
note09186a00800a6057.shtml 

'4EFP 5: #B<E> < GEFD4A9A<9 A9<ECD46ABEF9= 6 FBCB?B7<< 
(47 1: '84?<F9 A9<ECD46ABEF< 6 FBCB?B7<< A4 @4DLDGF<;4FBD9 

REMOTE. (47 2: #9D9;47DG;<F9 @4DLDGF<;4FBD REMOTE. 
(47 3: %>BC<DG=F9 < 6EF46PF9 6 @4DLDGF<;4FBD REMOTE G>4;4AAGR 

A<:9 >BAH<7GD4J<R. 

 
(47 4: �; E9F< LOCAL BFCD46PF9 >B@4A8O ping < tracert <?< 

traceroute, KFB5O A4=F< < GEFD4A<FP CDB5?9@O 6 E9F< REMOTE. 
a. !4 >B@CPRF9D9 #�-A 6698<F9 >B@4A8O ping < tracert. 
�B@4A8G tracert @B:AB <ECB?P;B64FP 8?S CDB69D>< E>6B;AB7B E9F96B7B 

CB8>?RK9A<S. � 84AAB@ E?GK49 D9;G?PF4FO 6OCB?A9A<S >B@4A8O tracert 
CB>4;O64RF, KFB >B@CPRF9D #�-A 8BEF<749F L?R;4 CB G@B?K4A<R E 
48D9EB@ 192.168.1.1, AB A9 @B:9F CB8>?RK<FPES > #�-�. 
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"8<A <; ECBEB5B6 B5A4DG:9A<S CDB5?9@O 6 E9F< 4 QFB QIB-;4CDBE E 

CB@BMPR >B@4A8O ping A4 >4:8O= 6EFD9K4RM<=ES 6 E9F< C9D9IB8 A4 CGF< 
> #�-�. %A4K4?4 6OSEA<F9, @B:9F ?< >B@CPRF9D #�-A CB8>?RK<FPES > 
<AF9DH9=EG Serial 0/0/1 @4DLDGF<;4FBD4 ISP E IP-48D9EB@ 10.2.2.2. 

 

 
1IB-;4CDBE E CB@BMPR >B@4A8O ping > @4DLDGF<;4FBDG ISP CDBLT? 

GEC9LAB. %?98GRM<= C9D9IB8 6 E9F< 4 @4DLDGF<;4FBD REMOTE. 
"FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 <AF9DH9=E Serial 0/0/1 
@4DLDGF<;4FBD4 REMOTE E IP-48D9EB@ 10.2.2.1. 

 
�B@CPRF9D #�-A 8BEF<749F @4DLDGF<;4FBD4 REMOTE. %G8S CB 

GEC9LAB@G CDBIB:89A<R QIB- ;4CDBE4 E CB@BMPR >B@4A8O ping E 
>B@CPRF9D4 #�-A A4 @4DLDGF<;4FBD REMOTE, CDB5?9@4 E CB8>?RK9A<9@ 
E6S;4A4 E E9FPR 192.168.3.0/24. "FCD46PF9 QIB-;4CDBE E CB@BMPR >B@4A8O 
ping A4 L?R; #�-� CB G@B?K4A<R, 6 >4K9EF69 >BFBDB7B 6OEFGC49F 
<AF9DH9=E GigabitEthernet 0/1 @4DLDGF<;4FBD4 REMOTE. 
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�4> 6<8AB <; D9;G?PF4FB6 6OCB?A9A<S >B@4A8O ping, >B@CPRF9D #�-A 

A9 @B:9F CB8>?RK<FPES > <AF9DH9=EG GigabitEthernet 0/1 @4DLDGF<;4FBD4 
REMOTE. 

'FB5O CDB69D<FP E9F96B9 CB8>?RK9A<9, E >B@CPRF9D4 #�-A @B:AB 
F4>:9 BFCD46<FP QIB-;4CDBE E CB@BMPR >B@4A8O ping A4 >B@@GF4FBD S3 4 
8?S QFB7B 6 >B@4A8AB= EFDB>9 6698<F9 ping 192.168.3.11. #BE>B?P>G #�-A 
A9 @B:9F CB8>?RK<FPES > <AF9DH9=EG GigabitEthernet 0/1 @4DLDGF<;4FBD4 
REMOTE, QIB-;4CDBE E CB@BMPR >B@4A8O ping E #�-A A4 >B@@GF4FBD S3, 
E>BD99 6E97B, A9 CDB=8TF, KFB < CB>4;O64RF CD<698TAAO9 A<:9 D9;G?PF4FO.  

 

 
$9;G?PF4FO 6OCB?A9A<S >B@4A8 tracer! < ping 7B6BDSF B FB@, KFB 

>B@CPRF9D #�-A CB8>?RK49FES > @4DLDGF<;4FBD4@ LOCAL, ISP < 
REMOTE, AB A9 @B:9F E6S;4FPES E #�-�, >B@@GF4FBDB@ S3 <?< L?R;B@ 
#�-� CB G@B?K4A<R. 

b. #DB69DPF9 F9>GM<9 C4D4@9FDO >BAH<7GD4J<< @4DLDGF<;4FBD4 
REMOTE E CB@BMPR >B@4A8 show.  

 

 

Interface IP-Address OK? Method Status  Protocol 
Embedded-Service-
Engine0/0 

unassigned YES unset administratively dow
n 

down 

GigabitEthernet0/0 unassigned YES unset administratively dow
n 

down 

GigabitEthernet0/1 192.168.8.1 YES manual up  up 
Serial0/0/0 unassigned YES unset administratively dow

n 
down 

Serial0/0/1 10.2.2.1 YES manual up  up 
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$9;G?PF4FO 6OCB?A9A<S >B@4A8 show run < show ip interface brief 

CB>4;O64RF, KFB <AF9DH9=E GigabitEthernet 0/1 HGA>J<BA<DG9F ABD@4?PAB 
(up/up), AB IP-48D9E 6 AT@ G>4;4A A9CD46<?PAB. 

c. '>4:<F9 CD46<?PAO= IP-48D9E 8?S <AF9DH9=E4 GigabitEthernet 
0/1. 

 
d. '598<F9EP 6 FB@, KFB >B@CPRF9D #�-A @B:9F BFCD46?SFP 

>B@4A8O ping < tracert A4 #�-�. 
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#D<@9K4A<9. �?S QFB7B F4>:9 @B:AB BFCD46<FP >B@4A8O ping < 

traceroute <; <AF9DH9=E4 >B@4A8AB= EFDB>< A4 @4DLDGF<;4FBD LOCAL < 
>B@@GF4FBD S1, CD9864D<F9?PAB G598<6L<EP 6 BFEGFEF6<< CDB5?9@ 
CB8>?RK9A<S 6 E9F< 192.168.1.0/24. 

�BCDBEO A4 ;4>D9C?9A<9 
1. 'FB, >DB@9 CDB5?9@ E9F96B7B CB8>?RK9A<S, @B:9F CB@9L4FP 

BF69F4@ >B@4A8 ping <?< traceroute 69DAGFPES A4 <EIB8AB9 GEFDB=EF6B? 
2. �4>B9 EBB5M9A<9 6O84EF >B@4A84 ping, 9E?< BFCD46<FP QIB-;4CDBE E 

CB@BMPR >B@4A8O ping A4 A9EGM9EF6GRM<= 48D9E 6 G84?TAAB= E9F<, 
A4CD<@9D 192.168.3.4? 'FB QFB B;A4K49F? �E?< 6O BFCD46<F9 QIB-;4CDBE E 
CB@BMPR >B@4A8O ping A4 89=EF6<F9?PAO= G;9? < CB?GK<F9 F4>B= BF69F, 
KFB AG:AB 5G89F CDB69D<FP? 

3. �4>B9 EBB5M9A<9 6O84EF >B@4A84 ping, 9E?< E >B@CPRF9D4 CB8 
GCD46?9A<9@ "% Windows BFCD46<FP QIB-;4CDBE E CB@BMPR >B@4A8O ping 
A4 48D9E, >BFBDO= A9 EGM9EF6G9F A< 6 B8AB= <; E9F9= 64L9= FBCB?B7<<, 
A4CD<@9D 192.168.5.3? 'FB B;A4K49F 84AAB9 EBB5M9A<9?%6B8A4S F45?<J4 
<AF9DH9=E4 @4DLDGF<;4FBD4 

 
  

"5M<9 E6989A<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet #1 

�AF9DH9=E 
Ethernet #2 

#BE?98B64F9?PAO= 
<AF9DH9=E #1 

#BE?98B64F9?PAO= 
<AF9DH9=E #2 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO 8?S 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. !9 EGM9EF6G9F 
QHH9>F<6AB7B ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< A4EFDB9> 8?S >4:8B7B >?4EE4 
@4DLDGF<;4FBDB6. 1F4 F45?<J4 6>?RK49F 6 E95S <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 
CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG <AF9DH9=EB6 A9 6>?RK9AO <AO9 F<CO 
<AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >4>B@-?<5B BCD989?TAAB@ @4DLDGF<;4FBD9. � 
>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 
EB>D4M9A<9, >BFBDB9 @B:9F <ECB?P;B64FPES 6 >B@4A84I IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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�D4>F<K9E>4O  D45BF4 7. �4EFDB=>4 @4DLDGF<;4J<< 
@9:8G VLAN 8?O >4:8B7B <AF9DH9=E4 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
'4EFP 2. !4EFDB=>4 >B@@GF4FBDB6 E E9FS@< VLAN < FD4A>B6B= E6S;< 
'4EFP 3. #DB69D>4 FD4A>B6B= E6S;<, E9F9= VLAN, @4DLDGF<;4J<< < 

CB8>?RK9A<S 
 
�EIB8AO9 84AAO9/%J9A4D<= 
"8A4>B, CD9:89 K9@ C9D9IB8<FP > @4DLDGF<;4J<< @9:8G VLAN 

@9FB8B@ router-on-a-stick (ROS) <?< A4EFDB=>9 >B@@GF4J<< 3-7B GDB6AS, 
D9>B@9A8G9FES CB?GK<FP CD98EF46?9A<9 < A46O>< A4EFDB=>< 
A9CBED98EF69AAB QFB7B F<C4 @4DLDGF<;4J<<. �DB@9 FB7B, 6O @B:9F9 
EFB?>AGFPES E <AF9DH9=EAB= @4DLDGF<;4J<9= @9:8G VLAN 6 

 

     (?R; CB 
G@B?K4A<R 

 
'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F<   

R1 G0/0 192.168.20.1 255.255.255.0 N/A 

 G0/1 192.168.10.1 255.255.255.0 N/A 

S1 VLAN 10 192.168.10.11 255.255.255.0 192.168.10.1 

S2 VLAN 10 192.168.10.12 255.255.255.0 192.168.10.1 

PC-A NIC 192.168.10.3 255.255.255.0 192.168.10.1 

PC-B NIC 192.168.20.3 255.255.255.0 192 .168 .20 .1 
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BD74A<;4J<SI E BK9AP @4?9AP><@< E9FS@<. #DBEFBF4 6 <ECB?P;B64A<< 4 
QFB B8AB <; CD9<@GM9EF6 @4DLDGF<;4J<< @9:8G VLAN E <ECB?P;B64A<9@ 
GEF4D96L97B @9FB84. 

� D4@>4I A4EFBSM9= ?45BD4FBDAB= D45BFO 64@ CD98EFB<F A4EFDB<FP 
B8<A @4DLDGF<;4FBD E 86G@S E9FS@<, CB8>?RKTAAO@< K9D9; <AF9DH9=EO 
@4DLDGF<;4FBD4 Gigabit Ethernet. !4 >B@@GF4FBD4I 5G8GF A4EFDB9AO 869 
BF89?PAO9 E9F< VLAN, < 64@ 5G89F A9B5IB8<@B A4EFDB<FP @4DLDGF<;4J<R 
@9:8G QF<@< VLAN. 

#D<@9K4A<9. � QFB= ?45BD4FBDAB= D45BF9 EB89D:<FES @<A<@4?PAO= 
A45BD H4>F<K9E><I >B@4A8, A9B5IB8<@OI 8?S A4EFDB=>< @4DLDGF<;4FBD4 < 
>B@@GF4FBD4. !9B5IB8<@O9 >B@4A8O 8?S >BAH<7GD4J<< E9F< VLAN 
CD98EF46?9AO 6 CD<?B:9A<< � 6 >BAJ9 QFB= ?45BD4FBDAB= D45BFO. 
#DB69DPF9 E6B< ;A4A<S 4 A4EFDB=F9 GEFDB=EF64, A9 B5D4M4SEP > 
<AHBD@4J<<, CD<698TAAB= 6 CD<?B:9A<<. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES @4DLDGF<;4FBDO E 
<AF97D<DB64AAO@< E?G:54@< E9D<< Cisco 1941 CB8 GCD46?9A<9@ "% Cisco 
IOS 15.2(4) M3 (B5D4; universalk9). � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES 
>B@@GF4FBDO E9D<< Cisco Catalyst 2960s CB8 GCD46?9A<9@ "% Cisco IOS 
15.0(2) (B5D4; lanbasek9). �BCGE>49FES <ECB?P;B64A<9 >B@@GF4FBDB6 < 
@4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 GCD46?9A<9@ 8DG7<I 69DE<= "% 
Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 
8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 @B7GF BF?<K4FPES BF 84AAOI, 
CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI D45BF. &BKAO9 
<89AF<H<>4FBDO <AF9DH9=E4 G>4;4AO 6 F45?<J9 E6B8AB= <AHBD@4J<< B5 
<AF9DH9=E4I @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 
@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO, < BA< A9 <@9RF ;47DG;BKAB= 
>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > CD9CB8464F9?R. 

!9B5IB8<@O9 D9EGDEO 
" 1 @4DLDGF<;4FBD (Cisco 1941 E GA<69DE4?PAO@ B5D4;B@ M3 CB8 

GCD46?9A<9@ "% Cisco IOS 15.2(4) <?< 4A4?B7<KA4S @B89?P); 
" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

B5D4; lanbasek9 <?< 4A4?B7<KA4S @B89?P); 
" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 
" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO; 
" >459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 
 
'4EFP 1: #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
� C9D6B= K4EF< ?45BD4FBDAB= D45BFO 6O A4EFDB<F9 FBCB?B7<R E9F< < 

CD< A9B5IB8<@BEF< G84?<F9 6E9 >BAH<7GD4J<<. 
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(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 
(47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBDB6. 
(47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO 8?S @4DLDGF<;4FBD4 R1. 
a. "F>?RK<F9 CB<E> DNS. 
b. !4;A4KPF9 <@S GEFDB=EF64. 
c. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 

CD<6<?97<DB64AAB7B D9:<@4 EXEC. 
d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < 6<DFG4?PAB7B 

F9D@<A4?4 VTY < 4>F<6<DG=F9 6IB8. 
e. !4EFDB=F9 48D9E4J<R A4 <AF9DH9=E4I G0/0 < G0/1 < 6>?RK<F9 

B54 <AF9DH9=E4. 
(47 4: !4EFDB=F9 54;B6O9 C4D4@9FDO A4 >B@@GF4FBD4I S1 < S2. 
a. "F>?RK<F9 CB<E> DNS. 
b. !4;A4KPF9 <@S GEFDB=EF64. 
c. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 

CD<6<?97<DB64AAB7B D9:<@4 EXEC. 
d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < 6<DFG4?PAB7B 

F9D@<A4?4 VTY < 4>F<6<DG=F9 6IB8. 
(47 5: !4EFDB=F9 54;B6O9 C4D4@9FDO A4 >B@CPRF9D4I PC-A < PC-B. 
!4 >B@CPRF9D4I PC-A < PC-B A4EFDB=F9 IP-48D9E4 < 48D9E L?R;4 CB 

G@B?K4A<R 6 EBBF69FEF6<< E F45?<J9= 48D9E4J<<. 
 
'4EFP 2: !4EFDB=F9 >B@@GF4FBDO 8?S D45BFO E E9FS@< VLAN < 

EB;84A<S FD4A>B6OI >4A4?B6 
�B 6FBDB= K4EF< ?45BD4FBDAB= D45BFO 6O 5G89F9 A4EFD4<64FP 

>B@@GF4FBDO 8?S E9F9= VLAN < FD4A>B6OI >4A4?B6. 
(47 1: !4EFDB=F9 E9F< VLAN A4 >B@@GF4FBD9 S1. 
a. %B;84=F9 E9FP VLAN 10 A4 >B@@GF4FBD9 S1. !4;A4KPF9 Student 

6 >4K9EF69 <@9A< E9F< VLAN. 
b. %B;84=F9 6<DFG4?PAGR ?B>4?PAGR E9FP VLAN 20. !4;A4KPF9 

Faculty-Admin 6 >4K9EF69 <@9A< 8?S QFB= E9F< VLAN. 
c. !4EFDB=F9 F0/1 6 >4K9EF69 FD4A>B6B7B CBDF4. 
d. !4;A4KPF9 CBDFO F0/5 < F0/6 E9F< VLAN 10 < A4EFDB=F9 B54 CBDF4 6 

>4K9EF69 CBDFB6 8BEFGC4. 
e. !4;A4KPF9 IP-48D9E E9F< VLAN 10 < 4>F<6<DG=F9 97B. 

%69DPF9EP E F45?<J9= 48D9E4J<<. 
f. !4EFDB=F9 L?R; CB G@B?K4A<R 6 EBBF69FEF6<< E F45?<J9= 

48D9E4J<<. 
(47 2: !4EFDB=F9 E9F< VLAN A4 >B@@GF4FBD9 S2. 
a. %B;84=F9 E9FP VLAN 10 A4 >B@@GF4FBD9 S2. !4;A4KPF9 Student 

6 >4K9EF69 <@9A< E9F< VLAN. 
b. %B;84=F9 6<DFG4?PAGR ?B>4?PAGR E9FP VLAN 20. !4;A4KPF9 

Faculty-Admin 6 >4K9EF69 <@9A< 8?S QFB= E9F< VLAN. 
c. !4EFDB=F9 F0/1 6 >4K9EF69 FD4A>B6B7B CBDF4. 
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d. !4;A4KPF9 CBDFO F0/11 < F0/18 E9F< VLAN 20 < A4EFDB=F9 B54 CBDF4 
6 >4K9EF69 CBDFB6 8BEFGC4. 

e. !4;A4KPF9 IP-48D9E E9F< VLAN 10 < 4>F<6<DG=F9 97B. 
%69DPF9EP E F45?<J9= 48D9E4J<<. 

f. !4EFDB=F9 L?R; CB G@B?K4A<R 6 EBBF69FEF6<< E F45?<J9= 
48D9E4J<<. 

'4EFP 3: #DB69D>4 FD4A>B6B= E6S;<, E9F9= VLAN, @4DLDGF<;4J<< < 
CB8>?RK9A<S 

(47 1: #DB69DPF9 F45?<JG @4DLDGF<;4J<< @4DLDGF<;4FBD4 R1. 
4. !4 @4DLDGF<;4FBD9 R1 6OCB?A<F9 >B@4A8G show ip route. �4><9 

@4DLDGFO G>4;4AO 6 @4DLDGF<;4FBD9 R1? 
b. !4 >B@@GF4FBD4I S1 < S2 6OCB?A<F9 >B@4A8G show interface 

trunk. !4EFDB9A ?< CBDF F0/1 A4 B5B<I >B@@GF4FBD4I A4 FD4A>B6GR E6S;P? 
c. !4 >B@@GF4FBD4I S1 < S2 6OCB?A<F9 >B@4A8G show vlan brief. 

'598<F9EP, KFB E9F< VLAN 10 < 20 4>F<6AO < KFB EBBF69FEF6GRM<9 CBDFO 
6 >B@@GF4FBD4I A4IB8SFES 6 EBBF69FEF6GRM<I VLAN. #BK9@G CBDF F0/1 A9 
G>4;4A 6 >4>B=-?<5B <; 4>F<6AOI VLAN? 

d. "F >B@CPRF9D4 PC-A 6 E9F< VLAN 10 BFCD46PF9 QIB-;4CDBE A4 
>B@CPRF9D PC-B 6 E9F< VLAN 20. �E?< @4DLDGF<;4J<S VLAN D45BF49F 
CD46<?PAB, QIB-;4CDBEO @9:8G E9FS@< 192.168.10.0 

< 192.168.20.0 8B?:AO 5OFP GEC9LAO@<. 
#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 

CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4. 
e. #DB69DPF9 A4?<K<9 CB8>?RK9A<S @9:8G 6E9@< GEFDB=EF64@<. 

1IB-;4CDBEO 8B?:AO 5OFP GEC9LAO@< @9:8G 6E9@< GEFDB=EF64@<. �E?< 
QIB-;4CDBEO A9 G84?<EP, <ECD46PF9 A9CB?48><. 

�BCDBEO A4 ;4>D9C?9A<9 
� KT@ ;4>?RK49FES CD9<@GM9EF6B <ECB?P;B64A<S GEF4D96L97B @9FB84 

@4DLDGF<;4J<< @9:8G VLAN? 
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%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 
#D<?B:9A<9 �. �B@4A8O A4EFDB=>< 
�B@@GF4FBD S1 

 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 71 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B 
ECBEB54 C9D9K<E?9A<S 6E9I >B@5<A4J<= A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 
EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 
CBE?98B64F9?PAOI (Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 
F<CO <AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � >4K9EF69 
CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, 
>BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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�B@@GF4FBD S2 
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�D4>F<K9E>4O  D45BF4 8. �4EFDB=>4 54;B6B7B CDBFB>B?4 
OSPFv2 8?O B8AB= B5?4EF< 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
'4EFP 2. !4EFDB=>4 < CDB69D>4 @4DLDGF<;4J<< OSPF 
'4EFP 3. �;@9A9A<9 ;A4K9A<S ID @4DLDGF<;4FBD4 
'4EFP 4. !4EFDB=>4 C4EE<6AOI <AF9DH9=EB6 OSPF 
'4EFP 5. �;@9A9A<9 @9FD<> OSPF 

 

     (?R; CB 
G@B?K4A<R 

 
'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F<   

R1 G0/0 192.168.1.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 192.168.12.1 255.255.255.252 N/A 

 S0/0/1 192.168.13.1 255.255.255.252 N/A 

R2 G0/0 192.168.2.1 255.255.255.0 N/A 

 S0/0/0 192.168.12.2 255.255.255.252 N/A 

 S0/0/1 (DCE) 192.168.23.1 255.255.255.252 N/A 

R3 G0/0 192.168.3.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 192.168.13.2 255.255.255.252 N/A 

 S0/0/1 192.168.23.2 255.255.255.252 N/A 

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 

PC-B NIC 192.168.2.3 255.255.255.0 192.168.2.1 

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 
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�EIB8AO9 84AAO9/EJ9A4D<= 
�?7BD<F@ >D4FK4=L97B CGF< (OSPF) 4 CDBFB>B? @4DLDGF<;4J<< 8?S 

IP-E9F9= A4 54;9 EBEFBSA<S >4A4?4. �9DE<S OSPFv2 <ECB?P;G9FES 8?S E9F9= 
CDBFB>B?4 IPv4, 4 OSPFv3 - 8?S E9F9= IPv6. OSPF B5A4DG:<649F <;@9A9A<S 
6 FBCB?B7<<, A4CD<@9D E5B= >4A4?4, < 5OEFDB EIB8<FES 6 AB6B= 
59EC9F?96B= EFDG>FGD9 @4DLDGF<;4J<<. OSPF D4EEK<FO649F >4:8O= 
@4DLDGF E CB@BMPR 4?7BD<F@4 �9=>EFDO, F.9. 4?7BD<F@4 >D4FK4=L97B 
CGF<. 

� 84AAB= ?45BD4FBDAB= D45BF9 A9B5IB8<@B A4EFDB<FP FBCB?B7<R E9F< 
E @4DLDGF<;4J<9= OSPFv2, <;@9A<FP ;A4K9A<S ID @4DLDGF<;4FBD4, 
A4EFDB<FP C4EE<6AO9 <AF9DH9=EO, GEF4AB6<FP @9FD<>< OSPF < 
<ECB?P;B64FP A9E>B?P>B >B@4A8 <AF9DH9=E4 >B@4A8AB= EFDB>< 8?S 6O6B84 
< CDB69D>< 84AAOI @4DLDGF<;4J<< OSPF. 

#D<@9K4A<9. � ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 
@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E?G:54@< E9D<< Cisco 1941 CB8 
GCD46?9A<9@ "% Cisco IOS 15.2(4) M3 (B5D4; universalk9). �B;@B:AB 
<ECB?P;B64A<9 8DG7<I @4DLDGF<;4FBDB6 < 69DE<= Cisco IOS. � 
;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O 
< 6OIB8AO9 84AAO9 @B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 
6OCB?A9A<< ?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 
G>4;4AO 6 F45?<J9 E6B8AB= <AHBD@4J<< B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 
6 >BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 
@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO, < BA< A9 <@9RF ;47DG;BKAB= 
>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > CD9CB8464F9?R. 

!9B5IB8<@O9 D9EGDEO: 
" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 
" 3 >B@CPRF9D4 (CB8 GCD46?9A<9@ Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 
" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO; 
" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 
'4EFP 1: #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
� C9D6B= K4EF< 64@ CD98EFB<F EB;84FP FBCB?B7<R E9F< < A4EFDB<FP 

BEAB6AO9 C4D4@9FDO 8?S G;?B6 < @4DLDGF<;4FBDB6. 
(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. (47 

2: �OCB?A<F9 ;4CGE> < C9D9;47DG;>G @4DLDGF<;4FBDB6. 
(47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B @4DLDGF<;4FBD4. 
a. "F>?RK<F9 CB<E> DNS. 
b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 
c. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4 

EXEC. 
d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 
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e. !4EFDB=F9 54AA9D MOTD (EBB5M9A<9 8AS) 8?S CD98GCD9:89A<S 
CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

f. !4EFDB=F9 logging synchronous 8?S >BAEB?PAB7B >4A4?4. 
g. !4;A4KPF9 IP-48D9E4 6E9@ <AF9DH9=E4@ 6 EBBF69FEF6<< E F45?<J9= 

48D9E4J<<. 
h. 'EF4AB6<F9 ;A4K9A<9 F4>FB6B= K4EFBFO A4 6E9I 

CBE?98B64F9?PAOI <AF9DH9=E4I DCE A4 128000. 
i. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR >BAH<7GD4J<R. 
(47 4: !4EFDB=F9 G;?O #�. 
(47 5: #DB69D>4 EB98<A9A<S. 
 4DLDGF<;4FBDO 8B?:AO <@9FP 6B;@B:ABEFP BFCD46?SFP GEC9LAO9 

QIB-;4CDBEO 8DG7 8DG7G, < 6E9 #� 8B?:AO <@9FP 6B;@B:ABEFP BFCD46?SFP 
GEC9LAO9 QIB-;4CDBEO A4 E6B< L?R;O CB G@B?K4A<R. �B@CPRF9DO A9 
@B7GF BFCD46?SFP GEC9LAO9 QIB-;4CDBEO A4 8DG7<9 #�, CB>4 A9 A4EFDB9A4 
@4DLDGF<;4J<S OSPF. #D< A9G84KAB@ 6OCB?A9A<< QIB-;4CDBEB6 6OCB?A<F9 
CB<E> < GEFD4A9A<9 A9CB?48B>. 

'4EFP 2: !4EFDB=>4 < CDB69D>4 @4DLDGF<;4J<< OSPF 
�B 6FBDB= K4EF< 64@ CD98EFB<F A4EFDB<FP @4DLDGF<;4J<R OSPFv2 A4 

6E9I @4DLDGF<;4FBD4I 6 E9F<, 4 ;4F9@ G598<FPES, KFB F45?<JO 
@4DLDGF<;4J<< B5AB6?SRFES 69DAO@ B5D4;B@. #BE?9 CDB69D>< OSPF, 8?S 
CB6OL9A<S GDB6AS 59;BC4EABEF< A9B5IB8<@B A4EFDB<FP A4 >4A4?4I 
4GF9AF<H<>4J<R CDBFB>B?4 OSPF. 

(47 1: !4EFDB=F9 @4DLDGF<;4J<R OSPF A4 @4DLDGF<;4FBD9 R1. 
a. �ECB?P;G=F9 >B@4A8G router ospf 6 D9:<@9 7?B54?PAB= 

>BAH<7GD4J<<, KFB5O 4>F<6<DB64FP OSPF A4 @4DLDGF<;4FBD9 R1. 
 

#D<@9K4A<9. �89AF<H<>4FBD CDBJ9EE4 OSPF ID4A<FES ?B>4?PAB < A9 
<@99F BFABL9A<S > 8DG7<@ @4DLDGF<;4FBD4@ 6 E9F<. 

b. �ECB?P;G=F9 >B@4A8G network 8?S E9F9= @4DLDGF<;4FBD4 R1. 
�ECB?P;G=F9 <89AF<H<>4FBD B5?4EF<, D46AO= 0. 

 
(47 2: !4EFDB=F9 OSPF A4 @4DLDGF<;4FBD4I R2 < R3. 
�ECB?P;G=F9 >B@4A8G router ospf < 8B546PF9 >B@4A8G network 8?S 

E9F9= @4DLDGF<;4FBDB6 R2 < R3. �B784 @4DLDGF<;4J<S OSPF 5G89F 
A4EFDB9A4 A4 R2 < R3, A4 @4DLDGF<;4FBD9 R1 CBS6SFES EBB5M9A<S B5 
GEF4AB6?9AAOI BFABL9A<SI E@9:ABEF<. 
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(47 3: #DB69DPF9 <AHBD@4J<R B EBE98SI < @4DLDGF<;4J<< OSPF. 
a. �ECB?P;G=F9 >B@4A8G show ip ospf neighbor 8?S CDB69D>< 

EC<E>4 E@9:AOI @4DLDGF<;4FBDB6 A4 >4:8B@ @4DLDGF<;4FBD9 6 
EBBF69FEF6<< E FBCB?B7<9=. 

 
b. �OCB?A<F9 >B@4A8G show ip route, KFB5O G598<FPES, KFB 6 

F45?<J4I @4DLDGF<;4J<< 6E9I @4DLDGF<;4FBDB6 BFB5D4:4RFES 6E9 E9F<. 

 
 

 
�4>GR >B@4A8G 6O 5O CD<@9A<?<, KFB5O CDBE@BFD9FP FB?P>B 

@4DLDGFO OSPF 6 F45?<J9 @4DLDGF<;4J<<? 
(47 4: #DB69DPF9 A4EFDB=>< CDBFB>B?4 OSPF.  
�B@4A84 show ip protocols B59EC9K<649F 5OEFDGR CDB69D>G 

>D<F<K9E>< 64:AOI 84AAOI >BAH<7GD4J<< OSPF. � F4><@ 84AAO@ 
BFABESFES <89AF<H<>4FBD CDBJ9EE4 OSPF, <89AF<H<>4FBD @4DLDGF<;4FBD4, 
E9F<, B5NS6?S9@O9 @4DLDGF<;4FBDB@, EBE98A<9 GEFDB=EF64, BF >BFBDOI 
@4DLDGF<;4FBD CD<A<@49F B5AB6?9A<S, < ;A4K9A<9 48@<A<EFD4F<6AB= 
8<EF4AJ<< CB G@B?K4A<R, D46AB9 110 8?S OSPF. 
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(47 5: #DB69DPF9 84AAO9 CDBJ9EE4 OSPF. 
�ECB?P;G=F9 >B@4A8G show ip ospf, KFB5O CDBE@BFD9FP 

<89AF<H<>4FBDO CDBJ9EE4 OSPF < @4DLDGF<;4FBD4. �4AA4S >B@4A84 
BFB5D4:49F 84AAO9 B ;BA9 OSPF < CB>4;O649F 6D9@S, >B784 CBE?98A<= D4; 
6OCB?AS?ES 4?7BD<F@ CB<E>4 >D4FK4=L97B CGF< SPF.  
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(47 6: #DB69DPF9 A4EFDB=>< <AF9DH9=E4 OSPF. 
a. �OCB?A<F9 >B@4A8G show ip ospf interface brief, KFB5O BFB5D4;<FP 

E6B8>G B5 <AF9DH9=E4I, A4 >BFBDOI 4>F<6<DB64A 4?7BD<F@ OSPF. 

 

 
b. �?S FB7B KFB5O G6<89FP 5B?99 CB8DB5AO9 84AAO9 B5 <AF9DH9=E4I, 

A4 >BFBDOI 4>F<6<DB64A OSPF, 6OCB?A<F9 >B@4A8G show ip ospf interface. 

 

 

Interface PID Area IP Address/Mask Cost State Nbrs F/C 
Se0/0/1 1 0 192.168.13.1/30 64 P2P 1/1 
Se0/0/0 1 0 192.168.12.1/30 64 P2P 1/1 
Gi0/0 1 0 192.168.1.1/24 1 DR 0/0 
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(47 7: #DB69DPF9 A4?<K<9 E>6B;AB7B EB98<A9A<S. 
�E9 >B@CPRF9DO 8B?:AO GEC9LAB 6OCB?ASFP QIB-;4CDBEO >B 6E9@ 

BEF4?PAO@ >B@CPRF9D4@, G>4;4AAO@ 6 FBCB?B7<<. #D< A9G84KAB@ 
6OCB?A9A<< QIB-;4CDBEB6 6OCB?A<F9 CB<E> < GEFD4A9A<9 A9CB?48B>. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 
CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4. 

'4EFP 3: �;@9A9A<9 ;A4K9A<S ID @4DLDGF<;4FBD4 
�89AF<H<>4FBD OSPF-@4DLDGF<;4FBD4 <ECB?P;G9FES 8?S GA<>4?PAB= 

<89AF<H<>4J<< @4DLDGF<;4FBD4 6 8B@9A9 @4DLDGF<;4J<< OSPF. 
 4DLDGF<;4FBDO >B@C4A<< Cisco CB?GK4RF ID @4DLDGF<;4FBD4 B8A<@ <; 
FDTI ECBEB5B6 6 E?98GRM9@ CBDS8>9: 

1) IP-48D9E, GEF4AB6?9AAO= E CB@BMPR >B@4A8O OSPF router-id (CD< 
A4?<K<<) 

2) !4<6OEL<= IP-48D9E ?R5B7B <; loopback-48D9EB6 @4DLDGF<;4FBD4 
(CD< A4?<K<<) 

3) !4<6OEL<= 4>F<6AO= IP-48D9E ?R5B7B <; H<;<K9E><I 
<AF9DH9=EB6 @4DLDGF<;4FBD4 

#BE>B?P>G A< A4 B8AB@ <; FDTI @4DLDGF<;4FBDB6 A9 A4EFDB9AO 
<89AF<H<>4FBDO @4DLDGF<;4FBD4 <?< loopback-<AF9DH9=EO, 
<89AF<H<>4FBD >4:8B7B @4DLDGF<;4FBD4 BCD989?S9FES A4<6OEL<@ IP-
48D9EB@ ?R5B7B 4>F<6AB7B <AF9DH9=E4. 

� FD9FP9= K4EF< 64@ A9B5IB8<@B <;@9A<FP ;A4K9A<9 ID 
<89AF<H<>4FBD4 OSPF-@4DLDGF<;4FBD4 E CB@BMPR loopback-48D9EB6. 
&4>:9 64@ CD98EFB<F <ECB?P;B64FP >B@4A8G router-id 8?S <;@9A9A<S 
<89AF<H<>4FBD4 @4DLDGF<;4FBD4. 
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(47 1: �;@9A<F9 <89AF<H<>4FBDO @4DLDGF<;4FBD4, <ECB?P;GS 
loopback-48D9E4. 

 

 
b. !4;A4KPF9 IP-48D9E4 loopback 0 8?S @4DLDGF<;4FBDB6 R2 < R3. 

�ECB?P;G=F9 IP-48D9E 2.2.2.2/32 8?S R2 < 3.3.3.3/32 8?S R3. 
c. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR A4 6E9I FDTI 

@4DLDGF<;4FBD4I. 
d. �?S FB7B KFB5O <89AF<H<>4FBD @4DLDGF<;4FBD4 CB?GK<? 

;A4K9A<9 loopback-48D9E4, A9B5IB8<@B C9D9;47DG;<FP @4DLDGF<;4FBDO. 
�OCB?A<F9 >B@4A8G reload A4 6E9I FDTI @4DLDGF<;4FBD4I. !4:@<F9 
>?46<LG Enter, KFB5O CB8F69D8<FP C9D9;47DG;>G. 

e. #BE?9 C9D9;47DG;>< @4DLDGF<;4FBD4 6OCB?A<F9 >B@4A8G show 
ip protocols, KFB5O CDBE@BFD9FP AB6O= <89AF<H<>4FBD @4DLDGF<;4FBD4 

 
f. �OCB?A<F9 show ip ospf neighbor, KFB5O BFB5D4;<FP <;@9A9A<S 

<89AF<H<>4FBD4 @4DLDGF<;4FBD4 8?S EBE98A<I @4DLDGF<;4FBDB6. 

 
(47 2: �;@9A<F9 <89AF<H<>4FBD @4DLDGF<;4FBD4 R1 E CB@BMPR 

>B@4A8O router-id. 
!4<5B?99 CD98CBKF<F9?PAO@ ECBEB5B@ <;@9A9A<S ID @4DLDGF<;4FBD4 

BEGM9EF6?S9FES E CB@BMPR 
>B@4A8O router-id. 

a. !4;A4KPF9 IP-48D9E loopback 0 8?S @4DLDGF<;4FBD4 R1. 
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a. 'FB5O C9D9A4;A4K<FP <89AF<H<>4FBD @4DLDGF<;4FBD4, 6OCB?A<F9 
>B@4A8G router-id 11.11.11.11 A4 @4DLDGF<;4FBD9 R1. "5D4F<F9 6A<@4A<9 
A4 G698B@?9A<9, >BFBDB9 CBS6?S9FES CD< 6OCB?A9A<< >B@4A8O router-id. 

 

 
b. �O CB?GK<F9 G698B@?9A<9 B FB@, KFB 8?S FB7B, KFB5O 

<;@9A9A<S 6EFGC<?< 6 E<?G, 64@ A9B5IB8<@B ?<5B C9D9;47DG;<FP 
@4DLDGF<;4FBD, ?<5B <ECB?P;B64FP >B@4A8G clear ip ospf process. 
�OCB?A<F9 >B@4A8G clear ip ospf process A4 6E9I FDTI @4DLDGF<;4FBD4I. 
�698<F9 yes, KFB5O CB8F69D8<FP E5DBE, < A4:@<F9 >?46<LG Enter. 

c.�?S @4DLDGF<;4FBD4 R2 A4EFDB=F9 <89AF<H<>4FBD 22.22.22.22, 4 8?S 
@4DLDGF<;4FBD4 R3 - <89AF<H<>4FBD 33.33.33.33. �4F9@ <ECB?P;G=F9 
>B@4A8G clear ip ospf process, KFB5O E5DBE<FP CDBJ9EE @4DLDGF<;4J<< 
OSPF. 

d. �OCB?A<F9 >B@4A8G show ip protocols, KFB5O CDB69D<FP <;@9A<?ES 
?< <89AF<H<>4FBD @4DLDGF<;4FBD4 R1. 

 
e. �OCB?A<F9 >B@4A8G show ip ospf neighbor A4 @4DLDGF<;4FBD9 

R1, KFB5O G598<FPES, KFB AB6O9 <89AF<H<>4FBDO @4DLDGF<;4FBDB6 R2 < 
R3 EB89D:4FES 6 EC<E>9. 

 



85 

 

 
 

 
 
'4EFP 4: !4EFDB=>4 C4EE<6AOI <AF9DH9=EB6 OSPF 
�B@4A84 passive-interface ;4CD9M49F BFCD46>G B5AB6?9A<= 

@4DLDGF<;4J<< <; BCD989?TAAB7B <AF9DH9=E4 @4DLDGF<;4FBD4. � 
5B?PL<AEF69 E?GK496 >B@4A84 <ECB?P;G9FES 8?S G@9APL9A<S FD4H<>4 6 
E9FSI LAN, CBE>B?P>G <@ A9 AG:AB CB?GK4FP EBB5M9A<S CDBFB>B?4 
8<A4@<K9E>B= @4DLDGF<;4J<<. � K9F6TDFB= K4EF< 64@ CD98EFB<F 
<ECB?P;B64FP >B@4A8G passive-interface 8?S A4EFDB=>< <AF9DH9=E4 6 
>4K9EF69 C4EE<6AB7B. &4>:9 6O A4EFDB<F9 OSPF F4><@ B5D4;B@, KFB5O 6E9 
<AF9DH9=EO @4DLDGF<;4FBD4 5O?< C4EE<6AO@< CB G@B?K4A<R, 4 ;4F9@ 
6>?RK<F9 B5NS6?9A<S CDBFB>B?4 @4DLDGF<;4J<< OSPF A4 6O5D4AAOI 
<AF9DH9=E4I. 

(47 1: !4EFDB=F9 C4EE<6AO= <AF9DH9=E. 
a. �OCB?A<F9 >B@4A8G show ip ospf interface g0/0 A4 

@4DLDGF<;4FBD9 R1. "5D4F<F9 6A<@4A<9 A4 F4=@9D, G>4;O64RM<= 6D9@S 
CB?GK9A<S BK9D98AB7B C4>9F4 CD<69FEF6<S. #4>9FO CD<69FEF6<S 
BFCD46?SRFES >4:8O9 10 E9>GA8 < <ECB?P;GRFES @4DLDGF<;4FBD4@< OSPF 
8?S CDB69D>< D45BFBECBEB5ABEF< EBE98A<I GEFDB=EF6. 

 
b. �OCB?A<F9 >B@4A8G passive-interface, KFB5O <AF9DH9=E G0/0 

@4DLDGF<;4FBD4 R1 EF4? C4EE<6AO@. 
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c. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip ospf interface g0/0, KFB5O 

G598<FPES, KFB <AF9DH9=E G0/0 EF4? C4EE<6AO@. 

 
 
d. �OCB?A<F9 >B@4A8G show ip route A4 @4DLDGF<;4FBD4I R2 < R3, 

KFB5O G598<FPES, KFB @4DLDGF > E9F< 192.168.1.0/24 CB-CD9:A9@G 
8BEFGC9A. 
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(47 2: !4EFDB=F9 @4DLDGF<;4FBD F4>, KFB5O 6E9 97B <AF9DH9=EO 5O?< 
C4EE<6AO@< CB G@B?K4A<R. 

 
c. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip ospf neighbor A4 R1. 

#BE?9 <EF9K9A<S F4=@9D4 CDBEFBS @4DLDGF<;4FBD R2 5B?PL9 A9 5G89F 
G>4;4A, >4> EBE98 OSPF. 

 
d. �OCB?A<F9 >B@4A8G show ip ospf interface S0/0/0 A4 

@4DLDGF<;4FBD9 R2, KFB5O CDBE@BFD9FP EBEFBSA<9 OSPF <AF9DH9=E4 
S0/0/0. 

 
e. � E?GK49 9E?< 6E9 <AF9DH9=EO @4DLDGF<;4FBD4 R2 S6?SRFES 

C4EE<6AO@<, @4DLDGF<;<DGRM4S <AHBD@4J<S B5NS6?SFPES A9 5G89F. � 
QFB@ E?GK49 @4DLDGF<;4FBDO R1 < R3 5B?PL9 A9 8B?:AO <@9FP @4DLDGF > 

a. �OCB?A<F9 >B@4A8G show ip ospf neighbor A4 @4DLDGF<;4FBD9 R1, 
KFB5O G598<FPES, KFB R2 G>4;4A 6 >4K9EF69 EBE984 OSPF. 

 
b. �OCB?A<F9 >B@4A8G passive-interface default A4 R2, KFB5O CB 

G@B?K4A<R A4EFDB<FP 6E9 <AF9DH9=EO OSPF 6 >4K9EF69 C4EE<6AOI. 
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E9F< 192.168.2.0/24. 1FB @B:AB CDB69D<FP E CB@BMPR >B@4A8O show ip 
route. 

f. !4 @4DLDGF<;4FBD9 R2 6OCB?A<F9 >B@4A8G no passive-interface, 
KFB5O @4DLDGF<;4FBD BFCD46?S? < CB?GK4? B5AB6?9A<S @4DLDGF<;4J<< 
OSPF. #BE?9 66B84 QFB= >B@4A8O CBS6<FES G698B@?9A<9 

B FB@, KFB A4 @4DLDGF<;4FBD9 R1 5O?< GEF4AB6?9AO BFABL9A<S 
E@9:ABEF<. 

 
g. #B6FBDAB 6OCB?A<F9 >B@4A8O show ip route < show ipv6 ospf 

neighbor A4 @4DLDGF<;4FBD4I R1 < R3 < A4=8<F9 @4DLDGF > E9F< 
192.168.2.0/24. 

�4>B= <AF9DH9=E <ECB?P;G9F R3 8?S CDB>?48>< @4DLDGF4 > E9F< 
192.168.2.0/24? '9@G D46A4 EG@@4DA4S EFB<@BEFP 8?S E9F< 192.168.2.0/24 
A4 R3? "FB5D4:49FES ?< @4DLDGF<;4FBD R2 >4> EBE98 OSPF A4 
@4DLDGF<;4FBD9 R1? "FB5D4:49FES ?< @4DLDGF<;4FBD R2 >4> EBE98 OSPF 
A4 @4DLDGF<;4FBD9 R3? 'FB 84TF 64@ QF4 <AHBD@4J<S? 

h. !4EFDB=F9 <AF9DH9=E S0/0/1 @4DLDGF<;4FBD4 R2 F4><@ B5D4;B@, 
KFB5O BA @B7 B5NS6?SFP @4DLDGFO OSPF. !<:9 ;4C<L<F9 <ECB?P;G9@O9 
>B@4A8O. 

i. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip route A4 @4DLDGF<;4FBD9 R3. 
�4>B= <AF9DH9=E <ECB?P;G9F R3 8?S CDB>?48>< @4DLDGF4 > E9F< 

192.168.2.0/24? 
'9@G D46A4 EG@@4DA4S EFB<@BEFP 8?S E9F< 192.168.2.0/24 A4 R3? �4> 

BA4 5O?4 D4EEK<F4A4? 
"FB5D4:49FES ?< @4DLDGF<;4FBD R2 >4> EBE98 OSPF 8?S 

@4DLDGF<;4FBD4 R3? 
'4EFP 5: �;@9A9A<9 @9FD<> OSPF 
� K4EF< 3 A9B5IB8<@B <;@9A<FP @9FD<>< OSPF E CB@BMPR >B@4A8 

auto-cost reference-bandwidth, bandwidth < ip ospf cost. 
#D<@9K4A<9. � K4EF< 1 A4 6E9I <AF9DH9=E4I DCE AG:AB 5O?B 

GEF4AB6<FP ;A4K9A<9 F4>FB6B= K4EFBFO 128000. 
(47 1: �;@9A<F9 ;484AAGR CDBCGE>AGR ECBEB5ABEFP A4 

@4DLDGF<;4FBD4I. 
�484AA4S CDBCGE>A4S ECBEB5ABEFP CB G@B?K4A<R 8?S OSPF D46A4 100 

 5/E (E>BDBEFP Fast Ethernet). "8A4>B E>BDBEFP >4A4?B6 6 5B?PL<AEF69 
EB6D9@9AAOI GEFDB=EF6 E9F96B= <AHD4EFDG>FGDO CD96OL49F 100  5/c. 
#BE>B?P>G @9FD<>4 EFB<@BEF< OSPF 8B?:A4 5OFP J9?O@ K<E?B@, 
EFB<@BEFP 6B 6E9I >4A4?4I EB E>BDBEFPR C9D984K< 100  5/c < 6OL9 D46A4 
1. �E?98EF6<9 QFB7B <AF9DH9=EO Fast Ethernet, Gigabit Ethernet < 10G 
Ethernet <@9RF B8<A4>B6GR EFB<@BEFP. #BQFB@G, 8?S CD46<?PAB7B 



89 

 

<ECB?P;B64A<S E9F9= EB E>BDBEFPR >4A4?4 5B?99 100  5/c, ;484AAGR 
CDBCGE>AGR ECBEB5ABEFP A9B5IB8<@B GEF4AB6<FP A4 5B?PL99 ;A4K9A<9. 

a. �OCB?A<F9 >B@4A8G show interface A4 @4DLDGF<;4FBD9 R1, KFB5O 
CDBE@BFD9FP ;A4K9A<9 CDBCGE>AB= ECBEB5ABEF< CB G@B?K4A<R 8?S 
<AF9DH9=E4 G0/0. 

 

 
#D<@9K4A<9. #DBCGE>A4S ECBEB5ABEFP A4 <AF9DH9=E9 G0/0 @B:9F 

BF?<K4FPES BF ;A4K9A<S, CD<698TAAB7B 6OL9, 9E?< <AF9DH9=E G;?4 #� 
@B:9F CB889D:<64FP FB?P>B E>BDBEFP Fast Ethernet. �E?< <AF9DH9=E G;?4 
#� A9 CB889D:<64RF E>BDBEFP C9D984K< 1 �5/c, FB CDBCGE>A4S 
ECBEB5ABEFP, E>BD99 6E97B, 5G89F BFB5D4:9A4 >4> 100000 �5/E. 

b. �OCB?A<F9 >B@4A8G show ip route ospf A4 R1, KFB5O BCD989?<FP 
@4DLDGF > E9F< 192.168.3.0/24. 
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#D<@9K4A<9. %G@@4DA4S EFB<@BEFP @4DLDGF4 > E9F< 192.168.3.0/24 BF 

@4DLDGF<;4FBD4 R1 8B?:A4 5OFP D46A4 65. 
c. �OCB?A<F9 >B@4A8G show ip ospf interface A4 @4DLDGF<;4FBD9 

R3, KFB5O BCD989?<FP EFB<@BEFP @4DLDGF<;4J<< 8?S <AF9DH9=E4 G0/0. 

 

 
d. �OCB?A<F9 >B@4A8G show ip ospf interface s0/0/1 A4 

@4DLDGF<;4FBD9 R1, KFB5O CDBE@BFD9FP EFB<@BEFP @4DLDGF<;4J<< 8?S 
<AF9DH9=E4 S0/0/1. 
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�4> 6<8AB <; 6OIB8AOI 84AAOI >B@4A8O show ip route, EG@@4 @9FD<> 

EFB<@BEF< QF<I 86GI <AF9DH9=EB6 < EG@@4DA4S EFB<@BEFP @4DLDGF4 > E9F< 
192.168.3.0/24 A4 @4DLDGF<;4FBD9 R3 D4EEK<FO649FES CB HBD@G?9 1 + 64 = 
65. 

e. �OCB?A<F9 >B@4A8G auto-cost reference-bandwidth 10000 A4 
@4DLDGF<;4FBD9 R1, KFB5O <;@9A<FP C4D4@9FD ;484AAB= CDBCGE>AB= 
ECBEB5ABEF< CB G@B?K4A<R. % CB8B5AB= GEF4AB6>B= EFB<@BEFP 
<AF9DH9=EB6 10 �5/E 5G89F D46A4 1, EFB<@BEFP <AF9DH9=EB6 1 �5<F/E 5G89F 
D46A4 10, 4 EFB<@BEFP <AF9DH9=EB6 100  5/c 5G89F D46A4 100. 

 

 
f. �OCB?A<F9 >B@4A8G auto-cost reference-bandwidth 10000 A4 

@4DLDGF<;4FBD4I R2 < R3. 
g. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip ospf interface, KFB5O 

CDBE@BFD9FP AB6GR EFB<@BEFP <AF9DH9=E4 G0/0 A4 R3 < <AF9DH9=E4 S0/0/1 
A4 R1. 
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#D<@9K4A<9. �E?< GEFDB=EF6B, CB8>?RKTAAB9 > <AF9DH9=EG G0/0, A9 

CB889D:<649F E>BDBEFP Gigabit Ethernet, FB EFB<@BEFP 5G89F BF?<K4FPES BF 
BFB5D4:49@OI 6OIB8AOI 84AAOI. !4CD<@9D, 8?S E>BDBEF< Fast Ethernet 
(100  5/c) EFB<@BEFP 5G89F D46A4 100. 

Adjacent with neighbor 192.168.23.2 Suppress hello for 0 neighbor(s) 
h. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip route ospf, KFB5O 

CDBE@BFD9FP AB6GR EG@@4DAGR EFB<@BEFP 8?S @4DLDGF4 192.168.3.0/24 (10 
+ 6476 = 6486). 

#D<@9K4A<9. �E?< GEFDB=EF6B, CB8>?RKTAAB9 > <AF9DH9=EG G0/0, A9 
CB889D:<649F E>BDBEFP Gigabit Ethernet, FB EFB<@BEFP 5G89F BF?<K4FPES BF 
FB7B, KFB BFB5D4:49FES 6 6OIB8AOI 84AAOI. !4CD<@9D, 9E?< <AF9DH9=E 
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G0/0 D45BF49F A4 E>BDBEF< Fast Ethernet (100  5/E), FB EG@@4DA4S 
EFB<@BEFP 5G89F D46A4 6576. 

 
#D<@9K4A<9. �;@9A9A<9 ;484AAB= CDBCGE>AB= ECBEB5ABEF< CB 

G@B?K4A<R A4 @4DLDGF<;4FBD4I E 100 A4 10 000 <;@9AS9F EG@@4DAO9 
EFB<@BEF< 6E9I @4DLDGF<;4FBDB6 6 100 D4;, AB EFB<@BEFP >4:8B7B >4A4?4 < 
@4DLDGF4 <AF9DH9=E4 D4EEK<FO649FES FBKA99. 

i. �?S FB7B KFB5O 6BEEF4AB6<FP ;484AAGR CDBCGE>AGR ECBEB5ABEFP 8B 
;A4K9A<S CB G@B?K4A<R, A4 6E9I FDTI @4DLDGF<;4FBD4I 6OCB?A<F9 
>B@4A8G auto-cost reference-bandwidth 100. 

 
�?S K97B <@99F E@OE? <;@9ASFP ;484AAGR CDBCGE>AGR ECBEB5ABEFP 

OSPF? 
(47 2: �;@9A<F9 CDBCGE>AGR ECBEB5ABEFP 8?S <AF9DH9=E4. 
!4 5B?PL<AEF69 CBE?98B64F9?PAOI >4A4?B6 @9FD<>4 CDBCGE>AB= 

ECBEB5ABEF< <@99F ;A4K9A<9 CB G@B?K4A<R, D46AB9 1544 �5<F (T1). � 
E?GK49 9E?< D94?PA4S E>BDBEFP CBE?98B64F9?PAB7B >4A4?4 8DG74S, FB 8?S 
CD46<?PAB7B D4EKTF4 EFB<@BEF< @4DLDGF4 6 OSPF C4D4@9FD CDBCGE>AB= 
ECBEB5ABEF< AG:AB 5G89F <;@9A<FP, KFB5O BA4 5O?4 D46A4 H4>F<K9E>B= 
E>BDBEF<. �ECB?P;G=F9 >B@4A8G bandwidth, KFB5O BF>BDD9>F<DB64FP 
;A4K9A<9 CDBCGE>AB= ECBEB5ABEF< A4 <AF9DH9=E9. 

#D<@9K4A<9. %B7?4EAB D4ECDBEFD4ATAAB@G ;45?G:89A<R, >B@4A84 
bandwidth @B:9F <;@9A<FP H<;<K9E>GR CDBCGE>AGR ECBEB5ABEFP (<?< 
E>BDBEFP) >4A4?4. �B@4A84 <;@9AS9F @9FD<>G CDBCGE>AB= ECBEB5ABEF<, 
<ECB?P;G9@B= 4?7BD<F@B@ OSPF 8?S D4EKTF4 EFB<@BEF< @4DLDGF<;4J<<, 
AB A9 <;@9AS9F H4>F<K9E>GR CDBCGE>AGR ECBEB5ABEFP (E>BDBEFP) >4A4?4. 

a. �OCB?A<F9 >B@4A8G show interface s0/0/0 A4 @4DLDGF<;4FBD9 
R1, KFB5O CDBE@BFD9FP GEF4AB6?9AAB9 ;A4K9A<9 CDBCGE>AB= ECBEB5ABEF< 
A4 <AF9DH9=E9 S0/0/0. $94?PA4S E>BDBEFP C9D984K< 84AAOI A4 QFB@ 
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<AF9DH9=E9, GEF4AB6?9AA4S >B@4A8B= clock rate, EBEF46?S9F 128 �5/E, CD< 
QFB@ GEF4AB6?9AAB9 ;A4K9A<9 CDBCGE>AB= ECBEB5ABEF< CB-CD9:A9@G D46AB 
1544 �5/E. 

 
b. �OCB?A<F9 >B@4A8G show ip route ospf A4 @4DLDGF<;4FBD9 R1, 

KFB5O CDBE@BFD9FP EG@@4DAGR EFB<@BEFP 8?S @4DLDGF4 > E9F< 
192.168.23.0/24 K9D9; <AF9DH9=E S0/0/0. "5D4F<F9 6A<@4A<9, KFB > E9F< 
192.168.23.0/24 9EFP 864 @4DLDGF4 E D46AB= EFB<@BEFPR (128): B8<A K9D9; 
<AF9DH9=E S0/0/0, 8DG7B= K9D9; <AF9DH9=E S0/0/1. 

 
c. �OCB?A<F9 >B@4A8G bandwidth 128, KFB5O GEF4AB6<FP A4 

<AF9DH9=E9 S0/0/0 CDBCGE>AGR ECBEB5ABEFP D46AGR 128 �5/E. 

 

 
d. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip route ospf. � F45?<J9 

@4DLDGF<;4J<< 5B?PL9 A9 BFB5D4:49FES @4DLDGF > E9F< 192.168.23.0/24 
K9D9; <AF9DH9=E S0/0/0. 1FB E6S;4AB E F9@, KFB BCF<@4?PAO= @4DLDGF E 
A4<@9APL9= EFB<@BEFPR CDB?B:9A K9D9; S0/0/1. 
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e. �OCB?A<F9 show ip ospf interface brief. %FB<@BEFP 8?S <AF9DH9=E4 

S0/0/0 <;@9A<?4EP E 64 A4 781, KFB S6?S9FES 5B?99 FBKAO@ CD98EF46?9A<9@ 
EFB<@BEF< E>BDBEF< >4A4?4.  

 
f. �;@9A<F9 CDBCGE>AGR ECBEB5ABEFP 8?S <AF9DH9=E4 S0/0/1 A4 

;A4K9A<9, GEF4AB6?9AAB9 8?S <AF9DH9=E4 S0/0/0 @4DLDGF<;4FBD4 R1. 
g. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip route ospf, KFB5O 

CDBE@BFD9FP EG@@4DAGR EFB<@BEFP B5B<I @4DLDGFB6 > E9F< 
192.168.23.0/24. "5D4F<F9 6A<@4A<9, KFB > E9F< 192.168.23.0/24 9EFP 864 
@4DLDGF4 E B8<A4>B6B= EFB<@BEFPR (845): B8<A K9D9; <AF9DH9=E S0/0/0, 
8DG7B= K9D9; <AF9DH9=E S0/0/1. 

 
"5NSEA<F9, >4> 5O?< D4EEK<F4AO EFB<@BEF< 8?S E9F9= 192.168.3.0/24 < 

192.168.23.0/30 BF @4DLDGF<;4FBD4 R1.%FB<@BEFP @4DLDGF4 > E9F< 
192.168.3.0/24: R1 S0/0/1 + R3 G0/0 (781+1=782). %FB<@BEFP @4DLDGF4 > 
E9F< 192.168.23.0/30: R1 S0/0/1 + R3 S0/0/1 (781+64=845). 

h. �OCB?A<F9 >B@4A8G show ip route ospf A4 R3. %G@@4DA4S 
EFB<@BEFP E9F< 192.168.1.0/24 CB- CD9:A9@G D46A4 65. � BF?<K<9 BF 

Interface PID Area IP Address/Mask Cost State Nbrs F/C 
Se0/0/1 1 0 192.168.13.1/30 64 P2P 1/1 
Se0/0/0 1 0 192.168.12.1/30 781 P2P 1/1 
Gi0/0 1 0 192.168.1.1/24 1 DR 0/0 
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>B@4A8O clock rate, >B@4A8G bandwidth E?98G9F 6OCB?A<FP A4 >4:8B@ 
>BAJ9 CBE?98B64F9?PAB7B >4A4?4. 

 
i. �OCB?A<F9 >B@4A8G bandwidth 128 A4 6E9I BEF4?PAOI 

CBE?98B64F9?PAOI <AF9DH9=E4I 6 FBCB?B7<<. 
'9@ D46A4 AB64S EG@@4DA4S EFB<@BEFP 8?S E9F< 192.168.23.0/24 A4 R1? 

#BK9@G? 
(47 3: �;@9A<F9 EFB<@BEFP @4DLDGF4. 
�?S D4EKTF4 EFB<@BEF< >4A4?4 OSPF <ECB?P;G9F ;A4K9A<9, 

GEF4AB6?9AAB9 >B@4A8B= bandwidth. $4EEK<F4AAGR EFB<@BEFP @B:AB 
<;@9A<FP, A4EFDB<6 6DGKAGR EFB<@BEFP >4A4?4 E CB@BMPR >B@4A8O ip ospf 
cost. �4> < >B@4A84 bandwidth, >B@4A84 ip ospf cost 89=EF6G9F FB?P>B A4 FB= 
EFBDBA9 >4A4?4, A4 >BFBDB= BA4 5O?4 CD<@9A9A4. 

a. �698<F9 >B@4A8G show ip route ospf A4 @4DLDGF<;4FBD9 R1. 

 
 

 
b. �OCB?A<F9 >B@4A8G ip ospf cost 1565 A4 <AF9DH9=E9 S0/0/1 

@4DLDGF<;4FBD4 R1. %FB<@BEFP 1565 S6?S9FES 6OL9 EG@@4DAB= EFB<@BEF< 
@4DLDGF4, CDBIB8SM97B K9D9; R2 (1562). 
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c. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip route ospf A4 R1, KFB5O 

BFB5D4;<FP <;@9A9A<S 6 F45?<J9 @4DLDGF<;4J<<. &9C9DP 6E9 @4DLDGFO 
OSPF 8?S @4DLDGF<;4FBD4 R1 A4CD46?SRFES K9D9; @4DLDGF<;4FBD R2. 

 
#D<@9K4A<9. �;@9A9A<9 @9FD<> EFB<@BEF< >4A4?4 E CB@BMPR 

>B@4A8O ip ospf cost 4 QFB A4<5B?99 CDBEFB= < CD98CBKF<F9?PAO= ECBEB5 
<;@9A9A<S EFB<@BEF< @4DLDGFB6 OSPF. #B@<@B <;@9A9A<S EFB<@BEF< 6 
E6S;< E D94?PAO@ ;A4K9A<9@ CDBCGE>AB= ECBEB5ABEF<, G E9F96B7B 
48@<A<EFD4FBD4 @B7GF 5OFP 8DG7<9 CD<K<AO 8?S <;@9A9A<S EFB<@BEF< 
@4DLDGF4, A4CD<@9D, <;69EFA4S CDBCGE>A4S ECBEB5ABEFP, CD98BEF46?S9@B= 
BC9D4FBDB@ E6S;< <?< H4>F<K9E>4S EFB<@BEFP >4A4?4 <?< @4DLDGF4. 

#BK9@G @4DLDGF > E9F< 192.168.3.0/24 @4DLDGF<;4FBD4 R1 F9C9DP 
CDBIB8<F K9D9; R2? 

�BCDBEO A4 ;4>D9C?9A<9 
1. #BK9@G F4> 64:AB >BAFDB?<DB64FP ;A4K9A<9 ID @4DLDGF<;4FBD4 CD< 

<ECB?P;B64A<< CDBFB>B?4 OSPF? 
2. #BK9@G CDBJ9EE 6O5BD4 DR/BDR A9 D4EE@4FD<649FES 6 QFB= 

?45BD4FBDAB= D45BF9? 
3. #BK9@G <@99F E@OE? GEF4A46?<64FP <AF9DH9=E OSPF 6 >4K9EF69 

C4EE<6AB7B? 
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%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 
  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 71 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B 
ECBEB54 C9D9K<E?9A<S 6E9I >B@5<A4J<= A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 
EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 
CBE?98B64F9?PAOI (Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 
F<CO <AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � >4K9EF69 
CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, 
>BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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�D4>F<K9E>4O  D45BF4 9. �47?O8AB9 CD98EF46?9A<9 
D45BFO ACL-EC<E>4 

&BCB?B7<S 

 
�484K< 
'4EFP 1. #DB69D>4 ?B>4?PAB7B CB8>?RK9A<S < F9EF<DB64A<9 D45BFO 

EC<E>4 >BAFDB?S 8BEFGC4 '4EFP 2. '84?9A<9 EC<E>4 >BAFDB?S 8BEFGC4 < 
CB6FBDAB9 F9EF<DB64A<9 

�EIB8AO9 84AAO9 
� D4@>4I QFB7B ;484A<S 6O CB?GK<F9 CD98EF46?9A<9 B FB@, >4> @B:AB 

<ECB?P;B64FP EC<EB> >BAFDB?S 8BEFGC4 (ACL) 8?S ;4CD9M9A<S QIB-
;4CDBEB6, BFCD46?9AAOI A4 G;?O G84?TAAOI E9F9=. #BE?9 G84?9A<S ACL-
EC<E>4 <; >BAH<7GD4J<< QIB-;4CDBEO 5G8GF GEC9LAO@<. 

 
'4EFP 1. #DB69D>4 ?B>4?PAB7B CB8>?RK9A<S < F9EF<DB64A<9 EC<E>4 

>BAFDB?S 8BEFGC4 
(47 1: "FCD46PF9 QIB-;4CDBEO CB ?B>4?PAB= E9F<, KFB5O CDB69D<FP 

CB8>?RK9A<9. 
a. �; >B@4A8AB= EFDB>< G;?4 PC1 BFCD46PF9 QIB-;4CDBE A4 PC2. 
b. �; >B@4A8AB= EFDB>< G;?4 PC1 BFCD46PF9 QIB-;4CDBE A4 PC3. #BK9@G 

QIB-;4CDBEO CDBL?< GEC9LAB? 
(47 2: "FCD46PF9 QIB-;4CDBEO 6 G84?TAAO9 E9F<, KFB5O 

CDBF9EF<DB64FP D45BFG ACL- EC<E>4. 
a. �; >B@4A8AB= EFDB>< G;?4 PC1 BFCD46PF9 QIB-;4CDBE A4 PC4. 
b. �; >B@4A8AB= EFDB>< G;?4 PC1 BFCD46PF9 QIB-;4CDBE A4 DNS-

E9D69D. 
#BK9@G QIB-;4CDBEO 5O?< 6OCB?A9AO A9G84KAB? (%B69F. 'FB5O 

G;A4FP <EFBKA<> CDB5?9@O, <ECB?P;G=F9 D9:<@ @B89?<DB64A<S <?< 
CDBE@BFD<F9 >BAH<7GD4J<< @4DLDGF<;4FBD4). 
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'4EFP 2. '84?9A<9 ACL-EC<E>4 < CB6FBDAB9 F9EF<DB64A<9 
(47 1: �ECB?P;G=F9 >B@4A8O show, KFB5O CDB69D<FP >BAH<7GD4J<R 

ACL-EC<E>4. 
a. �ECB?P;G=F9 >B@4A8O show run < show access-lists, KFB5O 

CDBE@BFD9FP F9>GM<9 ACL-EC<E><. �?S 5OEFDB7B CDBE@BFD4 F9>GM<I 
ACL-EC<E>B6 <ECB?P;G=F9 >B@4A8G show access-lists. �698<F9 >B@4A8G 
show access-lists, CBE?9 >BFBDB= A4:@<F9 #$"��� < CBEF46PF9 
6BCDBE<F9?PAO= ;A4> (?), KFB5O CDBE@BFD9FP 8BEFGCAO9 C4D4@9FDO: 

 
�E?< 6O ;A49F9 AB@9D <?< <@S ACL-EC<E>4, 6O @B:9F9 8BCB?A<F9?PAB 

BFH<?PFDB64FP 6OIB8AO9 84AAO9 >B@4A8O show. "8A4>B, @4DLDGF<;4FBD 
R1 B5?4849F FB?P>B B8A<@ EC<E>B@ >BAFDB?S 8BEFGC4; CBQFB@G >B@4A8O 
show access-lists 5G89F 8BEF4FBKAB. 

 
#9D64S EFDB>4 ACL-EC<E>4 ;4CD9M49F C9D984KG QIB-;4CDBEB6 ICMP <; 

?R5B7B <EFBKA<>4 > ?R5B@G @9EFG A4;A4K9A<R. �FBD4S EFDB>4 EC<E>4 
CDBCGE>49F BEF4?PAB= IP-FD4H<>, A4CD46?9AAO= BF ?R5B7B <EFBKA<>4 > 
?R5B@G @9EFG A4;A4K9A<S (ip any any). 

b. �?S D45BFO ACL-EC<E>4 A4 @4DLDGF<;4FBD9, 97B A9B5IB8<@B 
CD<@9A<FP. � QFB@ EJ9A4D<< ACL- EC<EB> <ECB?P;G9FES 8?S H<?PFD4J<< 
FD4H<>4 A4 <AF9DH9=E9. !9E@BFDS A4 6B;@B:ABEFP CDBE@4FD<64FP E6989A<S 
B5 IP E CB@BMPR >B@4A8O show ip interface, 6 A9>BFBDOI E?GK4SI 
QHH9>F<6A99 <ECB?P;B64FP >B@4A8G show run. � >4>B@G <AF9DH9=EG 
CD<@9AS9FES ACL-EC<EB> CD< <ECB?P;B64A<< B8AB= <?< B59<I >B@4A8? 

(47 2: '84?9A<9 EC<E>4 8BEFGC4 101 <; >BAH<7GD4J<< 
ACL-EC<EB> @B:AB G84?<FP <; >BAH<7GD4J<<, CD<@9A<6 >B@4A8G no 

access list [AB@5D EC<E>4 ACL]. 
� FB 6D9@S >4> CD<@9A9A<9 >B@4A8O no access-list CD<6B8<F > 

G84?9A<R 6E9I ACL-EC<E>B6, 
A4EFDB9AAOI A4 @4DLDGF<;4FBD9, >B@4A84 no access-list [AB@5D EC<E>4 

>BAFDB?O 4BEFGC4] CB;6B?S9F 
G84?<FP >BA>D9FAO= EC<EB> >BAFDB?S 8BEFGC4. 
a. � D9:<@9 7?B54?PAB= >BAH<7GD4J<< G84?<F9 ACL-EC<EB> 

CBED98EF6B@ E?98GRM9= >B@4A8O: 
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b. '598<F9EP, KFB F9C9DP G;9? PC1 @B:9F BFCD46<FP QIB-;4CDBE A4 
DNS-E9D69D.#D98?4749@O= ECBEB5 CB8EKTF4 54??B6 

 
 
 
 

  

 #GA>F, 
EB89D:4M<= 
6BCDBE 

 �B;@B:AB9 
>B?<K9EF6B 
54??B6 

 �B?<K9EF6B 
;4D45BF4AAOI 
54??B6 

 

'4EFP 1, L47 1b. 50  

'4EFP 1, L47 2b. 40  

'4EFP 2, L47 2b. 10  

"5M99 >B?<K9EF6B 54??B6 100  
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�D4>F<K9E>4O  D45BF4 10. �4EFDB=>4 < CDB69D>4 
EF4A84DFAOI ACL-EC<E>B6 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

�484K< 
'4EFP 1. !4EFDB=>4 FBCB?B7<< < GEF4AB6>4 <EIB8AB7B EBEFBSA<S 

GEFDB=EF64 
" !4EFDB=F9 B5BDG8B64A<9 6 EBBF69FEF6<< E FBCB?B7<9= E9F<. 
" �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBDB6.  

 

     (?R; CB 
G@B?K4A<R 

 
'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F<   

R1 G0/1 192.168.10.1 255.255.255.0 N/A 

 Lo0 192.168.20.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 10.1.1.1 255.255.255.252 N/A 

ISP S0/0/0 10.1.1.2 255.255.255.252 N/A 

 S0/0/1 (DCE) 10.2.2.2 255.255.255.252 N/A 

 Lo0 209.165.200.225 255.255.255.224 N/A 

R3 G0/1 192.168.30.1 255.255.255.0 N/A 

 Lo0 192.168.40.1 255.255.255.0 N/A 

 S0/0/1 10.2.2.1 255.255.255.252 N/A 

S1 VLAN 1 192.168.10.11 255.255.255.0 192.168.10.1 

S3 VLAN 1 192.168.30.11 255.255.255.0 192.168.30.1 

PC-A NIC 192.168.10.3 255.255.255.0 192.168.10.1 

PC-C NIC 192.168.30.3 255.255.255.0 192.168.30.1 
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" '4EFP 2. �BAH<7GD4J<S GEFDB=EF6 < CDB69D>4 CB8>?RK9A<S 
" !4;A4KPF9 >B@CPRF9D4@ EF4F<K9E><= IP-48D9E. 
" !4EFDB=F9 54;B6O9 C4D4@9FDO A4 @4DLDGF<;4FBD4I. 
" !4EFDB=F9 54;B6O9 C4D4@9FDO A4 >B@@GF4FBD4I. 
" !4EFDB=F9 @4DLDGF<;4J<R EIGRP A4 @4DLDGF<;4FBD4I R1, ISP < R3. 
" #DB69DPF9 A4?<K<9 CB8>?RK9A<S @9:8G 6E9@< GEFDB=EF64@<. 
'4EFP 3. !4EFDB=>4 < CDB69D>4 EF4A84DFAOI AG@9DB64AAOI EC<E>B6 

ACL < EF4A84DFAOI <@9AB64AAOI ACL-EC<E>B6 
" !4EFDB=F9, CD<@9A<F9 < CDB69DPF9 D45BFG AG@9DB64AAOI 

EF4A84DFAOI ACL-EC<E>B6. 
" !4EFDB=F9, CD<@9A<F9 < CDB69DPF9 D45BFG EF4A84DFAOI 

<@9AB64AAOI ACL-EC<E>B6. '4EFP 4. �;@9A9A<9 EF4A84DFAB7B ACL-EC<E>4 
" �;@9A<F9 < CDB69DPF9 D45BFG EF4A84DFAB7B <@9AB64AAB7B ACL-

EC<E>4. 
" #DB69DPF9 D45BFG ACL-EC<E>4.�EIB8AO9 84AAO9/EJ9A4D<= 
"59EC9K9A<9 E9F96B= 59;BC4EABEF< S6?S9FES 64:AO@ 4EC9>FB@ CD< 

D4;D45BF>9 < GCD46?9A<< IP- E9FS@<. &9AAO@ A46O>B@ S6?S9FES G@9A<9 
CD<@9ASFP EBBF69FEF6GRM<9 CD46<?4 8?S H<?PFD4J<< C4>9FB6 A4 BEAB69 
GEF4AB6?9AAB= CB?<F<>< 59;BC4EABEF<. 

� 84AAB= ?45BD4FBDAB= D45BF9 6O A4EFDB<F9 CD46<?4 H<?PFD4J<< 8?S 
86GI BH<EB6, CD98EF46?9AAOI @4DLDGF<;4FBD4@< R1 < R3. $G>B6B8EF6B 
BCD989?<?B A9>BFBDO9 CD46<?4 6 D4@>4I CB?<F<>< 59;BC4EABEF< 8?S E9F9= 
LAN, D4ECB?B:9AAOI A4 @4DLDGF<;4FBD4I R1 < R3, >BFBDO9 6O 8B?:AO 
D94?<;B64FP. !4 @4DLDGF<;4FBD9 ISP, D4ECB?B:9AAB@ @9:8G R1 < R3, 
ACL-EC<E>< A9 5G8GF <ECB?P;B64FPES. ' 64E A9 5G89F CD46 
48@<A<EFD4F<6AB7B 8BEFGC4 > @4DLDGF<;4FBDG ISP, CBE>B?P>G 6O @B:9F9 
GCD46?SFP FB?P>B EB5EF69AAO@ B5BDG8B64A<9@. 

#D<@9K4A<9. � ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 
@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E?G:54@< E9D<< Cisco 1941 CB8 
GCD46?9A<9@ "% Cisco IOS 15.2(4) M3 (B5D4; universalk9). � ?45BD4FBDAB= 
D45BF9 <ECB?P;GRFES >B@@GF4FBDO E9D<< Cisco Catalyst 2960s CB8 
GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). �BCGE>49FES 
<ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 
GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< 
GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 
@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI 
D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 G>4;4AO 6 F45?<J9 E6B8AB= 
<AHBD@4J<< B5 <AF9DH9=E9 @4DLDGF<;4FBD4 6 >BAJ9 QFB= ?45BD4FBDAB= 
D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 
@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO, < BA< A9 <@9RF ;47DG;BKAB= 
>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > CD9CB8464F9?R. 

!9B5IB8<@O9 D9EGDEO: 
3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 
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" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 
B5D4; lanbasek9 <?< 4A4?B7<KA4S @B89?P); 

" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E CDB7D4@@B= 
Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 
>BAEB?PAO9 CBDFO; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 
FBCB?B7<9=. 

"  
'4EFP 1: !4EFDB=>4 FBCB?B7<< < <A<J<4?<;4J<S GEFDB=EF6 
� C9D6B= K4EF< ?45BD4FBDAB= D45BFO 64@ CD98EFB<F EB;84FP 

FBCB?B7<R E9F< < CD< A9B5IB8<@BEF< G84?<FP 6E9 F9>GM<9 A4EFDB=><. 
(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 
(47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBDB6. 
'4EFP 2: !4EFDB=>4 GEFDB=EF6 < CDB69D>4 CB8>?RK9A<S 
�B 6FBDB= K4EF< 64@ CD98EFB<F A4EFDB<FP 54;B6O9 C4D4@9FDO 

@4DLDGF<;4FBDB6, >B@@GF4FBDB6 < >B@CPRF9DB6. �@9A4 < 48D9E4 
GEFDB=EF6 G>4;4AO 6 FBCB?B7<< < F45?<J9 48D9E4J<<. 

(47 1: !4EFDB=F9 IP-48D9E4 A4 PC-A < PC-C. 
(47 2: !4EFDB=F9 54;B6O9 C4D4@9FDO @4DLDGF<;4FBDB6. 
a. "F>?RK<F9 CB<E> DNS. 
b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 
c. %B;84=F9 <AF9DH9=EO loopback A4 >4:8B@ @4DLDGF<;4FBD9 6 

EBBF69FEF6<< E F45?<J9= 48D9E4J<<. 
d. !4EFDB=F9 IP-48D9E4 <AF9DH9=EB6 6 EBBF69FEF6<< E FBCB?B7<9= < 

F45?<J9= 48D9E4J<<. 
e. 'EF4AB6<F9 C4DB?P class 8?S 8BEFGC4 > CD<6<?97<DB64AAB@G 

D9:<@G EXEC. 
f. 'EF4AB6<F9 F4>FB6GR K4EFBFG A4 128000 8?S 6E9I CBE?98B64F9?PAOI 

<AF9DH9=EB6 DCE. 
g. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?<. 
h. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 6<DFG4?PAB7B F9D@<A4?4 

VTY < 4>F<6<DG=F9 8BEFGC K9D9; Telnet. 
(47 3: !4EFDB=>4 54;B6OI C4D4@9FDB6 A4 >B@@GF4FBD4I 

(8BCB?A<F9?PAB). 
a. "F>?RK<F9 CB<E> DNS. 
b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 
c. !4;A4KPF9 48@<A<EFD4F<6AO= IP-48D9E <AF9DH9=E4 6 EBBF69FEF6<< E 

F45?<J4@< FBCB?B7<< < 48D9E4J<<. 
d. 'EF4AB6<F9 C4DB?P class 8?S 8BEFGC4 > CD<6<?97<DB64AAB@G 

D9:<@G EXEC. 
e. !4EFDB=F9 L?R; CB G@B?K4A<R. 
f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?<. 
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g. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 6<DFG4?PAB7B F9D@<A4?4 VTY < 
4>F<6<DG=F9 8BEFGC K9D9; Telnet. 

(47 4: !4EFDB=F9 @4DLDGF<;4J<R EIGRP A4 @4DLDGF<;4FBD4I R1, ISP 
< R3. 

a. !4EFDB=F9 46FBAB@AGR E<EF9@G (AS) AB@9D 10 < B5NS6<F9 6E9 
E9F< A4 @4DLDGF<;4FBD4I R1, ISP < R3. "F>?RK<F9 46FB@4F<K9E>B9 
EG@@<DB64A<9 @4DLDGFB6. 

b. #BE?9 A4EFDB=>< EIGRP A4 @4DLDGF<;4FBD4I R1, ISP < R3 
G598<F9EP, KFB 6E9 @4DLDGF<;4FBDO <@9RF ;4CB?A9AAO9 F45?<JO 
@4DLDGF<;4J<< E A9B5IB8<@O@< 8?S D45BFO E9FS@<. � E?GK49 
A9B5IB8<@BEF< 6OCB?A<F9 CB<E> < GEFD4A9A<9 A9CB?48B>. 

(47 5: #DB69DPF9 A4?<K<9 CB8>?RK9A<S @9:8G 6E9@< GEFDB=EF64@<. 
#D<@9K4A<9. %B98<A9A<9 64:AB CDB69DSFP C9D98 A4EFDB=>B= < 

CD<@9A9A<9@ EC<E>B6 8BEFGC4! 
'8BEFB69D<FPES 6 CD46<?PAB= D45BF9 E9F< A9B5IB8<@B 8B A4K4?4 

H<?PFD4J<< FD4H<>4. 
a. "F G;?4 PC-A BFCD46PF9 QIB-;4CDBE A4 PC-C < <AF9DH9=E 

loopback @4DLDGF<;4FBD4 R3. 'EC9LAB ?< 6OCB?A9AO QIB-;4CDBEO? 
b. "F @4DLDGF<;4FBD4 R1 BFCD46PF9 QIB-;4CDBE A4 PC-C < 

loopback-<AF9DH9=E A4 @4DLDGF<;4FBD9 R3. 'EC9LAB ?< 6OCB?A9AO QIB-
;4CDBEO? 

c. "F G;?4 PC-% BFCD46PF9 QIB-;4CDBE A4 PC-� < <AF9DH9=E loopback 
@4DLDGF<;4FBD4 R1. 'EC9LAB ?< 6OCB?A9AO QIB-;4CDBEO? 

d. "F @4DLDGF<;4FBD4 R3 BFCD46PF9 QIB-;4CDBE A4 PC-� < 
<AF9DH9=E loopback @4DLDGF<;4FBD4 R1. 'EC9LAB ?< 6OCB?A9AO QIB-
;4CDBEO? 

'4EFP 3: !4EFDB=>4 < CDB69D>4 EF4A84DFAOI AG@9DB64AAOI ACL- 
EC<E>B6 < EF4A84DFAOI <@9AB64AAOI ACL-EC<E>B6 

(47 1: !4EFDB=>4 EF4A84DFAB7B <@9AB64AAB7B ACL-EC<E>4. 
%F4A84DFAO9 ACL-EC<E>< H<?PFDGRF FD4H<>, <EIB8S FB?P>B <; 48D9E4 

<EFBKA<>4. %B7?4EAB CD<ASFB= D9>B@9A84J<< EF4A84DFAO9 ACL-EC<E>< 
E?98G9F A4EFD4<64FP < CD<@9ASFP >4> @B:AB 5?<:9 > A4;A4K9A<R. �?S 
C9D6B7B EC<E>4 8BEFGC4 EB;84=F9 EF4A84DFAO= AG@9DB64AAO= ACL-EC<EB>, 
>BFBDO= CDBCGE>49F FD4H<> BF 6E9I G;?B6 6 E9F< 192.168.10.0/24 < 6E9I 
G;?B6 6 E9F< 192.168.20.0/24 >B 6E9@ G;?4@ 6 E9F< 192.168.30.0/24. %B7?4EAB 
CB?<F<>9 59;BC4EABEF< 6 >BAJ9 6E9I ACL-EC<E>B6 8B?:A4 EB89D:4FPES 
;4CD9M4RM4S ;4C<EP >BAFDB?S 8BEFGC4 deny any (ACE), >BFBDGR F4>:9 
A4;O64RF BC9D4FBDB@ ACL-EC<E>4. 

�4>GR L45?BAAGR @4E>G 6O 5G89F9 <ECB?P;B64FP, KFB5O D4;D9L<FP 
6E9@ G;?4@ <; E9F< 192.168.10.0/24 8BEFGC > E9F< 192.168.30.0/24? 

%?98GS CD4>F<K9E><@ D9>B@9A84J<S@ Cisco, A4 >4>B@ @4DLDGF<;4FBD9 
6O D4;@9EF<F9 ACL-EC<EB>? 

!4 >4>B@ <AF9DH9=E9 6O D4;@9EF<F9 QFBF EC<EB>? � >4>B@ 
A4CD46?9A<< 6O 97B CD<@9A<F9? 
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a. !4EFDB=F9 ACL-EC<EB> A4 @4DLDGF<;4FBD9 R3. � >4K9EF69 
AB@9D4 EC<E>4 8BEFGC4 <ECB?P;G=F9 1. 

 
b. #D<@9A<F9 ACL-EC<EB> > CB8IB8SM9@G <AF9DH9=EG 6 AG:AB@ 

A4CD46?9A<<. 

 
c. #DB69DPF9 AG@9DB64AAO= ACL-EC<EB>. 
�ECB?P;B64A<9 >B@4A8O show CB@B:9F 64@ CD< CDB69D>9 E<AF4>E<E4 

< D4;@9M9A<< EC<E>B6 ACL 6 64L9@ @4DLDGF<;4FBD9. 
�4>GR >B@4A8G 6O 5G89F9 <ECB?P;B64FP 8?S CDBE@BFD4 CB?AB7B 

EC<E>4 8BEFGC4 1 EB 6E9@< ;4C<ES@< ACE? 
�4>GR >B@4A8G 6O 5G89F9 <ECB?P;B64FP, KFB5O CDBE@BFD9FP, 789 < 6 

>4>B@ A4CD46?9A<< 5O? CD<@9ATA EC<EB> 8BEFGC4? 
1) !4 @4DLDGF<;4FBD9 R3 6OCB?A<F9 >B@4A8G show access-lists 1. 

!4 @4DLDGF<;4FBD9 R3 
6OCB?A<F9 >B@4A8G show ip interface g0/1. 

 
2) #DB69DPF9, CDBCGE>49F ?< ACL-EC<EB> FD4H<> <; E9F< 

192.168.10.0/24 6 E9FP 192.168.30.0/24. �; >B@4A8AB= EFDB>< G;?4 PC-A 
BFCD46PF9 QIB-;4CDBE A4 IP-48D9E PC-C. 'EC9LAB ?< 6OCB?A9A QIB-;4CDBE? 

3) #DB69DPF9, CDBCGE>49F ?< ACL-EC<EB> FD4H<> <; E9F< 
192.168.20.0/24 6 E9FP 192.168.30.0/24. �4@ AG:AB 6OCB?A<FP D4EL<D9AAO= 
QIB-;4CDBE < <ECB?P;B64FP loopback-48D9E 0 A4 @4DLDGF<;4FBD9 R1 6 
>4K9EF69 <EFBKA<>4. "FCD46PF9 QIB-;4CDBE A4 IP-48D9E G;?4 PC-%. 'EC9LAB 
?< 6OCB?A9A QIB-;4CDBE? 
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d. �; >B@4A8AB= EFDB>< @4DLDGF<;4FBD4 R1 EAB64 BFCD46PF9 QIB-

;4CDBE A4 IP-48D9E G;?4 PC-C.  'EC9LAB ?< 6OCB?A9A 
QIB-;4CDBE? #BSEA<F9 E6B= BF69F. 

(47 2: !4EFDB=F9 EF4A84DFAO= <@9AB64AAO= ACL-EC<EB>. 
%B;84=F9 EF4A84DFAO= <@9AB64AAO= ACL-EC<EB>, >BFBDO= 

EBBF69FEF6G9F E?98GRM9@G CD46<?G: EC<EB> 8B?:9A D4;D9L4FP 8BEFGC 8?S 
FD4H<>4 EB 6E9I G;?B6 <; E9F< 192.168.40.0/24 >B 6E9@ G;?4@ 6 E9F< 
192.168.10.0/24. �DB@9 FB7B, 8BEFGC 6 E9FP 192.168.10.0/24 8B?:9A 5OFP 
D4;D9LTA FB?P>B 8?S G;?4 PC- C. 1FBF EC<EB> 8BEFGC4 8B?:9A 5OFP A4;64A 
BRANCH-OFFICE-POLICY. 

%?98GS CD4>F<K9E><@ D9>B@9A84J<S@ Cisco, A4 >4>B@ @4DLDGF<;4FBD9 
6O D4;@9EF<F9 ACL-EC<EB>? !4 >4>B@ <AF9DH9=E9 6O D4;@9EF<F9 QFBF 
EC<EB>? � >4>B@ A4CD46?9A<< 6O 97B CD<@9A<F9? 

a. %B;84=F9 EF4A84DFAO= ACL-EC<EB> CB8 <@9A9@ BRANCH-
OFFICE-POLICY A4 @4DLDGF<;4FBD9 R1. 

 
�;7?SA<F9 A4 C9D6GR ;4C<EP ACE 6 EC<E>9 8BEFGC4 < BF69FPF9, @B:AB 

?< ;4C<E4FP QFB <A4K9? 
b. #D<@9A<F9 ACL-EC<EB> > CB8IB8SM9@G <AF9DH9=EG 6 AG:AB@ 

A4CD46?9A<<. 

 



108 

 

c. #DB69DPF9 <@9AB64AAO= ACL-EC<EB>. 
1) !4 R1 6OCB?A<F9 >B@4A8G show access-lists. 

 
%GM9EF6GRF ?< D4;?<K<S @9:8G ACL-EC<E>B@ A4 @4DLDGF<;4FBD9 R1 

< ACL-EC<E>B@ A4 @4DLDGF<;4FBD9 R3? �E?< 84, 6 KT@ BA< ;4>?RK4RFES? 
2) !4 @4DLDGF<;4FBD9 R1 6OCB?A<F9 >B@4A8G show ip interface g0/1. 

 
3) #DB69DPF9 D45BFG ACL-EC<E>4. �; >B@4A8AB= EFDB>< G;?4 PC-C 

BFCD46PF9 QIB-;4CDBE A4 IP- 48D9E G;?4 PC-A. 'EC9LAB ?< 6OCB?A9A QIB-
;4CDBE? 

4) #DB69DPF9 ACL-EC<EB>, KFB5O G8BEFB69D<FPES, KFB 8BEFGC > E9F< 
192.168.10.0/24 A4EFDB9A FB?P>B A4 G;?9 PC-C. �4@ AG:AB 6OCB?A<FP 
D4EL<D9AAO= QIB-;4CDBE < <ECB?P;B64FP 48D9E G0/1 A4 @4DLDGF<;4FBD9 R3 
6 >4K9EF69 <EFBKA<>4. "FCD46PF9 QIB-;4CDBE A4 IP-48D9E >B@CPRF9D4 PC-A. 
'EC9LAB ?< 6OCB?A9A QIB-;4CDBE? 

5) #DB69DPF9, CDBCGE>49F ?< ACL-EC<EB> FD4H<> <; E9F< 
192.168.40.0/24 6 E9FP 192.168.10.0/24. �4@ AG:AB 6OCB?A<FP D4EL<D9AAO= 
QIB-;4CDBE < <ECB?P;B64FP loopback-48D9E 0 A4 @4DLDGF<;4FBD9 R3 6 
>4K9EF69 <EFBKA<>4. "FCD46PF9 QIB-;4CDBE A4 IP-48D9E >B@CPRF9D4 PC-A. 
'EC9LAB ?< 6OCB?A9A QIB-;4CDBE? 

'4EFP 4: �;@9A9A<9 EF4A84DFAB7B ACL-EC<E>4 
#B?<F<>4 59;BC4EABEF< A9D98>B CD9F9DC9649F <;@9A9A<S. #B QFB= 

CD<K<A9 ACL-EC<E>< FB:9 A9B5IB8<@B <;@9ASFP. � K9F6TDFB= K4EF< 64@ 
CD98EFB<F <;@9A<FP B8<A <; D4A99 A4EFDB9AAOI 64@< ACL-EC<E>B6 8?S 
EBBF69FEF6<S AB6B= CB?<F<>9 59;BC4EABEF<. 

$G>B6B8EF6B D9L<?B, KFB CB?P;B64F9?< <; E9F< 209.165.200.224/27 
8B?:AO CB?GK<FP CB?AO= 8BEFGC > E9F< 192.168.10.0/24. &4>:9 
DG>B6B8EF6B IBK9F, KFB5O CD46<?4 6 ACL-EC<E>4I A4 6E9I <I 
@4DLDGF<;4FBD4I 6OCB?AS?<EP CBE?98B64F9?PAB. � >BAJ9 6E9I ACL-
EC<E>B6 8B?:A4 5OFP 6A9E9A4 ;4C<EP ACE deny any. �4@ A9B5IB8<@B 
<;@9A<FP ACL-EC<EB> E <@9A9@ BRANCH-OFFICE-POLICY. 

&4>:9 64@ CD98EFB<F 8B546<FP 6 QFBF EC<EB> ACL 869 
8BCB?A<F9?PAO9 EFDB><. 1FB @B:AB E89?4FP 86G@S ECBEB54@<: 
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�4D<4AF 1: �OCB?A<F9 >B@4A8G no access-list standard BRANCH-
OFFICE-POLICY 6 D9:<@9 7?B54?PAB= >BAH<7GD4J<<. 1FB <E>?RK<F 69EP 
ACL-EC<EB> <; @4DLDGF<;4FBD4. � ;46<E<@BEF< BF IOS @4DLDGF<;4FBD4, 
CDB<;B=89F B8<A <; E?98GRM<I 64D<4AFB6: 6ES H<?PFD4J<S C4>9FB6 5G89F 
BF@9A9A4, < 6E9 C4>9FO 5G8GF CDBCGE>4FPES K9D9; @4DLDGF<;4FBD; ?<5B, 
CBE>B?P>G >B@4A84 ip access-group 6 <AF9DH9=E G0/1 4>F<6A4, H<?PFD4J<S 
BEF4A9FES CD9:A9=. � ?R5B@ E?GK49, >B784 ACL-EC<EB> 5G89F G84?TA, 6O 
E@B:9F9 ;4AB6B 669EF< 69EP ACL-EC<EB> <?< 6OD9;4FP < 6EF46<FP ;4C<E< <; 
F9>EFB6B7B D984>FBD4. 

�4D<4AF 2: ACL-EC<E>< @B:AB <;@9A<FP, A9 G84?SS, 8B546<6 <?< 
G84?<6 >BA>D9FAO9 EFDB>< <; ACL- EC<E>4. 1FBF 64D<4AF A4<5B?99 G8B59A, 
BEB59AAB 6 E?GK49 9E?< ACL-EC<EB> EB89D:<F @AB7B ;4C<E9=. #D< 
CB6FBDAB@ 66B89 6E97B ACL-EC<E>4 <?< CD< 6OD9;4A<< < >BC<DB64A<< 
@B7GF 6B;A<>AGFP BL<5><. � <;@9A9A<< BCD989?TAAOI EFDB> 6 EC<E>4I 
ACL A9F A<K97B E?B:AB7B. 

#D<@9K4A<9. � IB89 84AAB= ?45BD4FBDAB= D45BFO <ECB?P;G=F9 
64D<4AF 2. 

(47 1: �;@9A9A<9 EF4A84DFAB7B <@9AB64AAB7B ACL-EC<E>4. 
a. � CD<6<?97<DB64AAB@ D9:<@9 @4DLDGF<;4FBD4 R1 6OCB?A<F9 

>B@4A8G show access-lists. 

 
 �B546PF9 869 8BCB?A<F9?PAO9 EFDB>< 6 >BA9J ACL-EC<E>4. � D9:<@9 

7?B54?PAB= >BAH<7GD4J<< <;@9A<F9 ACL-EC<EB> E <@9A9@ BRANCH-
OFFICE-POLICY. 

 
 #DB69DPF9 ACL-EC<EB>. 
1) !4 R1 6OCB?A<F9 >B@4A8G show access-lists. 

 
!G:AB ?< 64@ CD<@9A<FP EC<EB> CB8 <@9A9@ BRANCH-OFFICE-

POLICY A4 <AF9DH9=E9 G0/1 @4DLDGF<;4FBD4 R1? 
2) �; >B@4A8AB= EFDB>< ISP 6OCB?A<F9 D4EL<D9AAO= QIB-;4CDBE. 

#DB69DPF9, CDBCGE>49F ?< EC<EB> ACL FD4H<> <; E9F< 209.165.200.224/27 6 
E9FP 192.168.10.0/24. �4@ AG:AB 6OCB?A<FP D4EL<D9AAO= QIB-;4CDBE < 
<ECB?P;B64FP 1BBD04E>-48D9E 0 A4 ISP 6 >4K9EF69 <EFBKA<>4. "FCD46PF9 
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QIB-;4CDBE A4 IP-48D9E >B@CPRF9D4 PC-A. 'EC9LAB ?< 6OCB?A9A QIB-
;4CDBE? 

�BCDBEO A4 ;4>D9C?9A<9 
1. �4> 6O 6<8<F9, EF4A84DFAO9 ACL-EC<E>< 8BEF4FBKAB QHH9>F<6AO < 

CB?9;AO. #BK9@G 64@ @B:9F CBA48B5<FPES <ECB?P;B64FP D4EL<D9AAO9 
EC<E>< ACL? 

2. � 5B?PL<AEF69 E?GK496 CD< <ECB?P;B64A<< <@9AB64AAB7B ACL-
EC<E>4 FD95G9FES 66989A<9 5B?PL97B >B?<K9EF64 EFDB>, A9:9?< CD< 
<ECB?P;B64A<< AG@9DB64AAB7B ACL-EC<E>4. #BK9@G 6O 5O CD98CBK?< 
<ECB?P;B64FP <@9AB64AAO= ACL-EC<EB>, 4 A9 AG@9DB64AAO=? 

 
 
%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 
  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 71 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B 
ECBEB54 C9D9K<E?9A<S 6E9I >B@5<A4J<= A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 
EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 
CBE?98B64F9?PAOI (Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 
F<CO <AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � >4K9EF69 
CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, 
>BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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�D4>F<K9E>4O  D45BF4 11. �4EFDB=>4 D4EL<D9AAOI ACL-

EC<E>B6. !J9A4D<= 1 
&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. !4EFDB=>4, CD<@9A9A<9 < CDB69D>4 D4EL<D9AAB7B 

AG@9DB64AAB7B ACL-EC<E>4 '4EFP 2. !4EFDB=>4, CD<@9A9A<9 < CDB69D>4 
D4EL<D9AAB7B <@9AB64AAB7B ACL-EC<E>4 

�EIB8AO9 84AAO9/EJ9A4D<= 
�6G@ D45BFA<>4@ CD98CD<SF<S FD95G9FES 8BEFGC > E?G:54@, 

CD98BEF46?S9@O@ E9D69DB@. ';?G PC1 FD95G9FES 8BEFGC FB?P>B > FTP, 6 FB 
6D9@S >4> PC2 AG:9A 8BEFGC FB?P>B > 695-E9F<. "54 >B@CPRF9D4 @B7GF 
BFCD46?SFP QIB-;4CDBEO E9D69DG, AB A9 8DG7 8DG7G. 

'4EFP 1. !4EFDB=>4, CD<@9A9A<9 < CDB69D>4 D4EL<D9AAB7B 
AG@9DB64AAB7B ACL-EC<E>4 

(47 1: !4EFDB=F9 ACL-EC<EB> A4 D4;D9L9A<9 FTP < ICMP. 
a. � D9:<@9 7?B54?PAB= >BAH<7GD4J<< A4 @4DLDGF<;4FBD9 R1 

6698<F9 E?98GRMGR >B@4A8G, KFB5O BCD989?<FP C9D6O= 8BCGEF<@O= 
AB@9D 8?S D4EL<D9AAB7B EC<E>4 8BEFGC4. 

 
b. �B546PF9 100 > >B@4A89, 4 ;4F9@ CBEF46PF9 6BCDBE<F9?PAO= 

;A4>. 

 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< (?R; CB G@B?K4A<R 

R1 G0/0 172.22.34.65 255.255.255.224 N/A 

G0/1 172.22.34.97 255.255.255.240 N/A 

G0/2 172.22.34.1 255.255.255.192 N/A 

Server NIC 172.22.34.62 255.255.255.192 172.22.34.1 

PC1 NIC 172.22.34.66 255.255.255.224 172.22.34.65 

PC2 NIC 172.22.34.98 255.255.255.240 172.22.34.97 
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c. 'FB5O D4;D9L<FP FD4H<> FTP, 6698<F9 permit, CBE?9 >BFBDB7B 

CBEF46PF9 6BCDBE<F9?PAO= ;A4>. 

 
d. �4AAO= ACL-EC<EB> D4;D9L49F FTP < ICMP. ICMP 6>?RKTA 6 

EC<EB>, G>4;4AAO= 6OL9, 6 BF?<K<9 BF FTP, >BFBDO= <ECB?P;G9F CDBFB>B? 
TCP. &4><@ B5D4;B@, A9B5IB8<@B 669EF< TCP. �698<F9 tcp, KFB5O B5AB6<FP 
ACL-EC<EB>. 

 
e. "5D4F<F9 6A<@4A<9, KFB @O @B7?< 5O A4EFDB<FP H<?PFD4J<R 

FB?P>B 8?S PC1, <ECB?P;GS >?RK96B9 E?B6B host, 4 F4>:9 @B7?< 5O 
D4;D9L<FP 8BEFGC 8?S ?R5B7B G;?4. � QFB@ E?GK49 8BEFGC D4;D9LTA 
?R5B@G GEFDB=EF6G E 48D9EB@, CD<A48?9:4M<@ E9F< 172.22.34.64/27. 
�698<F9 E9F96B= 48D9E EB ;A4>B@ 6BCDBE4 6 >BAJ9. 

 
f. $4EEK<F4=F9 L45?BAAGR @4E>G, BCD989?SRMGR 86B<KAGR 

CDBF<6BCB?B:ABEFP @4E>< CB8E9F<. 

 
g. �698<F9 L45?BAAGR @4E>G EB ;A4>B@ 6BCDBE4 6 >BAJ9. 

h. !4EFDB=F9 48D9E G;?4-A4;A4K9A<S. � QFB@ EJ9A4D<< @O 
 

A.B.C.
D 

Destination address  

any Any destination host  

eq Match only packets on a given port number 
gt Match only packets with a greater port number 

host A single destination host  
lt Match only packets with a lower port number 
neq Match only packets not on a given port number 
range Match only packets in the range of port numbers 
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H<?PFDG9@ FD4H<> 6 CB?P;G FB?P>B B8AB7B 48D9E4F4 4 E9D69D4. �698<F9 
>?RK96B9 E?B6B host, ;4 >BFBDO@ E?98G9F IP-48D9E E9D69D4. 

 

 

 
i. "5D4F<F9 6A<@4A<9 A4 C4D4@9FD <cr> (6B;6D4F >4D9F><). �DG7<@< 

E?B64@<, 6O @B:9F9 A4:4FP >?46<LG ��"�, < EB7?4EAB CD46<?G 5G89F 
D4;D9LTA 69EP FD4H<> TCP. "8A4>B @O IBF<@ D4;D9L<FP FB?P>B FD4H<> 
FTP. #BQFB@G 6698<F9 >?RK96B9 E?B6B eq, CBE?9 >BFBDB7B CBEF46PF9 
6BCDBE<F9?PAO= ;A4>, KFB5O BFB5D4;<FP 8BEFGCAO9 C4D4@9FDO. �4F9@ 
6698<F9 ftp < A4:@<F9 ��"�. 

j. %B;84=F9 6FBDB9 CD46<?B EC<E>4 8BEFGC4, D4;D9L4RM99 C9D984KG 
FD4H<>4 ICMP (QIB-;4CDBE < 8D.) BF PC1 A4 E9D69D. "5D4F<F9 6A<@4A<9 A4 
FB, KFB AB@9D EC<E>4 8BEFGC4 BEF49FES A9<;@9AAO@, >BA>D9FAO= F<C 
FD4H<>4 ICMP A9 FD95G9F BCD989?9A<S. 

k. "EF4?PAB= FD4H<> ;4CD9MTA CB G@B?K4A<R. 
(47 2: #D<@9A<F9 ACL-EC<EB> A4 EBBF69FEF6GRM9@ <AF9DH9=E9 8?S 

H<?PFD4J<< FD4H<>4. 
% FBK>< ;D9A<S @4DLDGF<;4FBD4 R1, FD4H<>, > >BFBDB@G CD<@9AS9FES 

EC<EB> ACL 100, S6?S9FES 
6IB8SM<@ <; E9F<, CB8>?RKTAAB= > <AF9DH9=EG Gigabit Ethernet 0/0. 

�B=8<F9 6 D9:<@ A4EFDB=>< 
<AF9DH9=E4 < CD<@9A<F9 ACL-EC<EB>. 
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(47 3: #DB69DPF9 D45BFG ACL-EC<E>4. 
a. "FCD46PF9 QIB-;4CDBE BF G;?4 PC1 A4 E9D69D. � E?GK49 

A9G84KAOI QIB-;4CDBEB6 CDB69DPF9 IP- 48D9E4 C9D98 F9@, >4> CDB8B?:<FP 
D45BFG. 

b. "FCD46PF9 FTP-FD4H<> BF G;?4 PC1 A4 E9D69D. �@S 
CB?P;B64F9?S < C4DB?P 4 cisco. 

 
c. �O=8<F9 <; E?G:5O FTP A4 E9D69D9. 

 
d. "FCD46PF9 QIB-;4CDBE BF G;?4 PC1 A4 PC2. ';9? A4;A4K9A<S 

8B?:9A 5OFP A98BEFGC9A, CBE>B?P>G BFEGFEF6G9F D4;D9L9A<9 A4 FD4H<> 6 
S6AB@ 6<89. 

'4EFP 2. !4EFDB=>4, CD<@9A9A<9 < CDB69D>4 D4EL<D9AAB7B 
<@9AB64AAB7B ACL-EC<E>4 

(47 1: !4EFDB=F9 ACL-EC<EB> A4 D4;D9L9A<9 HTTP-8BEFGC4 < ICMP. 
a. �@9AB64AAO9 ACL-EC<E>< A4K<A4RFES E >?RK96B7B E?B64 ip. � 

D9:<@9 7?B54?PAB= >BAH<7GD4J<< @4DLDGF<;4FBD4 R1 6698<F9 
E?98GRMGR >B@4A8G, CBE?9 >BFBDB= CBEF46PF9 6BCDBE<F9?PAO= ;A4>. 

 
b.  B:AB A4EFDB<FP <@9AB64AAO9 EF4A84DFAO9 < D4EL<D9AAO9 

ACL-EC<E><. #BED98EF6B@ QFB7B EC<E>4 8BEFGC4 H<?PFDGRFES >4> IP-
48D9E4 <EFBKA<>4, F4> < IP-48D9E4 G;?4-A4;A4K9A<S; F4><@ B5D4;B@, EC<EB> 
8B?:9A 5OFP D4EL<D9AAO@. �698<F9 HTTP_ONLY 6 >4K9EF69 <@9A<. (8?S 
BJ9A>< D45BFO 6 Packet Tracer 8B?:AB ;48464FPES <@S, KG6EF6<F9?PAB9 > 
D97<EFDG). 

 
c. �B@4A8A4S EFDB>4 <;@9A<FES. &9C9DP 4>F<6<DB64A D9:<@ A4EFDB=>< 

<@9AB64AAB7B D4EL<D9AAB7B ACL-EC<E>4. �E9@ GEFDB=EF64@ 6 ?B>4?PAB= 
E9F< G;?4 PC2 FD95G9FES 8BEFGC TCP. �698<F9 E9F96B= 48D9E EB ;A4>B@ 
6BCDBE4 6 >BAJ9. 

 
d. �DG7B= ECBEB5 D4EKTF4 @4E>< ;4>?RK49FES 6 6OK<F4A<< @4E>< 

CB8E9F< <; 255.255.255.255. 

�BC<L<F9 CD46<?B, 
BCD989?<6 48D9E E9D69D4 >4> 6 K4EF< 1, < A4EFDB<6 H<?PFD4J<R FD4H<>4 
www. 
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e. %B;84=F9 6FBDB9 CD46<?B EC<E>4 8BEFGC4, D4;D9L4RM99 
C9D984KG FD4H<>4 ICMP (QIB-;4CDBE < 8D.) BF PC2 A4 E9D69D. #D<@9K4A<9. 
�B@4A8A4S EFDB>4 A9 @9AS9FES, BFEGFEF6G9F A9B5IB8<@BEFP ;48464FP 
>BA>D9FAO= F<C FD4H<>4 ICMP. 

 
f. "EF4?PAB= FD4H<> ;4CD9MTA CB G@B?K4A<R. �O=8<F9 <; D9:<@4 

A4EFDB=>< <@9AB64AAB7B D4EL<D9AAB7B ACL-EC<E>4. 
(47 2: #D<@9A<F9 ACL-EC<EB> A4 EBBF69FEF6GRM9@ <AF9DH9=E9 8?S 

H<?PFD4J<< FD4H<>4. 
% FBK>< ;D9A<S @4DLDGF<;4FBD4 R1, FD4H<>, > >BFBDB@G CD<@9AS9FES 

ACL-EC<EB> HTTP_ONLY, 
S6?S9FES 6IB8SM<@ <; E9F<, CB8>?RKTAAB= > <AF9DH9=EG Gigabit 

Ethernet 0/1. �B=8<F9 6 D9:<@ 
A4EFDB=>< <AF9DH9=E4 < CD<@9A<F9 ACL-EC<EB>. 

 
(47 3: #DB69DPF9 D45BFG ACL-EC<E>4. 
a. "FCD46PF9 QIB-;4CDBE BF G;?4 PC2 A4 E9D69D. � E?GK49 

A9G84KAOI QIB-;4CDBEB6 CDB69DPF9 IP- 48D9E4 C9D98 F9@, >4> CDB8B?:<FP 
D45BFG. 

b. "FCD46PF9 FTP-FD4H<> BF PC2 A4 E9D69D. #B8>?RK9A<9 A9 
8B?:AB GEF4AB6<FPES. 

c. "F>DB=F9 695-5D4G;9D A4 G;?9 PC2 < 6698<F9 IP-48D9E E9D69D4 6 6<89 
URL. #B8>?RK9A<9 8B?:AB 5OFP GEC9LAO@. 
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�D4>F<K9E>4O  D45BF4 12. �B<E> < GEFD4A9A<9 A9CB?48B> 
6 A4EFDB=>9 < D4;@9M9A<< ACL-EC<E>B6 

&BCB?B7<S 

&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 

'4EFP 2. #B<E> < GEFD4A9A<9 A9CB?48B> 6AGFD9AA97B 8BEFGC4 '4EFP 3. 
#B<E> < GEFD4A9A<9 A9CB?48B> G84?TAAB7B 8BEFGC4 

�EIB8AO9 84AAO9/EJ9A4D<= 
%C<EB> >BAFDB?S 8BEFGC4 (ACL) 4 QFB CBE?98B64F9?PABEFP >B@4A8 

IOS, B59EC9K<64RM4S 54;B6GR H<?PFD4J<R FD4H<>4 A4 @4DLDGF<;4FBD9 

 

     (?R; CB 
G@B?K4A<R 

 
'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F<   

HQ G0/1 192.168.1.1 255.255.255.0 N/A 

 S0/0/1 10.1.1.2 255.255.255.252 N/A 

 Lo0 192.168.4.1 255.255.255.0 N/A 

ISP G0/1 192.168.3.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 10.1.1.1 255.255.255.252 N/A 

S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1 

S3 VLAN 1 192.168.3.11 255.255.255.0 192.168.3.1 

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 
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Cisco. % CB@BMPR ACL-EC<E>B6 @B:AB 6O5<D4FP F<CO FD4H<>4, 
CB8?9:4M<9 B5D45BF>9. �4:8B9 BF89?PAB9 6OD4:9A<9 ACL-EC<E>4 
A4;O64RF ;4C<EPR >BAFDB?S 8BEFGC4 (ACE). �4C<E< ACE 6 ACL-EC<E>4I 
BJ9A<64RFES E69DIG 6A<;. � >BAJ9 EC<E>4 EFB<F E>DOF4S ;4C<EP ;4CD9F4 
deny all. &4>:9 ACL-EC<E>< >BAFDB?<DGRF F<C FD4H<>4, 6IB8SM97B <?< 
<EIB8SM97B <; E9F<, <ECB?P;GS G;?O <?< E9FP <EFBKA<>4 < A4;A4K9A<S. 
$4;@9M9A<9 ACL-EC<E>B6 <@99F D9L4RM99 ;A4K9A<9 8?S CD46<?PAB= 
B5D45BF>< AG:AB7B FD4H<>4. 

� >BAF9>EF9 84AAB= ?45BD4FBDAB= D45BFO A95B?PL4S >B@C4A<S FB?P>B 
KFB 8B546<?4 6 E9FP 695-E9D69D, KFB5O >?<9AFO @B7?< CB?GK<FP 8BEFGC > 
>BAH<89AJ<4?PAB= <AHBD@4J<<. �BDCBD4F<6A4S E9FP D4;89?9A4 A4 869 
;BAO: ;BAG >BDCBD4F<6AB= E9F< < 89@<?<F4D<;B64AAGR ;BAG (DMZ). � ;BA9 
>BDCBD4F<6AB= E9F< 5G8GF D4;@9M9AO K4EFAO9 E9D69DO < 6AGFD9AA<9 
>?<9AFO. � ;BA9 DMZ EB89D:<FES 6A9LA9 8BEFGCAO= 695-E9D69D 
(E@B89?<DB64AAO= >4> <AF9DH9=E Lo0 6 HQ). #BE>B?P>G >B@C4A<S @B:9F 
GCD46?SFP FB?P>B EB5EF69AAO@ @4DLDGF<;4FBDB@ HQ, A4 AT@ A9B5IB8<@B 
CD<@9A<FP 6E9 ACL-EC<E><. 

" ACL-EC<EB> 101 D94?<;B64A 8?S B7D4A<K9A<S FD4H<>4, 6OIB8SM97B 
<; ;BAO >BDCBD4F<6AB= E9F<. 1F4 ;BA4 EB89D:<F K4EFAO9 E9D69D4 < 
6AGFD9AA<I >?<9AFB6 (192.168.1.0/24). �BEFGC 8DG7<I E9F9= 6 
>BDCBD4F<6AGR E9FP 8B?:9A 5OFP ;4>DOF. 

" ACL-EC<EB> 102 CD<@9AS9FES 8?S B7D4A<K9A<S FD4H<>4, 6IB8SM97B 6 
>BDCBD4F<6AGR E9FP. �BEFGC 6 QFG E9FP D4;D9LTA FB?P>B 8?S BF69FB6 A4 
;4CDBEO, EB;84AAO9 6AGFD< >BDCBD4F<6AB= E9F<. � A<@ BFABESFES TCP-
;4CDBEO BF 6AGFD9AA<I G;?B6, A4CD<@9D, A4 695- <?< FTP-E9D69D9. ICMP 
B5?4849F 8BEFGCB@ 6 E9FP 8?S GEFD4A9A<S A9CB?48B>, KFB5O 6IB8SM<9 
ICMP-EBB5M9A<S, EB;84AAO9 6 BF69F A4 QIB-;4CDBEO, @B7?< 5OFP CB?GK9AO 
6AGFD9AA<@< G;?4@<. 

" ACL-EC<EB> 121 >BAFDB?<DG9F 6A9LA<= FD4H<>, 6IB8SM<= 6 ;BAG 
DMZ < >BDCBD4F<6AGR E9FP. �BEFGCB@ > 695-E9D69DG DMZ B5?4849F 
FB?P>B HTTP-FD4H<> (E@B89?<DB64AAO= >4> <AF9DH9=E Lo0 A4 
@4DLDGF<;4FBD9 R1). "EF4?PAB= FD4H<> <; 6A9LA<I E9F9=, A4CD<@9D 
EIGRP, D4;D9LTA. �DB@9 FB7B, 8BCGEF<@O@ 6AGFD9AA<@ K4EFAO@ 48D9E4@, 
A4CD<@9D, 192.168.1.0, loopback-48D9E4@, A4CD<@9D, 127.0.0.0 < 7DGCCB6O@ 
48D9E4@ 8BEFGC > >BDCBD4F<6AB= E9F< ;4CD9MTA 6 J9?SI CD98BF6D4M9A<S 
6D98BABEAOI 4F4> EB EFBDBAO 6A9LA<I CB?P;B64F9?9=. 

#D<@9K4A<9. � ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 
@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E?G:54@< E9D<< Cisco 1941 CB8 
GCD46?9A<9@ "% Cisco IOS 15.2(4) M3 (B5D4; universalk9). � ?45BD4FBDAB= 
D45BF9 <ECB?P;GRFES >B@@GF4FBDO E9D<< Cisco Catalyst 2960s CB8 
GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). �BCGE>49FES 
<ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 
GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< 
GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 
@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI 
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D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 G>4;4AO 6 F45?<J9 E6B8AB= 
<AHBD@4J<< B5 <AF9DH9=E9 @4DLDGF<;4FBD4 6 >BAJ9 QFB= ?45BD4FBDAB= 
D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 
@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO, < BA< A9 <@9RF ;47DG;BKAB= 
>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > CD9CB8464F9?R. 

!9B5IB8<@O9 D9EGDEO: 
" 2 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 
" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

B5D4; lanbasek9 <?< 4A4?B7<KA4S @B89?P); 
" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 
" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO; 
" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 
"  
'4EFP 1: #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
� C9D6B= K4EF< ?45BD4FBDAB= D45BFO 64@ AG:AB EB;84FP FBCB?B7<R 

E9F< < A4EFDB<FP A9>BFBDO9 54;B6O9 C4D4@9FDO A4 @4DLDGF<;4FBD4I < 
>B@@GF4FBD4I, A4CD<@9D C4DB?< < IP-48D9E4. � >4K9EF69 <EIB8AOI 
A4EFDB9> @4DLDGF<;4FBDB6 F4>:9 84AO CD9864D<F9?PAO9 A4EFDB=><. &4>:9 
64@ CD98EFB<F A4EFDB<FP C4D4@9FDO IP 8?S >B@CPRF9DB6 6 CD<698TAAB= 
FBCB?B7<<. 

(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. (47 
2: !4EFDB=F9 G;?O #�. 

(47 3: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 
>B@@GF4FBDB6. 

(47 4: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B >B@@GF4FBD4 
(8BCB?A<F9?PAB). 

a. "F>?RK<F9 CB<E> DNS. 
b. !4EFDB=F9 <@9A4 G;?B6 6 EBBF69FEF6<< E FBCB?B7<9=. 
c. !4EFDB=F9 IP-48D9E < L?R; CB G@B?K4A<R 6 F45?<J9 48D9E4J<<. 
d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 
e. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4 

EXEC. 
f. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 

@B7?< CD9DO64FP 66B8 >B@4A8. 
(47 5: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B @4DLDGF<;4FBD4. 
a. "F>?RK<F9 CB<E> DNS. 
b. !4EFDB=F9 <@9A4 G;?B6 6 EBBF69FEF6<< E FBCB?B7<9=. 
c. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 
d. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4 

EXEC. 
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e. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 
@B7?< CD9DO64FP 66B8 >B@4A8. 

(47 6: !4EFDB=F9 HTTP-8BEFGC < GKTFAO9 84AAO9 CB?P;B64F9?S A4 
@4DLDGF<;4FBD9 HQ. 

�?S CB?GK9A<S 8BEFGC4 > E@B89?<DB64AAB@G 695-E9D69DG (192.168.4.1) 
A9B5IB8<@B A4EFDB<FP GKTFAO9 84AAO9 CB?P;B64F9?S. 

 

 

 
(47 7: �47DG;<F9 A4EFDB=>< @4DLDGF<;4FBD4. 
� 64L9@ D4ECBDS:9A<< >BAH<7GD4J<< 8?S @4DLDGF<;4FBDB6 ISP < 

HQ. 1F< A4EFDB=>< EB89D:4F BL<5><. �4L4 ;484K4 4 A4=F< BL<5>< < 
<ECD46<FP <I. 

 
'4EFP 2: #B<E> < GEFD4A9A<9 A9CB?48B> 6AGFD9AA97B 8BEFGC4 
�B 6FBDB= K4EF< AG:AB CDB69D<FP ACL-EC<E>< A4 @4DLDGF<;4FBD9 

HQ, KFB5O G598<FPES 6 CD46<?PABEF< <I A4EFDB=><. 
(47 1: #B<E> < GEFD4A9A<9 A9CB?48B> 6 ACL-EC<E>9 101 
ACL-EC<EB> 101 D94?<;B64A 8?S B7D4A<K9A<S FD4H<>4, 6OIB8SM97B <; 

;BAO >BDCBD4F<6AB= E9F<. � QFB= ;BA9 EB89D:4FES FB?P>B 6AGFD9AA<9 
>?<9AFO < K4EFAO9 E9D69D4. #D46B@ 6OIB84 <; QFB= ;BAO >BDCBD4F<6AB= 
E9F< B5?4849F FB?P>B E9FP 192.168.1.0/24. 

a. 'EC9LAB ?< CDBIB8<F QIB-;4CDBE BF G;?4 PC-� A4 97B L?R; CB 
G@B?K4A<R? 

b. '598<6L<EP 6 CD46<?PABEF< A4EFDB=>< G;?4 PC-A, 
CDBE@BFD<F9 E6B8>G ACL-EC<E>4 101, KFB5O A4=F< 6 >BAH<7GD4J<< 
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@4DLDGF<;4FBD4 HQ 6B;@B:AO9 BL<5><. �698<F9 >B@4A8G show access- 
lists 101. 

 
c.'84?BEP ?< 64@ A4=F< >4><9-?<5B BL<5>< 6 ACL-EC<E>9 101? 
d. #DB69DPF9 <AF9DH9=E L?R;4 CB G@B?K4A<R 8?S E9F< 192.168.1.0 

/24. '598<F9EP, KFB ACL-EC<EB> 101 CD<@9ATA A4 CD46<?PAB@ A4CD46?9A<< 
<AF9DH9=E4 G0/1. �698<F9 show ip interface g0/1. 

 

 
#D46<?PAB ?< A4EFDB9AB A4CD46?9A<9 <AF9DH9=E4 G0/1 8?S ACL-

EC<E>4 101? 
9. �ECD46PF9 BL<5><, A4=89AAO9 6 ACL-EC<E>9 101, < G598<F9EP, KFB 

FD4H<> <; E9F< 192.168.1.0 /24 @B:9F CB><84FP >BDCBD4F<6AGR E9FP. 
�4C<L<F9 >B@4A8O, <ECB?P;G9@O9 8?S <ECD46?9A<S BL<5B>. 

f. #DB69DPF9, GEC9LAB ?< 6OCB?AS9FES QIB-;4CDBE E G;?4 PC-A A4 
<AF9DH9=E 97B L?R;4 CB G@B?K4A<R. 

(47 2: #B<E> < GEFD4A9A<9 A9CB?48B> 6 ACL-EC<E>9 102 
ACL-EC<EB> 102 CD<@9AS9FES 8?S B7D4A<K9A<S FD4H<>4, 6IB8SM97B 6 

>BDCBD4F<6AGR E9FP. &D4H<>, EB;84649@O= 6B 6A9LA9= E9F<, A9 
8BCGE>49FES 6 >BDCBD4F<6AGR E9FP. '84?TAAO= FD4H<> 8BCGE>49FES 6 
>BDCBD4F<6AGR E9FP, 9E?< FD4H<> 5O? EB;84A 6B 6AGFD9AA9= E9F<. 
"F69FAO9 ICMP-EBB5M9A<S 8BCGE>4RFES 6 J9?SI GEFD4A9A<S A9CB?48B>. 

a. 'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-A A4 G;9? PC-
C? 

b. #DBE@BFD<F9 E6B8>G ACL-EC<E>4 102, KFB5O A4=F< 6B;@B:AO9 
BL<5>< 6 >BAH<7GD4J<< @4DLDGF<;4FBD4 HQ. �698<F9 >B@4A8G show 
access-lists 102. 

 
c. '84?BEP ?< 64@ A4=F< >4><9-?<5B BL<5>< 6 ACL-EC<E>9 102? 
d. '598<F9EP, KFB ACL-EC<EB> 102 CD<@9ATA A4 CD46<?PAB@ 

A4CD46?9A<< <AF9DH9=E4 G0/1. �698<F9 show ip interface g0/1. 
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e. '84?BEP ?< 64@ A4=F< >4><9-?<5B BL<5>< 6 CD<@9A9A<< ACL-

EC<E>4 102 A4 <AF9DH9=E9 G0/1? 
f. 'EFD4A<F9 6E9 BL<5>< 6 ACL-EC<E>9 102. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S BL<5B>. 
g. 'EC9LAB ?< F9C9DP BFCD46?S9FES QIB-;4CDBE BF G;?4 PC-A A4 G;9? 

PC-C? 
 
'4EFP 3: #B<E> < GEFD4A9A<9 A9CB?48B> G84?TAAB7B 8BEFGC4 
� FD9FP9= K4EF< ?45BD4FBDAB= D45BFO ACL-EC<EB> 121 A4EFDB9A 8?S 

CD98BF6D4M9A<S ECGH<A7-4F4> EB EFBDBAO 6A9LA<I E9F9= < D4;D9L9A<S 
FB?P>B G84?TAAB7B HTTP-8BEFGC4 > 695-E9D69DG (192.168.4.1) 6 ;BA9 DMZ. 

4. #DB69DPF9 A4EFDB=>< ACL-EC<E>4 121. �698<F9 show ip access-list 

121.  '84?BEP ?< 64@ A4=F< >4><9-
?<5B BL<5>< 6 QFB@ ACL-EC<E>9? 

b. '598<F9EP, KFB ACL-EC<EB> 121 CD<@9ATA A4 CD46<?PAB@ 
A4CD46?9A<< <AF9DH9=E4 S0/0/1 A4 @4DLDGF<;4FBD9 R1. �698<F9 >B@4A8G 
show ip interface s0/0/1. 

 
'84?BEP ?< 64@ A4=F< >4><9-?<5B BL<5>< 6 CD<@9A9A<< QFB7B ACL-

EC<E>4? 
c. #D< B5A4DG:9A<< BL<5B> 6A9E<F9 EBBF69FEF6GRM<9 <;@9A9A<S 6 

>BAH<7GD4J<R ACL 121 < ;48B>G@9AF<DG=F9 <I. 
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d. '598<F9EP, KFB K9D9; 695-5D4G;9D G;9? PC-C @B:9F CB?GK<FP 8BEFGC 
FB?P>B > E@B89?<DB64AAB@G 695-E9D69DG A4 @4DLDGF<;4FBD9 HQ. �?S 
8BEFGC4 > 695-E9D69DG (192.168.4.1) <ECB?P;G=F9 <@S CB?P;B64F9?S admin < 
C4DB?P adminpass. 

�BCDBEO A4 ;4>D9C?9A<9 
1. � >4>B@ CBDS8>9 E?98G9F G>4;O64FP ACL-BC9D4FBDO? "F B5M97B > 

K4EFAB@G <?< A4B5BDBF? 
2. 'FB CDB<;B=8TF, 9E?< 6O G84?<F9 ACL-EC<EB> E CB@BMPR >B@4A8O 

no access-list, 4 QFBF EC<EB> 5G89F CB-CD9:A9@G CD<@9ATA A4 <AF9DH9=E9? 
%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 
 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 71 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B 
ECBEB54 C9D9K<E?9A<S 6E9I >B@5<A4J<= A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 
EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 
CBE?98B64F9?PAOI (Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 
F<CO <AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � >4K9EF69 
CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, 
>BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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�D4>F<K9E>4O  D45BF4 13. �4;B64O A4EFDB=>4 DHCPv4 A4 
@4DL DGF<;4FBD9 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 

'4EFP 2. �OCB?A9A<9 A4EFDB=>< DHCPv4-E9D69D4 < 479AF4-D9FD4AE?SFBD4 
DHCP 

�EIB8AO9 84AAO9/EJ9A4D<= 
#DBFB>B? 8<A4@<K9E>B= >BAH<7GD4J<< E9F96B7B G;?4 (DHCP) 4 

E9F96B= CDBFB>B?, CB;6B?SRM<= E9F96O@ 48@<A<EFD4FBD4@ GCD46?SFP < 

 

    (?R; CB 
G@B?K4A<R 'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 

R1 G0/0 192.168.0.1 255.255.255.0 N/A 

 G0/1 192.168.1.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 192.168.2.253 255.255.255.252 N/A 

R2 S0/0/0 192.168.2.254 255.255.255.252 N/A 

 S0/0/1 (DCE) 209.165.200.226 255.255.255.224 N/A 

ISP S0/0/1 209.165.200.225 255.255.255.224 N/A 

PC-A NIC DHCP DHCP DHCP 

PC-B NIC DHCP DHCP DHCP 
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46FB@4F<;<DB64FP A4;A4K9A<9 IP-48D9EB6. �9; <ECB?P;B64A<S DHCP 
48@<A<EFD4FBDG A9B5IB8<@B 6DGKAGR A4;A4K4FP < A4EFD4<64FP IP-48D9E4, 
CD98CBKF<F9?PAO9 DNS-E9D69DO < L?R;O CB G@B?K4A<R. #B @9D9 
G69?<K9A<S E9F< < C9D9@9M9A<< GEFDB=EF6 <; B8AB= 6AGFD9AA9= E9F< 6 
8DG7GR QFB EF4AB6<FES 48@<A<EFD4F<6AB= CDB5?9@B=. 

� CD98?B:9AAB@ EJ9A4D<< D4;@9DO >B@C4A<< G69?<K<?<EP, < E9F96O9 
48@<A<EFD4FBDO 5B?PL9 A9 <@9RF 6B;@B:ABEF< A4;A4K4FP IP-48D9E4 8?S 
GEFDB=EF6 6DGKAGR. �4L4 ;484K4 ;4>?RK49FES 6 A4EFDB=>9 @4DLDGF<;4FBD4 
R2 8?S A4;A4K9A<S ^4-48D9EB6 6 86GI D4;AOI CB8E9FSI, CB8>?RKTAAOI > 
@4DLDGF<;4FBDG R1. 

#D<@9K4A<9. � 84AAB= ?45BD4FBDAB= D45BF9 EB89D:<FES 
@<A<@4?PAO= A45BD >B@4A8, A9B5IB8<@OI 8?S A4EFDB=>< DHCP. %C<EB> 
FD95G9@OI >B@4A8 CD<698TA 6 CD<?B:9A<< A. #DB69DPF9 E6B< ;A4A<S 4 
A4EFDB=F9 GEFDB=EF64, A9 B5D4M4SEP > <AHBD@4J<<, CD<698TAAB= 6 
CD<?B:9A<<. 

#D<@9K4A<9. � ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 
@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E?G:54@< E9D<< Cisco 1941 CB8 
GCD46?9A<9@ "% Cisco IOS 15.2(4) M3 (B5D4; universalk9). � ?45BD4FBDAB= 
D45BF9 <ECB?P;GRFES >B@@GF4FBDO E9D<< Cisco Catalyst 2960s CB8 
GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). �BCGE>49FES 
<ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 
GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< 
GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 
@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI 
D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 G>4;4AO 6 F45?<J9 E6B8AB= 
<AHBD@4J<< B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= 
D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 
@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO, < BA< A9 <@9RF ;47DG;BKAB= 
>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > CD9CB8464F9?R. 

!9B5IB8<@O9 D9EGDEO: 
" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 
" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

B5D4; lanbasek9 <?< 4A4?B7<KA4S @B89?P); 
" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 
" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO; 
" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 
'4EFP 1: #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
� C9D6B= K4EF< ?45BD4FBDAB= D45BFO 64@ CD98EFB<F EB;84FP 

FBCB?B7<R E9F< < A4EFDB<FP BEAB6AO9 C4D4@9FDO A4 @4DLDGF<;4FBD4I < 
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>B@@GF4FBD4I, F4><9 >4> C4DB?< < IP-48D9E4. &4>:9 64@ CD98EFB<F 
A4EFDB<FP C4D4@9FDO IP 8?S >B@CPRF9DB6 6 CD<698TAAB= FBCB?B7<<. 

(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 
(47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBDB6. 
(47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B @4DLDGF<;4FBD4. 
a. "F>?RK<F9 DNS-CB<E>. 
b. !4EFDB=F9 <@S GEFDB=EF64 6 EBBF69FEF6<< E FBCB?B7<9=. 
c. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G EXEC. 
d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 
e. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 

@B7?< CD9DO64FP 66B8 >B@4A8. 
f. !4;A4KPF9 IP-48D9E4 6E9@ <AF9DH9=E4@ @4DLDGF<;4FBD4 6 

EBBF69FEF6<< E F45?<J9= 48D9E4J<<. 
g. !4EFDB=F9 CBE?98B64F9?PAO= <AF9DH9=E DCE A4 

@4DLDGF<;4FBD4I R1 < R2 E F4>FB6B= K4EFBFB= 128000. 
h. %>BAH<7GD<DG=F9 EIGRP 8?S R1. 

 

 

 
i. !4EFDB=F9 EIGRP < @4DLDGF CB G@B?K4A<R 8?S <AF9DA9F-

CDB64=89D4 A4 @4DLDGF<;4FBD9 R2. 
j. !4EFDB=F9 EG@@4DAO= EF4F<K9E><= @4DLDGF A4 ISP 8?S 8BEFGC4 > 

E9FS@ @4DLDGF<;4FBDB6 R1 < R2. 
k. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR >BAH<7GD4J<R. 
(47 4: �OCB?A<F9 CDB69D>G E9F96B7B EB98<A9A<S @9:8G 

@4DLDGF<;4FBD4@<. 
#D< A9G84KAOI QIB-;4CDBE4I @9:8G @4DLDGF<;4FBD4@< CD9:89 K9@ 

C9D9IB8<FP > E?98GRM9@G L47G <ECD46PF9 6B;A<>L<9 BL<5><. 
�ECB?P;G=F9 >B@4A8O show ip route < show ip interface brief, KFB5O 
BCD989?<FP 6B;@B:AO9 A9CB?48><. 

(47 5: '598<F9EP, KFB #� A4 G;?4I A4EFDB9AO 8?S D45BFO DHCP. 
'4EFP 2: !4EFDB=>4 DHCPv4-E9D69D4 < 479AF4-D9FD4AE?SFBD4 DHCP 
�?S FB7B KFB5O 46FB@4F<K9E>< A4;A4K<FP 48D9EAGR <AHBD@4J<R 6 

E9F<, 64@ A9B5IB8<@B A4EFDB<FP @4DLDGF<;4FBD R2 6 >4K9EF69 E9D69D4 
DHCPv4, 4 @4DLDGF<;4FBD R1 6 >4K9EF69 479AF4- D9FD4AE?SFBD4. 
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(47 1: �OCB?A<F9 A4EFDB=>G E9D69D4 DHCPv4 A4 @4DLDGF<;4FBD9 R2. 
!4 @4DLDGF<;4FBD9 R2 A9B5IB8<@B EB;84FP CG? DHCP-48D9EB6 8?S 

>4:8B= ?B>4?PAB= E9F< @4DLDGF<;4FBD4 R1. �ECB?P;G=F9 <@S CG?4 R1G0 
8?S <AF9DH9=E4 G0/0 LAN < R1G1 8?S <AF9DH9=E4 G0/1 LAN. &4>:9 64@ 
AG:AB <E>?RK<FP 48D9E4, >BFBDO9 A9 5G8GF A4;A4K4FPES <; CG?4 48D9EB6. 
�E>?RK4FP 48D9E4 D9>B@9A8G9FES 6 C9D6GR BK9D98P, KFB5O CD98BF6D4F<FP 
<I E?GK4=AGR 4D9A8G 8?S 8DG7<I GEFDB=EF6. 

�E>?RK<F9 C9D6O9 896SFP 48D9EB6 <; >4:8B= ?B>4?PAB= E9F< 
@4DLDGF<;4FBD4 R1, A4K<A4S E .1. �E9 8DG7<9 48D9E4 8B?:AO 5OFP 
8BEFGCAO 6 CG?9 DHCP. '598<F9EP, KFB >4:8O= CG? DHCP EB89D:<F L?R; 
CB G@B?K4A<R, 8B@9A ccna-lab.com, E9D69D DNS (209.165.200.225), 4 EDB> 
4D9A8O EBEF46?S9F 864 8AS. 

� EFDB>4I A<:9 ;4C<L<F9 >B@4A8O, A9B5IB8<@O9 8?S A4EFDB=>< 
E?G:5 DHCP A4 @4DLDGF<;4FBD9 R2, 6>?RK4S F9, KFB FD95GRFES 8?S 
<E>?RK9A<S DHCP-48D9EB6 < EB;84A<S CG?B6 DHCP. 

#D<@9K4A<9. �B@4A8O, A9B5IB8<@O9 8?S 6OCB?A9A<S ;484A<= 6FBDB= 
K4EF< ?45BD4FBDAB= D45BFO, CD<6989AO 6 CD<?B:9A<< A. �?S FB7B KFB5O 
CDB69D<FP E6B< ;A4A<S, CBCDB5G=F9 A4EFDB<FP DHCP A4 @4DLDGF<;4FBD4I 
R1 < R2, A9 B5D4M4SEP > CD<?B:9A<R. 

!4 G;?4I PC-A <?< PC-B BF>DB=F9 >B@4A8AGR EFDB>G < 6698<F9 
>B@4A8G ipconfig /all. #B?GK<? ?< >4>B=-?<5B <; G;?B6OI #� IP-48D9E BF 
E9D69D4 DHCP? #BK9@G? 

(47 2: !4EFDB=F9 @4DLDGF<;4FBD R1 6 >4K9EF69 479AF4 D9FD4AE?SJ<<. 
!4EFDB=F9 6ECB@B74F9?PAO9 IP-48D9E4 A4 @4DLDGF<;4FBD9 R1, KFB5O 

C9D9E?4FP 6E9 DHCP-;4CDBEO A4 E9D69D DHCP @4DLDGF<;4FBD4 R2. 
� EFDB>4I A<:9 ;4C<L<F9 >B@4A8O, A9B5IB8<@O9 8?S A4EFDB=>< 

@4DLDGF<;4FBD4 R1 6 >4K9EF69 479AF4 DHCP-D9FD4AE?SJ<< 8?S ?B>4?PAOI 
E9F9= @4DLDGF<;4FBD4 R1. 

(47 3: �4C<L<F9 IP-C4D4@9FDO 8?S >B@CPRF9DB6 PC-A < PC-B. 
!4 >B@CPRF9D4I PC-A < PC-B 6OCB?A<F9 >B@4A8G ipconfig /all, KFB5O 

G598<FPES, KFB >B@CPRF9DO CB?GK<?< <AHBD@4J<R B5 IP-48D9E4I BF 
DHCP-E9D69D4 @4DLDGF<;4FBD4 R2. �4C<L<F9 IP- < MAC- 48D9E4 8?S 
>4:8B7B #�. 

�EIB8S <; CG?4 DHCP, A4EFDB9AAB7B A4 @4DLDGF<;4FBD9 R2, >4><9 
C9D6O9 8BEFGCAO9 IP-48D9E4 @B7GF 5OFP 4D9A8B64AO >B@CPRF9D4@< PC-A 
< PC-B? 

(47 4: #DB69DPF9 D45BFG E?G:5 DHCP < 4D9A8O 48D9EB6 A4 
@4DLDGF<;4FBD9 R2. 

a. !4 @4DLDGF<;4FBD9 R2 6OCB?A<F9 >B@4A8G show ip dhcp 
binding, KFB5O CDBE@BFD9FP EC<EB> 4D9A8B64AAOI DHCP 48D9EB6. 

�4>4S 8DG74S CB?9;A4S <AHBD@4J<S 8?S <89AF<H<>4J<< CB?P;B64F9?S 
EB89D:<FES 6 6OIB8AOI 84AAOI, CB@<@B 4D9A8B64AAOI IP-48D9EB6? 

b. !4 @4DLDGF<;4FBD9 R2 6OCB?A<F9 >B@4A8G show ip dhcp show 
statistics, KFB5O BFB5D4;<FP EF4F<EF<>G CG?4 DHCP < 4>F<6ABEFP 
EBB5M9A<=. 
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%>B?P>B F<CB6 EBB5M9A<= DHCP CD98EF46?9AB 6 6OIB8AOI 84AAOI? 
c. !4 @4DLDGF<;4FBD9 R2 6OCB?A<F9 >B@4A8G show ip dhcp pool, KFB5O 

CDBE@BFD9FP A4EFDB=>< CG?4 DHCP. 
� K9@G BFABE<FES CB>4;4F9?P Current 6 6OIB8AOI 84AAOI >B@4A8O 

show ip dhcp pool? 
d. !4 @4DLDGF<;4FBD9 R2 6OCB?A<F9 >B@4A8G show run | section 

dhcp, KFB5O CDBE@BFD9FP >BAH<7GD4J<R DHCP 6 F9>GM9= >BAH<7GD4J<<. 
e. !4 @4DLDGF<;4FBD9 R2 6OCB?A<F9 >B@4A8G show run interface 

8?S <AF9DH9=EB6 G0/0 < G0/1, KFB5O CDBE@BFD9FP A4EFDB=>< D9FD4AE?SFBD4 
DHCP 6 F9>GM9= >BAH<7GD4J<<. 

�BCDBEO A4 ;4>D9C?9A<9 
�4> 6O 8G@49F9, 6 KT@ ;4>?RK49FES CD9<@GM9EF6B <ECB?P;B64A<S 

479AFB6 DHCP-D9FD4AE?SJ<< 6@9EFB <ECB?P;B64A<S A9E>B?P><I 
@4DLDGF<;4FBDB6, D45BF4RM<I 6 >4K9EF69 E9D69DB6 DHCP? 

 
%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 
 
#D<?B:9A<9 �. �B@4A8O A4EFDB=>< DHCP 
 4DLDGF<;4FBD R1   

 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 71 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 0/0 
(G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 0/0 
(G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B 
ECBEB54 C9D9K<E?9A<S 6E9I >B@5<A4J<= A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 
EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 
CBE?98B64F9?PAOI (Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 
F<CO <AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � >4K9EF69 
CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, 
>BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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 4DLDGF<;4FBD R2  
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�D4>F<K9E>4O  D45BF4 14. �4;B64O A4EFDB=>4 DHCPv4 A4 
>B@@GF4FBD9 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 

'4EFP 2. �;@9A9A<9 C4D4@9FDB6 SDM 
" !4EFDB=>4 A4 @4DLDGF<;4FBD9 S1 C4D4@9FD4 SDM A4 lanbase-routing. 

'4EFP 3. !4EFDB=>4 DHCPv4 
" !4EFDB=>4 DHCPv4 8?S E9F< VLAN 1. 
" #DB69D>4 DHCPv4 < EB98<A9A<S.'4EFP 4. !4EFDB=>4 DHCP 8?S 

A9E>B?P><I VLAN 
" !4;A4K9A<9 CBDFB6 E9F< VLAN 2. 
" !4EFDB=>4 DHCPv4 8?S E9F< VLAN 2. 
" #DB69D>4 DHCPv4 < EB98<A9A<S. '4EFP 5. �>F<64J<S IP-

@4DLDGF<;4J<< 
" �>F<6<DG=F9 A4 >B@@GF4FBD9 IP-@4DLDGF<;4J<R. 
" %B;84A<9 EF4F<K9E><I @4DLDGFB6. 

 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 

R1 G0/1 192.168.1.10 255.255.255.0 

 Lo0 209.165.200.225 255.255.255.224 

S1 VLAN 1 192.168.1.1 255.255.255.0 

 VLAN 2 192.168.2.1 255.255.255.0 
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�EIB8AO9 84AAO9/%J9A4D<= 
�B@@GF4FBD Cisco 2960 @B:9F D45BF4FP 6 >4K9EF69 E9D69D4 DHCPv4. 

%9D69D Cisco DHCPv4 A4;A4K49F < GCD46?S9F ^4-48D9E4@< <; G>4;4AAOI 
CG?B6 48D9EB6, E6S;4AAOI E >BA>D9FAO@< E9FS@< VLAN < 6<DFG4?PAO@< 
<AF9DH9=E4@< >B@@GF4FBD4. �B@@GF4FBD Catalyst 2960 @B:9F 
HGA>J<BA<DB64FP 6 >4K9EF69 GEFDB=EF64 3-7B GDB6AS < @4DLDGF<;<DB64FP 
84AAO9 @9:8G E9FS@< VLAN < B7D4A<K9AAO@ >B?<K9EF6B@ EF4F<K9E><I 
@4DLDGFB6. � 84AAB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F A4EFDB<FP 
DHCPv4 A4 >B@@GF4FBD9 Cisco 2960 >4> 8?S B8AB=, F4> < 8?S A9E>B?P><I 
E9F9= VLAN, 4>F<6<DB64FP @4DLDGF<;4J<R A4 >B@@GF4FBD9 8?S 
B59EC9K9A<S E6S;< @9:8G E9FS@< VLAN, 4 F4>:9 8B546<FP EF4F<K9E><9 
@4DLDGFO 8?S B59EC9K9A<S E6S;< @9:8G 6E9@< G;?4@<. 

#D<@9K4A<9. � 84AAB= ?45BD4FBDAB= D45BF9 EB89D:<FES 
@<A<@4?PAO= A45BD >B@4A8, A9B5IB8<@OI 8?S A4EFDB=>< DHCP. %C<EB> 
FD95G9@OI >B@4A8 CD<698TA 6 CD<?B:9A<< A. #DB69DPF9 E6B< ;A4A<S 4 
A4EFDB=F9 GEFDB=EF64, A9 B5D4M4SEP > <AHBD@4J<<, CD<698TAAB= 6 
CD<?B:9A<<. 

#D<@9K4A<9. � ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 
@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E?G:54@< E9D<< Cisco 1941 CB8 
GCD46?9A<9@ "% Cisco IOS 15.2(4) M3 (B5D4; universalk9). � ?45BD4FBDAB= 
D45BF9 <ECB?P;GRFES >B@@GF4FBDO E9D<< Cisco Catalyst 2960s CB8 
GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). �BCGE>49FES 
<ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 
GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< 
GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 
@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI 
D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 G>4;4AO 6 F45?<J9 E6B8AB= 
<AHBD@4J<< B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= 
D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 
@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO, < BA< A9 <@9RF ;47DG;BKAB= 
>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > CD9CB8464F9?R. 

!9B5IB8<@O9 D9EGDEO 
" 1 @4DLDGF<;4FBD (Cisco 1941 E GA<69DE4?PAO@ B5D4;B@ M3 CB8 

GCD46?9A<9@ "% Cisco IOS 15.2(4) <?< 4A4?B7<KA4S @B89?P); 
" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

B5D4; lanbasek9 <?< 4A4?B7<KA4S @B89?P); 
" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 
" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO; 
" >459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 
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'4EFP 1: #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 
(47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBDB6. 
(47 3: !4EFDB=F9 BEAB6AO9 C4D4@9FDO GEFDB=EF6. 
a. #D<E6B=F9 GEFDB=EF64@ <@9A4 6 EBBF69FEF6<< E FBCB?B7<9=. 
b. "F>?RK<F9 CB<E> DNS. 
c. 'EF4AB6<F9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4. � 

>4K9EF69 C4DB?9= >BAEB?< < 6<DFG4?PAB7B F9D@<A4?4 vty GEF4AB6<F9 cisco. 
d. !4;A4KPF9 IP-48D9E4 <AF9DH9=E4@ G0/1 < Lo0 @4DLDGF<;4FBD4 R1 6 

EBBF69FEF6<< E F45?<J9= 48D9E4J<<. 
e. !4;A4KPF9 IP-48D9E4 <AF9DH9=E4@ VLAN 1 < VLAN 2 

>B@@GF4FBD4 S1 6 EBBF69FEF6<< E F45?<J9= 48D9E4J<<. 
f. %BID4A<F9 H4=? F9>GM9= >BAH<7GD4J<< 6 H4=? ;47DG;BKAB= 

>BAH<7GD4J<<. 
'4EFP 2: �;@9A9A<9 C4D4@9FD4 SDM 
�<EC9FK9D 54;O 84AAOI >B@@GF4FBD4 Cisco (Switch Database Manager, 

SDM) EB89D:<F A9E>B?P>B L45?BAB6 8?S >B@@GF4FBD4 2960. (45?BAO 
@B:AB CD<@9ASFP 8?S 6OCB?A9A<S BCD989?TAAOI HGA>J<= 6 ;46<E<@BEF< 
BF FB7B, >4> >B@@GF4FBD <ECB?P;G9FES 6 E9F<. � 84AAB= ?45BD4FBDAB= 
D45BF9 <ECB?P;G9FES L45?BA SDM lanbase-routing, KFB5O D4;D9L<FP 
>B@@GF4FBDG @4DLDGF<;<DB64FP 84AAO9 @9:8G E9FS@< VLAN, 4 F4>:9 
D4;D9L<FP CB889D:>G EF4F<K9E>B= @4DLDGF<;4J<<. 

(47 1: "FB5D4;<F9 C4D4@9FD SDM A4 >B@@GF4FBD9 S1. 
!4 >B@@GF4FBD9 S1 6OCB?A<F9 >B@4A8G show sdm prefer 6 

CD<6<?97<DB64AAB@ D9:<@9. �E?< L45?BA A9 5O? <;@9A9A, FB 
<ECB?P;GRFES ;46B8E><9 A4EFDB=><, L45?BA default. (45?BA default A9 
CB889D:<649F EF4F<K9E>GR @4DLDGF<;4J<R. #D< 6>?RKTAAB= IPv6-
48D9E4J<< L45?BAB@ CB G@B?K4A<R 5G89F dual-ipv4-and-ipv6. 

 
�4>B= L45?BA 4>F<6<DB64A A4 84AAO= @B@9AF?(47 2: �;@9A<F9 

C4D4@9FD SDM A4 >B@@GF4FBD9 S1. 
a. !4EFDB=F9 C4D4@9FD SDM A4 lanbase-routing. (�E?< lanbase-

routing S6?S9FES F9>GM<@ L45?BAB@, C9D9=8<F9 > K4EF< 3). � D9:<@9 
7?B54?PAB= >BAH<7GD4J<< 6OCB?A<F9 >B@4A8G sdm prefer lanbase- routing. 



132 

 

 
�4>B= L45?BA 5G89F 4>F<69A CBE?9 C9D9;47DG;><? 
b. �?S 4>F<64J<< L45?BA4 >B@@GF4FBD AG:AB C9D9;47DG;<FP. 

 
#D<@9K4A<9. !B6O= L45?BA 5G89F <ECB?P;B64FPES CBE?9 

C9D9;47DG;><, 84:9 9E?< F9>GM4S >BAH<7GD4J<S A9 5O?4 EBID4A9A4. �?S 
FB7B KFB5O EBID4A<FP F9>GMGR >BAH<7GD4J<R CBE?9 6A9E9A<S <;@9A9A<= 
6 E<EF9@G, 6O59D<F9 yes. 

(47 3: '598<F9EP, KFB L45?BA lanbase-routing ;47DG:9A. 
�?S CDB69D><, ;47DG:9A ?< A4 @4DLDGF<;4FBD9 S1 L45?BA lanbase-

routing, 6OCB?A<F9 >B@4A8G show sdm prefer. 

 
'4EFP 3: !4EFDB=>4 DHCPv4 
� K4EF< 3 64@ CD98EFB<F A4EFDB<FP DHCPv4 8?S VLAN 1, CDB69D<FP 

A4EFDB=>< IP A4 G;?B6OI >B@CPRF9D4I, KFB5O CB8F69D8<FP GEC9LAGR 
D45BFG DHCP, 4 F4>:9 CDB69D<FP A4?<K<9 CB8>?RK9A<S G 6E9I GEFDB=EF6 6 
E9F< VLAN 1. 

(47 1: !4EFDB=F9 DHCP 8?S E9F< VLAN 1. 
a. �E>?RK<F9 C9D6O9 89ESFP 8BCGEF<@OI 48D9EB6 G;?B6 <; E9F< 

192.168.1.0/24. !<:9 A4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 
b. %B;84=F9 CG? DHCP E <@9A9@ DHCP1. !<:9 A4C<L<F9 

>B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 
c.�?S 8BEFGCAOI 48D9EB6 A4;A4KPF9 E9FP 192.168.1.0/24. !<:9 

A4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 
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d. '>4:<F9 6 >4K9EF69 L?R;4 CB G@B?K4A<R: 192.168.1.1. !<:9 
A4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 

e. '>4:<F9 6 >4K9EF69 48D9E4 E9D69D4 DNS: 192.168.1.9. !<:9 
A4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 

f. !4EFDB=F9 EDB> 4D9A8O 4 FD< 8AS. !<:9 A4C<L<F9 >B@4A8G, 
>BFBDGR 6O <ECB?P;B64?<. 

g. %BID4A<F9 H4=? F9>GM9= >BAH<7GD4J<< 6 H4=? ;47DG;BKAB= 
>BAH<7GD4J<<. 

(47 2: #DB69D>4 DHCP < EB98<A9A<S. 
a. !4 >B@CPRF9D4I PC-A < PC-B BF>DB=F9 >B@4A8AGR EFDB>G < 

6OCB?A<F9 >B@4A8G ipconfig. �E?< IP- <AHBD@4J<S BFEGFEF6G9F <?< 
CD98EF46?9A4 A9 CB?ABEFPR, 6OCB?A<F9 >B@4A8G ipconfig /release, 4 CBE?9 
A9T >B@4A8G ipconfig /renew. 

�?S PC-A C9D9K<E?<F9 E?98GRM<9 C4D4@9FDO IP: 
IP-48D9E: 
 4E>4 CB8E9F<: 
(?R; CB G@B?K4A<R: 
�?S PC-B C9D9K<E?<F9 E?98GRM<9 C4D4@9FDO IP: 
IP-48D9E: 
 4E>4 CB8E9F<: 
(?R; CB G@B?K4A<R: 
b. #DB69DPF9 CB8>?RK9A<9, BFCD46<6 QIB-;4CDBEO BF >B@CPRF9D4 

PC-A A4 L?R; CB G@B?K4A<R, >B@CPRF9D PC-B < @4DLDGF<;4FBD R1. 
'EC9LAB ?< CDBIB8<F QIB-;4CDBE BF >B@CPRF9D4 PC-A A4 L?R; CB 

G@B?K4A<R E9F< VLAN? 'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE BF G;?4 PC-
A A4 PC-B? 

'EC9LAB ?< CDBIB8<F QIB-;4CDBE BF >B@CPRF9D4 PC-A A4 <AF9DH9=E 
G0/1 @4DLDGF<;4FBD4 R1? 

�E?< A4 >4>B=-?<5B <; QF<I 6BCDBEB6 6O BF69F<?< BFD<J4F9?PAB, 
6OS6<F9 < GEFD4A<F9 A9CB?48>< 6 >BAH<7GD4J<<. 

'4EFP 4: !4EFDB=>4 DHCPv4 8?S A9E>B?P><I E9F9= VLAN 
� K4EF< 4 64@ CD98EFB<F A4;A4K<FP CBDF PC-A 6 VLAN 2, A4EFDB<FP 

DHCPv4 8?S E9F< VLAN 2, B5AB6<FP >BAH<7GD4J<R IP >B@CPRF9D4 PC-A 
8?S CDB69D>< DHCPv4, 4 F4>:9 CDB69D<FP EB98<A9A<9 6 CD989?4I E9F< 
VLAN. 

(47 1: !4;A4KPF9 CBDF E9F< VLAN 2. 
$4;@9EF<F9 CBDF F0/6 6 E9F< VLAN 2. !<:9 A4C<L<F9 >B@4A8G, 

>BFBDGR 6O <ECB?P;B64?<. 
(47 2: !4EFDB=F9 DHCPv4 8?S E9F< VLAN 2 
a. �E>?RK<F9 C9D6O9 89ESFP 8BCGEF<@OI 48D9EB6 G;?B6 <; E9F< 

192.168.2.0. !<:9 A4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 
b. %B;84=F9 CG? DHCP CB8 A4;64A<9@ DHCP2. !<:9 A4C<L<F9 

>B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 
c.�?S 8BEFGCAOI 48D9EB6 A4;A4KPF9 E9FP 192.168.2.0/24. !<:9 

A4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 
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d. '>4:<F9 6 >4K9EF69 L?R;4 CB G@B?K4A<R: 192.168.2.1. !<:9 
A4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 

e. '>4:<F9 6 >4K9EF69 48D9E4 E9D69D4 DNS: 192.168.2.9. !<:9 
A4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 

f. !4EFDB=F9 EDB> 4D9A8O 4 FD< 8AS. !<:9 A4C<L<F9 >B@4A8G, 
>BFBDGR 6O <ECB?P;B64?<. 

g. %BID4A<F9 H4=? F9>GM9= >BAH<7GD4J<< 6 H4=? ;47DG;BKAB= 
>BAH<7GD4J<<. 

(47 3: #DB69DPF9 DHCPv4 < EB98<A9A<9. 
a. !4 >B@CPRF9D9 PC-A BF>DB=F9 >B@4A8AGR EFDB>G < 6OCB?A<F9 

>B@4A8G ipconfig /release, 4 ;4F9@ >B@4A8G ipconfig /renew. 
�?S PC-A C9D9K<E?<F9 E?98GRM<9 C4D4@9FDO IP: 
IP-48D9E: 
 4E>4 CB8E9F<: 
(?R; CB G@B?K4A<R: 
b. #DB69DPF9 EB98<A9A<9, BFCD46<6 QIB-;4CDBEO BF >B@CPRF9D4 

PC-A A4 L?R; CB G@B?K4A<R E9F< VLAN 2 < >B@CPRF9D PC-B. 
'EC9LAB ?< CDBIB8<F QIB-;4CDBE E G;?4 PC-A A4 L?R; CB 

G@B?K4A<R? 'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE BF G;?4 PC-A A4 PC-B? 
'EC9LAB ?< 6OCB?A9AO QIB-;4CDBEO? #BK9@G? 
E. �OCB?A<F9 >B@4A8G show ip route A4 >B@@GF4FBD9 S1. 'FB 6<8AB <; 

D9;G?PF4FB6 6OCB?A9A<S QFB= >B@4A8O? 
'4EFP 5: �>F<64J<S IP-@4DLDGF<;4J<< 
� K4EF< 5 64@ CD98EFB<F 6>?RK<FP IP-@4DLDGF<;4J<R A4 

>B@@GF4FBD9, >BFBD4S A9B5IB8<@4 8?S B5@9A4 84AAO@< @9:8G E9FS@< 
VLAN. �?S B59EC9K9A<S E6S;< @9:8G 6E9@< E9FS@<, A4 >B@@GF4FBD9 S1 < 
@4DLDGF<;4FBD9 R1 A9B5IB8<@B D94?<;B64FP EF4F<K9E><9 @4DLDGFO. 

(47 1: �>?RK<F9 IP-@4DLDGF<;4J<R A4 >B@@GF4FBD9 S1. 
a. �?S FB7B KFB5O 4>F<6<DB64FP @4DLDGF<;4J<R A4 >B@@GF4FBD9 

S1, <ECB?P;G=F9 >B@4A8G ip-routing 6 D9:<@9 7?B54?PAB= >BAH<7GD4J<< 

 
b. #DB69DPF9 A4?<K<9 CB8>?RK9A<S @9:8G E9FS@< VLAN. 

'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE BF G;?4 PC-A A4 PC-B? �4>GR 
HGA>J<R 6OCB?AS9F >B@@GF4FBD? 

c. #DBE@BFD<F9 <AHBD@4J<R 6 F45?<J9 @4DLDGF<;4J<< S1. 
�4>4S <AHBD@4J<S B @4DLDGF<;4J<< EB89D:<FES 6 6OIB8AOI 84AAOI 

QFB= >B@4A8O? 
d. #DBE@BFD<F9 <AHBD@4J<R 6 F45?<J9 @4DLDGF<;4J<< R1. 
�4>4S <AHBD@4J<S B @4DLDGF<;4J<< EB89D:<FES 6 6OIB8AOI 84AAOI 

QFB= >B@4A8O? 
e. 'EC9LAB ?< CDBIB8<F QIB-;4CDBE BF >B@CPRF9D4 PC-A A4 

@4DLDGF<;4FBD R1? 'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE BF G;?4 PC-A A4 
<AF9DH9=E Lo0? 
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'FB FD95G9FES A4EFDB<FP 8?S B59EC9K9A<S C9D984K< 84AAOI @9:8G 
6E9@< E9FS@<, 9E?< CD<A<@4FP 6B 6A<@4A<9 84AAO9 <; F45?<JO 
@4DLDGF<;4J<< QF<I 86GI GEFDB=EF6? 

(47 2: !4;A4KPF9 EF4F<K9E><9 @4DLDGFO. 
#BE?9 6>?RK9A<S IP-@4DLDGF<;4J<< >B@@GF4FBD E@B:9F 

@4DLDGF<;<DB64FP 84AAO9 @9:8G E9FS@< VLAN, A4;A4K9AAOI A4 
>B@@GF4FBD9. �?S B59EC9K9A<S E6S;< @9:8G 6E9@< E9FS@< VLAN < 
@4DLDGF<;4FBDB@ 6 F45?<JO @4DLDGF<;4J<< >B@@GF4FBD4 < 
@4DLDGF<;4FBD4 E?98G9F 8B546<FP EF4F<K9E><9 @4DLDGFO. 

a. !4 >B@@GF4FBD9 S1 EB;84=F9 EF4F<K9E><= @4DLDGF CB G@B?K4A<R > 
@4DLDGF<;4FBDG R1. !<:9 A4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 

b. !4 @4DLDGF<;4FBD9 R1 EB;84=F9 EF4F<K9E><= @4DLDGF 8B E9F< 
VLAN 2. !<:9 A4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 

c. #DBE@BFD<F9 <AHBD@4J<R 6 F45?<J9 @4DLDGF<;4J<< S1. 
�4> 6 F45?<J9 CD98EF46?9A EF4F<K9E><= @4DLDGF CB G@B?K4A<R? 
d. #DBE@BFD<F9 <AHBD@4J<R 6 F45?<J9 @4DLDGF<;4J<< R1. �4> 6 

F45?<J9 CD98EF46?9A EF4F<K9E><= @4DLDGF? 
e. 'EC9LAB ?< CDBIB8<F QIB-;4CDBE BF >B@CPRF9D4 PC-A A4 

@4DLDGF<;4FBD R1? 'EC9LAB ?< BFCD46?S9FES QIB-;4CDBE BF G;?4 PC-A A4 
<AF9DH9=E Lo0? 

�BCDBEO A4 ;4>D9C?9A<9 
 #BK9@G CD< A4EFDB=>9 DHCPv4 C9D98 EB;84A<9@ CG?4 DHCPv4 

E?98G9F <E>?RK<FP EF4F<K9E><9 @4DLDGFO? 
 �4><@ B5D4;B@ >B@@GF4FBD A4;A4K49F G;?4@ IP-<AHBD@4J<R CD< 

A4?<K<< A9E>B?P><I CG?B6 DHCPv4? 
 �4><9 HGA>J<< @B:9F 6OCB?ASFP >B@@GF4FBD Cisco 2960 CB@<@B 

>B@@GF4J<<? 
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 %6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 
#D<?B:9A<9 �. �B@4A8O A4EFDB=>< !4EFDB=>4 DHCPv4 

 
!4EFDB=>4 DHCPv4 8?S A9E>B?P><I E9F9= VLAN  

 
 
�>F<64J<S IP-@4DLDGF<;4J<< 

  
 

  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 71 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 0/1 
(G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 0/1 
(G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B 
ECBEB54 C9D9K<E?9A<S 6E9I >B@5<A4J<= A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 
EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 
CBE?98B64F9?PAOI (Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 
F<CO <AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � >4K9EF69 
CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, 
>BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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#D4>F<K9E>4S  D45BF4 15. #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 
DHCPv4 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 

'4EFP 2. �OCB?A9A<9 CB<E>4 < GEFD4A9A<S A9CB?48B> 6 D45BF9 DHCPv4 

 

    (?R; CB 
G@B?K4A<R 'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 

R1 G0/0 192.168.0.1 255.255.255.128 N/A 

 G0/1 192.168.1.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 192.168.0.253 255.255.255.252 N/A 

R2 S0/0/0 192.168.0.254 255.255.255.252 N/A 

 S0/0/1 (DCE) 209.165.200.226 255.255.255.252 N/A 

ISP S0/0/1 209.165.200.225 255.255.255.252 N/A 

S1 VLAN 1 192.168.1.2 255.255.255.0 192.168.1.1 

S2 VLAN 1 192.168.0.2 255.255.255.128 192.168.0.1 

PC-A NIC DHCP DHCP DHCP 

PC-B NIC DHCP DHCP DHCP 
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�EIB8AO9 84AAO9/EJ9A4D<= 

#DBFB>B? 8<A4@<K9E>B= >BAH<7GD4J<< E9F96B7B G;?4 (DHCP) 4 
E9F96B= CDBFB>B?, CB;6B?SRM<= E9F96O@ 48@<A<EFD4FBD4@ GCD46?SFP 
A4;A4K9A<9@ < 46FB@4F<;<DB64FP A4;A4K9A<9 IP-48D9EB6. �9; 
<ECB?P;B64A<S DHCP 48@<A<EFD4FBDG CD<IB8<FES 6DGKAGR A4;A4K4FP < 
A4EFD4<64FP IP-48D9E4, CD98CBKF<F9?PAO9 DNS-E9D69DO < L?R; CB 
G@B?K4A<R. #B @9D9 G69?<K9A<S E9F< < C9D9@9M9A<< GEFDB=EF6 <; B8AB= 
6AGFD9AA9= E9F< 6 8DG7GR QFB EF4AB6<FES 48@<A<EFD4F<6AB= CDB5?9@B=. 

� CD98?B:9AAB@ EJ9A4D<< D4;@9DO >B@C4A<< G69?<K<?<EP, < E9F96O9 
48@<A<EFD4FBDO 5B?PL9 A9 <@9RF 6B;@B:ABEF< A4;A4K4FP IP-48D9E4 8?S 
GEFDB=EF6 6DGKAGR.  4DLDGF<;4FBD R2 5O? A4EFDB9A 6 >4K9EF69 E9D69D4 
DHCP 8?S A4;A4K9A<S IP-48D9EB6 G;?B6O@ GEFDB=EF64@ 6 ?B>4?PAOI E9FSI 
@4DLDGF<;4FBD4 R1. � D9;G?PF4F9 A9E>B?P><I BL<5B> 6 A4EFDB=>4I 
6B;A<>?< CDB5?9@O EB E6S;PR. �4E CBCDBE<?< 6OCB?A<FP CB<E> < 
GEFD4A9A<9 A9CB?48B> 6 >BAH<7GD4J<< < A4C<E4FP BFKTF B CDB89?4AAB= 
D45BF9. 

'598<F9EP 6 FB@, KFB E9FP EBBF69FEF6G9F E?98GRM<@ FD95B64A<S@: 
1)  4DLDGF<;4FBD R2 8B?:9A HGA>J<BA<DB64FP 6 >4K9EF69 E9D69D4 

DHCP 8?S E9F9= 192.168.0.0/25 < 192.168.1.0/24, CB8>?RKTAAOI > 
@4DLDGF<;4FBDG R1. 

2) �E9 #�, CB8>?RKTAAO9 > >B@@GF4FBD4@ S1 < S2, 8B?:AO 
CB?GK<FP IP-48D9E 6 AG:AB= E9F< E CB@BMPR DHCP. 

#D<@9K4A<9. � ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 
@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E?G:54@< E9D<< Cisco 1941 CB8 
GCD46?9A<9@ "% Cisco IOS 15.2(4) M3 (B5D4; universalk9). 

� ?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO E9D<< Cisco 
Catalyst 2960s CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). 
�BCGE>49FES <ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I 
@B89?9=, CB8 GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF 
@B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 
84AAO9 @B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< 
?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 G>4;4AO 6 
F45?<J9 E6B8AB= <AHBD@4J<< B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 6 >BAJ9 
?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 
@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO, < BA< A9 <@9RF ;47DG;BKAB= 
>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > CD9CB8464F9?R. 

!9B5IB8<@O9 D9EGDEO: 
" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 
" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

B5D4; lanbasek9 <?< 4A4?B7<KA4S @B89?P); 
" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 
" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 
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>BAEB?PAO9 CBDFO; 
" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 
'4EFP 1: #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 

GEFDB=EF64 
� C9D6B= K4EF< ?45BD4FBDAB= D45BFO 64@ CD98EFB<F EB;84FP 

FBCB?B7<R E9F< < A4EFDB<FP BEAB6AO9 C4D4@9FDO A4 @4DLDGF<;4FBD4I < 
>B@@GF4FBD4I, F4><9 >4> C4DB?< < IP-48D9E4. &4>:9 64@ CD98EFB<F 
A4EFDB<FP C4D4@9FDO IP 8?S >B@CPRF9DB6 6 CD<698TAAB= FBCB?B7<<. 

(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 
(47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBDB6. 
(47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B @4DLDGF<;4FBD4. 
a. "F>?RK<F9 CB<E> DNS. 
b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 
c. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4 

EXEC. 
d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 
e. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 

@B7?< CD9DO64FP 66B8 >B@4A8. 
f. !4;A4KPF9 IP-48D9E4 6E9@ <AF9DH9=E4@ @4DLDGF<;4FBD4. 
g. 'EF4AB6<F9 F4>FB6GR K4EFBFG A4 128000 8?S 6E9I <AF9DH9=EB6 

@4DLDGF<;4FBD4 DCE. 

 
i. !4 @4DLDGF<;4FBD9 R2 A4EFDB=F9 EIGRP < EF4F<K9E><= @4DLDGF CB 

G@B?K4A<R. 

 

 
j. !4EFDB=F9 EG@@4DAO= EF4F<K9E><= @4DLDGF A4 @4DLDGF<;4FBD9 ISP 

> E9FS@ A4 @4DLDGF<;4FBD4I R1 < R2. 

 

h. !4EFDB=F9 EIGRP A4 @4DLDGF<;4FBD9 R1. 
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(47 4: �OCB?A<F9 CDB69D>G E9F96B7B EB98<A9A<S @9:8G 
@4DLDGF<;4FBD4@<. 

#D< A9G84KAOI QIB-;4CDBE4I @9:8G @4DLDGF<;4FBD4@< <ECD46PF9 
B5A4DG:9AAO9 BL<5><, CD9:89 K9@ C9D9IB8<FP > E?98GRM9@G L47G. 
�ECB?P;G=F9 >B@4A8O show ip route < show ip interface brief, KFB5O 
BCD989?<FP 6B;@B:AO9 A9CB?48><. 

(47 5: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B >B@@GF4FBD4. 
a. "F>?RK<F9 CB<E> DNS. 
b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 
c. !4;A4KPF9 IP-48D9E <AF9DH9=EG VLAN 1 < L?R; CB G@B?K4A<R 8?S 

>4:8B7B >B@@GF4FBD4. 
d. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4 

EXEC. 
e. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 
f. !4EFDB=F9 logging synchronous 8?S >BAEB?PAB7B >4A4?4. 
(47 6: '598<F9EP 6 FB@, KFB A4 G;?4I 6>?RK9A4 D45BF4 E DHCP. 
(47 7: �47DG;<F9 A4K4?PAGR >BAH<7GD4J<R DHCP 8?S 

@4DLDGF<;4FBDB6 R1 < R2. �4DLDGF<;4FBD R1 

 

 
'4EFP 2: #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 DHCPv4 
#BE?9 A4EFDB=>< @4DLDGF<;4FBDB6 R1 < R2 E C4D4@9FD4@< DHCPv4 

CBS6<?BEP A9E>B?P>B BL<5B> 6 A4EFDB=>9 DHCP, >BFBDO9 CD<69?< > 
A9CB?48>4@ 6 CB8>?RK9A<<.  4DLDGF<;4FBD R2 A4EFDB9A 6 >4K9EF69 
E9D69D4 DHCP. � B5B<I CG?4I 48D9EB6 DHCP C9D6O9 896SFP 48D9EB6 
;4D9;9D6<DB64AO 8?S @4DLDGF<;4FBDB6 < >B@@GF4FBDB6.  4DLDGF<;4FBD 
R1 D9FD4AE?<DG9F <AHBD@4J<R B DHCP 6B 6E9 ?B>4?PAO9 E9F< 
@4DLDGF<;4FBD4 R1. !4 84AAO= @B@9AF >B@CPRF9DO PC-A < PC-B A9 
<@9RF 8BEFGC4 > E9F<. �ECB?P;G=F9 >B@4A8O show < debug 8?S 6OS6?9A<S 
< <ECD46?9A<S CDB5?9@ E E9F96O@ EB98<A9A<9@. 

(47 1: �4C<L<F9 IP-C4D4@9FDO 8?S >B@CPRF9DB6 PC-A < PC-B. 
a.  � >B@4A8AB= EFDB>9 >B@CPRF9DB6 PC-A < PC-B 6698<F9 

ipconfig /all 8?S BFB5D4:9A<S IP- < MAC- 48D9EB6. 
b.  �4C<L<F9 IP- <  �%-48D9E4 6 F45?<J9 A<:9. MAC-48D9E 

@B:AB <ECB?P;B64FP 8?S BCD989?9A<S >4>B= #� GCB@<A49FES 6 EBB5M9A<< 

 

 4DLDGF<;4FBD R2 
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B5 BL<5>9. 

 
(47 2: 'EFD4A<F9 A9CB?48>< 6 D45BF9 DHCP 8?S E9F< 192.168.1.0/24 

A4 @4DLDGF<;4FBD9 R1. 
 4DLDGF<;4FBD R1 S6?S9FES 479AFB@ DHCP-D9FD4AE?SJ<< 8?S 6E9I 

E9F9= LAN @4DLDGF<;4FBD4 R1. !4 84AAB@ QF4C9 5G89F D4EE@4FD<64FPES 
FB?P>B CDBJ9EE DHCP 8?S E9F< 192.168.1.0/24. #9D6O9 896SFP 48D9EB6 
;4D9;9D6<DB64AO 8?S 8DG7<I E9F96OI GEFDB=EF6, 6>?RK4RM<I 
@4DLDGF<;4FBDO, >B@@GF4FBDO < E9D69DO. 

a. �?S A45?R89A<S ;4 CDBJ9EEB@ DHCP A4 @4DLDGF<;4FBD9 R2 
<ECB?P;G=F9 >B@4A8G DHCP debug. 

 
b. !4 @4DLDGF<;4FBD9 R1 BFB5D4;<F9 F9>GMGR >BAH<7GD4J<R 

<AF9DH9=E4 G0/1. 

 
#D< A4?<K<< >4><I-?<5B CDB5?9@ E DHCP-D9FD4AE?SJ<9=, ;4C<L<F9 

>B@4A8O, >BFBDO9 CBA48B5SFES 8?S <ECD46?9A<S BL<5B> >BAH<7GD4J<<. 
E. � >B@4A8AB= EFDB>9 >B@CPRF9D4 PC-A 6698<F9 ipconfig /renew, 

KFB5O CB?GK<FP 48D9E BF E9D69D4 DHCP. �4C<L<F9 CB?GK9AAO= IP-48D9E, 
@4E>G CB8E9F< < L?R; CB G@B?K4A<R 8?S PC-A. 

 IP-48D9E/@4E>4 CB8E9F< MAC-48D9E 

PC-A   

PC-B   
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d. #DBE?98<F9 ;4 CDBJ9EEB@ B5AB6?9A<S <AHBD@4J<< 8?S PC-A E 

CB@BMPR BF?48BKAOI EBB5M9A<= A4 @4DLDGF<;4FBD9 R2. %9D69D DHCP 
COF4?ES A4;A4K<FP >B@CPRF9DG PC-A 48D9E 192.168.1.1/24. �4AAO= 48D9E 
G:9 <ECB?P;G9FES 8?S <AF9DH9=E4 G0/1 @4DLDGF<;4FBD4 R1. &4 :9 
CDB5?9@4 6B;A<>?4 E IP-48D9EB@ 192.168.1.2/24, CBE>B?P>G 6 A4K4?PAB= 
>BAH<7GD4J<< 48D9E 5O? A4;A4K9A >B@@GF4FBDG S1. #BQFB@G >B@CPRF9DG 
PC-A 5O? A4;A4K9A IP-48D9E 192.168.1.3/24. �BAH?<>F CD< A4;A4K9A<< 
48D9E4 DHCP G>4;O649F, KFB CD< A4EFDB=>9 E9D69D4 DHCP A4 
@4DLDGF<;4FBD9 R2 BCD989?9AAO9 48D9E4 @B7?< 5OFP A9 <E>?RK9AO <; 
CG?4 DHCP. 

e. "FB5D4;<F9 >BAH<7GD4J<R E9D69D4 DHCP A4 @4DLDGF<;4FBD9 R2. 
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#9D6O9 896SFP 48D9EB6 8?S E9F< 192.168.1.0/24 A9 <E>?RK9AO <; CG?4 
DHCP. 

 

 
�4C<L<F9 >B@4A8O 8?S D9L9A<S B5A4DG:9AAB= CDB5?9@O A4 

@4DLDGF<;4FBD9 R2. 
f. � >B@4A8AB= EFDB>9 >B@CPRF9D4 PC-A 6698<F9 ipconfig /release, 

KFB5O 69DAGFP 48D9E 192.168.1.3 B5D4FAB 6 CG? DHCP. �4 CDBJ9EEB@ @B:AB 
CDBE?98<FP E CB@BMPR EBB5M9A<= >B@4A8O debug A4 @4DLDGF<;4FBD9 R2. 

 
g. � >B@4A8AB= EFDB>9 >B@CPRF9D4 PC-A 6698<F9 ipconfig /renew, 

KFB5O >B@CPRF9DG 5O? A4;A4K9A AB6O= IP-48D9E E9D69DB@ DHCP. 
�4C<L<F9 A4;A4K9AAO9 IP-48D9E4 < 84AAO9 L?R;4 CB G@B?K4A<R. 

 
h. #DB69DPF9 E9F96B9 EB98<A9A<9. 
 B:AB ?< BFCD46<FP QIB-;4CDBE BF >B@CPRF9D4 PC-A A4 A4;A4K9AAO= 

L?R; CB G@B?K4A<R? 
 B:AB ?< BFCD46<FP QIB-;4CDBE BF >B@CPRF9D4 PC-A A4 

@4DLDGF<;4FBD R2? 

 

 

�4 CDBJ9EEB@ @B:AB CDBE?98<FP E CB@BMPR EBB5M9A<= >B@4A8O 
debug A4 @4DLDGF<;4FBD9 R2. 



144 

 

 B:AB ?< BFCD46<FP QIB-;4CDBE BF >B@CPRF9D4 PC-A A4 
@4DLDGF<;4FBD ISP? 

(47 3: �OCB?A<F9 CB<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 DHCP 8?S 
E9F< 192.168.0.0/25 A4 @4DLDGF<;4FBD9 R1. 

 4DLDGF<;4FBD R1 S6?S9FES 479AFB@ DHCP-D9FD4AE?SJ<< 8?S 6E9I 
E9F9= LAN @4DLDGF<;4FBD4 R1. !4 QFB@ QF4C9 5G89F D4EE@4FD<64FPES 
FB?P>B CDBJ9EE DHCP 8?S E9F< 192.168.0.0/25. #9D6O9 896SFP 48D9EB6 
;4D9;9D6<DB64AO 8?S 8DG7<I E9F96OI GEFDB=EF6. 

4. �?S A45?R89A<S ;4 CDBJ9EEB@ DHCP A4 @4DLDGF<;4FBD9 R2 
<ECB?P;G=F9 >B@4A8G DHCP debug. 

 
b. "FB5D4;<F9 F9>GMGR >BAH<7GD4J<R <AF9DH9=E4 G0/0 

@4DLDGF<;4FBD4 R1, KFB5O BCD989?<FP 6B;@B:AO9 CDB5?9@O 6 D45BF9 
DHCP. 

 
�4C<L<F9 B5A4DG:9AAO9 CDB5?9@O < 6E9 >B@4A8O, >BFBDO9 

CBA48B5SFES 8?S <ECD46?9A<S BL<5B> >BAH<7GD4J<<. 
c. � >B@4A8AB= EFDB>9 >B@CPRF9D4 PC-B 6698<F9 ipconfig /renew, 

KFB5O CB?GK<FP 48D9E BF E9D69D4 DHCP. �4C<L<F9 CB?GK9AAO= IP-48D9E, 
@4E>G CB8E9F< < L?R; CB G@B?K4A<R 8?S PC-B. 

 
 B:AB ?< BFCD46<FP QIB-;4CDBE BF >B@CPRF9D4 PC-B A4 L?R; CB 

G@B?K4A<R, A4;A4K9AAO= E9D69DB@ DHCP? 
 B:AB ?< BFCD46<FP QIB-;4CDBE BF PC-B A4 97B L?R; CB G@B?K4A<R 

(192.168.0.1)?  B:AB ?< BFCD46<FP QIB-;4CDBE BF >B@CPRF9D4 PC-B A4 
@4DLDGF<;4FBD R2? 

 

 

d. �4 CDBJ9EEB@ B5AB6?9A<S 8?S PC-A @B:AB CDBE?98<FP E CB@BMPR 
EBB5M9A<= >B@4A8O debug A4 @4DLDGF<;4FBD9 R2. %9D69D DHCP A4;A4K<? 
>B@CPRF9DG PC-B 48D9E 192.168.0.10/25. 

e. #DB69DPF9 E9F96B9 EB98<A9A<9. 
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 B:AB ?< BFCD46<FP QIB-;4CDBE BF >B@CPRF9D4 PC-B A4 
@4DLDGF<;4FBD ISP? 

f. #D< 6B;A<>AB69A<< >4><I-?<5B A9CB?48B> A4 L479 e, ;4C<L<F9 
B5A4DG:9AAO9 CDB5?9@O < 6E9 >B@4A8O, A9B5IB8<@O9 8?S GEFD4A9A<S 
A9CB?48B>. 

g. "K<EF<F9 < B5AB6<F9 A4EFDB=>< IP A4 >B@CPRF9D9 PC-B. #B6FBD<F9 
L47 e 8?S CDB69D>< E9F96B7B EB98<A9A<S. 

h. #D9D6<F9 CDBJ9EE BF?48>< E CB@BMPR >B@4A8O undebug all. 
�BCDBEO A4 ;4>D9C?9A<9 
�4>B6O CD9<@GM9EF64 <ECB?P;B64A<S DHCP? 
%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 
  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 71 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 
0/0 (G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B 
ECBEB54 C9D9K<E?9A<S 6E9I >B@5<A4J<= A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 
EGM9EF6G9F. 
� 84AAB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < CBE?98B64F9?PAOI 
(Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 F<CO <AF9DH9=EB6, 
84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � >4K9EF69 CD<@9D4 @B:AB 
CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB 
<ECB?P;B64FP 6 >B@4A84I 8?S CD98EF46?9A<S <AF9DH9=E4.
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�D4>F<K9E>4O  D45BF4 16. �;GK9A<9 CD<AJ<C4 D45BFO NAT 

&BCB?B7<S 

 
�484K< 
'4EFP 1. �;GK9A<9 D45BFO NAT 6B 6AGFD9AA9= E9F< (Intranet) 
'4EFP 2. �;GK9A<9 D45BFO NAT 6 E9F< �AF9DA9F '4EFP 3. #DB6989A<9 

84?PA9=L<I <EE?98B64A<= 
%J9A4D<= 
#D< C9D984K9 >48D4 CB E9F< MAC-48D9E4 @B7GF @9ASFPES. #D< 

C9D9EO?>9 C4>9F4 GEFDB=EF6B@, CB889D:<64RM<@ NAT, IP-48D9E4 F4>:9 
@B7GF @9ASFPES. � D4@>4I 84AAB7B ;484A<S @O <EE?98G9@, KFB CDB<EIB8<F 
E IP-48D9E4@< 6 CDBJ9EE9 CD9B5D4;B64A<S NAT. 

'4EFP 1. �;GK9A<9 D45BFO NAT 6B 6AGFD9AA9= E9F< (Intranet) 
(47 1: �B:8<F9EP B>BAK4A<S EIB:89A<S E9F<. 
%IB:89A<9 6E9I E?G:5 6 E9F< @B:9F ;4ASFP A9E>B?P>B @<AGF. #DBJ9EE 

@B:AB GE>BD<FP, A4:46 Fast Forward Time ('E>BD<FP). 
(47 2: % ?R5B7B #� 6 J9AFD4?PAB@ 8B@9A9 (Central) EB;84=F9 ;4CDBE 

HTTP. 
a. !4 ?R5B@ #� <; 8B@9A4 Central BF>DB=F9 695-5D4G;9D < 6698<F9 

E?98GRM<= 48D9E, A9 A4:<@4S ��"� <?< Go (#9D9=F<): 
http://branchserver.pka. 

b. #9D9=8<F9 6 D9:<@ Simulation ( B89?<DB64A<9) < A4EFDB=F9 
H<?PFDO F4><@ B5D4;B@, KFB5O CBS6?S?<EP FB?P>B HTTP-;4CDBEO. 
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c. )T?>A<F9 >ABC>G C9D9IB84 (Go) 6 5D4G;9D9 4 CBS6<FES >BA69DF 
CDBFB>B?PAB7B 5?B>4 84AAOI PDU. 

d. !4:<@4=F9 Oapture/Forward (�4I64F/�C9D98), CB>4 PDU A9 CB><A9F 
D1 <?< D2. �4C<L<F9 IP- 48D9E4 G;?4-<EFBKA<>4 < G;?4-A4;A4K9A<S. �4><@ 
GEFDB=EF64@ CD<A48?9:4F QF< 48D9E4? 

e. !4:<@4=F9 Capture/Forward (�4I64F/�C9D98), CB>4 PDU A9 CB><A9F 
@4DLDGF<;4FBD R2. �4C<L<F9 IP-48D9E4 G;?4-<EFBKA<>4 < G;?4-A4;A4K9A<S 
6 <EIB8SM9@ C4>9F9. �4><@ GEFDB=EF64@ CD<A48?9:4F QF< 48D9E4? 

f. �B=8<F9 6 @4DLDGF<;4FBD R2, <ECB?P;GS C4DB?P «class» 8?S C9D9IB84 
6 CD<6<?97<DB64AAO= D9:<@, < BFB5D4;<F9 F9>GMGR >BAH<7GD4J<R. �8D9E 
5O? CB?GK9A <; E?98GRM97B CG?4 48D9EB6: 

ip nat pool R2Pool 64.100.100.3 64.100.100.31 netmask 255.255.255.224 
g. !4:<@4=F9 Capture/Forward (�4I64F/�C9D98), CB>4 PDU A9 CB><A9F 

@4DLDGF<;4FBD R4. �4C<L<F9 IP-48D9E4 G;?4-<EFBKA<>4 < G;?4-A4;A4K9A<S 
6 <EIB8SM9@ C4>9F9. �4><@ GEFDB=EF64@ CD<A48?9:4F QF< 48D9E4? 

h. !4:<@4=F9 Capture/Forward (�4I64F/�C9D98), CB>4 PDU A9 CB><A9F 
Branserver.pka. �4C<L<F9 48D9E4 <EFBKA<>4 < A4;A4K9A<S TCP-CBDFB6 6 
<EIB8SM9@ E97@9AF9. 

i. !4 @4DLDGF<;4FBD4I R2 < R4 6OCB?A<F9 E?98GRMGR >B@4A8G < 
EBCBEF46PF9 IP-48D9E4 < CBDFO, ;4C<E4AAO9 6OL9, E EBBF69FEF6GRM9= 
EFDB>B= 6OIB8AOI 84AAOI: 

R2# show ip nat translations R4# show ip nat translations 

j. 'FB B5M97B G 6AGFD9AA<I ?B>4?PAOI IP-48D9EB6? 
k. '4EFAO9 48D9E4 CBC484?< 6B 6AGFD9AARR E9FP (Intranet)? , 
l. �9DA<F9EP 6 D9:<@ Realtime (D9:<@ D94?PAB7B 6D9@9A<). 
'4EFP 2. �;GK9A<9 D45BFO NAT 6 E9F< �AF9DA9F 
(47 1: % ?R5B7B #� <; 8B@4LA97B BH<E4 (Home Office) EB;84=F9 

HTTP-;4CDBE. 
a. !4 ?R5B@ #� <; 8B@4LA9@ BH<E9 (Home Office) BF>DB=F9 695-

5D4G;9D < 6698<F9 E?98GRM<= 48D9E, A9 A4:<@4S ��"� <?< Go (#9D9=F<): 
http://centralserver.pka. 

b. #9D9=8<F9 6 D9:<@ Simulation ( B89?<DB64A<9). �?S BFB5D4:9A<S 
FB?P>B HTTP-;4CDBEB6 A4 QFB@ QF4C9 G:9 8B?:AO 5OFP GEF4AB6?9AO 
EBBF69FEF6GRM<9 H<?PFDO. 

c. )T?>A<F9 >ABC>G C9D9IB84 (Go) 6 5D4G;9D9 4 CBS6<FES >BA69DF 
CDBFB>B?PAB7B 5?B>4 84AAOI PDU. 

d. !4:<@4=F9 �4I64F/�C9D98 (Capture/Forward), CB>4 PDU A9 CB><A9F 
WRS. �4C<L<F9 IP-48D9E4 G;?4-<EFBKA<>4 < G;?4-A4;A4K9A<S 8?S 6IB8SM<I 
< <EIB8SM<I C4>9FB6. �4><@ GEFDB=EF64@ CD<A48?9:4F QF< 48D9E4? 

e. !4:<@4=F9 Capture/Forward (�4I64F/�C9D98), CB>4 PDU A9 CB><A9F 
@4DLDGF<;4FBD R2. �4C<L<F9 IP-48D9E4 G;?4-<EFBKA<>4 < G;?4-A4;A4K9A<S 
6 <EIB8SM9@ C4>9F9. �4><@ GEFDB=EF64@ CD<A48?9:4F QF< 48D9E4? 

f. !4 @4DLDGF<;4FBD9 R2 6OCB?A<F9 E?98GRMGR >B@4A8G < 
EBCBEF46PF9 IP-48D9E4 < CBDFO, ;4C<E4AAO9 6OL9, E EBBF69FEF6GRM9= 
EFDB>B= 6OIB8AOI 84AAOI: 
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R2# show ip nat translations 

g. �9DA<F9EP 6 D9:<@ Realtime (D9:<@ D94?PAB7B 6D9@9A<). �E9 ?< 
EFD4A<JO BF>DO?<EP 6 5D4G;9D4I? 

'4EFP 3. #DB6989A<9 84?PA9=L<I <EE?98B64A<= 

a. #BQ>EC9D<@9AF<DG=F9 >4> E HTTP-C4>9F4@<, F4> < E C4>9F4@< 
HTTPS. ";A4>B@PF9EP EB EC<E>B@ 6BCDBEB6, >BFBDO9 A9B5IB8<@B 
GK<FO64FP CD< 6OCB?A9A<< ;484A<S: 

- '69?<K<64RFES ?< F45?<JO CD9B5D4;B64A<S NAT? 
- �@99FES ?< 6 WRS CG? 48D9EB6? 
- �4AAO= ECBEB5 <ECB?P;G9FES 8?S CB8>?RK9A<S >B@CPRF9DB6 6 

GK95AB= 4G8<FBD<< > E9F< �AF9DA9F? 
- #BK9@G @9I4A<;@ NAT <ECB?P;G9F K9FOD9 EFB?5J4 48D9EB6 < 

CBDFB6? 
 
#D98?4749@O= ECBEB5 CB8EKTF4 54??B6 

 
  

 #GA>F, 
EB89D:4M<= 
6BCDBE 

�B;@B:AB9 
>B?<K9EF6B 
54??B6 

�B?<K9EF6B 
;4D45BF4AAOI 
54??B6 

$4;89?, EB89D:4M<= 
;484A<9 
'4EFP 1. �4CDBE 695-
EFD4A<JO 6B 6AGFD9AA9= 
E9F< 

(47 2d 12  

(47 2e 12  

(47 2g 13  

(47 2j 12  

(47 2k 12  

'4EFP 1. �E97B 61  

'4EFP 2. �4CDBE 695-
EFD4A<JO 6 E9F< 
�AF9DA9F 

(47 1d 13  

(47 1e 13  

(47 1g 13  

'4EFP 2. �E97B 39  

"5M99 >B?<K9EF6B 54??B6 100  
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�D4>F<K9E>4O  D45BF4 17. �4EFDB=>4 8<A4@<K9E>B7B < 
EF4F<K9E>B7B NAT 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. #BEFDB9A<9 E9F< < CDB69D>4 CB8>?RK9A<S 
'4EFP 2. !4EFDB=>4 < CDB69D>4 EF4F<K9E>B7B CD9B5D4;B64A<S NAT 
'4EFP 3. !4EFDB=>4 < CDB69D>4 8<A4@<K9E>B7B CD9B5D4;B64A<S NAT 
�EIB8AO9 84AAO9/%J9A4D<= 
#D9B5D4;B64A<9 E9F96OI 48D9EB6 (NAT) 4 QFB CDBJ9EE, CD< >BFBDB@ 

E9F96B9 GEFDB=EF6B, A4CD<@9D @4DLDGF<;4FBD Cisco, A4;A4K49F CG5?<KAO= 
48D9E G;?B6O@ GEFDB=EF64@ 6 CD989?4I K4EFAB= E9F<. 

NAT <ECB?P;GRF 8?S FB7B, KFB5O EB>D4F<FP >B?<K9EF6B CG5?<KAOI IP-
48D9EB6, <ECB?P;G9@OI BD74A<;4J<9=, CBE>B?P>G >B?<K9EF6B 8BEFGCAOI 
CG5?<KAOI ^4-48D9EB6 B7D4A<K9AB. 

%B7?4EAB EJ9A4D<R 84AAB= ?45BD4FBDAB= D45BFO <AF9DA9F-CDB64=89D 
6O89?<? 8?S >B@C4A<< CDBEFD4AEF6B CG5?<KAOI IP-48D9EB6 
209.165.200.224/27. � D9;G?PF4F9 >B@C4A<S CB?GK<?4 30 CG5?<KAOI IP-

 

    (?R; CB 
G@B?K4A<R 'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 

(?R; G0/1 192.168.1.1 255.255.255.0 N/A 

 S0/0/1 209.165.201.18 255.255.255.252 N/A 

�AF9DA9F-CDB64=89D S0/0/0 (DCE) 209.165.201.17 255.255.255.252 N/A 
 Lo0 192.31.7.1 255.255.255.255 N/A 

PC-A 
(E@B89?<DB64AAO= 
E9D69D) NIC 192.168.1.20 255.255.255.0 192.168.1.1 

PC-B NIC 192.168.1.21 255.255.255.0 192.168.1.1 
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48D9EB6. �8D9E4 BF 209.165.200.225 8B 209.165.200.241 CB8?9:4F 
EF4F<K9E>B@G D4ECD989?9A<R, 4 48D9E4 BF 209.165.200.242 8B 
209.165.200.254 4 8<A4@<K9E>B@G D4ECD989?9A<R. %F4F<K9E><= 
@4DLDGFB@ S6?S9FES CGFP BF <AF9DA9F-CDB64=89D4 8B L?R;B6B7B 
@4DLDGF<;4FBD4, 6 FB 6D9@S >4> @4DLDGF CB G@B?K4A<R CD98EF46?9A 6 
>4K9EF69 CGF< BF L?R;4 8B @4DLDGF<;4FBD4 <AF9DA9F-CDB64=89D4. 
#B8>?RK9A<9 <AF9DA9F-CDB64=89D4 > �AF9DA9FG E@B89?<DB64AB loopback- 
48D9EB@ A4 @4DLDGF<;4FBD9 <AF9DA9F-CDB64=89D4. 

#D<@9K4A<9. � ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 
@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E?G:54@< E9D<< Cisco 1941 CB8 
GCD46?9A<9@ "% Cisco IOS 15.2(4) M3 (B5D4; universalk9). 

� ?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO E9D<< Cisco 
Catalyst 2960s CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). 
�BCGE>49FES <ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I 
@B89?9=, CB8 GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF 
@B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 
84AAO9 @B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< 
?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 G>4;4AO 6 
F45?<J9 E6B8AB= <AHBD@4J<< B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 6 >BAJ9 
?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 
@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO, < BA< A9 <@9RF ;47DG;BKAB= 
>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > CD9CB8464F9?R. 

!9B5IB8<@O9 D9EGDEO: 
" 2 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 
" 1 >B@@GF4FBD (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

B5D4; lanbasek9 <?< 4A4?B7<KA4S @B89?P); 
" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 
" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO; 
" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 
'4EFP 1: #BEFDB9A<9 E9F< < CDB69D>4 CB8>?RK9A<S 
� C9D6B= K4EF< 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < 6OCB?A<FP 

54;B6O9 A4EFDB=><, A4CD<@9D IP-48D9E <AF9DH9=E4, EF4F<K9E>4S 
@4DLDGF<;4J<S, 8BEFGC > GEFDB=EF64@ < C4DB?<. 

(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 
#B8>?RK<F9 GEFDB=EF64 6 EBBF69FEF6<< E FBCB?B7<9= < CDB698<F9 6E9 

A9B5IB8<@O9 >459?<. 
(47 2: !4EFDB=F9 G;?O #�. 
(47 3: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBDB6."F>?RK<F9 CB<E> DNS. 
a. !4EFDB=F9 IP-48D9E4 8?S @4DLDGF<;4FBDB6, G>4;4AAOI 6 F45?<J9 
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48D9E4J<<. 
b. 'EF4AB6<F9 F4>FB6GR K4EFBFG A4 128000 8?S 6E9I CBE?98B64F9?PAOI 

<AF9DH9=EB6 DCE. 
c. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 
d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 
e. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G EXEC. 
f. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 

@B7?< CD9DO64FP 66B8 >B@4A8. 
(47 5: %B;84=F9 @B89?P 695-E9D69D4 8?S <AF9DA9F-CDB64=89D4. 
a. %B;84=F9 ?B>4?PAB7B CB?P;B64F9?S CB8 <@9A9@ webuser E 

;4L<HDB64AAO@ C4DB?9@ webpass. 
ISP(config)# username webuser privilege 15 secret webpass 
b. �>?RK<F9 E?G:5G HTTP-E9D69D4 A4 @4DLDGF<;4FBD9 <AF9DA9F-

CDB64=89D4. 
ISP(config)# ip http server 
c. !4EFDB=F9 E9D6<E HTTP F4><@ B5D4;B@, KFB5O BA <ECB?P;B64? 

?B>4?PAGR 54;G 84AAOI. 
ISP(config)# ip http authentication local 
(47 6: !4EFDB=F9 EF4F<K9E>GR @4DLDGF<;4J<R. 
a. %B;84=F9 EF4F<K9E><= @4DLDGF BF @4DLDGF<;4FBD4 <AF9DA9F-

CDB64=89D4 8B @4DLDGF<;4FBD4 L?R;4, <ECB?P;GS 8<4C4;BA A4;A4K9AAOI 
CG5?<KAOI E9F96OI 48D9EB6 209.165.200.224/27. 

ISP(config)# ip route 209.165.200.224 255.255.255.224 209.165.201.18 
b. %B;84=F9 @4DLDGF CB G@B?K4A<R BF @4DLDGF<;4FBD4 Gateway > 

@4DLDGF<;4FBDG ISP. Gateway(config)# ip route 0.0.0.0 0.0.0.0 
209.165.201.17 

(47 7: %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR 
>BAH<7GD4J<R. 

(47 8: #DB69DPF9 E9F96B9 EB98<A9A<9. 
a. % G;?B6 #� BFCD46PF9 QIB-;4CDBEO A4 <AF9DH9=E G0/1 A4 L?R;B6B@ 

@4DLDGF<;4FBD9. �OS6<F9 < GEFD4A<F9 A9CB?48><, 9E?< QIB-;4CDBE A9 
CDBIB8<F. 

b. "FB5D4;<F9 F45?<JO @4DLDGF<;4J<< A4 B5B<I @4DLDGF<;4FBD4I, 
KFB5O G598<FPES, KFB EF4F<K9E><9 @4DLDGFO EB89D:4FES 6 F45?<J9 
@4DLDGF<;4J<< < CD46<?PAB A4EFDB9AO A4 B5B<I @4DLDGF<;4FBD4I. 

'4EFP 2: !4EFDB=>4 < CDB69D>4 EF4F<K9E>B7B CD9B5D4;B64A<S NAT 
%F4F<K9E><= NAT <ECB?P;G9F EBCBEF46?9A<9 ?B>4?PAOI < 7?B54?PAOI 

48D9EB6 CB EI9@9 «B8<A > B8AB@G».  9FB8 EF4F<K9E>B7B CD9B5D4;B64A<S 
E9F96OI 48D9EB6 BEB59AAB CB?9;9A 8?S 695-E9D69DB6 <?< GEFDB=EF6, 
>BFBDO9 8B?:AO <@9FP CBEFBSAAO= 48D9E, 8BEFGCAO= <; �AF9DA9F4 4 
A4CD<@9D, 8?S 695-E9D69D4 >B@C4A<<. 
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(47 2: �484=F9 <AF9DH9=EO. 

 
 

 

 
�B784 >B@CPRF9D PC-A BFCD46<? ICMP-;4CDBE (QIB-;4CDBE) A4 48D9E 

<AF9DA9F-CDB64=89D4 192.31.7.1, 6 F45?<JG 5O?4 8B546?9A4 ;4C<EP NAT, 
789 ICMP G>4;4A 6 6<89 CDBFB>B?4. 

�4>B= AB@9D CBDF4 <ECB?P;B64?ES 6 84AAB@ B5@9A9 ICMP? 
#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 6 D4@>4I QFB= 

?45BD4FBDAB= @B:9F CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4. 
E. "F >B@CPRF9D4 PC-A BFCD46PF9 EBB5M9A<9 CB Telnet A4 

<AF9DH9=E <AF9DA9F-CDB64=89D4 Lo0 < BFB5D4;<F9 F45?<JG NAT. 

!4EFDB9AA4S EF4F<K9E>4S CD<6S;>4 CB;6B?S9F @4DLDGF<;4FBDG 
BEGM9EF6?SFP FD4AE?SJ<R 48D9EB6 @9:8G K4EFAO@ 6AGFD9AA<@ 48D9EB@ 
E9D69D4 192.168.1.20 < CG5?<KAO@ 48D9EB@ 209.165.200.225. �?47B84DS 
QFB@G CB?P;B64F9?P @B:9F CB?GK<FP 8BEFGC > >B@CPRF9DG PC-A K9D9; 
�AF9DA9F. �B@CPRF9D PC-A @B89?<DG9F E9D69D <?< GEFDB=EF6B E 
CBEFBSAAO@ 48D9EB@, > >BFBDB@G @B:AB CB?GK<FP 8BEFGC K9D9; �AF9DA9F. 

(47 3: #DB69DPF9 >BAH<7GD4J<R. 

b. �; >B@CPRF9D4 PC-A BFCD46PF9 QIB-;4CDBE A4 <AF9DH9=E Lo0 
(192.31.7.1) <AF9DA9F-CDB64=89D4. �E?< QIB-;4CDBE CDBLT? A9G84KAB, 
A4=8<F9 < GEFD4A<F9 CDB5?9@O. !4 L?R;B6B@ @4DLDGF<;4FBD9 
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#D<@9K4A<9. NAT 8?S ICMP-;4CDBE4 @B:9F <EF9KP, <;-;4 K97B BA 

5G89F G84?TA <; F45?<JO NAT. �4>B= CDBFB>B? <ECB?P;B64?ES 8?S QFB7B 
CD9B5D4;B64A<S? 

'>4:<F9 AB@9D4 <ECB?P;G9@OI CBDFB6. 
�AGFD9AA<= 7?B54?PAO=/?B>4?PAO=: 
�A9LA<= 7?B54?PAO=/?B>4?PAO=: 
d. #BE>B?P>G EF4F<K9E><= NAT A4EFDB9A 8?S >B@CPRF9D4 PC-A, 

G598<F9EP 6 GEC9LAB= BFCD46>9 QIB;4CDBE4 BF <AF9DA9F-CDB64=89D4 A4 
>B@CPRF9D PC-A E K4EFAO@ CG5?<KAO@ NAT-48D9EB@ (209.165.200.225). 

 
"5D4F<F9 6A<@4A<9, KFB 6A9LA<= ?B>4?PAO= < 6A9LA<= 7?B54?PAO= 

48D9E4 EB6C484RF. 1FBF 48D9E 4 48D9E <EFBKA<>4 G84?TAAB= E9F< 
<AF9DA9F-CDB64=89D4. �?S GEC9LAB= BFCD46>< QIB;4CDBE4 BF <AF9DA9F-
CDB64=89D4, 6AGFD9AA<= 7?B54?PAO= EF4F<K9E><= NAT-48D9E 
209.165.200.225 5O? CD9B5D4;B64A 6B 6AGFD9AA<= ?B>4?PAO= 48D9E 
>B@CPRF9D4 PC-A. (192.168.1.20). 

 
#D<@9K4A<9. "FB5D4:49@O9 6OIB8AO9 84AAO9 CD<6B8SFES 

<E>?RK<F9?PAB 6 >4K9EF69 CD<@9D4. #B?GK9AAO9 64@< 6OIB8AO9 84AAO9 
@B7GF E A<@< A9 EB6C484FP. 

e. !4 L?R;B6B@ @4DLDGF<;4FBD9 (Gateway) BFB5D4;<F9 F45?<JG 
NAT, KFB5O CDB69D<FP CD9B5D4;B64A<9. 

f. #DB69DPF9 EF4F<EF<>G NAT, 6OCB?A<6 >B@4A8G show ip nat statistics 
A4 L?R;B6B@ @4DLDGF<;4FBD9 (Gateway). 
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'4EFP 3: !4EFDB=>4 < CDB69D>4 8<A4@<K9E>B7B CD9B5D4;B64A<S NAT 
 9FB8 8<A4@<K9E>B7B CD9B5D4;B64A<S E9F96OI 48D9EB6 

(8<A4@<K9E><= NAT) <ECB?P;G9F CG? CG5?<KAOI 48D9EB6, >BFBDO9 
CD<E64<64RFES 6 CBDS8>9 :<6B= BK9D98<. �B784 6AGFD9AA99 GEFDB=EF6B 
;4CD4L<649F 8BEFGC > 6A9LA9= E9F<, 8<A4@<K9E><= NAT CD<E64<649F 
8BEFGCAO= CG5?<KAO= IPv4- 48D9E <; CG?4. �<A4@<K9E><= NAT 
CD98EF46?S9F EB5B= EBCBEF46?9A<9 48D9EB6 CB EI9@9 «@AB7<9 >B @AB7<@» 
@9:8G ?B>4?PAO@< < 7?B54?PAO@< 48D9E4@<. 

(47 1: "K<EF<F9 84AAO9 NAT. 
#9D98 8B546?9A<9@ 8<A4@<K9E><I CD9B5D4;B64A<= BK<EF<F9 6E9 NAT 

< G84?<F9 EF4F<EF<>G <; K4EF< 2. 

 
(47 2: %B;84=F9 ACL-EC<EB>, >BFBDO= EBBF69FEF6G9F 8<4C4;BAG 

K4EFAOI IP-48D9EB6 ?B>4?PAB= E9F<. 

 
(47 3: '598<F9EP, KFB >BAH<7GD4J<< <AF9DH9=E4 NAT 6E9 9MT 

89=EF6<F9?PAO. 
'FB5O CDB69D<FP >BAH<7GD4J<< NAT, A4 @4DLDGF<;4FBD9 Gateway 

6OCB?A<F9 >B@4A8G show ip nat statistics. 

 
(47 5: "CD989?<F9 EBBF69FEF6<9 6 NAT 6AGFD9AA97B EC<E>4 48D9EB6 

<EFBKA<>4 < CG?4 6A9LA<I 48D9EB6. 
#D<@9K4A<9. #B@A<F9, KFB <@9A4 CG?4 NAT KG6EF6<F9?PAO > 

D97<EFDG, 4 <@S CG?4, 66B8<@B9 ;89EP, 8B?:AB EB6C484FP E <@9A9@, 
<ECB?P;B64AAO@ A4 CD98O8GM9@ L479. 

 
 
(47 6: #DB69DPF9 >BAH<7GD4J<R. 
a. �; >B@CPRF9D4 PC-B BFCD46PF9 QIB-;4CDBE A4 <AF9DH9=E Lo0 

(192.31.7.1) <AF9DA9F-CDB64=89D4. �E?< QIB-;4CDBE CDBLT? A9G84KAB, 
A4=8<F9 < GEFD4A<F9 CDB5?9@O. !4 L?R;B6B@ @4DLDGF<;4FBD9 (Gateway) 
BFB5D4;<F9 F45?<JG NAT. 

 

 

 

(47 4: "CD989?<F9 CG? CD<7B8AOI > <ECB?P;B64A<R CG5?<KAOI IP-
48D9EB6. 
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�4> 6O7?S8<F CD9B5D4;B64AAO= 6AGFD9AA<= 48D9E ?B>4?PAB7B G;?4 8?S 
>B@CPRF9D4 PC-B? 192.168.1.21 = 

�B784 >B@CPRF9D PC-B BFCD46<? ICMP-EBB5M9A<9 A4 48D9E <AF9DA9F-
CDB64=89D4 192.31.7.1, 6 F45?<JG 5O?4 8B546?9A4 8<A4@<K9E>4S ;4C<EP 
NAT, 789 ICMP G>4;4A 6 6<89 CDBFB>B?4. 

�4>B= AB@9D CBDF4 <ECB?P;B64?ES 6 84AAB@ B5@9A9 ICMP? 
b. � >B@CPRF9D9 PC-B BF>DB=F9 695-5D4G;9D < 6698<F9 IP-48D9E 

E@B89?<DB64AAB7B 695-E9D69D4 <AF9DA9F-CDB64=89D4 (<AF9DH9=E Lo0). #D< 
;4CDBE9 6B=8<F9 6 E<EF9@G CB8 <@9A9@ webuser < E C4DB?9@ webpass. 

 
'>4:<F9 AB@9D4 <ECB?P;G9@OI CBDFB6. 
�AGFD9AA<=: 
�A9LA<=: 
�4><9 <;69EFAO9 AB@9D CBDF4 < E9D6<E <ECB?P;B64?<EP? 
d. #DB69DPF9 EF4F<EF<>G NAT, 6OCB?A<6 >B@4A8G show ip nat statistics 

A4 L?R;B6B@ @4DLDGF<;4FBD9 (Gateway). 

 

c. "FB5D4;<F9 F45?<JG NAT. 

 
�4>B= CDBFB>B? <ECB?P;B64?ES 8?S QFB7B CD9B5D4;B64A<S? 
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#D<@9K4A<9. "FB5D4:49@O9 6OIB8AO9 84AAO9 CD<6B8SFES 

<E>?RK<F9?PAB 6 >4K9EF69 CD<@9D4. #B?GK9AAO9 64@< 6OIB8AO9 84AAO9 
@B7GF E A<@< A9 EB6C484FP. 

(47 7: '84?<F9 ;4C<EP EF4F<K9E>B7B NAT. 
!4 L479 7 ;4C<EP EF4F<K9E>B7B NAT G84?9A4, 6O @B:9F9 CDBE@BFD9FP 

;4C<EP NAT. 

 
b. "K<EF<F9 CD9B5D4;B64A<S NAT < EF4F<EF<>G. 
c.  "FCD46PF9 QIB-;4CDBE A4 <AF9DA9F-CDB64=89D (192.31.7.1) BF 

B5B<I G;?B6. 
d. "FB5D4;<F9 F45?<JG < EF4F<EF<>G NAT. 

 
 

a. '84?<F9 EF4F<K9E><= NAT <; K4EF< 2. #D< ;4CDBE9 B5 G84?9A<< 
8BK9DA<I ;4C<E9= 6698<F9 yes. 
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#D<@9K4A<9. "FB5D4:49@O9 6OIB8AO9 84AAO9 CD<6B8SFES 
<E>?RK<F9?PAB 6 >4K9EF69 CD<@9D4. #B?GK9AAO9 64@< 6OIB8AO9 84AAO9 
@B7GF E A<@< A9 EB6C484FP. 

�BCDBEO A4 ;4>D9C?9A<9 
1. �4K9@ AG:AB <ECB?P;B64FP NAT 6 E9F<? 
2. �4>B6O B7D4A<K9A<S NAT? 
%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 71 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 0/0 
(G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 
(F0/0) 

Fast Ethernet 0/1 
(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 0/0 
(G0/0) 

Gigabit Ethernet 
0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. 'FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 
BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B 
ECBEB54 C9D9K<E?9A<S 6E9I >B@5<A4J<= A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 
EGM9EF6G9F. 
� 84AAB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < CBE?98B64F9?PAOI 
(Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 F<CO <AF9DH9=EB6, 
84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � >4K9EF69 CD<@9D4 @B:AB 
CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB 
<ECB?P;B64FP 6 >B@4A84I 8?S CD98EF46?9A<S <AF9DH9=E4.
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�D4>F<K9E>4O  D45BF4 18. �DB69D>4, CB<E> < GEFD4A9A<9 
A9CB?48B> >BAH<7GD4J<= NAT 

&BCB?B7<S 

 
&45?<J4 48D9E4J<< 

 
�484K< 
'4EFP 1. �OS6?9A<9 A9CB?48B> 
'4EFP 2. 'EFD4A9A<9 A9CB?48B> 6 >BAH<7GD4J<< NAT 

'4EFP 3. #DB69D>4 CB8>?RK9A<S 
%J9A4D<= 
#B8DS8K<> 6BEEF4AB6<? CD9:A<9 A4EFDB=>< A4 AB6B@ 

@4DLDGF<;4FBD9, CB889D:<64RM9@ NAT. "8A4>B CBE?9 CD<@9A9A<S 
CD9:A<I A4EFDB9> E9FP <;@9A<?4EP, < 5O?4 8B546?9A4 AB64S CB8E9FP. �4L4 
;484K4 4 CD<69EF< E9FP 6 D45BK99 EBEFBSA<9. 

10.4.11.0/24 

 

'EFDB=EF6B �AF9DH9=E IP-48D9E �4E>4 CB8E9F< ,?N; CB G@B?K4A<N 

R1 G0/0 10.4.10.254 255.255.255.0 N/A 

G0/1 10.4.11.254 255.255.255.0 N/A 

S0/0/1 10.4.1.2 255.255.255.252 N/A 

R2 S0/0/0 209.165.76.194 255.255.255.224 N/A 

S0/0/1 10.4.1.1 255.255.255.252 N/A 

Serverl NIC 64.100.201.5 255.255.255.0 64.100.201.1 

PC1 NIC 10.4.10.1 255.255.255.0 10.4.10.254 

PC2 NIC 10.4.10.2 255.255.255.0 10.4.10.254 

L1 NIC 10.4.11.1 255.255.255.0 10.4.11.254 

L2 NIC 10.4.11.2 255.255.255.0 10.4.11.254 
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'4EFP 1. �OS6?9A<9 A9CB?48B> 
"FCD46PF9 QIB-;4CDBE A4 E9D69D Serverl E PCI, PC2, LI, L2 < R2. 

�4C<L<F9 D9;G?PF4FO >4:8B7B QIB;4CDBE4. � E?GK49 A9B5IB8<@BEF< 
BFCD46PF9 QIB-;4CDBE A4 ?R5B= 8DG7B= >B@CPRF9D. 

'4EFP 2. 'EFD4A9A<9 A9CB?48B> 6 >BAH<7GD4J<< NAT 

(47 1: #DBE@BFD<F9 CD9B5D4;B64A<S NAT A4 @4DLDGF<;4FBD9 R2. 
�E?< @9I4A<;@ NAT D45BF49F, 6 F45?<J9 8B?:AO 5OFP ;4C<E<. 
(47 2: #DBE@BFD<F9 F9>GMGR >BAH<7GD4J<R @4DLDGF<;4FBD4 R2. 
#DB69DPF9, KFB 6AGFD9AA9@G CBDFG NAT A4;A4K9A K4EFAO= 48D9E, 4 

6A9LA9@G CBDFG NAT A4;A4K9A CG5?<KAO= 48D9E. 
(47 3: �ECD46PF9 A4EFDB=>< <AF9DH9=EB6. 
#D<@9A<F9 >B@4A8O ip nat inside < ip nat outside > EBBF69FEF6GRM<@ 

CBDF4@. 
(47 4: "FCD46PF9 QIB-;4CDBE A4 E9D69D Server1 E PC1, PC2, L1, L2 < 

R2. 
�4C<L<F9 D9;G?PF4FO >4:8B7B QIB-;4CDBE4. � E?GK49 A9B5IB8<@BEF< 

BFCD46PF9 QIB-;4CDBE A4 ?R5B= 8DG7B= >B@CPRF9D. 
(47 5: #DBE@BFD<F9 CD9B5D4;B64A<S NAT A4 @4DLDGF<;4FBD9 R2. 
�E?< @9I4A<;@ NAT D45BF49F, 6 F45?<J9 8B?:AO 5OFP ;4C<E<. 
(47 6: "FB5D4;<F9 EC<EB> 8BEFGC4 101 A4 @4DLDGF<;4FBD9 R2. 
(45?BAA4S @4E>4 8B?:A4 6>?RK4FP 6 E95S E9F< 10.4.10.0 < 10.4.11.0. 
(47 7: �A9E<F9 <;@9A9A<S 6 EC<EB> 8BEFGC4. 
'84?<F9 EC<EB> 8BEFGC4 101 < ;4@9A<F9 97B CBIB:<@ EC<E>B@, 

EB89D:4M<@ 6E97B B8AG ;4C<EP. �8<AEF69AAO@ BF?<K<9@ 8B?:A4 5OFP 
L45?BAA4S @4E>4.'4EFP 3. #DB69D>4 CB8>?RK9A<S 

(47 1: #DB69DPF9 CB8>?RK9A<9 > E9D69DG Server1. 
�4C<L<F9 D9;G?PF4FO >4:8B7B QIB-;4CDBE4. �E9 G;?O 8B?:AO GEC9LAB 

BFCD46?SFP QIB-;4CDBEO A4 E9D69D Serverl, R1 < R2. � E?GK49 A9G84KAOI 
QIB-;4CDBEB6 6OS6<F9 < GEFD4A<F9 A9CB?48><. 

(47 2: #DBE@BFD<F9 CD9B5D4;B64A<S NAT A4 @4DLDGF<;4FBD9 R2. 
� D9;G?PF4F9 CD<@9A9A<S NAT 6 F45?<J9 8B?:AB 5OFP BFB5D4:9AB 

@AB:9EF6B ;4C<E9=. 
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"EAB6A4S ?<F9D4FGD4: 
1. �G;<A, �.�. �B@CPRF9DAO9 E9F< : GK95. CBEB5<9 / �.�. �G;<A, �.�. �G;<A. 4 4-

9 <;8., C9D9D45. < 8BC. 4  . : ("$'  : �!($�- , 2019. 4 190 E. 4 (%D98A99 

CDBH9EE<BA4?PAB9 B5D4;B64A<9). - $9:<@ 8BEFGC4: 

http://znanium.com/catalog/product/983172  - �B7B6BD 7 5669  BF 10.01.2022 7.   

  

�BCB?A<F9?PA4S ?<F9D4FGD4:  

1.  4>E<@B6, !.�. �B@CPRF9DAO9 E9F< : GK95. CBEB5<9 / !.�.  4>E<@B6, �.�. 

#BCB6. 4 6-9 <;8., C9D9D45. < 8BC. 4  . : ("$'  : �!($�- , 2018. 4 464 E. 

4 (%D98A99 CDBH9EE<BA4?PAB9 B5D4;B64A<9). - $9:<@ 8BEFGC4: 
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