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#D4>F<K9E>4S D45BF4 7 1.   

$4;69DFO64A<9 >B@@GF<DG9@B= E9F<  E D9;9D6AO@< >4A4?4@< 

&BCB?B7<S 

 

&45?<J4 48D9E4J<< 

 

�484K< 

'4EFP 1. %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6  
'4EFP 2. �O5BD >BDA96B7B @BEF4 
'4EFP 3. !45?R89A<9 ;4 CDBJ9EEB@ 6O5BD4 CDBFB>B?B@ STP CBDF4, 

<EIB8S <; EFB<@BEF< CBDFB6 
'4EFP 4. !45?R89A<9 ;4 CDBJ9EEB@ 6O5BD4 CDBFB>B?B@ STP CBDF4, 

<EIB8S <; CD<BD<F9F4 CBDFB6 
�EIB8AO9 84AAO9/EJ9A4D<= 

�;5OFBKABEFP CB;6B?S9F G69?<K<FP 8BEFGCABEFP GEFDB=EF6 6 FBCB?B7<< 

E9F< ;4 EKTF GEFD4A9A<S 98<AB= FBK>< BF>4;4. �;5OFBKABEFP 6 

>B@@GF<DG9@B= E9F< B59EC9K<649FES CBED98EF6B@ <ECB?P;B64A<S A9E>B?P><I 

>B@@GF4FBDB6 <?< A9E>B?P><I >4A4?B6 @9:8G >B@@GF4FBD4@<. �B784 6 

 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 

S1 VLAN 1 192.168.1.1 255.255.255.0 

S2 VLAN 1 192.168.1.2 255.255.255.0 

S3 VLAN 1 192.168.1.3 255.255.255.0 
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CDB9>F9 E9F< <ECB?P;G9FES H<;<K9E>4S <;5OFBKABEFP, 6B;@B:AB 

6B;A<>AB69A<9 C9F9?P < 8G5?<DB64A<9 >48DB6. 

#DBFB>B? spanning-tree (STP) 5O? D4;D45BF4A >4> @9I4A<;@ 

CD98BF6D4M9A<S 6B;A<>AB69A<S C9F9?P A4 2 GDB6A9 8?S <;5OFBKAOI >4A4?B6 

>B@@GF<DG9@B= E9F<. #DBFB>B? STP B59EC9K<649F A4?<K<9 FB?P>B B8AB7B 

?B7<K9E>B7B CGF< @9:8G 6E9@< G;?4@< A4;A4K9A<S 6 E9F< CGF9@ A4@9D9AAB7B 

5?B><DB64A<S D9;9D6AOI CGF9=, >BFBDO9 @B7?< 5O 6O;64FP C9F?R. 

� QFB= ?45BD4FBDAB= D45BF9 >B@4A84 show spanning-tree <ECB?P;G9FES 

8?S A45?R89A<S ;4 CDBJ9EEB@ 6O5BD4 CDBFB>B?B@ STP >BDA96B7B @BEF4. 

&4>:9 6O 5G89F9 A45?R84FP ;4 CDBJ9EEB@ 6O5BD4 CBDFB6 E GK9FB@ EFB<@BEF< 

< CD<BD<F9F4. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO Cisco 

Catalyst 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). 

�BCGE>49FES <ECB?P;B64A<9 8DG7<I @B89?9= >B@@GF4FBDB6 < 8DG7<I 69DE<= 

"% Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 

8BEFGCAO9 >B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF CD<698TAAOI 6 

BC<E4A<< ?45BD4FBDAOI D45BF. 

#D<@9K4A<9. '598<F9EP, KFB CD9:A<9 A4EFDB=>< >B@@GF4FBDB6 5O?< 
G84?9AO, < BA< A9 EB89D:4F >BAH<7GD4J<< ;47DG;><. �E?< 6O A9 G69D9AO 6 

QFB@, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 
" 3 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

(B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; CBDFO 

>BAEB?<; 

" >459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 

'4EFP 1: %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6 
� K4EF< 1 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < BEAB6AO9 

C4D4@9FDO @4DLDGF<;4FBDB6. 
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(47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 
#B8>?RK<F9 GEFDB=EF64 6 EBBF69FEF6<< E 8<47D4@@B= FBCB?B7<< < 

6OCB?A<F9 D4;6B8>G >459?9= CB A9B5IB8<@BEF<. 

(47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G >B@@GF4FBDB6. 
(47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B >B@@GF4FBD4. 
a. "F>?RK<F9 CB<E> DNS. 

b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G EXEC. 

d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY < 4>F<6<DG=F9 6IB8 

8?S >BAEB?< < VTY >4A4?B6. 

e. !4EFDB=F9 logging synchronous 8?S >BAEB?PAB7B >4A4?4. 

f. !4EFDB=F9 54AA9DAB9 EBB5M9A<9 8AS (MOTD) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

g. �484=F9 IP-48D9E, G>4;4AAO= 6 F45?<J9 48D9E4J<< 8?S VLAN 1 A4 

B5B<I >B@@GF4FBD4I. 

h. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR 

>BAH<7GD4J<R. 

(47 4: #DB69DPF9 EB98<A9A<9. 
#DB69DPF9 ECBEB5ABEFP >B@CPRF9DB6 B5@9A<64FPES QIB-;4CDBE4@<. 

'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF >B@@GF4FBD4 S1 A4 >B@@GF4FBD S2? 

'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF >B@@GF4FBD4 S1 A4 >B@@GF4FBD S3? 

'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF >B@@GF4FBD4 S2 A4 >B@@GF4FBD S3? 

�OCB?AS=F9 BF?48>G 8B F9I CBD, CB>4 BF69FO A4 6E9 6BCDBEO A9 5G8GF 

CB?B:<F9?PAO@<. 

'4EFP 2: "CD989?9A<9 >BDA96B7B @BEF4 
�?S >4:8B7B Q>;9@C?SD4 CDBFB>B?4 spanning-tree (>B@@GF<DG9@4S E9FP 

LAN <?< L<DB>B69M4F9?PAO= 8B@9A) EGM9EF6G9F >B@@GF4FBD, 6O89?9AAO= 6 

>4K9EF69 >BDA96B7B @BEF4. �BDA96B= @BEF E?G:<F FBK>B= CD<6S;>< 8?S 6E9I 
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D4EKTFB6 CDBFB>B?4 spanning-tree, CB;6B?SS BCD989?<FP <;5OFBKAO9 CGF<, 

>BFBDO9 E?98G9F ;45?B><DB64FP. 

#DBJ9EE 6O5BD4 BCD989?S9F, >4>B= <; >B@@GF4FBDB6 EF4A9F >BDA96O@ 

@BEFB@. �B@@GF4FBD E A4<@9APL<@ ;A4K9A<9@ <89AF<H<>4FBD4 @BEF4 (BID) 

EF4AB6<FES >BDA96O@ @BEFB@. �89AF<H<>4FBD BID EBEFB<F <; ;A4K9A<S 

CD<BD<F9F4 @BEF4, D4EL<D9AAB7B <89AF<H<>4FBD4 E<EF9@O < MAC-48D9E4 

>B@@GF4FBD4. �A4K9A<9 CD<BD<F9F4 @B:9F A4IB8<FPES 6 8<4C4;BA9 BF 0 8B 

65535 E L47B@ 4096. #B G@B?K4A<R <ECB?P;G9FES ;A4K9A<9 32768. 

(47 1: "F>?RK<F9 6E9 CBDFO A4 >B@@GF4FBD4I. 

(47 2: !4EFDB=F9 CB8>?RK9AAO9 CBDFO 6 >4K9EF69 FD4A>B6OI. 
(47 3: �>?RK<F9 CBDFO F0/2 < F0/4 A4 6E9I >B@@GF4FBD4I. 
(47 4: "FB5D4;<F9 84AAO9 CDBFB>B?4 spanning-tree. 

�698<F9 >B@4A8G show spanning-tree A4 6E9I FD9I >B@@GF4FBD4I. 

#D<BD<F9F <89AF<H<>4FBD4 @BEF4 D4EEK<FO649FES CGF9@ E?B:9A<S ;A4K9A<= 

CD<BD<F9F4 < D4EL<D9AAB7B <89AF<H<>4FBD4 E<EF9@O. $4EL<D9AAO@ 

<89AF<H<>4FBDB@ E<EF9@O 6E9784 S6?S9FES AB@9D E9F< VLAN. � CD<@9D9 

A<:9 6E9 FD< >B@@GF4FBD4 <@9RF D46AO9 ;A4K9A<S CD<BD<F9F4 

<89AF<H<>4FBD4 @BEF4 (32769 = 32768 + 1, 789 CD<BD<F9F CB G@B?K4A<R = 

32768, AB@9D E9F< VLAN = 1); E?98B64F9?PAB, >B@@GF4FBD E E4@O@ A<;><@ 

;A4K9A<9@ MAC-48D9E4 EF4AB6<FES >BDA96O@ @BEFB@ (6 CD<@9D9 4 S2). 
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#D<@9K4A<9. $9:<@ STP CB G@B?K4A<R A4 >B@@GF4FBD9 2960 4 

CDBFB>B? STP 8?S >4:8B= E9F< VLAN (PVST). 

� EI9@G A<:9 ;4C<L<F9 DB?P < EBEFBSA<9 (Sts) 4>F<6AOI CBDFB6 A4 

>4:8B@ >B@@GF4FBD9 6 FBCB?B7<<. 
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S2 MAC: _______________________________  

% GK9FB@ 6OIB8AOI 84AAOI, CBEFGC4RM<I E >B@@GF4FBDB6, BF69FPF9 A4 

E?98GRM<9 6BCDBEO. �4>B= >B@@GF4FBD S6?S9FES >BDA96O@ @BEFB@? 

#BK9@G QFBF >B@@GF4FBD 5O? 6O5D4A CDBFB>B?B@ spanning-tree 6 >4K9EF69 

>BDA96B7B @BEF4? �4><9 CBDFO A4 >B@@GF4FBD9 S6?SRFES >BDA96O@< CBDF4@<? �4><9 

CBDFO A4 >B@@GF4FBD9 S6?SRFES A4;A4K9AAO@< CBDF4@<? 

�4>B= CBDF BFB5D4:49FES 6 >4K9EF69 4?PF9DA4F<6AB7B < 6 A4EFBSM99 6D9@S 

;45?B><DB64A? 

#BK9@G CDBFB>B? spanning-tree 6O5D4? QFBF CBDF 6 >4K9EF69 A96O89?9AAB7B 

(;45?B><DB64AAB7B) CBDF4? 

SI MAC: S3 MAC 
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+4EFP 3: !45?R89A<9 ;4 CDBJ9EEB@ 6O5BD4 CDBFB>B?B@ STP CBDF4, 

<EIB8S <; EFB<@BEF< CBDFB6 

�?7BD<F@ CDBFB>B?4 spanning-tree (STA) <ECB?P;G9F >BDA96B= @BEF >4> FBK>G 

CD<6S;><, CBE?9 K97B BCD989?S9F, >4><9 CBDFO 5G8GF ;45?B><DB64AO, <EIB8S <; 

EFB<@BEF< CGF<. #BDF E 5B?99 A<;>B= EFB<@BEFPR CGF< S6?S9FES CD98CBKF<F9?PAO@. 

�E?< EFB<@BEF< CBDFB6 D46AO, CDBJ9EE ED46A<649F BID. �E?< BID D46AO, 8?S 

BCD989?9A<S >BDA96B7B @BEF4 <ECB?P;GRFES CD<BD<F9FO CBDFB6. !4<5B?99 A<;><9 

;A4K9A<S S6?SRFES CD98CBKF<F9?PAO@<. � K4EF< 3 64@ CD98EFB<F <;@9A<FP EFB<@BEFP 

CBDF4, KFB5O BCD989?<FP, >4>B= CBDF 5G89F ;45?B><DB64A CDBFB>B?B@ spanning-tree. 

,47 1: "CD989?<F9 >B@@GF4FBD E ;45?B><DB64AAO@ CBDFB@. 

#D< F9>GM9= >BAH<7GD4J<< FB?P>B B8<A >B@@GF4FBD @B:9F EB89D:4FP 

;45?B><DB64AAO= CDBFB>B?B@ STP CBDF. �OCB?A<F9 >B@4A8G show spanning-tree A4 

B5B<I >B@@GF4FBD4I A9>BDA96B7B @BEF4. � CD<@9D9 A<:9 CDBFB>B? spanning-tree 

5?B><DG9F CBDF F0/4 A4 >B@@GF4FBD9 E E4@O@ 6OEB><@ <89AF<H<>4FBDB@ BID (S1). 
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#D<@9K4A<9. � >BA>D9FAB= FBCB?B7<< >BDA96B= @BEF @B:9F BF?<K4FPES BF 6O5BD4 CBDF4. 
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,47 2: �;@9A<F9 EFB<@BEFP CBDF4. 

#B@<@B ;45?B><DB64AAB7B CBDF4, 98<AEF69AAO@ 4>F<6AO@ CBDFB@ A4 QFB@ >B@@GF4FBD9 

S6?S9FES CBDF, 6O89?9AAO= 6 >4K9EF69 CBDF4 >BDA96B7B @BEF4. '@9APL<F9 EFB<@BEFP QFB7B 

CBDF4 >BDA96B7B @BEF4 8B 18, 6OCB?A<6 >B@4A8G spanning-tree cost 18 D9:<@4 >BAH<7GD4J<< 

<AF9DH9=E4. 

 

,47 3: #DBE@BFD<F9 <;@9A9A<S CDBFB>B?4 spanning-tree. 

#B6FBDAB 6OCB?A<F9 >B@4A8G show spanning-tree A4 B5B<I >B@@GF4FBD4I A9>BDA96B7B 

@BEF4. "5D4F<F9 6A<@4A<9, KFB D4A99 ;45?B><DB64AAO= CBDF (S1 - F0/4) F9C9DP S6?S9FES 

A4;A4K9AAO@ CBDFB@, < CDBFB>B? spanning-tree F9C9DP 5?B><DG9F CBDF A4 8DG7B@ >B@@GF4FBD9 

A9>BDA96B7B @BEF4 (S3 - F0/4). 

S1# show spanning-tree 
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�>G9<C ?@>B>:>; spanning-tree 74<9=O9B @4=99 

745;>:8@>64==O9 ?>@B =4 =47=4G9==O9 ?>@B 8 5;>:8@C9B ?>@B, 

:>B>@O9 5O; =47=4G9==O< ?>@B>< =4 8@C7>< :><<CB4B>@9? 

,47 4: '84?<F9 <;@9A9A<S EFB<@BEF< CBDF4. 

a. �OCB?A<F9 >B@4A8G no spanning-tree cost 18 D9:<@4 

>BAH<7GD4J<< <AF9DH9=E4, KFB5O G84?<FP ;4C<EP EFB<@BEF<, EB;84AAGR 

D4A99. 

 

b. #B6FBDAB 6OCB?A<F9 >B@4A8G show spanning-tree, KFB5O 

CB8F69D8<FP, KFB CDBFB>B? STP E5DBE<? CBDF A4 >B@@GF4FBD9 A9>BDA96B7B 

@BEF4, 69DAG6 <EIB8AO9 A4EFDB=>< CBDF4. #DBFB>B?G STP FD95G9FES 

CD<@9DAB 30 E9>GA8, KFB5O ;469DL<FP CDBJ9EE C9D96B84 CBDF4. 

+4EFP 4: !45?R89A<9 ;4 CDBJ9EEB@ 6O5BD4 CDBFB>B?B@ STP CBDF4, 

<EIB8S <; CD<BD<F9F4 CBDFB6 

�E?< EFB<@BEF< CBDFB6 D46AO, CDBJ9EE ED46A<649F BID. �E?< BID 

D46AO, 8?S BCD989?9A<S >BDA96B7B @BEF4 <ECB?P;GRFES CD<BD<F9FO CBDFB6. 

�A4K9A<9 CD<BD<F9F4 CB G@B?K4A<R 4 128. STP B5N98<AS9F CD<BD<F9F CBDF4 

E AB@9DB@ CBDF4, KFB5O D4;BD64FP E6S;<. !4<5B?99 A<;><9 ;A4K9A<S S6?SRFES 

CD98CBKF<F9?PAO@<. � K4EF< 4 64@ CD98EFB<F 4>F<6<DB64FP <;5OFBKAO9 CGF< 

8B >4:8B7B <; >B@@GF4FBDB6, KFB5O CDBE@BFD9FP, >4><@ B5D4;B@ CDBFB>B? 

STP 6O5<D49F CBDF E GK9FB@ CD<BD<F9F4 CBDFB6. 

a. �>?RK<F9 CBDFO F0/1 < F0/3 A4 6E9I >B@@GF4FBD4I. 
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b. #B8B:8<F9 30 E9>GA8, KFB5O CDBFB>B? STP ;469DL<? CDBJ9EE 

C9D96B84 CBDF4, CBE?9 K97B 6OCB?A<F9 >B@4A8G show spanning-tree A4 

>B@@GF4FBD4I A9>BDA96B7B @BEF4. "5D4F<F9 6A<@4A<9, KFB CBDF >BDA96B7B 

@BEF4 C9D9@9EF<?ES A4 CBDF E @9APL<@ AB@9DB@, E6S;4AAO= E >B@@GF4FBDB@ 

>BDA96B7B @BEF4, < ;45?B><DB64? CD98O8GM<= CBDF >BDA96B7B @BEF4. 
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�4>B= CBDF 6O5D4A CDBFB>B?B@ STP 6 >4K9EF69 CBDF4 >BDA96B7B @BEF4 A4 

>4:8B@ >B@@GF4FBD9 A9>BDA96B7B @BEF4? 

#BK9@G CDBFB>B? STP 6O5D4? QF< CBDFO 6 >4K9EF69 CBDFB6 >BDA96B7B 

@BEF4 A4 QF<I >B@@GF4FBD4I? 

�BCDBEO A4 ;4>D9C?9A<9 

1. �4>B9 ;A4K9A<9 CDBFB>B? STP <ECB?P;G9F C9D6O@ CBE?9 6O5BD4 

>BDA96B7B @BEF4, KFB5O BCD989?<FP 6O5BD CBDF4? 

2. �E?< C9D6B9 ;A4K9A<9 A4 86GI CBDF4I B8<A4>B6B, >4>B9 

E?98GRM99 ;A4K9A<9 5G89F <ECB?P;B64FP CDBFB>B? STP CD< 6O5BD9 CBDF4? 

3. �E?< B54 ;A4K9A<S A4 86GI CBDF4I D46AO, >4><@ 5G89F E?98GRM99 

;A4K9A<9, >BFBDB9 <ECB?P;G9F CDBFB>B? STP CD< 6O5BD9 CBDF4? 

Fa0/1  Root FWD 19 12  

 

P2p  

Fa0/2  Altn BLK 19 12  8.2 P2p  

Fa0/3  Altn BLK 19 12  8.3 P2p  

Fa0/4  Altn BLK 19 12  8.4 P2p  

 protocol ieee      

S3# show spanning-tree      

       

VLAN0001        

        

Spanning  tree enabled      

Root ID  Priority 32769     

  Address 0cd9.96d2.4000     

  Cost 19     

  Port 1 (FastEthernet0/1)   

  Hello Time 2 sec Max Age  20 sec Forward Delay 15 sec 
        

Bridge ID  Priority 32769 (priority  32768 sys-id-ext 1)  

        

  Address 0cd9.96e8.7400     

  Hello Time 2 sec Max Age  20 sec Forward Delay 15 sec 
  Aging Time 15 sec     

       

Interface  Role Sts Cost Prio.Nbr Type  

      

Fa0/1  Root FWD 19 12  8.1 P2p  

Fa0/2  Altn BLK 19 12  8.2 P2p  

Fa0/3  Desg FWD 19 12  8.3 P2p  

Fa0/4  Desg FWD 19 12  8.4 P2p  
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#D4>FB<K9E>4S D45BF4 2 

!4EFDB=>4 Rapid PVST+, PortFast < BPDU Guard 

�45BD4FBDA4S D45BF4 . !4EFDB=>4 Rapid PVST+, PortFast < BPDU Guard 

&BCB?B7<S 

 

VLAN 10 VLAN 10 

#B?P;B64F9?P #B?P;B64F9?P 

&45?<J4 48D9E4J<< 

 

!4;A4K9A<S E9F< VLAN 

 

�484K< 
+4EFP 1. %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6 
+4EFP 2. !4EFDB=>4 E9F9= VLAN, native VLAN < FD4A>B6OI >4A4?B6 
+4EFP 3. !4EFDB=>4 >BDA96B7B @BEF4 < CDB69D>4 EIB8<@BEF< PVST+ 

 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 

S1 VLAN 99 192.168.1.11 255.255.255.0 

S2 VLAN 99 192.168.1.12 255.255.255.0 

S3 VLAN 99 192.168.1.13 255.255.255.0 

PC-A NIC 192.168.0.2 255.255.255.0 

PC-C NIC 192.168.0.3 255.255.255.0 

VLAN �@S 

10 #B?P;B64F9?P 

99 Management ($G>B6B8EF6B) 
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+4EFP 4. !4EFDB=>4 Rapid PVST+, PortFast, BPDU guard < CDB69D>4 EIB8<@BEF<

�EIB8AO9 84AAO9/EJ9A4D<= 

#DBFB>B? spanning-tree 8?S VLAN (PVST) S6?S9FES CDBCD<9F4DAO@ 

CDBFB>B?B@ Cisco. #B G@B?K4A<R >B@@GF4FBDO Cisco <ECB?P;GRF CDBFB>B? 

PVST. Rapid PVST+ (IEEE 802.1w) S6?S9FES GEB69DL9AEF6B64AAB= 69DE<9= 

PVST+ < B59EC9K<649F 5B?99 5OEFDO9 6OK<E?9A<S CDBFB>B?4 spanning-tree < 

5B?99 5OEFDGR EIB8<@BEFP CBE?9 <;@9A9A<= FBCB?B7<< 2 GDB6AS. Rapid 

PVST+ BCD989?S9F FD< EBEFBSA<S CBDF4: BF5D4EO64A<9, B5GK9A<9 < 

C9D9EO?>4, 4 F4>:9 CD98EF46?S9F DS8 AB6B66989A<= 6 J9?SI BCF<@<;4J<< 

CDB<;6B8<F9?PABEF< E9F<. 

� QFB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F A4EFDB<FP BEAB6AB= < 

6ECB@B74F9?PAO= >BDA96O9 @BEFO, <;GK<FP EIB8<@BEFP PVST+, A4EFDB<FP 

Rapid PVST+ < ED46A<FP 97B EIB8<@BEFP E PVST+. �DB@9 FB7B, A9B5IB8<@B 

5G89F A4EFDB<FP CB7D4A<KAO9 CBDFO 8?S A9@98?9AAB7B C9D9IB84 6 EBEFBSA<9 

C9D9EO?>< E CB@BMPR PortFast, 4 F4>:9 5?B><DB64FP C9D9EO?>G BDPU <; 

CB7D4A<KAOI CBDFB6, <ECB?P;GS BDPU guard. 

#D<@9K4A<9. � 84AAB= ?45BD4FBDAB= D45BF9 EB89D:<FES 

@<A<@4?PAO= A45BD >B@4A8, A9B5IB8<@OI 8?S A4EFDB=><. %C<EB> FD95G9@OI 

>B@4A8 CD<6989A 6 CD<?B:9A<< A. #DB69DPF9 E6B< ;A4A<S: A4EFDB=F9 

GEFDB=EF64, A9 B5D4M4SEP > <AHBD@4J<<, CD<698TAAB= 6 CD<?B:9A<<. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO Cisco 

Catalyst 2960s CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), (B5D4; lanbasek9). 

�BCGE>49FES <ECB?P;B64A<9 8DG7<I @B89?9= >B@@GF4FBDB6 < 8DG7<I 69DE<= 

"% Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 

8BEFGCAO9 >B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF CD<698TAAOI 6 

BC<E4A<< ?45BD4FBDAOI D45BF. 

#D<@9K4A<9. '598<F9EP, KFB CD9:A<9 A4EFDB=>< >B@@GF4FBDB6 5O?< 
G84?9AO, < BA< A9 EB89D:4F >BAH<7GD4J<< ;47DG;><. �E?< 6O A9 G69D9AO 6 

QFB@, B5D4F<F9EP > <AEFDG>FBDG. 
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!9B5IB8<@O9 D9EGDEO: 

" 3 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 

15.0(2), (B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P); 

" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

CBDFO >BAEB?<; 

" >459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 

+4EFP 1: %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6 

� C9D6B= K4EF< 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < A4EFDB<FP 

54;B6O9 C4D4@9FDO, F4><9 >4> IP-48D9E4 <AF9DH9=EB6, EF4F<K9E>4S 

@4DLDGF<;4J<S, 8BEFGC > GEFDB=EF64@ < C4DB?<. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. ,47 2: 

!4EFDB=F9 G;?O #�. 

,47 3: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G >B@@GF4FBDB6. 

,47 4: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B >B@@GF4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. 'EF4AB6<F9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < 6<DFG4?PAB7B 

F9D@<A4?4 VTY < 6>?RK<F9 6IB8 CB C4DB?R. 

d. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G EXEC. 

e. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 

@B7?< CD9DO64FP 66B8 >B@4A8. 

f. "F>?RK<F9 6E9 CBDFO >B@@GF4FBD4. 

g. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR 

>BAH<7GD4J<R. 
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+4EFP 2: !4EFDB=>4 E9F9= VLAN, native VLAN < FD4A>B6OI >4A4?B6 

� K4EF< 2 D4EE@4FD<64RFES EB;84A<9 E9F9= VLAN, A4;A4K9A<S E9FS@ 

VLAN CBDFB6 >B@@GF4FBD4, A4EFDB=>4 FD4A>B6OI CBDFB6 < <;@9A9A<9 native 

VLAN 8?S 6E9I >B@@GF4FBDB6. 

#D<@9K4A<9. �B@4A8O, A9B5IB8<@O9 8?S 6OCB?A9A<S ;484A<= 6FBDB= 
K4EF< ?45BD4FBDAB= D45BFO, CD<6989AO 6 CD<?B:9A<< A. +FB5O CDB69D<FP 

E6B< ;A4A<S, CBCDB5G=F9 A4EFDB<FP E9F< VLAN, native VLAN < FD4A>B6O9 

>4A4?O, A9 B5D4M4SEP > CD<?B:9A<R. 

,47 1: %B;84=F9 E9F< VLAN. 

�ECB?P;G=F9 EBBF69FEF6GRM<9 >B@4A8O, KFB5O EB;84FP E9F< VLAN 10 

< 99 A4 6E9I >B@@GF4FBD4I. #D<E6B=F9 E9F< VLAN 10 <@S User, 4 E9F< VLAN 

99 4 <@S Management. 

 

,47 2: #9D9698<F9 CB?P;B64F9?PE><9 CBDFO 6 D9:<@ 8BEFGC4 < 

A4;A4KPF9 E9F< VLAN. 

�?S <AF9DH9=E4 F0/6 S1 < <AF9DH9=E4 F0/18 S3 6>?RK<F9 CBDFO, 

A4EFDB=F9 <I 6 >4K9EF69 CBDFB6 8BEFGC4 < A4;A4KPF9 <I E9F< VLAN 10. 

,47 3: !4EFDB=F9 FD4A>B6O9 CBDFO < A4;A4KPF9 <I E9F< native VLAN 

99. 

�?S CBDFB6 F0/1 < F0/3 A4 6E9I >B@@GF4FBD4I 6>?RK<F9 CBDFO, 

A4EFDB=F9 <I 6 >4K9EF69 FD4A>B6OI < A4;A4KPF9 <I E9F< native VLAN 99. 
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,47 4: !4EFDB=F9 48@<A<EFD4F<6AO= <AF9DH9=E A4 6E9I >B@@GF4FBD4I. 

�ECB?P;GS F45?<JG 48D9E4J<<, A4EFDB=F9 A4 6E9I >B@@GF4FBD4I 

48@<A<EFD4F<6AO= <AF9DH9=E E EBBF69FEF6GRM<@ IP-48D9EB@. 

,47 5: #DB69D>4 >BAH<7GD4J<= < 6B;@B:ABEF< CB8>?RK9A<S. 

�ECB?P;G=F9 >B@4A8G show vlan brief A4 6E9I >B@@GF4FBD4I, KFB5O 

G598<FPES 6 FB@, KFB 6E9 E9F< VLAN 6A9E9AO 6 F45?<JG VLAN < A4;A4K9AO 

CD46<?PAO9 CBDFO. 

�ECB?P;G=F9 >B@4A8G show interfaces trunk A4 6E9I >B@@GF4FBD4I, 

KFB5O CDB69D<FP FD4A>B6O9 <AF9DH9=EO. 

�ECB?P;G=F9 >B@4A8G show running-config A4 6E9I >B@@GF4FBD4I, 

KFB5O CDB69D<FP 6E9 BEF4?PAO9 >BAH<7GD4J<<. 

�4><9 A4EFDB=>< <ECB?P;GRFES 8?S D9:<@4 CDBFB>B?4 spanning-tree A4 

>B@@GF4FBD4I Cisco? 

#DB69DPF9 CB8>?RK9A<9 @9:8G PC-A < PC-C. '84?BEP ?< 6OCB?A<FP 

QIB-;4CDBE? 

�E?< QIB-;4CDBE 6OCB?A<FP A9 G84?BEP, E?98G9F 6OCB?ASFP BF?48>G 8B 

F9I CBD, CB>4 CDB5?9@4 A9 5G89F D9L9A4. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 

CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4. 

+4EFP 3: !4EFDB=>4 >BDA96B7B @BEF4 < CDB69D>4 EIB8<@BEF< PVST+ 

� K4EF< 3 64@ CD98EFB<F BCD989?<FP >BDA96B= @BEF CB G@B?K4A<R 6 

E9F<, A4;A4K<FP BEAB6AB= < 6ECB@B74F9?PAO= >BDA96O9 @BEFO < <ECB?P;B64FP 

>B@4A8G debug 8?S CDB69D>< EIB8<@BEF< PVST+. 

#D<@9K4A<9. �B@4A8O, A9B5IB8<@O9 8?S 6OCB?A9A<S ;484A<= FD9FP9= 
K4EF< ?45BD4FBDAB= D45BFO, CD<6989AO 6 CD<?B:9A<< A. #DB69DPF9 E6B< 

;A4A<S: CBCDB5G=F9 A4EFDB<FP >BDA96B= @BEF, A9 B5D4M4SEP > CD<?B:9A<R. 

,47 1: "CD989?<F9 F9>GM<= >BDA96B= @BEF. 

% CB@BMPR >4>B= >B@4A8O CB?P;B64F9?< BCD989?SRF EBEFBSA<9 

CDBFB>B?4 spanning-tree >B@@GF4FBD4 Cisco Catalyst 8?S 6E9I E9F9= VLAN? 

�4C<L<F9 >B@4A8G 6 EFDB>9 A<:9. 
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�OCB?A<F9 >B@4A8G A4 6E9I FD9I >B@@GF4FBD4I, KFB5O BF69F<FP A4 

E?98GRM<9 6BCDBEO: 

#D<@9K4A<9. !4 >4:8B@ >B@@GF4FBD9 8BEFGCAB FD< Q>;9@C?SD4 
CDBFB>B?4 spanning-tree. #B G@B?K4A<R A4 >B@@GF4FBD4I Cisco <ECB?P;G9FES 

>BAH<7GD4J<S STP PVST+, >BFBD4S CB;6B?S9F EB;8464FP BF89?PAO= 

Q>;9@C?SD CDBFB>B?4 spanning-tree 8?S >4:8B= E9F< VLAN (VLAN 1 < 6E9 

BEF4?PAO9 A4EFDB9AAO9 CB?P;B64F9?9@ E9F< VLAN). 

�4>B= CD<BD<F9F @BEF4 <ECB?P;G9FES 8?S >B@@GF4FBD4 S1 6 E9F< VLAN 

1? 

�4>B= CD<BD<F9F @BEF4 <ECB?P;G9FES 8?S >B@@GF4FBD4 S2 6 E9F< VLAN 

1? 

�4>B= CD<BD<F9F @BEF4 <ECB?P;G9FES 8?S >B@@GF4FBD4 S3 6 E9F< VLAN 

1? 

�4>B= >B@@GF4FBD S6?S9FES >BDA96O@ @BEFB@? 

#BK9@G QFBF >B@@GF4FBD 6O5D4A 6 >4K9EF69 >BDA96B7B @BEF4? 

,47 2: !4EFDB=F9 BEAB6AB= < 6ECB@B74F9?PAO= >BDA96O9 @BEFO 8?S 

6E9I EGM9EF6GRM<I E9F9= VLAN. 

#D< 6O5BD9 >BDA96B7B @BEF4 (>B@@GF4FBD4) CB MAC-48D9EG @B:9F 

B5D4;B64FPES GE?B6AB BCF<@4?PA4S >BAH<7GD4J<S. � QFB= ?45BD4FBDAB= 

D45BF9 64@ A9B5IB8<@B A4EFDB<FP >B@@GF4FBD S2 6 >4K9EF69 >BDA96B7B @BEF4 

< >B@@GF4FBD S1 4 6 >4K9EF69 6ECB@B74F9?PAB7B >BDA96B7B @BEF4. 

a. !4EFDB=F9 >B@@GF4FBD S2 6 >4K9EF69 BEAB6AB7B >BDA96B7B @BEF4 8?S 

6E9I EGM9EF6GRM<I E9F9= VLAN. �4C<L<F9 >B@4A8G 6 EFDB>9 A<:9. 

b. !4EFDB=F9 >B@@GF4FBD S1 6 >4K9EF69 6ECB@B74F9?PAB7B >BDA96B7B 

@BEF4 8?S 6E9I EGM9EF6GRM<I E9F9= VLAN. �4C<L<F9 >B@4A8G 6 EFDB>9 

A<:9. 

�ECB?P;G=F9 >B@4A8G show spanning-tree 8?S BF69F4 A4 E?98GRM<9 

6BCDBEO: �4>B= CD<BD<F9F @BEF4 <ECB?P;G9FES 8?S >B@@GF4FBD4 S1 6 E9F< 

VLAN 1? �4>B= CD<BD<F9F @BEF4 <ECB?P;G9FES 8?S >B@@GF4FBD4 S2 6 E9F< 

VLAN 1? _ �4>B= <AF9DH9=E 6 E9F< A4IB8<FES 6 EBEFBSA<< 5?B><DB6><? 
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,47 3: �;@9A<F9 FBCB?B7<R 2 GDB6AS < CDB69DPF9 EIB8<@BEFP. 

 

 

+FB5O CDB69D<FP EIB8<@BEFP PVST+, A9B5IB8<@B EB;84FP <;@9A9A<9 

FBCB?B7<< 2 GDB6AS, <ECB?P;GS >B@4A8G debug 8?S BFE?9:<64A<S EB5OF<= 

CDBFB>B?4 spanning-tree. 
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#D<@9K4A<9. #D9:89 K9@ CDB8B?:<FP, <EIB8S <; 6OIB8AOI 84AAOI 

>B@4A8O debug G598<F9EP, KFB 6E9 E9F< VLAN A4 <AF9DH9=E9 F0/3 C9D9L?< 6 

EBEFBSA<9 C9D9EO?><, CBE?9 K97B <ECB?P;G=F9 >B@4A8G no debug spanning-

tree events, KFB5O BEF4AB6<FP 6O6B8 84AAOI >B@4A8B= debug. 

+9D9; >4><9 EBEFBSA<S CBDFB6 CDBIB8<F >4:84S E9FP VLAN A4 

<AF9DH9=E9 F0/3 6 CDBJ9EE9 EIB:89A<S E9F<? 

�ECB?P;GS 6D9@9AAGR @9F>G <; C9D6B7B < CBE?98A97B EBB5M9A<= 

BF?48>< STP, D4EEK<F4=F9 6D9@S (B>DG7?SS 8B E9>GA8O), >BFBDB9 

CBFD95B64?BEP 8?S EIB:89A<S E9F<. $9>B@9A84J<S. (BD@4F 6D9@9AAB= @9F>< 

EBB5M9A<= BF?48><: KK.@@.EE.@E 

+4EFP 4: !4EFDB=>4 Rapid PVST+, PortFast, BPDU Guard < CDB69D>4 

EIB8<@BEF< 

� K4EF< 4 64@ CD98EFB<F A4EFDB<FP Rapid PVST+ A4 6E9I >B@@GF4FBD4I. 

�4@ A9B5IB8<@B 5G89F A4EFDB<FP HGA>J<< PortFast < BPDU guard A4 6E9I 

CBDF4I 8BEFGC4, 4 ;4F9@ <ECB?P;B64FP >B@4A8G debug 8?S CDB69D>< 

EIB8<@BEF< Rapid PVST+. 

#D<@9K4A<9. �B@4A8O, A9B5IB8<@O9 8?S 6OCB?A9A<S ;484A<= 6 

K9F69DFB= K4EF<, CD<6989AO 6 CD<?B:9A<< A. #DB69DPF9 E6B< ;A4A<S. �?S 

QFB7B CBCDB5G=F9 A4EFDB<FP Rapid PVST+, PortFast < BPDU guard, A9 

B5D4M4SEP > @4F9D<4?4@ 6 CD<?B:9A<<. 

,47 1: !4EFDB=F9 Rapid PVST+. 

a. !4EFDB=F9 S1 8?S <ECB?P;B64A<S Rapid PVST+. �4C<L<F9 

>B@4A8G 6 EFDB>9 A<:9. 

b. !4EFDB=F9 S2 < S3 8?S Rapid PVST+. 

c. #DB69DPF9 >BAH<7GD4J<< E CB@BMPR >B@4A8O show running-

config | include spanning-tree mode. 

S1# show running-config | include spanning-tree mode 
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,47 2: !4EFDB=F9 PortFast < BPDU Guard A4 CBDF4I 8BEFGC4. 

PortFast S6?S9FES HGA>J<9= CDBFB>B?4 spanning-tree, >BFBD4S C9D96B8<F 

CBDF 6 EBEFBSA<9 C9D9EO?>< ED4;G CBE?9 97B 6>?RK9A<S. 1FG HGA>J<R 

D9>B@9A8G9FES <ECB?P;B64FP CD< CB8>?RK9A<< G;?B6, KFB5O BA< @B7?< 

A4K4FP B5@9A 84AAO@< CB E9F< VLAN A9@98?9AAB, A9 8B:<84SEP CDBFB>B?4 

spanning-tree. 

+FB5O ;4CD9F<FP CBDF4@, A4EFDB9AAO@ E <ECB?P;B64A<9@ PortFast, 

C9D9EO?4FP >48DO BPDU, >BFBDO9 @B7GF <;@9A<FP FBCB?B7<R CDBFB>B?4 

spanning-tree, @B:AB 6>?RK<FP HGA>J<R BPDU guard. #BE?9 CB?GK9A<S 

BPDU HGA>J<S BPDU Guard BF>?RK49F CBDF, A4EFDB9AAO= E CB@BMPR 

HGA>J<< PortFast. 

a. !4EFDB=F9 F0/6 A4 S1 E CB@BMPR HGA>J<< PortFast. �4C<L<F9 

>B@4A8G 6 EFDB>9 A<:9. 

b. !4EFDB=F9 F0/6 A4 S1 E CB@BMPR HGA>J<< BPDU Guard. �4C<L<F9 

>B@4A8G 6 EFDB>9 A<:9. 

c. �?B54?PAB A4EFDB=F9 6E9 A9FD4A>B6O9 CBDFO A4 >B@@GF4FBD9 S3 E 

CB@BMPR HGA>J<< PortFast. �4C<L<F9 >B@4A8G 6 EFDB>9 A<:9. 

d. �?B54?PAB A4EFDB=F9 6E9 A9FD4A>B6O9 CBDFO A4 >B@@GF4FBD9 S3 E 

CB@BMPR HGA>J<< BPDU. �4C<L<F9 >B@4A8G 6 EFDB>9 A<:9. 

,47 3: #DB69DPF9 EIB8<@BEFP Rapid PVST+. 

a. �OCB?A<F9 >B@4A8G debug spanning-tree events 6 

CD<6<?97<DB64AAB@ D9:<@9 A4 >B@@GF4FBD9 S3. 

b. �;@9A<F9 FBCB?B7<R, BF>?RK<6 <AF9DH9=E F0/1 A4 >B@@GF4FBD9 S3. 
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�ECB?P;GS 6D9@9AAGR @9F>G <; C9D6B7B < CBE?98A97B EBB5M9A<= 

BF?48>< RSTP, D4EEK<F4=F9 6D9@S, >BFBDB9 CBFD95B64?BEP 8?S EIB:89A<S 

E9F<. 

�BCDBEO A4 ;4>D9C?9A<9 

1. � K9@ ;4>?RK49FES 7?46AB9 CD9<@GM9EF6B Rapid PVST+? 

cnangea state to up 
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2. �4><@ B5D4;B@ A4EFDB=>4 CBDF4 E CB@BMPR HGA>J<< PortFast 

B59EC9K<649F 5B?99 5OEFDB9 EIB:89A<9? 

3. �4>GR ;4M<FG B59EC9K<649F HGA>J<S BPDU Guard? #D<?B:9A<9 

�. �B@4A8O A4EFDB=>< >B@@GF4FBD4 
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S3 config- if)  
 
#  switchport access vlan 10 

S3 config- if)  
 
#  spanning-tree portfast 

S3 config- if)  
 
#  spanning-tree bpduguard enable 

S3 config- if)  
 
#  interface f0/1 

S3 config- if)  
 
#  no shutdown 

S3 config- if)  
 
#  switchport mode trunk 

S3 config- if)  
 
#  switchport trunk native vlan 99 

S3 config- if)  
 
#  interface f0/3 

S3 config- if)  
 
#  no shutdown 

S3 config- if)  
 
#  switchport mode trunk 

S3 config- if)  
 
#  switchport trunk native vlan 99 

S3 config- if)  
 
#  interface vlan 99 

S3 config- if)  
 
#  ip address 192.168.1.13 255.255.255.0 

S3 config- if)  
 
#  exit 

S3 config)# spanning-tree mode rapid-pvst 
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#D4>F<K9E>4S D45BF4 3 !4EFDB=>4 CDBFB>B?4 GLBP 
�45BD4FBDA4S D45BF4. !4EFDB=>4 CDBFB>B?B6 HSRP < GLBP 

&BCB?B7<O 

 

&45;8F4 48@9A4F88 

 

 

     ,;N7 ?> 
C<>;G4=8N 

 

'AB@>9AB6> �=B9@D99A IP-48@9A �4A:4 
?>8A9B8 

  

R1 G0/1 192.168.1.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 10.1.1.1 255.255.255.252 N/A 

R2 S0/0/0 10.1.1.2 255.255.255.252 N/A 

 S0/0/1 (DCE) 10.2.2.2 255.255.255.252 N/A 

 Lo1 209.165.200.225 255.255.255.224 N/A 

R3 G0/1 192.168.1.3 255.255.255.0 N/A 

 S0/0/1 10.2.2.1 255.255.255.252 N/A 

S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1 

S3 VLAN 1 192.168.1.13 255.255.255.0 192.168.1.3 

PC-A NIC 192.168.1.31 255.255.255.0 192.168.1.1 

PC-C NIC 192.168.1.33 255.255.255.0 192.168.1.3 
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�484K< 

+4EFP 1. #BEFDB9A<9 E9F< < CDB69D>4 EB98<A9A<S 

+4EFP 2. !4EFDB=>4 B59EC9K9A<S <;5OFBKABEF< A4 C9D6B@ IBC9 E 

CB@BMPR HSRP +4EFP 3. !4EFDB=>4 B59EC9K9A<S <;5OFBKABEF< A4 C9D6B@ 

IBC9 E CB@BMPR GLBP 

�EIB8AO9 84AAO9/EJ9A4D<= 

#DBFB>B? spanning-tree B59EC9K<649F 59EC9F?96GR <;5OFBKABEFP @9:8G 

>B@@GF4FBD4@< 6 CD989?4I E9F< LAN. "8A4>B BAB A9 CD98BEF46?S9F 

<;5OFBKAO9 L?R;O CB G@B?K4A<R 8?S GEFDB=EF6 B>BA9KAOI CB?P;B64F9?9= 6 

CD989?4I E9F< A4 E?GK4= E5BS B8AB7B <; @4DLDGF<;4FBDB6. #DBFB>B?O 

B59EC9K9A<S <;5OFBKABEF< A4 C9D6B@ IBC9 (First Hop Redundancy Protocols, 

FHRP) CD98BEF46?SRF <;5OFBKAO9 L?R;O CB G@B?K4A<R 8?S B>BA9KAOI 

GEFDB=EF6. #D< QFB@ >BAH<7GD4J<S B>BA9KAB7B CB?P;B64F9?S A9 FD95G9FES. 

� QFB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F 6OCB?A<FP A4EFDB=>G 86GI 

CDBFB>B?B6 FHRP. � K4EF< 2 A9B5IB8<@B A4EFDB<FP CDBFB>B? Cisco Hot 

Standby Routing Protocol (HSRP), 4 6 K4EF< 3 4 A4EFDB<FP CDBFB>B? Cisco 

Gateway Load Balancing Protocol (GLBP). 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES @4DLDGF<;4FBDO E 
<AF97D4J<9= E9D6<EB6 E9D<< Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universalk9). � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES 

>B@@GF4FBDO E9D<< Cisco Catalyst 2960s CB8 GCD46?9A<9@ "% Cisco IOS 

15.0(2) (B5D4; lanbasek9). �BCGE>49FES <ECB?P;B64A<9 >B@@GF4FBDB6 < 

@4DLDGF<;4FBDB6 8DG7<I @B89?9= CB8 GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco 

IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 

>B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF CD<698TAAOI 6 BC<E4A<< 

?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 CD<6989AO 6 

E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= 

D45BFO. 
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#D<@9K4A<9. '598<F9EP, KFB <AHBD@4J<S <; @4DLDGF<;4FBDB6 < 

>B@@GF4FBDB6 G84?9A4 < 6 A<I A9F A4K4?PAB= >BAH<7GD4J<<. �E?< 6O A9 

G69D9AO 6 QFB@, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 

15.0(2), (B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P); 

" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

CBDFO >BAEB?<; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 

+4EFP 1: #BEFDB9A<9 E9F< < CDB69D>4 EB98<A9A<S 

� C9D6B= K4EF< 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < 6OCB?A<FP 

54;B6O9 A4EFDB=><, A4CD<@9D, IP-48D9E4 <AF9DH9=E4, EF4F<K9E>GR 

@4DLDGF<;4J<R, 8BEFGC > GEFDB=EF64@ < C4DB?<. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 

#B8>?RK<F9 GEFDB=EF64 6 EBBF69FEF6<< E 8<47D4@@B= FBCB?B7<< < 

6OCB?A<F9 D4;6B8>G >459?9= CB A9B5IB8<@BEF<. 

,47 2: !4EFDB=F9 G;?O #�. 

,47 3: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBDB6. 

,47 4: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B @4DLDGF<;4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4EFDB=F9 IP-48D9E4 8?S @4DLDGF<;4FBDB6, G>4;4AAOI 6 F45?<J9 

48D9E4J<<. 
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d. 'EF4AB6<F9 F4>FB6GR K4EFBFG A4 128000 8?S 6E9I 

CBE?98B64F9?PAOI <AF9DH9=EB6 @4DLDGF<;4FBD4 DCE. 

e. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G EXEC. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 6<DFG4?PAB7B F9D@<A4?4 VTY 

< 4>F<6<DG=F9 6IB8. 

g. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 

@B7?< CD9DO64FP 66B8 >B@4A8. 

h. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR 

>BAH<7GD4J<R. 

,47 5: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B >B@@GF4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G EXEC. 

d. !4EFDB=F9 IP-48D9E4 8?S >B@@GF4FBDB6, G>4;4AAOI 6 F45?<J9 

48D9E4J<<. 

e. !4 >4:8B@ >B@@GF4FBD9 A4EFDB=F9 L?R; CB G@B?K4A<R. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 6<DFG4?PAB7B F9D@<A4?4 VTY 

< 4>F<6<DG=F9 6IB8. 

g. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 

@B7?< CD9DO64FP 66B8 >B@4A8. 

h. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR >BAH<7GD4J<R. 

,47 6: #DB69DPF9 CB8>?RK9A<9 @9:8G PC-A < PC-C. 

"FCD46PF9 QIB-;4CDBE E >B@CPRF9D4 PC-A A4 >B@CPRF9D PC-C. 

'EC9LAB ?< 6OCB?A9A QIB-;4CDBE? 

�E?< QIB-;4CDBEO A9 CDBIB8SF, 6OCB?A<F9 BF?48>G BEAB6AOI A4EFDB9> 

GEFDB=EF64. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 
CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4. 
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,47 7: !4EFDB=F9 @4DLDGF<;4J<R. 

a. !4EFDB=F9 CDBFB>B? EIGRP A4 @4DLDGF<;4FBD4I < <ECB?P;G=F9 

;A4K9A<9 48@<A<EFD4F<6AB= 8<EF4AJ<<, D46AB9 1. �B546PF9 6 CDBJ9EE EIGRP 

6E9 E9F<, >DB@9 209.165.200.224/27. 

b. !4EFDB=F9 @4DLDGF CB G@B?K4A<R A4 R2, <ECB?P;GS Lo1 6 

>4K9EF69 6OIB8AB7B <AF9DH9=E4 > E9F< 209.165.200.224/27, < 

C9D9D4ECD989?<F9 QFBF @4DLDGF 6 CDBJ9EE EIGRP. 

,47 8: #DB69DPF9 EB98<A9A<9. 

a. 1IB-;4CDBEO, BFCD46?9AAO9 BF PC-A 6 >4:8O= <AF9DH9=E A4 R1, 

R2, R3 < PC-C, 8B?:AO 5OFP GEC9LAO@<. �E9 QIB-;4CDBEO 6OCB?A9AO 

GEC9LAB? 

b. 1IB-;4CDBEO, BFCD46?9AAO9 BF PC-C 6 >4:8O= <AF9DH9=E A4 R1, 

R2, R3 < PC-A., 8B?:AO 5OFP GEC9LAO@<. �E9 QIB-;4CDBEO 6OCB?A9AO 

GEC9LAB? 

+4EFP 2: !4EFDB=>4 B59EC9K9A<S <;5OFBKABEF< A4 C9D6B@ IBC9 E 

CB@BMPR HSRP 

�4:9 9E?< FBCB?B7<S ECDB9>F<DB64A4 E GK9FB@ <;5OFBKABEF< (864 

@4DLDGF<;4FBD4 < 864 >B@@GF4FBD4 6 B8AB= E9F< LAN), B54 >B@CPRF9D4, PC-

A < PC-C, A9B5IB8<@B A4EFD4<64FP E B8A<@ 48D9EB@ L?R;4. PC-A <ECB?P;G9F 

R1, 4 PC-C 4 R3. � E?GK49 E5BS A4 B8AB@ <; QF<I @4DLDGF<;4FBDB6 <?< 

<AF9DH9=EB6 @4DLDGF<;4FBDB6 >B@CPRF9D @B:9F CBF9DSFP CB8>?RK9A<9 > 

E9F< �AF9DA9F. 

� K4EF< 2 64@ CD98EFB<F <;GK<FP CB6989A<9 E9F< 8B < CBE?9 A4EFDB=>< 

CDBFB>B?4 HSRP. �?S QFB7B 64@ CBA48B5<FES BCD989?<FP CGFP, CB >BFBDB@G 

CDBIB8SF C4>9FO, KFB5O 8BEF<KP loopback-48D9E A4 R2. 

,47 1: "CD989?<F9 CGFP <AF9DA9F-FD4H<>4 8?S PC-A < PC-C. 

a. � >B@4A8AB= EFDB>9 A4 PC-A 6698<F9 >B@4A8G tracert 8?S 

loopback-48D9E4 209.165.200.225 A4 @4DLDGF<;4FBD9 R2. 
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�4>B= CGFP CDBL?< C4>9FO BF PC-A 8B 209.165.200.225? 

b. � >B@4A8AB= EFDB>9 A4 PC-% 6698<F9 >B@4A8G tracert 8?S 

loopback-48D9E4 209.165.200.225 A4 @4DLDGF<;4FBD9 R2. 

�4>B= CGFP CDBL?< C4>9FO BF PC-C 8B 209.165.200.225? 

,47 2: �4CGEF<F9 E94AE QIB-F9EF<DB64A<S A4 PC-A < D4;BD6<F9 

EB98<A9A<9 @9:8G S1 < R1. 

4. � >B@4A8AB= EFDB>9 A4 PC-A 6698<F9 >B@4A8G ping -t 8?S 48D9E4 

209.165.200.225 A4 @4DLDGF<;4FBD9 R2. '598<F9EP, KFB B>AB >B@4A8AB= 

EFDB>< BF>DOFB. 

#D<@9K4A<9. +FB5O CD9D64FP BFCD46>G QIB-;4CDBEB6, A4:@<F9 
>B@5<A4J<R >?46<L Ctrl+C <?< ;4>DB=F9 B>AB >B@4A8AB= EFDB><. 

 

b. � CDBJ9EE9 QIB-F9EF<DB64A<S BFEB98<A<F9 >459?P Ethernet BF 

<AF9DH9=E4 F0/5 A4 S1. "F>?RK9A<9 <AF9DH9=E4 F0/5 A4 S1 CD<6989F > FB@G 

:9 D9;G?PF4FG. 

+FB CDB<;BL?B E FD4H<>B@ QIB-;4CDBEB6? 

C:\ ping -t 209.165.200.225 

Pinging 2 0 9  .165 .2 0C .225 with 32 bytes of data  
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 
Reply from 209. 165. 200. 225: bytes =32 time =9ms TTL 

           
<�4AAO9 BCGM9AO>        
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c. #B6FBD<F9 L47< 2a < 2b A4 PC-C < S3. "FEB98<A<F9 >459?P BF 

<AF9DH9=E4 F0/5 A4 S3. �4><9 CB?GK9AO D9;G?PF4FO? 

d. #B6FBDAB CB8EB98<A<F9 >459?< Ethernet > <AF9DH9=EG F0/5 <?< 

6>?RK<F9 <AF9DH9=E F0/5 A4 S1 < S3, EBBF69FEF69AAB. #B6FBDAB BFCD46PF9 

QIB-;4CDBEO A4 209.165.200.225 E >B@CPRF9DB6 PC-A < PC-C, KFB5O 

G598<FPES 6 FB@, KFB CB8>?RK9A<9 6BEEF4AB6?9AB. 

,47 3: !4EFDB=F9 HSRP A4 R1 < R3. 

� QFB@ L479 64@ CD98EFB<F A4EFDB<FP HSRP < <;@9A<FP 48D9E L?R;4 

CB G@B?K4A<R A4 >B@CPRF9D4I PC-A, PC-C, S1 < >B@@GF4FBD9 S2 A4 

6<DFG4?PAO= IP-48D9E 8?S HSRP. R1 A4;A4K49FES 4>F<6AO@ @4DLDGF<;4FBDB@ 

E CB@BMPR >B@4A8O CD<BD<F9F4 HSRP. 

a. !4EFDB=F9 CDBFB>B? HSRP A4 @4DLDGF<;4FBD9 R1. 

 

b. !4EFDB=F9 CDBFB>B? HSRP A4 @4DLDGF<;4FBD9 R3. 
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c. #DB69DPF9 HSRP, 6OCB?A<6 >B@4A8G show standby A4 R1 < R3. 

�ECB?P;GS G>4;4AAO9 6OL9 6OIB8AO9 84AAO9, BF69FPF9 A4 E?98GRM<9 

6BCDBEO: 

�4>B= @4DLDGF<;4FBD S6?S9FES 4>F<6AO@? 

�4>B= MAC-48D9E <ECB?P;G9FES 8?S 6<DFG4?PAB7B IP-48D9E4? 

�4>B= IP-48D9E < CD<BD<F9F <ECB?P;GRFES 8?S D9;9D6AB7B 

@4DLDGF<;4FBD4? 

d. �ECB?P;G=F9 >B@4A8G show standby brief A4 R1 < R3, KFB5O 

CDBE@BFD9FP E6B8>G EBEFBSA<S HSRP. #D<@9D 6OIB8AOI 84AAOI CD<6989A 

A<:9. 
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#DB69DPF9 AB6O9 A4EFDB=><. "FCD46PF9 QIB-;4CDBE E PC-A < E PC-C A4 

loopback-48D9E @4DLDGF<;4FBD4 R2. 'EC9LAB ?< 6OCB?A9AO QIB-;4CDBEO? 

,47 4: �4CGEF<F9 E94AE QIB-F9EF<DB64A<S A4 PC-A < D4;BD6<F9 EB98<A9A<9 

E 

>B@@GF4FBDB@, CB8>?RK9AAO@ > 4>F<6AB@G @4DLDGF<;4FBDG HSRP (R1). 

a. � >B@4A8AB= EFDB>9 A4 PC-A 6698<F9 >B@4A8G ping -t 8?S 48D9E4 

209.165.200.225 A4 @4DLDGF<;4FBD9 R2. '598<F9EP, KFB B>AB >B@4A8AB= 

EFDB>< BF>DOFB. 

b. �B 6D9@S BFCD46>< QIB-;4CDBE4 BFEB98<A<F9 >459?P Ethernet BF 

<AF9DH9=E4 F0/5 A4 >B@@GF4FBD9 S1 <?< 6O>?RK<F9 <AF9DH9=E F0/5. 

+FB CDB<;BL?B E FD4H<>B@ QIB-;4CDBEB6? 

,47 5: #DB69DPF9 A4EFDB=>< HSRP A4 @4DLDGF<;4FBD4I R1 < R3. 

 !4 >B@@GF4FBD4I R1 < R3 6OCB?A<F9 >B@4A8G show standby brief. 

�4>B= @4DLDGF<;4FBD S6?S9FES 4>F<6AO@? 

 #B6FBDAB CB8EB98<A<F9 >459?P, EB98<ASRM<= >B@@GF4FBD < 

@4DLDGF<;4FBD, <?< 6>?RK<F9 <AF9DH9=E F0/5. 

 "F>?RK<F9 >B@4A8O >BAH<7GD4J<< HSRP A4 @4DLDGF<;4FBD4I R1 < 

R3. 

 

e. �;@9A<F9 48D9E L?R;4 CB G@B?K4A<R 8?S PC-A, PC-C, S1 < S3. �4>B= 

48D9E E?98G9F <ECB?P;B64FP? 
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+4EFP 3: !4EFDB=>4 B59EC9K9A<S <;5OFBKABEF< A4 C9D6B@ IBC9 E CB@BMPR 

GLBP 

#B G@B?K4A<R HSRP !� 6OCB?AS9F D4ECD989?9A<9 A47DG;><. �>F<6AO= 

@4DLDGF<;4FBD 6E9784 B5D454FO649F 69EP FD4H<>, 4 D9;9D6AO= ;489=EF6G9FES 

FB?P>B 6 E?GK49 E5BS >4A4?4. #B8B5AB9 <ECB?P;B64A<9 D9EGDEB6 A9 S6?S9FES 

QHH9>F<6AO@. GLBP B59EC9K<649F A9CD9DO6AGR <;5OFBKABEFP CGF< 8?S IP 

;4 EKTF <ECB?P;B64A<S B5M<I 8?S 6E9I L?R;B6 IP-48D9E4 < MAC-48D9E4. 

GLBP F4>:9 CB;6B?S9F 7DGCC9 @4DLDGF<;4FBDB6 <ECB?P;B64FP D4ECD989?9A<9 

A47DG;>< L?R;B6 CB G@B?K4A<R 6 E9F< LAN. !4EFDB=>4 GLBP 6OCB?AS9FES 

4A4?B7<KAB A4EFDB=>9 HSRP. %GM9EF6G9F A9E>B?P>B 

ECBEB5B6 D4ECD989?9A<S A47DG;>< E CB@BMPR GLBP. � D4@>4I 84AAB= 

?45BD4FBDAB= D45BFO 6O 5G89F9 <ECB?P;B64FP @9FB8 J<>?<K9E>B7B 

B5E?G:<64A<S. 

,47 1: !4EFDB=F9 GLBP A4 R1 < R3. 

 

,47 2: #DB69DPF9 A4EFDB=>< GLBP A4 @4DLDGF<;4FBD4I R1 < R3. 

a. !4 >B@@GF4FBD4I R1 < R3 6OCB?A<F9 >B@4A8G show glbp brief. 

 



39 

 

 

,47 3: %HBD@<DG=F9 CBFB> FD4H<>4 BF PC-A < PC-C A4 <AF9DH9=E 

loopback R2. 

a. �; >B@4A8AB= EFDB>< A4 PC-A BFCD46PF9 QIB-;4CDBE A4 48D9E 

209.165.200.225 R2. C:\> ping 209.165.200.225 

b. �OCB?A<F9 >B@4A8G arp -a A4 PC-A. �4>B= MAC-48D9E <ECB?P;G9FES 

8?S 48D9E4 192.168.1.254? 

c. %79A9D<DG=F9 9M9 5B?PL9 FD4H<>4 A4 loopback-<AF9DH9=E 

@4DLDGF<;4FBD4 R2. �OCB?A<F9 9M9 D4; >B@4A8G arp -a. �;@9A<?ES ?< MAC-

48D9E L?R;4 CB G@B?K4A<R 192.168.1.254? 

�4> 6O 6<8<F9, R1 < R3 CD<A<@4RF GK4EF<9 6 C9D9EO?>9 FD4H<>4 A4 

<AF9DH9=E loopback @4DLDGF<;4FBD4 R2. !< B8<A <; @4DLDGF<;4FBDB6 A9 

BEF49FES A9;489=EF6B64AAO@. 

,47 4: �4CGEF<F9 E94AE QIB-F9EF<DB64A<S A4 PC-A < D4;BD6<F9 EB98<A9A<9 

E >B@@GF4FBDB@, CB8>?RK9AAO@ > R1. 

a. � >B@4A8AB= EFDB>9 A4 PC-A 6698<F9 >B@4A8G ping -t 8?S 48D9E4 

209.165.200.225 A4 @4DLDGF<;4FBD9 R2. '598<F9EP, KFB B>AB >B@4A8AB= 

EFDB>< BF>DOFB. 

b. �B 6D9@S BFCD46>< QIB-;4CDBE4 BFEB98<A<F9 >459?P Ethernet BF 

<AF9DH9=E4 F0/5 A4 >B@@GF4FBD9 S1 <?< 6O>?RK<F9 <AF9DH9=E F0/5. 

+FB CDB<;BL?B E FD4H<>B@ QIB-;4CDBEB6? 

�BCDBEO A4 ;4>D9C?9A<9 

1. �?S K97B 6 ?B>4?PAB= E9F< @B:9F CBFD95B64FPES <;5OFBKABEFP? 

2. �E?< 5O G 64E 5O? 6O5BD, >4>B= CDBFB>B? 6O 5O D94?<;B64?< 6 E6B9= 

E9F<: HSRP <?< GLBP? #BSEA<F9 E6B= 6O5BD. 
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%6>8=4O B45;8F4 8=B9@D99A>6 <4@H@CB874B>@>6 

 

 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 7 1 

�AF9DH9=E 
Ethernet 7 2 

#BE?98B64F9?PAO= 
<AF9DH9=E 7 1 

# BE?98B 64F9? 
PAO= <AF9DH9=E 7 
2 

1800 Fast Ethernet 
0/0 (F0/0) 

Fast Ethernet 
0/1 (F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit 
Ethernet 0/0 

(G0/0) 

Gigabit 
Ethernet 0/1 

(G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 
0/0 (F0/0) 

Fast Ethernet 
0/1 (F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 
0/0 (F0/0) 

Fast Ethernet 
0/1 (F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit 
Ethernet 0/0 

(G0/0) 

Gigabit 
Ethernet 0/1 

(G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E 
J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 97B <AF9DH9=EB6. 1HH9>F<6AB7B ECBEB54 
C9D9K<E?9A<S 6E9I >B@5<A4J<= A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 EGM9EF6G9F. � 
QFB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 8?S 6B;@B:AOI EBK9F4A<= <AF9DH9=EB6 Ethernet < 
CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO A<>4><9 <AO9 F<CO 
<AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >BA>D9FAB@ @4DLDGF<;4FBD9. � >4K9EF69 CD<@9D4 
@B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, >BFBDB9 
@B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 
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#D4>F<K9E>4S D45BF4 4  

"CD989?9A<9 F<CB6OI BL<5B>  >BAH<7GD4J<< STP 

�5M85 E6545=8O 8 =4EFD>9>4 >>=D87GD4F88 ?D>F>>>?4 E6O7GNM57> 

45D564 (STP) =4 >><<GF4F>D4E Catalyst 

%B89D:4A<9 

�6989A<9 

#D9864D<F9?PAO9 GE?B6<S 

&D95B64A<S 

�ECB?P;G9@O9 >B@CBA9AFO 'E?B6AO9 B5B;A4K9A<S &9BD9F<K9E><9 

E6989A<S %I9@4 E9F< "EAB6AO9 CBASF<S "C<E4A<9 F9IAB?B7<< $45BF4 
STP �484K4 

#BL47B6O9 <AEFDG>J<< #DB69D>4 
'EFD4A9A<9 A9CB?48B> 

%FB<@BEFP CGF< CDBFB>B?4 STP 46FB@4F<K9E>< <;@9AS9FES CD< 

<;@9A9A<< E>BDBEF</8GC?9>E4 CBDF4 �B@4A8O GEFD4A9A<S A9CB?48B> �D4F><9 

E6989A<S B >B@4A89 �BCB?A<F9?PAO9 E6989A<S 
�6545=85 

#DBFB>B? STP (Spanning Tree Protocol) - QFB CDBFB>B? 6FBDB7B GDB6AS, 

6OCB?AS9@O= A4 @BEF4I < >B@@GF4FBD4I. %C9J<H<>4J<S 8?S STP A4;O649FES 

IEEE 802.1D. "EAB6A4S J9?P STP - CD98BF6D4M9A<9 EB;84A<S C9F9?P CD< 

A4?<K<< 6 E9F< <;5OFBKAOI CGF9=. #9F?< CD<6B8SF > E9DP9;AO@ E5BS@ 6 E9F<. 
�D5464D8F5?P=O5 GE?>68O 

&D95B64A<O 

�?S 84AAB7B 8B>G@9AF4 A9F BEB5OI FD95B64A<=. 

�ECB?P;G9@O9 >B@CBA9AFO 

)BFS 6 84AAB@ 8B>G@9AF9 <ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst 

5500/5000, CD98EF46?9AAO9 CD<AJ<CO E6S;GRM97B 89D964 CD<@9A<@O 

CD4>F<K9E>< >B 6E9@ GEFDB=EF64@, CB889D:<64RM<@ STP. 

� CD98EF46?9AAOI CD<@9D4I <ECB?P;GRFES E?98GRM<9 GEFDB=EF64: 

" �459?P >BAEB?<, CB8IB8SM<= 8?S @B8G?S GCD46?9A<S 6 84AAB@ 
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>B@@GF4FBD9 

,9EFP >B@@GF4FBDB6 Catalyst 5509 

%6989A<S, CD98EF46?9AAO9 6 84AAB@ 8B>G@9AF9, 5O?< CB?GK9AO A4 

F9EFB6B@ B5BDG8B64A<< 6 EC9J<4?PAB EB;84AAOI ?45BD4FBDAOI GE?B6<SI. 

#D< A4C<E4A<< 84AAB7B 8B>G@9AF4 <ECB?P;B64?<EP FB?P>B 84AAO9, 

CB?GK9AAO9 BF GEFDB=EF6 E >BAH<7GD4J<9= CB G@B?K4A<R. � D45BK9= E9F< 

A9B5IB8<@B CBA<@4FP CBE?98EF6<S 6OCB?A9A<S 6E9I >B@4A8. 

'E?B6AO9 B5B;A4K9A<O 

�BCB?A<F9?PA4S <AHBD@4J<S B5 <ECB?P;G9@OI 6 8B>G@9AF4I GE?B6AOI 

B5B;A4K9A<SI CD98EF46?9A4 6 &9IA<K9E><9 EB69FO Cisco. 'E?B6AO9 

B5B;A4K9A<S. 

&9BD9F<K9E><9 E6989A<O 

�BAH<7GD4J<< 84AAB7B 8B>G@9AF4 CD<@9ASRFES > >B@@GF4FBD4@ 

Catalyst 2926G, 2948G, 2980G, 4500/4000, 5500/5000 < 6500/6000 CB8 

GCD46?9A<9@ "% Catalyst (CatOS). �AHBD@4J<S B A4EFDB=>9 STP A4 8DG7<I 

C?4FHBD@4I >B@@GF4FBDB6 CD98EF46?9A4 6 E?98GRM<I 8B>G@9AF4I: 

" !4EFDB=>4 STP < IEEE 802.1s MST (>B@@GF4FBDO Catalyst 

6500/6000, <ECB?P;GRM<9 #" Cisco IOS®) 

" "5M<9 E6989A<S < A4EFDB=>4 STP (>B@@GF4FBDO Catalyst 

4500/4000, <ECB?P;GRM<9 #" Cisco IOS) 

" @4789; "�4AB@>9:4 STP" 8B>G@9AF4 !4EFDB=>4 E<EF9@O 

(>B@@GF4FBDO Catalyst 2900XL/3500XL) 

" !4EFDB=>4 STP (>B@@GF4FBDO Catalyst 3550) 

" !4EFDB=>4 STP (>B@@GF4FBDO Catalyst 2950) 

%I9@4 E9F< 

� 84AAB@ 8B>G@9AF9 <ECB?P;G9FES E?98GRM4S EI9@4 E9F<: 
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�E=>6=O5 ?>=OF8O 

STP 6OCB?AS9FES A4 @BEF4I < >B@@GF4FBD4I, EB6@9EF<@OI E 802.1D. 

%GM9EF6GRF D4;?<KAO9 D4;AB6<8ABEF< STP, AB A4<5B?99 CBCG?SDAO@ < 

L<DB>B 6A98DS9@O@ EF4A84DFB@ S6?S9FES 802.1D. �A98D9A<9 CDBFB>B?4 STP 

A4 @BEF4I < >B@@GF4FBD4I CD98A4;A4K9AB 8?S CD98BF6D4M9A<S B5D4;B64A<S 

C9F9?P 6 E9F<. STP AG:AB <ECB?P;B64FP 6 F9I E?GK4SI, >B784 FD95GRFES 

<;5OFBKAO9 >4A4?O E6S;<, 4 A9 C9F?<. � E?GK49 BF>4;4 6 E9F< <;5OFBKAO9 

>4A4?O F4> :9 64:AO, >4> < D9;9D6AO9 >BC<<. %5B= 6 D45BF9 4>F<6AB7B 

@B8G?S 4>F<6<DG9F D9;9D6AO9 >4A4?O E F9@, KFB5O CB?P;B64F9?P @B7 

CDB8B?:4FP <ECB?P;B64A<9 E9F<. � E?GK49 BFEGFEF6<S STP A4 @BEF4I < 

>B@@GF4FBD4I QF4 E<FG4J<S @B:9F CD<69EF< > B5D4;B64A<R C9F?<. 

$4EE@BFD<@ E?98GRMGR E9FP: 

 

� QFB= E9F< C?4A<DG9FES EB;84A<9 D9;9D6AB7B >4A4?4 @9:8G 

>B@@GF4FBDB@ � < >B@@GF4FBDB@ �. "8A4>B 6 84AAB= >BAH<7GD4J<< 

6B;@B:AB 6B;A<>AB69A<9 ;4@>AGFB= C9F?<. � CD<@9DG, L<DB>B69M4F9?PA4S 

 

 

Station N 



44 

 

<?< @AB7B48D9EA4S D4EEO?>4, >BFBD4S C9D9849FES EB EF4AJ<<   A4 EF4AJ<R 

N, 5G89F CDBEFB J<D>G?<DB64FP @9:8G 86G@S >B@@GF4FBD4@<. 

!B CD< 6OCB?A9A<< STP A4 B5B<I >B@@GF4FBD4I E9FP ?B7<K9E>< 

6O7?S8<F E?98GRM<@ B5D4;B@: 

 

1F4 <AHBD@4J<S BFABE<FES > EJ9A4D<R, CD98EF46?9AAB@G 6 EI9@9 E9F<: 

" �B@@GF4FBD 15 S6?S9FES @47<EFD4?PAO@ >B@@GF4FBDB@. 

" �B@@GF4FBDO 12, 13, 14, 16 < 17 S6?SRFES >B@@GF4FBD4@<, 

CD<>D9C?9AAO@< > D45BK<@ EF4AJ<S@ < #�. 

" %9FP BCD989?S9F E?98GRM<9 6<DFG4?PAO9 ?B>4?PAO9 E9F<: 

B 1 B 200 B 201 B 202 B 203 B 204 

" �@S 8B@9A4 CDBFB>B?4 @47<EFD4?< VLAN (VTP) - STD-Doc. 

�?S B59EC9K9A<S A9B5IB8<@B= <;5OFBKABEF< CGF9=, 4 F4>:9 6B 

<;59:4A<9 6B;A<>AB69A<S C9F?< STP BCD989?S9F 89D96B, D4;69DFO64RM99 6E9 

>B@@GF4FBDO 6 D4EL<D9AAB= E9F<. STP 66B8<F A9>BFBDO9 <;5OFBKAO9 CGF< 

84AAOI 6 EBEFBSA<9 B:<84A<S (;45?B><DB64AAO9), 4 8DG7<9 CGF< BEF46?S9F 6 

EBEFBSA<< C9D9EO?><. �E?< 6 EBEFBSA<< C9D9EO?>< >4A4? EF4AB6<FES 

A98BEFGCAO@, STP C9D9A4EFD4<649F E9FP < C9D9A4CD46?S9F CBFB>< 84AAOI, 

<ECB?P;GS 8?S QFB7B EBBF69FEF6GRM<= D9;9D6AO= CGFP. 
�?8E4=85 F5E=>?>788 

�ECB?P;B64A<9 CDBFB>B?4 STP CD98GE@4FD<649F 8?S 6E9I >B@@GF4FBDB6 

6 E9F< 6O5BD >BDA96B7B @BEF4, >BFBDO= EF4AB6<FES J9AFD4?PAO@ G;?B@ 6 

E9F<. �E9 8DG7<9 D9L9A<S, >4E4RM<9ES 84AAB= E9F<, 6 FB@ K<E?9 >4>B= CBDF 

;45?B><DB64FP < 8?S >4>B7B CBDF4 <ECB?P;B64FP D9:<@ C9D9EO?><, 

CD<A<@4RFES 6 EBBF69FEF6<< E GEF4AB6>4@< >BDA96B7B @BEF4. %D984 

>B@@GF4J<<, >BFBD4S BF?<K49FES BF ED98O @BEFB6B7B EB98<A9A<S, B5OKAB 

 

Station N 
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<ECB?P;G9FES E A9E>B?P><@< VLAN. "5OKAB, CD< 6A98D9A<< >BDA96B7B @BEF4 

6 >B@@GF<DG9@GR E9FP >BDA96B= @BEF EK<F49FES >BDA96O@ >B@@GF4FBDB@. ' 

>4:8B= VLAN, CBE>B?P>G BA< S6?SRFES BF89?PAO@< 8B@9A4@< 

L<DB>B69M4F9?PAB= D4EEO?><, 8B?:9A 5OFP E6B= >BDA96B= @BEF.  4DLDGF 

8?S D4;?<KAOI VLAN @B:9F A4IB8<FPES 6 B8AB@ >B@@GF4FBD9 <?< 6 

A9E>B?P><I >B@@GF4FBD4I. 

#D<@9K4A<9: "K9AP 64:9A 6O5BD >BDA96B7B >B@@GF4FBD4 8?S 
>BA>D9FAB= VLAN. #B?P;B64F9?P @B:9F E4@ 6O5D4FP >BDA96B= >B@@GF4FBD 

<?< CB;6B?<FP D9L4FP >B@@GF4FBD4@, >4>B= <; A<I 5B?99 GS;6<@. �E?< 

CDBJ9EE 6O5BD4 >BDA96B7B >B@@GF4FBD4 A9 >BAFDB?<DG9FES, 6 E9F< @B7GF 

6B;A<>AGFP >64;<BCF<@4?PAO9 CGF<. 

�E9 >B@@GF4FBDO B5@9A<64RFES <AHBD@4J<9= 8?S <ECB?P;B64A<S CD< 

6O5BD9 >BDA96B7B >B@@GF4FBD4, 4 F4>:9 8?S CBE?98GRM9= A4EFDB=>< E9F<. 

1FG <AHBD@4J<R C9D9ABESF 5?B>< 84AAOI CDBFB>B?4 @BEF4 (BPDU). �4:8O= 

>B@@GF4FBD ED46A<649F C4D4@9FDO 6 BPDU, >BFBDO9 >B@@GF4FBD BFCD46?S9F 

EBE98A9@G GEFDB=EF6G, E C4D4@9FD4@<, >BFBDO9 >B@@GF4FBD CB?GK49F BF 

QFB7B GEFDB=EF64. 

� CDBJ9EE9 6O5BD4 >BDA96B7B >B@@GF4FBD4 STP K9@ @9APL9 ;A4K9A<9, 

F9@ ?GKL9. �E?< >B@@GF4FBD � BFB5D4:49F <89AF<H<>4FBD >BDA96B7B 

>B@@GF4FBD4, >BFBDO= @9APL9 <89AF<H<>4FBD4, BFB5D4:49@B7B 

>B@@GF4FBDB@ B, FB CD98CBKF9A<9 BF849FES <AHBD@4J<< BF >B@@GF4FBD4 �. 

�B@@GF4FBD B CD9>D4M49F BFB5D4:4FP <89AF<H<>4FBD >BDA96B7B 

>B@@GF4FBD4 < CD<A<@49F ;A4K9A<9, CBEFGC<6L99 BF >B@@GF4FBD4 �. 

�BCB?A<F9?PA4S <AHBD@4J<S B A9>BFBDOI 6ECB@B74F9?PAOI HGA>J<SI 

STP CD98EF46?9A4 6 8B>G@9AF9 !4EFDB=>4 8BCB?A<F9?PAOI HGA>J<= STP: 

" PortFast 

" Root guard 

" Loop guard 

" BPDU guard 

$45BF4 STP 
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�484K4 

#D9864D<F9?PAO9 GE?B6<S 

#D9:89 K9@ A4K4FP A4EFDB=>G STP A9B5IB8<@B 6O5D4FP >BDA96B= 

>B@@GF4FBD 8?S E6S;GRM97B 89D964. !G:AB 6O5D4FP E4@O= 

J9AFD4?<;B64AAO= >B@@GF4FBD 6 E9F<, >BFBDO= A9 B5S;4F9?PAB 8B?:9A 5OFP 

E4@O@ @BMAO@. �E9 CBFB>< 84AAOI 6 E9F< B5D454FO64RFES E CB;<J<< 

84AAB7B >B@@GF4FBD4. �DB@9 FB7B, 6O59D<F9 A4<@9A99 ;47DG:9AAO= 

>B@@GF4FBD 6 E9F<.  47<EFD4?PAO9 >B@@GF4FBDO K4EFB 6OEFGC4RF 6 >4K9EF69 

>BDA96B7B G;?4 E6S;GRM97B 89D964, CBE>B?P>G QF< >B@@GF4FBDO B5OKAB A9 

CB8>?RK9AO > >BA9KAO@ EF4AJ<S@. &4>:9 A4 A<I @9APL9 6?<SRF 

C9D9@9M9A<S < <;@9A9A<S 6 E9F<. 

#BE?9 FB7B >4> 5G89F 6O5D4A >BDA96B= >B@@GF4FBD, ;484=F9 

EBBF69FEF6GRM<9 C9D9@9AAO9 8?S A4;A4K9A<S QFB7B >B@@GF4FBD4 >BDA96O@. 

�8<AEF69AA4S C9D9@9AA4S, >BFBDGR A9B5IB8<@B ;484FP - QFB bridge priority. 

�E?< C9D9@9AA4S CD<BD<F9F4 @BEF4 >B@@GF4FBD4 @9APL9, K9@ G 6E9I 

BEF4?PAOI >B@@GF4FBDB6, 8DG7<9 >B@@GF4FBDO 46FB@4F<K9E>< 6O5<D4RF QFBF 

>B@@GF4FBD 6 >4K9EF69 >BDA96B7B. 

�?<9AFO (>BA9KAO9 EF4AJ<<) CBDFB6 >B@@GF4FBD4 

&4>:9 @B:AB 6OCB?A<FP >B@4A8G set spantree portfast 8?S >4:8B7B 

CBDF4 CB BF89?PABEF<. #D< 6O5BD9 C9D9@9AAB= CBDF4 portfast, CBDF 

A9@98?9AAB C9D9>?RK49FES <; D9:<@4 5?B><DB6>< 6 D9:<@ C9D9EO?><. 

�B@4A84 portfast CB;6B?S9F CD98BF6D4F<FP C9D<B8O B:<84A<S 8?S F9I 

>?<9AFB6, >BFBDO9 <ECB?P;GRF Novell Netware <?< DHCP 8?S CB?GK9A<S IP-

48D9E4. "8A4>B G598<F9EP, KFB 6O =9 CB?P;G9F9EP QFB= >B@4A8B= 6 E?GK49 

EB98<A9A<S @9:8G >B@@GF4FBD4@<. � QFB@ E?GK49 84AA4S >B@4A84 @B:9F 

CD<69EF< > C9F?9. �489D:>4 6 F9K9A<9 30-60 E9>GA8 CD< C9D9IB89 <; D9:<@4 

5?B><DB6>< 6 D9:<@ C9D9EO?>< CD98BF6D4M49F B5D4;B64A<9 6D9@9AAB= C9F?< 

6 E9F< CD< EB98<A9A<< 86GI >B@@GF4FBDB6. 

�?S 5B?PL<AEF64 8DG7<I C9D9@9AAOI STP E?98G9F BEF46<FP <I 

;A4K9A<S CB G@B?K4A<R. 
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#D46<?4 HGA>J<BA<DB64A<S 

� QFB@ D4;89?9 CD98EF46?9AO CD46<?4 HGA>J<BA<DB64A<S STP. #D< 

C9D6B@ CB8>?RK9A<< >B@@GF4FBDB6 BA< ;4CGE>4RF CDBJ9EE 6O5BD4 

>BDA96B7B >B@@GF4FBD4. �4:8O= >B@@GF4FBD C9D9849F BPDU A4 >B@@GF4FBD, 

CB8>?RK9AAO= A4CDS@GR, 8?S >4:8B= VLAN. 

#D< CDBIB:89A<< BPDU K9D9; E9FP >4:8O= >B@@GF4FBD ED46A<649F 

BFCD46?9AAO= <@ 5?B> 84AAOI BPDU E BPDU, CB?GK9AAO@< BF EBE989=. 

�4F9@ >B@@GF4FBDO EB7?4EB6O64RF @9:8G EB5B=, >4>B= >B@@GF4FBD 8B?:9A 

EF4FP >BDA96O@. � CDBJ9EE9 6O5BD4 CB59:849F >B@@GF4FBD E A4<@9APL<@ 

<89AF<H<>4FBDB@ @BEF4 6 E9F<. 

#D<@9K4A<9: #B@A<F9 B FB@, KFB A4 >4:8GR 6<DFG4?PAGR E9FP 
BCD989?S9FES B8<A >BDA96B= >B@@GF4FBD. #BE?9 ;469DL9A<S CDBJ9EE4 

<89AF<H<>4J<< >BDA96B7B >B@@GF4FBD4, >B@@GF4FBDO CD<89D:<64RFES 

E?98GRM<I CD46<?: 

" #D46<?B STP 14 �E9 CBDFO >BDA96B7B >B@@GF4FBD4 8B?:AO 

A4IB8<FPES 6 D9:<@9 C9D9EO?><. 

#D<@9K4A<9: � A9>BFBDOI CB7D4A<KAOI E?GK4SI, 6 >BFBDOI GK4EF6GRF 
CBDFO E ;4J<>?<64A<9@, 8?S QFB7B CD46<?4 @B:9F EGM9EF6B64FP <E>?RK9A<9. 

�4F9@ >4:8O= >B@@GF4FBD BCD989?S9F ?GKL<= CGFP > >BDA96B@G G;?G. 

1FB CDB<EIB8<F CGF9@ ED46A9A<S <AHBD@4J<< 6B 6E9I BPDU, >BFBDO9 

>B@@GF4FBDO CB?GK<?< A4 6E9I CBDF4I. �B@@GF4FBD <ECB?P;G9F CBDF E 

A4<@9APL<@ >B?<K9EF6B@ <AHBD@4J<< 6 BPDU 6 >4K9EF69 CGF< > >BDA96B@G 

>B@@GF4FBDG; CBDF E A4<@9APL<@ >B?<K9EF6B@ <AHBD@4J<< 6 BPDU 

S6?S9FES >BDA96O@ CBDFB@. #BE?9 B5A4DG:9A<S >BDA96B7B CBDF4 >B@@GF4FBD 

C9D9IB8<F > CD46<?G 2. 

" #D46<?B STP 24�BDA96B= CBDF 8B?:9A A4IB8<FPES 6 D9:<@9 

C9D9EO?><. 

�DB@9 FB7B, >B@@GF4FBDO 6 >4:8B@ E97@9AF9 ��% EB6@9EFAB 

BCD989?SRF, >4>B= >B@@GF4FBD ?GKL9 6E97B <ECB?P;B64FP, KFB5O 

C9D9@9EF<FP 84AAO9 <; QFB7B E97@9AF4 6 >BDA96B= @BEF. 1FBF >B@@GF4FBD 
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A4;O649FES 6O89?9AAO@ >B@@GF4FBDB@. 

" #D46<?B STP 34� BF89?PAB@ E97@9AF9 ��% CBDF 6O89?9AAB7B 

>B@@GF4FBD4, CB8>?RK9AAB7B > QFB@G E97@9AFG, 8B?:9A 5OFP C9D96989A 6 

D9:<@ C9D9EO?><. 

" #D46<?B STP 44�E9 8DG7<9 CBDFO A4 6E9I >B@@GF4FBD4I (8?S 

VLAN) E?98G9F C9D969EF< 6 D9:<@ 5?B><DB6><. 1FB CD46<?B BFABE<FES 

FB?P>B > F9@ CBDF4@, >BFBDO9 CB8>?RK9AO > 8DG7<@ @BEF4@ <?< 

>B@@GF4FBD4@. STP A9 <ECB?P;G9FES 6 CBDF4I, >BFBDO9 CB8>?RK9AO > 

D45BK<@ EF4AJ<S@ <?< #�. 1F< CBDFO BEF4RFES 6 EBEFBSA<< C9D9EO?><. 

#D<@9K4A<9: �B546?9A<9 <?< G84?9A<9 6<DFG4?PAOI ?B>4?PAOI E9F9= 
CD< <ECB?P;B64A<< CDBFB>B?4 STP 6 D9:<@9 E6S;GRM97B 89D964 8?S >4:8B7B 

VLAN (PVST / PVST+) 6O;O649F C9D9EK9F E6S;GRM97B 89D964 8?S QFB= 

VLAN, < FD4H<> A4DGL49FES FB?P>B 8?S QFB= E9F<. �DG7<9 E97@9AFO VLAN 

A4 @47<EFD4?PAB@ >4A4?9 @B7GF C9D9EO?4FP FD4H<> 6 B5OKAB@ D9:<@9. 

�B546?9A<9 <?< G84?9A<9 6<DFG4?PAOI ?B>4?PAOI E9F9= 6 D9:<@9 

@AB:9EF69AAOI E6S;GRM<I 89D96P96 (MST) 6O;O649F C9D9EK9F E6S;GRM97B 

89D964 8?S QFB= VLAN, < FD4H<> A4DGL49FES FB?P>B 8?S QFB7B E97@9AF4 MST. 

#D<@9K4A<9: #B G@B?K4A<R E6S;GRM99 89D96B 6OCB?AS9FES 8?S 
>4:8B7B CBDF4. "F>?RK9A<9 HGA>J<< E6S;GRM97B 89D964 A96B;@B:AB 6 

>B@@GF4FBD4I A4 BEAB64A<< BF89?PAOI CBDFB6. �B;@B:AB BF>?RK9A<9 STP 

8?S >4:8B= VLAN <?< 7?B54?PAB 8?S 6E97B >B@@GF4FBD4, IBFS QFB A9 

D9>B@9A8G9FES. "F>?RK9A<9 HGA>J<< E6S;GRM97B 89D964 FD95G9F 5B?PLB= 

BEFBDB:ABEF<, CBE>B?P>G QFB CD<6B8<F > CBS6?9A<R 6 E9F< C9F9?P GDB6AS 2. 

�BL47B6O9 <AEFDG>J<< 

�OCB?A<F9 E?98GRM<9 L47<: 

1. +FB5O CB?GK<FP <AHBD@4J<R B 69DE<< #", <ECB?P;G9@B7B 

>B@@GF4FBDB@, 6OCB?A<F9 >B@4A8G show version. #D<@9K4A<9: �E9 
>B@@GF4FBDO <ECB?P;GRF B8AG < FG :9 69DE<R #". 

Switch-15> (enable)show version 

WS-C5505 Software, Version McpSW: 4.2(1) NmpSW: 4.2(1) Copyright 
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(c) 1995-1998 by Cisco Systems NMP S/W compiled on Sep 8 1998, 10:30:21 

MCP S/W compiled on Sep 08 1998, 10:26:29 

System Bootstrap Version: 5.1(2) 

Hardware Version: 1.0 Model: WS-C5505 Serial #: 066509927 Mod Port 

Model Serial # Versions 

1 0 WS-X5530 008676033 Hw : 2.3  
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Fw 

Fw1 

Sw 

5.1(2) 

4.4(1) 

4.2(1) 

� QFB@ EJ9A4D<< >B@@GF4FBD 15 - BCF<@4?PAO= 6O5BD 8?S >BDA96B7B 

>B@@GF4FBD4 E9F< 8?S 6E9I VLAN, CBE>B?P>G QFBF >B@@GF4FBD S6?S9FES 

@47<EFD4?PAO@. 

2. +FB5O GEF4AB6<FP CD<BD<F9F >B@@GF4FBD4 D46AO@ 8192 8?S 

6<DFG4?PAB= E9F< <?< E9F9=, >BFBDO9 G>4;O64RF vlan_id, 6OCB?A<F9 >B@4A8G 

set spantree root vlan_id. 

#D<@9K4A<9: #D<BD<F9F >B@@GF4FBDB6 CB G@B?K4A<R D469A 32768. 
#D< GEF4AB6>9 CD<BD<F9F4 E CB@BMPR QFB= >B@4A8O >B@@GF4FBD 15 

6O5<D49FES 6 >4K9EF69 >BDA96B7B >B@@GF4FBD4, CBE>B?P>G BA <ECB?P;G9F 

A4<@9APL<= CD<BD<F9F. 

Switch-15> (enable)set spantree root 1 

VLAN 1 bridge priority set to 8192. 

VLAN 1 bridge max aging time set to 20. 

VLAN 1 bridge hello time set to 2. 

VLAN 1 bridge forward delay set to 15. 

Switch is now the root switch for active VLAN 1. Switch-15> (enable) 

Switch-15> (enable)set spantree root 200 

VLAN 200 bridge priority set to 8192. 

VLAN 200 bridge max aging time set to 20. 

VLAN 200 bridge hello time set to 2. 

VLAN 200 bridge forward delay set to 15. 

Switch is now the root switch for active VLAN 200. Switch-15> (enable) 

Switch-15> (enable) set spantree root 201 

VLAN 201 bridge priority set to 8192. 

VLAN 201 bridge max aging time set to 20. 

VLAN 201 bridge hello time set to 2. 

VLAN 201 bridge forward delay set to 15. 
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Switch-15> (enable) set 

VLANs 1,200-204 bridge 

VLANs 1,200-204 bridge 

VLANs 1,200-204 bridge 

VLANs 1,200-204 bridge 

Switch is now the root 

Switch-15> (enable) 

Switch is now the root switch for active VLAN 201. Switch-15> (enable) 

Switch-15> (enable) set spantree root 202 

VLAN 202 bridge priority set to 8192. 

VLAN 202 bridge max aging time set to 20. 

VLAN 202 bridge hello time set to 2. 

VLAN 202 bridge forward delay set to 15. 

Switch is now the root switch for active VLAN 202. Switch-15> 

Switch-15> (enable)set spantree root 203 

VLAN 203 bridge priority set to 8192. 

VLAN 203 bridge max aging time set to 20. 

VLAN 203 bridge hello time set to 2. 

VLAN 203 bridge forward delay set to 15. 

Switch is now the root switch for active VLAN 203. Switch-15> 

Switch-15> (enable)set spantree root 204 

VLAN 204 bridge priority set to 8192. 

VLAN 204 bridge max aging time set to 20. 

VLAN 204 bridge hello time set to 2. 

VLAN 204 bridge forward delay set to 15. 

Switch is now the root switch for active VLAN 204. Switch-15> (enable) 

�B?99 >D4F><= 64D<4AF QFB= >B@4A8O CD<6B8<F > F9@ :9 D9;G?PF4F4@, 

>4> CB>4;4AB A4 CD<@9D9 84?99: 

spantree root 1,200-204 

priority set to 8189. 

max aging time set to 20. 

hello time set to 2. 

forward delay set to 15. 

switch for active VLANs 1,200-204. 

�B@4A84 set spantree priority CD98BEF46?S9F FD9F<= ECBEB5 

BCD989?9A<S >BDA96B7B >B@@GF4FBD4:
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4/24: 

Switch-15> (enable)set spantree priority 8192 1 

Spantree 1 bridge priority set to 8192. 

Switch-15> (enable) 

#D<@9K4A<9: � QFB@ EJ9A4D<< 6E9 >B@@GF4FBDO A4K<A4RF D45BFG E 
BK<M9AAO@< >BAH<7GD4J<S@<. %?98B64F9?PAB, 6E9 >B@@GF4FBDO A4K<A4RF 

D45BF4FP E CD<BD<F9FB@ @BEF4 D46AO@ 32768. �E?< 6O A9 G69D9AO 6 FB@, KFB 

6E9 >B@@GF4FBDO 6 E9F< B5?484RF CD<BD<F9FB@ 5B?PL<@ 8192, GEF4AB6<F9 

CD<BD<F9F FD95G9@B7B >BDA96B7B @BEF4 D46AO@ 1. 

3. �?S FB7B, KFB5O A4EFDB<FP C4D4@9FD PortFast A4 >B@@GF4FBD4I 12, 

13, 14, 16 < 17, 6OCB?A<F9 >B@4A8G set spantree portfast mod_num/port_num. 

#D<@9K4A<9: 1FBF C4D4@9FD @B:AB A4EFD4<64FP FB?P>B A4 CBDF4I, 
CB8>?RK9AAOI > D45BK<@ EF4AJ<S@ <?< #�. !9 6>?RK4=F9 PortFast A4 

CBDF4I, CB8>?RK9AAOI > 8DG7B@G >B@@GF4FBDG. 

� QFB@ CD<@9D9 CB>4;4A4 A4EFDB=>4 >B@@GF4FBD4 12. �DG7<9 

>B@@GF4FBDO @B:AB A4EFDB<FP F4><@ :9 B5D4;B@. �B@@GF4FBD 12 

CB889D:<649F E?98GRM<9 CB8>?RK9A<S CBDFB6: 

" #BDF 2/1 CB8>?RK9A > >B@@GF4FBDG 13. 

" #BDF 2/2 CB8>?RK9A > >B@@GF4FBDG 15. 

" #BDF 2/3 CB8>?RK9A > >B@@GF4FBDG 16. 

" #BDFO 3/1 CB8>?RK9AO > #� K9D9; CBDF 3/24. 

" #BDFO 4/1 K9D9; CBDF 4/24 CB8>?RK9AO > D45BK<@ EF4AJ<S@ UNIX. 

�ECB?P;GS QFG <AHBD@4J<R 6 >4K9EF69 EF4DFB6B=, 6OCB?A<F9 >B@4A8G 

set spantree portfast A4 CBDF4I 3/1 - 3/24 < A4 CBDF4I 4/1 - 

Switch-12> (enable)set spantree portfast 3/1-24 enable 

Warning: Spantree port fast start should only be enabled on ports connected 

to a single host. Connecting hubs, concentrators, switches, bridges, etc. to a fast 

start port can cause temporary spanning-tree loops. Use with caution. 

Spantree ports 3/1-24 fast start enabled. 

Switch-12> (enable) 
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Designated Root 00-10-0d-b1-78-00 

!  -FB MAC-48D9E >BDA96B7B >B@@GF4FBD4 8?O VLAN 1. 

Designated Root Priority 

Designated Root Cost 

Designated Root Port 

Root Max Age 20 sec 

8192 

0 

1/0 

Hello Time 2 sec Forward Delay 15 sec 

Switch-12> (enable) set spantree portfast 4/1-24 enable 

Warning: Spantree port fast start should only be enabled on ports connected 

to a single host. Connecting hubs, concentrators, switches, bridges, etc. to a fast 

start port can cause temporary spanning-tree loops. Use with caution. 

Spantree ports 4/1-24 fast start enabled. 

Switch-12> (enable) 

4. +FB5O G598<FPES, KFB >B@@GF4FBD 15 S6?S9FES >BDA96O@ 

>B@@GF4FBDB@ A4 EBBF69FEF6GRM<I VLAN, 6OCB?A<F9 >B@4A8G show 

spantree vlan_id. 

�ECB?P;GS 6OIB8AO9 84AAO9 QFB= >B@4A8O, ED46A<F9 MAC-48D9E 

>BDA96B7B >B@@GF4FBD4 E  �%-48D9EB@ >B@@GF4FBD4, <; >BFBDB7B CBEFGC<?4 

>B@4A84. �E?< 48D9E4 EB6C484RF, >B@@GF4FBD, 6 >BFBDB@ 6O A4IB8<F9EP, 

S6?S9FES >BDA96O@ >B@@GF4FBDB@ VLAN. �BDA96B= CBDF 1/0 F4>:9 G>4;O649F 

A4 FB, KFB 84AAO= >B@@GF4FBD S6?S9FES >BDA96O@. �BF CD<@9D 6OIB8AOI 

84AAOI >B@4A8O: 

Switch-15> (enable)show spantree 1 VLAN 1 

spanning-tree enabled spanning-tree type



 

Bridge ID MAC ADDR 

Bridge ID Priority 

Bridge Max Age 20 sec 

Bridge ID Priority 
Bridge Max Age 20 sec 

8192 

Hello Time 2 sec Forward Delay 15 sec 

1F< 6OIB8AO9 84AAO9 CB>4;O64RF, KFB >B@@GF4FBD 15 S6?S9FES 

6O89?9AAO@ >BDA96O@ >B@@GF4FBDB@ E6S;GRM97B 89D964 8?S VLAN 1. 

MAC-48D9E 6O89?9AAB7B >BDA96B7B >B@@GF4FBD4, 00-10-0d-b1-78-00, 

EBBF69FEF6G9F MAC-48D9EG <89AF<H<>4FBD4 @BEF4 >B@@GF4FBD4 Switch 15, - 

00-10-0d-b1-78-00. �DG7<@ 8B>4;4F9?PEF6B@ FB7B, KFB QFB - 6O89?9AAO= 

>BDA96B= >B@@GF4FBD, S6?S9FES <ECB?P;B64A<9 6O89?9AAB7B >BDA96B7B CBDF4 

1/0. 

� QF<I 6OIB8AOI 84AAOI >B@@GF4FBD4 12 BA CD<;A49F, KFB >B@@GF4FBD 

15 S6?S9FES 6O89?9AAO@ >B@@GF4FBDB@ 8?S VLAN 1: 

Switch-12> (enable)show spantree 1 VLAN 1 

spanning-tree enabled 

spanning-tree type IEEEDesignated Root 00-10-0d-b1-78-00 

! -----  -B> MAC-48@9A :>@=96>7> :><<CB4B>@4 8;O VLAN 1. 

Designated Root Priority 8192 

Designated Root Cost 19 

Designated Root Port 2/3 

Root Max Age 20 sec Hello Time 2 sec 

Forward Delay 15 sec 

00-10-0d-b2-8c-00 

32768 

Hello Time 2 sec Forward Delay 15 sec 

#D<@9K4A<9: �OIB8AO9 84AAO9 >B@4A8O show spantree vlan_id 8?S 

8DG7<I >B@@GF4FBDB6 < VLAN F4>:9 @B7GF E6<89F9?PEF6B64FP, KFB 

>B@@GF4FBD 15 S6?S9FES 6O89?9AAO@ >BDA96O@ >B@@GF4FBDB@ 8?S 6E9I 

VLAN. 

�D>65D>4 

� 84AAB@ D4;89?9 EB89D:4FES E6989A<S 8?S CDB69D>< D45BFO F9>GM9= 

>BAH<7GD4J<<. 

Output Interpreter Tool (FB?P>B 8?S ;4D97<EFD<DB64AAOI >?<9AFB6) (OIT) 



 

CB889D:<649F BCD989?9AAO9 >B@4A8O show. �ECB?P;G=F9 OIT 8?S CDBE@BFD4 

< 4A4?<;4 6OIB8AOI 84AAOI >B@4A8O show. 

" show spantree vlan_id4#B>4;O649F F9>GM99 EBEFBSA<9 

E6S;O64RM97B 89D964 8?S 84AAB7B <89AF<H<>4FBD4 VLAN E FBK>< ;D9A<S 

>B@@GF4FBD4, A4 >BFBDB@ 5O?4 6OCB?A9A4 >B@4A84. 

" show spantree summary4#D98BEF46?S9F B5;BD CB8>?RK9AAOI 

CBDFB6 E6S;GRM97B 89D964 6 D4@>4I VLAN. 

'EFD4=5=85 =5?>?44>> 

1FBF D4;89? EB89D:<F E6989A<S B5 GEFD4A9A<< A9CB?48B> 

>BAH<7GD4J<<. 

%FB<@BEFP CGF< CDBFB>B?4 STP 46FB@4F<K9E>< <;@9AO9FEO CD< 

<;@9A9A<< E>BDBEF</8GC?9>E4 CBDF4 

STP 6OK<E?S9F EFB<@BEFP CGF< A4 BEAB64A<< E>BDBEF< ED98O 

(CDBCGE>AB= ECBEB5ABEF<) >4A4?B6 @9:8G >B@@GF4FBD4@< < EFB<@BEF< 

CBDFB6 CB >4:8B@G >48DG C9D9EO?><. %6S;GRM99 89D96B 6O5<D49F >BDA96B= 

CBDF A4 BEAB64A<< EFB<@BEF< CBDF4. #BDF E A4<@9APL9= EFB<@BEFPR CGF< > 

>BDA96B@G @BEFG EF4AB6<FES >BDA96O@ CBDFB@. �BDA96B= CBDF 6E9784 

A4IB8<FES 6 EBEFBSA<< C9D9EO?><. 

�E?< E>BDBEFP/8GC?9>E CBDF4 <;@9AS9FES, E6S;GRM99 89D96B 

46FB@4F<K9E>< C9D9EK<FO649F EFB<@BEFP CGF<. �;@9A9A<S 6 EFB<@BEF< CGF< 

@B7GF CD<69EF< > <;@9A9A<S@ 6 FBCB?B7<< E6S;GRM97B 89D964. 

�BCB?A<F9?PA4S <AHBD@4J<S B 6OK<E?9A<< EFB<@BEF< CBDF4 

CD98EF46?9A4 6 D4;89?9 "�>8AG9B 8 ?@8A6>9=89 AB>8<>AB8 ?>@B4' 8B>G@9AF4 

"!4EFDB=>4 E6S;GRM97B 89D964".



 

�B@4A8O GEFD4A9A<O A9<ECD46ABEF9= 

%D98EF6B Output Interpreter Tool (FB?P>B 8?S ;4D97<EFD<DB64AAOI 

;4>4;K<>B6) (OIT) CB889D:<649F A9>BFBDO9 >B@4A8O show. �ECB?P;G=F9 OIT 

8?S CDBE@BFD4 4A4?<F<K9E><I 84AAOI CB 6OIB8AO@ 84AAO@ >B@4A8O show. 

#D<@9K4A<9: �B <ECB?P;B64A<S >B@4A8 BF?48>< B;A4>B@PF9EP E 
8B>G@9AFB@ �4:AO9 E6989A<S B >B@4A84I BF?48><. 

" show spantree vlan_id4CB>4;O649F F9>GM99 EBEFBSA<9 

E6S;O64RM97B 89D964 8?S 84AAB7B <89AF<H<>4FBD4 VLAN E FBK>< ;D9A<S 

>B@@GF4FBD4, A4 >BFBDB@ 5O?4 6OCB?A9A4 >B@4A84. 

" show spantree summary4CD98BEF46?S9F B5;BD CB8>?RK9AAOI 

CBDFB6 E6S;GRM97B 89D964 6 D4@>4I VLAN. 

" show spantree statistics4BFB5D4:49F EF4F<EF<K9E><9 E6989A<S B 

E6S;GRM9@ 89D969. 

" show spantree backbonefast4CB>4;O649F, 6>?RK9A4 ?< HGA>J<S 

E6S;GRM97B 89D964 Backbone Fast Convergence. 

" show spantree blockedports4CB>4;O649F FB?P>B 

;45?B><DB64AAO9 CBDFO. 

" show spantree portstate4BCD989?S9F F9>GM99 EBEFBSA<9 

E6S;GRM97B 89D964 CBDF4 Token Ring 6 D4@>4I E6S;GRM97B 89D964. 

" show spantree portvlancost4CB>4;O649F EFB<@BEFP CGF< 8?S 
E9F9= VLAN A4 CBDF9. 

" show spantree uplinkfast4BFB5D4:49F A4EFDB=>< UplinkFast. 

�D4F><9 E6989A<O B >B@4A89 



 

 

 

 

 

 

%<AF4>E<E: show version 

� 84AAB@ 8B>G@9AF9 <ECB?P;G9FES: show version 

%<AF4>E<E: 
set spantree root 

[vlan_id] 

� 84AAB@ 8B>G@9AF9 <ECB?P;G9FES: 
set spantree root 1 

set spantree root 

1,200-204 

%<AF4>E<E: 
set spantree root 

[vlan_id] 

� 84AAB@ 8B>G@9AF9 <ECB?P;G9FES: 
set spantree 

priority 8192 1 

%<AF4>E<E: 
set spantree 

portfast 

mod_num/port_num 

� 84AAB@ 8B>G@9AF9 <ECB?P;G9FES: 
set spantree 

portfast 3/1-24 

enable 

%<AF4>E<E: 
set spantree root 

[vlan_id] 

� 84AAB@ 8B>G@9AF9 
 

 



 

�>?>?=8F5?P=O5 E6545=8O 

" "L<5>< CDBFB>B?4 E6S;GRM97B 89D964 < EBBF69FEF6GRM<9 

D9>B@9A84J<< CB D4;D45BF>9 

" "5M4S <AHBD@4J<S B5 <;@9A9A<< FBCB?B7<< CDBFB>B?4 

E6S;GRM97B 89D964 

" !4EFDB=>4 E6S;GRM97B 89D964 (>B@@GF4FBDO Catalyst 

4500/4000) 

" !4EFDB=>4 E6S;GRM97B 89D964 (>B@@GF4FBDO Catalyst 

5500/5000) 

" !4EFDB=>4 E6S;GRM97B 89D964 (>B@@GF4FBDO Catalyst 

6500/6000) 

" %FD4A<JO CB889D:>< CDB8G>FB6 ��% 

" %FD4A<J4 CB889D:>< >B@@GF4J<< ��% 

" &9IA<K9E>4S CB889D:>4 < 8B>G@9AF4J<S - Cisco Systems 

© 1992-2010 Cisco Systems, Inc. �E9 CD464 ;4M<M9AO. 

�4F4 79A9D4J<< PDF H4=?4: Jan 05, 2010 

http://www.cisco.com/support/RU/customer/content/9/92134/5.shtml 

 



 

#D4>F<K9E>4S D45BF4 5 
!4EFDB=>4 EtherChannel 

&>?>;>78O 

 



 

&45?8F4 44D5E4F88 

 

�484K< 

'4EFP 1. #BEFDB9A<9 E9F< < CDB69D>4 EB98<A9A<S 
'4EFP 2. !4EFDB=>4 B59EC9K9A<S <;5OFBKABEF< A4 C9D6B@ IBC9 E CB@BMPR 

VRRP 

"5M<9 E6989A<S/EJ9A4D<= 

%6S;GRM99 89D96B B59EC9K<649F D9;9D6<DB64A<9 >B@@GF4FBD4@< 6 ?B>4?PAB= 

E9F<, A9 8BCGE>4S 6B;A<>AB69A<S C9F9?P. !B BAB A9 CB;6B?S9F BD74A<;B64FP 6 E9F< 

D9;9D6<DB64A<9 L?R;B6 CB G@B?K4A<R 8?S GEFDB=EF6 >BA9KAOI CB?P;B64F9?9= A4 

E?GK4= E5BS B8AB7B <; @4DLDGF<;4FBDB6. #DBFB>B?O B59EC9K9A<S <;5OFBKABEF< A4 

C9D6B@ IBC9 (First Hop Redundancy Protocols, FHRP) CD98BEF46?SRF <;5OFBKAO9 

L?R;O CB G@B?K4A<R 8?S >BA9KAOI GEFDB=EF6. #D< QFB@ >BAH<7GD4J<S >BA9KAB7B 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< ,?R; CB G@B?K4A<R 

R1 G0/1 192.168.1.1 255.255.255.0 

4 

S0/0/0 (DCE) 10.1.1.1 255.255.255.25
2 

4 

R2 S0/0/0 10.1.1.2 255.255.255.25
2 

4 
S0/0/1 (DCE) 10.2.2.2 255.255.255.25

2 
4 

Lo1 209.165.200.22
5 

255.255.255.22
4 

4 

R3 G0/1 192.168.1.3 255.255.255.0 4 

S0/0/1 10.2.2.1 255.255.255.25
2 

4 

S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1 

S3 VLAN 1 192.168.1.13 255.255.255.0 192.168.1.3 

PC-A NIC 192.168.1.31 255.255.255.0 192.168.1.1 

PC-C NIC 192.168.1.33 255.255.255.0 192.168.1.3 



 

CB?P;B64F9?S A9 FD95G9FES. � QFB= ?45BD4FBDAB= D45BF9 CD98EFB<F A4EFDB<FP CDBFB>B? 

VRRP, S6?SRM<=ES CDBFB>B?B@ FHRP. 

�7D97<DB64A<9 >4A4?B6 CB;6B?S9F EB;8464FP ?B7<K9E><9 >4A4?O, EBEFBSM<9 <; 

86GI <?< 5B?99 H<;<K9E><I >4A4?B6. &4><@ B5D4;B@ G69?<K<649FES CDBCGE>A4S 

ECBEB5ABEFP, 4 F4>:9 <ECB?P;G9FES FB?P>B B8<A H<;<K9E><= >4A4?. �7D97<DB64A<9 

>4A4?B6 F4>:9 B59EC9K<649F <;5OFBKABEFP 6 E?GK49 E5BS B8AB7B <; >4A4?B6. 

� QFB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F A4EFDB<FP EtherChannel 4 F<C 

47D97<DB64A<S >4A4?B6, >BFBDO= <ECB?P;G9FES 6 >B@@GF<DG9@OI E9FSI. �O A4EFDB<F9 

EtherChannel E CB@BMPR CDBFB>B?4 47D97<DB64A<S CBDFB6 (PAgP) < CDBFB>B?4 

GCD46?9A<S 47D97<DB64A<9@ >4A4?B6 (LACP). 

#D<@9K4A<9. PAgP S6?S9FES CDBCD<9F4DAO@ CDBFB>B?B@ Cisco, >BFBDO= @B:AB 

<ECB?P;B64FP FB?P>B A4 >B@@GF4FBD4I Cisco < >B@@GF4FBD4I ?<J9A;<DB64AAOI 

CBEF46M<>B6, CB889D:<64RM<I PAgP. #DBFB>B? LACP S6?S9FES CDBFB>B?B@ 

47D97<DB64A<S >4A4?B6, >BFBDO= BCD989?9A EF4A84DFB@ IEEE 802.3ad < A9 E6S;4A E 

>BA>D9FAO@ CBEF46M<>B@. 

#DBFB>B? LACP CB;6B?S9F >B@@GF4FBD4@ Cisco BEGM9EF6?SFP GCD46?9A<9 

>4A4?4@< Ethernet @9:8G >B@@GF4FBD4@< 6 EBBF69FEF6<< E CDBFB>B?B@ 802.3ad. � 

EB;84A<< >4A4?4 @B7GF GK4EF6B64FP 8B 16 CBDFB6. �BE9@P <; CBDFB6 A4IB8SFES 6 

4>F<6AB@ D9:<@9 (active), 4 BEF4?PAO9 6BE9@P 4 6 D9:<@9 B:<84A<S (standby). � 

E?GK49 E5BS ?R5B7B <; 4>F<6AOI CBDFB6 ;489=EF6G9FES CBDF, CD95O64RM<= 

6 D9:<@9 B:<84A<S. $9:<@ B:<84A<S (standby mode) 8BEFGC9A FB?P>B 8?S 

CDBFB>B?4 LACP, AB A9 8?S CDBFB>B?4 PAgP. 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 

@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E9F96O@< E9D6<E4@< (ISR) Cisco 1941 E 

BC9D4J<BAAB= E<EF9@B= Cisco IOS 69DE<< 15.2(4)M3 (B5D4; universalk9). &4>:9 

<ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst 2960 E BC9D4J<BAAB= E<EF9@B= Cisco IOS 

69DE<< 15.0(2) (B5D4; lanbasek9).  B:AB <ECB?P;B64FP 8DG7<9 @4DLDGF<;4FBDO, 



 

>B@@GF4FBDO < 69DE<< Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco 

IOS 8BEFGCAO9 >B@4A8O < D9;G?PF4FO <I 6OCB?A9A<S @B7GF BF?<K4FPES BF F9I, 

>BFBDO9 CB>4;4AO 6 ?45BD4FBDAOI D45BF4I. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 E@. 

6 E6B8AB= F45?<J9 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB G @4DLDGF<;4FBDB6 < >B@@GF4FBDB6 5O?< G84?9AO 
A4K4?PAO9 >BAH<7GD4J<<. �E?< 6O A9 G69D9AO, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 E BC9D4J<BAAB= E<EF9@B= Cisco IOS 69DE<< 

15.2(4)M3 (GA<69DE4?PAO= B5D4;) <?< 4A4?B7<KA4S @B89?P) 

" 2 >B@@GF4FBD4 (Cisco 2960 E BC9D4J<BAAB= E<EF9@B= Cisco IOS 15.0(2) 

(B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P) 

" 2 >B@CPRF9D4 (Windows 8, 7 <?< Vista E CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, 

A4CD<@9D Tera Term) 

" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; >BAEB?PAO9 

CBDFO 

" �459?< Ethernet < CBE?98B64F9?PAO9 >459?< EB7?4EAB FBCB?B7<< 

+4EFP 1: #BEFDB9A<9 E9F< < CDB69D>4 E6S;< 

� C9D6B= K4EF< 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < 6OCB?A<FP 54;B6GR 

A4EFDB=>G, A4CD<@9D IP-48D9E4 <AF9DH9=EB6, EF4F<K9E>GR @4DLDGF<;4J<R, 8BEFGC > 

GEFDB=EF64@ < C4DB?<. 

,47 1: %B;84=F9 E9FP EB7?4EAB FBCB?B7<<. 

#B8>?RK<F9 GEFDB=EF64, >4> CB>4;4AB 6 FBCB?B7<<, < CB8EB98<A<F9 

A9B5IB8<@O9 >459?<. 



 

,47 2: !4EFDB=F9 G;?O #�. 

,47 3: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBDB6. 

,47 4: #DB<;698<F9 54;B6GR A4EFDB=>G @4DLDGF<;4FBDB6. 

a. "F>?RK<F9 CB<E> DNS. 

b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4EFDB=F9 IP-48D9E4 8?S @4DLDGF<;4FBDB6, G>4;4AAOI 6 F45?<J9 

48D9E4J<<. 

d. 'EF4AB6<F9 F4>FB6GR K4EFBFG A4 128000 8?S 6E9I CBE?98B64F9?PAOI 

<AF9DH9=EB6 @4DLDGF<;4FBD4 DCE. 

e. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < VTY < 6>?RK<F9 ;4CDBE 

C4DB?S CD< CB8>?RK9A<<. 

g. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 @B7?< 

CD9DO64FP 66B8 >B@4A8. 

h. %>BC<DG=F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= >BAH<7GD4J<<. 

,47 5: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B >B@@GF4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G. 

d. !4EFDB=F9 IP-48D9E4 8?S >B@@GF4FBDB6, G>4;4AAOI 6 F45?<J9 48D9E4J<<. 

e. !4 >4:8B@ >B@@GF4FBD9 A4EFDB=F9 L?R; CB G@B?K4A<R. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < VTY < 6>?RK<F9 ;4CDBE 

C4DB?S CD< CB8>?RK9A<<. 



 

g. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 @B7?< 

CD9DO64FP 66B8 >B@4A8. 

h. %>BC<DG=F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= >BAH<7GD4J<<. 

,47 6: #DB69DPF9 CB8>?RK9A<9 @9:8G PC-A < PC-C. 

"FCD46PF9 ping-;4CDBE E >B@CPRF9D4 PC-A A4 >B@CPRF9D PC-C. '84?BEP ?< 

CB?GK<FP BF69F? ________________________________________________________  

�E?< >B@4A8O ping ;469DL<?<EP A9G84KAB < E6S;P GEF4AB6<FP A9 G84?BEP, 

<ECD46PF9 BL<5>< 6 BEAB6AOI A4EFDB=>4I GEFDB=EF64. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F CBFD95B64FPES 

BF>?RK9A<9 5D4A8@4GQD4. 

,47 7: !4EFDB=F9 @4DLDGF<;4J<R. 

a. !4EFDB=F9 RIP 69DE<< 2 A4 6E9I @4DLDGF<;4FBD4I. �B546PF9 6 CDBJ9EE RIP 

6E9 E9F<, >DB@9 209.165.200.224/27. 

b. !4EFDB=F9 @4DLDGF CB G@B?K4A<R A4 @4DLDGF<;4FBD9 R2 E 

<ECB?P;B64A<9@ Lo1 6 >4K9EF69 <AF9DH9=E4 6OIB84 6 E9FP 209.165.200.224/27. 

c. !4 @4DLDGF<;4FBD9 R2 <ECB?P;G=F9 E?98GRM<9 >B@4A8O 8?S 

C9D9D4ECD989?9A<S @4DLDGF4 CB G@B?K4A<R 6 CDBJ9EE RIP. 

 

,47 8: #DB69DPF9 CB8>?RK9A<9. 

a. !9B5IB8<@B CB?GK<FP BF69F A4 ping-;4CDBEO E >B@CPRF9D4 PC-A BF 

>4:8B7B <AF9DH9=E4 A4 @4DLDGF<;4FBD4I R1, R2 < R3, 4 F4>:9 BF >B@CPRF9D4 PC-C. 

'84?BEP ?< CB?GK<FP 6E9 BF69FO? 

�E?< >B@4A8O ping ;469DL<?<EP A9G84KAB < E6S;P GEF4AB6<FP A9 G84?BEP, 

<ECD46PF9 BL<5>< 6 BEAB6AOI A4EFDB=>4I GEFDB=EF64. 



 

b. !9B5IB8<@B CB?GK<FP BF69F A4 ping-;4CDBEO E >B@CPRF9D4 PC-C BF 

>4:8B7B <AF9DH9=E4 A4 @4DLDGF<;4FBD4I R1, R2 < R3, 4 F4>:9 BF >B@CPRF9D4 PC-A. 

'84?BEP ?< CB?GK<FP 6E9 BF69FO? 

�E?< >B@4A8O ping ;469DL<?<EP A9G84KAB < E6S;P GEF4AB6<FP A9 G84?BEP, 

<ECD46PF9 BL<5>< 6 BEAB6AOI A4EFDB=>4I GEFDB=EF64. 

+4EFP 2: !4EFDB=>4 B59EC9K9A<S <;5OFBKABEF< A4 C9D6B@ IBC9 E 

CB@BMPR VRRP 

�4:9 9E?< FBCB?B7<S ECDB9>F<DB64A4 E GK9FB@ <;5OFBKABEF< (864 

@4DLDGF<;4FBD4 < 864 >B@@GF4FBD4 6 B8AB= E9F< LAN), B54 >B@CPRF9D4, PC-A < PC-C, 

A9B5IB8<@B A4EFD4<64FP E B8A<@ 48D9EB@ L?R;4. 

PC-A <ECB?P;G9F R1, 4 PC-C 4 R3. � E?GK49 E5BS A4 B8AB@ <; QF<I 

@4DLDGF<;4FBDB6 <?< <AF9DH9=EB6 @4DLDGF<;4FBDB6 >B@CPRF9D @B:9F CBF9DSFP 

CB8>?RK9A<9 > E9F< �AF9DA9F. 

� K4EF< 2 64@ CD98EFB<F <;GK<FP CB6989A<9 E9F< 8B < CBE?9 A4EFDB=>< 

CDBFB>B?4 VRRP. �?S QFB7B 64@ CBA48B5<FES BCD989?<FP CGFP, CB >BFBDB@G CDBIB8SF 

C4>9FO, KFB5O 8BEF<KP 1BBD04E>-48D9E A4 R2. 

,47 1: "CD989?<F9 CGFP <AF9DA9F-FD4H<>4 8?S PC-A < PC-C. 

a. � >B@4A8AB= EFDB>9 A4 PC-A 6698<F9 >B@4A8G tracert 8?S loopback-48D9E4 

209.165.200.225 A4 @4DLDGF<;4FBD9 R2. 

 



 

 

�4>B= CGFP CDBL?< C4>9FO BF PC-A 8B 209.165.200.225? _______________  

b. � >B@4A8AB= EFDB>9 A4 PC-% 6698<F9 >B@4A8G tracert 8?S loopback-48D9E4 

209.165.200.225 A4 @4DLDGF<;4FBD9 R2. 

�4>B= CGFP CDBL?< C4>9FO BF PC-C 8B 209.165.200.225? ________________  

,47 2: �4CGEF<F9 E94AE QIB-F9EF<DB64A<S A4 PC-A < D4;BD6<F9 EB98<A9A<9 

@9:8G S1 < R1. 

a. � >B@4A8AB= EFDB>9 A4 PC-A 6698<F9 >B@4A8G ping -t 8?S 48D9E4 

209.165.200.225 A4 @4DLDGF<;4FBD9 R2. '598<F9EP, KFB B>AB >B@4A8AB= EFDB>< 

BF>DOFB. 

#D<@9K4A<9. +FB5O CD9D64FP BFCD46>G QIB-;4CDBEB6, A4:@<F9 >B@5<A4J<R 
>?46<L Ctrl+C <?< ;4>DB=F9 B>AB >B@4A8AB= EFDB><. 

b. � CDBJ9EE9 QIB-F9EF<DB64A<S BFEB98<A<F9 >459?P Ethernet BF <AF9DH9=E4 

F0/5 A4 S1. "F>?RK9A<9 <AF9DH9=E4 F0/5 A4 S1 CD<6989F > FB@G :9 D9;G?PF4FG. 

+FB CDB<;BL?B E FD4H<>B@ QIB-;4CDBEB6? 

E. �4><@< 5O?< 5O D9;G?PF4F9 CD< CB6FBD9A<< L47B6 2a < 2b A4 >B@CPRF9D9 PC-

C < >B@@GF4FBD9 S3? 

d. #B6FBDAB CB8EB98<A<F9 >459?< Ethernet > <AF9DH9=EG F0/5 <?< 6>?RK<F9 

<AF9DH9=E F0/5 A4 S1 < S3, EBBF69FEF69AAB. #B6FBDAB BFCD46PF9 QIB-;4CDBEO A4 

209.165.200.225 E >B@CPRF9DB6 PC-A < PC-C, KFB5O G598<FPES 6 FB@, KFB CB8>?RK9A<9 

6BEEF4AB6?9AB. 



 

,47 3: !4EFDB=F9 VRRP A4 R1 < R3. 

� QFB@ L479 64@ CD98EFB<F A4EFDB<FP VRRP < <;@9A<FP 48D9E L?R;4 CB 

G@B?K4A<R A4 >B@CPRF9D4I PC-A, PC-C, S1 < >B@@GF4FBD9 S2 A4 6<DFG4?PAO= IP-

48D9E 8?S VRRP. R1 A4;A4K49FES 4>F<6AO@ @4DLDGF<;4FBDB@ E CB@BMPR >B@4A8O 

CD<BD<F9F4 VRRP. 

a. !4EFDB=F9 CDBFB>B? VRRP A4 @4DLDGF<;4FBD9 R1. 

 

 

b. !4EFDB=F9 CDBFB>B? VRRP A4 @4DLDGF<;4FBD9 R3. 

c. #DB69DPF9 VRRP, 6OCB?A<6 >B@4A8G show vrrp A4 R1 < R3. R1# show vrrp 

�ECB?P;GS G>4;4AAO9 6OL9 6OIB8AO9 84AAO9, BF69FPF9 A4 E?98GRM<9 6BCDBEO: 

�4>B= @4DLDGF<;4FBD S6?S9FES 4>F<6AO@? _____________  

�4>B= MAC-48D9E <ECB?P;G9FES 8?S 6<DFG4?PAB7B IP-48D9E4? ___________  

�4>B= IP-48D9E < CD<BD<F9F <ECB?P;GRFES 8?S D9;9D6AB7B @4DLDGF<;4FBD4? 

d. �ECB?P;G=F9 >B@4A8G show vrrp brief A4 R1 < R3, KFB5O CDBE@BFD9FP 

E6B8>G EBEFBSA<S VRRP. �OIB8AO9 84AAO9 CD<6989AO A<:9. 

R1# show vrrp brief 

e. �;@9A<F9 48D9E L?R;4 CB G@B?K4A<R 8?S PC-A, PC-C, S1 < S3. �4>B= 

48D9E E?98G9F <ECB?P;B64FP? 

f. #DB69DPF9 AB6O9 A4EFDB=><. "FCD46PF9 QIB-;4CDBE E PC-A < E PC-C A4 

loopback-48D9E @4DLDGF<;4FBD4 R2. 'EC9LAB ?< 6OCB?A9AO QIB-;4CDBEO?  



 

,47 4: �4CGEF<F9 E94AE QIB-F9EF<DB64A<S A4 PC-A < D4;BD6<F9 EB98<A9A<9 

E >B@@GF4FBDB@, CB8>?RK9AAO@ > 4>F<6AB@G @4DLDGF<;4FBDG VRRP (R1). 

a. � >B@4A8AB= EFDB>9 A4 PC-A 6698<F9 >B@4A8G ping -t 8?S 48D9E4 

209.165.200.225 A4 @4DLDGF<;4FBD9 R2. '598<F9EP, KFB B>AB >B@4A8AB= EFDB>< 

BF>DOFB. 

b. �B 6D9@S BFCD46>< QIB-;4CDBE4 BFEB98<A<F9 >459?P Ethernet BF <AF9DH9=E4 

F0/5 A4 >B@@GF4FBD9 S1 <?< 6O>?RK<F9 <AF9DH9=E F0/5. 

+FB CDB<;BL?B E FD4H<>B@ QIB-;4CDBEB6? 

,47 5: #DB69DPF9 A4EFDB=>< VRRP A4 @4DLDGF<;4FBD4I R1 < R3. 

a. �OCB?A<F9 >B@4A8G show vrrp brief A4 @4DLDGF<;4FBD4I R1 < R3. 

�4>B= @4DLDGF<;4FBD S6?S9FES 4>F<6AO@? __________________  

#B6FBDAB CB8>?RK<F9 >459?P, EB98<ASRM<= >B@@GF4FBD < @4DLDGF<;4FBD, <?< 

6>?RK<F9 <AF9DH9=E F0/5. �4>B= @4DLDGF<;4FBD F9C9DP S6?S9FES 4>F<6AO@? #BSEA<F9 

BF69F. 

,47 6: �;@9A9A<9 CD<BD<F9FB6 VRRP. 

 �;@9A<F9 CD<BD<F9F VRRP A4 200 A4 @4DLDGF<;4FBD9 R3. �4>B= @4DLDGF<;4FBD 

S6?S9FES 4>F<6AO@? ________________  

 �OCB?A<F9 >B@4A8G, KFB5O E89?4FP 4>F<6AO@ @4DLDGF<;4FBD R3 59; <;@9A9A<S 

CD<BD<F9F4. �4>GR >B@4A8G 6O <ECB?P;B64?<? 

c. �ECB?P;G=F9 >B@4A8G show, KFB5O G598<FPES, KFB R3 S6?S9FES 4>F<6AO@ 

@4DLDGF<;4FBDB@. 

+4EFP 1: !4EFDB=>4 CDBFB>B?4 LACP 

#DBFB>B? LACP S6?S9FES BF>DOFO@ CDBFB>B?B@ 47D97<DB64A<S >4A4?B6, 

D4;D45BF4AAO@ A4 54;9 EF4A84DF4 IEEE. � K4EF< 3 A9B5IB8<@B 6OCB?A<FP A4EFDB=>G 

>4A4?4 @9:8G S1 < S3 E CB@BMPR CDBFB>B?4 LACP. �DB@9 FB7B, BF89?PAO9 >4A4?O 



 

A9B5IB8<@B A4EFDB<FP 6 >4K9EF69 FD4A>B6OI, CD9:89 K9@ BA< 5G8GF B5N98<A9AO 6 

>4A4?O EtherChannel. 

,47 1: !4EFDB=F9 LACP @9:8G S1 < S3. 

 

,47 2: '598<F9EP, KFB CBDFO B5N98<A9AO. 

�4>B= CDBFB>B? <ECB?P;G9F Po2 8?S 47D97<DB64A<S >4A4?B6? �4><9 CBDFO 

47D97<DGRFES 8?S B5D4;B64A<S Po2? �4C<L<F9 >B@4A8G, <ECB?P;G9@GR 8?S CDB69D><. 

,47 3: #DB69DPF9 A4?<K<9 E>6B;AB7B EB98<A9A<S. 

'598<F9EP 6 FB@, KFB 6E9 GEFDB=EF64 @B7GF C9D98464FP 8DG7 8DG7G QIB-;4CDBEO 6 

CD989?4I B8AB= E9F< VLAN. �E?< A9F, GEFD4A<F9 A9CB?48><, KFB5O GEF4AB6<FP E6S;P 

@9:8G >BA9KAO@< GEFDB=EF64@<. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F CBFD95B64FPES 
BF>?RK9A<9 @9:E9F96B7B Q>D4A4. 

,47 4: #DB69DPF9 >BAH<7GD4J<< A4 CBDF4I. 

� A4EFBSM99 6D9@S <AF9DH9=EO F0/3, F0/4 < Pol (Port-channel1) A4 >B@@GF4FBD4I 

S1 < S3 A4IB8SFES 6 D9:<@9 8BEFGC9, 4 D9:<@ GCD46?9A<S GEF4AB6?9A A4 

8<A4@<K9E><= 46FB@4F<K9E><= D9:<@ (dynamic auto). #DB69DPF9 >BAH<7GD4J<R E 

CB@BMPR EBBF69FEF6GRM<I >B@4A8 show run interface 889=B8D8:4B>@-8=B9@D99A4 < 



 

show interfaces 889=B8D8:4B>@-8=B9@D99A4 switchport. �?S <AF9DH9=E4 F0/3 A4 S1 

BFB5D4:4RFES E?98GRM<9 6OIB8AO9 84AAO9 >BAH<7GD4J<<: 

 

 



 

 

�BCDBEO 8?S CB6FBD9A<S 

�?S K97B 6 ?B>4?PAB= E9F< @B:9F CBFD95B64FPES <;5OFBKABEFP?

,47 5: '598<F9EP, KFB CBDFO B5N98<A9AO. 

 

+FB B;A4K4RF H?47< «SU» < «P» 6 E6B8AOI 84AAOI CB Ethernet? 



 

+FB @B:9F CD9CSFEF6B64FP B5D4;B64A<R >4A4?B6 EtherChannel? 

%6B8A4S F45?<J4 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 

 

%6B8A4S F45?<J4 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD
4 

�AF9DH9=E 
Ethernet 7 1 

�AF9DH9=E 
Ethernet 7 2 

#BE?98B64F9?PAO
= <AF9DH9=E 7 1 

#BE?98B64F9?PAO
= <AF9DH9=E 7 2 

1800 Fast Ethernet 
0/0 (F0/0) 

Fast Ethernet 
0/1 (F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit 
Ethernet 0/0 

(G0/0) 

Gigabit 
Ethernet 0/1 

(G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 
0/0 (F0/0) 

Fast Ethernet 
0/1 (F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 
0/0 (F0/0) 

Fast Ethernet 
0/1 (F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit 
Ethernet 0/0 

(G0/0) 

Gigabit 
Ethernet 0/1 

(G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O BCD989?<FP >BAH<7GD4J<R @4DLDGF<;4FBD4, @B:AB CBE@BFD9FP A4 
<AF9DH9=EO < GEF4AB6<FP F<C @4DLDGF<;4FBD4 < >B?<K9EF6B 97B <AF9DH9=EB6. #9D9K<E?<FP 6E9 
>B@5<A4J<< >BAH<7GD4J<= 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A96B;@B:AB. 1F4 F45?<J4 
EB89D:<F <89AF<H<>4FBDO 8?S 6B;@B:AOI >B@5<A4J<= <AF9DH9=EB6 Ethernet < 
CBE?98B64F9?PAOI <AF9DH9=EB6 A4 GEFDB=EF69. �DG7<9 F<CO <AF9DH9=EB6 6 F45?<J9 A9 
CD98EF46?9AO, IBFS BA< @B7GF CD<EGFEF6B64FP 6 84AAB@ >BA>D9FAB@ @4DLDGF<;4FBD9. � >4K9EF69 
CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB BH<J<4?PAB9 
EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S B5B;A4K9A<S <AF9DH9=E4. 



 

#D4>F<K9>4S D45BF4 6 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 EtherChannel 

 

&BCB?B7<S 

 

&45?<J4 48D9E4J<< 

 

!4;A4K9A<S E9F< VLAN 

 

VLAN 10 VLAN 10 

#B?P;B64F9?P #B?P;B64F9?P 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 

S1 VLAN 99 192.168.1.11 255.255.255.0 

S2 VLAN 99 192.168.1.12 255.255.255.0 

S3 VLAN 99 192.168.1.13 255.255.255.0 

PC-A NIC 192.168.0.2 255.255.255.0 

PC-C NIC 192.168.0.3 255.255.255.0 

VLAN �@S 

10 #B?P;B64F9?P 

99 Management 

($G>B6B8EF6B) 



 

�484K< 

+4EFP 1. #BEFDB9A<9 E9F< < ;47DG;>4 >BAH<7GD4J<= GEFDB=EF6 +4EFP 2. 

"F?48>4 EtherChannel 

�EIB8AO9 84AAO9/EJ9A4D<= 

 4DLDGF<;4FBDO 6 E9F< 64L9= >B@C4A<< 5O?< A4EFDB9AO A9BCOFAO@ 

E9F96O@ 48@<A<EFD4FBDB@. � D9;G?PF4F9 BL<5B> 6 >BAH<7GD4J<< 6B;A<>?< 

CDB5?9@O EB E>BDBEFPR < CB8>?RK9A<9@. !4K4?PA<> CBCDBE<? 64E A4=F< < 

GEFD4A<FP A9CB?48>< 6 A4EFDB=>9 < ;48B>G@9AF<DB64FP D45BFG. !4=8<F9 < 

<ECD46PF9 BL<5><, <ECB?P;GS E6B< ;A4A<S EtherChannel < EF4A84DFAO9 

@9FB8O F9EF<DB64A<S. '598<F9EP 6 FB@, KFB 6E9 >4A4?O EtherChannel 

<ECB?P;GRF CDBFB>B? 47D97<DB64A<S CBDFB6 (PAgP) < 6E9 G;?O 8BEFGCAO. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO Cisco 

Catalyst 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). 

�BCGE>49FES <ECB?P;B64A<9 8DG7<I @B89?9= >B@@GF4FBDB6 < 8DG7<I 69DE<= 

"% Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 

8BEFGCAO9 >B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF CD<698TAAOI 6 

BC<E4A<< ?45BD4FBDAOI D45BF. 

#D<@9K4A<9. '598<F9EP, KFB CD9:A<9 A4EFDB=>< >B@@GF4FBDB6 5O?< 

G84?9AO, < BA< A9 EB89D:4F >BAH<7GD4J<< ;47DG;><. �E?< 6O A9 G69D9AO 6 

QFB@, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

" 3 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 

15.0(2), (B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P); 

" 2 #� (Windows 7, Vista < XP E CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, 

A4CD<@9D Tera Term) 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

CBDFO >BAEB?<; 

" >459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 



 

+4EFP 1: #BEFDB9A<9 E9F< < ;47DG;>4 >BAH<7GD4J<= GEFDB=EF6 

� K4EF< 1 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < 54;B6O9 

C4D4@9FDO 8?S #�, 4 F4>:9 ;47DG;<FP >BAH<7GD4J<< A4 >B@@GF4FBDO. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. ,47 2: 

!4EFDB=F9 G;?O #�. 

,47 3: '84?<F9 ;47DG;BKAGR >BAH<7GD4J<R < A4EFDB=>< VLAN, 4 

;4F9@ C9D9;47DG;<F9 >B@@GF4FBDO. 

,47 4: �47DG;<F9 >BAH<7GD4J<< >B@@GF4FBDB6. 

�47DG;<F9 E?98GRM<9 >BAH<7GD4J<< 6 EBBF69FEF6GRM<= >B@@GF4FBD. 

�E9 >B@@GF4FBDO <ECB?P;GRF B8<A4>B6O9 C4DB?<. #4DB?P 

CD<6<?97<DB64AAB7B D9:<@4 4 class. #4DB?P 8?S >BAEB?< < 8BEFGC4 vty 4 cisco. 

#BE>B?P>G 6E9 >B@@GF4FBDO S6?SRFES GEFDB=EF64@< Cisco, E9F96B= 

48@<A<EFD4FBD D9L<? <ECB?P;B64FP CDBFB>B? PAgP Cisco 8?S 6E9I 

47D97<DB64AAOI >4A4?B6, A4EFDB9AAOI E <ECB?P;B64A<9@ EtherChannel. 

�B@@GF4FBD S2 S6?S9FES >BDA96O@ @BEFB@ 8?S 6E9I E9F9= VLAN 6 

FBCB?B7<<. 

�BAH<7GD4J<S >B@@GF4FBD4 S1: 

 



 



 



 

 

,47 5: %BID4A<F9 >BAH<7GD4J<R. 

+4EFP 2: "F?48>4 EtherChannel 

� K4EF< 2 A9B5IB8<@B CDB69D<FP >BAH<7GD4J<< A4 6E9I 

>B@@GF4FBD4I, <ECD46<FP CD< A9B5IB8<@BEF< < CDB69D<FP <I 

D45BFBECBEB5ABEFP. 



 

,47 1: �OCB?A<F9 CB<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 

@4DLDGF<;4FBD4 S1. 

a. �ECB?P;G=F9 >B@4A8G show interfaces trunk, KFB5O G598<FPES 6 FB@, 

KFB 47D97<DB64AAO9 >4A4?O D45BF4RF, >4> FD4A>B6O9 CBDFO. 

"FB5D4:4RFES ?< 47D97<DB64AAO9 >4A4?O 1 < 2, >4> FD4A>B6O9 

CBDFO? 

b. �ECB?P;G=F9 >B@4A8G show etherchannel summary, KFB5O G598<FPES 6 

FB@, KFB <AF9DH9=EO 6IB8SF 6 EBEF46 EBBF69FEF6GRM97B 47D97<DB64AAB7B 

>4A4?4, CD<@9A9A CD46<?PAO= CDBFB>B? < <AF9DH9=EO ;489=EF6B64AO. 

�EFP ?< 6 6OIB8AOI 84AAOI E6989A<S B A9CB?48>4I 6 D45BF9 

EtherChannel? � E?GK49 B5A4DG:9A<S A9CB?48B> ;4C<L<F9 <I 6 

BF698TAAB@ A<:9 @9EF9. 

c. �ECB?P;G=F9 >B@4A8G show run | begin interface Port-channel 8?S 

CDBE@BFD4 F9>GM9= >BAH<7GD4J<<, A4K<A4S E C9D6B7B <AF9DH9=E4 

47D97<DB64AAB7B >4A4?4. 



 

d. 'EFD4A<F9 6E9 BL<5><, A4=89AAO9 6 6OIB8AOI 84AAOI <; 

CD98O8GM<I >B@4A8 show. �4C<L<F9 >B@4A8O, <ECB?P;G9@O9 8?S 

<ECD46?9A<S >BAH<7GD4J<=. 

e. �ECB?P;G=F9 >B@4A8G show interfaces trunk 8?S CDB69D>< A4EFDB9> 

FD4A>B6B= E6S;<. 

f. �ECB?P;G=F9 >B@4A8G show etherchannel summary, KFB5O G598<FPES 6 FB@, 

KFB 47D97<DB64AAO9 >4A4?O D45BF4RF < ;489=EF6B64AO. 

,47 2: �OCB?A<F9 CB<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 

@4DLDGF<;4FBD4 S2. 

a. �OCB?A<F9 >B@4A8G 8?S FB7B, KFB5O G598<FPES, KFB 

47D97<DB64AAO9 >4A4?O D45BF4RF 6 >4K9EF69 FD4A>B6OI CBDFB6. !<:9 

;4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 

�EFP ?< 6 6OIB8AOI 84AAOI E6989A<S B A9CB?48>4I 6 

>BAH<7GD4J<SI? � E?GK49 B5A4DG:9A<S A9CB?48B> ;4C<L<F9 <I 6 

BF698TAAB@ A<:9 @9EF9. 



 

b. �OCB?A<F9 >B@4A8G, KFB5O G598<FPES 6 FB@, KFB <AF9DH9=EO 

A4EFDB9AO 6 CD46<?PAB@ 47D97<DB64AAB@ >4A4?9 < A4EFDB9A 

EBBF69FEF6GRM<= CDBFB>B?. 

�EFP ?< 6 6OIB8AOI 84AAOI E6989A<S B A9CB?48>4I 6 D45BF9 

EtherChannel? � E?GK49 B5A4DG:9A<S A9CB?48B> ;4C<L<F9 <I 6 

BF698TAAB@ A<:9 @9EF9. 

c. �ECB?P;G=F9 >B@4A8G show run | begin interface Port-channel 8?S 

CDBE@BFD4 F9>GM9= >BAH<7GD4J<<, A4K<A4S E C9D6B7B <AF9DH9=E4 >4A4?4 

CBDF4. 

d. 'EFD4A<F9 6E9 BL<5><, A4=89AAO9 6 6OIB8AOI 84AAOI <; 

CD98O8GM<I >B@4A8 show. �4C<L<F9 >B@4A8O, <ECB?P;B64AAO9 8?S 

6A9E9A<S <;@9A9A<= 6 >BAH<7GD4J<R. 

e. �OCB?A<F9 >B@4A8G 8?S CDB69D>< C4D4@9FDB6 FD4A>B6B= 

E6S;<. 

f. �OCB?A<F9 >B@4A8G 8?S CDB69D>< CD46<?PAB7B 

HGA>J<BA<DB64A<S 47D97<DB64AAOI >4A4?B6. #B@A<F9, KFB CDB5?9@O E 

47D97<DB64AAO@ >4A4?B@ @B7GF 6B;A<>AGFP A4 ?R5B@ >BAJ9 >4A4?4. 



 

,47 3: �OCB?A<F9 CB<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 

@4DLDGF<;4FBD4 S3. 

a. �OCB?A<F9 >B@4A8G 8?S FB7B, KFB5O G598<FPES, KFB 

47D97<DB64AAO9 >4A4?O D45BF4RF 6 >4K9EF69 FD4A>B6OI CBDFB6. 

�EFP ?< 6 6OIB8AOI 84AAOI E6989A<S B A9CB?48>4I 6 

>BAH<7GD4J<SI? � E?GK49 B5A4DG:9A<S A9CB?48B> ;4C<L<F9 <I 6 

BF698TAAB@ A<:9 @9EF9. 

b. �OCB?A<F9 >B@4A8G, KFB5O G598<FPES 6 FB@, KFB <AF9DH9=EO 

A4EFDB9AO 6 CD46<?PAB@ 47D97<DB64AAB@ >4A4?9 < CD<@9A9A 

EBBF69FEF6GRM<= CDBFB>B?. 

�EFP ?< 6 6OIB8AOI 84AAOI E6989A<S B A9CB?48>4I 6 D45BF9 

EtherChannel? � E?GK49 B5A4DG:9A<S A9CB?48B> ;4C<L<F9 <I 6 

BF698TAAB@ A<:9 @9EF9. 

c. �ECB?P;G=F9 >B@4A8G show run | begin interface Port-channel 8?S 

CDBE@BFD4 F9>GM9= >BAH<7GD4J<<, A4K<A4S E C9D6B7B <AF9DH9=E4 

47D97<DB64AAB7B >4A4?4. 



 

d. 'EFD4A<F9 6E9 B5A4DG:9AAO9 A9CB?48><. �4C<L<F9 >B@4A8O, 

<ECB?P;B64AAO9 8?S 6A9E9A<S <;@9A9A<= 6 >BAH<7GD4J<R. 

e. �OCB?A<F9 >B@4A8G 8?S CDB69D>< C4D4@9FDB6 FD4A>B6B= E6S;<. 

!<:9 ;4C<L<F9 >B@4A8G, >BFBDGR 6O <ECB?P;B64?<. 

f. �OCB?A<F9 >B@4A8G 8?S CDB69D>< CD46<?PAB7B HGA>J<BA<DB64A<S 

47D97<DB64AAOI >4A4?B6. !<:9 ;4C<L<F9 >B@4A8G, >BFBDGR 6O 

<ECB?P;B64?<. 

,47 4: #DB69D>4 EtherChannel < CB8>?RK9A<S 

a. �ECB?P;G=F9 >B@4A8G show interfaces etherchannel 8?S CDB69D>< 

D45BFBECBEB5ABEF< 47D97<DB64AAOI >4A4?B6. 

b. #DB69DPF9 CB8>?RK9A<9 E9F< VLAN Management. 

'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF >B@@GF4FBD4 S1 A4 

>B@@GF4FBD S2? 'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF >B@@GF4FBD4 S1 

A4 >B@@GF4FBD S3? 'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF >B@@GF4FBD4 

S2 A4 >B@@GF4FBD S3? 

c. #DB69D>4 CB8>?RK9A<S >B@CPRF9DB6 

'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 PC-A A4 G;9? PC-C? 



 

�E?< >4A4?O EtherChannel A9 CB?ABEFPR D45BFBECBEB5AO, 

BFEGFEF6G9F EB98<A9A<9 @9:8G >B@@GF4FBD4@< <?< @9:8G G;?4@<. 

�OCB?A<F9 B>BAK4F9?PAGR BF?48>G. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G 

>B@CPRF9D4@< @B:9F CBFD95B64FPES BF>?RK9A<9 @9:E9F96B7B Q>D4A4. 



 

#D4>F<K9E>4S D45BF4 7 
 

!4EFDB=>4 VRRP < EtherChannel 

&BCB?B7<S 

 



 

&45?<J4 48D9E4J<< 

 

�484K< 

+4EFP 1. #BEFDB9A<9 E9F< < CDB69D>4 EB98<A9A<S 

+4EFP 2. !4EFDB=>4 B59EC9K9A<S <;5OFBKABEF< A4 C9D6B@ IBC9 E CB@BMPR 

VRRP 

"5M<9 E6989A<S/EJ9A4D<= 

%6S;GRM99 89D96B B59EC9K<649F D9;9D6<DB64A<9 >B@@GF4FBD4@< 6 ?B>4?PAB= 

E9F<, A9 8BCGE>4S 6B;A<>AB69A<S C9F9?P. !B BAB A9 CB;6B?S9F BD74A<;B64FP 6 E9F< 

D9;9D6<DB64A<9 L?R;B6 CB G@B?K4A<R 8?S GEFDB=EF6 >BA9KAOI CB?P;B64F9?9= A4 

E?GK4= E5BS B8AB7B <; @4DLDGF<;4FBDB6. #DBFB>B?O B59EC9K9A<S <;5OFBKABEF< A4 

C9D6B@ IBC9 (First Hop Redundancy Protocols, FHRP) CD98BEF46?SRF <;5OFBKAO9 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< ,?R; CB G@B?K4A<R 

R1 G0/1 192.168.1.1 255.255.255.0 

4 

S0/0/0 (DCE) 10.1.1.1 255.255.255.25
2 

4 

R2 S0/0/0 10.1.1.2 255.255.255.25
2 

4 
S0/0/1 (DCE) 10.2.2.2 255.255.255.25

2 
4 

Lo1 209.165.200.22
5 

255.255.255.22
4 

4 

R3 G0/1 192.168.1.3 255.255.255.0 4 

S0/0/1 10.2.2.1 255.255.255.25
2 

4 

S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1 

S3 VLAN 1 192.168.1.13 255.255.255.0 192.168.1.3 

PC-A NIC 192.168.1.31 255.255.255.0 192.168.1.1 

PC-C NIC 192.168.1.33 255.255.255.0 192.168.1.3 



 

L?R;O CB G@B?K4A<R 8?S >BA9KAOI GEFDB=EF6. #D< QFB@ >BAH<7GD4J<S >BA9KAB7B 

CB?P;B64F9?S A9 FD95G9FES. � QFB= ?45BD4FBDAB= D45BF9 CD98EFB<F A4EFDB<FP 

CDBFB>B? VRRP, S6?SRM<=ES CDBFB>B?B@ FHRP. 

�7D97<DB64A<9 >4A4?B6 CB;6B?S9F EB;8464FP ?B7<K9E><9 >4A4?O, EBEFBSM<9 <; 

86GI <?< 5B?99 H<;<K9E><I >4A4?B6. &4><@ B5D4;B@ G69?<K<649FES CDBCGE>A4S 

ECBEB5ABEFP, 4 F4>:9 <ECB?P;G9FES FB?P>B B8<A H<;<K9E><= >4A4?. �7D97<DB64A<9 

>4A4?B6 F4>:9 B59EC9K<649F <;5OFBKABEFP 6 E?GK49 E5BS B8AB7B <; >4A4?B6. 

� QFB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F A4EFDB<FP EtherChannel 4 F<C 

47D97<DB64A<S >4A4?B6, >BFBDO= <ECB?P;G9FES 6 >B@@GF<DG9@OI E9FSI. �O 

A4EFDB<F9 EtherChannel E CB@BMPR CDBFB>B?4 47D97<DB64A<S CBDFB6 (PAgP) < 

CDBFB>B?4 GCD46?9A<S 47D97<DB64A<9@ >4A4?B6 (LACP). 

#D<@9K4A<9. PAgP S6?S9FES CDBCD<9F4DAO@ CDBFB>B?B@ Cisco, >BFBDO= 

@B:AB <ECB?P;B64FP FB?P>B A4 >B@@GF4FBD4I Cisco < >B@@GF4FBD4I 

?<J9A;<DB64AAOI CBEF46M<>B6, CB889D:<64RM<I PAgP. #DBFB>B? LACP S6?S9FES 

CDBFB>B?B@ 47D97<DB64A<S >4A4?B6, >BFBDO= BCD989?9A EF4A84DFB@ IEEE 802.3ad < 

A9 E6S;4A E >BA>D9FAO@ CBEF46M<>B@. 

#DBFB>B? LACP CB;6B?S9F >B@@GF4FBD4@ Cisco BEGM9EF6?SFP GCD46?9A<9 

>4A4?4@< Ethernet @9:8G >B@@GF4FBD4@< 6 EBBF69FEF6<< E CDBFB>B?B@ 802.3ad. � 

EB;84A<< >4A4?4 @B7GF GK4EF6B64FP 8B 16 CBDFB6. �BE9@P <; CBDFB6 A4IB8SFES 6 

4>F<6AB@ D9:<@9 (active), 4 BEF4?PAO9 6BE9@P 4 6 D9:<@9 B:<84A<S (standby). � 

E?GK49 E5BS ?R5B7B <; 4>F<6AOI CBDFB6 ;489=EF6G9FES CBDF, CD95O64RM<= 

6 D9:<@9 B:<84A<S. $9:<@ B:<84A<S (standby mode) 8BEFGC9A FB?P>B 8?S 

CDBFB>B?4 LACP, AB A9 8?S CDBFB>B?4 PAgP. 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 

@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E9F96O@< E9D6<E4@< (ISR) Cisco 1941 E 

BC9D4J<BAAB= E<EF9@B= Cisco IOS 69DE<< 15.2(4)M3 (B5D4; universalk9). &4>:9 

<ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst 2960 E BC9D4J<BAAB= E<EF9@B= Cisco IOS 



 

69DE<< 15.0(2) (B5D4; lanbasek9).  B:AB <ECB?P;B64FP 8DG7<9 @4DLDGF<;4FBDO, 

>B@@GF4FBDO < 69DE<< Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< 

Cisco IOS 8BEFGCAO9 >B@4A8O < D9;G?PF4FO <I 6OCB?A9A<S @B7GF BF?<K4FPES BF F9I, 

>BFBDO9 CB>4;4AO 6 ?45BD4FBDAOI D45BF4I. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 

E@. 6 E6B8AB= F45?<J9 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= 

D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB G @4DLDGF<;4FBDB6 < >B@@GF4FBDB6 5O?< 
G84?9AO A4K4?PAO9 >BAH<7GD4J<<. �E?< 6O A9 G69D9AO, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 E BC9D4J<BAAB= E<EF9@B= Cisco IOS 

69DE<< 15.2(4)M3 (GA<69DE4?PAO= B5D4;) <?< 4A4?B7<KA4S @B89?P) 

" 2 >B@@GF4FBD4 (Cisco 2960 E BC9D4J<BAAB= E<EF9@B= Cisco IOS 15.0(2) 

(B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P) 

" 2 >B@CPRF9D4 (Windows 8, 7 <?< Vista E CDB7D4@@B= Q@G?SJ<< 

F9D@<A4?4, A4CD<@9D Tera Term) 

" �BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO 

" �459?< Ethernet < CBE?98B64F9?PAO9 >459?< EB7?4EAB FBCB?B7<< 

+4EFP 1: #BEFDB9A<9 E9F< < CDB69D>4 E6S;< 

� C9D6B= K4EF< 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < 6OCB?A<FP 54;B6GR 

A4EFDB=>G, A4CD<@9D IP-48D9E4 <AF9DH9=EB6, EF4F<K9E>GR @4DLDGF<;4J<R, 8BEFGC > 

GEFDB=EF64@ < C4DB?<. 

,47 1: %B;84=F9 E9FP EB7?4EAB FBCB?B7<<. 

#B8>?RK<F9 GEFDB=EF64, >4> CB>4;4AB 6 FBCB?B7<<, < CB8EB98<A<F9 

A9B5IB8<@O9 >459?<. 



 

,47 2: !4EFDB=F9 G;?O #�. 

,47 3: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBD4 < 

>B@@GF4FBDB6. 

,47 4: #DB<;698<F9 54;B6GR A4EFDB=>G @4DLDGF<;4FBDB6. 

a. "F>?RK<F9 CB<E> DNS. 

b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4EFDB=F9 IP-48D9E4 8?S @4DLDGF<;4FBDB6, G>4;4AAOI 6 F45?<J9 

48D9E4J<<. 

d. 'EF4AB6<F9 F4>FB6GR K4EFBFG A4 128000 8?S 6E9I CBE?98B64F9?PAOI 

<AF9DH9=EB6 @4DLDGF<;4FBD4 DCE. 

e. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < VTY < 6>?RK<F9 ;4CDBE 

C4DB?S CD< CB8>?RK9A<<. 

g. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 @B7?< 

CD9DO64FP 66B8 >B@4A8. 

h. %>BC<DG=F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= >BAH<7GD4J<<. 

,47 5: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B >B@@GF4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G. 

d. !4EFDB=F9 IP-48D9E4 8?S >B@@GF4FBDB6, G>4;4AAOI 6 F45?<J9 48D9E4J<<. 

e. !4 >4:8B@ >B@@GF4FBD9 A4EFDB=F9 L?R; CB G@B?K4A<R. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < VTY < 6>?RK<F9 ;4CDBE 

C4DB?S CD< CB8>?RK9A<<. 



 

g. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 @B7?< 

CD9DO64FP 66B8 >B@4A8. 

h. %>BC<DG=F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= >BAH<7GD4J<<. 

,47 6: #DB69DPF9 CB8>?RK9A<9 @9:8G PC-A < PC-C. 

"FCD46PF9 ping-;4CDBE E >B@CPRF9D4 PC-A A4 >B@CPRF9D PC-C. '84?BEP ?< 

CB?GK<FP BF69F? ________________________________________________________  

�E?< >B@4A8O ping ;469DL<?<EP A9G84KAB < E6S;P GEF4AB6<FP A9 G84?BEP, 

<ECD46PF9 BL<5>< 6 BEAB6AOI A4EFDB=>4I GEFDB=EF64. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F CBFD95B64FPES 
BF>?RK9A<9 5D4A8@4GQD4. 

,47 7: !4EFDB=F9 @4DLDGF<;4J<R. 

a. !4EFDB=F9 RIP 69DE<< 2 A4 6E9I @4DLDGF<;4FBD4I. �B546PF9 6 CDBJ9EE 

RIP 6E9 E9F<, >DB@9 209.165.200.224/27. 

b. !4EFDB=F9 @4DLDGF CB G@B?K4A<R A4 @4DLDGF<;4FBD9 R2 E 

<ECB?P;B64A<9@ Lo1 6 >4K9EF69 <AF9DH9=E4 6OIB84 6 E9FP 209.165.200.224/27. 

c. !4 @4DLDGF<;4FBD9 R2 <ECB?P;G=F9 E?98GRM<9 >B@4A8O 8?S 

C9D9D4ECD989?9A<S @4DLDGF4 CB G@B?K4A<R 6 CDBJ9EE RIP. 

R2(config)# router rip 

R2(config-router)# default-information originate 

,47 8: #DB69DPF9 CB8>?RK9A<9. 

a. !9B5IB8<@B CB?GK<FP BF69F A4 ping-;4CDBEO E >B@CPRF9D4 PC-A BF 

>4:8B7B <AF9DH9=E4 A4 @4DLDGF<;4FBD4I R1, R2 < R3, 4 F4>:9 BF >B@CPRF9D4 PC-C. 

'84?BEP ?< CB?GK<FP 6E9 BF69FO? 

�E?< >B@4A8O ping ;469DL<?<EP A9G84KAB < E6S;P GEF4AB6<FP A9 G84?BEP, 

<ECD46PF9 BL<5>< 6 BEAB6AOI A4EFDB=>4I GEFDB=EF64. 



 

b. !9B5IB8<@B CB?GK<FP BF69F A4 ping-;4CDBEO E >B@CPRF9D4 PC-C BF 

>4:8B7B <AF9DH9=E4 A4 @4DLDGF<;4FBD4I R1, R2 < R3, 4 F4>:9 BF >B@CPRF9D4 PC-A. 

'84?BEP ?< CB?GK<FP 6E9 BF69FO? 

�E?< >B@4A8O ping ;469DL<?<EP A9G84KAB < E6S;P GEF4AB6<FP A9 G84?BEP, 

<ECD46PF9 BL<5>< 6 BEAB6AOI A4EFDB=>4I GEFDB=EF64. 

+4EFP 2: !4EFDB=>4 B59EC9K9A<S <;5OFBKABEF< A4 C9D6B@ IBC9 E 

CB@BMPR VRRP 

�4:9 9E?< FBCB?B7<S ECDB9>F<DB64A4 E GK9FB@ <;5OFBKABEF< (864 

@4DLDGF<;4FBD4 < 864 >B@@GF4FBD4 6 B8AB= E9F< LAN), B54 >B@CPRF9D4, PC-A < PC-

C, A9B5IB8<@B A4EFD4<64FP E B8A<@ 48D9EB@ L?R;4. 

PC-A <ECB?P;G9F R1, 4 PC-C 4 R3. � E?GK49 E5BS A4 B8AB@ <; QF<I 

@4DLDGF<;4FBDB6 <?< <AF9DH9=EB6 @4DLDGF<;4FBDB6 >B@CPRF9D @B:9F CBF9DSFP 

CB8>?RK9A<9 > E9F< �AF9DA9F. 

� K4EF< 2 64@ CD98EFB<F <;GK<FP CB6989A<9 E9F< 8B < CBE?9 A4EFDB=>< 

CDBFB>B?4 VRRP. �?S QFB7B 64@ CBA48B5<FES BCD989?<FP CGFP, CB >BFBDB@G 

CDBIB8SF C4>9FO, KFB5O 8BEF<KP 1BBD04E>-48D9E A4 R2. 

,47 1: "CD989?<F9 CGFP <AF9DA9F-FD4H<>4 8?S PC-A < PC-C. 

a. � >B@4A8AB= EFDB>9 A4 PC-A 6698<F9 >B@4A8G tracert 8?S loopback-

48D9E4 209.165.200.225 A4 @4DLDGF<;4FBD9 R2. 

 

�4>B= CGFP CDBL?< C4>9FO BF PC-A 8B 209.165.200.225? _______________  

b. � >B@4A8AB= EFDB>9 A4 PC-% 6698<F9 >B@4A8G tracert 8?S loopback-

48D9E4 209.165.200.225 A4 @4DLDGF<;4FBD9 R2. 



 

�4>B= CGFP CDBL?< C4>9FO BF PC-C 8B 209.165.200.225? _______________  

,47 2: �4CGEF<F9 E94AE QIB-F9EF<DB64A<S A4 PC-A < D4;BD6<F9 EB98<A9A<9 

@9:8G S1 < R1. 

a. � >B@4A8AB= EFDB>9 A4 PC-A 6698<F9 >B@4A8G ping -t 8?S 48D9E4 

209.165.200.225 A4 @4DLDGF<;4FBD9 R2. '598<F9EP, KFB B>AB >B@4A8AB= EFDB>< 

BF>DOFB. 

#D<@9K4A<9. +FB5O CD9D64FP BFCD46>G QIB-;4CDBEB6, A4:@<F9 >B@5<A4J<R 
>?46<L Ctrl+C <?< ;4>DB=F9 B>AB >B@4A8AB= EFDB><. 

 

b. � CDBJ9EE9 QIB-F9EF<DB64A<S BFEB98<A<F9 >459?P Ethernet BF <AF9DH9=E4 

F0/5 A4 S1. "F>?RK9A<9 <AF9DH9=E4 F0/5 A4 S1 CD<6989F > FB@G :9 D9;G?PF4FG. 

+FB CDB<;BL?B E FD4H<>B@ QIB-;4CDBEB6? 

E. �4><@< 5O?< 5O D9;G?PF4F9 CD< CB6FBD9A<< L47B6 2a < 2b A4 >B@CPRF9D9 

PC-C < >B@@GF4FBD9 S3? 

d. #B6FBDAB CB8EB98<A<F9 >459?< Ethernet > <AF9DH9=EG F0/5 <?< 6>?RK<F9 

<AF9DH9=E F0/5 A4 S1 < S3, EBBF69FEF69AAB. #B6FBDAB BFCD46PF9 QIB-;4CDBEO A4 

209.165.200.225 E >B@CPRF9DB6 PC-A < PC-C, KFB5O G598<FPES 6 FB@, KFB 

CB8>?RK9A<9 6BEEF4AB6?9AB. 

,47 3: !4EFDB=F9 VRRP A4 R1 < R3. 

� QFB@ L479 64@ CD98EFB<F A4EFDB<FP VRRP < <;@9A<FP 48D9E L?R;4 CB 

G@B?K4A<R A4 >B@CPRF9D4I PC-A, PC-C, S1 < >B@@GF4FBD9 S2 A4 6<DFG4?PAO= IP-

48D9E 8?S VRRP. R1 A4;A4K49FES 4>F<6AO@ @4DLDGF<;4FBDB@ E CB@BMPR >B@4A8O 

CD<BD<F9F4 VRRP. 

a. !4EFDB=F9 CDBFB>B? VRRP A4 @4DLDGF<;4FBD9 R1. 



 

 

b. !4EFDB=F9 CDBFB>B? VRRP A4 @4DLDGF<;4FBD9 R3. 

 

c. #DB69DPF9 VRRP, 6OCB?A<6 >B@4A8G show vrrp A4 R1 < R3. 

 

�ECB?P;GS G>4;4AAO9 6OL9 6OIB8AO9 84AAO9, BF69FPF9 A4 E?98GRM<9 

6BCDBEO: �4>B= @4DLDGF<;4FBD S6?S9FES 4>F<6AO@? _____  

�4>B= MAC-48D9E <ECB?P;G9FES 8?S 6<DFG4?PAB7B IP-48D9E4? __________  

�4>B= IP-48D9E < CD<BD<F9F <ECB?P;GRFES 8?S D9;9D6AB7B @4DLDGF<;4FBD4? 

d. �ECB?P;G=F9 >B@4A8G show vrrp brief A4 R1 < R3, KFB5O CDBE@BFD9FP 

E6B8>G EBEFBSA<S VRRP. �OIB8AO9 84AAO9 CD<6989AO A<:9. 

 

e. �;@9A<F9 48D9E L?R;4 CB G@B?K4A<R 8?S PC-A, PC-C, S1 < S3. �4>B= 

48D9E E?98G9F <ECB?P;B64FP? 

f. #DB69DPF9 AB6O9 A4EFDB=><. "FCD46PF9 QIB-;4CDBE E PC-A < E PC-C A4 

loopback-48D9E @4DLDGF<;4FBD4 R2. 'EC9LAB ?< 6OCB?A9AO QIB-;4CDBEO?  

,47 4: �4CGEF<F9 E94AE QIB-F9EF<DB64A<S A4 PC-A < D4;BD6<F9 EB98<A9A<9 

E >B@@GF4FBDB@, CB8>?RK9AAO@ > 4>F<6AB@G @4DLDGF<;4FBDG VRRP (R1). 

a. � >B@4A8AB= EFDB>9 A4 PC-A 6698<F9 >B@4A8G ping -t 8?S 48D9E4 

209.165.200.225 A4 @4DLDGF<;4FBD9 R2. '598<F9EP, KFB B>AB >B@4A8AB= EFDB>< 

BF>DOFB. 

b. �B 6D9@S BFCD46>< QIB-;4CDBE4 BFEB98<A<F9 >459?P Ethernet BF 

<AF9DH9=E4 F0/5 A4 >B@@GF4FBD9 S1 <?< 6O>?RK<F9 <AF9DH9=E F0/5. 

+FB CDB<;BL?B E FD4H<>B@ QIB-;4CDBEB6? 



 

,47 5: #DB69DPF9 A4EFDB=>< VRRP A4 @4DLDGF<;4FBD4I R1 < R3. 

a. �OCB?A<F9 >B@4A8G show vrrp brief A4 @4DLDGF<;4FBD4I R1 < R3. 

�4>B= @4DLDGF<;4FBD S6?S9FES 4>F<6AO@? ___________________  

#B6FBDAB CB8>?RK<F9 >459?P, EB98<ASRM<= >B@@GF4FBD < @4DLDGF<;4FBD, 

<?< 6>?RK<F9 <AF9DH9=E F0/5. �4>B= @4DLDGF<;4FBD F9C9DP S6?S9FES 4>F<6AO@? 

#BSEA<F9 BF69F. 

,47 6: �;@9A9A<9 CD<BD<F9FB6 VRRP. 

 �;@9A<F9 CD<BD<F9F VRRP A4 200 A4 @4DLDGF<;4FBD9 R3. �4>B= 

@4DLDGF<;4FBD S6?S9FES 4>F<6AO@? __  

 �OCB?A<F9 >B@4A8G, KFB5O E89?4FP 4>F<6AO@ @4DLDGF<;4FBD R3 59; 

<;@9A9A<S CD<BD<F9F4. �4>GR >B@4A8G 6O <ECB?P;B64?<? 

c. �ECB?P;G=F9 >B@4A8G show, KFB5O G598<FPES, KFB R3 S6?S9FES 4>F<6AO@ 

@4DLDGF<;4FBDB@. 

+4EFP 1: !4EFDB=>4 CDBFB>B?4 LACP 

#DBFB>B? LACP S6?S9FES BF>DOFO@ CDBFB>B?B@ 47D97<DB64A<S >4A4?B6, 

D4;D45BF4AAO@ A4 54;9 EF4A84DF4 IEEE. � K4EF< 3 A9B5IB8<@B 6OCB?A<FP A4EFDB=>G 

>4A4?4 @9:8G S1 < S3 E CB@BMPR CDBFB>B?4 LACP. �DB@9 FB7B, BF89?PAO9 >4A4?O 

A9B5IB8<@B A4EFDB<FP 6 >4K9EF69 FD4A>B6OI, CD9:89 K9@ BA< 5G8GF B5N98<A9AO 6 

>4A4?O EtherChannel. 



 

,47 1: !4EFDB=F9 LACP @9:8G S1 < S3. 

 

,47 2: '598<F9EP, KFB CBDFO B5N98<A9AO. 

�4>B= CDBFB>B? <ECB?P;G9F Po2 8?S 47D97<DB64A<S >4A4?B6? �4><9 CBDFO 

47D97<DGRFES 8?S B5D4;B64A<S Po2? �4C<L<F9 >B@4A8G, <ECB?P;G9@GR 8?S CDB69D><. 

,47 3: #DB69DPF9 A4?<K<9 E>6B;AB7B EB98<A9A<S. 

'598<F9EP 6 FB@, KFB 6E9 GEFDB=EF64 @B7GF C9D98464FP 8DG7 8DG7G QIB-;4CDBEO 

6 CD989?4I B8AB= E9F< VLAN. �E?< A9F, GEFD4A<F9 A9CB?48><, KFB5O GEF4AB6<FP 

E6S;P @9:8G >BA9KAO@< GEFDB=EF64@<. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F CBFD95B64FPES 
BF>?RK9A<9 @9:E9F96B7B Q>D4A4. 

,47 4: #DB69DPF9 >BAH<7GD4J<< A4 CBDF4I. 

� A4EFBSM99 6D9@S <AF9DH9=EO F0/3, F0/4 < Pol (Port-channel1) A4 

>B@@GF4FBD4I S1 < S3 A4IB8SFES 6 D9:<@9 8BEFGC9, 4 D9:<@ GCD46?9A<S GEF4AB6?9A 

A4 8<A4@<K9E><= 46FB@4F<K9E><= D9:<@ (dynamic auto). #DB69DPF9 >BAH<7GD4J<R E 

CB@BMPR EBBF69FEF6GRM<I >B@4A8 show run interface 889=B8D8:4B>@-8=B9@D99A4 

< show interfaces 889=B8D8:4B>@-8=B9@D99A4 switchport. �?S <AF9DH9=E4 F0/3 A4 

S1 BFB5D4:4RFES E?98GRM<9 6OIB8AO9 84AAO9 >BAH<7GD4J<<: 



 

 

 



 

 

�BCDBEO 8?S CB6FBD9A<S 

�?S K97B 6 ?B>4?PAB= E9F< @B:9F CBFD95B64FPES <;5OFBKABEFP?

,47 5: '598<F9EP, KFB CBDFO B5N98<A9AO. 

 



 

+FB @B:9F CD9CSFEF6B64FP B5D4;B64A<R >4A4?B6 EtherChannel? 

%6B8A4S F45?<J4 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 

 

%6B8A4S F45?<J4 CB <AF9DH9=E4@ @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 7 1 

�AF9DH9=E 
Ethernet 7 2 

#BE?98B64F9?PAO= 
<AF9DH9=E 7 1 

#BE?98B64F9?PAO= 
<AF9DH9=E 7 2 

1800 Fast Ethernet 
0/0 (F0/0) 

Fast Ethernet 
0/1 (F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit 
Ethernet 0/0 

(G0/0) 

Gigabit 
Ethernet 0/1 

(G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 
0/0 (F0/0) 

Fast Ethernet 
0/1 (F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 
0/0 (F0/0) 

Fast Ethernet 
0/1 (F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit 
Ethernet 0/0 

(G0/0) 

Gigabit 
Ethernet 0/1 

(G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O BCD989?<FP >BAH<7GD4J<R @4DLDGF<;4FBD4, @B:AB 
CBE@BFD9FP A4 <AF9DH9=EO < GEF4AB6<FP F<C @4DLDGF<;4FBD4 < >B?<K9EF6B 97B 

<AF9DH9=EB6. #9D9K<E?<FP 6E9 >B@5<A4J<< >BAH<7GD4J<= 8?S >4:8B7B >?4EE4 

@4DLDGF<;4FBDB6 A96B;@B:AB. 1F4 F45?<J4 EB89D:<F <89AF<H<>4FBDO 8?S 

6B;@B:AOI >B@5<A4J<= <AF9DH9=EB6 Ethernet < CBE?98B64F9?PAOI <AF9DH9=EB6 A4 

GEFDB=EF69. �DG7<9 F<CO <AF9DH9=EB6 6 F45?<J9 A9 CD98EF46?9AO, IBFS BA< @B7GF 

CD<EGFEF6B64FP 6 84AAB@ >BA>D9FAB@ @4DLDGF<;4FBD9. � >4K9EF69 CD<@9D4 @B:AB 

CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB BH<J<4?PAB9 EB>D4M9A<9, 

>BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S B5B;A4K9A<S <AF9DH9=E4. 



 

#D4>F<K9E>4S  D45BF4  8 
!4EFDB=>4 54;B6B7B CDBFB>B?4 OSPFv2 8?S B8AB= B5?4EF< 

 

&BCB?B7<S 

 

&45?<J4 48D9E4J<< 

 

    ,?R; 

CB G@B?K4A<R 'EFD

B=EF6B 

�AF9DH9=E IP-48D9E  4E>4 CB8E9F< 

R1 G0/0 192.168.1.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 192.168.12.1 255.255.255.252 N/A 

 S0/0/1 192.168.13.1 255.255.255.252 N/A 

R2 G0/0 192.168.2.1 255.255.255.0 N/A 

 S0/0/0 192.168.12.2 255.255.255.252 N/A 

 S0/0/1 (DCE) 192.168.23.1 255.255.255.252 N/A 

R3 G0/0 192.168.3.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 192.168.13.2 255.255.255.252 N/A 

 S0/0/1 192.168.23.2 255.255.255.252 N/A 

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 

PC-B NIC 192.168.2.3 255.255.255.0 192.168.2.1 

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 



 

 

�484K< 

'4EFP 1. #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 
GEFDB=EF64 

'4EFP 2. !4EFDB=>4 < CDB69D>4 @4DLDGF<;4J<< OSPF 

'4EFP 3. �;@9A9A<9 ;A4K9A<S ID @4DLDGF<;4FBD4 
'4EFP 4. !4EFDB=>4 C4EE<6AOI <AF9DH9=EB6 OSPF 

'4EFP 5. �;@9A9A<9 @9FD<> OSPF 

�EIB8AO9 84AAO9/EJ9A4D<= 

�?7BD<F@ >D4FK4=L97B CGF< (OSPF) 4 CDBFB>B? @4DLDGF<;4J<< 8?S 

IP-E9F9= A4 54;9 EBEFBSA<S >4A4?4. �9DE<S OSPFv2 <ECB?P;G9FES 8?S E9F9= 

CDBFB>B?4 IPv4, 4 OSPFv3 - 8?S E9F9= IPv6. OSPF B5A4DG:<649F <;@9A9A<S 6 

FBCB?B7<<, A4CD<@9D E5B= >4A4?4, < 5OEFDB EIB8<FES 6 AB6B= 59EC9F?96B= 

EFDG>FGD9 @4DLDGF<;4J<<. OSPF D4EEK<FO649F >4:8O= @4DLDGF E CB@BMPR 

4?7BD<F@4 �9=>EFDO, F.9. 4?7BD<F@4 >D4FK4=L97B CGF<. 

� 84AAB= D45BF9 A9B5IB8<@B A4EFDB<FP FBCB?B7<R E9F< E 

@4DLDGF<;4J<9= OSPFv2, <;@9A<FP ;A4K9A<S ID @4DLDGF<;4FBD4, A4EFDB<FP 

C4EE<6AO9 <AF9DH9=EO, GEF4AB6<FP @9FD<>< OSPF < <ECB?P;B64FP A9E>B?P>B 

>B@4A8 <AF9DH9=E4 >B@4A8AB= EFDB>< 8?S 6O6B84 < CDB69D>< 84AAOI 

@4DLDGF<;4J<< OSPF. 

#D<@9K4A<9. � ?45BD4FBDAOI D45BF4I CCNA <ECB?P;GRFES 

@4DLDGF<;4FBDO E <AF97D<DB64AAO@< E?G:54@< E9D<< Cisco 1941 CB8 

GCD46?9A<9@ "% Cisco IOS 15.2(4) M3 (B5D4; universalk9). �B;@B:AB 

<ECB?P;B64A<9 8DG7<I @4DLDGF<;4FBDB6 < 69DE<= Cisco IOS. � ;46<E<@BEF< 

BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 

84AAO9 @B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< 

?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=E4 G>4;4AO 6 F45?<J9 

E6B8AB= <AHBD@4J<< B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 6 >BAJ9 

?45BD4FBDAB= D45BFO. 



 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< @4DLDGF<;4FBDB6 
< >B@@GF4FBDB6 G84?9AO, < BA< A9 <@9RF ;47DG;BKAB= >BAH<7GD4J<<. �E?< 

6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > CD9CB8464F9?R. 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 3 >B@CPRF9D4 (CB8 GCD46?9A<9@ Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

>BAEB?PAO9 CBDFO; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 

'4EFP 1: #BEFDB9A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF64 
� C9D6B= K4EF< 64@ CD98EFB<F EB;84FP FBCB?B7<R E9F< < A4EFDB<FP 

BEAB6AO9 C4D4@9FDO 8?S G;?B6 < @4DLDGF<;4FBDB6. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. ,47 2: 

�OCB?A<F9 ;4CGE> < C9D9;47DG;>G @4DLDGF<;4FBDB6. 

,47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B @4DLDGF<;4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. #D<E6B=F9 <@9A4 GEFDB=EF64@ 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4 

EXEC. 

d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 

e. !4EFDB=F9 54AA9D MOTD (EBB5M9A<9 8AS) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

f. !4EFDB=F9 logging synchronous 8?S >BAEB?PAB7B >4A4?4. 

g. !4;A4KPF9 IP-48D9E4 6E9@ <AF9DH9=E4@ 6 EBBF69FEF6<< E F45?<J9= 

48D9E4J<<. 

h. 'EF4AB6<F9 ;A4K9A<9 F4>FB6B= K4EFBFO A4 6E9I CBE?98B64F9?PAOI 

<AF9DH9=E4I DCE A4 128000. 



 

i. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR 

>BAH<7GD4J<R. 

,47 4: !4EFDB=F9 G;?O #�. 

,47 5: #DB69D>4 EB98<A9A<S. 

 4DLDGF<;4FBDO 8B?:AO <@9FP 6B;@B:ABEFP BFCD46?SFP GEC9LAO9 

QIB-;4CDBEO 8DG7 8DG7G, < 6E9 #� 8B?:AO <@9FP 6B;@B:ABEFP BFCD46?SFP 

GEC9LAO9 QIB-;4CDBEO A4 E6B< L?R;O CB G@B?K4A<R. �B@CPRF9DO A9 @B7GF 

BFCD46?SFP GEC9LAO9 QIB-;4CDBEO A4 8DG7<9 #�, CB>4 A9 A4EFDB9A4 

@4DLDGF<;4J<S OSPF. #D< A9G84KAB@ 6OCB?A9A<< QIB-;4CDBEB6 6OCB?A<F9 

CB<E> < GEFD4A9A<9 A9CB?48B>. 

'4EFP 2: !4EFDB=>4 < CDB69D>4 @4DLDGF<;4J<< OSPF 

�B 6FBDB= K4EF< 64@ CD98EFB<F A4EFDB<FP @4DLDGF<;4J<R OSPFv2 A4 

6E9I @4DLDGF<;4FBD4I 6 E9F<, 4 ;4F9@ G598<FPES, KFB F45?<JO @4DLDGF<;4J<< 

B5AB6?SRFES 69DAO@ B5D4;B@. #BE?9 CDB69D>< OSPF, 8?S CB6OL9A<S GDB6AS 

59;BC4EABEF< A9B5IB8<@B A4EFDB<FP A4 >4A4?4I 4GF9AF<H<>4J<R CDBFB>B?4 

OSPF. 

,47 1: !4EFDB=F9 @4DLDGF<;4J<R OSPF A4 @4DLDGF<;4FBD9 R1. 

a. �ECB?P;G=F9 >B@4A8G router ospf 6 D9:<@9 7?B54?PAB= 

>BAH<7GD4J<<, KFB5O 4>F<6<DB64FP OSPF A4 @4DLDGF<;4FBD9 R1. 

 

#D<@9K4A<9. �89AF<H<>4FBD CDBJ9EE4 OSPF ID4A<FES ?B>4?PAB < A9 

<@99F BFABL9A<S > 8DG7<@ @4DLDGF<;4FBD4@ 6 E9F<. 

b. �ECB?P;G=F9 >B@4A8G network 8?S E9F9= @4DLDGF<;4FBD4 R1. 

�ECB?P;G=F9 <89AF<H<>4FBD B5?4EF<, D46AO= 0. 

 

,47 2: !4EFDB=F9 OSPF A4 @4DLDGF<;4FBD4I R2 < R3. 

�ECB?P;G=F9 >B@4A8G router ospf < 8B546PF9 >B@4A8G network 8?S 

E9F9= @4DLDGF<;4FBDB6 R2 < R3. �B784 @4DLDGF<;4J<S OSPF 5G89F 



 

A4EFDB9A4 A4 R2 < R3, A4 @4DLDGF<;4FBD9 R1 CBS6SFES EBB5M9A<S B5 

GEF4AB6?9AAOI BFABL9A<SI E@9:ABEF<. 

 

,47 3: #DB69DPF9 <AHBD@4J<R B EBE98SI < @4DLDGF<;4J<< OSPF. 

a. �ECB?P;G=F9 >B@4A8G show ip ospf neighbor 8?S CDB69D>< EC<E>4 

E@9:AOI @4DLDGF<;4FBDB6 A4 >4:8B@ @4DLDGF<;4FBD9 6 EBBF69FEF6<< E 

FBCB?B7<9=. 

 

b. �OCB?A<F9 >B@4A8G show ip route, KFB5O G598<FPES, KFB 6 

F45?<J4I @4DLDGF<;4J<< 6E9I @4DLDGF<;4FBDB6 BFB5D4:4RFES 6E9 E9F<. 



 

 

,47 4: #DB69DPF9 A4EFDB=>< CDBFB>B?4 OSPF. 

�B@4A84 show ip protocols B59EC9K<649F 5OEFDGR CDB69D>G >D<F<K9E>< 

64:AOI 84AAOI >BAH<7GD4J<< OSPF. � F4><@ 84AAO@ BFABESFES 

<89AF<H<>4FBD CDBJ9EE4 OSPF, <89AF<H<>4FBD @4DLDGF<;4FBD4, E9F<, 

B5NS6?S9@O9 @4DLDGF<;4FBDB@, EBE98A<9 GEFDB=EF64, BF >BFBDOI 

@4DLDGF<;4FBD CD<A<@49F B5AB6?9A<S, < ;A4K9A<9 48@<A<EFD4F<6AB= 

8<EF4AJ<< CB G@B?K4A<R, D46AB9 110 8?S OSPF. 

 



 

,47 5: #DB69DPF9 84AAO9 CDBJ9EE4 OSPF. 

�ECB?P;G=F9 >B@4A8G show ip ospf, KFB5O CDBE@BFD9FP 

<89AF<H<>4FBDO CDBJ9EE4 OSPF < @4DLDGF<;4FBD4. �4AA4S >B@4A84 

BFB5D4:49F 84AAO9 B ;BA9 OSPF < CB>4;O649F 6D9@S, >B784 CBE?98A<= D4; 

6OCB?AS?ES 4?7BD<F@ CB<E>4 >D4FK4=L97B CGF< SPF. 



 

,47 6: #DB69DPF9 A4EFDB=>< <AF9DH9=E4 OSPF. 

a. �OCB?A<F9 >B@4A8G show ip ospf interface brief, KFB5O 

BFB5D4;<FP E6B8>G B5 <AF9DH9=E4I, A4 >BFBDOI 4>F<6<DB64A 

4?7BD<F@ OSPF. 

 

 

Interface PID Area IP Address/Mask Cost State Nbrs F/C 
       

Se0/0/1 1 0 192.168.13.1/30 64 P2P 1/1 

Se0/0/0 1 0 192.168.12.1/30 64 P2P 1/1 

Gi0/0 1 0 192.168.1.1/24 1 DR 0/0 

 



 

 



 

 

,47 7: #DB69DPF9 A4?<K<9 E>6B;AB7B EB98<A9A<S. 

�E9 >B@CPRF9DO 8B?:AO GEC9LAB 6OCB?ASFP QIB-;4CDBEO >B 6E9@ 

BEF4?PAO@ >B@CPRF9D4@, G>4;4AAO@ 6 FBCB?B7<<. #D< A9G84KAB@ 

6OCB?A9A<< QIB-;4CDBEB6 6OCB?A<F9 CB<E> < GEFD4A9A<9 A9CB?48B>. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 
CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4. 

'4EFP 3: �;@9A9A<9 ;A4K9A<S ID @4DLDGF<;4FBD4 
�89AF<H<>4FBD OSPF-@4DLDGF<;4FBD4 <ECB?P;G9FES 8?S GA<>4?PAB= 

<89AF<H<>4J<< @4DLDGF<;4FBD4 6 8B@9A9 @4DLDGF<;4J<< OSPF. 

 4DLDGF<;4FBDO >B@C4A<< Cisco CB?GK4RF ID @4DLDGF<;4FBD4 B8A<@ <; 

FDTI ECBEB5B6 6 E?98GRM9@ CBDS8>9: 

1) IP-48D9E, GEF4AB6?9AAO= E CB@BMPR >B@4A8O OSPF router-id (CD< 

A4?<K<<) 

2) !4<6OEL<= IP-48D9E ?R5B7B <; loopback-48D9EB6 @4DLDGF<;4FBD4 

(CD< A4?<K<<) 

3) !4<6OEL<= 4>F<6AO= IP-48D9E ?R5B7B <; H<;<K9E><I <AF9DH9=EB6 

@4DLDGF<;4FBD4 



 

#BE>B?P>G A< A4 B8AB@ <; FDTI @4DLDGF<;4FBDB6 A9 A4EFDB9AO 

<89AF<H<>4FBDO @4DLDGF<;4FBD4 <?< loopback-<AF9DH9=EO, <89AF<H<>4FBD 

>4:8B7B @4DLDGF<;4FBD4 BCD989?S9FES A4<6OEL<@ IP-48D9EB@ ?R5B7B 

4>F<6AB7B <AF9DH9=E4. 

� FD9FP9= K4EF< 64@ A9B5IB8<@B <;@9A<FP ;A4K9A<9 ID <89AF<H<>4FBD4 

OSPF-@4DLDGF<;4FBD4 E CB@BMPR loopback-48D9EB6. &4>:9 64@ CD98EFB<F 

<ECB?P;B64FP >B@4A8G router-id 8?S <;@9A9A<S <89AF<H<>4FBD4 

@4DLDGF<;4FBD4. 

,47 1: �;@9A<F9 <89AF<H<>4FBDO @4DLDGF<;4FBD4, <ECB?P;GS 

loopback-48D9E4. 

a. !4;A4KPF9 IP-48D9E loopback 0 8?S @4DLDGF<;4FBD4 R1. R1(config)# 

interface lo0 

 

b. !4;A4KPF9 IP-48D9E4 loopback 0 8?S @4DLDGF<;4FBDB6 R2 < R3. 

�ECB?P;G=F9 IP-48D9E 2.2.2.2/32 8?S R2 < 3.3.3.3/32 8?S R3. 

c. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR A4 6E9I FDTI 

@4DLDGF<;4FBD4I. 

d. �?S FB7B KFB5O <89AF<H<>4FBD @4DLDGF<;4FBD4 CB?GK<? 

;A4K9A<9 loopback-48D9E4, A9B5IB8<@B C9D9;47DG;<FP @4DLDGF<;4FBDO. 

�OCB?A<F9 >B@4A8G reload A4 6E9I FDTI @4DLDGF<;4FBD4I. !4:@<F9 >?46<LG 

Enter, KFB5O CB8F69D8<FP C9D9;47DG;>G. 

e. #BE?9 C9D9;47DG;>< @4DLDGF<;4FBD4 6OCB?A<F9 >B@4A8G show ip 

protocols, KFB5O CDBE@BFD9FP AB6O= <89AF<H<>4FBD @4DLDGF<;4FBD4 

 



 

 

f. �OCB?A<F9 show ip ospf neighbor, KFB5O BFB5D4;<FP <;@9A9A<S 

<89AF<H<>4FBD4 @4DLDGF<;4FBD4 8?S EBE98A<I @4DLDGF<;4FBDB6. 

,47 2: �;@9A<F9 <89AF<H<>4FBD @4DLDGF<;4FBD4 R1 E CB@BMPR 

>B@4A8O router-id. 

!4<5B?99 CD98CBKF<F9?PAO@ ECBEB5B@ <;@9A9A<S ID @4DLDGF<;4FBD4 

BEGM9EF6?S9FES E CB@BMPR 

>B@4A8O router-id. 

a. +FB5O C9D9A4;A4K<FP <89AF<H<>4FBD @4DLDGF<;4FBD4, 6OCB?A<F9 

>B@4A8G router-id 11.11.11.11 A4 @4DLDGF<;4FBD9 R1. "5D4F<F9 6A<@4A<9 A4 

G698B@?9A<9, >BFBDB9 CBS6?S9FES CD< 6OCB?A9A<< >B@4A8O router-id. 

 

R1(config)# end 

 



 

b. �O CB?GK<F9 G698B@?9A<9 B FB@, KFB 8?S FB7B, KFB5O <;@9A9A<S 

6EFGC<?< 6 E<?G, 64@ A9B5IB8<@B ?<5B C9D9;47DG;<FP @4DLDGF<;4FBD, ?<5B 

<ECB?P;B64FP >B@4A8G clear ip ospf process. �OCB?A<F9 >B@4A8G clear ip ospf 

process A4 6E9I FDTI @4DLDGF<;4FBD4I. �698<F9 yes, KFB5O CB8F69D8<FP 

E5DBE, < A4:@<F9 >?46<LG Enter. 

c. �?S @4DLDGF<;4FBD4 R2 A4EFDB=F9 <89AF<H<>4FBD 22.22.22.22, 4 

8?S @4DLDGF<;4FBD4 R3 - <89AF<H<>4FBD 33.33.33.33. �4F9@ <ECB?P;G=F9 

>B@4A8G clear ip ospf process, KFB5O E5DBE<FP CDBJ9EE @4DLDGF<;4J<< OSPF. 

d. �OCB?A<F9 >B@4A8G show ip protocols, KFB5O CDB69D<FP 

<;@9A<?ES ?< <89AF<H<>4FBD @4DLDGF<;4FBD4 R1. 

 

e. �OCB?A<F9 >B@4A8G show ip ospf neighbor A4 @4DLDGF<;4FBD9 

R1, KFB5O G598<FPES, KFB AB6O9 <89AF<H<>4FBDO @4DLDGF<;4FBDB6 R2 < R3 

EB89D:4FES 6 EC<E>9. 

 

R1# show ip ospf neighbor 



 

'4EFP 4: !4EFDB=>4 C4EE<6AOI <AF9DH9=EB6 OSPF 

�B@4A84 passive-interface ;4CD9M49F BFCD46>G B5AB6?9A<= 

@4DLDGF<;4J<< <; BCD989?TAAB7B <AF9DH9=E4 @4DLDGF<;4FBD4. � 

5B?PL<AEF69 E?GK496 >B@4A84 <ECB?P;G9FES 8?S G@9APL9A<S FD4H<>4 6 E9FSI 

LAN, CBE>B?P>G <@ A9 AG:AB CB?GK4FP EBB5M9A<S CDBFB>B?4 8<A4@<K9E>B= 

@4DLDGF<;4J<<. � K9F6TDFB= K4EF< 64@ CD98EFB<F <ECB?P;B64FP >B@4A8G 

passive-interface 8?S A4EFDB=>< <AF9DH9=E4 6 >4K9EF69 C4EE<6AB7B. &4>:9 6O 

A4EFDB<F9 OSPF F4><@ B5D4;B@, KFB5O 6E9 <AF9DH9=EO @4DLDGF<;4FBD4 5O?< 

C4EE<6AO@< CB G@B?K4A<R, 4 ;4F9@ 6>?RK<F9 B5NS6?9A<S CDBFB>B?4 

@4DLDGF<;4J<< OSPF A4 6O5D4AAOI <AF9DH9=E4I. 

,47 1: !4EFDB=F9 C4EE<6AO= <AF9DH9=E. 

4. �OCB?A<F9 >B@4A8G show ip ospf interface g0/0 A4 @4DLDGF<;4FBD9 

R1. "5D4F<F9 6A<@4A<9 A4 F4=@9D, G>4;O64RM<= 6D9@S CB?GK9A<S 

BK9D98AB7B C4>9F4 CD<69FEF6<S. #4>9FO CD<69FEF6<S BFCD46?SRFES >4:8O9 

10 E9>GA8 < <ECB?P;GRFES @4DLDGF<;4FBD4@< OSPF 8?S CDB69D>< 



 

D45BFBECBEB5ABEF< EBE98A<I GEFDB=EF6. 



 

 

,47 2: !4EFDB=F9 @4DLDGF<;4FBD F4>, KFB5O 6E9 97B <AF9DH9=EO 5O?< 

C4EE<6AO@< CB G@B?K4A<R. 

a. �OCB?A<F9 >B@4A8G show ip ospf neighbor A4 @4DLDGF<;4FBD9 R1, 

KFB5O G598<FPES, KFB R2 G>4;4A 6 >4K9EF69 EBE984 OSPF. 

R1# show ip ospf neighbor 

 



 

 

c. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip ospf neighbor A4 R1. #BE?9 

<EF9K9A<S F4=@9D4 CDBEFBS @4DLDGF<;4FBD R2 5B?PL9 A9 5G89F G>4;4A, >4> 

EBE98 OSPF. 

 

d. �OCB?A<F9 >B@4A8G show ip ospf interface S0/0/0 A4 

@4DLDGF<;4FBD9 R2, KFB5O CDBE@BFD9FP EBEFBSA<9 OSPF <AF9DH9=E4 S0/0/0. 

 

e. � E?GK49 9E?< 6E9 <AF9DH9=EO @4DLDGF<;4FBD4 R2 S6?SRFES 

C4EE<6AO@<, @4DLDGF<;<DGRM4S <AHBD@4J<S B5NS6?SFPES A9 5G89F. � QFB@ 

b. 6OCB?A<F9 >B@4A8G passive--interface aeTauit A4 R2, KFBBO CB 

G@B?K4A<R A4EFDB<FP 6E9 <AF9DH9=EO OSPF 6 >4K9EF69 C4EE<6AOI. 



 

E?GK49 @4DLDGF<;4FBDO R1 < R3 5B?PL9 A9 8B?:AO <@9FP @4DLDGF > E9F< 

192.168.2.0/24. 1FB @B:AB CDB69D<FP E CB@BMPR >B@4A8O show ip route. 

f. !4 @4DLDGF<;4FBD9 R2 6OCB?A<F9 >B@4A8G no passive-interface, 

KFB5O @4DLDGF<;4FBD BFCD46?S? < CB?GK4? B5AB6?9A<S @4DLDGF<;4J<< 

OSPF. #BE?9 66B84 QFB= >B@4A8O CBS6<FES G698B@?9A<9 

B FB@, KFB A4 @4DLDGF<;4FBD9 R1 5O?< GEF4AB6?9AO BFABL9A<S 

E@9:ABEF<. 

 

g. #B6FBDAB 6OCB?A<F9 >B@4A8O show ip route < show ipv6 ospf 

neighbor A4 @4DLDGF<;4FBD4I R1 < R3 < A4=8<F9 @4DLDGF > E9F< 

192.168.2.0/24. 

�4>B= <AF9DH9=E <ECB?P;G9F R3 8?S CDB>?48>< @4DLDGF4 > E9F< 

192.168.2.0/24? +9@G D46A4 EG@@4DA4S EFB<@BEFP 8?S E9F< 192.168.2.0/24 A4 

R3? "FB5D4:49FES ?< @4DLDGF<;4FBD R2 >4> EBE98 OSPF A4 @4DLDGF<;4FBD9 

R1? "FB5D4:49FES ?< @4DLDGF<;4FBD R2 >4> EBE98 OSPF A4 @4DLDGF<;4FBD9 

R3? +FB 84TF 64@ QF4 <AHBD@4J<S? 

h. !4EFDB=F9 <AF9DH9=E S0/0/1 @4DLDGF<;4FBD4 R2 F4><@ B5D4;B@, 

KFB5O BA @B7 B5NS6?SFP @4DLDGFO OSPF. !<:9 ;4C<L<F9 <ECB?P;G9@O9 

>B@4A8O. 

i. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip route A4 @4DLDGF<;4FBD9 R3. 

�4>B= <AF9DH9=E <ECB?P;G9F R3 8?S CDB>?48>< @4DLDGF4 > E9F< 

192.168.2.0/24? 

+9@G D46A4 EG@@4DA4S EFB<@BEFP 8?S E9F< 192.168.2.0/24 A4 R3? �4> 

BA4 5O?4 D4EEK<F4A4? 

"FB5D4:49FES ?< @4DLDGF<;4FBD R2 >4> EBE98 OSPF 8?S 

@4DLDGF<;4FBD4 R3? 



 

'4EFP 5: �;@9A9A<9 @9FD<> OSPF 

� K4EF< 3 A9B5IB8<@B <;@9A<FP @9FD<>< OSPF E CB@BMPR >B@4A8 

auto-cost reference-bandwidth, bandwidth < ip ospf cost. 

#D<@9K4A<9. � K4EF< 1 A4 6E9I <AF9DH9=E4I DCE AG:AB 5O?B 

GEF4AB6<FP ;A4K9A<9 F4>FB6B= K4EFBFO 128000. 

,47 1: �;@9A<F9 ;484AAGR CDBCGE>AGR ECBEB5ABEFP A4 

@4DLDGF<;4FBD4I. 

�484AA4S CDBCGE>A4S ECBEB5ABEFP CB G@B?K4A<R 8?S OSPF D46A4 100 

 5/E (E>BDBEFP Fast Ethernet). "8A4>B E>BDBEFP >4A4?B6 6 5B?PL<AEF69 

EB6D9@9AAOI GEFDB=EF6 E9F96B= <AHD4EFDG>FGDO CD96OL49F 100  5/c. 

#BE>B?P>G @9FD<>4 EFB<@BEF< OSPF 8B?:A4 5OFP J9?O@ K<E?B@, EFB<@BEFP 

6B 6E9I >4A4?4I EB E>BDBEFPR C9D984K< 100  5/c < 6OL9 D46A4 1. �E?98EF6<9 

QFB7B <AF9DH9=EO Fast Ethernet, Gigabit Ethernet < 10G Ethernet <@9RF 

B8<A4>B6GR EFB<@BEFP. #BQFB@G, 8?S CD46<?PAB7B <ECB?P;B64A<S E9F9= EB 

E>BDBEFPR >4A4?4 5B?99 100  5/c, ;484AAGR CDBCGE>AGR ECBEB5ABEFP 

A9B5IB8<@B GEF4AB6<FP A4 5B?PL99 ;A4K9A<9. 

a. �OCB?A<F9 >B@4A8G show interface A4 @4DLDGF<;4FBD9 R1, KFB5O 

CDBE@BFD9FP ;A4K9A<9 CDBCGE>AB= ECBEB5ABEF< CB G@B?K4A<R 8?S 

<AF9DH9=E4 G0/0. 

 

 



 

 

#D<@9K4A<9. #DBCGE>A4S ECBEB5ABEFP A4 <AF9DH9=E9 G0/0 @B:9F 

BF?<K4FPES BF ;A4K9A<S, CD<698TAAB7B 6OL9, 9E?< <AF9DH9=E G;?4 #� @B:9F 

CB889D:<64FP FB?P>B E>BDBEFP Fast Ethernet. �E?< <AF9DH9=E G;?4 #� A9 

CB889D:<64RF E>BDBEFP C9D984K< 1 �5/c, FB CDBCGE>A4S ECBEB5ABEFP, E>BD99 

6E97B, 5G89F BFB5D4:9A4 >4> 100000 �5/E. 

b. �OCB?A<F9 >B@4A8G show ip route ospf A4 R1, KFB5O BCD989?<FP 

@4DLDGF > E9F< 192.168.3.0/24. 

 

#D<@9K4A<9. %G@@4DA4S EFB<@BEFP @4DLDGF4 > E9F< 192.168.3.0/24 BF 
@4DLDGF<;4FBD4 R1 8B?:A4 5OFP D46A4 65. 



 

c. �OCB?A<F9 >B@4A8G show ip ospf interface A4 @4DLDGF<;4FBD9 

R3, KFB5O BCD989?<FP EFB<@BEFP @4DLDGF<;4J<< 8?S <AF9DH9=E4 G0/0. 

 

 

d. �OCB?A<F9 >B@4A8G show ip ospf interface s0/0/1 A4 

@4DLDGF<;4FBD9 R1, KFB5O CDBE@BFD9FP EFB<@BEFP @4DLDGF<;4J<< 8?S 

<AF9DH9=E4 S0/0/1. 

 



 

 

�4> 6<8AB <; 6OIB8AOI 84AAOI >B@4A8O show ip route, EG@@4 @9FD<> 

EFB<@BEF< QF<I 86GI <AF9DH9=EB6 < EG@@4DA4S EFB<@BEFP @4DLDGF4 > E9F< 

192.168.3.0/24 A4 @4DLDGF<;4FBD9 R3 D4EEK<FO649FES CB HBD@G?9 1 + 64 = 65. 

e. �OCB?A<F9 >B@4A8G auto-cost reference-bandwidth 10000 A4 

@4DLDGF<;4FBD9 R1, KFB5O <;@9A<FP C4D4@9FD ;484AAB= CDBCGE>AB= 

ECBEB5ABEF< CB G@B?K4A<R. % CB8B5AB= GEF4AB6>B= EFB<@BEFP <AF9DH9=EB6 

10 �5/E 5G89F D46A4 1, EFB<@BEFP <AF9DH9=EB6 1 �5<F/E 5G89F D46A4 10, 4 

EFB<@BEFP <AF9DH9=EB6 100  5/c 5G89F D46A4 100. 

 

 

f. �OCB?A<F9 >B@4A8G auto-cost reference-bandwidth 10000 A4 

@4DLDGF<;4FBD4I R2 < R3. 

g. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip ospf interface, KFB5O 

CDBE@BFD9FP AB6GR EFB<@BEFP <AF9DH9=E4 G0/0 A4 R3 < <AF9DH9=E4 S0/0/1 A4 

R1. 

 

 



 

 

#D<@9K4A<9. �E?< GEFDB=EF6B, CB8>?RKTAAB9 > <AF9DH9=EG G0/0, A9 

CB889D:<649F E>BDBEFP Gigabit Ethernet, FB EFB<@BEFP 5G89F BF?<K4FPES BF 

BFB5D4:49@OI 6OIB8AOI 84AAOI. !4CD<@9D, 8?S E>BDBEF< Fast Ethernet (100 

 5/c) EFB<@BEFP 5G89F D46A4 100. 

 

 



 

h. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip route ospf, KFB5O 

CDBE@BFD9FP AB6GR EG@@4DAGR EFB<@BEFP 8?S @4DLDGF4 192.168.3.0/24 (10 + 

6476 = 6486). 

#D<@9K4A<9. �E?< GEFDB=EF6B, CB8>?RKTAAB9 > <AF9DH9=EG G0/0, A9 

CB889D:<649F E>BDBEFP Gigabit Ethernet, FB EFB<@BEFP 5G89F BF?<K4FPES BF 

FB7B, KFB BFB5D4:49FES 6 6OIB8AOI 84AAOI. !4CD<@9D, 9E?< <AF9DH9=E G0/0 

D45BF49F A4 E>BDBEF< Fast Ethernet (100  5/E), FB EG@@4DA4S EFB<@BEFP 5G89F 

D46A4 6576. 

 

 

#D<@9K4A<9. �;@9A9A<9 ;484AAB= CDBCGE>AB= ECBEB5ABEF< CB 
G@B?K4A<R A4 @4DLDGF<;4FBD4I E 100 A4 10 000 <;@9AS9F EG@@4DAO9 

EFB<@BEF< 6E9I @4DLDGF<;4FBDB6 6 100 D4;, AB EFB<@BEFP >4:8B7B >4A4?4 < 

@4DLDGF4 <AF9DH9=E4 D4EEK<FO649FES FBKA99. 

i. �?S FB7B KFB5O 6BEEF4AB6<FP ;484AAGR CDBCGE>AGR ECBEB5ABEFP 

8B ;A4K9A<S CB G@B?K4A<R, A4 6E9I FDTI @4DLDGF<;4FBD4I 6OCB?A<F9 

>B@4A8G auto-cost reference-bandwidth 100. 

�?S K97B <@99F E@OE? <;@9ASFP ;484AAGR CDBCGE>AGR ECBEB5ABEFP 

OSPF? 



 

,47 2: �;@9A<F9 CDBCGE>AGR ECBEB5ABEFP 8?S <AF9DH9=E4. 

!4 5B?PL<AEF69 CBE?98B64F9?PAOI >4A4?B6 @9FD<>4 CDBCGE>AB= 

ECBEB5ABEF< <@99F ;A4K9A<9 CB G@B?K4A<R, D46AB9 1544 �5<F (T1). � E?GK49 

9E?< D94?PA4S E>BDBEFP CBE?98B64F9?PAB7B >4A4?4 8DG74S, FB 8?S CD46<?PAB7B 

D4EKTF4 EFB<@BEF< @4DLDGF4 6 OSPF C4D4@9FD CDBCGE>AB= ECBEB5ABEF< 

AG:AB 5G89F <;@9A<FP, KFB5O BA4 5O?4 D46A4 H4>F<K9E>B= E>BDBEF<. 

�ECB?P;G=F9 >B@4A8G bandwidth, KFB5O BF>BDD9>F<DB64FP ;A4K9A<9 

CDBCGE>AB= ECBEB5ABEF< A4 <AF9DH9=E9. 

#D<@9K4A<9. %B7?4EAB D4ECDBEFD4ATAAB@G ;45?G:89A<R, >B@4A84 

bandwidth @B:9F <;@9A<FP H<;<K9E>GR CDBCGE>AGR ECBEB5ABEFP (<?< 

E>BDBEFP) >4A4?4. �B@4A84 <;@9AS9F @9FD<>G CDBCGE>AB= ECBEB5ABEF<, 

<ECB?P;G9@B= 4?7BD<F@B@ OSPF 8?S D4EKTF4 EFB<@BEF< @4DLDGF<;4J<<, AB 

A9 <;@9AS9F H4>F<K9E>GR CDBCGE>AGR ECBEB5ABEFP (E>BDBEFP) >4A4?4. 
a. �OCB?A<F9 >B@4A8G show interface s0/0/0 A4 @4DLDGF<;4FBD9 R1, 

KFB5O CDBE@BFD9FP GEF4AB6?9AAB9 ;A4K9A<9 CDBCGE>AB= ECBEB5ABEF< A4 

<AF9DH9=E9 S0/0/0. $94?PA4S E>BDBEFP C9D984K< 84AAOI A4 QFB@ <AF9DH9=E9, 

GEF4AB6?9AA4S >B@4A8B= clock rate, EBEF46?S9F 128 �5/E, CD< QFB@ 

GEF4AB6?9AAB9 ;A4K9A<9 CDBCGE>AB= ECBEB5ABEF< CB-CD9:A9@G D46AB 1544 

�5/E. 

 

b. �OCB?A<F9 >B@4A8G show ip route ospf A4 @4DLDGF<;4FBD9 R1, 

KFB5O CDBE@BFD9FP EG@@4DAGR EFB<@BEFP 8?S @4DLDGF4 > E9F< 

192.168.23.0/24 K9D9; <AF9DH9=E S0/0/0. "5D4F<F9 6A<@4A<9, KFB > E9F< 

192.168.23.0/24 9EFP 864 @4DLDGF4 E D46AB= EFB<@BEFPR (128): B8<A K9D9; 

<AF9DH9=E S0/0/0, 8DG7B= K9D9; <AF9DH9=E S0/0/1. 



 

 

c. �OCB?A<F9 >B@4A8G bandwidth 128, KFB5O GEF4AB6<FP A4 

<AF9DH9=E9 S0/0/0 CDBCGE>AGR ECBEB5ABEFP D46AGR 128 �5/E. 

 

d. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip route ospf. � F45?<J9 

@4DLDGF<;4J<< 5B?PL9 A9 BFB5D4:49FES @4DLDGF > E9F< 192.168.23.0/24 

K9D9; <AF9DH9=E S0/0/0. 1FB E6S;4AB E F9@, KFB BCF<@4?PAO= @4DLDGF E 

A4<@9APL9= EFB<@BEFPR CDB?B:9A K9D9; S0/0/1. 

 

 

e. �OCB?A<F9 show ip ospf interface brief. %FB<@BEFP 8?S <AF9DH9=E4 

S0/0/0 <;@9A<?4EP E 64 A4 781, KFB S6?S9FES 5B?99 FBKAO@ CD98EF46?9A<9@ 

EFB<@BEF< E>BDBEF< >4A4?4. 

 



 

 

f. �;@9A<F9 CDBCGE>AGR ECBEB5ABEFP 8?S <AF9DH9=E4 S0/0/1 A4 

;A4K9A<9, GEF4AB6?9AAB9 8?S <AF9DH9=E4 S0/0/0 @4DLDGF<;4FBD4 R1. 

g. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip route ospf, KFB5O 

CDBE@BFD9FP EG@@4DAGR EFB<@BEFP B5B<I @4DLDGFB6 > E9F< 192.168.23.0/24. 

"5D4F<F9 6A<@4A<9, KFB > E9F< 192.168.23.0/24 9EFP 864 @4DLDGF4 E 

B8<A4>B6B= EFB<@BEFPR (845): B8<A K9D9; <AF9DH9=E S0/0/0, 8DG7B= K9D9; 

<AF9DH9=E S0/0/1. 

 

"5NSEA<F9, >4> 5O?< D4EEK<F4AO EFB<@BEF< 8?S E9F9= 192.168.3.0/24 < 

192.168.23.0/30 BF @4DLDGF<;4FBD4 R1.

%FB<@BEFP @4DLDGF4 > E9F< 192.168.3.0/24: R1 S0/0/1 + R3 G0/0 

(781+1=782). %FB<@BEFP @4DLDGF4 > E9F< 192.168.23.0/30: R1 S0/0/1 + R3 

S0/0/1 (781+64=845). 

h. �OCB?A<F9 >B@4A8G show ip route ospf A4 R3. %G@@4DA4S 

EFB<@BEFP E9F< 192.168.1.0/24 CB- CD9:A9@G D46A4 65. � BF?<K<9 BF >B@4A8O 

clock rate, >B@4A8G bandwidth E?98G9F 6OCB?A<FP A4 >4:8B@ >BAJ9 

CBE?98B64F9?PAB7B >4A4?4. 



 

 

i. �OCB?A<F9 >B@4A8G bandwidth 128 A4 6E9I BEF4?PAOI 

CBE?98B64F9?PAOI <AF9DH9=E4I 6 FBCB?B7<<. 

+9@ D46A4 AB64S EG@@4DA4S EFB<@BEFP 8?S E9F< 192.168.23.0/24 A4 R1? 

#BK9@G? 

,47 3: �;@9A<F9 EFB<@BEFP @4DLDGF4. 

�?S D4EKTF4 EFB<@BEF< >4A4?4 OSPF <ECB?P;G9F ;A4K9A<9, 

GEF4AB6?9AAB9 >B@4A8B= bandwidth. $4EEK<F4AAGR EFB<@BEFP @B:AB 

<;@9A<FP, A4EFDB<6 6DGKAGR EFB<@BEFP >4A4?4 E CB@BMPR >B@4A8O ip ospf 

cost. �4> < >B@4A84 bandwidth, >B@4A84 ip ospf cost 89=EF6G9F FB?P>B A4 FB= 

EFBDBA9 >4A4?4, A4 >BFBDB= BA4 5O?4 CD<@9A9A4. 

a. �698<F9 >B@4A8G show ip route ospf A4 @4DLDGF<;4FBD9 R1. 



 

#D<@9K4A<9. �;@9A9A<9 @9FD<> EFB<@BEF< >4A4?4 E CB@BMPR 
>B@4A8O ip ospf cost 4 QFB A4<5B?99 CDBEFB= < CD98CBKF<F9?PAO= ECBEB5 

<;@9A9A<S EFB<@BEF< @4DLDGFB6 OSPF. #B@<@B <;@9A9A<S EFB<@BEF< 6 

E6S;< E D94?PAO@ ;A4K9A<9@ CDBCGE>AB= ECBEB5ABEF<, G E9F96B7B 

48@<A<EFD4FBD4 @B7GF 5OFP 8DG7<9 CD<K<AO 8?S <;@9A9A<S EFB<@BEF< 

@4DLDGF4, A4CD<@9D, <;69EFA4S CDBCGE>A4S ECBEB5ABEFP, CD98BEF46?S9@B= 

BC9D4FBDB@ E6S;< <?< H4>F<K9E>4S EFB<@BEFP >4A4?4 <?< @4DLDGF4. 

#BK9@G @4DLDGF > E9F< 192.168.3.0/24 @4DLDGF<;4FBD4 R1 F9C9DP 

CDBIB8<F K9D9; R2? 

�BCDBEO A4 ;4>D9C?9A<9 

1. #BK9@G F4> 64:AB >BAFDB?<DB64FP ;A4K9A<9 ID @4DLDGF<;4FBD4 CD< 

<ECB?P;B64A<< CDBFB>B?4 OSPF? 

2. #BK9@G CDBJ9EE 6O5BD4 DR/BDR A9 D4EE@4FD<649FES 6 QFB= 

?45BD4FBDAB= D45BF9? 



 

3. #BK9@G <@99F E@OE? GEF4A46?<64FP <AF9DH9=E OSPF 6 >4K9EF69 

C4EE<6AB7B? 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO= 
<AF9DH9=E 71 

#BE?98B64F9?PAO= 
<AF9DH9=E 72 

1800 
Fast Ethernet 0/0 

(F0/0) 
Fast Ethernet 0/1 

(F0/1) Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 
Gigabit Ethernet 

0/0 (G0/0) 
Gigabit Ethernet 

0/1 (G0/1) Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 
Fast Ethernet 0/0 

(F0/0) 
Fast Ethernet 0/1 

(F0/1) Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 
Fast Ethernet 0/0 

(F0/0) 
Fast Ethernet 0/1 

(F0/1) Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 
Gigabit Ethernet 

0/0 (G0/0) 
Gigabit Ethernet 

0/1 (G0/1) Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 
<AF9DH9=EO E J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES 

A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B ECBEB54 C9D9K<E?9A<S 6E9I >B@5<A4J<= 

A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 EGM9EF6G9F. � 84AAB= F45?<J9 

EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < CBE?98B64F9?PAOI 

(Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 F<CO 

<AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � 

>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB 

CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S 

CD98EF46?9A<S <AF9DH9=E4. 



 

#D4>F<K9E>4S D45BF4 9 
!4EFDB=>4 OSPFv2 6 E9F< @AB:9EF69AAB7B 8BEFGC4 

 

&BCB?B7<S 

 

&45?<J4 48D9E4J<< 

 

�484K< 

'4EFP 1. %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6 

'4EFP 2. !4EFDB=>4 < CDB69D>4 OSPFv2 A4 DR, BDR < DROther 

'4EFP 3. !4EFDB=>4 CD<BD<F9F4 <AF9DH9=E4 OSPFv2 8?S BCD989?9A<S 
DR < BDR 

�EIB8AO9 84AAO9/EJ9A4D<= 

%9FP E @AB:9EF69AAO@ 8BEFGCB@ 4 QFB E9FP, EB89D:4M4S 5B?99 86GI 

GEFDB=EF6 6 B5M9= ED989 C9D984K< 84AAOI. � F4><@ E9FS@ BFABESFES Ethernet 

 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 

R1 G0/1 192.168.1.1 255.255.255.0 

 Lo0 192.168.31.11 255.255.255.255 

R2 G0/0 192.168.1.2 255.255.255.0 

 Lo0 192.168.31.22 255.255.255.255 

R3 G0/1 192.168.1.3 255.255.255.0 

 Lo0 192.168.31.33 255.255.255.255 



 

< Frame Relay. � E9FSI E @AB:9EF69AAO@ 8BEFGCB@ CDBFB>B? OSPFv2 

A4;A4K49F 6O89?9AAO= @4DLDGF<;4FBD (DR) 6 >4K9EF69 FBK>< E5BD4 < 

D4ECD989?9A<S BFCD46?9AAOI < CD<ASFOI B5NS6?9A<= B EBEFBSA<< >4A4?4 

(LSA). !4 E?GK4= BF>4;4 6O89?9AAB7B @4DLDGF<;4FBD4 (DR) F4>:9 

6O5<D49FES D9;9D6AO= A4;A4K9AAO= @4DLDGF<;4FBD (BDR). �E9 BEF4?PAO9 

@4DLDGF<;4FBDO EF4AGF @4DLDGF<;4FBD4@< DROther. 1FB EBEFBSA<9 

CB>4;O649F, KFB @4DLDGF<;4FBD A9 S6?S9FES A< DR, A< BDR. 

#BE>B?P>G DR <7D49F DB?P J9AFD4?PAB= FBK>< 8?S EBB5M9A<= 

CDBFB>B?4 @4DLDGF<;4J<< OSPF, 6O5D4AAO= @4DLDGF<;4FBD 8B?:9A 

CB889D:<64FP 5B?PL<= FD4H<>, K9@ 8DG7<9 @4DLDGF<;4FBDO E9F<. !4 DB?P 

DR, >4> CD46<?B, CB8IB8<F @4DLDGF<;4FBD E @BMAO@ *# < 8BEF4FBKAO@ 

B5NT@B@ 8<A4@<K9E>B= C4@SF<. 

� QFB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F A4EFDB<FP OSPFv2 A4 

@4DLDGF<;4FBD4I DR, BDR < DROther. �4F9@ 64@ A9B5IB8<@B <;@9A<FP 

CD<BD<F9F @4DLDGF<;4FBDB6, KFB5O CB6?<SFP A4 D9;G?PF4FO 6O5BD4 DR/BDR 

< B59EC9K<FP A4;A4K9A<9 DB?< DR AG:AB@G @4DLDGF<;4FBDG. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES @4DLDGF<;4FBDO E 

<AF97D4J<9= E9D6<EB6 E9D<< Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universalk9). � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES 

>B@@GF4FBDO E9D<< Cisco Catalyst 2960s CB8 GCD46?9A<9@ "% Cisco IOS 

15.0(2) (B5D4; lanbasek9). �BCGE>49FES <ECB?P;B64A<9 >B@@GF4FBDB6 < 

@4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco 

IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 

>B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF CD<698TAAOI 6 BC<E4A<< 

?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 CD<6989AO 6 

E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= 

D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB <AHBD@4J<S <; @4DLDGF<;4FBDB6 < 

>B@@GF4FBDB6 G84?9A4 < 6 A<I A9F A4K4?PAB= >BAH<7GD4J<<. �E?< 6O A9 

G69D9AO 6 QFB@, B5D4F<F9EP > <AEFDG>FBDG. 



 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 1 >B@@GF4FBD (E9D<S Cisco 2960, E CDB7D4@@AO@ B59EC9K9A<9@ 

Cisco IOS 69DE<< 15.0(2), B5D4; lanbasek9 <?< 4A4?B7<KAO=) 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

CBDFO >BAEB?<; 

" >459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 

'4EFP 1: %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6 

� K4EF< 1 A9B5IB8<@B A4EFDB<FP FBCB?B7<R E9F< < 6OCB?A<FP 54;B6O9 

A4EFDB=>< @4DLDGF<;4FBDB6. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 

#B8>?RK<F9 GEFDB=EF64 6 EBBF69FEF6<< E 8<47D4@@B= FBCB?B7<< < 

6OCB?A<F9 D4;6B8>G >459?9= CB A9B5IB8<@BEF<. 

,47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBDB6. 

,47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B @4DLDGF<;4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. !4EFDB=F9 <@9A4 GEFDB=EF6 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4. 

d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 

e. �4L<HDG=F9 C4DB?<. 

f. !4EFDB=F9 54AA9D MOTD (EBB5M9A<9 8AS) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

g. !4EFDB=F9 logging synchronous 8?S >BAEB?PAB7B >4A4?4. 

h. !4;A4KPF9 IP-48D9E4 6E9@ <AF9DH9=E4@ 6 EBBF69FEF6<< E F45?<J9= 

48D9E4J<<. 

i. �OCB?A<F9 >B@4A8G show ip interface brief, KFB5O G598<FPES 6 

CD46<?PABEF< IP-48D9E4J<< < 4>F<6ABEF< <AF9DH9=EB6. 

j. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR >BAH<7GD4J<R. 



 

'4EFP 2: !4EFDB=>4 < CDB69D>4 OSPFv2 A4 DR, BDR < DROther 

� K4EF< 2 64@ CD98EFB<F A4EFDB<FP OSPFv2 A4 @4DLDGF<;4FBD4I DR, 

BDR < DROther. #DBJ98GD4 6O5BD4 DR < BDR A4K<A49FES ED4;G CBE?9 

CBS6?9A<S 6 E9F< E @AB:9EF69AAO@ 8BEFGCB@ C9D6B7B @4DLDGF<;4FBD4 E 

D45BF4RM<@ <AF9DH9=EB@. 1FB @B:9F E?GK<FPES CBE?9 6>?RK9A<S C<F4A<S 

@4DLDGF<;4FBDB6 <?< 6OCB?A9A<S >B@4A8O OSPF network A4 <AF9DH9=E9. 

�E?< AB6O= @4DLDGF<;4FBD 6IB8<F 6 E9FP CBE?9 6O5BD4 @4DLDGF<;4FBDB6 DR 

< BDR, BA A9 EF4AB6<FES @4DLDGF<;4FBDB@ DR <?< BDR, 84:9 9E?< 

CD<BD<F9F 97B OSPF-<AF9DH9=E4 <?< <89AF<H<>4FBD @4DLDGF<;4FBD4 6OL9, 

K9@ G 89=EF6GRM<I @4DLDGF<;4FBDB6 DR < BDR. !4EFDB=F9 OSPF-CDBJ9EE 

EA4K4?4 A4 @4DLDGF<;4FBD9 E A4<6OEL<@ <89AF<H<>4FBDB@, KFB5O <@9AAB 

BA EF4? @4DLDGF<;4FBDB@ DR. 

,47 1: !4EFDB=F9 CDBFB>B? OSPF A4 @4DLDGF<;4FBD9 R3. 

!4EFDB=F9 OSPF-CDBJ9EE EA4K4?4 A4 @4DLDGF<;4FBD9 R3 (E A4<6OEL<@ 

<89AF<H<>4FBDB@), KFB5O <@9AAB BA EF4? @4DLDGF<;4FBDB@ DR. 

a. !4;A4KPF9 1 6 >4K9EF69 <89AF<H<>4FBD4 CDBJ9EE4 OSPF. !4EFDB=F9 

8?S @4DLDGF<;4FBD4 B5NS6?9A<9 E9F< 192.168.1.0/24. �?S C4D4@9FD4 OSPF 

area-id 6OD4:9A<S network 6698<F9 <89AF<H<>4FBD B5?4EF< 0. 

#B >4>B= CD<K<A9 <89AF<H<>4FBD @4DLDGF<;4FBD4 R3 S6?S9FES 

A4<6OEL<@? 

b. '598<F9EP, KFB OSPF A4EFDB9A, 4 @4DLDGF<;4FBD R3 <ECB?AS9F DB?P 

DR. 

�4>GR >B@4A8G A9B5IB8<@B 6OCB?A<FP, KFB5O G598<FPES 6 

CD46<?PABEF< A4EFDB=>< OSPF < 6 FB@, KFB R3 <ECB?AS9F DB?P DR? 

,47 2: !4EFDB=F9 CDBFB>B? OSPF A4 @4DLDGF<;4FBD9 R2. 

!4EFDB=F9 OSPF-CDBJ9EE EA4K4?4 A4 @4DLDGF<;4FBD9 R2 (EB 6FBDO@ CB 

69?<K<A9 ;A4K9A<9@ 

<89AF<H<>4FBD4), KFB5O <@9AAB BA EF4? @4DLDGF<;4FBDB@ BDR. 

a. !4;A4KPF9 1 6 >4K9EF69 <89AF<H<>4FBD4 CDBJ9EE4 OSPF. 

!4EFDB=F9 8?S @4DLDGF<;4FBD4 B5NS6?9A<9 E9F< 192.168.1.0/24. �?S 



 

C4D4@9FD4 OSPF area-id 6OD4:9A<S network 6698<F9 <89AF<H<>4FBD B5?4EF< 

0. 

b. '598<F9EP, KFB OSPF A4EFDB9A, 4 @4DLDGF<;4FBD R2 <ECB?AS9F 

DB?P BDR. �4C<L<F9 >B@4A8G, <ECB?P;G9@GR 8?S CDB69D><. 

c. �OCB?A<F9 >B@4A8G show ip ospf neighbor 8?S CDBE@BFD4 E6989A<= B 

8DG7<I @4DLDGF<;4FBD4I 6 B5?4EF< OSPF. 

 

"5D4F<F9 6A<@4A<9, KFB R3 S6?S9FES @4DLDGF<;4FBDB@ DR. 

,47 3: !4EFDB=F9 CDBFB>B? OSPF A4 @4DLDGF<;4FBD9 R1. 

!4EFDB=F9 OSPF-CDBJ9EE A4 @4DLDGF<;4FBD9 R1 (E E4@O@ A<;><@ 

<89AF<H<>4FBDB@). 1FBF @4DLDGF<;4FBD EF4A9F @4DLDGF<;4FBDB@ DROther, 4 

A9 DR <?< BDR. 

a. !4;A4KPF9 1 6 >4K9EF69 <89AF<H<>4FBD4 CDBJ9EE4 OSPF. 

!4EFDB=F9 8?S @4DLDGF<;4FBD4 B5NS6?9A<9 E9F< 192.168.1.0/24. �?S 

C4D4@9FD4 OSPF area-id 6OD4:9A<S network 6698<F9 <89AF<H<>4FBD B5?4EF< 

0. 

b. �OCB?A<F9 >B@4A8G show ip ospf interface brief, KFB5O G598<FPES, 

KFB OSPF A4EFDB9A, 4 @4DLDGF<;4FBDG R1 A4;A4K9A4 DB?P DROther. 

 

 

c. �OCB?A<F9 >B@4A8G show ip ospf neighbor 8?S CDBE@BFD4 

E6989A<= B 8DG7<I @4DLDGF<;4FBD4I 6 B5?4EF< OSPF. 

�4><@ CD<BD<F9FB@ B5?484RF B54 @4DLDGF<;4FBD4, DR < BDR? 



 

'4EFP 3: !4EFDB=>4 CD<BD<F9F4 <AF9DH9=E4 OSPFv2 8?S 
BCD989?9A<S DR < BDR 

� K4EF< 3 64@ CD98EFB<F A4EFDB<FP CD<BD<F9F <AF9DH9=E4 

@4DLDGF<;4FBD4 8?S FB7B, KFB5O CD98BCD989?<FP 6O5BD DR/BDR, 

C9D9;4CGEF<FP CDBJ9EE OSPFv2, 4 F4>:9 G598<FPES 6 <;@9A9A<< 

@4DLDGF<;4FBDB6 DR < BDR. #D<BD<F9F <AF9DH9=E4 OSPF S6?S9FES 

BEAB6AO@ C4D4@9FDB@ CD< BCD989?9A<< DB?9= @4DLDGF<;4FBDB6 DR < BDR. 

,47 1: �?S <AF9DH9=E4 G0/1 @4DLDGF<;4FBD4 R1 A4EFDB=F9 CD<BD<F9F 

OSPF 255. 

�A4K9A<9 255 4 QFB @4>E<@4?PAB 6B;@B:AO= CD<BD<F9F <AF9DH9=E4. 

 

,47 2: �?S <AF9DH9=E4 G0/1 @4DLDGF<;4FBD4 R3 A4EFDB=F9 CD<BD<F9F 

OSPF 100. 

 

,47 3: �?S <AF9DH9=E4 G0/0 @4DLDGF<;4FBD4 R2 A4EFDB=F9 CD<BD<F9F 

OSPF 0. 

 4DLDGF<;4FBD E CD<BD<F9FB@ 0 A9 @B:9F GK4EF6B64FP 6 CDBJ9EE9 

6O5BD4 OSPF, CBQFB@G BA A9 EF4A9F A< DR, A< BDR. 

 

,47 4: #9D9;4CGEF<F9 CDBJ9EE OSPF 

a. �ECB?P;G=F9 >B@4A8G show ip ospf neighbor 8?S BCD989?9A<S DR < 

BDR. 

b. �;@9A<?BEP ?< A4;A4K9A<9 DR?

 �4>B= @4DLDGF<;4FBD <ECB?AS9F DB?P DR? �;@9A<?BEP ?< A4;A4K9A<9 

 



 

BDR? �4>B= @4DLDGF<;4FBD 6OCB?AS9F DB?P BDR? �4>GR DB?P 6OCB?AS9F 

@4DLDGF<;4FBD R2? 

"5NSEA<F9 A9@98?9AAO9 <;@9A9A<S, 6O;64AAO9 >B@4A8B= ip ospf 

priority. 

#D<@9K4A<9. �E?< A4;A4K9A<S DR < BDR A9 <;@9A<?<EP, 6OCB?A<F9 

>B@4A8G clear ip ospf 1 process A4 6E9I @4DLDGF<;4FBD4I, KFB5O E5DBE<FP 

CDBJ9EEO OSPF < <A<J<<DB64FP AB6O= 6O5BD. 

�E?< >B@4A84 clear ip ospf process A9 CD<69?4 > E5DBEG DR < BDR, FB, 

EBID4A<6 F9>GMGR >BAH<7GD4J<R >4> ;47DG;BKAGR, 6OCB?A<F9 >B@4A8G 

reload A4 6E9I @4DLDGF<;4FBD4I. 

c. �OCB?A<F9 >B@4A8G show ip ospf interface A4 @4DLDGF<;4FBD4I R1 < 

R3 8?S CDB69D>< ;484AAOI CD<BD<F9FB6 < EF4FGE4 DR/BDR @4DLDGF<;4FBDB6. 



 

 

�4>B= <; @4DLDGF<;4FBDB6 F9C9DP S6?S9FES DR? �4>B= <; 

@4DLDGF<;4FBDB6 F9C9DP S6?S9FES BDR? 

�4:A99 ?< CD<BD<F9F <AF9DH9=E4, K9@ <89AF<H<>4FBD @4DLDGF<;4FBD4 

CD< BCD989?9A<< DR/BDR? 

�BCDBEO A4 ;4>D9C?9A<9 

1. #9D9K<E?<F9 >D<F9D<<, <ECB?P;G9@O9 8?S BCD989?9A<S DR 6 E9F< 

OSPF, 6 CBDS8>9 G5O64A<S <I 64:ABEF<. 

2. +FB B;A4K49F CD<BD<F9F <AF9DH9=E4 255?



 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 
 B89?P 

@4DLDGF<;4FB
D4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

# BE?98B 64F9? 
PAO= 

<AF9DH9=E 71 

# BE?98B 64F9? 
PAO= 

<AF9DH9=E 72 

1800 
Fast Ethernet 

0/0 (F0/0) 
Fast Ethernet 

0/1 (F0/1) 
Serial 0/0/0 

(S0/0/0) 
Serial 0/0/1 

(S0/0/1) 

1900 
Gigabit 

Ethernet 0/0 
(G0/0) 

Gigabit 
Ethernet 0/1 

(G0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

2801 
Fast Ethernet 

0/0 (F0/0) 
Fast Ethernet 

0/1 (F0/1) 
Serial 0/1/0 

(S0/1/0) 
Serial 0/1/1 

(S0/1/1) 

2811 Fast Ethernet 
0/0 (F0/0) 

Fast Ethernet 
0/1 (F0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

2900 
Gigabit 

Ethernet 0/0 
(G0/0) 

Gigabit 
Ethernet 0/1 

(G0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 

<AF9DH9=EO E J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 97B 

<AF9DH9=EB6. !9 EGM9EF6G9F QHH9>F<6AB7B ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< 

A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6. � QFB= F45?<J9 EB89D:4FES 

<89AF<H<>4FBDO 8?S 6B;@B:AOI EBK9F4A<= <AF9DH9=EB6 Ethernet < 

CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO A<>4><9 <AO9 

F<CO <AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >BA>D9FAB@ @4DLDGF<;4FBD9. � 

>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB 

CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S 

CD98EF46?9A<S <AF9DH9=E4. 



 

#D4>F<K9E>4S D45BF4  10 
!4EFDB=>4 D4EL<D9AAOI HGA>J<= OSPFv2 

 

&BCB?B7<S 

 

&45?<J4 48D9E4J<< 

 

 

     ,?R; CB 
G@B?K4A<
R 

 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 
CB8E9F<   

R1 G0/0 192.168.1.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 192.168.12.1 255.255.255.252 N/A 

 S0/0/1 192.168.13.1 255.255.255.252 N/A 

R2 Lo0 209.165.200.225 255.255.255.252 N/A 

 S0/0/0 192.168.12.2 255.255.255.252 N/A 

 S0/0/1 (DCE) 192.168.23.1 255.255.255.252 N/A 

R3 G0/0 192.168.3.1 255.255.255.0 N/A 

 S0/0/0 (DCE) 192.168.13.2 255.255.255.252 N/A 

 S0/0/1 192.168.23.2 255.255.255.252 N/A 

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 



 

 
�EIB8AO9 84AAO9/EJ9A4D<= 

' CDBFB>B?4 OSPF 9EFP D4EL<D9AAO9 HGA>J<<, >BFBDO9 CB;6B?SRF 

6ABE<FP <;@9A9A<S 8?S GCD46?9A<S @9FD<>4@<, D4ECDBEFD4A9A<S @4DLDGF4 

CB G@B?K4A<R < B59EC9K9A<S 59;BC4EABEF<. 

� QFB= ?45BD4FBDAB= D45BF9 64@ AG:AB 5G89F A4EFDB<FP @9FD<>< OSPF 

8?S <AF9DH9=EB6 @4DLDGF<;4FBD4, A4EFDB<FP D4ECDBEFD4A9A<9 @4DLDGF4 

OSPF < <ECB?P;B64FP 4GF9AF<H<>4J<R Message Digest 5 (MD5) 8?S 

B59EC9K9A<S 59;BC4EAB= @4DLDGF<;4J<< OSPF. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES @4DLDGF<;4FBDO E 

<AF97D4J<9= E9D6<EB6 E9D<< Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universalk9). �B;@B:AB <ECB?P;B64A<9 8DG7<I 

@4DLDGF<;4FBDB6 < 69DE<= Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 

69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF 

CD<698TAAOI 6 BC<E4A<< ?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO 

<AF9DH9=EB6 CD<6989AO 6 E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 

>BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< @4DLDGF<;4FBDB6 

< >B@@GF4FBDB6 G84?9AO, < A4 QF<I GEFDB=EF64I BFEGFEF6GRF H4=?O 

;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > 

<AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

�484K<   

'4EFP 1. %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6 
'4EFP 2. !4EFDB=>4 < CDB69D>4 @4DLDGF<;4J<< OSPF 

'4EFP 3. �;@9A9A<9 @9FD<> OSPF 

'4EFP 4. !4EFDB=>4 < D4ECDBEFD4A9A<9 EF4F<K9E>B7B @4DLDGF4 CB 
G@B?K4A<R 

'4EFP 5. !4EFDB=>4 4GF9AF<H<>4J<< A4 54;9 CDBFB>B?4 OSPF 



 

" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

CBDFO >BAEB?<; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 

'4EFP 1: %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6 

� K4EF< 1 64@ CD98EFB<F EB;84FP FBCB?B7<R E9F< < A4EFDB<FP 54;B6O9 

C4D4@9FDO 8?S G;?B6 #� < @4DLDGF<;4FBDB6. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. ,47 2: 

�OCB?A<F9 ;4CGE> < C9D9;47DG;>G @4DLDGF<;4FBDB6. 

,47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B @4DLDGF<;4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. !4EFDB=F9 <@S GEFDB=EF6 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4. 

d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 

e. �4L<HDG=F9 A9;4L<HDB64AAO9 C4DB?<. 

f. !4EFDB=F9 54AA9D MOTD (EBB5M9A<9 8AS) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

g. !4EFDB=F9 logging synchronous 8?S >BAEB?PAB7B >4A4?4. 

h. !4;A4KPF9 IP-48D9E4 6E9@ <AF9DH9=E4@ 6 EBBF69FEF6<< E F45?<J9= 

48D9E4J<<. 

i. �484=F9 8?S F4>FB6B= K4EFBFO A4 6E9I CBE?98B64F9?PAOI 

<AF9DH9=E4I DCE ;A4K9A<9 128000. j. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 

;47DG;BKAGR >BAH<7GD4J<R. 

,47 4: !4EFDB=F9 G;?O #�. 

�8D9E4 G;?B6 #� @B:AB CBE@BFD9FP 6 F45?<J9 48D9E4J<<. 

,47 5: #DB69DPF9 EB98<A9A<9. 

!4 84AAO= @B@9AF #� A9 @B7GF BFCD46?SFP 8DG7 8DG7G QIB-;4CDBEO. !B 

@4DLDGF<;4FBDO 8B?:AO GEC9LAB BFCD46?SFP QIB-;4CDBEO A9CBED98EF69AAB 



 

CB8>?RK9AAO@ EBE98A<@ <AF9DH9=E4@, < 6E9 #� 8B?:AO GEC9LAB 

BFCD46?SFP QIB-;4CDBEO A4 E6B< L?R;O CB G@B?K4A<R. #D< A9G84KAB@ 

6OCB?A9A<< QIB-;4CDBEB6 6OCB?A<F9 CB<E> < GEFD4A9A<9 A9CB?48B>. 

'4EFP 2: !4EFDB=>4 < CDB69D>4 @4DLDGF<;4J<< OSPF 

� K4EF< 2 64@ CD98EFB<F A4EFDB<FP @4DLDGF<;4J<R OSPFv2 A4 6E9I 

@4DLDGF<;4FBD4I 6 E9F<, 4 ;4F9@ G598<FPES, KFB F45?<JO @4DLDGF<;4J<< 

CD46<?PAB B5AB6?SRFES. 

,47 1: !4EFDB=F9 <89AF<H<>4FBDO 6E9I @4DLDGF<;4FBDB6. 

!4;A4KPF9 1 6 >4K9EF69 <89AF<H<>4FBD4 CDBJ9EE4 OSPF. !4 >4:8B@ 

@4DLDGF<;4FBD9 8B?:AO 5OFP A4EFDB9AO E?98GRM<9 <89AF<H<>4FBDO: 

" �89AF<H<>4FBD @4DLDGF<;4FBD4 R1: 1.1.1.1 

" �89AF<H<>4FBD @4DLDGF<;4FBD4 R2: 2.2.2.2 

" �89AF<H<>4FBD @4DLDGF<;4FBD4 R3: 3.3.3.3 

,47 2: !4EFDB=F9 A4 @4DLDGF<;4FBD4I E6989A<S B E9F< OSPF. 

,47 3: #DB69DPF9 @4DLDGF<;4J<R OSPF. 

a. �OCB?A<F9 >B@4A8G show ip ospf neighbor, KFB5O G598<FPES, KFB 

A4 >4:8B@ @4DLDGF<;4FBD9 C9D9K<E?9AO 8DG7<9 @4DLDGF<;4FBDO 6 E9F<. 

b. �OCB?A<F9 >B@4A8G show ip route ospf, KFB5O G598<FPES, KFB 6 

F45?<J4I @4DLDGF<;4J<< 6E9I @4DLDGF<;4FBDB6 BFB5D4:4RFES 6E9 E9F< 

OSPF. 

,47 4: #DB69DPF9 E>6B;AB9 CB8>?RK9A<9. 

% G;?4 PC-A BFCD46PF9 QIB-;4CDBE A4 G;9? PC-C, KFB5O CDB69D<FP 

E>6B;AB9 CB8>?RK9A<9. 1IB-;4CDBEO 8B?:AO CDBIB8<FP GEC9LAB. � 

CDBF<6AB@ E?GK49 GEFD4A<F9 <@9RM<9ES A9CB?48><. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 

CBFD95B64FPES BF>?RK9A<9 @9:E9F96B7B Q>D4A4 #�.  



 

'4EFP 3: �;@9A9A<9 @9FD<> OSPF 

� K4EF< 3 A9B5IB8<@B <;@9A<FP @9FD<>< OSPF E CB@BMPR >B@4A8 auto-

cost reference-bandwidth, bandwidth < ip ospf cost. 1F< <;@9A9A<S CB6OESF 

FBKABEFP @9FD<> 8?S OSPF. 

#D<@9K4A<9. � K4EF< 1 A4 6E9I <AF9DH9=E4I DCE AG:AB 5O?B 

GEF4AB6<FP ;A4K9A<9 F4>FB6B= K4EFBFO 128000. 

,47 1: �?S 6E9I CBE?98B64F9?PAOI <AF9DH9=EB6 A4EFDB=F9 CDBCGE>AGR 

ECBEB5ABEFP A4 128 �5<F/E. 

a. �OCB?A<F9 >B@4A8G show ip ospf interface brief, KFB5O 

CDBE@BFD9FP A4EFDB=>< EFB<@BEF< CB G@B?K4A<R 8?S <AF9DH9=EB6 

@4DLDGF<;4FBD4. 

 

b. �OCB?A<F9 >B@4A8G bandwidth 128 A4 6E9I CBE?98B64F9?PAOI 

<AF9DH9=E4I. 

c. �OCB?A<F9 >B@4A8G show ip ospf interface brief, KFB5O 

CDBE@BFD9FP AB6O9 ;A4K9A<S EFB<@BEF<. 

Interface PID Area IP 
Address/Mask 

Cos
t 

State Nbrs 
F/C 

Se0/0/1 1 0 192.168.13.1/3
0 

781 P2P 1/1 

Se0/0/0 1 0 192.168.12.1/3
0 

781 P2P 1/1 

Gi0/0 1 0 192.168.1.1/24 1 DR 0/0 
 

,47 2: �;@9A<F9 ;484AAGR CDBCGE>AGR ECBEB5ABEFP 8?S 

@4DLDGF<;4FBDB6. 

a. �OCB?A<F9 >B@4A8G auto-cost reference-bandwidth 1000 A4 

@4DLDGF<;4FBD4I, KFB5O <;@9A<FP ;A4K9A<9 QF4?BAAB= CDBCGE>AB= 

ECBEB5ABEF< CB G@B?K4A<R E J9?PR GK9F4 <AF9DH9=EB6 Gigabit Ethernet. 



 

b. #B6FBDAB 6OCB?A<F9 >B@4A8G show ip ospf interface brief, KFB5O 

CDBE@BFD9FP 6A9ETAAO9 <;@9A9A<S ;A4K9A<= EFB<@BEF<. 

 

 Cost State Nbrs 
F/C 

 64 P2P 1/1 
   

 64 P2P 1/1 
 1 DR 0/0 

 

#D<@9K4A<9. �E?< @4DLDGF<;4FBD BEA4M9A <AF9DH9=E4@< Fast Ethernet 

6@9EFB <AF9DH9=EB6 Gigabit Ethernet, FB ;A4K9A<9 EFB<@BEF< 8?S QF<I 

<AF9DH9=EB6 5G89F D46AB 10. 

,47 3: �;@9A<F9 EFB<@BEFP @4DLDGF4. 

a. �OCB?A<F9 >B@4A8G show ip route ospf, KFB5O CDBE@BFD9FP F9>GM<9 

@4DLDGFO OSPF A4 

@4DLDGF<;4FBD9 R1. "5D4F<F9 6A<@4A<9, KFB 6 A4EFBSM99 6D9@S 

F45?<J4 EB89D:<F 864 @4DLDGF4, >BFBDO9 <ECB?P;GRF <AF9DH9=E S0/0/1. 

  

 



 

 

b. �OCB?A<F9 >B@4A8G ip ospf cost 16000 A4 <AF9DH9=E9 S0/0/1 

@4DLDGF<;4FBD4 R1. %FB<@BEFP 16 000 S6?S9FES 6OL9 EG@@4DAB= EFB<@BEF< 

@4DLDGF4, CDBIB8SM97B K9D9; R2 (15 624). 

c. �OCB?A<F9 >B@4A8G show ip ospf interface brief A4 

@4DLDGF<;4FBD9 R1, KFB5O CDBE@BFD9FP <;@9A9A<9 EFB<@BEF< A4 <AF9DH9=E9 

S0/0/1. 

 

d. @B6RDAB 6OCB?A<F9 >B@4A8G snow ip louie ospi A4 R I ,  K1 B5O 

CDBE@B1D91P 6?<SA<9 QFB7B 

 



 

<;@9A9A<S A4 F45?<JG @4DLDGF<;4J<<. &9C9DP 6E9 @4DLDGFO OSPF 8?S 

@4DLDGF<;4FBD4 R1 CDBIB8SF K9D9; @4DLDGF<;4FBD R2.

 

#BK9@G @4DLDGF > E9F< 192.168.3.0/24 BF @4DLDGF<;4FBD4 R1 F9C9DP 

CDBIB8<F K9D9; R2?

'4EFP 4: !4EFDB=>4 < D4ECDBEFD4A9A<9 EF4F<K9E>B7B @4DLDGF4 CB 
G@B?K4A<R 

� K4EF< 4 64@ CD98EFB<F <ECB?P;B64FP <AF9DH9=E loopback 

@4DLDGF<;4FBD4 R2 8?S @B89?<DB64A<S CB8>?RK9A<S <AF9DA9F-CDB64=89D4 > 

�AF9DA9FG. �O EB;848<F9 EF4F<K9E><= @4DLDGF CB G@B?K4A<R A4 

@4DLDGF<;4FBD9 R2, 4 ;4F9@ CDBFB>B? OSPF D4ECDBEFD4A<F QFBF @4DLDGF 

86G@ 8DG7<@ @4DLDGF<;4FBD4@ 6 E9F<. 

,47 1: !4 @4DLDGF<;4FBD9 R2 A4EFDB=F9 EF4F<K9E><= @4DLDGF CB 

G@B?K4A<R > <AF9DH9=EG loopback 0. 

!4EFDB=F9 @4DLDGF CB G@B?K4A<R, <ECB?P;GS <AF9DH9=E loopback, 

A4EFDB9AAO= 6 K4EF< 1, KFB5O E@B89?<DB64FP CB8>?RK9A<9 > CBEF46M<>G 

GE?G7 <AF9DA9F4 (ISP). 

,47 2: &9C9DP OSPF D4ECDBEFD4A<F EF4F<K9E><= @4DLDGF CB 

G@B?K4A<R. 

�OCB?A<F9 >B@4A8G default-information originate, KFB5O 6>?RK<FP 

EF4F<K9E><= @4DLDGF CB G@B?K4A<R 6 B5AB6?9A<S OSPF, BFCD46?S9@O9 

@4DLDGF<;4FBDB@ R2. 



 

 

,47 3: #DB69DPF9 D4ECDBEFD4A9A<9 EF4F<K9E>B7B @4DLDGF4 OSPF. 

a. �OCB?A<F9 >B@4A8G show ip route static A4 R2. 

] 

E  

 

b. �OCB?A<F9 >B@4A8G show ip route A4 @4DLDGF<;4FBD9 R1, KFB5O 

CDB69D<FP D4ECDBEFD4A9A<9 EF4F<K9E>B7B @4DLDGF4 BF @4DLDGF<;4FBD4 R2. 



 

 

'EC9LAB ?< 6OCB?A9A QIB-;4CDBE? 

'4EFP 5: !4EFDB=>4 4GF9AF<H<>4J<< A4 54;9 CDBFB>B?4 OSPF 

�GF9AF<H<>4J<R OSPF @B:AB A4EFDB<FP A4 GDB6A9 >4A4?4 <?< 

B5?4EF<. %GM9EF6G9F FD< F<C4 4GF9AF<H<>4J<< OSPF: AG?964S, E BF>DOFO@ 

C4DB?9@ <?< CB 4?7BD<F@G MD5. � K4EF< 5 64@ CD98EFB<F A4EFDB<FP 

4GF9AF<H<>4J<R MD5 8?S CDBFB>B?4 OSPF, F.9. E4@O= A489:AO= F<C 

4GF9AF<H<>4J<<. 

,47 1: !4EFDB=F9 4GF9AF<H<>4J<R MD5 8?S OSPF A4 B8AB@ >4A4?9. 

a. �OCB?A<F9 >B@4A8G debug ip ospf adj A4 @4DLDGF<;4FBD9 R2, 

KFB5O CDBE@BFD9FP EBB5M9A<S BFABL9A<= E@9:ABEF< OSPF. 

 

b. !4;A4KPF9 >?RK MD5 8?S 4GF9AF<H<>4J<< CB CDBFB>B?G OSPF A4 

<AF9DH9=E9 S0/0/0 @4DLDGF<;4FBD4 R1. 

 

c. �>F<6<DG=F9 4GF9AF<H<>4J<R MD5 A4 <AF9DH9=E9 S0/0/0 

@4DLDGF<;4FBD4 R1. 

 

c. #DB69DPF9 E>6B;AB9 CB8>?RK9A<9, BFCD46<6 QIB-;4CDBE BF G;?4 PC-A 

A4 48D9E <AF9DH9=E4 ISP 209.165.200.225. 



 

!4 @4DLDGF<;4FBD9 R2 CBS6SFES EBB5M9A<S BF?48>< OSPF, 

G698B@?SRM<9 B A9EB6C489A<< F<CB6 4GF9AF<H<>4J<<.

 

d. !4 @4DLDGF<;4FBD9 R2 6OCB?A<F9 >B@4A8G u all (E4@O= >D4F><= 

64D<4AF >B@4A8O undebug all), KFB5O BF>?RK<FP CDBJ9EE BF?48><. 

e. !4EFDB=F9 4GF9AF<H<>4J<R OSPF A4 <AF9DH9=E9 S0/0/0 

@4DLDGF<;4FBD4 R2. �ECB?P;G=F9 C4DB?P MD5, 6698TAAO= 8?S R1. 

f. �OCB?A<F9 >B@4A8G show ip ospf interface s0/0/0 A4 

@4DLDGF<;4FBD9 R2. � >BAJ9 D9;G?PF4FB6 QFB= >B@4A8O 5G89F 6O6989A F<C 

4GF9AF<H<>4J<<. 

 

 

,47 2: !4EFDB=F9 4GF9AF<H<>4J<R OSPF A4 GDB6A9 B5?4EF<. 

a. �OCB?A<F9 >B@4A8G area 0 authentication, KFB5O A4EFDB<FP 

4GF9AF<H<>4J<R MD5 8?S B5?4EF< OSPF 0 A4 @4DLDGF<;4FBD9 R1. 

 

 



 

b. 1FBF 64D<4AF FD95G9F A4;A4K<FP C4DB?P MD5 A4 GDB6A9 

<AF9DH9=E4. 

 

c. �OCB?A<F9 >B@4A8G show ip ospf neighbor A4 @4DLDGF<;4FBD9 R3. 

' @4DLDGF<;4FBD4 R1 F9C9DP BFEGFEF6GRF BFABL9A<S E@9:ABEF< E R3. 

 

d. !4EFDB=F9 8?S @4DLDGF<;4FBD4 R3 4GF9AF<H<>4J<R A4 GDB6A9 

B5?4EF< < A4;A4KPF9 FBF :9 C4DB?P MD5 8?S <AF9DH9=E4 S0/0/0. 

 

e. �OCB?A<F9 >B@4A8G show ip ospf neighbor A4 @4DLDGF<;4FBD9 R3. 

"5D4F<F9 6A<@4A<9, KFB F9C9DP @4DLDGF<;4FBD R1 CB>4;O649FES 6 >4K9EF69 

EBE98A97B GEFDB=EF64, 4 @4DLDGF<;4FBD R2 BFEGFEF6G9F. 

R3# show ip ospf neighbor 



 

 

�BCDBEO A4 ;4>D9C?9A<9 

1. �4>B= @9FB8 GCD46?9A<S ;A4K9A<S@< EFB<@BEF< @4DLDGF4 OSPF 

S6?S9FES A4<5B?99 CDBEFO@ < CD98CBKF<F9?PAO@? 

2. �4><@ B5D4;B@ >B@4A84 default-information originate <;@9AS9F D45BFG 

E9F<, <ECB?P;GRM9= CDBFB>B? @4DLDGF<;4J<< OSPF? 

3. #BK9@G D9>B@9A8G9FES <ECB?P;B64FP 4GF9AF<H<>4J<R OSPF? 

 



 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 
 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

#BE?98B64F9?PAO
= <AF9DH9=E 71 

# BE?98B 64F9? 
PAO= <AF9DH9=E 

72 

1800 
Fast Ethernet 

0/0 (F0/0) 
Fast Ethernet 

0/1 (F0/1) 
Serial 0/0/0 

(S0/0/0) 
Serial 0/0/1 

(S0/0/1) 

1900 
Gigabit 

Ethernet 0/0 
(G0/0) 

Gigabit 
Ethernet 0/1 

(G0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

2801 
Fast Ethernet 

0/0 (F0/0) 
Fast Ethernet 

0/1 (F0/1) 
Serial 0/1/0 

(S0/1/0) 
Serial 0/1/1 

(S0/1/1) 

2811 
Fast Ethernet 

0/0 (F0/0) 
Fast Ethernet 

0/1 (F0/1) 
Serial 0/0/0 

(S0/0/0) 
Serial 0/0/1 

(S0/0/1) 

2900 
Gigabit 

Ethernet 0/0 
(G0/0) 

Gigabit 
Ethernet 0/1 

(G0/1) 

Serial 0/0/0 
(S0/0/0) 

Serial 0/0/1 
(S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 

<AF9DH9=EO E J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 97B 

<AF9DH9=EB6. !9 EGM9EF6G9F QHH9>F<6AB7B ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< 

A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6. � QFB= F45?<J9 EB89D:4FES 

<89AF<H<>4FBDO 8?S 6B;@B:AOI EBK9F4A<= <AF9DH9=EB6 Ethernet < 

CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO A<>4><9 

<AO9 F<CO <AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >BA>D9FAB@ 

@4DLDGF<;4FBD9. � >4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. 

%FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 

>B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 



 

#D4>F<K9E>4S D45BF4 11  
#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 BEAB6AOI CDBFB>B?B6 OSPFv2 < 

OSPFv3 8?S B8AB= B5?4EF< 

 

&BCB?B7<S 

 

 



 

&45?<J4 48D9E4J<< 

 

 �89AF<

H<>4FBD 
@4DLDGF<;4FBD
4 OSPF 

  (?R; CB 

G@B?K4A<R 'EFDB
=EF6B 

�AF9DH9=E IP-48D9E 

R1 1.1.1.1 G0/0 192.168.1.1/24 

2001 :DB8:ACAD:A::1/64 

FE80::1 link-local 

N/A 

  S0/0/0 192.168.12.1/30 

2001:DB8:ACAD:12::1/64 FE80::1 

link-local 

N/A 

  S0/0/1 192.18.13.1/30 

2001:DB8:ACAD:13::1/64 FE80::1 

link-local 

N/A 

R2 2.2.2.2 G0/0 192.168.2.1/24 

2001 :DB8:ACAD:B::2/64 

FE80::2 link-local 

N/A 

  S0/0/0 192.168.12.2/30 

2001:DB8:ACAD:12::2/64 FE80::2 

link-local 

N/A 

  S0/0/1 192.168.23.1/30 

2001:DB8:ACAD:23::2/64 FE80::2 

link-local 

N/A 

R3 3.3.3.3 G0/0 192.168.3.1/24 

2001 :DB8:ACAD:C::3/64 

FE80::3 link-local 

N/A 

  S0/0/0 192.168.13.2/30 

2001:DB8:ACAD:13::3/64 FE80::3 

link-local 

N/A 

  S0/0/1 192.168.23.2/30 

2001:DB8:ACAD:23::3/64 FE80::3 

link-local 

N/A 

PC-A  NIC 192.168.1.3/24 

2001 :DB8:ACAD:A::A/64 

192.168.1.1 

FE80::1 

PC-B  NIC 192.168.2.3/24 

2001 :DB8:ACAD:B::B/64 

192.168.2.1 

FE80::2 

PC-C  NIC 192.168.3.3/24 

2001 :DB8:ACAD:C::C/64 

192.168.3.1 

FE80::3 



 

�484K< 

+4EFP 1. #BEFDB9A<9 E9F< < ;47DG;>4 >BAH<7GD4J<= GEFDB=EF6 +4EFP 2. 

#B<E> < GEFD4A9A<9 A9CB?48B> CB8>?RK9A<S GDB6AS 3 +4EFP 3. #B<E> < 

GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPFv2 +4EFP 4. #B<E> < GEFD4A9A<9 

A9CB?48B> 6 D45BF9 OSPFv3 

�EIB8AO9 84AAO9/EJ9A4D<= 

�?7BD<F@ >D4FK4=L97B CGF< (OSPF) 4 QFB CDBFB>B? @4DLDGF<;4J<< 

8?S IP-E9F9= A4 BEAB69 EBEFBSA<S >4A4?4. OSPFv2 BCD989?9A 8?S E9F9= 

CDBFB>B?4 IPv4, 4 OSPFv3 4 8?S E9F9= IPv6. OSPFv2 < OSPFv3 4 QFB 

CB?ABEFPR <;B?<DB64AAO9 CDBFB>B?O @4DLDGF<;4J<<. �;@9A9A<S 6 OSPFv2 

A9 6?<SRF A4 @4DLDGF<;4J<R OSPFv3, < A4B5BDBF. 

� QFB= ?45BD4FBDAB= D45BF9 6 E9F< OSPF 8?S B8AB= B5?4EF<, 

<ECB?P;GRM9= CDBFB>B?O OSPFv2 < OSPFv3, 6B;A<>?< A9CB?48><. �4@ 

CBDGK<?< A4=F< A9CB?48>< 6 D45BF9 E9F< < GEFD4A<FP <I. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES @4DLDGF<;4FBDO E 
<AF97D4J<9= E9D6<EB6 E9D<< Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universalk9). �B;@B:AB <ECB?P;B64A<9 8DG7<I 

@4DLDGF<;4FBDB6 < 69DE<= Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 

69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF 

CD<698TAAOI 6 BC<E4A<< ?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO 

<AF9DH9=EB6 CD<6989AO 6 E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 

>BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< @4DLDGF<;4FBDB6 
< >B@@GF4FBDB6 G84?9AO, < A4 QF<I GEFDB=EF64I BFEGFEF6GRF H4=?O 

;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > 

<AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 



 

" 3 >B@CPRF9D4 (CB8 GCD46?9A<9@ Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

CBDFO >BAEB?<; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 

+4EFP 1: #BEFDB9A<9 E9F< < ;47DG;>4 >BAH<7GD4J<= GEFDB=EF6 
� K4EF< 1 64@ CD98EFB<F EB;84FP FBCB?B7<R E9F< < A4EFDB<FP 54;B6O9 

C4D4@9FDO 8?S G;?B6 #� < @4DLDGF<;4FBDB6. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. ,47 2: 

!4EFDB=F9 G;?O #�. 

,47 3: �47DG;<F9 >BAH<7GD4J<< @4DLDGF<;4FBDB6. 

�47DG;<F9 E?98GRM<9 >BAH<7GD4J<< 6 EBBF69FEF6GRM<= 

@4DLDGF<;4FBD. !4 6E9I @4DLDGF<;4FBD4I A4EFDB9AO B8<A4>B6O9 C4DB?<. 

#4DB?P CD<6<?97<DB64AAB7B D9:<@4 4 cisco. #4DB?P 8?S >BAEB?< < 8BEFGC4 

vty 4 class. 

�BAH<7GD4J<S @4DLDGF<;4FBD4 R1: 

conf t



 



 



 

 

+4EFP 2: #B<E> < GEFD4A9A<9 A9CB?48B> CB8>?RK9A<S GDB6AS 3 
� K4EF< 2 64@ CD98EFB<F G598<FPES, KFB CB8>?RK9A<9 GDB6AS 3 

A4EFDB9AB A4 6E9I <AF9DH9=E4I. �?S 6E9I <AF9DH9=EB6 GEFDB=EF6 

CBA48B5<FES CDBF9EF<DB64FP CB8>?RK9A<S >4> 8?S IPv4, F4> < 8?S IPv6. 

,47 1: '598<F9EP, KFB <AF9DH9=EO, G>4;4AAO9 6 F45?<J9 48D9E4J<<, 

4>F<6AO < KFB 8?S A<I A4EFDB9AO CD46<?PAO9 IP-48D9E4. 

a. �698<F9 >B@4A8G show ip interface brief A4 6E9I @4DLDGF<;4FBD4I, 

KFB5O G598<FPES, KFB 6E9 <AF9DH9=EO A4IB8SFES 6 D45BK9@ EBEFBSA<< (up/up). 

�4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

b. �698<F9 >B@4A8G show run interface, KFB5O CDB69D<FP A4;A4K9A<S IP-

48D9EB6 A4 6E9I <AF9DH9=E4I @4DLDGF<;4FBDB6. %D46A<F9 IP-48D9E4 

<AF9DH9=EB6 E 84AAO@< <; F45?<JO 48D9E4J<< < CDB69DPF9 A4;A4K9A<S @4E>< 

CB8E9F<. '598<F9EP, KFB 8?S IPv6 5O? A4;A4K9A 48D9E F<C4 link-local. 

�4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

c. 'EFD4A<F9 6E9 B5A4DG:9AAO9 A9CB?48><. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

 



 

d. �ECB?P;GS >B@4A8G ping, G598<F9EP, KFB >4:8O= @4DLDGF<;4FBD E9F< 

E6S;4A E EBE98A<@< 

@4DLDGF<;4FBD4@< E CB@BMPR CBE?98B64F9?PAOI <AF9DH9=EB6. 

'598<F9EP, KFB >B@CPRF9DO @B7GF GEC9LAB BFCD46?SFP QIB-;4CDBEO A4 E6B< 

L?R;O CB G@B?K4A<R. �E?< CDB5?9@O EBID4ASRFES, CDB8B?:<F9 CB<E> < 

GEFD4A9A<9 CDB5?9@ A4 GDB6A9 3. 

+4EFP 3: #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPFv2 

� K4EF< 3 64@ A9B5IB8<@B GEFD4A<FP A9CB?48>< OSPFv2 < 6OCB?A<FP 

<;@9A9A<S, A9B5IB8<@O9 8?S A4EFDB=>< @4DLDGFB6 OSPFv2 < E>6B;AB7B 

CB8>?RK9A<S IPv4. 

#D<@9K4A<9. �AF9DH9=EO ?B>4?PAB= E9F< (G0/0) A9 8B?:AO B5NS6?SFP 

84AAO9 @4DLDGF<;4J<< OSPF, AB @4DLDGFO > QF<@ E9FS@ 8B?:AO 

EB89D:4FPES 6 F45?<J4I @4DLDGF<;4J<<. 

,47 1: #DBF9EF<DG=F9 E>6B;AB9 CB8>?RK9A<9 IPv4. 

"F >4:8B7B #� BFCD46PF9 QIB-;4CDBEO A4 8DG7<9 #� 6 FBCB?B7<<, 

KFB5O CDB69D<FP E>6B;AB9 CB8>?RK9A<9. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G #� @B:9F 
CBFD95B64FPES BF>?RK<FP @9:E9F96O9 Q>D4AO A4 #�. 

a. "FCD46PF9 QIB-;4CDBE BF G;?4 PC-A A4 PC-B. 'EC9LAB ?< 

6OCB?A9A QIB-;4CDBE? 

b. "FCD46PF9 QIB-;4CDBE E >B@CPRF9D4 PC-A A4 >B@CPRF9D PC-C. 

'EC9LAB ?< 6OCB?A9A QIB-;4CDBE? 

c. "FCD46PF9 QIB-;4CDBE E PC-B A4 PC-C. 'EC9LAB ?< 6OCB?A9A QIB-

;4CDBE? 

,47 2: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R1 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv2. 

a. �698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES 6 FB@, KFB OSPF 

D45BF49F < 6E9 E9F< 



 

4ABAE<DGRFES 6 B5?4EF< 0. '598<F9EP, KFB <89AF<H<>4FBD 

@4DLDGF<;4FBD4 A4EFDB9A CD46<?PAB. �4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

b. �A9E<F9 FD95G9@O9 <;@9A9A<S 6 >BAH<7GD4J<R @4DLDGF<;4FBD4 R1, 

<EIB8S <; D9;G?PF4FB6 >B@4A8O show ip protocols. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

c. #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ip ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES 6 

QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 

e. �698<F9 >B@4A8G show ip ospf interface brief, KFB5O G598<FPES, 

KFB 6E9 <AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ip ospf interface g0/0, KFB5O G598<FPES, 

KFB <AF9DH9=E G0/0 S6?S9FES C4EE<6AO@. 

#D<@9K4A<9. 1F< E6989A<S @B:AB F4>:9 CB?GK<FP E CB@BMPR 
>B@4A8O show ip protocols. 

g. 'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 @4DLDGF<;4FBD9 R1. 

'>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 >BAH<7GD4J<R R1. 

�E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ A9 

A4=89AB». 

,47 3: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R2 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv2. 

a. �698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES, KFB OSPF 

D45BF49F < 6E9 E9F< 

4ABAE<DGRFES 6 B5?4EF< 0. '598<F9EP, KFB <89AF<H<>4FBD 

@4DLDGF<;4FBD4 A4EFDB9A CD46<?PAB. �4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

b. �A9E<F9 FD95G9@O9 <;@9A9A<S 6 >BAH<7GD4J<R @4DLDGF<;4FBD4 R2, 

<EIB8S <; D9;G?PF4FB6 >B@4A8O show ip protocols. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

c. #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ip ospf process. 



 

d. #B6FBDAB 6698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES 6 

QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 

e. �698<F9 >B@4A8G show ip ospf interface brief, KFB5O G598<FPES, 

KFB 6E9 <AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ip ospf interface g0/0, KFB5O G598<FPES, 

KFB <AF9DH9=E G0/0 S6?S9FES C4EE<6AO@. 

#D<@9K4A<9. 1F< E6989A<S @B:AB F4>:9 CB?GK<FP E CB@BMPR 
>B@4A8O show ip protocols. 

g. 'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 @4DLDGF<;4FBD9 R2. 

'>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 >BAH<7GD4J<R R2. 

�E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ A9 

A4=89AB». 

,47 4: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R3 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv2. 

a. �698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES, KFB OSPF 

D45BF49F < 6E9 E9F< 4ABAE<DGRFES 6 B5?4EF< 0. '598<F9EP, KFB <89AF<H<>4FBD 

@4DLDGF<;4FBD4 FB:9 A4EFDB9A CD46<?PAB. �4C<L<F9 CB?GK9AAO9 

D9;G?PF4FO. 

b. �A9E<F9 FD95G9@O9 <;@9A9A<S 6 >BAH<7GD4J<R @4DLDGF<;4FBD4 R3, 

<EIB8S <; D9;G?PF4FB6 >B@4A8O show ip protocols. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

c. #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ip ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES 6 

QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 

e. �698<F9 >B@4A8G show ip ospf interface brief, KFB5O G598<FPES, 

KFB 6E9 <AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ip ospf interface g0/0, KFB5O G598<FPES, 

KFB <AF9DH9=E G0/0 S6?S9FES C4EE<6AO@. 



 

#D<@9K4A<9. 1F< E6989A<S @B:AB F4>:9 CB?GK<FP E CB@BMPR 
>B@4A8O show ip protocols. 

g. 'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 @4DLDGF<;4FBD9 R3. 

'>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 >BAH<7GD4J<R R3. 

�E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ A9 

A4=89AB». 

,47 5: #DB69DPF9 84AAO9 EBE98A97B GEFDB=EF64 OSPF. 

a. !4 6E9I @4DLDGF<;4FBD4I 6698<F9 >B@4A8G show ip ospf neighbor, 

KFB5O CDBE@BFD9FP E6989A<S B EBE98A<I GEFDB=EF64I OSPF. 

,47 6: #DB69DPF9 <AHBD@4J<R B @4DLDGF4I OSPFv2. 

a. �698<F9 >B@4A8G show ip route ospf, KFB5O G598<FPES, KFB >4:8O= 

@4DLDGF<;4FBD B5?4849F @4DLDGF4@< OSPFv2 >B 6E9@ A9 7D4A<K4M<@ E A<@ 

E9FS@. 

�E9 ?< @4DLDGFO OSPFv2 8BEFGCAO? 

�E?< >4><9-?<5B @4DLDGFO OSPFv2 CDBCGM9AO, FB >4><9? 

b. �E?< >4><9-FB 84AAO9 @4DLDGF<;4J<< CDBCGM9AO, <ECD46PF9 QF< 

A9CB?48><. 

,47 7: #DB69DPF9 E>6B;AB9 CB8>?RK9A<9 IPv4. 

!4 >4:8B@ #� G598<F9EP 6 A4?<K<< E>6B;AB7B CB8>?RK9A<S IPv4. 

�B@CPRF9DO 8B?:AO GEC9LAB BFCD46?SFP QIB-;4CDBEO A4 8DG7<9 #� 6 

FBCB?B7<<. �E?< E>6B;AB9 CB8>?RK9A<9 IPv4 BFEGFEF6G9F, 6OCB?AS=F9 CB<E> 

< GEFD4A9A<9 A9CB?48B>, CB>4 A9 5G8GF D9L9AO BEF46L<9ES CDB5?9@O. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G #� @B:9F 
CBFD95B64FPES BF>?RK<FP @9:E9F96O9 Q>D4AO A4 #�. 

+4EFP 4: #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPFv3 

� K4EF< 4 64@ A9B5IB8<@B GEFD4A<FP A9CB?48>< OSPFv3 < 6OCB?A<FP 

<;@9A9A<S, A9B5IB8<@O9 8?S A4EFDB=>< @4DLDGFB6 OSPFv3 < E>6B;AB7B 

CB8>?RK9A<S IPv6. 



 

#D<@9K4A<9. �AF9DH9=EO ?B>4?PAB= E9F< (G0/0) A9 8B?:AO B5NS6?SFP 

84AAO9 @4DLDGF<;4J<< OSPFv3, AB @4DLDGFO > QF<@ E9FS@ 8B?:AO 

EB89D:4FPES 6 F45?<J4I @4DLDGF<;4J<<. 

,47 1: #DBF9EF<DG=F9 E>6B;AB9 CB8>?RK9A<9 IPv6. 

% >4:8B7B #� BFCD46PF9 QIB-;4CDBEO A4 $G6-48D9E4 8DG7<I G;?B6 #� 6 

FBCB?B7<<, KFB5O CDB69D<FP E>6B;AB9 CB8>?RK9A<9 IPv6. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G #� @B:9F 
CBFD95B64FPES BF>?RK<FP @9:E9F96O9 Q>D4AO A4 #�. 

,47 2: '598<F9EP, KFB B8AB48D9EA4S @4DLDGF<;4J<S IPv6 6>?RK9A4 A4 

6E9I @4DLDGF<;4FBD4I. 

a. #DBEFO@ ECBEB5B@ CDB69D>< 6>?RK9A<S ^6-@4DLDGF<;4J<< A4 

@4DLDGF<;4FBD9 S6?S9FES 

<ECB?P;B64A<9 >B@4A8O show run | section ipv6 unicast. �E?< 8B546<FP 

69DF<>4?PAGR ?<A<R (|) > >B@4A89 show run, FB >B@4A84 ipv6 unicast-routing 

CB>4:9F, 5O?4 ?< 6>?RK9A4 @4DLDGF<;4J<S IPv6. 

#D<@9K4A<9. �B@4A8G show run @B:AB 6OCB?A<FP < 59; 69DF<>4?PAB= 

?<A<<, 4 ;4F9@ 6DGKAGR A4=F< >B@4A8G ipv6 unicast-routing. 

�698<F9 QFG >B@4A8G A4 >4:8B@ @4DLDGF<;4FBD9. �4C<L<F9 

CB?GK9AAO9 D9;G?PF4FO. 

b. �E?< B8AB48D9EA4S @4DLDGF<;4J<S IPv6 A9 6>?RK9A4 A4 B8AB@ <?< 

A9E>B?P><I @4DLDGF<;4FBD4I, 6>?RK<F9 99. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

,47 3: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R1 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv3. 

a. �698<F9 >B@4A8G show ipv6 protocols < G598<F9EP, KFB 

<89AF<H<>4FBD @4DLDGF<;4FBD4 A4EFDB9A CD46<?PAB. &4>:9 G598<F9EP, KFB 

EBBF69FEF6GRM<9 <AF9DH9=EO BFB5D4:4RFES CB8 B5?4EFPR 0. 



 

#D<@9K4A<9. �E?< G QFB= >B@4A8O BFEGFEF6G9F D9;G?PF4F, FB CDBJ9EE 
OSPFv3 A9 5O? A4EFDB9A. 

�4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

b. �698<F9 A9B5IB8<@O9 <;@9A9A<S >BAH<7GD4J<< 8?S @4DLDGF<;4FBD4 

R1. �4C<L<F9 >B@4A8O, <ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

c. #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ipv6 ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ipv6 protocols, KFB5O G598<FPES 

6 QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 

e. �698<F9 >B@4A8G show ipv6 ospf interface brief, KFB5O G598<FPES, 

KFB 6E9 <AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ipv6 ospf interface g0/0, KFB5O G598<FPES, 

KFB QFBF <AF9DH9=E A9 B5NS6?S9F @4DLDGFO OSPFv3. 

g. 'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 @4DLDGF<;4FBD9 R1. 

'>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 >BAH<7GD4J<R R1. 

�E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ A9 

A4=89AB». 

,47 4: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R2 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv3. 

a. �698<F9 >B@4A8G show ipv6 protocols < G598<F9EP, KFB 

<89AF<H<>4FBD @4DLDGF<;4FBD4 A4EFDB9A CD46<?PAB. &4>:9 G598<F9EP, KFB 

EBBF69FEF6GRM<9 <AF9DH9=EO BFB5D4:4RFES CB8 B5?4EFPR 0. 

#D<@9K4A<9. �E?< G QFB= >B@4A8O BFEGFEF6G9F D9;G?PF4F, FB CDBJ9EE 
OSPFv3 A9 5O? A4EFDB9A. 

�4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

b. �698<F9 A9B5IB8<@O9 <;@9A9A<S >BAH<7GD4J<< A4 @4DLDGF<;4FBD9 

R2. �4C<L<F9 >B@4A8O, <ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

c. #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ipv6 ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ipv6 protocols, KFB5O G598<FPES 

6 QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 



 

e. �698<F9 >B@4A8G show ipv6 ospf interface brief, KFB5O G598<FPES, 

KFB 6E9 <AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ipv6 ospf interface g0/0, KFB5O G598<FPES, 

KFB QFBF <AF9DH9=E A9 A4EFDB9A 8?S B5NS6?9A<S @4DLDGFB6 OSPFv3. 

g. '>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 

>BAH<7GD4J<R R2. �E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB 

«CDB5?9@ A9 A4=89AB». 

,47 5: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R3 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv3. 

a. �698<F9 >B@4A8G show ipv6 protocols < G598<F9EP, KFB 

<89AF<H<>4FBD @4DLDGF<;4FBD4 A4EFDB9A CD46<?PAB. &4>:9 G598<F9EP, KFB 

EBBF69FEF6GRM<9 <AF9DH9=EO BFB5D4:4RFES CB8 B5?4EFPR 0. 

#D<@9K4A<9. �E?< G QFB= >B@4A8O BFEGFEF6G9F D9;G?PF4F, FB CDBJ9EE 
OSPFv3 A9 5O? A4EFDB9A. 

�4C<L<F9 CB?GK9AAO9 D9;G?PF4FO.



 

b. �OCB?A<F9 A9B5IB8<@O9 <;@9A9A<S >BAH<7GD4J<< A4 @4DLDGF<;4FBD9 R3. 

�4C<L<F9 >B@4A8O, <ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

 #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ipv6 ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ipv6 protocols, KFB5O G598<FPES 6 

QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 

e. �698<F9 >B@4A8G show ipv6 ospf interface brief, KFB5O G598<FPES, KFB 

6E9 <AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ipv6 ospf interface g0/0, KFB5O G598<FPES, KFB 

QFBF <AF9DH9=E A9 B5NS6?S9F @4DLDGFO OSPFv3. 

g. 'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 @4DLDGF<;4FBD9 R3. 

'>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 >BAH<7GD4J<R R3. �E?< 

GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ A9 A4=89AB». 

,47 6: '598<F9EP, KFB 6E9 @4DLDGF<;4FBDO B5?484RF CD46<?PAB= 

<AHBD@4J<9= B5 BFABL9A<SI E@9:ABEF< E EBE98A<@< @4DLDGF<;4FBD4@<. 

a. �698<F9 >B@4A8G show ipv6 ospf neighbor, KFB5O G598<FPES 6 EB;84A<< 

BFABL9A<= E@9:ABEF< @9:8G EBE98A<@< @4DLDGF<;4FBD4@<. 

b. 'EFD4A<F9 6E9 BEF46L<9ES A9CB?48>< BFABL9A<= E@9:ABEF< OSPFv3. 

,47 7: #DB69DPF9 <AHBD@4J<R B @4DLDGF4I OSPFv3. 

a. �698<F9 >B@4A8G show ipv6 route ospf < G598<F9EP 6 A4?<K<< @4DLDGFB6 

OSPFv3 >B 6E9@ A9E@9:AO@ E9FS@. 

�E9 ?< @4DLDGFO OSPFv3 8BEFGCAO? 

�E?< >4><9-FB @4DLDGFO OSPFv3 BFEGFEF6GRF, FB >4><9? 

b. 'EFD4A<F9 6E9 BEF46L<9ES BL<5>< @4DLDGF<;4J<<. 



 

,47 8: #DB69DPF9 E>6B;AB9 CB8>?RK9A<9 IPv6. 

!4 >4:8B@ #� G598<F9EP 6 A4?<K<< E>6B;AB7B CB8>?RK9A<S IPv6. 

�B@CPRF9DO 8B?:AO GEC9LAB BFCD46?SFP QIB-;4CDBEO A4 >4:8O= <AF9DH9=E 6 

E9F<. �E?< E>6B;AB9 CB8>?RK9A<9 IPv6 BFEGFEF6G9F, 6OCB?AS=F9 CB<E> < GEFD4A9A<9 

A9CB?48B>, CB>4 A9 5G8GF D9L9AO BEF46L<9ES CDB5?9@O. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G #� @B:9F 
CBFD95B64FPES BF>?RK<FP @9:E9F96O9 Q>D4AO A4 #�. 

�BCDBEO A4 ;4>D9C?9A<9 

#BK9@G E?98G9F GEFD4ASFP A9CB?48>< 6 D45BF9 OSPFv2 < OSPFv3 CB 

BF89?PABEF<? 



 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 

@4DLDGF<;4FBD4 

�AF9DH9=E 

Ethernet 71 

�AF9DH9=E 

Ethernet 72 

#BE?98B64F9?

PAO= <AF9DH9=E 71 

#BE?98B64F9?

PAO= <AF9DH9=E 72 

1800 Fast 

Ethernet 0/0 (F0/0) 

Fast 

Ethernet 0/1 (F0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

1900 Gigabit 

Ethernet 0/0 (G0/0) 

Gigabit 

Ethernet 0/1 (G0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

2801 Fast 

Ethernet 0/0 (F0/0) 

Fast 

Ethernet 0/1 (F0/1) 

Serial 0/1/0 

(S0/1/0) 

Serial 0/1/1 

(S0/1/1) 

2811 Fast 

Ethernet 0/0 (F0/0) 

Fast 

Ethernet 0/1 (F0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

2900 Gigabit 

Ethernet 0/0 (G0/0) 

Gigabit 

Ethernet 0/1 (G0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E 

J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 97B <AF9DH9=EB6. !9 EGM9EF6G9F 

QHH9>F<6AB7B ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< A4EFDB9> 8?S >4:8B7B >?4EE4 

@4DLDGF<;4FBDB6. � QFB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 8?S 6B;@B:AOI EBK9F4A<= 

<AF9DH9=EB6 Ethernet < CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO 

A<>4><9 <AO9 F<CO <AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >BA>D9FAB@ @4DLDGF<;4FBD9. � 

>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 

EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 



 

#D4>F<K9E>4S D45BF4 13  
 

#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 GEB69DL9AEF6B64AAB7B CDBFB>B?4 
OSPFv2 8?S B8AB= B5?4EF< 

 

&BCB?B7<S 

 

 



 

&45?<J4 48D9E4J<< 

 

�484K< 

+4EFP 1. #BEFDB9A<9 E9F< < ;47DG;>4 >BAH<7GD4J<= GEFDB=EF6 +4EFP 2. #B<E> 

< GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPF 

�EIB8AO9 84AAO9/EJ9A4D<= 

OSPF 4 QFB D4ECDBEFD4ATAAO= CDBFB>B? @4DLDGF<;4J<<, <ECB?P;G9@O= 

>B@C4A<S@< CB 6E9@G @<DG. %9F96B= 48@<A<EFD4FBD 8B?:9A G@9FP 6OS6?SFP 
A9CB?48>< OSPF < 6B6D9@S <I GEFD4A<FP. 

    ,?R; 

CB G@B?K4A<R 

 

'EFDB=EF

6B 

�AF9DH9=

E 

IP-48D9E  4E>4 CB8E9F<  

R1 G0/0 192.168.1.1 255.255.255.0 N/A 

 S0/0/0 

(DCE) 

192.168.12.1 255.255.255.252 N/A 

 S0/0/1 192.168.13.1 255.255.255.252 N/A 

R2 Lo0 209.165.200.225 255.255.255.252 N/A 

 S0/0/0 192.168.12.2 255.255.255.252 N/A 

 S0/0/1 

(DCE) 

192.168.23.1 255.255.255.252 N/A 

R3 G0/0 192.168.3.1 255.255.255.0 N/A 

 S0/0/0 

(DCE) 

192.168.13.2 255.255.255.252 N/A 

 S0/0/1 192.168.23.2 255.255.255.252 N/A 

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 



 

� QFB= ?45BD4FBDAB= D45BF9 64@ CD98EFB<F A4=F< < GEFD4A<FP A9CB?48>< 
6 D45BF9 E9F< OSPFv2 8?S B8AB= B5?4EF<. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES @4DLDGF<;4FBDO E 

<AF97D4J<9= E9D6<EB6 E9D<< Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universalk9). �B;@B:AB <ECB?P;B64A<9 8DG7<I @4DLDGF<;4FBDB6 < 
69DE<= Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 

8BEFGCAO9 >B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF CD<698TAAOI 6 
BC<E4A<< ?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 
CD<6989AO 6 E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 
?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< @4DLDGF<;4FBDB6 < 

>B@@GF4FBDB6 G84?9AO, < A4 QF<I GEFDB=EF64I BFEGFEF6GRF H4=?O ;47DG;BKAB= 
>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 
" 3 >B@CPRF9D4 (CB8 GCD46?9A<9@ Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; CBDFO 
>BAEB?<; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?<, >4> CB>4;4AB 6 FBCB?B7<<. 
+4EFP 1: #BEFDB9A<9 E9F< < ;47DG;>4 >BAH<7GD4J<= GEFDB=EF6 

� K4EF< 1 64@ CD98EFB<F EB;84FP FBCB?B7<R E9F< < A4EFDB<FP 54;B6O9 

C4D4@9FDO 8?S G;?B6 #� < @4DLDGF<;4FBDB6. 
,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. ,47 2: 

!4EFDB=F9 G;?O #�. 



 

,47 3: �47DG;<F9 >BAH<7GD4J<< @4DLDGF<;4FBDB6. 

�47DG;<F9 E?98GRM<9 >BAH<7GD4J<< 6 EBBF69FEF6GRM<= @4DLDGF<;4FBD. 
!4 6E9I @4DLDGF<;4FBD4I A4EFDB9AO B8<A4>B6O9 C4DB?<. #4DB?P 

CD<6<?97<DB64AAB7B D9:<@4 4 class. #4DB?P 8?S >BAEB?< < >4A4?B6 vty 4 

cisco. 

�BAH<7GD4J<S @4DLDGF<;4FBD4 R1: 

�



 



 

 

,47 4: #DB69DPF9 E>6B;AB9 CB8>?RK9A<9. 

�E9 <AF9DH9=EO 8B?:AO 5OFP 6>?RK9AO, >B@CPRF9DO 8B?:AO 
GEC9LAB BFCD46?SFP QIB-;4CDBEO A4 L?R; CB G@B?K4A<R. 



 

+4EFP 2: #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPF 

� K4EF< 2 64@ AG:AB G598<FPES, KFB 6E9 @4DLDGF<;4FBDO 
GEF4AB6<?< @9:8G EB5B= BFABL9A<S E@9:ABEF< < KFB 6E9 E9F96O9 
@4DLDGFO 8BEFGCAO. 

�BCB?A<F9?PAO9 FD95B64A<S > OSPF 

" !4 @4DLDGF<;4FBD4I 8B?:AO 5OFP A4EFDB9AO E?98GRM<9 
<89AF<H<>4FBDO: 

- �89AF<H<>4FBD @4DLDGF<;4FBD4 R1: 1.1.1.1 

- �89AF<H<>4FBD @4DLDGF<;4FBD4 R2: 2.2.2.2 

- �89AF<H<>4FBD @4DLDGF<;4FBD4 R3: 3.3.3.3 

" &4>FB6O9 K4EFBFO CBE?98B64F9?PAOI <AF9DH9=EB6 8B?:AO 
5OFP GEF4AB6?9AO D46AO@< 128 �5<F/E. �?S CD46<?PAB7B D4EKTF4 
@9FD<>< EFB<@BEF< OSPF 8B?:AO 5OFP ;484AO EBBF69FEF6GRM<9 
;A4K9A<S CDBCGE>AB= ECBEB5ABEF<. 

"  4DLDGF<;4FBDO 1941 BEA4M9AO <AF9DH9=E4@< Gigabit, 

CBQFB@G QF4?BAA4S CDBCGE>A4S ECBEB5ABEFP CB G@B?K4A<R 8?S OSPF 

8B?:A4 5OFP A4EFDB9A4 F4><@ B5D4;B@, KFB5O @9FD<>< EFB<@BEF< 
BFD4:4?< EBBF69FEF6GRM<9 ;A4K9A<S 8?S 6E9I <AF9DH9=EB6. 

" OSPF 8B?:9A D4ECDBEFD4A<FP @4DLDGF CB G@B?K4A<R 8?S 
6OIB84 6 �AF9DA9F. �?S @B89?<DB64A<S QFB7B @4DLDGF4 <ECB?P;G9FES 
<AF9DH9=E loopback 0 A4 @4DLDGF<;4FBD9 R2. 

" �?S 6E9I <AF9DH9=EB6, B5NS6?SRM<I E6989A<S B 
@4DLDGF<;4J<< OSPF, 8B?:A4 5OFP A4EFDB9A4 4GF9AF<H<>4J<S MD5 E 
>?RKB@ MD5LINKS. 

#9D9K<E?<F9 >B@4A8O, <ECB?P;G9@O9 6 CDBJ9EE9 GEFD4A9A<S 
A9CB?48B> 6 D45BF9 OSPF: 

#9D9K<E?<F9 <;@9A9A<S, 6OCB?A9AAO9 8?S D9L9A<S CDB5?9@ 
OSPF. �E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ 
A9 A4=89AB». 



 

 4DLDGF<;4FBD R1: 

 4DLDGF<;4FBD R2: 

 4DLDGF<;4FBD R3: 

�BCDBEO A4 ;4>D9C?9A<9 

�4> 5O 6O <;@9A<?< E9FP 6 QFB= ?45BD4FBDAB= D45BF9, KFB5O 69EP 
FD4H<> ?B>4?PAB= E9F< CDBIB8<? K9D9; @4DLDGF<;4FBD R2? 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 
%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 
@4DLDGF<;4FBD4 

�AF9DH9=E 
Ethernet 71 

�AF9DH9=E 
Ethernet 72 

# BE?98B 
64F9? PAO= 

<AF9DH9=E 71 

# BE?98B 
64F9? PAO= 

<AF9DH9=E 72 

1800 Fast 

Ethernet 0/0 (F0/0) 

Fast 

Ethernet 0/1 (F0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

1900 Gigabit 

Ethernet 0/0 

(G0/0) 

Gigabit 

Ethernet 0/1 

(G0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

2801 Fast 

Ethernet 0/0 (F0/0) 

Fast 

Ethernet 0/1 (F0/1) 

Serial 0/1/0 

(S0/1/0) 

Serial 0/1/1 

(S0/1/1) 

2811 Fast 

Ethernet 0/0 (F0/0) 

Fast 

Ethernet 0/1 (F0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

2900 Gigabit 

Ethernet 0/0 

(G0/0) 

Gigabit 

Ethernet 0/1 

(G0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E 

J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 97B <AF9DH9=EB6. !9 EGM9EF6G9F 

QHH9>F<6AB7B ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< A4EFDB9> 8?S >4:8B7B >?4EE4 

@4DLDGF<;4FBDB6. � QFB= F45?<J9 EB89D:4FES <89AF<H<>4FBDO 8?S 6B;@B:AOI EBK9F4A<= 

<AF9DH9=EB6 Ethernet < CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO 

A<>4><9 <AO9 F<CO <AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >BA>D9FAB@ @4DLDGF<;4FBD9. � 

>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 

EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 



 

#D4>F<K9E>4S D45BF4  13 
!4EFDB=>4 OSPFv2 8?S A9E>B?P><I B5?4EF9= 

&BCB?B7<S 

 

&45?<J4 48D9E4J<< 

 

 

'EFD

B=EF6B 

�AF9DH

9=E 

IP-48D9E  4E>4 CB8E9F< 

R1 Lo0 209.165.200.225 255.255.255.25

2 

 Lo1 192.168.1.1 255.255.255.0 

 Lo2 192.168.2.1 255.255.255.0 

 S0/0/0 

(DCE) 

192.168.12.1 255.255.255.25

2 

R2 Lo6 192.168.6.1 255.255.255.0 

 S0/0/0 192.168.12.2 255.255.255.25

2 

 S0/0/1 

(DCE) 

192.168.23.1 255.255.255.25

2 

R3 Lo4 192.168.4.1 255.255.255.0 

 Lo5 192.168.5.1 255.255.255.0 

 S0/0/1 192.168.23.2 255.255.255.25

2 



 

�484K< 

+4EFP 1. %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6 

+4EFP 2. !4EFDB=>4 E9F< OSPFv2 8?S A9E>B?P><I B5?4EF9= +4EFP 3. !4EFDB=>4 

@9:B5?4EFAOI EG@@4DAOI @4DLDGFB6 

�EIB8AO9 84AAO9/EJ9A4D<= 

�?S G?GKL9A<S QHH9>F<6ABEF< < @4ELF45<DG9@BEF< 6 OSPF 

CB889D:<649FES <9D4DI<K9E>4S @4DLDGF<;4J<S, <ECB?P;GRM4S CBASF<9 

B5?4EF9=. "5?4EFP OSPF 4 QFB 7DGCC4 @4DLDGF<;4FBDB6, <ECB?P;GRM<I 6 

E6B<I 54;4I 84AAOI EBEFBSA<= >4A4?B6 (LSDB) B5M<9 < B8<A4>B6O9 84AAO9 

B EBEFBSA<< >4A4?B6. �E?< 5B?PL4S B5?4EFP OSPF D4;89?9A4 A4 B5?4EF< 

@9APL97B D4;@9D4, F4>4S 4DI<F9>FGD4 A4;O649FES OSPF 8?S A9E>B?P><I 

B5?4EF9=. �ECB?P;B64A<9 OSPF 8?S A9E>B?P><I B5?4EF9= S6?S9FES 

J9?9EBB5D4;AO@ 6 E9FSI 5B?PL97B D4;@9D4, CBE>B?P>G QFB CB;6B?S9F 

EB>D4F<FP CBFD95?9A<9 D9EGDEB6 *# < C4@SF<. 

� QFB= ?45BD4FBDAB= D45BF9 5G89F 6OCB?A9A4 A4EFDB=>4 E9F< OSPFv2 

8?S A9E>B?P><I B5?4EF9= E @9:B5?4EFAO@< EG@@4DAO@< @4DLDGF4@<. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES @4DLDGF<;4FBDO E 

<AF97D4J<9= E9D6<EB6 E9D<< Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universalk9). �B;@B:AB <ECB?P;B64A<9 8DG7<I 

@4DLDGF<;4FBDB6 < 69DE<= Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 

69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF 

CD<698TAAOI 6 BC<E4A<< ?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO 

<AF9DH9=EB6 CD<6989AO 6 E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 

>BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< @4DLDGF<;4FBDB6 

< >B@@GF4FBDB6 G84?9AO, < A4 QF<I GEFDB=EF64I BFEGFEF6GRF H4=?O 

;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > 

<AEFDG>FBDG. 



 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

CBDFO >BAEB?<; 

" CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E FBCB?B7<9=. 
+4EFP 1: %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6 

� K4EF< 1 A9B5IB8<@B A4EFDB<FP FBCB?B7<R E9F< < 6OCB?A<FP 
54;B6O9 A4EFDB=>< @4DLDGF<;4FBDB6. ,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 

EBBF69FEF6<< E FBCB?B7<9=. ,47 2: �OCB?A<F9 ;4CGE> < C9D9;47DG;>G 

@4DLDGF<;4FBDB6. 

,47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B @4DLDGF<;4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. �484=F9 <@S GEFDB=EF64 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4. 

d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?9= >BAEB?< < VTY. 

e. !4EFDB=F9 logging synchronous 8?S >BAEB?PAB7B >4A4?4. 

f. !4EFDB=F9 54AA9D MOTD (EBB5M9A<9 8AS) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

g. !4;A4KPF9 IP-48D9E4 6E9@ <AF9DH9=E4@ 6 EBBF69FEF6<< E F45?<J9= 

48D9E4J<<. �?S <AF9DH9=EB6 B5BDG8B64A<S C9D984K< 84AAOI (DCE) E?98G9F 

;484FP F4>FB6GR K4EFBFG 128000. #DBCGE>AGR ECBEB5ABEFP 8?S 6E9I 

CBE?98B64F9?PAOI <AF9DH9=EB6 E?98G9F GEF4AB6<FP D46AB= 128 �5<F/E. 

h. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR 

>BAH<7GD4J<R. 

,47 4: #DB69DPF9 A4?<K<9 CB8>?RK9A<S A4 GDB6A9 3. 

�OCB?A<F9 >B@4A8G show ip interface brief, KFB5O G598<FPES 6 

CD46<?PABEF< IP-48D9E4J<< < 4>F<6ABEF< <AF9DH9=EB6. '598<F9EP, KFB 

>4:8O= @4DLDGF<;4FBD @B:9F GEC9LAB BFCD46?SFP QIB- ;4CDBEO EBE98A<@ 



 

@4DLDGF<;4FBD4@, CB8>?RK9AAO@ E CB@BMPR CBE?98B64F9?PAOI 

<AF9DH9=EB6. 
+4EFP 2: !4EFDB=>4 E9F< OSPFv2 8?S A9E>B?P><I B5?4EF9= 

� K4EF< 2 A9B5IB8<@B A4EFDB<FP E9FP OSPFv2 8?S A9E>B?P><I B5?4EF9=, 

<ECB?P;GS <89AF<H<>4FBD CDBJ9EE4 1. �E9 <AF9DH9=EO loopback ?B>4?PAB= 

E9F< 8B?:AO 5OFP C4EE<6AO@<, 4 8?S 6E9I CBE?98B64F9?PAOI <AF9DH9=EB6 

8B?:A4 5OFP A4EFDB9A4 4GF9AF<H<>4J<S MD5 E >?RKB@ Cisco123. 

,47 1: "CD989?<F9 F<CO @4DLDGF<;4FBDB6 OSPF 6 FBCB?B7<<. 

"CD989?<F9 @47<EFD4?PAO= @4DLDGF<;4FBD (@4DLDGF<;4FBDO): 

"CD989?<F9 CB7D4A<KAO= @4DLDGF<;4FBD (@4DLDGF<;4FBDO) 

46FBAB@AB= E<EF9@O (ASBR): "CD989?<F9 CB7D4A<KAO= @4DLDGF<;4FBD 

(@4DLDGF<;4FBDO) B5?4EF< (ABR): "CD989?<F9 6AGFD9AA<= @4DLDGF<;4FBD 

(@4DLDGF<;4FBDO): 

,47 2: !4EFDB=F9 CDBFB>B? OSPF A4 @4DLDGF<;4FBD9 R1. 

a. !4EFDB=F9 <89AF<H<>4FBD @4DLDGF<;4FBD4 1.1.1.1 E 

<89AF<H<>4FBDB@ CDBJ9EE4 OSPF 1. 

b. �B546PF9 OSPF 8?S E9F9= @4DLDGF<;4FBD4 R1. 

 

c. !4EFDB=F9 6E9 <AF9DH9=EO loopback ?B>4?PAB= E9F<, Lo1 < Lo2, 

>4> C4EE<6AO9. 

d. %B;84=F9 @4DLDGF CB G@B?K4A<R > E9F< �AF9DA9F, <ECB?P;GS 

6OIB8AB= <AF9DH9=E Lo0. 

#D<@9K4A<9.  B:9F CBS6<FPES EBB5M9A<9 «%Default route without 

gateway, if not a point-to-point interface, may impact performance» (% 4DLDGF 

CB G@B?K4A<R 59; L?R;4, 9E?< <AF9DH9=E A9 S6?S9FES <AF9DH9=EB@ «FBK>4-

FBK>4», @B:9F GIG8L<FP CDB<;6B8<F9?PABEFP). 1FB ABD@4?PAB, 9E?< 8?S 

@B89?<DB64A<S @4DLDGF4 CB G@B?K4A<R <ECB?P;G9FES <AF9DH9=E loopback. 

e. !4EFDB=F9 8?S CDBFB>B?4 OSPF D4ECDBEFD4A9A<9 @4DLDGFB6 6 

B5?4EFSI OSPF. 



 

,47 3: !4EFDB=F9 CDBFB>B? OSPF A4 @4DLDGF<;4FBD9 R2. 

a. !4EFDB=F9 <89AF<H<>4FBD @4DLDGF<;4FBD4 2.2.2.2 E 

<89AF<H<>4FBDB@ CDBJ9EE4 OSPF 1. 

b. �B546PF9 OSPF 8?S E9F9= @4DLDGF<;4FBD4 R2. �B546PF9 E9F< 6 

EBBF69FEF6GRMGR B5?4EFP. �4C<L<F9 <ECB?P;B64AAO9 >B@4A8O 6 CB?9 A<:9. 

c. !4EFDB=F9 6E9 <AF9DH9=EO loopback ?B>4?PAOI E9F9= >4> 

C4EE<6AO9. 

,47 4: !4EFDB=F9 CDBFB>B? OSPF A4 @4DLDGF<;4FBD9 R3. 

a. !4EFDB=F9 <89AF<H<>4FBD @4DLDGF<;4FBD4 3.3.3.3 E 

<89AF<H<>4FBDB@ CDBJ9EE4 OSPF 1. 

b. �B546PF9 OSPF 8?S E9F9= @4DLDGF<;4FBD4 R3. �4C<L<F9 

<ECB?P;B64AAO9 >B@4A8O 6 CB?9 A<:9. 

c. !4EFDB=F9 6E9 <AF9DH9=EO loopback ?B>4?PAOI E9F9= >4> C4EE<6AO9. 

,47 5: '598<F9EP 6 CD46<?PABEF< A4EFDB=>< CDBFB>B?4 OSPF < 6 

GEF4AB6?9A<< BFABL9A<= E@9:ABEF< @9:8G @4DLDGF<;4FBD4@<. 

a. �698<F9 >B@4A8G show ip protocols, KFB5O CDB69D<FP C4D4@9FDO 

OSPF A4 >4:8B@ 



 

@4DLDGF<;4FBD9. �ECB?P;G=F9 QFG >B@4A8G, KFB5O BCD989?<FP F<CO 

@4DLDGF<;4FBDB6 OSPF < E9F<, A4;A4K9AAO9 >4:8B= B5?4EF<. 



 

 

R1: 

R2: 

R3: 

 

� >4>B@G F<CG @4DLDGF<;4FBDB6 OSPF BFABE<FES >4:8O= 

@4DLDGF<;4FBD? 



 

 

!4EFDB=F9 4GF9AF<H<>4J<R MD5 8?S OSPF A4 GDB6A9 <AF9DH9=E4 E 

>?RKB@ 4GF9AF<H<>4J<< Cisco123. #BK9@G C9D98 A4EFDB=>B= 

4GF9AF<H<>4J<< OSPF CB?9;AB CDB69D<FP CD46<?PABEFP D45BFO OSPF? 

,47 7: #DB69DPF9 6BEEF4AB6?9A<9 BFABL9A<= E@9:ABEF< OSPF. 

%AB64 6698<F9 >B@4A8G show ip ospf neighbor, KFB5O G598<FPES 6 

6BEEF4AB6?9A<< BFABL9A<= E@9:ABEF< OSPF @9:8G @4DLDGF<;4FBD4@< 

b. �698<F9 >B@4A8G show ip ospf neighbor, KFB5O G598<FPES 6  

GEF4AB6?9A<< BFABL9A<= E@9:ABEF< OSPF @9:8G @4DLDGF<;4FBD4@<. 

,47 6: !4EFDB=F9 4GF9AF<H<>4J<R MD5 8?S 6E9I CBE?98B64F9?PAOI 

<AF9DH9=EB6. 



 

CBE?9 D94?<;4J<< 4GF9AF<H<>4J<< MD5. #D9:89 K9@ C9D9=F< > K4EF< 3, 

GEFD4A<F9 6E9 A4=89AAO9 BL<5><. 
+4EFP 3: !4EFDB=>4 @9:B5?4EFAOI EG@@4DAOI @4DLDGFB6 

OSPF A9 6OCB?AS9F 46FB@4F<K9E>B9 EG@@<DB64A<9. %G@@<DB64A<9 

@9:B5?4EFAOI @4DLDGFB6 A9B5IB8<@B 6DGKAGR A4EFDB<FP A4 

@4DLDGF<;4FBD4I ABR. � K4EF< 3 A9B5IB8<@B A4EFDB<FP A4 @4DLDGF<;4FBD4I 

ABR EG@@4DAO9 @9:B5?4EFAO9 @4DLDGFO. % CB@BMPR >B@4A8 show @B:AB 

5G89F A45?R84FP, >4><@ B5D4;B@ EG@@<DB64A<9 6?<S9F A4 F45?<JG 

@4DLDGF<;4J<< < 54;O 84AAOI LSDB. 

,47 1: #DBE@BFD<F9 F45?<JO @4DLDGF<;4J<< OSPF 8?S 6E9I 

@4DLDGF<;4FBDB6. 

a. �698<F9 >B@4A8G show ip route ospf A4 @4DLDGF<;4FBD9 R1. �?S 

@4DLDGFB6 OSPF, A4K<A4RM<IES 6 8DG7B= B5?4EF<, <ECB?P;G9FES 89E>D<CFBD 

(O IA), B5B;A4K4RM<= @9:B5?4EFAO9 @4DLDGFO. 

 



 

�45>D4F>D=4O D45>F4. �4EFD>=>4 OSPFv2 4?O =5E>>?L><E >5?4EF5= 

© �BDCBD4J<O Cisco </<?< 99 8BK9DA<9 >B@C4A<<, 2014. �E9 CD464 ;4M<M9AO. 
� A4EFBOM9@ 8B>G@9AF9 EB89D:<FEO B5M98BEFGCA4O <AHBD@4J<O >BDCBD4J<< Cisco. 

 

b. #B6FBD<F9 >B@4A8G show ip route ospf 8?S @4DLDGF<;4FBDB6 R2 < R3. 

�4C<L<F9 @9:B5?4EFAO9 @4DLDGFO OSPF 8?S >4:8B7B @4DLDGF<;4FBD4. 

R2: 

R3: 

,47 2: #DBE@BFD<F9 54;O 84AAOI LSDB A4 6E9I @4DLDGF<;4FBD4I. 

a. �698<F9 >B@4A8G show ip ospf database A4 @4DLDGF<;4FBD9 R1. 

 4DLDGF<;4FBD 6989F BF89?PAGR 54;G 84AAOI LSDB 8?S >4:8B= B5?4EF<, 

GK4EFA<>B@ >BFBDB= S6?S9FES QFBF @4DLDGF<;4FBD. 

 

%FD4A<J4 7 <; 10

 



 

 

 

R2: 

R3: 

,47 3: !4EFDB=F9 @9:B5?4EFAO9 EG@@4DAO9 @4DLDGFO. 

a. $4EEK<F4=F9 EG@@4DAO= @4DLDGF 8?S E9F9= 6 B5?4EF< 1. 

b. !4EFDB=F9 EG@@4DAO= @4DLDGF 8?S B5?4EF< 1 A4 @4DLDGF<;4FBD9 

R1. 

 

c. $4EEK<F4=F9 EG@@4DAO= @4DLDGF 8?S E9F9= 6 B5?4EF< 3. 

�4C<L<F9 D9;G?PF4FO. 

b. #B6FBD<F9 >B@4A8G show ip route database 8?S @4DLDGF<;4FBDB6 R2 

< R3. �4C<L<F9 

<89AF<H<>4FBDO >4A4?B6 (Link ID) 8?S EBEFBSA<= EG@@4DAOI E9F96OI 

>4A4?B6 (Summary Net Link State) >4:8B= B5?4EF<. 



 

 

d. !4EFDB=F9 EG@@4DAO= @4DLDGF 8?S B5?4EF< 3 A4 @4DLDGF<;4FBD9 

R2. �4C<L<F9 <ECB?P;B64AAO9 >B@4A8O 6 BF698TAAB= A<:9 B5?4EF<. 

,47 4: #B6FBDAB BFB5D4;<F9 F45?<JO @4DLDGF<;4J<< OSPF 8?S 6E9I 

@4DLDGF<;4FBDB6. 

�OCB?A<F9 >B@4A8G show ip route ospf A4 >4:8B@ @4DLDGF<;4FBD9. 

�4C<L<F9 D9;G?PF4FO 8?S EG@@4DAOI < @9:B5?4EFAOI @4DLDGFB6. 

R1: R2: R3: 

,47 5: #DBE@BFD<F9 54;O 84AAOI LSDB A4 6E9I @4DLDGF<;4FBD4I. 

�OCB?A<F9 >B@4A8G show ip route database A4 >4:8B@ @4DLDGF<;4FBD9. 

�4C<L<F9 <89AF<H<>4FBDO >4A4?B6 (Link ID) 8?S EBEFBSA<= EG@@4DAOI 

E9F96OI >4A4?B6 (Summary Net Link State) >4:8B= B5?4EF<. 

R1: R2: R3: 

#4>9F LSA >4>B7B F<C4 C9D9849FES 6 @47<EFD4?P @4DLDGF<;4FBDB@ 

ABR, >B784 6>?RK9AB EG@@<DB64A<9 @9:B5?4EFAOI @4DLDGFB6? 

,47 6: #DB69DPF9 E>6B;AB9 CB8>?RK9A<9. 

'598<F9EP 6 8BEFGCABEF< 6E9I E9F9= E >4:8B7B @4DLDGF<;4FBD4. #D< 

A9B5IB8<@BEF< 6OCB?A<F9 CB<E> < GEFD4A9A<9 A9CB?48B>. 

�BCDBEO A4 ;4>D9C?9A<9 

�4><9 FD< CD9<@GM9EF64 CD< CDB9>F<DB64A<< E9F< CD98BEF46?S9F OSPF 

8?S A9E>B?P><I B5?4EF9=?



 

 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 

@4DLDGF<;4FBD4 

�AF9DH9=E 

Ethernet 71 

�AF9DH9=E 

Ethernet 72 

#BE?98B64F9?PAO= 

<AF9DH9=E 71 

# BE?98B 64F9? PAO= 

<AF9DH9=E 72 

1800 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 0/0 

(G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 0/0 

(G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 

BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 97B <AF9DH9=EB6. !9 EGM9EF6G9F QHH9>F<6AB7B 

ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6. � QFB= 

F45?<J9 EB89D:4FES <89AF<H<>4FBDO 8?S 6B;@B:AOI EBK9F4A<= <AF9DH9=EB6 Ethernet < 

CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO A<>4><9 <AO9 F<CO 

<AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >BA>D9FAB@ @4DLDGF<;4FBD9. � >4K9EF69 CD<@9D4 

@B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, >BFBDB9 

@B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 



 

 

#D4>F<K9E>4S D45BF4 14  
!4EFDB=>4 OSPFv3 8?S A9E>B?P><I B5?4EF9= 

 

&BCB?B7<S 

 



 

 

&45?<J4 48D9E4J<< 

 

�484K< 

+4EFP 1. %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6 

+4EFP 2. !4EFDB=>4 @4DLDGF<;4J<< E <ECB?P;B64A<9@ CDBFB>B?4 

OSPFv3 8?S A9E>B?P><I B5?4EF9= 

+4EFP 3. !4EFDB=>4 EG@@<DB64A<S @9:B5?4EFAOI @4DLDGFB6 

�EIB8AO9 84AAO9/EJ9A4D<= 

�ECB?P;B64A<9 OSPFv3 8?S A9E>B?P><I B5?4EF9= 6 >DGCAOI E9FSI A4 

BEAB69 CDBFB>B?4 IPv6 @B:9F EA<;<FP A47DG;>G A4 @4DLDGF<;4FBD 5?47B84DS 

G@9APL9A<R D4;@9D4 F45?<J @4DLDGF<;4J<< < EA<:9A<R FD95B64A<= > 

   ,?R; CB 

G@B?K4A<R 'EFDB=EF6B �AF9DH9=E ^6-48D9E   

R1 S0/0/0 (DCE) 2001 :DB8:ACAD:12::1/64 

FE80::1 link-local 

N/A 

 Lo0 2001 :DB8:ACAD::1/64 N/A 

 Lo1 2001 :DB8:ACAD:1::1/64 N/A 

 Lo2 2001 :DB8:ACAD:2::1/64 N/A 

 Lo3 2001 :DB8:ACAD:3::1/64 N/A 

R2 S0/0/0 2001 :DB8:ACAD:12::2/64 

FE80::2 link-local 

N/A 

 S0/0/1 (DCE) 2001 :DB8:ACAD:23::2/64 

FE80::2 link-local 

N/A 

 Lo8 2001 :DB8:ACAD:8::1/64 N/A 

R3 S0/0/1 2001 :DB8:ACAD:23::3/64 

FE80::3 link-local 

N/A 

 Lo4 2001 :DB8:ACAD:4::1/64 N/A 

 Lo5 2001 :DB8:ACAD:5::1/64 N/A 

 Lo6 2001 :DB8:ACAD:6::1/64 N/A 

 Lo7 2001 :DB8:ACAD:7::1/64 N/A 



 

 

C4@SF<. � OSPFv3 8?S A9E>B?P><I B5?4EF9= 6E9 B5?4EF< CB8>?RK9AO > 

@47<EFD4?PAB= B5?4EF< (B5?4EFP 0) E CB@BMPR CB7D4A<KAOI 

@4DLDGF<;4FBDB6 B5?4EF< (ABR). 

� QFB= ?45BD4FBDAB= D45BF9 A9B5IB8<@B D94?<;B64FP @4DLDGF<;4J<R 

OSPFv3 8?S A9E>B?P><I B5?4EF9= < A4EFDB<FP A4 CB7D4A<KAOI 

@4DLDGF<;4FBD4I B5?4EF< (ABR) EG@@<DB64A<9 @9:B5?4EFAOI @4DLDGFB6. 

&4>:9 CBA48B5<FES <ECB?P;B64FP DS8 >B@4A8 show 8?S 6O6B84 A4 Q>D4A < 

CDB69D>< 84AAOI @4DLDGF<;4J<< OSPFv3. � QFB= ?45BD4FBDAB= D45BF9 8?S 

@B89?<DB64A<S E9F< 6 A9E>B?P><I B5?4EFSI OSPFv3 <ECB?P;GRFES loopback-

48D9E4. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES @4DLDGF<;4FBDO E 

<AF97D4J<9= E9D6<EB6 E9D<< Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universalk9). �B;@B:AB <ECB?P;B64A<9 8DG7<I 

@4DLDGF<;4FBDB6 < 69DE<= Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 

69DE<< Cisco IOS 

8BEFGCAO9 >B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF CD<698TAAOI 

6 BC<E4A<< ?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 E@. 6 

E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= 

D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< @4DLDGF<;4FBDB6 < 

>B@@GF4FBDB6 G84?9AO, < A4 QF<I GEFDB=EF64I BFEGFEF6GRF H4=?O 

;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > 

<AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 3 >B@CPRF9D4 (CB8 GCD46?9A<9@ Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 



 

 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

CBDFO >BAEB?<; 

" CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E FBCB?B7<9=. 

+4EFP 1: %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 

GEFDB=EF6 
� K4EF< 1 A9B5IB8<@B A4EFDB<FP FBCB?B7<R E9F< < 6OCB?A<FP 

54;B6O9 A4EFDB=>< @4DLDGF<;4FBDB6. ,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 
EBBF69FEF6<< E FBCB?B7<9=. ,47 2: �OCB?A<F9 ;4CGE> < C9D9;47DG;>G 

@4DLDGF<;4FBDB6. 

,47 3: !4EFDB=F9 54;B6O9 C4D4@9FDO >4:8B7B @4DLDGF<;4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. !4EFDB=F9 <@S GEFDB=EF6 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4;A4KPF9 class 6 >4K9EF69 C4DB?S CD<6<?97<DB64AAB7B D9:<@4. 

d. 'EF4AB6<F9 cisco 6 >4K9EF69 C4DB?S vty. 

e. !4EFDB=F9 54AA9D MOTD (EBB5M9A<9 8AS) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

f. !4EFDB=F9 logging synchronous 8?S >BAEB?PAB7B >4A4?4. 

g. �4L<HDG=F9 6E9 A9;4L<HDB64AAO9 C4DB?<. 

h. !4EFDB=F9 8?S 6E9I <AF9DH9=EB6 <A8<6<8G4?PAO9 48D9E4 < link-

local 48D9E4 IPv6 >4A4?B6, CD<698TAAO9 6 F45?<J9 48D9E4J<<. 

i. �>?RK<F9 @4DLDGF<;4J<R 8?S <A8<6<8G4?PAB= 48D9E4J<< IPv6 

A4 >4:8B@ @4DLDGF<;4FBD9. j. %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 

;47DG;BKAGR >BAH<7GD4J<R. 

,47 4: #DB69DPF9 EB98<A9A<9. 

 4DLDGF<;4FBDO 8B?:AO GEC9LAB BFCD46?SFP QIB-;4CDBEO 8DG7 8DG7G. 

#B>4 @4DLDGF<;4J<S OSPFv3 A9 A4EFDB9A4, @4DLDGF<;4FBDO A9 E@B7GF 

BFCD46?SFP QIB-;4CDBEO > G84?TAAO@ <AF9DH9=E4@ loopback. #D< A9G84KAB@ 

6OCB?A9A<< QIB-;4CDBEB6 6OCB?A<F9 CB<E> < GEFD4A9A<9 A9CB?48B>. 



 

 

+4EFP 2: !4EFDB=>4 @4DLDGF<;4J<< OSPFv3 8?S A9E>B?P><I 

B5?4EF9= 

� K4EF< 2 A9B5IB8<@B A4EFDB<FP @4DLDGF<;4J<R OSPFv3 A4 6E9I 

@4DLDGF<;4FBD4I, KFB5O D4;89?<FP 

8B@9A E9F< A4 FD< BF89?PAOI B5?4EF<, 4 ;4F9@ CDB69D<FP CD46<?PABEFP 

B5AB6?9A<S F45?<JO 

@4DLDGF<;4J<<. 

,47 1: !4;A4KPF9 <89AF<H<>4FBDO @4DLDGF<;4FBDB6. 

a. !4 @4DLDGF<;4FBD9 R1 6698<F9 >B@4A8G ipv6 router ospf, KFB5O 

;4CGEF<FP A4 @4DLDGF<;4FBD9 CDBJ9EE OSPFv3. 

 

#D<@9K4A<9. �89AF<H<>4FBD CDBJ9EE4 OSPF ID4A<FES ?B>4?PAB < A9 <@99F 

BFABL9A<S > 8DG7<@ @4DLDGF<;4FBD4@ 6 E9F<. 

b. !4;A4KPF9 @4DLDGF<;4FBDG R1 <89AF<H<>4FBD @4DLDGF<;4FBD4 

OSPFv3 1.1.1.1. 

 

c. �484=F9 8?S @4DLDGF<;4FBD4 R2 <89AF<H<>4FBD 2.2.2.2, 4 8?S 

@4DLDGF<;4FBD4 R3 4 <89AF<H<>4FBD 3.3.3.3. 

d. �OCB?A<F9 >B@4A8G show ipv6 ospf, KFB5O CDB69D<FP 8?S 6E9I 

@4DLDGF<;4FBDB6 <89AF<H<>4FBDO OSPF. 

 

,47 2: !4EFDB=F9 OSPFv3 8?S A9E>B?P><I B5?4EF9=. 

a. �OCB?A<F9 >B@4A8G ipv6 ospf 1 area 889=B8D8:4B>@->5;4AB8 8?S 

>4:8B7B <AF9DH9=E4 

@4DLDGF<;4FBD4 R1, GK4EF6GRM97B 6 @4DLDGF<;4J<< OSPFv3. 

�AF9DH9=EO loopback A4;A4K9AO B5?4EF< 1, 4 CBE?98B64F9?PAO= <AF9DH9=E 



 

 

A4;A4K9A B5?4EF< 0. +FB5O B59EC9K<FP B5NS6?9A<9 CD46<?PAB= CB8E9F<, 

AG:AB 5G89F <;@9A<FP F<C E9F< 8?S <AF9DH9=EB6 loopback. 

 

b. +FB5O CDB69D<FP EBEFBSA<9 OSPFv3 8?S A9E>B?P><I B5?4EF9=, 

<ECB?P;G=F9 >B@4A8G show ipv6 protocols. 



 

 

 

d. �ECB?P;G=F9 >B@4A8G show ipv6 ospf interface brief, KFB5O CDBE@BFD9FP, 8?S 

>4><I <AF9DH9=EB6 6>?RK9A4 CB889D:>4 OSPFv3. 

 

e. !4;A4KPF9 <AF9DH9=EO loopback @4DLDGF<;4FBD4 R3 8?S GK4EF<S 6 

B5?4EF< 2 OSPFv3 < <;@9A<F9 F<C E9F< A4 «FBK>4-FBK>4». !4;A4KPF9 

CBE?98B64F9?PAO= <AF9DH9=E 8?S GK4EF<S 6 B5?4EF< 0 OSPFv3. �4C<L<F9 

<ECB?P;B64AAO9 >B@4A8O 6 CB?9 A<:9.



 

 

,47 3: #DB69DPF9 EBE98A<9 @4DLDGF<;4FBDO OSPFv3 < 84AAO9 

@4DLDGF<;4J<<. 

4. �698<F9 >B@4A8G show ipv6 ospf neighbor A4 6E9I @4DLDGF<;4FBD4I, KFB5O 

G598<FPES 6 FB@, KFB 8?S >4:8B7B @4DLDGF<;4FBD4 6 >4K9EF69 EBE989= 

C9D9K<E?9AO EBBF69FEF6GRM<9 @4DLDGF<;4FBDO. 

D. �698<F9 >B@4A8G show ipv6 route ospT A4 6E9I @4DLDGF<;4FBD4I, KFB5O 

G598<FPES 6 FB@, KFB >4:8B@G @4DLDGF<;4FBDG <;69EFAO @4DLDGFO >B 6E9@ 

E9FS@ F45?<JO 48D9E4J<<.



 

 



 

 

 

 

 

%>B?P>B 54; 84AAOI EBEFBSA<S >4A4?B6 EB89D:<F @4DLDGF<;4FBD R1? 

%>B?P>B 54; 84AAOI EBEFBSA<S >4A4?B6 EB89D:<F @4DLDGF<;4FBD R2? 

%>B?P>B 54; 84AAOI EBEFBSA<S >4A4?B6 EB89D:<F @4DLDGF<;4FBD R3? 

+4EFP 3: !4EFDB=>4 EG@@<DB64A<S @9:B5?4EFAOI @4DLDGFB6 
� K4EF< 3 A9B5IB8<@B 6DGKAGR A4EFDB<FP EG@@<DB64A<9 

@9:B5?4EFAOI @4DLDGFB6 A4 @4DLDGF<;4FBD4I ABR. 

 



 

 

,47 1: �OCB?A<F9 B5N98<A9A<9 E9F9= A4 @4DLDGF<;4FBD9 R1. 

4. �O698<F9 EC<EB> E9F96OI 48D9EB6 <AF9DH9=EB6 loopback < 

BCD989?<F9 D4;89? 79>EF9F4, 6 >BFBDB@ 48D9E4 D4;?<K4RFES. 

2001 :DB8:ACAD:0000::1/64 

2001 :DB8:ACAD:0001 ::1/64 

2001 :DB8:ACAD:0002::1/64



 

 

 



 

 

%D46A<F9 QF< D9;G?PF4FO E D9;G?PF4F4@< <; K4EF< 2, L47 3b. �4><@ 

B5D4;B@ E9F< 6 B5?4EF< 1 F9C9DP CD98EF46?9AO 6 F45?<J9 @4DLDGF<;4J<< A4 

@4DLDGF<;4FBD9 R3? 

c. #DBE@BFD<F9 @4DLDGFO OSPFv3 A4 @4DLDGF<;4FBD9 R1. 

 

%D46A<F9 QF< D9;G?PF4FO E D9;G?PF4F4@< <; K4EF< 2, L47 3b. �4> 

B5N98<ATAAO9 E9F< CD98EF46?9AO 6 F45?<J9 @4DLDGF<;4J<< A4 

@4DLDGF<;4FBD9 R1? 

,47 3: "5N98<A<F9 E9F< < A4EFDB=F9 EG@@<DB64A<9 @9:B5?4EFAOI 

@4DLDGFB6 A4 @4DLDGF<;4FBD9 R3. 

a. "5N98<A<F9 <AF9DH9=EO loopback A4 @4DLDGF<;4FBD9 R3. 

1) �O698<F9 EC<EB> E9F96OI 48D9EB6 < BCD989?<F9 79>EF9F, 6 

>BFBDB@ 48D9E4 D4;?<K4RFES. 

2) #9D9>B8<DG=F9 D4;?<K4RM<9ES K4EF< <; L9EFA48J4F9D<KAB7B 6 

86B<KAO= >B8. 

3) #B8EK<F4=F9 K<E?B >D4=A<I E?964 EB6C484RM<I 5<FB6 8?S 

BCD989?9A<S CD9H<>E4 B5N98<ATAAB7B @4DLDGF4. 



 

 

4) %>BC<DG=F9 EB6C484RM<9 5<FO < 8B546PF9 AG?96O9 5<FO, KFB5O 

BCD989?<FP B5N98<ATAAO= E9F96B= 48D9E (CD9H<>E). 

5) #9D9>B8<DG=F9 86B<KAGR K4EFP B5D4FAB 6 L9EFA48J4F9D<KAO= 

>B8. 

6) �B546PF9 CD9H<>E EG@@4DAB7B @4DLDGF4. 

�4C<L<F9 B5N98<ATAAO= 48D9E 6 BF698TAAB@ 8?S QFB7B CB?9. 

b. �DGKAGR A4EFDB=F9 EG@@<DB64A<9 @9:B5?4EFAOI @4DLDGFB6 A4 

@4DLDGF<;4FBD9 R3. �4C<L<F9 >B@4A8O 6 CD98GE@BFD9AAB= 8?S QFB7B 

B5?4EF<. 

c. '598<F9EP, KFB @4DLDGFO B5?4EF< 2 B5N98<A9AO A4 @4DLDGF<;4FBD9 

R1. �4>4S >B@4A84 5O?4 <ECB?P;B64A4? 

d. �4C<L<F9 Q?9@9AF F45?<JO @4DLDGF<;4J<< A4 @4DLDGF<;4FBD9 R1 

8?S EG@@4DAB7B @4DLDGF4, B5NS6?9AAB7B @4DLDGF<;4FBDB@ R3. 

�BCDBEO A4 ;4>D9C?9A<9 

1. #BK9@G AG:AB <ECB?P;B64FP OSPFv3 8?S A9E>B?P><I B5?4EF9=? 

2. �4>B6O CD9<@GM9EF64 A4EFDB=>< EG@@<DB64A<S @9:B5?4EFAOI 

@4DLDGFB6?



 

 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 

@4DLDGF<;4FBD4 

�AF9DH9=E 

Ethernet 7 1 

�AF9DH9=E 

Ethernet 7 2 

#BE?98B64F9?PAO= 

<AF9DH9=E 7 1 

# BE?98B 64F9? PAO= 

<AF9DH9=E 7 2 

1800 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 0/0 

(G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 0/0 

(G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 

BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 97B <AF9DH9=EB6. !9 EGM9EF6G9F QHH9>F<6AB7B 

ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6. � QFB= 

F45?<J9 EB89D:4FES <89AF<H<>4FBDO 8?S 6B;@B:AOI EBK9F4A<= <AF9DH9=EB6 Ethernet < 

CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO A<>4><9 <AO9 F<CO 

<AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >BA>D9FAB@ @4DLDGF<;4FBD9. � >4K9EF69 CD<@9D4 

@B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, >BFBDB9 

@B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 



 

 

#D4>F<K9E>4S D45BF4 15 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPFv2 < OSPFv3 8?S 

A9E>B?P><I B5?4EF9= 
 

&BCB?B7<S 

 

 



 

 

&45?<J4 48D9E4J<< 

 �89AF<H<>4

FBD 

@4DLDGF<;4FBD4  

  ,?R; CB 

G@B?K4A<R 'EFDB=EF6B   �AF9DH9=E IP-48D9E 

R1 1.1.1.1 G0/0 192.168.1.1/24 

2001 :DB8:ACAD:A::1/64 

FE80::1 link-local 

N/A 

  S0/0/0 192.168.12.1/30 

2001:DB8:ACAD:12::1/64 FE80::1 

link-local 

N/A 

  S0/0/1 192.18.13.1/30 

2001:DB8:ACAD:13::1/64 FE80::1 

link-local 

N/A 

R2 2.2.2.2 G0/0 192.168.2.1/24 

2001 :DB8:ACAD:B::2/64 

FE80::2 link-local 

N/A 

  S0/0/0 192.168.12.2/30 

2001:DB8:ACAD:12::2/64 FE80::2 

link-local 

N/A 

  S0/0/1 192.168.23.1/30 

2001:DB8:ACAD:23::2/64 FE80::2 

link-local 

N/A 

R3 3.3.3.3 G0/0 192.168.3.1/24 

2001 :DB8:ACAD:C::3/64 

FE80::3 link-local 

N/A 

  S0/0/0 192.168.13.2/30 

2001:DB8:ACAD:13::3/64 FE80::3 

link-local 

N/A 

  S0/0/1 192.168.23.2/30 

2001:DB8:ACAD:23::3/64 FE80::3 

link-local 

N/A 

PC-A  NIC 192.168.1.3/24 

2001 :DB8:ACAD:A::A/64 

192.168.1.1 

FE80::1 

PC-B  NIC 192.168.2.3/24 

2001 :DB8:ACAD:B::B/64 

192.168.2.1 

FE80::2 

PC-C  NIC 192.168.3.3/24 

2001 :DB8:ACAD:C::C/64 

192.168.3.1 

FE80::3 



 

 

 

�484K< 

+4EFP 1. #BEFDB9A<9 E9F< < ;47DG;>4 >BAH<7GD4J<= GEFDB=EF6 +4EFP 2. 

#B<E> < GEFD4A9A<9 A9CB?48B> CB8>?RK9A<S GDB6AS 3 +4EFP 3. #B<E> < 

GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPFv2 +4EFP 4. #B<E> < GEFD4A9A<9 

A9CB?48B> 6 D45BF9 OSPFv3 

�EIB8AO9 84AAO9/EJ9A4D<= 

�?7BD<F@ >D4FK4=L97B CGF< (OSPF) 4 QFB CDBFB>B? @4DLDGF<;4J<< 

8?S IP-E9F9= A4 BEAB69 EBEFBSA<S >4A4?4. OSPFv2 BCD989?9A 8?S E9F9= 

CDBFB>B?4 IPv4, 4 OSPFv3 4 8?S E9F9= IPv6. OSPFv2 < OSPFv3 4 QFB 

CB?ABEFPR <;B?<DB64AAO9 CDBFB>B?O @4DLDGF<;4J<<. �;@9A9A<S 6 OSPFv2 

A9 6?<SRF A4 @4DLDGF<;4J<R OSPFv3, < A4B5BDBF. 

� QFB= ?45BD4FBDAB= D45BF9 6 E9F< OSPF 8?S B8AB= B5?4EF<, 

<ECB?P;GRM9= CDBFB>B?O OSPFv2 < OSPFv3, 6B;A<>?< A9CB?48><. �4@ 

CBDGK<?< A4=F< A9CB?48>< 6 D45BF9 E9F< < GEFD4A<FP <I. 

#D<@9K4A<9. � ?45BD4FBDAB= D45BF9 <ECB?P;GRFES @4DLDGF<;4FBDO E 

<AF97D4J<9= E9D6<EB6 E9D<< Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universalk9). �B;@B:AB <ECB?P;B64A<9 8DG7<I 

@4DLDGF<;4FBDB6 < 69DE<= Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 

69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < <I D9;G?PF4FO @B7GF BF?<K4FPES BF 

CD<698TAAOI 6 BC<E4A<< ?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO 

<AF9DH9=EB6 CD<6989AO 6 E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 

>BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< @4DLDGF<;4FBDB6 < 

>B@@GF4FBDB6 G84?9AO, < A4 QF<I GEFDB=EF64I BFEGFEF6GRF H4=?O 

;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > 

<AEFDG>FBDG. 



 

 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 

15.2(4) M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 3 >B@CPRF9D4 (CB8 GCD46?9A<9@ Windows 7, Vista <?< XP E 

CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; 

CBDFO >BAEB?<; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 

+4EFP 1: #BEFDB9A<9 E9F< < ;47DG;>4 >BAH<7GD4J<= GEFDB=EF6 
� K4EF< 1 64@ CD98EFB<F EB;84FP FBCB?B7<R E9F< < A4EFDB<FP 54;B6O9 

C4D4@9FDO 8?S G;?B6 #� < @4DLDGF<;4FBDB6. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. ,47 2: 

!4EFDB=F9 G;?O #�. 

,47 3: �47DG;<F9 >BAH<7GD4J<< @4DLDGF<;4FBDB6. 

�47DG;<F9 E?98GRM<9 >BAH<7GD4J<< 6 EBBF69FEF6GRM<= 

@4DLDGF<;4FBD. !4 6E9I @4DLDGF<;4FBD4I A4EFDB9AO B8<A4>B6O9 C4DB?<. 

#4DB?P CD<6<?97<DB64AAB7B D9:<@4 4 cisco. #4DB?P 8?S >BAEB?< < 8BEFGC4 

vty 4 class. 

�BAH<7GD4J<S @4DLDGF<;4FBD4 R1: 

conf t



 

 



 

 



 

 

 

+4EFP 2: #B<E> < GEFD4A9A<9 A9CB?48B> CB8>?RK9A<S GDB6AS 3 
� K4EF< 2 64@ CD98EFB<F G598<FPES, KFB CB8>?RK9A<9 GDB6AS 3 

A4EFDB9AB A4 6E9I <AF9DH9=E4I. �?S 6E9I <AF9DH9=EB6 GEFDB=EF6 

CBA48B5<FES CDBF9EF<DB64FP CB8>?RK9A<S >4> 8?S IPv4, F4> < 8?S IPv6. 

,47 1: '598<F9EP, KFB <AF9DH9=EO, G>4;4AAO9 6 F45?<J9 48D9E4J<<, 

4>F<6AO < KFB 8?S A<I A4EFDB9AO CD46<?PAO9 IP-48D9E4. 

a. �698<F9 >B@4A8G show ip interface brief A4 6E9I @4DLDGF<;4FBD4I, 

KFB5O G598<FPES, KFB 6E9 <AF9DH9=EO A4IB8SFES 6 D45BK9@ EBEFBSA<< (up/up). 

�4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

b. �698<F9 >B@4A8G show run interface, KFB5O CDB69D<FP A4;A4K9A<S 

IP-48D9EB6 A4 6E9I <AF9DH9=E4I @4DLDGF<;4FBDB6. %D46A<F9 IP-48D9E4 

<AF9DH9=EB6 E 84AAO@< <; F45?<JO 48D9E4J<< < CDB69DPF9 A4;A4K9A<S @4E>< 

CB8E9F<. '598<F9EP, KFB 8?S IPv6 5O? A4;A4K9A 48D9E F<C4 link-local. 

�4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

c. 'EFD4A<F9 6E9 B5A4DG:9AAO9 A9CB?48><. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

 



 

 

d. �ECB?P;GS >B@4A8G ping, G598<F9EP, KFB >4:8O= @4DLDGF<;4FBD E9F< 

E6S;4A E EBE98A<@< 

@4DLDGF<;4FBD4@< E CB@BMPR CBE?98B64F9?PAOI <AF9DH9=EB6. 

'598<F9EP, KFB >B@CPRF9DO @B7GF GEC9LAB BFCD46?SFP QIB-;4CDBEO A4 E6B< 

L?R;O CB G@B?K4A<R. �E?< CDB5?9@O EBID4ASRFES, CDB8B?:<F9 CB<E> < 

GEFD4A9A<9 CDB5?9@ A4 GDB6A9 3. 

+4EFP 3: #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPFv2 

� K4EF< 3 64@ A9B5IB8<@B GEFD4A<FP A9CB?48>< OSPFv2 < 6OCB?A<FP 

<;@9A9A<S, A9B5IB8<@O9 8?S A4EFDB=>< @4DLDGFB6 OSPFv2 < E>6B;AB7B 

CB8>?RK9A<S IPv4. 

#D<@9K4A<9. �AF9DH9=EO ?B>4?PAB= E9F< (G0/0) A9 8B?:AO B5NS6?SFP 

84AAO9 @4DLDGF<;4J<< OSPF, AB @4DLDGFO > QF<@ E9FS@ 8B?:AO 

EB89D:4FPES 6 F45?<J4I @4DLDGF<;4J<<. 

,47 1: #DBF9EF<DG=F9 E>6B;AB9 CB8>?RK9A<9 IPv4. 

"F >4:8B7B #� BFCD46PF9 QIB-;4CDBEO A4 8DG7<9 #� 6 FBCB?B7<<, 

KFB5O CDB69D<FP E>6B;AB9 CB8>?RK9A<9. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G #� @B:9F 

CBFD95B64FPES BF>?RK<FP @9:E9F96O9 Q>D4AO A4 #�. 

a. "FCD46PF9 QIB-;4CDBE BF G;?4 PC-A A4 PC-B. 'EC9LAB ?< 

6OCB?A9A QIB-;4CDBE? 

b. "FCD46PF9 QIB-;4CDBE E >B@CPRF9D4 PC-A A4 >B@CPRF9D PC-C. 

'EC9LAB ?< 6OCB?A9A QIB-;4CDBE? 

c. "FCD46PF9 QIB-;4CDBE E PC-B A4 PC-C. 'EC9LAB ?< 6OCB?A9A QIB-

;4CDBE? 

,47 2: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R1 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv2. 

a. �698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES 6 FB@, KFB OSPF 

D45BF49F < 6E9 E9F< 



 

 

4ABAE<DGRFES 6 B5?4EF< 0. '598<F9EP, KFB <89AF<H<>4FBD 

@4DLDGF<;4FBD4 A4EFDB9A CD46<?PAB. �4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

b. �A9E<F9 FD95G9@O9 <;@9A9A<S 6 >BAH<7GD4J<R @4DLDGF<;4FBD4 R1, 

<EIB8S <; D9;G?PF4FB6 >B@4A8O show ip protocols. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

c. #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ip ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES 6 

QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 

e. �698<F9 >B@4A8G show ip ospf interface brief, KFB5O G598<FPES, KFB 6E9 

<AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ip ospf interface g0/0, KFB5O G598<FPES, KFB 

<AF9DH9=E G0/0 S6?S9FES C4EE<6AO@. 

#D<@9K4A<9. 1F< E6989A<S @B:AB F4>:9 CB?GK<FP E CB@BMPR >B@4A8O show 

ip protocols. 

g. 'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 @4DLDGF<;4FBD9 R1. 

'>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 >BAH<7GD4J<R R1. 

�E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ A9 

A4=89AB». 

,47 3: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R2 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv2. 

a. �698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES, KFB OSPF D45BF49F < 

6E9 E9F< 

4ABAE<DGRFES 6 B5?4EF< 0. '598<F9EP, KFB <89AF<H<>4FBD 

@4DLDGF<;4FBD4 A4EFDB9A CD46<?PAB. �4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

b. �A9E<F9 FD95G9@O9 <;@9A9A<S 6 >BAH<7GD4J<R @4DLDGF<;4FBD4 R2, 

<EIB8S <; D9;G?PF4FB6 >B@4A8O show ip protocols. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

c. #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ip ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES 6 

QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 



 

 

e. �698<F9 >B@4A8G show ip ospf interface brief, KFB5O G598<FPES, KFB 6E9 

<AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ip ospf interface g0/0, KFB5O G598<FPES, KFB 

<AF9DH9=E G0/0 S6?S9FES C4EE<6AO@. 

#D<@9K4A<9. 1F< E6989A<S @B:AB F4>:9 CB?GK<FP E CB@BMPR >B@4A8O show 

ip protocols. 

g. 'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 @4DLDGF<;4FBD9 R2. 

'>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 >BAH<7GD4J<R R2. 

�E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ A9 

A4=89AB». 

,47 4: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R3 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv2. 

a. �698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES, KFB OSPF D45BF49F < 

6E9 E9F< 4ABAE<DGRFES 6 B5?4EF< 0. '598<F9EP, KFB <89AF<H<>4FBD 

@4DLDGF<;4FBD4 FB:9 A4EFDB9A CD46<?PAB. �4C<L<F9 CB?GK9AAO9 

D9;G?PF4FO. 

b. �A9E<F9 FD95G9@O9 <;@9A9A<S 6 >BAH<7GD4J<R @4DLDGF<;4FBD4 R3, 

<EIB8S <; D9;G?PF4FB6 >B@4A8O show ip protocols. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

c. #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ip ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES 6 

QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 

e. �698<F9 >B@4A8G show ip ospf interface brief, KFB5O G598<FPES, KFB 6E9 

<AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ip ospf interface g0/0, KFB5O G598<FPES, KFB 

<AF9DH9=E G0/0 S6?S9FES C4EE<6AO@. 

#D<@9K4A<9. 1F< E6989A<S @B:AB F4>:9 CB?GK<FP E CB@BMPR >B@4A8O show 

ip protocols. 

g. 'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 @4DLDGF<;4FBD9 R3. 

'>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 >BAH<7GD4J<R R3. 



 

 

�E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ A9 

A4=89AB». 

,47 5: #DB69DPF9 84AAO9 EBE98A97B GEFDB=EF64 OSPF. 

a. !4 6E9I @4DLDGF<;4FBD4I 6698<F9 >B@4A8G show ip ospf neighbor, KFB5O 

CDBE@BFD9FP E6989A<S B EBE98A<I GEFDB=EF64I OSPF. 

,47 6: #DB69DPF9 <AHBD@4J<R B @4DLDGF4I OSPFv2. 

a. �698<F9 >B@4A8G show ip route ospf, KFB5O G598<FPES, KFB >4:8O= 

@4DLDGF<;4FBD B5?4849F @4DLDGF4@< OSPFv2 >B 6E9@ A9 7D4A<K4M<@ E A<@ 

E9FS@. 

�E9 ?< @4DLDGFO OSPFv2 8BEFGCAO? 

�E?< >4><9-?<5B @4DLDGFO OSPFv2 CDBCGM9AO, FB >4><9? 

b. �E?< >4><9-FB 84AAO9 @4DLDGF<;4J<< CDBCGM9AO, <ECD46PF9 QF< 

A9CB?48><. 

,47 7: #DB69DPF9 E>6B;AB9 CB8>?RK9A<9 IPv4. 

!4 >4:8B@ #� G598<F9EP 6 A4?<K<< E>6B;AB7B CB8>?RK9A<S IPv4. 

�B@CPRF9DO 8B?:AO GEC9LAB BFCD46?SFP QIB-;4CDBEO A4 8DG7<9 #� 6 

FBCB?B7<<. �E?< E>6B;AB9 CB8>?RK9A<9 IPv4 BFEGFEF6G9F, 6OCB?AS=F9 CB<E> 

< GEFD4A9A<9 A9CB?48B>, CB>4 A9 5G8GF D9L9AO BEF46L<9ES CDB5?9@O. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G #� @B:9F 

CBFD95B64FPES BF>?RK<FP @9:E9F96O9 Q>D4AO A4 #�. 

+4EFP 4: #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPFv3 

� K4EF< 4 64@ A9B5IB8<@B GEFD4A<FP A9CB?48>< OSPFv3 < 6OCB?A<FP 

<;@9A9A<S, A9B5IB8<@O9 8?S A4EFDB=>< @4DLDGFB6 OSPFv3 < E>6B;AB7B 

CB8>?RK9A<S IPv6. 

#D<@9K4A<9. �AF9DH9=EO ?B>4?PAB= E9F< (G0/0) A9 8B?:AO B5NS6?SFP 

84AAO9 @4DLDGF<;4J<< OSPFv3, AB @4DLDGFO > QF<@ E9FS@ 8B?:AO 

EB89D:4FPES 6 F45?<J4I @4DLDGF<;4J<<. 



 

 

,47 1: #DBF9EF<DG=F9 E>6B;AB9 CB8>?RK9A<9 IPv6. 

% >4:8B7B #� BFCD46PF9 QIB-;4CDBEO A4 $G6-48D9E4 8DG7<I G;?B6 #� 6 

FBCB?B7<<, KFB5O CDB69D<FP E>6B;AB9 CB8>?RK9A<9 IPv6. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G #� @B:9F 

CBFD95B64FPES BF>?RK<FP @9:E9F96O9 Q>D4AO A4 #�. 

,47 2: '598<F9EP, KFB B8AB48D9EA4S @4DLDGF<;4J<S IPv6 6>?RK9A4 A4 

6E9I @4DLDGF<;4FBD4I. 

a. #DBEFO@ ECBEB5B@ CDB69D>< 6>?RK9A<S ^6-@4DLDGF<;4J<< A4 

@4DLDGF<;4FBD9 S6?S9FES 

<ECB?P;B64A<9 >B@4A8O show run | section ipv6 unicast. �E?< 8B546<FP 

69DF<>4?PAGR ?<A<R (|) > >B@4A89 show run, FB >B@4A84 ipv6 unicast-routing CB>4:9F, 

5O?4 ?< 6>?RK9A4 @4DLDGF<;4J<S IPv6. 

#D<@9K4A<9. �B@4A8G show run @B:AB 6OCB?A<FP < 59; 69DF<>4?PAB= ?<A<<, 

4 ;4F9@ 6DGKAGR A4=F< >B@4A8G ipv6 unicast-routing. 

�698<F9 QFG >B@4A8G A4 >4:8B@ @4DLDGF<;4FBD9. �4C<L<F9 

CB?GK9AAO9 D9;G?PF4FO. 

b. �E?< B8AB48D9EA4S @4DLDGF<;4J<S IPv6 A9 6>?RK9A4 A4 B8AB@ <?< 

A9E>B?P><I @4DLDGF<;4FBD4I, 6>?RK<F9 99. �4C<L<F9 >B@4A8O, 

<ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

,47 3: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R1 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv3. 

a. �698<F9 >B@4A8G show ipv6 protocols < G598<F9EP, KFB <89AF<H<>4FBD 

@4DLDGF<;4FBD4 A4EFDB9A CD46<?PAB. &4>:9 G598<F9EP, KFB EBBF69FEF6GRM<9 

<AF9DH9=EO BFB5D4:4RFES CB8 B5?4EFPR 0. 

#D<@9K4A<9. �E?< G QFB= >B@4A8O BFEGFEF6G9F D9;G?PF4F, FB CDBJ9EE 

OSPFv3 A9 5O? A4EFDB9A. 

�4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 



 

 

b. �698<F9 A9B5IB8<@O9 <;@9A9A<S >BAH<7GD4J<< 8?S @4DLDGF<;4FBD4 

R1. �4C<L<F9 >B@4A8O, <ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

c. #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ipv6 ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ipv6 protocols, KFB5O G598<FPES 6 

QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 

e. �698<F9 >B@4A8G show ipv6 ospf interface brief, KFB5O G598<FPES, KFB 6E9 

<AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ipv6 ospf interface g0/0, KFB5O G598<FPES, KFB QFBF 

<AF9DH9=E A9 B5NS6?S9F @4DLDGFO OSPFv3. 

g. 'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 @4DLDGF<;4FBD9 R1. 

'>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 >BAH<7GD4J<R R1. 

�E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ A9 

A4=89AB». 

,47 4: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R2 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv3. 

a. �698<F9 >B@4A8G show ipv6 protocols < G598<F9EP, KFB <89AF<H<>4FBD 

@4DLDGF<;4FBD4 A4EFDB9A CD46<?PAB. &4>:9 G598<F9EP, KFB EBBF69FEF6GRM<9 

<AF9DH9=EO BFB5D4:4RFES CB8 B5?4EFPR 0. 

#D<@9K4A<9. �E?< G QFB= >B@4A8O BFEGFEF6G9F D9;G?PF4F, FB CDBJ9EE 

OSPFv3 A9 5O? A4EFDB9A. 

�4C<L<F9 CB?GK9AAO9 D9;G?PF4FO. 

b. �698<F9 A9B5IB8<@O9 <;@9A9A<S >BAH<7GD4J<< A4 @4DLDGF<;4FBD9 

R2. �4C<L<F9 >B@4A8O, <ECB?P;G9@O9 8?S <ECD46?9A<S A9CB?48B>. 

c. #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ipv6 ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ipv6 protocols, KFB5O G598<FPES 6 

QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 

e. �698<F9 >B@4A8G show ipv6 ospf interface brief, KFB5O G598<FPES, KFB 6E9 

<AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 



 

 

f. �698<F9 >B@4A8G show ipv6 ospf interface g0/0, KFB5O G598<FPES, KFB QFBF 

<AF9DH9=E A9 A4EFDB9A 8?S B5NS6?9A<S @4DLDGFB6 OSPFv3. 

g. '>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 

>BAH<7GD4J<R R2. �E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB 

«CDB5?9@ A9 A4=89AB». 

,47 5: '598<F9EP, KFB 6E9 <AF9DH9=EO A4 @4DLDGF<;4FBD9 R3 

A4;A4K9AO 6 B5?4EFP 0 CDBFB>B?4 OSPFv3. 

a. �698<F9 >B@4A8G show ipv6 protocols < G598<F9EP, KFB <89AF<H<>4FBD 

@4DLDGF<;4FBD4 A4EFDB9A CD46<?PAB. &4>:9 G598<F9EP, KFB EBBF69FEF6GRM<9 

<AF9DH9=EO BFB5D4:4RFES CB8 B5?4EFPR 0. 

#D<@9K4A<9. �E?< G QFB= >B@4A8O BFEGFEF6G9F D9;G?PF4F, FB CDBJ9EE 

OSPFv3 A9 5O? A4EFDB9A. 

�4C<L<F9 CB?GK9AAO9 D9;G?PF4FO.



 

 

b. �OCB?A<F9 A9B5IB8<@O9 <;@9A9A<S >BAH<7GD4J<< A4 

@4DLDGF<;4FBD9 R3. �4C<L<F9 >B@4A8O, <ECB?P;G9@O9 8?S <ECD46?9A<S 

A9CB?48B>. 

 #D< A9B5IB8<@BEF< 6698<F9 >B@4A8G clear ipv6 ospf process. 

d. #B6FBDAB 6698<F9 >B@4A8G show ipv6 protocols, KFB5O G598<FPES 6 

QHH9>F<6ABEF< 6OCB?A9AAOI <;@9A9A<=. 

e. �698<F9 >B@4A8G show ipv6 ospf interface brief, KFB5O G598<FPES, KFB 6E9 

<AF9DH9=EO C9D9K<E?9AO >4> E9F< OSPF, A4;A4K9AAO9 6 B5?4EFP 0. 

f. �698<F9 >B@4A8G show ipv6 ospf interface g0/0, KFB5O G598<FPES, KFB QFBF 

<AF9DH9=E A9 B5NS6?S9F @4DLDGFO OSPFv3. 

g. 'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 @4DLDGF<;4FBD9 R3. 

'>4:<F9 6E9 8BCB?A<F9?PAO9 <;@9A9A<S, 6A9ETAAO9 6 >BAH<7GD4J<R R3. 

�E?< GEFDB=EF6B D45BF49F ABD@4?PAB, FB A4C<L<F9, KFB «CDB5?9@ A9 

A4=89AB». 

,47 6: '598<F9EP, KFB 6E9 @4DLDGF<;4FBDO B5?484RF CD46<?PAB= 

<AHBD@4J<9= B5 BFABL9A<SI E@9:ABEF< E EBE98A<@< @4DLDGF<;4FBD4@<. 

a. �698<F9 >B@4A8G show ipv6 ospf neighbor, KFB5O G598<FPES 6 EB;84A<< 

BFABL9A<= E@9:ABEF< @9:8G EBE98A<@< @4DLDGF<;4FBD4@<. 

b. 'EFD4A<F9 6E9 BEF46L<9ES A9CB?48>< BFABL9A<= E@9:ABEF< 

OSPFv3. 

,47 7: #DB69DPF9 <AHBD@4J<R B @4DLDGF4I OSPFv3. 

a. �698<F9 >B@4A8G show ipv6 route ospf < G598<F9EP 6 A4?<K<< @4DLDGFB6 

OSPFv3 >B 6E9@ A9E@9:AO@ E9FS@. 

�E9 ?< @4DLDGFO OSPFv3 8BEFGCAO? 

�E?< >4><9-FB @4DLDGFO OSPFv3 BFEGFEF6GRF, FB >4><9? 

b. 'EFD4A<F9 6E9 BEF46L<9ES BL<5>< @4DLDGF<;4J<<. 



 

 

,47 8: #DB69DPF9 E>6B;AB9 CB8>?RK9A<9 IPv6. 

!4 >4:8B@ #� G598<F9EP 6 A4?<K<< E>6B;AB7B CB8>?RK9A<S IPv6. 

�B@CPRF9DO 8B?:AO GEC9LAB BFCD46?SFP QIB-;4CDBEO A4 >4:8O= <AF9DH9=E 

6 E9F<. �E?< E>6B;AB9 CB8>?RK9A<9 IPv6 BFEGFEF6G9F, 6OCB?AS=F9 CB<E> < 

GEFD4A9A<9 A9CB?48B>, CB>4 A9 5G8GF D9L9AO BEF46L<9ES CDB5?9@O. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G #� @B:9F 

CBFD95B64FPES BF>?RK<FP @9:E9F96O9 Q>D4AO A4 #�. 

�BCDBEO A4 ;4>D9C?9A<9 

#BK9@G E?98G9F GEFD4ASFP A9CB?48>< 6 D45BF9 OSPFv2 < OSPFv3 CB 

BF89?PABEF<? 



 

 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 

  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 

@4DLDGF<;4FBD4 

�AF9DH9=E 

Ethernet 71 

�AF9DH9=E 

Ethernet 72 

#BE?98B64F9?PAO= 

<AF9DH9=E 71 

#BE?98B64F9?PAO= 

<AF9DH9=E 72 

1800 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR 

BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 97B <AF9DH9=EB6. !9 EGM9EF6G9F QHH9>F<6AB7B 

ECBEB54 C9D9K<E?<FP 6E9 >B@5<A4J<< A4EFDB9> 8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6. � QFB= 

F45?<J9 EB89D:4FES <89AF<H<>4FBDO 8?S 6B;@B:AOI EBK9F4A<= <AF9DH9=EB6 Ethernet < 

CBE?98B64F9?PAOI <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO A<>4><9 <AO9 F<CO 

<AF9DH9=EB6, 84:9 9E?< BA< CD<EGFEF6GRF A4 >BA>D9FAB@ @4DLDGF<;4FBD9. � >4K9EF69 CD<@9D4 

@B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, >BFBDB9 

@B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 



 

 

#D4>F<K9E>4S D45BF4 7 16 

!4EFDB=>4 54;B6B7B PPP E 4GF9AF<H<>4J<9= 

 

&BCB?B7<S 

 



 

 

&45?<J4 48D9E4J<< 

 

�484K< 

'4EFP 1. �4;B64S A4EFDB=>4 GEFDB=EF6  
'4EFP 2. !4EFDB=>4 <A>4CEG?SJ<< PPP  

'4EFP 3. !4EFDB=>4 4GF9AF<H<>4J<< CHAP PPP 

�EIB8AO9 84AAO9/EJ9A4D<= 

PPP 4 BK9AP D4ECDBEFD4A9AAO= CDBFB>B? WAN GDB6AS 2. PPP @B:AB 

<ECB?P;B64FP 8?S CB8>?RK9A<S <; ?B>4?PAB= E9F< > WAN-CDB64=89DG < 

8?S CB8>?RK9A<S E97@9AFB6 LAN 6 D4@>4I >BDCBD4F<6AB= E9F<. 

� QFB= ?45BD4FBDAB= D45BF9 FD95G9FES A4EFDB<FP <A>4CEG?SJ<R PPP 

A4 6O89?9AAOI CBE?98B64F9?PAOI >4A4?4I @9:8G @4DLDGF<;4FBD4@< 

H<?<4?B6 < J9AFD4?PAO@ @4DLDGF<;4FBDB@. &D95G9FES A4EFDB<FP 

CDBFB>B? 4GF9AF<H<>4J<< CB >6<F<DB64A<R 6O;B64 (CHAP) PPP A4 

CBE?98B64F9?PAOI >4A4?4I PPP. �O F4>:9 <;GK<F9 6?<SA<9, B>4;O649@B9 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 
,?R; CB 

G@B?K4A<R 

(<?<4? 1 G0/1 192.168.1.1 255.255.255.0 !98BEFGCAB 

 S0/0/0 (DCE) 10.1.1.1 255.255.255.252 !98BEFGCAB 

Central S0/0/0 10.1.1.2 255.255.255.252 !98BEFGCAB 

 S0/0/1 (DCE) 10.2.2.2 255.255.255.252 !98BEFGCAB 

 Lo0 209.165.200.225 255.255.255.224 !98BEFGCAB 

(<?<4? 3 G0/1 192.168.3.1 255.255.255.0 !98BEFGCAB 

 S0/0/1 10.2.2.1 255.255.255.252 !98BEFGCAB 

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 



 

 

<;@9A9A<S@< <A>4CEG?SJ<< < 4GF9AF<H<>4J<< A4 EBEFBSA<9 

CBE?98B64F9?PAB7B >4A4?4. 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA 

<ECB?P;GRFES @4DLDGF<;4FBDO E <AF97D4J<9= E9D6<EB6 Cisco 1941 (ISR) 

CB8 GCD46?9A<9@ "% Cisco IOS 69DE<< 15.2(4) M3 (B5D4; universalk9). � 

?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst E9D<< 2960 

CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). �BCGE>49FES 

<ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 

GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< 

GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 

@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI 

D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 G>4;4AO 6 E6B8AB= F45?<J9 

<AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 

@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO < BA< A9 <@9RF ;47DG;BKAOI 

A4EFDB9>. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

1) 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

2) 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

(B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P); 

3) 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

4) >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; CBDFO 

>BAEB?<; 

5) >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 



 

 

'4EFP 1: �4;B64S A4EFDB=>4 GEFDB=EF6 
� K4EF< 1 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < 54;B6O9 

C4D4@9FDO @4DLDGF<;4FBD4, A4CD<@9D, 

IP-48D9E4 <AF9DH9=EB6, @4DLDGF<;4J<R, 8BEFGC > GEFDB=EF64@ < 

C4DB?<. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 

#B8>?RK<F9 GEFDB=EF64, >4> CB>4;4AB 6 FBCB?B7<<, < CB8EB98<A<F9 

A9B5IB8<@O9 >459?<. 

,47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBDB6 < 

>B@@GF4FBDB6. 

,47 3: #DB<;698<F9 54;B6GR A4EFDB=>G @4DLDGF<;4FBDB6. 

a. "F>?RK<F9 CB<E> DNS. 

b. !4EFDB=F9 <@S GEFDB=EF64. 

c. �4L<HDG=F9 A9;4L<HDB64AAO9 C4DB?<. 

d. %B;84=F9 54AA9DAB9 EBB5M9A<9 8AS (MOTD) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

e. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 8?S >BAEB?< < 6<DFG4?PAB7B 

F9D@<A4?4 VTY < 4>F<6<DG=F9 GKTFAGR ;4C<EP. 

g. !4EFDB=F9 6989A<9 :GDA4?4 EBEFBSA<S >BAEB?< A4 E<AIDBAAO= 

D9:<@. 

h. #D<@9A<F9 IP-48D9E4 > <AF9DH9=E4@ Serial < Gigabit Ethernet 6 

EBBF69FEF6<< E F45?<J9= 48D9E4J<< < 6>?RK<F9 H<;<K9E><9 <AF9DH9=EO. 

i. !4EFDB=F9 F4>FB6GR K4EFBFG A4 128000 8?S 6E9I CBE?98B64F9?PAOI 

<AF9DH9=EB6 DCE. 



 

 

j. !4 @4DLDGF<;4FBD9 «�?46AO=» EB;84=F9 Loopback 0 8?S <@<F4J<< 

8BEFGC4 6 �AF9DA9F < A4;A4KPF9 IP-48D9E EB7?4EAB F45?<J9 48D9E4J<<. 

,47 4: !4EFDB=F9 @4DLDGF<;4J<R. 

a. �>?RK<F9 A4 @4DLDGF<;4FBD4I <ECB?P;B64A<9 CDBFB>B?4 OSPF 8?S 

B8AB= B5?4EF< < <ECB?P;G=F9 6 >4K9EF69 <89AF<H<>4FBD4 CDBJ9EE4 

;A4K9A<9 1. �B546PF9 6 CDBJ9EE OSPF 6E9 E9F<, ;4 <E>?RK9A<9@ 

209.165.200.224/27. 

b. !4 @4DLDGF<;4FBD9 «�?46AO=» A4EFDB=F9 @4DLDGF CB G@B?K4A<R > 

E<@G?<DG9@B@G �AF9DA9FG, <ECB?P;GS Lo0 6 >4K9EF69 6OIB8AB7B 

<AF9DH9=E4, < C9D9D4ECD989?<F9 @4DLDGF 6 CDBJ9EE OSPF. 

c. !4 6E9I @4DLDGF<;4FBD4I 6OCB?A<F9 >B@4A8O show ip route ospf, 

show ip ospf interface brief 

< show ip ospf neighbor, KFB5O CDB69D<FP CD46<?PABEFP A4EFDB=>< 

OSPF. "5D4F<F9 6A<@4A<9 A4 <89AF<H<>4FBD >4:8B7B @4DLDGF<;4FBD4. 

,47 5: !4EFDB=F9 >B@CPRF9DO. 

!4EFDB=F9 IP-48D9E4 < L?R;O CB G@B?K4A<R A4 6E9I #� 6 

EBBF69FEF6<< E F45?<J9= 48D9E4J<<. 

,47 6: #DB69DPF9 E6S;P @9:8G >BA9KAO@< GEFDB=EF64@<. 

�E9 GEFDB=EF64 8B?:AO GEC9LAB 6OCB?ASFP QIB-;4CDBEO >B 6E9@ 

BEF4?PAO@ GEFDB=EF64@, G>4;4AAO@ 6 FBCB?B7<<. �E?< QFB A9 F4>, 

6OCB?AS=F9 CB<E> < GEFD4A9A<9 A9CB?48B> FB 8B F9I CBD, CB>4 A9 G84EFES 

GEF4AB6<FP E>6B;AB9 EB98<A9A<9. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 

CBFD95B64FPES BF>?RK9A<9 @9:E9F96B7B Q>D4A4. 

,47 7: %BID4A<F9 A4EFDB=><. 

  



 

 

'4EFP 2: !4EFDB=>4 <A>4CEG?SJ<< PPP 

,47 1: "FB5D4;<F9 <A>4CEG?SJ<R, <ECB?P;G9@GR 6 CBE?98B64F9?PAB@ 

<AF9DH9=E9 CB G@B?K4A<R. 

!4 @4DLDGF<;4FBD4I 6OCB?A<F9 >B@4A8G show interfaces serial 

889=B8D8:4B>@_8=B9@D99A4 8?S BFB5D4:9A<S F9>GM9= <A>4CEG?SJ<<, 

<ECB?P;G9@B= 6 CBE?98B64F9?PAB@ <AF9DH9=E9.  

 

 

'>4:<F9 F<C <A>4CEG?SJ<<, <ECB?P;G9@B= 6 CBE?98B64F9?PAB@ 

<AF9DH9=E9 CB G@B?K4A<R, 8?S @4DLDGF<;4FBD4 Cisco. 

L47 2: �;@9A<F9 <A>4CEG?SJ<R A4 PPP. 

4. �?S <;@9A9A<S <A>4CEG?SJ<< HDLC A4 $$$ 6698<F9 >B@4A8G 

encapsulation DDD A4 <AF9DH9=E9 SO/O/O @4DLDGF<;4FBD4 «(<?<4? 1» 

.

 

b. �698<F9 >B@4A8G 8?S BFB5D4:9A<S EBEFBSA<S >4A4?4 < CDBFB>B?4 >4A4?4 



 

 

8?S <AF9DH9=E4 S0/0/0 @4DLDGF<;4FBD4 «(<?<4? 1». �48B>G@9AF<DG=F9 

6OCB?A9AAGR >B@4A8G. '>4:<F9 F9>GM99 EBEFBSA<9 <AF9DH9=E4 S0/0/0. 

E. �?S <ECD46?9A<S D4;ABKF9A<= 6 A4EFDB=>4I <A>4CEG?SJ<< 8?S 

CBE?98B64F9?PAB7B <AF9DH9=E4 698<F9 >B@4A8G encapsulation DDD A4 

<AF9DH9=E9 S0/0/0 8?S @4DLDGF<;4FBD4 Central.

 

 

'>4:<F9 EBEFBSA<9 CDBFB>B?4 $$$ (LCP).G>4:<F9, EB7?4EB64A<9 >4><I 

CDBFB>B?B6 NCP 5O?B 6OCB?A9AB. 

 

 

d. '598<F9EP, KFB <AF9DH9=E SO/O/O >4> A4 @4DLDGF<;4FBD9 «(<?<4? 

1», F4> < A4 @4DLDGF<;4FBD9 «�?46AO=» A4IB8<FES 6 4>F<6AB@ EBEFBSA<< < 

A4EFDB9A E <A>4CEG?SJ<9= $$$.  



 

 

 

 

,47 3: !4@9D9AAB D4;BD6<F9 CBE?98B64F9?PAB9 CB8>?RK9A<9. 

a. �OCB?A<F9 >B@4A8O debug DDD, KFB5O CBA45?R84FP ;4 6?<SA<9@ 

<;@9A9A<S A4EFDB=>< $$$ A4 @4DLDGF<;4FBDO «(<?<4? 1» < «�?46AO=».

 



 

 

 

b. !45?R84=F9 ;4 EBB5M9A<S@< >B@4A8O debug $$$ CD< CDBIB89 

FD4H<>4 CB CBE?98B64F9?PAB@G >4A4?G @9:8G @4DLDGF<;4FBD4@< «(<?<4? 

1» < «�?46AO=».

 

 

d. !45?R84=F9 ;4 EBB5M9A<S@< >B@4A8O debug $$$ A4 @4DLDGF<;4FBD9 

«(<?<4? 1». #BE?98B64F9?PAB9 CB8>?RK9A<9 ;469DL9AB, < CDBFB>B? ?<A<< 

E6S;< A9 HGA>J<BA<DG9F.  4DLDGF > 10.1.1.2 («�?46AO=») G84?TA <; 

 

c. $4;BD6<F9 CBE?98B64F9?PAB9 CB8>?RK9A<9 CGF9@ 6B;6D4M9A<S 

HDLC 6 >4K9EF69 <A>4CEG?SJ<< 8?S CBE?98B64F9?PAB7B <AF9DH9=E4 S0/0/0 

@4DLDGF<;4FBD4 «(<?<4? 1». �4C<L<F9 >B@4A8G, <ECB?P;B64AAGR 8?S 

<;@9A9A<S <A>4CEG?SJ<< A4 HDLC. 



 

 

F45?<JO @4DLDGF<;4J<<.

 

 

e. !45?R84=F9 ;4 EBB5M9A<S@< >B@4A8O debug $$$ A4 @4DLDGF<;4FBD9 

«�?46AO=».  4DLDGF<;4FBD «�?46AO=» CDB8B?:49F CBCOF>< GEF4AB6<FP 

CB8>?RK9A<9 > @4DLDGF<;4FBDG «(<?<4? 1», >4> 6<8AB <; EBB5M9A<= 

>B@4A8O debug. �E?< <AF9DH9=EO A9 @B7GF GEF4AB6<FP CB8>?RK9A<9, 

<AF9DH9=EO EAB64 CD9>D4M4RF D45BFG. �DB@9 FB7B, OSPF A9 @B:9F 

EHBD@<DB64FP BFABL9A<S E@9:ABEF< E EBE98A<@ E A<@ GEFDB=EF6B@ 



 

 

6E?98EF6<9 A9EBBF69FEF6<S <A>4CEG?SJ<< 8?S CBE?98B64F9?PAB7B >4A4?4.

 



 

 

 

+FB CDB<EIB8<F 6 E?GK49, 9E?< A4 B8AB@ >BAJ9 CBE?98B64F9?PAB7B 

>4A4?4 <ECB?P;G9FES <A>4CEG?SJ<S PPP, 4 A4 8DG7B@ 4 HDLC? 

f. �698<F9 >B@4A8G encapsulation ppp A4 <AF9DH9=E9 S0/0/0 

@4DLDGF<;4FBD4 «(<?<4? 1», KFB5O <ECD46<FP A9EBBF69FEF6GRMGR 

<A>4CEG?SJ<R.  

 

g. !45?R84=F9 ;4 EBB5M9A<S@< >B@4A8O debug PPP BF 

@4DLDGF<;4FBD4 «(<?<4? 1» CD< GEF4AB6>9 CB8>?RK9A<S @9:8G 

@4DLDGF<;4FBD4@ «(<?<4?1» < «�?46AO=». 

 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

h.A45?R84=F9 ;4 EBB5M9A<S@< >B@4A8O debug PPP BF @4DLDGF<;4FBD4 

«�?46AO=» CD< GEF4AB6>9 CB8>?RK9A<S @9:8G @4DLDGF<;4FBD4@< 
«(<?<4? 1» < «�?46AO=». 

 

 

 

 



 

 

 

 

 

"EAB6O64SEP A4 EBB5M9A<< >B@4A8O debug, G>4:<F9, K9D9; >4><9 

QF4CO CDBIB8<F PPP, 9E?< 8DG7B= >BA9J CBE?98B64F9?PAB7B >4A4?4 A4 

@4DLDGF<;4FBD9 Central A4EFDB9A E <A>4CEG?SJ<9= PPP. 

+FB CDB<;B=89F, 9E?< <A>4CEG?SJ<S PPP A4EFDB9A4 A4 B5B<I >BAJ4I 

CBE?98B64F9?PAB7B >4A4?4? 

i. �698<F9 >B@4A8G undebug all (<?< u all) A4 @4DLDGF<;4FBD4I 

«(<?<4? 1» < «�?46AO=» < BF>?RK<F9 6ER BF?48>G A4 B5B<I 

@4DLDGF<;4FBD4I. 

j. #BE?9 EF45<?<;4J<< E9F< 6OCB?A<F9 >B@4A8G show ip interface brief 

A4 @4DLDGF<;4FBD4I «(<?<4? 1» < «�?46AO=». '>4:<F9 EBEFBSA<9 

<AF9DH9=E4 S0/0/0 A4 B5B<I @4DLDGF<;4FBD4I. 



 

 

k. '598<F9EP, KFB <AF9DH9=E S0/0/0 >4> A4 @4DLDGF<;4FBD9 «(<?<4? 

1», F4> < A4 @4DLDGF<;4FBD9 «�?46AO=» A4EFDB9A A4 <A>4CEG?SJ<R PPP. 

!<:9 ;4C<L<F9 >B@4A8G 8?S CDB69D>< <A>4CEG?SJ<< PPP. 

 

 

m. #9D98 C9D9IB8B@ > K4EF< 3 G598<F9EP 6 FB@, KFB E>6B;AB9 

EB98<A9A<9 6BEEF4AB6?9AB. 

+4EFP 3: !4EFDB=>4 4GF9AF<H<>4J<< CHAP PPP 

,47 1: '598<F9EP, KFB <A>4CEG?SJ<S PPP A4EFDB9A4 A4 6E9I 

CBE?98B64F9?PAOI <AF9DH9=E4I. 

�4C<L<F9 >B@4A8O, <ECB?P;G9@O9 8?S CB8F69D:89A<S FB7B, KFB 

A4EFDB9A4 <A>4CEG?SJ<S PPP. 

 

l .�A>4CEG?SJ<R 6 CBE?98B64F9?PAB@ <AF9DH9=E9 8?S E6S;< @9:8G 

@4DLDGF<;4FBD4@< «�?46AO=» < «(<?<4? 3» <;@9A<F9 A4 <A>4CEG?SJ<R 

PPP. 

 



 

 

,47 2: !4EFDB=F9 4GF9AF<H<>4J<R CHAP PPP 8?S >4A4?4 @9:8G 

@4DLDGF<;4FBDB@ «�?46AO=» < @4DLDGF<;4FBDB@ «(<?<4? 3». 

a. !4EFDB=F9 <@S CB?P;B64F9?S 8?S 4GF9AF<H<>4J<< CHAP. 

 

b. �OCB?A<F9 >B@4A8O debug ppp A4 @4DLDGF<;4FBD9 «(<?<4? 3» 8?S 

A45?R89A<S ;4 CDBJ9EEB@, >BFBDO= E6S;4A E 4GF9AF<H<>4J<9=. 

 

c. !4EFDB=F9 <AF9DH9=E S0/0/1 A4 @4DLDGF<;4FBD9 «(<?<4? 3» 8?S 

4GF9AF<H<>4J<< CHAP. 

 

d. �;GK<F9 EBB5M9A<S >B@4A8O debug PPP A4 @4DLDGF<;4FBD9 

«(<?<4? 3», 6O84649@O9 6B 6D9@S EB7?4EB64A<S E 

@4DLDGF<;4FBDB@.«�?46AO=». 



 

 

 

 



 

 

 

 

 

g. !45?R84=F9 ;4 EBB5M9A<S@< >B@4A8 debug PPP, BFABESM<IES > 

4GF9AF<H<>4J<< CHAP A4 @4DLDGF<;4FBD9 «�?46AO=». 

"EAB6O64SEP A4 EBB5M9A<SI >B@4A8O debug 8?S PPP, G>4:<F9, >4><9 

QF4CO CDBIB8<F @4DLDGF<;4FBD «(<?<4? 3», CD9:89 K9@ 5G89F 

GEF4AB6?9A4 E6S;P E @4DLDGF<;4FBDB@ «�?46AO=». 

e. �698<F9 >B@4A8G debug ppp authentication 8?S A45?R89A<S ;4 

EBB5M9A<S@< 4GF9AF<H<>4J<< CHAP A4 @4DLDGF<;4FBD9 Central. 

 

 

f. !4EFDB=F9 4GF9AF<H<>4J<R CHAP A4 <AF9DH9=E9 S0/0/1 A4 

@4DLDGF<;4FBD9 «�?46AO=». 



 

 

 

 

,47 3: !4@9D9AAB D4;BD6<F9 CBE?98B64F9?PAO= >4A4?, A4EFDB9AAO= E 

<ECB?P;B64A<9@ 4GF9AF<H<>4J<<. 

a. !4 @4DLDGF<;4FBD9 «�?46AO=» A4EFDB=F9 <@S CB?P;B64F9?S 8?S 

<ECB?P;B64A<S E «(<?<4? 1». !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S. 

 

b. !4 @4DLDGF<;4FBD4I «�?46AO=» < «(<?<4? 1» A4EFDB=F9 

4GF9AF<H<>4J<R CHAP A4 <AF9DH9=E9 S0/0/0. +FB CDB<EIB8<F E 

<AF9DH9=EB@? 

#D<@9K4A<9. �?S GE>BD9A<S CDBJ9EE4 6O>?RK<F9 <AF9DH9=E < EAB64 
97B 6>?RK<F9.  

E. �?S <EE?98B64A<S 6B;A<>L97B CDBJ9EE4 <ECB?P;G=F9 >B@4A8G 

 

 

h. �698<F9 >B@4A8G undebug all (<?< u all) A4 @4DLDGF<;4FBD4I 

«�?46AO=» < «(<?<4? 3» < BF>?RK<F9 6ER BF?48>G. 

 



 

 

 debug ppp negotiation.

 

 



 

 

d. �698<F9 >B@4A8G undebug all A4 6E9I @4DLDGF<;4FBD4I, KFB5O 

BF>?RK<FP BF?48>G. 

e. #DB69DPF9 E6S;P @9:8G >BA9KAO@< GEFDB=EF64@<. 

�BCDBEO A4 ;4>D9C?9A<9 

1. �4>B6O CD<;A4>< FB7B, KFB A4 >4A4?9 CBE?98B64F9?PAB= E6S;< 

A4EFDB9A4 A9EBBF69FEF6GRM4S <A>4CEG?SJ<S? 

2. �4>B6O CD<;A4>< FB7B, KFB A4 >4A4?9 CBE?98B64F9?PAB= E6S;< 

A4EFDB9A4 A9EBBF69FEF6GRM4S 4GF9AF<H<>4J<S?%6B8A4S F45?<J4 

<AF9DH9=EB6 @4DLDGF<;4FBDB6 

"5NSEA<F9, KFB CD<6B8<F > B>BAK4F9?PAB@G ;469DL9A<R >4A4?4. 

�4C<L<F9 A<:9 >B@4A8G, 6OCB?A9AAGR 8?S GEFD4A9A<S A9CB?48><. 



 

 

 

 

 

  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P     

 

�AF9DH9=E 

Ethernet 7 1 

�AF9DH9=E 

Ethernet 7 2 

#BE?98B64F9?PAO

= <AF9DH9=E 7 1 

#BE?98B64F9?PAO= 

<AF9DH9=E 7 2 

1800 Fast Ethernet 

0/0 (F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial0/0/0(S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit 

Ethernet 0/0 

(G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial0/0/0(S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 

0/0 (F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial0/1/0(S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 

0/0 (F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial0/0/0(S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit 

Ethernet 0/0 

(G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial0/0/0(S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 
<AF9DH9=EO E J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 

AT@ <AF9DH9=EB6. 1HH9>F<6AB7B ECBEB54 C9D9K<E?9A<S 6E9I EBK9F4A<= A4EFDB9> 8?S 

>4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES 

<89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < CBE?98B64F9?PAOI (Serial) 

<AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 F<CO 

<AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � 

>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB 

CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S 

CD98EF46?9A<S <AF9DH9=E4. 



 

 

#D4>F<K9E>4S D45BF4 17 

"F?48>4 54;B6B7B PPP E 4GF9AF<H<>4J<9= 

 

&BCB?B7<S 

 



 

 

&45?<J4 48D9E4J<< 

 

�484K< 

'4EFP 1. #BEFDB9A<9 E9F< < ;47DG;>4 A4EFDB9> GEFDB=EF6  
'4EFP 2. #B<E> < GEFD4A9A<9 A9CB?48B> >4A4?PAB7B GDB6AS 
 '4EFP 3. #B<E> < GEFD4A9A<9 A9CB?48B> E9F96B7B GDB6AS 
�EIB8AO9 84AAO9/EJ9A4D<= 

 4DLDGF<;4FBDO 6 E9F< 64L9= >B@C4A<< 5O?< A4EFDB9AO A9BCOFAO@ 

E9F96O@ <A:9A9DB@. � D9;G?PF4F9 A9E>B?P><I BL<5B> 6 A4EFDB=>4I 

6B;A<>?< CDB5?9@O EB E6S;PR. !4K4?PA<> CBCDBE<? 64E A4=F< < GEFD4A<FP 

A9CB?48>< 6 A4EFDB=>9 < ;48B>G@9AF<DB64FP D45BFG. !4=8<F9 < <ECD46PF9 

BL<5><, <ECB?P;GS E6B< ;A4A<S PPP < EF4A84DFAO9 @9FB8O F9EF<DB64A<S. 

'598<F9EP, KFB A4 6E9I CBE?98B64F9?PAOI >4A4?4I <ECB?P;G9FES 

4GF9AF<H<>4J<S CHAP PPP < KFB 6E9 E9F< 8BEFGCAO. 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 
,?R; CB 

G@B?K4A<R 

R1 G0/1 192.168.1.1 255.255.255.0 !98BEFGCAB 

 S0/0/0 

(DCE) 
192.168.12.1 255.255.255.252 !98BEFGCAB 

 S0/0/1 192.168.13.1 255.255.255.252 !98BEFGCAB 

R2 Lo0 209.165.200.225 255.255.255.252 !98BEFGCAB 

 S0/0/0 192.168.12.2 255.255.255.252 !98BEFGCAB 

 S0/0/1 

(DCE) 
192.168.23.1 255.255.255.252 !98BEFGCAB 

R3 G0/1 192.168.3.1 255.255.255.0 !98BEFGCAB 

 S0/0/0 

(DCE) 
192.168.13.2 255.255.255.252 !98BEFGCAB 

 S0/0/1 192.168.23.2 255.255.255.252 !98BEFGCAB 

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 



 

 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA 

<ECB?P;GRFES @4DLDGF<;4FBDO E <AF97D4J<9= E9D6<EB6 Cisco 1941 (ISR) 

CB8 GCD46?9A<9@ "% Cisco IOS 69DE<< 15.2(4) M3 (B5D4; universalk9). � 

?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst E9D<< 2960 

CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). �BCGE>49FES 

<ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 

GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< 

GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 

@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI 

D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 G>4;4AO 6 E6B8AB= F45?<J9 

<AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 

@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO < BA< A9 <@9RF ;47DG;BKAOI 

A4EFDB9>. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

(B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P); 

" 2 #� (Windows 7, Vista < XP E CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, 

A4CD<@9D, Tera Term) 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; CBDFO 

>BAEB?<; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 

'4EFP 1: #BEFDB9A<9 E9F< < ;47DG;>4 A4EFDB9> GEFDB=EF6 

� K4EF< 1 64@ CD98EFB<F EB;84FP FBCB?B7<R E9F<, A4EFDB<FP 54;B6O9 

C4D4@9FDO 8?S G;?B6 #� < ;47DG;<FP A4EFDB=>< @4DLDGF<;4FBDB6. 



 

 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=.     

,47 2: !4EFDB=F9 G;?O #�. 

,47 3: �47DG;<F9 A4EFDB=>< @4DLDGF<;4FBD4. 

�47DG;<F9 6 EBBF69FEF6GRM<= @4DLDGF<;4FBD E?98GRM<9 A4EFDB=><. 

!4 6E9I @4DLDGF<;4FBD4I A4EFDB9AO B8<A4>B6O9 C4DB?<. #4DB?P 

CD<6<?97<DB64AAB7B D9:<@4 4 class. #4DB?P 8?S >BAEB?< < 8BEFGC4 vty 4 

cisco. �E9 CBE?98B64F9?PAO9 <AF9DH9=EO 8B?:AO 5OFP A4EFDB9AO E 

<A>4CEG?SJ<9= PPP < 4GF9AF<H<>4J<9= CB CDBFB>B?G CHAP E C4DB?9@ 

chap123. 

!4EFDB=>4 @4DLDGF<;4FBD4 R1 

!4EFDB=>4 @4DLDGF<;4FBD4 R2: 

 



 

 

!4EFDB=>4 @4DLDGF<;4FBD4 R3: 

 

 



 

 

 

 

,47 4: %BID4A<F9 F9>GMGR >BAH<7GD4J<R. 

'4EFP 2: #B<E> < GEFD4A9A<9 A9CB?48B> >4A4?PAB7B GDB6AS 

� K4EF< 2 E?98G9F <ECB?P;B64FP >B@4A8O show 8?S GEFD4A9A<S 

A9CB?48B> >4A4?PAB7B GDB6AS. !9 ;45G8PF9 CDB69D<FP F4><9 C4D4@9FDO, >4> 

F4>FB64S K4EFBF4, <A>4CEG?SJ<S, CHAP < <@9A4 < C4DB?< CB?P;B64F9?9=. 

,47 1: �;GK<F9 A4EFDB=>G @4DLDGF<;4FBD4 R1. 

a. �ECB?P;G=F9 >B@4A8G show interfaces, KFB5O BCD989?<FP, 

GEF4AB6?9A ?< PPP A4 B5B<I CBE?98B64F9?PAOI >4A4?4I. 

"EAB6O64SEP A4 D9;G?PF4F4I D45BFO >B@4A8O show interfaces 8?S 

S0/0/0 < S0/0/1, G>4:<F9 6B;@B:AO9 A9CB?48>< 6 >4A4?4I PPP. 

b. � CDBJ9EE9 CB<E>4 < GEFD4A9A<S A9CB?48B> <ECB?P;G=F9 >B@4A8G 

debug ppp authentication 8?S CDBE@BFD4 D9;G?PF4FB6 4GF9AF<H<>4J<< PPP 

6 D94?PAB@ 6D9@9A<. 



 

 

 

c. �?S <EE?98B64A<S A4EFDB9> A4 S0/0/0 <ECB?P;G=F9 >B@4A8G show 

run interface s0/0/0 . 

'EFD4A<F9 6E9 A9CB?48><, E6S;4AAO9 E S0/0/0. �4C<L<F9 >B@4A8O, 

<ECB?P;B64AAO9 8?S <ECD46?9A<S A4EFDB=><. 

'>4:<F9 6OIB8AO9 84AAO9 >B@4A8O debug, 6OCB?A9AAB= CBE?9 

GEFD4A9A<S A9CB?48><. 

d. �?S <EE?98B64A<S C4D4@9FDB6 A4 S0/0/1 <ECB?P;G=F9 >B@4A8G show 

run interface s0/0/1 . 

'EFD4A<F9 6E9 A9CB?48><, E6S;4AAO9 E S0/0/1. �4C<L<F9 >B@4A8O, 

<ECB?P;B64AAO9 8?S <ECD46?9A<S A4EFDB=><. 

'>4:<F9 6OIB8AO9 84AAO9 >B@4A8O debug, 6OCB?A9AAB= CBE?9 

GEFD4A9A<S A9CB?48><. 

e. �?S BF>?RK9A<S 6O6B84 84AAOI >B@4A8O debug PPP <ECB?P;G=F9 

>B@4A8G no debug ppp authentication <?< undebug all. 

f. �?S CDB69D>< CD46<?PABEF< A4EFDB9> <@9A< < C4DB?S CB?P;B64F9?S 

<ECB?P;G=F9 >B@4A8G show running-config | include username . 

'EFD4A<F9 6E9 B5A4DG:9AAO9 A9CB?48><. �4C<L<F9 >B@4A8O, 

<ECB?P;B64AAO9 8?S <ECD46?9A<S A4EFDB=><. 

,47 2: �EE?98G=F9 A4EFDB=>G @4DLDGF<;4FBD4 R2. 

a. �ECB?P;G=F9 >B@4A8G show interfaces, KFB5O BCD989?<FP, 

GEF4AB6?9A ?< PPP A4 B5B<I CBE?98B64F9?PAOI >4A4?4I. 

�E9 ?< >4A4?O GEF4AB6?9AO? 

�E?< BF69F BFD<J4F9?PAO=, FB >4><9 >4A4?O E?98G9F CDB69D<FP? � K9@ 

;4>?RK4RFES 6B;@B:AO9 CD<K<AO A9CB?48B>? 

b. �?S <EE?98B64A<S E6S;9=, >BFBDO9 A9 5O?< GEF4AB6?9AO, 

<ECB?P;G=F9 >B@4A8G show run interface. 



 

 

'EFD4A<F9 6E9 B5A4DG:9AAO9 A9CB?48><, BFABESM<9ES > <AF9DH9=E4@. 

�4C<L<F9 >B@4A8O, <ECB?P;B64AAO9 8?S <ECD46?9A<S A4EFDB=><. 

c. �?S CDB69D>< CD46<?PABEF< A4EFDB9> <@9A< < C4DB?S CB?P;B64F9?S 

<ECB?P;G=F9 >B@4A8G show running-config | include username . 

'EFD4A<F9 6E9 B5A4DG:9AAO9 A9CB?48><. �4C<L<F9 >B@4A8O, 

<ECB?P;B64AAO9 8?S <ECD46?9A<S A4EFDB=><. 

d. �ECB?P;G=F9 >B@4A8G show ppp interface serial 8?S FB7B 

CBE?98B64F9?PAB7B <AF9DH9=E4, >BFBDO= 6O BF?4:<649F9. 

%6S;P GEF4AB6?9A4? 

,47 3: �EE?98G=F9 A4EFDB=>G @4DLDGF<;4FBD4 R3. 

a. �ECB?P;G=F9 >B@4A8G show interfaces, KFB5O BCD989?<FP, 

GEF4AB6?9A ?< PPP A4 B5B<I CBE?98B64F9?PAOI >4A4?4I. 

�E9 ?< >4A4?O GEF4AB6?9AO? 

�E?< BF69F BFD<J4F9?PAO=, FB >4><9 >4A4?O E?98G9F CDB69D<FP? � K9@ 

;4>?RK4RFES 6B;@B:AO9 CD<K<AO A9CB?48B>? 

b. �?S <EE?98B64A<S 6E9I CBE?98B64F9?PAOI E6S;9=, >BFBDO9 A9 5O?< 

GEF4AB6?9AO, <ECB?P;G=F9 >B@4A8G show run interface. 

'EFD4A<F9 6E9 A9CB?48><, B5A4DG:9AAO9 A4 <AF9DH9=E4I. �4C<L<F9 

>B@4A8O, <ECB?P;B64AAO9 8?S <ECD46?9A<S A4EFDB=><. 

c. �?S CDB69D>< CD46<?PABEF< A4EFDB9> <@9A< < C4DB?S CB?P;B64F9?S 

<ECB?P;G=F9 >B@4A8G show running-config | include username . 

'EFD4A<F9 6E9 B5A4DG:9AAO9 A9CB?48><. �4C<L<F9 >B@4A8O, 

<ECB?P;B64AAO9 8?S <ECD46?9A<S A4EFDB=><. 

d. �ECB?P;G=F9 >B@4A8G show, KFB5O G598<FPES, KFB CBE?98B64F9?PAO9 

E6S;< GEF4AB6?9AO. 

e. %6S;P CB CDBFB>B?G PPP GEF4AB6?9A4 6B 6E9I >4A4?4I? 

f. 1IB-;4CDBE BF G;?4 #� A > Lo0 6OCB?AS9FES GEC9LAB? 

g. 'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 #� A A4 G;9? #� C? 



 

 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G 

>B@CPRF9D4@< @B:9F CBFD95B64FPES BF>?RK9A<9 @9:E9F96B7B Q>D4A4. 

'4EFP 3: #B<E> < GEFD4A9A<9 A9CB?48B> E9F96B7B GDB6AS 
� K4EF< 3 64@ CD98EFB<F G598<FPES, KFB CB8>?RK9A<S GDB6AS 3 

GEF4AB6?9AO A4 6E9I <AF9DH9=E4I, <EE?98GS 8?S QFB7B A4EFDB=>< IPv4 < 

OSPF. 

,47 1: '598<F9EP, KFB <AF9DH9=EO, G>4;4AAO9 6 F45?<J9 48D9E4J<<, 

4>F<6AO < A4EFDB9AO E CD46<?PAO@< IP-48D9E4@<. 

�OCB?A<F9 >B@4A8G show ip interface brief A4 6E9I @4DLDGF<;4FBD4I, 

KFB5O G598<FPES, KFB 6E9 <AF9DH9=EO A4IB8SFES 6 D45BK9@ EBEFBSA<< 

(up/up). 

'EFD4A<F9 6E9 B5A4DG:9AAO9 A9CB?48><. �4C<L<F9 >B@4A8O, 

<ECB?P;B64AAO9 8?S <ECD46?9A<S A4EFDB=><. 

,47 2: #DB69D>4 @4DLDGF<;4J<< OSPF 

�698<F9 >B@4A8G show ip protocols, KFB5O G598<FPES, KFB OSPF 

;4CGM9A < KFB 6E9 E9F< B5NS6?SRFES. 

'EFD4A<F9 6E9 B5A4DG:9AAO9 A9CB?48><. �4C<L<F9 >B@4A8O, 

<ECB?P;B64AAO9 8?S <ECD46?9A<S A4EFDB=><. 

'EC9LAB ?< 6OCB?AS9FES QIB-;4CDBE BF G;?4 #� A A4 G;9? #� C? 

�E?< @9:8G A9>BFBDO@< G;?4@< A9F E6S;<, CDB8B?:<F9 CB<E> < 

GEFD4A9A<9 A9CB?48B>, KFB5O GEFD4A<FP 6E9 <@9RM<9ES A9CB?48><. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @9:8G 

>B@CPRF9D4@< @B:9F CBFD95B64FPES BF>?RK9A<9 @9:E9F96B7B Q>D4A4. 



 

 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 

  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 

@4DLDGF<;4FBD4 

�AF9DH9=E 

Ethernet 7 1 

�AF9DH9=E Ethernet 

7 2 

#BE?98B64F9?PAO= 

<AF9DH9=E 7 1 

#BE?98B64F9?PAO= 

<AF9DH9=E 7 2 

1800 
Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 
Serial0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 
Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 0/1 

(G0/1) 

Serial 0/0/0 

(S0/0/0) 
Serial 0/0/1 (S0/0/1) 

2801 
Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/1/0 

(S0/1/0) 
Serial 0/1/1 (S0/1/1) 

2811 
Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 

(S0/0/0) 
Serial 0/0/1 (S0/0/1) 

2900 
Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 0/1 

(G0/1) 

Serial 0/0/0 

(S0/0/0) 
Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 
<AF9DH9=EO E J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 

AT@ <AF9DH9=EB6. 1HH9>F<6AB7B ECBEB54 C9D9K<E?9A<S 6E9I EBK9F4A<= A4EFDB9> 

8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES 

<89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < CBE?98B64F9?PAOI (Serial) 

<AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 F<CO 

<AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � 

>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB 

CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S 

CD98EF46?9A<S <AF9DH9=E4. 



 

 

#D4>F<K9E>4S  D45BF4 18 

!4EFDB=>4 @4DLDGF<;4FBD4 6 >4K9EF69 >?<9AF4 PPPoE 

 8?S CB8>?RK9A<S DSL 

&BCB?B7<S 

 

&45?<J4 48D9E4J<< 

 

�484K< 

'4EFP 1. $4;6TDFO64A<9 E9F< 

'4EFP 2. !4EFDB=>4 @4DLDGF<;4FBD4 ISP 

'4EFP 3. !4EFDB=>4 @4DLDGF<;4FBD4 Cust1 

�EIB8AO9 84AAO9/EJ9A4D<= 

�AF9DA9F-CDB64=89DO K4EFB <ECB?P;GRF CDBFB>B? PPPoE 8?S 

C9D984K< 84AAOI CB >4A4?4@ DSL E6B<@ ;4>4;K<>4@. PPP CB889D:<649F 

A4;A4K9A<9 IP-48D9E4 GEFDB=EF6G A4 G84?9AAB@ >BAJ9 >4A4?4 PPP. +FB 9MT 

5B?99 64:AB, PPP CB889D:<649F 4GF9AF<H<>4J<R CHAP. �AF9DA9F-

 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< 
,?R; CB 

G@B?K4A<R 

Cust1 G0/1 
#B?GK9A E 

CB@BMPR PPP 

#B?GK9A E 

CB@BMPR PPP 

#B?GK9A E 

CB@BMPR PPP 

ISP G0/1 !98BEFGCAB !98BEFGCAB !98BEFGCAB 



 

 

CDB64=89DO @B7GF CDB69DSFP GKTFAO9 ;4C<E<, KFB5O BCD989?<FP, BC?4F<? 

?< ;4>4;K<> E6B= EKTF, CD9:89 K9@ CB;6B?<FP 9@G CB8>?RK<FPES > 

�AF9DA9FG 

� QFB= ?45BD4FBDAB= D45BF9 6OCB?AS9FES A4EFDB=>4 CB8>?RK9A<S A4 

EFBDBA9 >?<9AF4 < <AF9DA9F- CDB64=89D4 8?S A4EFDB=>< PPPoE. � 

5B?PL<AEF69 E?GK496 8BEF4FBKAB 6OCB?A<FP A4EFDB=>G A4 EFBDBA9 

>?<9AF4. 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA 

<ECB?P;GRFES @4DLDGF<;4FBDO E <AF97D4J<9= E9D6<EB6 Cisco 1941 (ISR) 

CB8 GCD46?9A<9@ "% Cisco IOS 69DE<< 15.2(4) M3 (B5D4; universalk9). � 

?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst E9D<< 2960 

CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). �BCGE>49FES 

<ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 

GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< 

GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 

@B7GF BF?<K4FPES BF 

84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI D45BF. &BKAO9 

<89AF<H<>4FBDO <AF9DH9=EB6 G>4;4AO 6 E6B8AB= F45?<J9 <AF9DH9=EB6 

@4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP 6 FB@, KFB @4DLDGF<;4FBDO < >B@@GF4FBDO 
BK<M9AO BF 84AAOI < A4 A<I A9F EF4DFB6OI >BAH<7GD4J<=. �E?< 6O A9 

G69D9AO 6 QFB@, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

" 2 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

(B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; CBDFO 

>BAEB?<; 



 

 

" >459?< Ethernet, D4ECB?B:9AAO9 6 EBBF69FEF6<< E FBCB?B7<9=. 

'4EFP 1: #BEFDB9A<9 E9F< 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 

,47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBDB6 < 

>B@@GF4FBDB6. 

,47 3: #DB<;698<F9 54;B6GR A4EFDB=>G @4DLDGF<;4FBDB6. 

a. "F>?RK<F9 CB<E> DNS. 

b. !4EFDB=F9 <@S GEFDB=EF6 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. �4L<HDG=F9 A9;4L<HDB64AAO9 C4DB?<. 

d. %B;84=F9 54AA9DAB9 EBB5M9A<9 8AS (MOTD) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

e. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 8?S >BAEB?< < 6<DFG4?PAB7B 

F9D@<A4?4 VTY < 4>F<6<DG=F9 GKTFAGR ;4C<EP. 

g. !4EFDB=F9 6989A<9 :GDA4?4 EBEFBSA<S >BAEB?< A4 E<AIDBAAO= 

D9:<@. 

h. %BID4A<F9 A4EFDB=>G. 

'4EFP 2: !4EFDB=>4 @4DLDGF<;4FBD4 <AF9DA9F-CDB64=89D4 ISP 

� K4EF< 2 A9B5IB8<@B A4EFDB<FP @4DLDGF<;4FBD ISP E 

<ECB?P;B64A<9@ C4D4@9FDB6 PPPoE 8?S CD<T@4 CB8>?RK9A<= BF 

@4DLDGF<;4FBD4 Cust1. 

#D<@9K4A<9.  AB7<9 <; >B@4A8 A4EFDB=>< PPPoE 8?S 

@4DLDGF<;4FBD4 <AF9DA9F-CDB64=89D4 6OIB8SF ;4 D4@>< >GDE4; B8A4>B BA< 

A9B5IB8<@O 8?S 6OCB?A9A<S ?45BD4FBDAB= D45BFO. �I @B:AB E>BC<DB64FP 



 

 

< 6EF46<FP 6  4DLDGF<;4FBD ISP 6 >B@4A8AB= EFDB>9 D9:<@4 7?B54?PAB= 

>BAH<7GD4J<<. 

a. %B;84=F9 6 ?B>4?PAB= 54;9 GKTFAOI ;4C<E9= <@S CB?P;B64F9?S Custl E 

C4DB?9@ ciscopppoe. 

 

b. %B;84=F9 CG? 48D9EB6, >BFBDO9 5G8GF A4;A4K9AO CB?P;B64F9?S@. 

 

c. %B;84=F9 6<DFG4?PAO= L45?BA Virtual Template < E6S:<F9 E A<@ IP-

48D9E G0/1. %6S:<F9 6<DFG4?PAO= L45?BA E CG?B@ 48D9EB6. !4EFDB=F9 

CHAP 8?S 4GF9AF<H<>4J<< CB?P;B64F9?9= 

 

 

 

!4;A4KPF9 L45?BA 7DGCC9 PPPoE. 

 

e.%6S:<F9 7DGCCG bba-group E H<;<K9E><@ <AF9DH9=EB@ G0/1 

 

'4EFP 3: !4EFDB=>4 @4DLDGF<;4FBD4 Custl 

� K4EF< 3 A9B5IB8<@B A4EFDB<FP @4DLDGF<;4FBD Cust1 E 

<ECB?P;B64A<9@ C4D4@9FDB6 PPPoE.  

a. !4EFDB=F9 <AF9DH9=E G0/1 8?S CB8>?RK9A<S PPPoE. 

.  



 

 

 

d. %6S:<F9 <AF9DH9=E G0/1 E <AF9DH9=EB@ AB@9DBA45<D4F9?S Dialer. 

�ECB?P;G=F9 <@S CB?P;B64F9?S Custl < C4DB?P ciscopppoe, A4EFDB9AAO9 6 

K4EF< 2. 

 

c. !4EFDB=F9 EF4F<K9E><= @4DLDGF CB G@B?K4A<R K9D9; <AF9DH9=E 

AB@9DBA45<D4F9?S. 

 

d.!4EFDB=F9 BF?48>G A4 @4DLDGF<;4FBD9 Cust1 8?S BFB5D4:9A<S 

EB7?4EB64A<S PPP < PPPoE. 

 

e. �>?RK<F9 <AF9DH9=E G0/1 A4 @4DLDGF<;4FBD9 Cust1 < CDB69DPF9 

6OIB8AO9 84AAO9 BF?48>< CD< GEF4AB6?9A<< E94AE4 AB@9DBA45<D4F9?S 

PPPoE < 6B 6D9@S 4GF9AF<H<>4J<< CHAP. 

 

 



 

 

 

f. �698<F9 >B@4A8G show ip interface brief A4 @4DLDGF<;4FBD9 Cust1, KFB5O BFB5D4;<FP 

IP-48D9E, A4;A4K9AAO= @4DLDGF<;4FBDB@ ISP. �OIB8AO9 84AAO9 CD<6989AO A<:9. �4><@ 

ECBEB5B@ 5O? CB?GK9A QFBF IP-48D9E? 

 

 

 

g.�698<F9 >B@4A8G show pppoe session A4 @4DLDGF<;4FBD9 Custl. 

�OIB8AO9 84AAO9 CD<6989AO 

A<:9. :: show pppoe session 



 

 

 

 

 

 

 

 

 

 

h.�698<F9 >B@4A8G show ip route A4 @4DLDGF<;4FBD9 Cust1. �OIB8AO9 

 

i. "FCD46PF9 QIB-;4CDBE A4 48D9E 10.0.0.254 E @4DLDGF<;4FBD4 Cust1. 

1IB-;4CDBE 8B?:9A 5OFP GEC9LAO@. � CDBF<6AB@ E?GK49 GEFD4A<F9 

A9CB?48><, CB>4 A9 5G89F GEF4AB6?9AB CB8>?RK9A<9. 



 

 

�BCDBEO A4 ;4>D9C?9A<9 

#BK9@G <AF9DA9F-CDB64=89DO, <ECB?P;GRM<9 F9IAB?B7<R DSL, 

7?46AO@ B5D4;B@ <ECB?P;GRF CDBFB>B? PPPoE? 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 

@4DLDGF<;4

FBD4 

�AF9DH9=E 

Ethernet 7 1 

�AF9DH9=E 

Ethernet 7 2 

#BE?98B64F9?PAO= 

<AF9DH9=E 7 1 

#BE?98B64F9?PAO= 

<AF9DH9=E 7 2 

1800 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, 

<;GK<F9 <AF9DH9=EO E J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < 

>B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B ECBEB54 

C9D9K<E?9A<S 6E9I EBK9F4A<= A4EFDB9> 8?S >4:8B7B >?4EE4 

@4DLDGF<;4FBDB6 A9 EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES 

<89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < CBE?98B64F9?PAOI 

(Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B 

<AO9 F<CO <AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< 

CD<EGFEF6GRF. � >4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. 

%FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB 

<ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S CD98EF46?9A<S <AF9DH9=E4. 



 

 

#D4>F<K9E>4S D45BF419 

. !4EFDB=>4 FGAA9?S VPN GRE CB EI9@9 «FBK>4-FBK>4» 
&BCB?B7<S 

 

 



 

 

&45?<J4 48D9E4J<< 

 

�484K< 

'4EFP 1. �4;B64S A4EFDB=>4 GEFDB=EF6  
'4EFP 2. !4EFDB=>4 FGAA9?S GRE 

'4EFP 3. �>?RK9A<9 @4DLDGF<;4J<< K9D9; FGAA9?P GRE 

�EIB8AO9 84AAO9/EJ9A4D<= 

'A<69DE4?PA4S <A>4CEG?SJ<S CD< @4DLDGF<;4J<< (GRE) 4 QFB 

CDBFB>B? FGAA9?<DB64A<S, ECBEB5AO= <A>4CEG?<DB64FP D4;?<KAO9 

CDBFB>B?O E9F96B7B GDB6AS @9:8G 86G@S B5N9>F4@< CB B5M98BEFGCAB= 

E9F<, A4CD<@9D, 6 �AF9DA9F9. 

GRE @B:AB <ECB?P;B64FP E: 

- CB8>?RK9A<9@ E9F< IPv6 CB E9FS@ IPv4 

'EFDB=EF6B �AF9DH9=E IP-48D9E 
 4E>4 

CB8E9F< 

,?R; CB 

G@B?K4A<R 

WEST G0/1 172.16.1.1 255.255.255.0 !98BEFGCAB 

 
S0/0/0 

(DCE) 
10.1.1.1 255.255.255.252 !98BEFGCAB 

 Tunnel0 172.16.12.1 255.255.255.252 !98BEFGCAB 

ISP S0/0/0 10.1.1.2 255.255.255.252 !98BEFGCAB 

 
S0/0/1 

(DCE) 
10.2.2.2 255.255.255.252 !98BEFGCAB 

EAST G0/1 172.16.2.1 255.255.255.0 !98BEFGCAB 

 S0/0/1 10.2.2.1 255.255.255.252 !98BEFGCAB 

 Tunnel0 172.16.12.2 255.255.255.252 !98BEFGCAB 

PC-A NIC 172.16.1.3 255.255.255.0 172.16.1.1 

PC-C NIC 172.16.2.3 255.255.255.0 172.16.2.1 



 

 

- C4>9F4@< 7DGCCB6B= D4EEO?><, A4CD<@9D, OSPF, EIGRP < 

CD<?B:9A<S@< CBFB>B6B= C9D984K< 84AAOI 

� QFB= ?45BD4FBDAB= D45BF9 A9B5IB8<@B A4EFDB<FP A9;4L<HDB64AAO= 

FGAA9?P GRE VPN «FBK>4- FBK>4» < G598<FPES, KFB E9F96B= FD4H<> 

<ECB?P;G9F FGAA9?P. &4>:9 5G89F AG:AB A4EFDB<FP CDBFB>B? 

@4DLDGF<;4J<< OSPF 6AGFD< FGAA9?S GRE VPN. &GAA9?P GRE EGM9EF6G9F 

@9:8G @4DLDGF<;4FBD4@< WEST < EAST 6 B5?4EF< 0 OSPF. �AF9DA9F-

CDB64=89D A9 ;A49F B FGAA9?9 GRE. �?S E6S;< @9:8G @4DLDGF<;4FBD4@< 

WEST < EAST < <AF9DA9F-CDB64=89DB@ CD<@9ASRFES EF4F<K9E><9 

@4DLDGFO CB G@B?K4A<R. 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA 

<ECB?P;GRFES @4DLDGF<;4FBDO E <AF97D4J<9= E9D6<EB6 Cisco 1941 (ISR) 

CB8 GCD46?9A<9@ "% Cisco IOS 69DE<< 15.2(4) M3 (B5D4; universalk9). � 

?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst E9D<< 2960 

CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). �BCGE>49FES 

<ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I @B89?9=, CB8 

GCD46?9A<9@ 8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< 

GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 

@B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI 

D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 G>4;4AO 6 E6B8AB= F45?<J9 

<AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 

@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO < BA< A9 <@9RF ;47DG;BKAOI 

A4EFDB9>. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 2 >B@@GF4FBD4 (Cisco 2960 CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2), 

(B5D4; lanbasek9) <?< 4A4?B7<KA4S @B89?P); 



 

 

" 2 #� (CB8 GCD46?9A<9@ "% Windows 7, Vista <?< XP E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; CBDFO 

>BAEB?<; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 

'4EFP 1: �4;B64S A4EFDB=>4 GEFDB=EF6 

� K4EF< 1 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < 54;B6O9 

C4D4@9FDO @4DLDGF<;4FBD4, A4CD<@9D, IP-48D9E4 <AF9DH9=EB6, 

@4DLDGF<;4J<R, 8BEFGC > GEFDB=EF64@ < C4DB?<. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 

,47 2: �OCB?A<F9 <A<J<4?<;4J<R < C9D9;47DG;>G @4DLDGF<;4FBDB6 < 

>B@@GF4FBDB6. 

,47 3: #DB<;698<F9 54;B6GR A4EFDB=>G @4DLDGF<;4FBDB6. 

a. "F>?RK<F9 CB<E> DNS. 

b. !4;A4KPF9 <@9A4 GEFDB=EF6. 

c. �4L<HDG=F9 A9;4L<HDB64AAO9 C4DB?<. 

d. %B;84=F9 54AA9DAB9 EBB5M9A<9 8AS (MOTD) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

e. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 8?S >BAEB?< < 6<DFG4?PAB7B 

F9D@<A4?4 VTY < 4>F<6<DG=F9 GKTFAGR ;4C<EP. 

g. !4EFDB=F9 6989A<9 :GDA4?4 EBEFBSA<S >BAEB?< A4 E<AIDBAAO= 

D9:<@. 



 

 

h. #D<@9A<F9 IP-48D9E4 > <AF9DH9=E4@ Serial < Gigabit Ethernet 6 

EBBF69FEF6<< E F45?<J9= 48D9E4J<< < 4>F<6<DG=F9 H<;<K9E><9 

<AF9DH9=EO. !4 84AAB@ QF4C9 A9 A4EFD4<64=F9 <AF9DH9=EO Tunnel0. 

i. !4EFDB=F9 F4>FB6GR K4EFBFG A4 128000 8?S 6E9I 

CBE?98B64F9?PAOI <AF9DH9=EB6 DCE.  

,47 4: !4EFDB=F9 @4DLDGFO CB G@B?K4A<R > @4DLDGF<;4FBDG 

<AF9DA9F-CDB64=89D4. 

 

,47 5: !4EFDB=F9 >B@CPRF9DO. 

!4EFDB=F9 IP-48D9E4 < L?R;O CB G@B?K4A<R A4 6E9I #� 6 

EBBF69FEF6<< E F45?<J9= 48D9E4J<<. 

,47 6: #DB69DPF9 EB98<A9A<9. 

!4 84AAO= @B@9AF >B@CPRF9DO A9 @B7GF BFCD46?SFP 8DG7 8DG7G QIB-

;4CDBEO. �4:8O= #� 8B?:9A CB?GK4FP BF69F A4 QIB-;4CDBE BF E6B97B 

L?R;4 CB G@B?K4A<R.  4DLDGF<;4FBDO @B7GF BFCD46?SFP QIB- ;4CDBEO A4 

CBE?98B64F9?PAO9 <AF9DH9=EO 8DG7<I @4DLDGF<;4FBDB6 6 FBCB?B7<<. �E?< 

QFB A9 F4>, GEFD4A<F9 A9CB?48>< < G598<F9EP 6 A4?<K<< E6S;<. 

,47 7: %BID4A<F9 F9>GMGR >BAH<7GD4J<R. 

'4EFP 2: !4EFDB=>4 FGAA9?S GRE 

� K4EF< 2 A9B5IB8<@B A4EFDB<FP FGAA9?P GRE @9:8G 

@4DLDGF<;4FBD4@< WEST < EAST. 

,47 1: !4EFDB=>4 <AF9DH9=E4 FGAA9?S GRE. 

a. !

4EFDB=F9 <AF9DH9=E FGAA9?S A4 @4DLDGF<;4FBD9 WEST. 

�ECB?P;G=F9 S0/0/0 A4 @4DLDGF<;4FBD9 WEST 6 >4K9EF69 

<AF9DH9=E <EFBKA<>4 FGAA9?S < 10.2.2.1 >4> A4;A4K9A<9 FGAA9?S A4 

@4DLDGF<;4FBD9 EAST. 



 

 



 

 

b. !4EFDB=F9 <AF9DH9=E FGAA9?S A4 @4DLDGF<;4FBD9 EAST. 

�ECB?P;G=F9 S0/0/1 A4 @4DLDGF<;4FBD9 EAST 6 >4K9EF69 <AF9DH9=E 

<EFBKA<>4 FGAA9?S < 10.1.1.1 >4> A4;A4K9A<9 FGAA9?S A4 @4DLDGF<;4FBD9 

WEST.  

#D<@9K4A<9. �?S >B@4A8O tunnel source 6 >4K9EF69 <EFBKA<>4 @B:AB 

<ECB?P;B64FP <@S <AF9DH9=E4 <?< IP-48D9E. 

,47 2: '598<F9EP, KFB FGAA9?P GRE D45BF49F. 

4. #DB69DPF9 EBEFBSA<9 <AF9DH9=E4 FGAA9?S A4 @4DLDGF<;4FBD4I WEST < 

EAST. 

 

�4>B= CDBFB>B? FGAA9?<DB64A<S <ECB?P;G9FES? �4><9 IP-48D9E4 

<EFBKA<>4 < A4;A4K9A<S FGAA9?S E6S;4AO E FGAA9?9@ GRE A4 >4:8B@ 

@4DLDGF<;4FBD9? 

c."FCD46PF9 QIB-;4CDBE CB FGAA9?R <; @4DLDGF<;4FBD4 WEST A4 

@4DLDGF<;4FBD EAST E <ECB?P;B64A<9@ IP-48D9E4 <AF9DH9=E4 FGAA9?S. 

b.% CB@BMPR >B@4A8O show interfaces tunnel 0 CDB69DPF9 CDBFB>B? 

FGAA9?<DB64A<S, <EFBKA<> FGAA9?S < A4;A4K9A<9 FGAA9?S, <ECB?P;G9@O9 6 QFB@ 

FGAA9?9. 



 

 

 

 

d. % CB@BMPR >B@4A8O traceroute A4 @4DLDGF<;4FBD9 WEST 

BCD989?<F9 FD4>F > <AF9DH9=EG FGAA9?S A4 @4DLDGF<;4FBD9 EAST. 

'>4:<F9 CGFP 8B @4DLDGF<;4FBD4 EAST. 

e. "FCD46PF9 QIB-;4CDBE < E89?4=F9 FD4EE<DB6>G @4DLDGF4 K9D9; 

FGAA9?P BF @4DLDGF<;4FBD4 EAST > @4DLDGF<;4FBDG WEST E 

<ECB?P;B64A<9@ IP-48D9E4 <AF9DH9=E4 FGAA9?S. 

'>4:<F9 CGFP BF @4DLDGF<;4FBD4 EAST 8B @4DLDGF<;4FBD4 WEST? 

% >4><@< <AF9DH9=E4@< E6S;4AO QF< IP-48D9E4? #BK9@G? 

f. �B@4A8O ping < traceroute 8B?:AO GEC9LAB 6OCB?ASFPES. �E?< QFB 

A9 F4>, GEFD4A<F9 A9CB?48>< < C9D9=8<F9 > E?98GRM9= K4EF<. 

'4EFP 3: �>?RK9A<9 @4DLDGF<;4J<< K9D9; FGAA9?P GRE 

� K4EF< 3 A9B5IB8<@B A4EFDB<FP CDBFB>B? @4DLDGF<;4J<< OSPF 

F4><@ B5D4;B@, KFB5O ?B>4?PAO9 E9F< (LAN) A4 @4DLDGF<;4FBD4I WEST < 

EAST @B7?< B5@9A<64FPES 84AAO@< E CB@BMPR FGAA9?S GRE. 

#BE?9 GEF4AB6?9A<S FGAA9?S GRE @B:AB D94?<;B64FP CDBFB>B? 

@4DLDGF<;4J<<. �?S FGAA9?<DB64A<S GRE >B@4A84 network 5G89F 

6>?RK4FP E9FP IP FGAA9?S, 4 A9 E9FP, E6S;4AAGR E CBE?98B64F9?PAO@ 

<AF9DH9=EB@. FBKAB F4> :9, >4> < E 8DG7<@< <AF9DH9=E4@<, A4CD<@9D, 

Serial < Ethernet. %?98G9F CB@A<FP, KFB @4DLDGF<;4FBD ISP 6 QFB@ CDBJ9EE9 

@4DLDGF<;4J<< A9 GK4EF6G9F. 

,47 1: !4EFDB=>4 @4DLDGF<;4J<< CB CDBFB>B?G OSPF 8?S B5?4EF< 0 

CB FGAA9?R. 

a. !

4EFDB=F9 <89AF<H<>4FBD CDBJ9EE4 OSPF 1, <ECB?P;GS B5?4EFP 0 A4 

@4DLDGF<;4FBD9 WEST 8?S E9F9= 172.16.1.0/24 < 172.16.12.0/24. 



 

 

 

b. !4EFDB=F9 <89AF<H<>4FBD CDBJ9EE4 OSPF 1, <ECB?P;GS B5?4EFP 0 A4 

@4DLDGF<;4FBD9 EAST 8?S E9F9= 172.16.2.0/24 < 172.16.12.0/24. 

 

 

 

,47 2: #DB69D>4 @4DLDGF<;4J<< OSPF. 

a. "

FCD46PF9 E @4DLDGF<;4FBD4 WEST >B@4A8G show ip route 8?S 

CDB69D>< @4DLDGF4 > ?B>4?PAB= E9F< 172.16.2.0/24 A4 

@4DLDGF<;4FBD9 EAST. 

 

 



 

 

b. >

4>B= 6OIB8AB= <AF9DH9=E < IP-48D9E <ECB?P;GRFES 8?S E6S;< E E9FPR 

172.16.2.0/24? 

b. "FD46PF9 E @4DLDGF<;4FBD4 EAST >B@4A8G 8?S CDB69D>< @4DLDGF4 

> ?B>4?PAB= E9F< 172.16.1.0/24 A4 @4DLDGF<;4FBD9 WEST. 

�4>B= 6OIB8AB= <AF9DH9=E < IP-48D9E <ECB?P;GRFES 8?S E6S;< E 

E9FPR 172.16.1.0/24? 

,47 3: #DB69DPF9 E6S;P @9:8G >BA9KAO@< GEFDB=EF64@<. 

a. "FCD46PF9 QIB-;4CDBE E #� A A4 #� C. 1IB-;4CDBE 8B?:9A CDB=F< 

GEC9LAB. �E?< QFB A9 F4>, GEFD4A<F9 A9CB?48>< < G598<F9EP 6 A4?<K<< 

E6S;< @9:8G >BA9KAO@< G;?4@<. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 

CBFD95B64FPES BF>?RK9A<9 @9:E9F96B7B Q>D4A4. 

b. �4CGEF<F9 FD4EE<DB6>G BF #� A > #� C. �4>B6 CGFP BF #� A 8B #� 

C? 

�BCDBEO A4 ;4>D9C?9A<9 

1. �4><9 9M9 A4EFDB=>< A9B5IB8<@O 8?S EB;84A<S ;4M<M9AAB7B 

FGAA9?S GRE? 

2. �E?< 6O 8B546<?< 8BCB?A<F9?PAO9 ?B>4?PAO9 E9F< > 

@4DLDGF<;4FBDG WEST <?< EAST, FB KFB AG:AB E89?4FP, KFB5O E9FP 

<ECB?P;B64?4 FGAA9?P GRE 8?S FD4H<>4? 



 

 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 

  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 

@4DLDGF<;4FBD4 

�AF9DH9=E Ethernet 

7 1 

�AF9DH9=E 

Ethernet 7 2 

#BE?98B64F9?PAO= 

<AF9DH9=E 7 1 

#BE?98B64F9?PAO= 

<AF9DH9=E 7 2 

1800 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 Gigabit Ethernet 0/0 

(G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1) 

2811 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 Gigabit Ethernet 0/0 

(G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A 

@4DLDGF<;4FBD, <;GK<F9 <AF9DH9=EO E J9?PR BCD989?9A<S F<C4 

@4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 AT@ <AF9DH9=EB6. 

1HH9>F<6AB7B ECBEB54 C9D9K<E?9A<S 6E9I EBK9F4A<= A4EFDB9> 8?S 

>4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 EGM9EF6G9F. � 84AAB= F45?<J9 

EB89D:4FES <89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < 

CBE?98B64F9?PAOI (Serial) <AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 

6>?RK9AO >4><9-?<5B <AO9 F<CO <AF9DH9=EB6, 84:9 9E?< A4 

BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � >4K9EF69 CD<@9D4 

@B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB CD<ASFB9 

EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S 

CD98EF46?9A<S <AF9DH9=E4. 



 

 

#D4>F<K9E>4S D45BF4 20 

!4EFDB=>4 Syslog < NTP 

&BCB?B7<S 
 

 

&45?<J4 48D9E4J<< 

 

�484K< 

'4EFP 1. �4;B64S A4EFDB=>4 GEFDB=EF6  
'4EFP 2. !4EFDB=>4 NTP &45?<J4  
'4EFP 3. !4EFDB=>4 Syslog 

�EIB8AO9 84AAO9/EJ9A4D<= 

%BB5M9A<S Syslog, EB;84649@O9 E9F96O@< GEFDB=EF64@<, @B7GF 

EB5<D4FPES < 4DI<6<DB64FPES A4 E9D69D9 Syslog. 1FG <AHBD@4J<R @B:AB 

<ECB?P;B64FP 8?S A45?R89A<S, BF?48>< < CB<E>4 < GEFD4A9A<S A9CB?48B>. 

�8@<A<EFD4FBD @B:9F A4EFD4<64FP @9EFB EBID4A9A<S < BFB5D4:9A<S 

EBB5M9A<=. %BB5M9A<S Syslog @B7GF EBCDB6B:84FPES @9F>4@< 6D9@9A< 

8?S 4A4?<;4 CBE?98B64F9?PABEF< E9F96OI EB5OF<=; CBQFB@G 64:AB 

E<AIDBA<;<DB64FP K4EO 6E9I E9F96OI GEFDB=EF6 E CB@BMPR E9D69D4 NTP. 

'EFDB=EF6B �AF9DH9=E IP-48D9E  4E>4 CB8E9F< ,?R; CB 

G@B?K4A<R 

R1 S0/0/0 (DCE) 10.1.1.1 255.255.255.252 !98BEFGCAB 

R2 S0/0/0 10.1.1.2 255.255.255.252 !98BEFGCAB 

 G0/0 172.16.2.1 255.255.255.0 !98BEFGCAB 

PC-B NIC 172.16.2.3 255.255.255.0 172.16.2.1 



 

 

� QFB= ?45BD4FBDAB= D45BF9 A9B5IB8<@B A4EFDB<FP @4DLDGF<;4FBD R1 

6 >4K9EF69 E9D69D4 NTP, 4 @4DLDGF<;4FBD R2 6 >4K9EF69 >?<9AF4 Syslog < 

NTP. #D<?B:9A<9 E9D69D4 Syslog, A4CD<@9D Tftp32d <?< 8DG74S 

4A4?B7<KA4S CDB7D4@@4, 5G89F 6OCB?ASFPES A4 #� B. �DB@9 FB7B, 

A9B5IB8<@B A4EFDB<FP GDB69AP 64:ABEF< EBB5M9A<= :GDA4?4, >BFBDO9 

5G8GF EB5<D4RFES < 4DI<6<DB64FPES A4 E9D69D9 Syslog. 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA 

<ECB?P;GRFES @4DLDGF<;4FBDO E <AF97D4J<9= E9D6<EB6 Cisco 1941 (ISR) 

CB8 GCD46?9A<9@ "% Cisco IOS 69DE<< 15.2(4) M3 (B5D4; universalk9). 

�B;@B:AB <ECB?P;B64A<9 8DG7<I @4DLDGF<;4FBDB6 < 69DE<= Cisco IOS. � 

;46<E<@BEF< BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O 

< 6OIB8AO9 84AAO9 @B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 

6OCB?A9A<< ?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 

G>4;4AO 6 E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 

?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 

@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO, < BA< A9 EB89D:4F H4=?4 

;47DG;BKAB= >BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > 

<AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 

" 2 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 1 >B@CPRF9D (E "% Windows 7, Vista <?< XP <?< E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term, < #" Syslog, A4CD<@9D tftpd32); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; CBDFO 

>BAEB?<; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 



 

 

'4EFP 1: �4;B64S A4EFDB=>4 GEFDB=EF6 

� K4EF< 1 A9B5IB8<@B A4EFDB<FP FBCB?B7<R E9F< < 54;B6O9 

C4D4@9FDO, A4CD<@9D IP-48D9E4 <AF9DH9=E4, @4DLDGF<;4J<R, 8BEFGC > 

GEFDB=EF64@ < C4DB?<. 

,47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=.  

,47 2: �OCB?A<F9 ;4CGE> < C9D9;47DG;>G @4DLDGF<;4FBDB6. 

,47 3: #DB<;698<F9 54;B6GR A4EFDB=>G @4DLDGF<;4FBDB6. 

a. "F>?RK<F9 CB<E> DNS. 

b. !4EFDB=F9 <@S GEFDB=EF64. 

c. �4L<HDG=F9 A9;4L<HDB64AAO9 C4DB?<. 

d. %B;84=F9 54AA9DAB9 EBB5M9A<9 8AS (MOTD) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

e. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G. 

f. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 8?S >BAEB?< < 6<DFG4?PAB7B 

F9D@<A4?4 VTY < 4>F<6<DG=F9 GKTFAGR ;4C<EP. 

g. !4EFDB=F9 6989A<9 :GDA4?4 EBEFBSA<S >BAEB?< A4 E<AIDBAAO= 

D9:<@. 

h. #D<@9A<F9 IP-48D9E4 > <AF9DH9=E4@ Serial < Gigabit Ethernet 6 

EBBF69FEF6<< E F45?<J9= 48D9E4J<< < 6>?RK<F9 H<;<K9E><9 <AF9DH9=EO. 

i. 'EF4AB6<F9 F4>FB6GR K4EFBFG 128000 8?S CBE?98B64F9?PAB7B 

<AF9DH9=E4 DCE. 

,47 4: !4EFDB=F9 @4DLDGF<;4J<R. 

�>?RK<F9 A4 @4DLDGF<;4FBD4I CDBFB>B? OSPF E B8AB= B5?4EFPR E 

<89AF<H<>4FBDB@ CDBJ9EE4 1. �B546PF9 6E9 E9F< 6 CDBJ9EE OSPF 8?S 

B5?4EF< 0. 



 

 

,47 5: !4EFDB=F9 #� B. 

!4EFDB=F9 IP-48D9E < L?R; CB G@B?K4A<R 8?S #� B EB7?4EAB F45?<J9 

48D9E4J<<. 

,47 6: #DB69DPF9 E6S;P @9:8G >BA9KAO@< GEFDB=EF64@<. 

'598<F9EP, KFB 6E9 GEFDB=EF64 @B7GF BFCD46?SFP QIB-;4CDBEO A4 

>4:8B9 8DG7B9 GEFDB=EF6B 6 E9F<. �E?< A9F, GEFD4A<F9 A9CB?48><, KFB5O 

GEF4AB6<FP E6S;P @9:8G >BA9KAO@< GEFDB=EF64@<. 

 ,47 7: %BID4A<F9 F9>GMGR >BAH<7GD4J<R 6 ;47DG;BKAGR. 

'4EFP 2: !4EFDB=>4 NTP 

� K4EF< 2 A9B5IB8<@B A4EFDB<FP @4DLDGF<;4FBD R1 6 >4K9EF69 

E9D69D4 NTP, 4 @4DLDGF<;4FBD R2 6 >4K9EF69 >?<9AF4 NTP @4DLDGF<;4FBD4 

R1. !9B5IB8<@B 6OCB?A<FP E<AIDBA<;4J<R 6D9@9A< 8?S Syslog < 

BF?48BKAOI HGA>J<=. �E?< 6D9@S A9 E<AIDBA<;<DB64AB, E?B:AB 

BCD989?<FP, >4>B9 E9F96B9 EB5OF<9 EF4?B CD<K<AB= 84AAB7B EBB5M9A<S. 

,47 1: �O698<F9 A4 Q>D4A F9>GM99 6D9@S. 

�698<F9 >B@4A8G show clock 8?S BFB5D4:9A<S F9>GM97B 6D9@9A< A4 

R1. 

 

�4C<L<F9 BFB5D4:49@O9 E6989A<S B F9>GM9@ 6D9@9A< 6 E?98GRM9= 

F45?<J9. 

 

,47 2: 'EF4AB6<F9 6D9@S. 

% CB@BMPR >B@4A8O clock set GEF4AB6<F9 6D9@S A4 @4DLDGF<;4FBD9 

R1. !<:9 CD<6B8<FES CD<@9D A4EFDB=>< 84FO < 6D9@9A<. 

�4F4  

�D9@S  

+4EB6B= CBSE  



 

 

 

#D<@9K4A<9. �D9@S @B:AB F4>:9 A4EFDB<FP E CB@BMPR >B@4A8O 

clock timezone 6 D9:<@9 7?B54?PAB= >BAH<7GD4J<<. �?S CB?GK9A<S 

8BCB?A<F9?PAB= <AHBD@4J<< B >B@4A89 clock timezone CBE9F<F9 695-E4=F 

www.cisco.com < BCD989?<F9 K4EB6B= CBSE 8?S 64L97B D97<BA4. 

,47 3: !4EFDB=F9 7?46AO= E9D69D NTP. 

!4EFDB=F9 @4DLDGF<;4FBD R1 6 >4K9EF69 7?46AB7B E9D69D4 NTP E 

CB@BMPR >B@4A8O ntp master stratum-number 6 D9:<@9 7?B54?PAB= 

>BAH<7GD4J<<. �A4K9A<9 stratum CB>4;O649F 6 >4>B@ >B?<K9EF69 C9D9IB8B6 

NTP BF 8B69D9AAB7B <EFBKA<>4 6D9@9A< A4IB8<FES E9D69D. � QFB= 

?45BD4FBDAB= D45BF9 6 >4K9EF69 stratum 84AAB7B E9D69D4 NTP <ECB?P;G9FES 

K<E?B 5. 

 

,47 4: !4EFDB=F9 >?<9AF NTP. 

a. �698<F9 >B@4A8G show clock A4 @4DLDGF<;4FBD9 R2. �4C<L<F9 

F9>GM99 6D9@S, BFB5D4:49@B9 A4 @4DLDGF<;4FBD9 R2, 6 E?98GRM9= 

F45?<J9. 

 

b. !4EFDB=F9 R2 6 >4K9EF69 >?<9AF4 NTP. �ECB?P;G=F9 >B@4A8G ntp 

server, KFB5O G>4;4FP A4 IP-48D9E <?< <@S >B@CPRF9D4 E9D69D4 NTP. 

�B@4A84 ntp update-calendar C9D<B8<K9E>< B5AB6?S9F >4?9A84DP A4 

BEAB69 6D9@9A< NTP. 

 

�4F4  

�D9@S  

+4EB6B= CBSE  



 

 

,47 5: #DB69DPF9 A4EFDB=>G NTP. 

a. �ECB?P;G=F9 >B@4A8G show ntp associations, KFB5O 

CDB69D<FP, KFB @4DLDGF<;4FBD R2 E6S;4A K9D9; NTP E 

@4DLDGF<;4FBDB@ R1. 

 

b. �698<F9 >B@4A8G show clock A4 @4DLDGF<;4FBD4I R1 < R2 < 

ED46A<F9 @9F>G 6D9@9A<. 

#D<@9K4A<9. %<AIDBA<;4J<S @9F>< 6D9@9A< A4 @4DLDGF<;4FBD9 R2 E 

@9F>B= 6D9@9A< A4 @4DLDGF<;4FBD9 R1 @B:9F ;4ASFP A9E>B?P>B @<AGF. 

 

'4EFP 3: !4EFDB=F9 Syslog 

%BB5M9A<S Syslog BF E9F96OI GEFDB=EF6 @B7GF EB5<D4FPES < 

4DI<6<DB64FPES A4 E9D69D9 Syslog. � QFB= ?45BD4FBDAB= D45BF9 6 >4K9EF69 

CDB7D4@@AB7B B59EC9K9A<S E9D69D4 Syslog <ECB?P;G9FES Tftpd32. 

�8@<A<EFD4FBD @B:9F A4EFD4<64FP F<CO EBB5M9A<=, >BFBDO9 @B:AB 

BFCD46?SFP A4 E9D69D Syslog. 

,47 1: (�BCB?A<F9?PAB) 'EF4AB6<F9 E9D69D Syslog. 

�E?< E9D69D Syslog 9M9 A9 GEF4AB6?9A A4 >B@CPRF9D9, ;47DG;<F9 < 

GEF4AB6<F9 CBE?98ARR 69DE<R E9D69D4 Syslog, A4CD<@9D Tftpd32. 

#BE?98ARR 69DE<R Tftpd32 @B:AB A4=F< CB E?98GRM9= EEO?>9: 
http://tftpd32.jounin.net/ 

,47 2: �4CGEF<F9 E9D69D Syslog A4 >B@CPRF9D9 #� B. 

#BE?9 ;4CGE>4 CD<?B:9A<S Tftpd32 C9D9=8<F9 A4 6>?48>G Syslog 

server.



 

 

,47 3: '598<F9EP, KFB A4 @4DLDGF<;4FBD9 R2 6>?RK9A4 E?G:54 @9FB> 

6D9@9A<. 

% CB@BMPR >B@4A8O show run CDB69DPF9, KFB E?G:54 @9FB> 6D9@9A< 

6>?RK9A4 8?S :GDA4?<DB64A<S A4 @4DLDGF<;4FBD9 R2. 

 

�E?< E?G:54 @9FB> 6D9@9A< A9 6>?RK9A4, <ECB?P;G=F9 E?98GRMGR 

>B@4A8G, KFB5O 6>?RK<FP 9T.

 

,47 4: !4EFDB=F9 R2 8?S EBID4A9A<S EBB5M9A<= :GDA4?4 A4 E9D69D9 

Syslog. 

!4EFDB=F9 R2 8?S BFCD46>< EBB5M9A<= Syslog A4 E9D69D Syslog 4 #� 

B. IP-48D9E E9D69D4 Syslog #� B 4 172.16.2.3.

 

 



 

 

,47 5: �O698<F9 A4 Q>D4A C4D4@9FDO CB G@B?K4A<R 8?S 

:GDA4?<DB64A<S. 

�ECB?P;G=F9 >B@4A8G show logging, KFB5O 6O69EF< A4 Q>D4A 

C4D4@9FDO :GDA4?<DB64A<S CB G@B?K4A<R.

 

 

 

!4;B6<F9 IP-48D9E E9D69D4 Syslog. 

�4><9 CDBFB>B? < CBDF <ECB?P;G9F E9D69D Syslog? 

�4>B= GDB69AP EBB5M9A<= A4EFDB9A? 

,47 6: !4EFDB=F9 < CDB69DPF9 D9;G?PF4F A4EFDB=>< GDB6A9= 64:ABEF< 

8?S :GDA4?<DB64A<S A4 @4DLDGF<;4FBD9 R2. 

a. �ECB?P;G=F9 >B@4A8G logging trap ? 8?S BCD989?9A<S 

8BEFGCABEF< D4;?<KAOI GDB6A9= ?B6GL9>. #D< A4EFDB=>9 GDB6AS 



 

 

EBB5M9A<=, BFCD46?S9@O9 A4 E9D69D Syslog, 5G8GF 6>?RK4FP 

EBB5M9A<S A4EFDB9AAB7B GDB6AS < EBB5M9A<9 5B?99 A<;><I GDB6A9=.

 

�E?< 66989A4 >B@4A84 logging trap warnings, EBB5M9A<S E >4><@< 

GDB6AS@< 64:ABEF< 5G8GF D97<EFD<DB64FPES?  

 

b. '>4:<F9 GDB69AP 64:ABEF< 8?S :GDA4?<DB64A<S D46AO= 4. 

 



 

 

"FB5D4:4RFES ?< >4><9-?<5B EBB5M9A<S A4 E9D69D9 Syslog CD< 

6O5BD9 GDB6AS E9DPT;ABEF< 4? �E?< >4><9-?<5B EBB5M9A<S :GDA4?4 

BFB5D4:4RFES, B5NSEA<F9, >4><9 EBB5M9A<S BFB5D4:4RFES < CBK9@G. 

e. '>4:<F9 GDB69AP 64:ABEF< 8?S :GDA4?<DB64A<S D46AO= 6. <?< 

 

<?< 

 

E. %B;84=F9 <AF9DH9=E LoopbackO A4 @4DLDGF<;4FBD9 R2 < 

CDBE@BFD<F9 EBB5M9A<S :GDA4?4 >4> 6 B>A9 F9D@<A4?4, F4> < 6 B>A9 

E9D69D4 Syslog A4 #� B. 

d. '84?<F9 <AF9DH9=E Loopback 0 A4 @4DLDGF<;4FBD9 R2 < 

CDBE@BFD<F9 EBB5M9A<S :GDA4?4.

 



 

 

f. '84?<F9 ;4C<E< Syslog A4 #� B. !4:@<F9 >ABC>G Clear ("K<EF<FP) 6 

8<4?B7B6B@ B>A9 Tftpd32. 

g. %B;84=F9 <AF9DH9=E Loopback 1 A4 @4DLDGF<;4FBD9 R2.

 

h. '84?<F9 <AF9DH9=E Loopback 1 E @4DLDGF<;4FBD4 R2. 

 

 

�BCDBEO A4 ;4>D9C?9A<9 

�4>4S CDB5?9@4 6B;A<>49F CD< A4EFDB=>9 E?<L>B@ 6OEB>B7B (E4@O= 

@4?9AP><= AB@9D) <?< E?<L>B@ A<;>B7B (E4@O= 5B?PLB= AB@9D) GDB6AS 

64:ABEF< 8?S Syslog? 

i. #DB4A4?<;<DG=F9 6OIB8AO9 84AAO9 E9D69D4 Syslog. %D46A<F9 QF< 

D9;G?PF4FO E D9;G?PF4F4@< A4 GDB6A9 64:ABEF< 4. �4>B6O 64L< 

A45?R89A<S? 



 

 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 

 

 

  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 

@4DLDGF<;4FBD

4 

�AF9DH9=E 

Ethernet 7 1 

�AF9DH9=E 

Ethernet 7 2 

#BE?98B64F9?PA 

O= <AF9DH9=E 7 

1 

#BE?98B64F9?PAO

= <AF9DH9=E 7 2 

1800 
Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

1900 
Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

2801 
Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/1/0 

(S0/1/0) 

Serial 0/1/1 

(S0/1/1) 

2811 
Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

2900 
Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 
<AF9DH9=EO E J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES 

A4 AT@ <AF9DH9=EB6. 1HH9>F<6AB7B ECBEB54 C9D9K<E?9A<S 6E9I EBK9F4A<= A4EFDB9> 

8?S >4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES 

<89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < CBE?98B64F9?PAOI (Serial) 

<AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 F<CO 

<AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � 

>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB 

CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S 

CD98EF46?9A<S <AF9DH9=E4. 



 

 

#D4>F<K9E>4S D45BF4 21 

!4EFDB=>4 SNMP 

&BCB?B7<S 

 

 

 

&45?<J4 48D9E4J<< 

 

�484K< 

'4EFP 1. %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 
GEFDB=EF6 '4EFP 2. !4EFDB=>4 8<EC9FK9D4 < 479AFB6 SNMP 

'4EFP 3. #D9B5D4;B64A<9 >B8B6 OID E <ECB?P;B64A<9@ Cisco SNMP 

Object Navigator 

�EIB8AO9 84AAO9/EJ9A4D<= 

#DBFB>B? SNMP (Simple Network Management Protocol 4 CDBEFB= 

CDBFB>B? GCD46?9A<S E9FS@<) 4 QFB CDBFB>B? GCD46?9A<S E9FPR < 

 

'EFDB=EF6B �AF9DH9=E P-48D9E  4E>4 CB8E9F< ,?R; CB G@B?K4A<R 

R1 G0/1 192.168.1.1 255.255.255.0 !98BEFGCAB 

 S0/0/0 192.168.2.1 255.255.255.252 !98BEFGCAB 

R2 S0/0/0 192.168.2.2 255.255.255.252 !98BEFGCAB 

S1 VLAN 1 192.168.1.2 255.255.255.0 !98BEFGCAB 

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 



 

 

EF4A84DF IETF, >BFBDO= @B:9F <ECB?P;B64FPES >4> 8?S @BA<FBD<A74 E9F<, 

F4> < 8?S >BAFDB?S >?<9AFB6 6 A9=. SNMP @B:9F <ECB?P;B64FPES 8?S 

CB?GK9A<S < A4EFDB=>< C9D9@9AAOI, E6S;4AAOI E EBEFBSA<9@ < A4EFDB=>B= 

E9F96OI @4L<A, F4><I >4> @4DLDGF<;4FBDO < >B@@GF4FBDO, 4 F4>:9 

>?<9AFE><9 >B@CPRF9DO E9F<. �<EC9FK9D SNMP @B:9F BCD4L<64FP 479AFO 

SNMP 8?S CB?GK9A<S 84AAOI, ?<5B 84AAO9 @B7GF 46FB@4F<K9E>< 

BFCD46?SFPES A4 8<EC9FK9D SNMP CGFT@ A4EFDB=>< ?B6GL9> A4 479AF4I 

SNMP. 

� QFB= ?45BD4FBDAB= D45BF9 6O 5G89F9 8B?:AO ;47DG;<FP, GEF4AB6<FP 

< A4EFDB<FP CDB7D4@@AB9 B59EC9K9A<9 8?S GCD46?9A<S SNMP E A4 

>B@CPRF9D9 #� A. �O F4>:9 A4EFDB<F9 @4DLDGF<;4FBD Cisco < >B@@GF4FBD 

Cisco 6 >4K9EF69 479AFB6 SNMP. #BE?9 CB?GK9A<S EBB5M9A<= E 

G698B@?9A<9@ SNMP BF 479AF4 SNMP 6O 8B?:AO 5G89F9 CD9B5D4;B64FP 

>B8O MIB/ID B5N9>F4 (OID), KFB5O CB?GK<FP CB8DB5AGR <AHBD@4J<R 

84AAOI EBB5M9A<= E CB@BMPR Cisco SNMP Object Navigator. 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA 

<ECB?P;GRFES @4DLDGF<;4FBDO E <AF97D4J<9= E9D6<EB6 Cisco 1941 (ISR) 

CB8 GCD46?9A<9@ "% Cisco IOS 69DE<< 15.2(4) M3 (B5D4; universalk9). � 

?45BD4FBDAB= D45BF9 <ECB?P;GRFES >B@@GF4FBDO Cisco Catalyst E9D<< 2960 

CB8 GCD46?9A<9@ "% Cisco IOS 15.0(2) (B5D4; lanbasek9). �BCGE>49FES 

<ECB?P;B64A<9 >B@@GF4FBDB6 < @4DLDGF<;4FBDB6 8DG7<I @B89?9=, 4 F4>:9 

8DG7<I 69DE<= "% Cisco IOS. � ;46<E<@BEF< BF @B89?< GEFDB=EF64 < 

69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 84AAO9 @B7GF 

BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< ?45BD4FBDAOI D45BF. 

&BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 G>4;4AO 6 E6B8AB= F45?<J9 

<AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< 

@4DLDGF<;4FBDB6 < >B@@GF4FBDB6 G84?9AO < BA< A9 <@9RF ;47DG;BKAOI 

A4EFDB9>. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > <AEFDG>FBDG. 



 

 

#D<@9K4A<9. #D<@9A9A<9 >B@4A8 snmp-server 6 QFB= ?45BD4FBDAB= 

D45BF9 CD<698TF > FB@G, KFB >B@@GF4FBD Cisco 2960 E79A9D<DG9F 

EBB5M9A<9 E CD98GCD9:89A<9@ CD< EBID4A9A<< H4=?4 A4EFDB=>< 6 

NVRAM. +FB5O <;59:4FP QFB7B EBB5M9A<S E CD98GCD9:89A<9@, G598<F9EP, 

KFB >B@@GF4FBD <ECB?P;G9F L45?BA lanbase-routing. ,45?BA IOS 

>BAFDB?<DG9FES 8<EC9FK9DB@ 54;O 84AAOI >B@@GF4FBD4 (SDM). #D< 

<;@9A9A<< CD98CBKF<F9?PAB7B L45?BA4 AB6O= L45?BA 5G89F 

<ECB?P;B64FPES CBE?9 C9D9;47DG;><, 84:9 9E?< A4EFDB=>4 A9 EBID4AS9FES. 

 

�ECB?P;G=F9 E?98GRM<9 >B@4A8O 8?S A4;A4K9A<S L45?BA4  

 

lanbase-routing 6 >4K9EF69 L45?BA4 SDM CB G@B?K4A<R. 

!9B5IB8<@O9 D9EGDEO: 

" 2 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 1 >B@@GF4FBD (Cisco 2960, E CDB7D4@@AO@ B59EC9K9A<9@ Cisco IOS 

69DE<< 15.0(2), B5D4; lanbasek9 <?< 4A4?B7<KAO=); 

" 1 #� (E Windows 7, Vista <?< XP E CDB7D4@@B= Q@G?SJ<< F9D@<A4?4, 

A4CD<@9D Tera Term); 

" 1 #� (E Windows 7, Vista <?< XP E 8BEFGCB@ > �AF9DA9FG); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; CBDFO 

>BAEB?<; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 



 

 

" #" 8?S GCD46?9A<S CDBFB>B?B@ SNMP (PowerSNMP Free Manager 

>B@C4A<< Dart Communications <?< E9D69D Syslog SolarWinds Kiwi, 

B;A4>B@<F9?PA4S 69DE<S E <ECOF4F9?PAO@ C9D<B8B@ 30 8A9=) 

'4EFP 1: #BEFDB9A<9 E9F< < 54;B64S A4EFDB=>4 GEFDB=EF6 

� K4EF< 1 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < E89?4FP 54;B6GR 

A4EFDB=>G GEFDB=EF6. 

 (47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E FBCB?B7<9=. 

,47 2: !4EFDB=F9 >B@CPRF9D. 

,47 3: �A<J<4?<;<DG=F9 < C9D9;47DG;<F9 >B@@GF4FBD < 

@4DLDGF<;4FBDO CD< A9B5IB8<@BEF<.,47 4: #DB<;698<F9 54;B6GR 

A4EFDB=>G @4DLDGF<;4FBDB6 < >B@@GF4FBD4. 

a. "F>?RK<F9 CB<E> DNS. 

b. !4EFDB=F9 <@9A4 GEFDB=EF6 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4EFDB=F9 IP-48D9E4 6 EBBF69FEF6<< E F45?<J9= 48D9E4J<<. (� QFBF 

D4; A9 A4EFD4<64=F9 <AF9DH9=E S0/0/0 @4DLDGF<;4FBD4 R1.) 

d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S 8?S >BAEB?< < 6<DFG4?PAB7B 

F9D@<A4?4 VTY < 4>F<6<DG=F9 GKTFAGR ;4C<EP. 

e. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G. 

f. !4EFDB=F9 logging synchronous, KFB5O EBB5M9A<S BF >BAEB?< A9 

@B7?< CD9DO64FP 66B8 >B@4A8. 

g. #DB69DPF9 CB8>?RK9A<S @9:8G GEFDB=EF64@< ?B>4?PAB= E9F< E 

CB@BMPR >B@4A8O ping. 

h. %>BC<DG=F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= 

>BAH<7GD4J<<. 



 

 

'4EFP 2: !4EFDB=>4 8<EC9FK9D4 < 479AFB6 SNMP 

� K4EF< 2 6O 8B?:AO 5G89F9 GEF4AB6<FP #" 8?S GCD46?9A<S SNMP < 

A4EFDB<FP 97B A4 #� A, 4 F4>:9 

A4EFDB<FP R1 < S1 6 >4K9EF69 479AFB6 SNMP. 

,47 1: 'EF4AB6<F9 CDB7D4@@G GCD46?9A<S SNMP. 

a. �47DG;<F9 < GEF4AB6<F9 59EC?4FAB9 CD<?B:9A<9 PowerSNMP Free 

Manager BF >B@C4A<< Dart Communications, C9D9=8S CB E?98GRM9@G URL-

48D9EG: http://www.dart.com/snmp-free-manager.aspx. 

b. �4CGEF<F9 CDB7D4@@G PowerSNMP Free Manager. 

c. #D< BFB5D4:9A<< ;4CDBE4 A4 CB<E> 8BEFGCAOI 479AFB6 SNMP 

A4:@<F9 >ABC>G No (!9F). #B<E> 479AFB6 SNMP BEGM9EF6?S9FES CBE?9 

A4EFDB=>< SNMP A4 @4DLDGF<;4FBD9 R1. PowerSNMP Free Manager 

CB889D:<649F SNMP 69DE<< 1, 2, < 3. � 84AAB= ?45BD4FBDAB= D45BF9 

<ECB?P;G9FES SNMPv2. 

 

 



 

 

d. �B 6EC?O64RM9@ B>A9 A4EFDB=>< (9E?< 6EC?O64RM99 B>AB A9 

BFB5D4:49FES, C9D9=8<F9 6B 6>?48>G Tools > Configuration (�AEFDG@9AFO > 

!4EFDB=>4)) A4;A4KPF9 ?B>4?PAO= IP-48D9E 8?S CDBE?GL<64A<S A4 

192.168.1.3 < A4:@<F9 OK. 

 

#D<@9K4A<9. #D< BFB5D4:9A<< ;4CDBE4 A4 CB<E> 8BEFGCAOI 479AFB6 
SNMP A4:@<F9 >ABC>G No < C9D9=8<F9 > E?98GRM9@G K4EF< 84AAB= 

?45BD4FBDAB= D45BFO. 

,47 2: !4EFDB=F9 479AF SNMP. 

a. !4 @4DLDGF<;4FBD9 R1 6698<F9 E?98GRM<9 >B@4A8O 6 

D9:<@9 7?B54?PAB= >BAH<7GD4J<<, KFB5O A4EFDB<FP 97B 6 >4K9EF69 

479AF4 SNMP. � EFDB>9 1 A<:9 EFDB>B= EBB5M9EF64 SNMP S6?S9FES 

ciscolab E CD464@< FB?P>B 8?S KF9A<S, 4 <@9AB64AAO= EC<EB> 8BEFGC4 

SNMP_ACL BCD989?S9F, >4><9 G;?O @B7GF CB?GK4FP 84AAO9 SNMP 

BF @4DLDGF<;4FBD4 R1. � EFDB>4I 2 < 3 >B@4A8O @9EFBCB?B:9A<S < 

>BAF4>FAB= <AHBD@4J<< 479AF4 SNMP CD98BEF46?SRF BC<E4F9?PAGR 

 



 

 

>BAF4>FAGR <AHBD@4J<R. � EFDB>9 4 G>4;4AO IP-48D9E G;?4, >BFBDO= 

5G89F CB?GK4FP G698B@?9A<S SNMP, 69DE<S SNMP < EFDB>4 

EBB5M9EF64. %FDB>4 5 6>?RK49F 6E9 ?B6GL>< SNMP CB G@B?K4A<R; 

EFDB>< 6 < 7 EB;84RF <@9AB64AAO= EC<EB> >BAFDB?S 8BEFGC4, 

BCD989?SRM<=, >4><@ G;?4@ D4;D9L9AB CB?GK9A<9 <AHBD@4J<< 

SNMP BF @4DLDGF<;4FBD4. 

 

b.!4 QFB@ QF4C9 @B:AB ;4@9F<FP, KFB PowerSNMP Free Manager 

CB?GK49F G698B@?9A<S BF @4DLDGF<;4FBD4 R1. �E?< G698B@?9A<S A9 

CD<IB8SF, 6O @B:9F9 CBCOF4FPES CD<AG8<F9?PAB GEF4AB6<FP BFCD46>G 

G698B@?9A<S SNMP, 6698S >B@4A8G copy run start A4 @4DLDGF<;4FBD9 R1. 

�E?< 64@ A9 G84TFES QFB E89?4FP, C9D9=8<F9 > E?98GRM9@G L47G. 

 



 

 

 

,47 3: �OCB?A<F9 B5A4DG:9A<9 479AFB6 SNMP. 

a. � CDB7D4@@9 PowerSNMP Free Manager A4 >B@CPRF9D9 #� A 

BF>DB=F9 B>AB Discover > SNMP Agents ("5A4DG:9A<9 > �79AFO SNMP). 

�698<F9 IP-48D9E 192.168.1.255. � FB@ :9 B>A9 MT?>A<F9 Properties 

(%6B=EF64) < 6O59D<F9 6 CB?9 «Community» (%BB5M9EF6B) C4D4@9FD 

ciscolab, 4 6 CB?9 «SNMP Version» C4D4@9FD Two (2), ;4F9@ MT?>A<F9 OK. 

&9C9DP @B:9F9 A4:4FP Find (!4=F<) 8?S B5A4DG:9A<S 6E9I 479AFB6 SNMP 

6 E9F< 192.168.1.0. #DB7D4@@4 PowerSNMP Free Manager 8B?:A4 

B5A4DG:<FP @4DLDGF<;4FBD R1 CB 48D9EG 192.168.1.1. 'EF4AB6<F9 H?4:B> 

< MT?>A<F9 Add (�B546<FP), KFB5O 8B546<FP @4DLDGF<;4FBD R1 6 >4K9EF69 

479AF4 SNMP 

 

b 



 

 

 



 

 

 

b. � CDB7D4@@9 PowerSNMP Free Manager @4DLDGF<;4FBD R1 

8B546?S9FES 6 EC<EB> 8BEFGCAOI 479AFB6 SNMPv2. 

 



 

 

c. !4EFDB=F9 >B@@GF4FBD S1 6 >4K9EF69 479AF4 SNMP. �O @B:9F9 

<ECB?P;B64FP F9 :9 >B@4A8O snmp server, >BFBDO9 6O <ECB?P;B64?< 8?S 

A4EFDB=>< R1. 

d. #BE?9 ;469DL9A<S A4EFDB=>< >B@@GF4FBD4 S1 G698B@?9A<S SNMP E 

48D9E4 192.168.1.2 BFB5D4:4RFES 6 B>A9 «Traps» (#D9DO64A<S) CDB7D4@@O 

PowerSNMP Free Manager. � CDB7D4@@9 PowerSNMP Free Manager 8B546PF9 

>B@@GF4FBD S1 6 >4K9EF69 479AF4 SNMP E CB@BMPR F9I :9 89=EF6<=, >BFBDO9 

6O 6OCB?A<?< 8?S B5A4DG:9A<S R1. 

'4EFP 3: #D9B5D4;B64A<9 >B8B6 OID E <ECB?P;B64A<9@ Cisco SNMP 

Object Navigator 

� K4EF< 3 CD<AG8<F9?PAB GEF4AB6<F9 BFCD46>G G698B@?9A<= SNMP A4 

8<EC9FK9D SNMP, D4;@9M9AAO= A4 >B@CPRF9D9 #� A. #BE?9 QFB7B 6O 

8B?:AO 5G89F9 CD9B5D4;B64FP CB?GK9AAO9 >B8O OID 6 <@9A4, KFB5O 

CDBK<F4FP EBB5M9A<S. �B8O MIB/OID @B:AB ?97>B CD9B5D4;B64FP E 

CB@BMPR ED98EF64 Cisco SNMP Object Navigator A4 695-E4=F9 http://www.cisco.com. 

,47 1: '84?<F9 F9>GM<9 EBB5M9A<S SNMP. 

� CDB7D4@@9 PowerSNMP Free Manager MT?>A<F9 CD46B= >ABC>B= @OL< 

B>AB Traps (�B6GL><) < 6O59D<F9 Clear ("K<EF<FP) 8?S G84?9A<S EBB5M9A<= 

SNMP. 

,47 2: %B;84=F9 ?B6GL>G < G698B@?9A<9 SNMP. 

!4 @4DLDGF<;4FBD9 R1 A4EFDB=F9 <AF9DH9=E S0/0/0 EB7?4EAB F45?<J9 

48D9E4J<< 6 A4K4?9 84AAB= ?45BD4FBDAB= D45BFO. #9D9=8<F9 6 D9:<@ 

7?B54?PAB= >BAH<7GD4J<< < D4;D9L<F9 <AF9DH9=EG BFCD46?SFP G698B@?9A<S, 

EB;84649@O9 6 E?GK49 ?B6GL>< SNMP, A4 8<EC9FK9D SNMP A4 >B@CPRF9D9 

#� A. �4CB@A<F9 >B8O BD74A<;4J<</OID, BFB5D4:49@O9 6 B>A9 ?B6GL9>. 

 



 

 

 

 

,47 3: �9>B8<DG=F9 EBB5M9A<S MIB/OID SNMP. 

!4 >B@CPRF9D9 E 8BEFGCB@ > �AF9DA9FG BF>DB=F9 695-5D4G;9D < 

C9D9=8<F9 A4 695-E4=F http://www. cisco. com. 

a. % CB@BMPR ED98EF64 CB<E>4 6 69DIA9= K4EF< B>A4 6OCB?A<F9 CB<E> 

SNMP Object Navigator. 

b. �O59D<F9 6 D9;G?PF4F4I SNMP Object Navigator MIB Download MIBs 

OID OIDs. 

c. #9D9=8<F9 A4 EFD4A<JG MIB Locator. �O59D<F9 SNMP Object 

Navigator. 

 



 

 

d.!4 EFD4A<J9 SNMP Object Navigator 6OCB?A<F9 89>B8<DB64A<9 >B84 

OID <; CDB7D4@@O PowerSNMP Free Manager, >BFBDO= 5O? EB;84A 6 

89=EF6<< 2 K4EF< 3 84AAB= ?45BD4FBDAB= D45BFO. �698<F9 >B8 OID < 

6O59D<F9 Translate (#D9B5D4;B64FP). 

 

 

9. �4C<L<F9 >B8O OID < EBBF69FEF6GRM<9 <@ EBB5M9A<S, CB?GK9AAO9 6 

D9;G?PF4F9 CD9B5D4;B64A<S, A<:9. 

�BCDBEO A4 ;4>D9C?9A<9 

1. #9D9K<E?<F9 A9E>B?P>B CBF9AJ<4?PAOI CD9<@GM9EF6 A45?R89A<S ;4 

E9FPR E CB@BMPR CDBFB>B?4 SNMP. 

2. #BK9@G CD< D45BF9 E SNMPv2 CD98CBKF<F9?PAB <ECB?P;B64FP 

<E>?RK<F9?PAB 8BEFGC E CD464@< FB?P>B 8?S KF9A<S?%6B8A4S F45?<J4 

<AF9DH9=EB6 @4DLDGF<;4FBDB6 



 

 

 

  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P 

@4DLDGF<;4FBD4 

�AF9DH9=E 

Ethernet 7 1 

�AF9DH9=E 

Ethernet 7 2 

#BE?98B64F9?PA O= 

<AF9DH9=E 7 1 

#BE?98B64F9?PAO= 

<AF9DH9=E 7 2 

1800 
Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 
Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

1900 
Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 
Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2801 
Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

=Serial 0/1/0 

(S0/1/0) 
Serial 0/1/1 (S0/1/1) 

2811 
Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 
Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

2900 
Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 
Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9 
<AF9DH9=EO E J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4 

AT@ <AF9DH9=EB6. 1HH9>F<6AB7B ECBEB54 C9D9K<E?9A<S 6E9I EBK9F4A<= A4EFDB9> 8?S 

>4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES 

<89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < CBE?98B64F9?PAOI (Serial) 

<AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 F<CO 

<AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. � 

>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB 

CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S 

CD98EF46?9A<S <AF9DH9=E4. 



 

 

#D4>F<K9E>4S  D45BF4 22 
%5BD < 4A4?<; 84AAOI NetFlow. #DB7D4@@AB9 B59EC9K9A<9 E<EF9@O 

E5BD4 84AAOI < 4A4?<;4FBD4 NetFlow 

 

&BCB?B7<S 

 

&45?<J4 48D9E4J<< 

 

�484K< 

'4EFP 1. %B;84A<9 E9F< < A4EFDB=>4 54;B6OI C4D4@9FDB6 GEFDB=EF6  
'4EFP 2. !4EFDB=>4 NetFlow A4 @4DLDGF<;4FBD9  

 

'EFDB=EF6
4 
 

�AF9DH9=E IP-48D9E (?R; CB G@B?K4A<R 

R1 G0/0 192.168.1.1/24 !98BEFGCAB 

 S0/0/0 (DCE) 192.168.12.1/30 !98BEFGCAB 

R2 G0/0 192.168.2.1/24 !98BEFGCAB 

 S0/0/0 192.168.12.2/30 !98BEFGCAB 

 S0/0/1 (DCE) 192.168.23.1/30 !98BEFGCAB 

R3 G0/0 192.168.3.1/24 !98BEFGCAB 

 S0/0/1 192.168.23.2/30 !98BEFGCAB 

PC-A NIC 192.168.1.3 192.168.1.1 

PC-B NIC 192.168.2.3 192.168.2.1 

PC-C NIC 192.168.3.3 192.168.3.1 



 

 

'4EFP 3. �A4?<; NetFlow E CB@BMPR <AF9DH9=E4 >B@4A8AB= EFDB><  
'4EFP 4. �;GK9A<9 #" E5BD4 84AAOI < 4A4?<;4FBD4 NetFlow 

�EIB8AO9 84AAO9/EJ9A4D<= 

NetFlow 4 QFB F9IAB?B7<S Cisco IOS, CD98BEF46?SRM4S EF4F<EF<K9E><9 

84AAO9 B C4>9F4I, CDBIB8SM<I K9D9; @4DLDGF<;4FBD <?< @AB7BGDB6A96O= 

>B@@GF4FBD Cisco. NetFlow B59EC9K<649F >BAFDB?P E9F< < 59;BC4EABEF<, 

C?4A<DB64A<9 E9F96OI D9EGDEB6, 4A4?<; FD4H<>4 < GKTF IP. �4:AB A9 CGF4FP 

A4;A4K9A<9 < D9;G?PF4FO NetFlow E A4;A4K9A<9@ < D9;G?PF4F4@< 

B5BDG8B64A<S < CDB7D4@@AB7B B59EC9K9A<S 8?S E5BD4 C4>9FB6. %D98EF64 

E5BD4 C4>9FB6 ;4C<EO64RF 6ER 6IB8SMGR < <EIB8SMGR <AHBD@4J<R 

E9F96B7B GEFDB=EF64 8?S CBE?98GRM97B 4A4?<;4, 6 FB 6D9@S >4> NetFlow 

EB5<D49F FB?P>B BCD989?TAAGR EF4F<EF<K9E>GR <AHBD@4J<R. 

Flexible NetFlow 4 QFB AB69=L4S 69DE<S F9IAB?B7<< NetFlow, >BFBD4S 

D4EL<DS9F 6B;@B:ABEF< C9D6BA4K4?PAB7B CDBFB>B?4 NetFlow, CB;6B?SS 

A4EFD4<64FP C4D4@9FDO 4A4?<;4 FD4H<>4. Flexible NetFlow <ECB?P;G9F HBD@4F 

Q>ECBDF4 69DE<< 9. !4K<A4S E Cisco IOS 69DE<< 15.1, CB889D:<64RFES @AB7<9 

CB?9;AO9 >B@4A8O Flexible NetFlow. 

� QFB= ?45BD4FBDAB= D45BF9 64@ CBFD95G9FES A4EFDB<FP NetFlow 8?S 

E5BD4 84AAOI 6IB8SM<I < <EIB8SM<I C4>9FB6. % CB@BMPR >B@4A8O show 6O 

E@B:9F9 CDB69D<FP, KFB NetFlow A4IB8<FES 6 D45BK9@ EBEFBSA<< < 

BEGM9EF6?S9F E5BD EF4F<EF<K9E><I 84AAOI. �O F4>:9 D4EE@BFD<F9 8BEFGCAO9 

64D<4AFO #" E5BDM<>4 84AAOI < 4A4?<;4FBD4 NetFlow. 

#D<@9K4A<9. � CD4>F<K9E><I ?45BD4FBDAOI D45BF4I CCNA 

<ECB?P;GRFES @4DLDGF<;4FBDO E <AF97D4J<9= E9D6<EB6 Cisco 1941 (ISR) CB8 

GCD46?9A<9@ "% Cisco IOS 69DE<< 15.2(4) M3 (B5D4; universalk9). �B;@B:AB 

<ECB?P;B64A<9 8DG7<I @4DLDGF<;4FBDB6 < 69DE<= Cisco IOS. � ;46<E<@BEF< 

BF @B89?< GEFDB=EF64 < 69DE<< Cisco IOS 8BEFGCAO9 >B@4A8O < 6OIB8AO9 

84AAO9 @B7GF BF?<K4FPES BF 84AAOI, CB?GK9AAOI CD< 6OCB?A9A<< 

?45BD4FBDAOI D45BF. &BKAO9 <89AF<H<>4FBDO <AF9DH9=EB6 G>4;4AO 6 



 

 

E6B8AB= F45?<J9 <AF9DH9=EB6 @4DLDGF<;4FBDB6 6 >BAJ9 ?45BD4FBDAB= 

D45BFO. 

#D<@9K4A<9. '598<F9EP, KFB CD98O8GM<9 A4EFDB=>< @4DLDGF<;4FBDB6 
< >B@@GF4FBDB6 G84?9AO, < BA< A9 EB89D:4F H4=?4 ;47DG;BKAB= 

>BAH<7GD4J<<. �E?< 6O A9 G69D9AO 6 QFB@, B5D4F<F9EP > <AEFDG>FBDG. 

!9B5IB8<@O9 D9EGDEO: 
" 3 @4DLDGF<;4FBD4 (Cisco 1941 CB8 GCD46?9A<9@ "% Cisco IOS 15.2(4) 

M3 (B5D4; universal) <?< 4A4?B7<KA4S @B89?P); 

" 3 >B@CPRF9D4 (CB8 GCD46?9A<9@ Windows 7, Vista <?< XP E CDB7D4@@B= 

Q@G?SJ<< F9D@<A4?4, A4CD<@9D Tera Term); 

" >BAEB?PAO9 >459?< 8?S A4EFDB=>< GEFDB=EF6 Cisco IOS K9D9; CBDFO 

>BAEB?<; 

" >459?< Ethernet < CBE?98B64F9?PAO9 >459?< 6 EBBF69FEF6<< E 

FBCB?B7<9=. 

'4EFP 1: #BEFDB9A<9 E9F< < 54;B64S A4EFDB=>4 GEFDB=EF6 

� K4EF< 1 64@ CD98EFB<F A4EFDB<FP FBCB?B7<R E9F< < E89?4FP 54;B6GR 

A4EFDB=>G GEFDB=EF6. (47 1: #B8>?RK<F9 >459?< 6 E9F< 6 EBBF69FEF6<< E 

FBCB?B7<9=. (47 2: �OCB?A<F9 ;4CGE> < C9D9;47DG;>G @4DLDGF<;4FBDB6. 
(47 3: #DB<;698<F9 54;B6GR A4EFDB=>G @4DLDGF<;4FBDB6. 

a. "F>?RK<F9 CB<E> DNS. 

b. !4EFDB=F9 <@9A4 GEFDB=EF6 6 EBBF69FEF6<< E FBCB?B7<9=. 

c. !4;A4KPF9 class 6 >4K9EF69 ;4L<HDB64AAB7B C4DB?S 8BEFGC4 > 

CD<6<?97<DB64AAB@G D9:<@G. 

d. !4;A4KPF9 cisco 6 >4K9EF69 C4DB?S >BAEB?< < 6<DFG4?PAB7B F9D@<A4?4 

VTY < 6>?RK<F9 ;4CDBE C4DB?S CD< CB8>?RK9A<<. 

e. �4L<HDG=F9 C4DB?<. 



 

 

f. !4EFDB=F9 54AA9D MOTD (EBB5M9A<9 8AS) 8?S CD98GCD9:89A<S 

CB?P;B64F9?9= B ;4CD9F9 A9E4A>J<BA<DB64AAB7B 8BEFGC4. 

g. !4EFDB=F9 logging synchronous A4 ?<A<< >BAEB?<. 

h. !4EFDB=F9 F4>FB6GR K4EFBFG A4 6E9I CBE?98B64F9?PAOI <AF9DH9=E4I 

DCE A4 128000. 

i. !4EFDB=F9 IP-48D9E4, >4> G>4;4AB 6 F45?<J9 48D9E4J<<. 

j. !4EFDB=F9 OSPF E <ECB?P;B64A<9@ <89AF<H<>4FBD4 CDBJ9EE4 1 < 

B5NS6<F9 6E9 E9F<. �AF9DH9=EO Ethernet 8B?:AO 5OFP C4EE<6AO@<. 

k. %B;84=F9 GKTFAGR ;4C<EP 6 ?B>4?PAB= 54;9 84AAOI A4 @4DLDGF<;4FBD9 

R3 E <@9A9@ CB?P;B64F9?S admin < C4DB?9@ cisco < E GDB6A9@ CD<6<?97<= 15. 

I. !4 @4DLDGF<;4FBD9 R3 6>?RK<F9 E?G:5G HTTP < A4EFDB=F9 CDB69D>G 

CB8?<AABEF< CB?P;B64F9?9= HTTP E CB@BMPR ?B>4?PAB= 54;O 84AAOI. 

m. %>BC<DG=F9 F9>GMGR >BAH<7GD4J<R 6 H4=? ;47DG;BKAB= 

>BAH<7GD4J<<. (47 4: !4EFDB=F9 G;?O. 

(47 5: #DB69DPF9 E6S;P @9:8G >BA9KAO@< GEFDB=EF64@<. 
�E9 GEFDB=EF64 8B?:AO <@9FP 6B;@B:ABEFP BFCD46?SFP QIB-;4CDBEO 

8DG7<@ GEFDB=EF64@ 6 FBCB?B7<<. #D< A9B5IB8<@BEF< GEFD4A<F9 

A9<ECD46ABEF<, CB>4 E6S;P @9:8G >BA9KAO@< GEFDB=EF64@< A9 5G89F 

GEF4AB6?9A4. 

#D<@9K4A<9. �?S GEC9LAB= C9D984K< QIB-;4CDBEB6 @B:9F 

CBFD95B64FPES BF>?RK9A<9 5D4A8@4GQD4 A4 #�. 

'4EFP 2: !4EFDB=>4 NetFlow A4 @4DLDGF<;4FBD9 
� K4EF< 2 6O 8B?:AO 5G89F9 A4EFDB<FP NetFlow A4 @4DLDGF<;4FBD9 R2. 

NetFlow EB5<D49F 69EP 6IB8SM<= < <EIB8SM<= FD4H<> A4 CBE?98B64F9?PAOI 

<AF9DH9=E4I R2 < Q>ECBDF<DG9F 84AAO9 A4 E5BDM<> 84AAOI NetFlow 4 #� 

B. �?S Q>ECBDF4 84AAOI A4 E5BDM<> NetFlow 5G89F <ECB?P;B64FPES Flexible 

NetFlow 69DE<< 9. 



 

 

(47 1: !4EFDB=F9 E5BD 84AAOI NetFlow. 

!4EFDB=F9 E5BD 84AAOI NetFlow A4 B5B<I CBE?98B64F9?PAOI 

<AF9DH9=E4I. �OCB?A<F9 E5BD 84AAOI <; 6IB8SM<I < <EIB8SM<I C4>9FB6. 

 

(47 2: !4EFDB=F9 Q>ECBDF 84AAOI NetFlow. 

% CB@BMPR >B@4A8O ip flow-export destination BCD989?<F9 IP-48D9E < 

CBDF UDP E5BDM<>4 84AAOI NetFlow, A4 >BFBDO= @4DLDGF<;4FBD 8B?:9A 

Q>ECBDF<DB64FP 84AAO9 NetFlow. �?S 84AAB= A4EFDB=>< 5G89F <ECB?P;B64FPES 

AB@9D CBDF4 UDP 9996 

 

(47 3: !4EFDB=F9 69DE<R Q>ECBDF4 NetFlow. 

 4DLDGF<;4FBDO Cisco CB8 GCD46?9A<9@ IOS 15.1 CB889D:<64RF 

NetFlow 69DE<< 1, 5 < 9. �9DE<S 9 4 QFB A4<5B?99 GA<69DE4?PAO= HBD@4F 

Q>ECBDF4 84AAOI, B8A4>B BA A9 EB6@9EF<@ E 5B?99 D4AA<@< 69DE<S@<. �?S 

GEF4AB6>< 69DE<< NetFlow <ECB?P;G=F9 >B@4A8G ip flow-export version.

 

(47 4: �OCB?A<F9 CDB69D>G >BAH<7GD4J<< NetFlow. 

a. �698<F9 >B@4A8G show ip flow interface 8?S CDBE@BFD4 E6989A<= B5 

<AF9DH9=E9 E5BD4 84AAOI NetFlow. 

 

 



 

 

b. �698<F9 >B@4A8G show ip flow export 8?S CDBE@BFD4 E6989A<= B5 

Q>ECBDF9 84AAOI NetFlow. 

 

'4EFP 3: �A4?<; NetFlow E CB@BMPR <AF9DH9=E4 >B@4A8AB= EFDB>< 

� K4EF< 3 6O 8B?:AO 5G89F9 79A9D<DB64FP FD4H<> 84AAOI @9:8G 

@4DLDGF<;4FBD4@< R1 < R3 8?S 

A45?R89A<S ;4 D45BFB= F9IAB?B7<< NetFlow. 

(47 1: %B;84=F9 FD4H<> 84AAOI @9:8G @4DLDGF<;4FBD4@< R1 < R3. 

c. #B8>?RK<F9EP CB Telnet BF @4DLDGF<;4FBD4 R1 > @4DLDGF<;4FBDG R3 E 

<ECB?P;B64A<9@ IP-48D9E4 192.168.3.1. �698<F9 C4DB?P cisco 8?S C9D9IB84 6 

CB?P;B64F9?PE><= D9:<@. �698<F9 C4DB?P class 8?S 6>?RK9A<S 7?B54?PAB7B 

D9:<@4 66B84. �698<F9 >B@4A8G show run, KFB5O EB;84FP FD4H<> Telnet. !9 

;4>DO64=F9 F9>GM<= E94AE Telnet. 

d. !4 @4DLDGF<;4FBD9 R3 6698<F9 >B@4A8G ping 192.168.1.1 repeat 1000, 

KFB5O BFCD46<FP QIB-;4CDBE A4 <AF9DH9=E G0/0 @4DLDGF<;4FBD4 R1. �G89F 

EB;84A FD4H<> ICMP K9D9; @4DLDGF<;4FBD R2. 

c. !4 >B@CPRF9D9 #� A C9D9=8<F9 > @4DLDGF<;4FBDG R3, <ECB?P;GS IP-

48D9E 192.168.3.1. �B=8<F9 6 E<EF9@G E <@9A9@ CB?P;B64F9?S admin < 

C4DB?9@ cisco. #BE?9 6IB84 6 @4DLDGF<;4FBD R3 BEF46PF9 5D4G;9D BF>DOFO@. 

#D<@9K4A<9. '598<F9EP, KFB 6 5D4G;9D9 BF>?RK9AB 5?B><DB64A<9 
6EC?O64RM<I B>BA. 



 

 

(47 2: �O698<F9 A4 Q>D4A E6B8AGR EF4F<EF<>G NetFlow. 

!4 @4DLDGF<;4FBD9 R2 6698<F9 >B@4A8G show ip cache flow, KFB5O 

BFB5D4;<FP <;@9A9A<S 6 E6B8AOI 84AAOI NetFlow, 6>?RK4S D4ECD989?9A<9 

D4;@9DB6 C4>9F4, <AHBD@4J<R B CBFB>4I IP, ;4C<E4AAO9 CDBFB>B?O < 

4>F<6ABEFP <AF9DH9=E4. &9C9DP CDBFB>B?O BFB5D4:4RF E6B8AO9 84AAO9. 

 

(47 3: �469DL<F9 E94AEO Telnet < ;4>DB=F9 5D4G;9D. 
a. �698<F9 >B@4A8G exit A4 @4DLDGF<;4FBD9 R1, KFB5O BF>?RK<FP E94AE 

E6S;< CB Telnet E @4DLDGF<;4FBDB@ R3. 

b. �4>DB=F9 E94AE 5D4G;9D4 A4 >B@CPRF9D9 #� A. 

 



 

 

(47 4: '84?<F9 EF4F<EF<>G NetFlow. 

a. !4 @4DLDGF<;4FBD9 R2 6698<F9 >B@4A8G clear ip flow stats, KFB5O 

G84?<FP EF4F<EF<>G NetFlow. 

 

 

 

b.#B6FBDAB 6698<F9 >B@4A8G show ip cache flow, KFB5O G598<FPES, KFB 

EF4F<EF<>4 NetFlow E5DBL9A4. "5D4F<F9 6A<@4A<9: 84:9 A9E@BFDS A4 FB, KFB 

6O 5B?PL9 A9 EB;84TF9 84AAO9 E CB@BMPR @4DLDGF<;4FBD4 R2, BA< CB-

CD9:A9@G CD<A<@4RFES NetFlow. � CD<6989AAB@ A<:9 CD<@9D9 48D9E 

A4;A4K9A<S 8?S 84AAB7B FD4H<>4 4 7DGCCB6B= 48D9E 224.0.0.5, QFB 84AAO9 

LSA OSPF. 



 

 

 

'4EFP 4: �;GK9A<9 #" E5BDM<>4 84AAOI < 4A4?<;4FBD4 NetFlow 

#DB7D4@@AB9 B59EC9K9A<9 E5BDM<>4 84AAOI < 4A4?<;4FBD4 NetFlow 

CD98BEF46?SRF @AB7<9 CDB<;6B8<F9?<. !9>BFBDO9 CDB7D4@@O 

D4ECDBEFD4ASRFES 59EC?4FAB, 8DG7<9 4 A9F. #B E?98GRM9@G URL-48D9EG 

D4;@9M9A4 695-EFD4A<J4 E B5;BDB@ A9>BFBDOI 59EC?4FAOI CDB7D4@@ 

NetFlow: 

http://www.cisco.com/en/US/prod/iosswrel/ps6537/ps6555/ps6601/networking 

solutions products genericco ntent0900aecd805ff72b.html 

#DBE@BFD<F9 QFG 695-EFD4A<JG, KFB5O B;A4>B@<FPES E A9>BFBDO@< <; 

8BEFGCAOI CDB7D4@@AOI CDB8G>FB6 E5BDM<>4 84AAOI < 4A4?<;4FBD4 

NetFlow. 

�BCDBEO A4 ;4>D9C?9A<9 
1. � KT@ ;4>?RK49FES A4;A4K9A<9 #" E5BDM<>4 84AAOI NetFlow? 

2. � KT@ ;4>?RK49FES A4;A4K9A<9 CDB7D4@@AB7B 4A4?<;4FBD4 NetFlow? 

3. #9D9K<E?<F9 E9@P BEAB6AOI CB?9=, <ECB?P;G9@OI C9D6BA4K4?PAO@ 

CDBFB>B?B@ NetFlow 8?S D4;?<K9A<S CBFB>B6 84AAOI. 

%6B8A4S F45?<J4 <AF9DH9=EB6 @4DLDGF<;4FBDB6 



 

 

 

  

%6B8A4S <AHBD@4J<S B5 <AF9DH9=E4I @4DLDGF<;4FBDB6 

 B89?P  
@4DLDGF<;4FB
D4 

�AF9DH9=E 
Ethernet 7 1 

�AF9DH9=E 
Ethernet 7 2 

#BE?98B64F9?PA
O= <AF9DH9=E 7 
1 

#BE?98B64F9?PA
O= <AF9DH9=E 7 
2 

1800 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

1900 Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

2801 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/1/0 

(S0/1/0) 

Serial 0/1/1 

(S0/1/1) 

2811 Fast Ethernet 0/0 

(F0/0) 

Fast Ethernet 0/1 

(F0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

2900 Gigabit Ethernet 

0/0 (G0/0) 

Gigabit Ethernet 

0/1 (G0/1) 

Serial 0/0/0 

(S0/0/0) 

Serial 0/0/1 

(S0/0/1) 

#D<@9K4A<9. +FB5O G;A4FP, >4><@ B5D4;B@ A4EFDB9A @4DLDGF<;4FBD, <;GK<F9  
<AF9DH9=EO E J9?PR BCD989?9A<S F<C4 @4DLDGF<;4FBD4 < >B?<K9EF64 <@9RM<IES A4  

AT@ <AF9DH9=EB6. 1HH9>F<6AB7B ECBEB54 C9D9K<E?9A<S 6E9I EBK9F4A<= A4EFDB9> 8?S 

>4:8B7B >?4EE4 @4DLDGF<;4FBDB6 A9 EGM9EF6G9F. � 84AAB= F45?<J9 EB89D:4FES  

<89AF<H<>4FBDO 6B;@B:AOI EBK9F4A<= Ethernet < CBE?98B64F9?PAOI (Serial)  

<AF9DH9=EB6 6 GEFDB=EF69. � F45?<JG A9 6>?RK9AO >4><9-?<5B <AO9 F<CO  

<AF9DH9=EB6, 84:9 9E?< A4 BCD989?TAAB@ @4DLDGF<;4FBD9 BA< CD<EGFEF6GRF. �  

>4K9EF69 CD<@9D4 @B:AB CD<69EF< <AF9DH9=E ISDN BRI. %FDB>4 6 E>B5>4I 4 QFB  

CD<ASFB9 EB>D4M9A<9, >BFBDB9 @B:AB <ECB?P;B64FP 6 >B@4A84I Cisco IOS 8?S  

CD98EF46?9A<S <AF9DH9=E4. 



 

 

#D4>F<K9E>4S D45BF4 23 
�AEFDG@9AF4D<= E9F96B7B 48@<A<EFD4FBD4 8?S A45?R89A<S 

 

�F4>, KFB 6 CD<AJ<C9, 8B?:9A 89?4FP (G@9FP 89?4FP) E<EF9@AO= 

48@<A<EFD4FBD: 

'EF4A46?<64FP/B5AB6?SFP/G84?SFP #" 

!4EFDB=>G #" 

#?4A<DB64FP D45BFO 

�B>G@9AF<DB64FP 

 BA<FBD<FP EBEFBSA<9 �&-E<EF9@ 

�<47ABEF<DB64FP < CB889D:<64FP �&-E<EF9@O 

$9;9D6AB9 >BC<DB64A<9/4DI<64J<R #" < 84AAOI 

�?S 6E97B QFB7B 9EFP A9@4?B D4;?<KAB7B #", CBEF4D49@ES BC<E4FP 6E9 

E4@B9 A9B5IB8<@B9.  

1 ">DG:9A<9 (ED984) 
% K97B A4K<A49FES D45BF4 E<EF9@AB7B 48@<A<EFD4FBD4 4 E 6O5BD4 

G8B5AB7B B>DG:9A<S. 1FB A9 CDBEFBDAO= E69F?O= BH<E < G8B5AO= EFG?, IBFS 

QFB A9@4?B64:AB, 4 6O5BD BC9D4J<BAAB= E<EF9@O.  B< >B??97< D45BF4RF A4 

Mac OS X, Windows < Ubuntu. #BE?9 @AB7<I CDB5 < Q>EC9D<@9AFB6 E 

8<EFD<5GF<64@< < D4;AO@< B5B?BK>4@< D45BK97B EFB?4 (Debian, Kubuntu, 

Fedora Gnome/Cinnamon) S BEF4AB6<?ES A4 Ubuntu 12.04 (Unity). 3 CDBEFB 

BE6B<?ES < CD<6O> > Unity, E9=K4E BA4 @A9 >4:9FES ?B7<KAB= < 8BEF4FBKAB 

G8B5AB= B5B?BK>B= $%. "EAB6AB9 FD95B64A<9 8?S 48@<A4 QFB EF45<?PABEFP < 

CDBEFBF4. !9 IBKG A< E >9@ ECBD<FP, AB <@9AAB F4> E95S ;4D9>B@9A8B64? 

Ubuntu. 

#B8DB5AB BC<EO64FP ED98EF64 8?S C?4A<DB64A<S 8B>G@9AF<DB64A<S 

S,CB:4?G=, A9 5G8G. "F@9KG, KFB 8?S 8B>G@9AF<DB64A<S @A9 I64F49F 5?B>ABF4 

(Gedit) < Libre Office AG < Google Docs 8?S EB6@9EFAB7B <ECB?P;B64A<S 8B>B6. 

�E9 E4@O9 CB?9;AO9 ;4@9F>< < 8B>G@9AFO @O ID4A<@ 6 wiki. �?S GK9F4 

D45BK97B 6D9@9A< < >BAFDB?S 6OCB?A9A<S ;484K @O <ECB?P;G9@ Redmine. 



 

 

�BA9KAB :9, A9B5IB8<@O ED98EF64 8?S >B@@GA<>4J<< E >B??974@< < 

>?<9AF4@<. "5OKAB QFB e-mail < Skype AG < F9?9HBA. �?S C?4A<DB64A<S S 

<ECB?P;GR Google Calendar, ?R5B9 8DG7B9 ED98EF6B 5G89F B8<A4>B6B 

IBDBL<@, 9E?< �O 5G89F9 A4 E4@B@ 89?9 <@ CB?P;B64FPES, A4CD<@9D 

9:98A96A<>. 

&4> <?< <A4K9 BK9AP @AB7B CD<IB8<FES D45BF4FP 6 >BAEB?<, ?B>4?PAB 

<?< A4 G84?9AAOI E9D69D4I. #BQFB@G, A4<5B?99 64:AO9 69M< 6 CB6E98A96AB= 

D45BF9 48@<A<EFD4FBD4 *nix QFB GF<?<FO >B@4A8AB= EFDB><. 

2 'F<?<FO >B@4A8AB= EFDB>< 

+4M9 6E97B CD<IB8<FES D45BF4FP E F9>EFB@ (>BAH<7<, ?B7<, DG>B6B8EF64 

< F.C.), CBQFB@G A4KA9@ E F9>EFB6OI D984>FBDB6 < CDBK<I ED98EF6 8?S 

@4A<CG?SJ<= E F9>EFB@ < EFDB>4@<: 

vi/vim 4 QFBF D984>FBD A9;4@9A<@O= <AEFDG@9AF ?R5B7B 

48@<A<EFD4FBD4, 

CBE>B?P>G 97B @B:AB A4=F< CD4>F<K9E>< A4 ?R5B@ E9D69D9 (A4 ?R5B@ 

RA<>E9) < 9E?< 6O 8B E<I CBD C9D6O@ 89?B@ >B784 BA BF>DO649FES FGF 

:9 

6OIB8<F9 <; A97B CB ctrl+z, FB S A4EFBSF9?PAB D9>B@9A8GR 64@ IBFS 5O 

CDBK<F4FP 6 man vim >4> CD46<?PAB AG:AB QFB 89?4FP. 

nano 4 E4@O= CDBEF9AP><= D984>FBD, CBEF46?S9FES CB-G@B?K4A<R 6 

Debian/Ubuntu. 

mcedit 4 8?S ?R5<F9?9= mc < E<A<I Q>D4AB6, A9 E4@OI C?BIB= 64D<4AF, 

8BEF4FBKAB CDBEF < G8B59A. 

cat 4 concatinate 4 <;A4K4?PAB <AEFDG@9AF 8?S B5N98<A9A<S H4=?B6, AB 

K4M9 <ECB?P;G9FES 8?S 6O6B84 EB89D:<@B7B H4=?4, 4 F4>:9 8?S 6EF46>< EFDB> 

6 H4=?. 

tail 4 CB-G@B?K4A<R 6O6B8<F CBE?98A<9 10 EFDB> H4=?4, @B:AB 

<ECB?P;B64FP 8?S E?9:9A<S ;4 ?B7B@ (E >?RKB@ -f) 

wc 4 EK<F49F EFDB>< E?B64 < >B?<K9EF6B 54=F 6 H4=?9 

head 4 >4> < tail 6O6B8<F 10 EFDB> H4=?4, AB >4> A469DAB9 CBASFAB <; 



 

 

A4;64A<S, E A4K4?4 H4=?4. 

grep 4 E4@O= A9;4@9A<@O= <AEFDG@9AF 8?S H<?PFD4J<< F9>EFB6B7B 

6O6B84 <?< CDBEFB 8?S CB<E>4 AG:AB= EFDB>< 6 H4=?4I. 

sed 4 stream editor 4 BK9AP CB?9;9A 8?S 46FB@4F<;4J<< DGF<AAOI ;484K, 

;4@9A4 EFDB> 6 H4=?4I (CD46>4 >BAH<7B6), G84?9A<9 EFDB>, 6O6B8 

EB89D:<@B7B CB @4E>9 < F.8. 

awk/gawk 4 BK9AP @BMA4S GF<?<F4 (A4 E4@B@ 89?9 AWK 4 J9?O= S;O> 

CDB7D4@@<DB64A<S), >BFBD4S CB@B749F C4DE<FP H4=?O < @4A<CG?<DB64FP 

6O6B8B@ EFDB> < 9M9 @AB7B K97B. 

�AHBD@4J<R B 6E9I C9D9K<E?9AAO= GF<?<F4I @B:AB CBK9DCAGFP 6 man. 

�EF4F<, B man: 

man 4 8BEFGC > ECD46BKAO@ EFD4A<J4@ 4 QFB FB, 59; K97B A469DAB9 A9 

B5IB8<FES A< B8<A D45BK<= 89AP RA<>E-48@<A<EFD4FBD4. �E?< 6O 

A4K<A4RM<= EC9J<4?<EF, FB B5S;4F9?PAB A4KA<F9 E 66B84 man man 6 

>B@4A8AB= EFDB>9. 

%C<EB> @B:AB CDB8B?:4FP, 8B?7B CDB8B?:4FP, GF<?<F A4 E4@B@ 89?9 

BK9AP @AB7B. !B CB>4 BEF4AB6<@ES A4 QFB@ < CBE@BFD<@, KFB @B:AB E89?4FP 

CB?9;AB7B E CB@BMPR awk, wc, cat < grep, CBK<F46 A9@AB7B man.3  

!9@AB7B CD4>F<>< 

+9@ :9 6E9 F4>< CB?9;AO A4 CD4>F<>9 C9D9K<E?9AAO9 GF<?<FO, 

CBCDB5GR CB>4;4FP A4 CD<@9D9 C4DE<A74 ?B7B6. 

�EFP ?B7-H4=? apache (access.log) 6 E?98GRM9@ HBD@4F9: 1.2.3.4 - - 

[12/May/2014:03:08:55 +0400] "GET /shop/goods-list HTTP/1.1" 200 1691 

"http://example.ru/shop/goods-list" "Mozilla/5.0 (Windows NT 6.2; WOW64; rv:29.0) 

Gecko/20100101 Firefox/29.0" 

!4C<L9@ CDBEFB= E>D<CF 8?S CB8EK9F4 CDBJ9AF4 GEC9LAB B5D45BF4AAOI 

;4CDBEB6. 



 

 

 

#B?GK<@ CD<@9DAB F4>B= 6O6B8: Passed: 93.62% 

� 9M9 A9E>B?P>B CB?9;AOI CD<@9DB6: 

#B8EK<F49@ B5N9@ C9D984AAOI 84AAOI ;4 K4E, CD98L9EF6GRM<= 

F9>GM9@G 



 

 

 

�OK<E?<@ ED98A99 6D9@S B5D45BF>< ;4CDBE4 



 

 

 



 

 

 

4 �<47ABEF<>4 ;47DG;>< E<EF9@O 

+FB5O CBASFP A4E>B?P>B ;47DG:9A E9D69D 9EFP A9E>B?P>B GF<?<F, CD9:89 

6E97B @B:AB BJ9A<FP ;47DG;>G CB CB>4;4F9?R load average, A4 )45D9 G:9 

C<E4?< KFB QFB CB>4;4F9?P ED98A9= ;47DG:9AABEF< E<EF9@O 6OD4:4RM<=ES 6 

K<E?9 5?B><DGRM<I CDBJ9EEB6 B:<84RM<I CB?GK9A<S D9EGDEB6, ;4 1 @<AGFG, 

5 @<AGF < 15 @<AGF EBBF69FEF69AAB. 

#9D6B9, KFB CB@B:9F BJ9A<FP F9>GMGR ;47DG:9AABEFP E9D69D4 < G6<89FP 

>4><9 :9 CDBJ9EEO 6 84AAO= 5B?PL9 A47DG:4RF E9D69D 4 top <?< htop 

top 4 BFB5D4:9A<9 CDBJ9EEB6 linux 4 >DB@9 QFB7B BFB5D4:49F uptime, 

load average, K<E?B 6OCB?ASRM<IES ;484K < FD98B6. #B>4;4F9?< CDBJ9EEBD4 

(6 CDBJ9AFAB@ EBBFABL9A<<): 

4 us 4 6D9@S CBFD4K9AAB9 A4 6OCB?A9A<9 CB?P;B64F9?PE><I 59; <;@9A9A<S 

CD<BD<F9F4 B5D45BF>< (un-nice), 

4 sy 4 6D9@S CBFD4K9AAB9 A4 6OCB?A9A<9 E<EF9@AOI (kernel) CDBJ9EEB6, 

4 ni 4 6D9@S CBFD4K9AAB9 A4 6OCB?A9A<9 CB?P;B64F9?PE><I c <;@9A9A<9@ 

CD<BD<F9F4 B5D45BF>< (nice), 

4 wa 4 6D9@S B:<84A<S 66B84/6O6B84 (8<E>B6B= CB8E<EF9@O), 

4 hi 4 6D9@S A4 B5D45BF>G 4CC4D4FAOI CD9DO64A<=, 

4 si 4 6D9@S A4 B5D45BF>G EBHF64DAOI CD9DO64A<=, 

4 st 4 6D9@S «G>D489AAB9» 7<C9D6<;BDB@ 8?S B5D45BF>< ;484K A4 8DG7B= 

6<DFG4?PAB= @4L<A9 4 4>FG4?PAB 8?S 6<DFG4?PAOI @4L<A (VPS/VDS) < 

CB?9;AB 8?S BJ9A>< K9EFABEF< IBEF9D4, 9E?< QFBF CB>4;4F9?P 69?<>, FB 64L 

CDB64=89D A47?B B69DE9??<F. 

&4>:9 top CB>4:9F 64@ E>B?P>B 6 J9?B@ CBFD95?S9FES C4@SF< < 8?S K97B 

(CDBJ9EEO, >9L<, 5GHH9DO), 4 F4>:9 CB>4:9F E>B?P>B CBFD95?S9F >4:8O= 

CDBJ9EE: 



 

 

4 VIRT 4 BFB5D4:49F E>B?P>B 6 J9?B@ C4@SF< <ECB?P;G9F CDBJ9EE 6>?RK4S 

>B8, 84AAO9, B5M<9 5<5?<BF9><, 4 F4>:9 EFD4A<JO C4@SF< E5DBL9AAO9 6 

E6BC < EFD4A<JO C4@SF< >BFBDO9 5O?< ;4D9;9D6<DB64AO AB A9 <ECB?P;B64AO, 

4 RES 4 D4;@9D D9;<89AFAB= C4@SF< 4 F9>GM99 >B?<K9EF6B BC9D4F<6AB= 

C4@SF< (59; E6BC4) <ECB?P;G9@B= CDBJ9EEB@, 

4 SHR 4 D4;@9D D4;89?S9@B= C4@SF< 4 F9>GM99 >B?<K9EF6B BC9D4F<6AB= 

C4@SF< 8BEFGCAB= 8?S CDBJ9EE4, >4> CD46<?B, A9 6ES QF4 C4@SFP D9;<89AFA4S. 

1FB K<E?B CDBEFB BFB5D4:49F, E>B?P>B C4@SF< @B:9F 5OFP D4;89?9AB E 

8DG7<@< CDBJ9EE4@<. 

�DB@9 BFB5D4:9A<S CB>4;4F9?9= <ECB?P;B64A<S D9EGDEB6 E<EF9@O top 

F4>:9 <ECB?P;G9FES 8?S @4A<CG?SJ<= A48 CDBJ9EE4@<, @B:AB CBE?4FP E<7A4? 

;469DL9A<S CDBJ9EEG ?<5B <;@9A<FP 97B CD<BD<F9F (nice). 

htop 4 5B?99 J69F4EF4S 69DE<S top 4 B5?4849F 6E9@< F9@< :9 

6B;@B:ABEFS@<, KFB < top, AB <@99F 5B?99 8DG:9EF69AAO= <AF9DH9=E 

(CB;6B?S9F CDB>DGK<64FP EC<EB> CDBJ9EEB6 >4> 69DF<>4?PAB F4> < 

7BD<;BAF4?PAB), 4 F4>:9 G@99F 6O;O64FP lsof, strace < ltrace 8?S 6O5D4AAB7B 

CDBJ9EE4 (B A<I CB;:9 D4EE>4:9@ CB8DB5A9=). 

+FB5O BJ9A<FP A47DG;>G A4 8<E>B6GR CB8E<EF9@G 66B84/6O6B84 @B:AB 

6BECB?P;B64FPES GF<?<FB= iotop: 

iotop 4 top-CB8B5A4S GF<?<F4 8?S @BA<FBD<A74 A47DG;>< A4 8<E>, 

6O6B8<F F45?<JG CDBJ9EEB6 E F9>GM<@< CB>4;4F9?S@< <ECB?P;B64A<S 

8<E>B6B7B 66B84/6O6B84, F4><@< >4>: 

4 PRIO 4 CD<BD<F9F CDBJ9EE4, 

4 DISK READ 4 KF9A<9 E 8<E>4 �4=F/E9>, 

4 DISK WRITE 4 ;4C<EP A4 8<E> �4=F/E9>, 

4 SWAPIN 4 6D9@S (6 CDBJ9AFAB@ EBBFABL9A<<) CBFD4K9AAB9 CDBJ9EEB@ 

A4 E6BC<A7, 



 

 

4 IO 4 6D9@S (6 CDBJ9AFAB@ EBBFABL9A<<) CBFD4K9AAB9 CDBJ9EEB@ A4 

B:<84A<9 66B84/6O6B84. 

�BCB?A<F9?PAB 6O6B8<FES <AHBD@4J<S B EG@@4DAB@ 5<FD9=F9 

KF9A<S/;4C<E< 8<E>B6B= CB8E<EF9@O. 

vmstat 4 6O6B8<F EG@@4DAGR <AHBD@4J<R B CDBJ9EE4I, C4@SF<, 

66B89/6O6B89, 4>F<6ABEF< CDBJ9EEBD4 < 8<E>B6. � BF?<K<< BF iotop A9 FD95G9F 

CD<6<?97<= EGC9DCB?P;B64F9?S. 

5 �<47ABEF<>4 E5B96 CDB7D4@@, troubleshooting 

�O64RF E<FG4J<< >B784 CDB7D4@@4 <?< 89@BA D45BF4RF A9 F4> >4> 6O 

B:<849F9, ?<5B CB A9CBASFAO@ CD<K<A4@ E5BSF. �B784 6E9 ?B7< CDBE@BFD9AO 

(<?< >B784 A9F ?B7B6), 6E9 >BAH<7< CDB69D9AO < 8B>G@9AF4J<S C9D9K<F4A4 

(9E?< 9EFP >BA9KAB), A4 CB@BMP CD<8GF GF<?<FO FD4EE<DB6>< E<EF9@AOI 

6O;B6B6 stace, ltrace, 4 F4>:9 lsof CB>4:9F EC<EB> BF>DOFOI H4=?B6: strace 4 

GF<?<F4 CB;6B?S9F C9D9I64FO64FP E<EF9@AO9 6O;B6O < E<7A4?O;4CGE>49@B7B 

CDBJ9EE4 ?<5B G:9 ;4CGM9AAB7B CDBJ9EE4 CB 97B PID. �O6B8 @B:AB 

H<?PFDB64FP, A4CD<@9D 6O6B8<FP FB?P>B 6O;B6O open() <?< select(). �E?< 

6O;B6 6B;6D4M49F A9 BFD<J4F9?PAB9 ;A4K9A<9, FB 6E9 IBDBLB, 9E?< 6O849FES 

A4CD<@9D: 

open("/foo/bar", O_RDONLY) = -1 ENOENT (No such file or directory), FB 

<; QFB7B @B:AB CBASFP KFB CD<?B:9A<9 COF49FES BF>DOFP A9EGM9EF6GRM<= 

H4=?. &4>:9 <AB784 E?GK49FES, KFB A9>BDD9>FAB 6OEF46?9AO CD464 A4 H4=?. 

�M9 A4CD<@9D A9 ;4CGE>49FES 6<DFG4?PA4S @4L<A4, CBFB@G, KFB 7<C9D6<;BD 

A9 @B:9F 6O89?<FP 9= AG:AB9 >B?<K9EF6B BC9D4F<6AB= C4@SF<. Strace 6 F4><I 

E<FG4J<SI ;8BDB6B CB@B749F. 

�E?< 64@ CDBEFB <AF9D9EAB CBE@BFD9FP, >4> D45BF49F FBF <?< <AB= 

E9D6<E, >4><9 BA <ECB?P;G9F E<EF9@AO= 6O;B6O, FB stace 4 64L 8DG7. 

!4CD<@9D IBF<F9 G;A4FP K9@ CD<AJ<C<4?PAB BF?<K49FES Apache BF Nginx, 

CDBEFB 6B;P@<F9 < CBE@BFD<F9. 



 

 

ltrace 4 GF<?<F4 8?S FD4EE<DB6>< 5<5?<BF9KAOI 6O;B6B6 4 BK9AP 

CBIB:4 A4 strace, AB C9D9I64FO649F FB?P>B 6O;B6O > 8<A4@<K9E><@ 

5<5?<BF9>4@.  

ldd 4 9E?< A4FD46<FP 99 A4 CDB7D4@@>G CB>4:9F >4><9 CDB7D4@@4 

<ECB?P;G9F 5<5?<BF9><. #B?9;AB 9E?< AG:AB C9D9A9EF< CDB7D4@@G 6 chroot. 

lsof 4 6O6B8<F EC<EB> BF>DOFOI H4=?B6 E G>4;4A<9@, CB G@B?K4A<R 

6O6B8<F 6E9 CB8DS8.  B:9F 6O6B8<FP EC<EB> 8?S >BA>D9FAB7B CDBJ9EE4 CB 

PID (8BEF4FBKAB G8B5AO= 6O6B8 6 htop), 8?S CB?P;B64F9?S CB UID, <?< 

A4CD<@9D >4><9 CDBJ9EEO <ECB?P;GRF FBF <?< <AB= H4=?. 

 

"EAB6A4S ?<F9D4FGD4: 
 

�G;<A, �. �. �B@CPRF9DAO9 E9F< : GK95AB9 CBEB5<9 / �.�. �G;<A, �.�. 

�G;<A. 4 4-9 <;8., C9D9D45. < 8BC. 4  BE>64 : ("$'  : �!($�- , 2023. 4 

190 E. 4 (%D98A99 CDBH9EE<BA4?PAB9 B5D4;B64A<9). - ISBN 978-5-00091-453-

3. - &9>EF : Q?9>FDBAAO=. - URL: https://znanium.com/catalog/product/2047215 

(84F4 B5D4M9A<S: 20.06.2023). 3 $9:<@ 8BEFGC4: CB CB8C<E>9.  

�BCB?A<F9?PA4S ?<F9D4FGD4:  

 4>E<@B6, !. �. �B@CPRF9DAO9 E9F< : GK95AB9 CBEB5<9 / !.�. 

 4>E<@B6, �.�. #BCB6. 4 6-9 <;8., C9D9D45. < 8BC. 4  BE>64 : ("$'  : 

�!($�- , 2023. 4 464 E. 4 (%D98A99 CDBH9EE<BA4?PAB9 B5D4;B64A<9). - 

ISBN 978-5-00091-454-0. - &9>EF : Q?9>FDBAAO=. - URL: 

https://znanium.com/catalog/product/1921406 (84F4 B5D4M9A<S: 20.06.2023). 3 

$9:<@ 8BEFGC4: CB CB8C<E>9. 

 


