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#$��&�+�%��3 $��"&� 71. 
%"���!�� "�-�) $�%'$%"� � '#$����!�� � � 
*9?P D45BFO: 
A4GK<FPES CD98BEF46?SFP 8BEFGC > D9EGDE4@ >B@CPRF9D4 < <ECB?P;B64FP 
E9F96O9 D9EGDEO 6 "% Windows.  
 
�D4F><9 F9BD9F<K9E><9 < GK95AB-@9FB8<K9E><9 @4F9D<4?O CB F9@9 
CD4>F<K9E>B= D45BFO:  
"C9D4J<BAA4S E<EF9@4 ("%) 3 QFB EB6B>GCABEFP CDB7D4@@AOI ED98EF6, 
BEGM9EF6?SRM4S GCD46?9A<9 D9EGDE4@< >B@CPRF9D4, ;4CGE> CD<>?48AOI 
CDB7D4@@ < <I 6;4<@B89=EF6<9 E 6A9LA<@< GEFDB=EF64@< < 8DG7<@< 
CDB7D4@@4@<, 4 F4>:9 B59EC9K<64RM4S 8<4?B7 CB?P;B64F9?S E 
1� . $9EGDEB@ S6?S9FES ?R5B= >B@CBA9AF 1�  < CD98BEF46?S9@O9 <@ 
6B;@B:ABEF<: J9AFD4?PAO= CDBJ9EEBD, BC9D4F<6A4S < 6A9LASS C4@SFP, 
6A9LA99 GEFDB=EF6B, CDB7D4@@4 < F.8. "% ;47DG:49FES 6 BC9D4F<6AGR C4@SFP 
CD< 6>?RK9A<< >B@CPRF9D4 < CD98BEF46?S9F CB?P;B64F9?R G8B5AO= ECBEB5 
B5M9A<S (<AF9DH9=E) E 6OK<E?<F9?PAB= E<EF9@B=. 
'K95A4S ?B>4?PA4S E9FP CD98EF46?S9F EB5B= B5BEB5?9AAO= E97@9AF 
>B@CPRF9DAB= E9F< '��$. � EFDG>FGD9 E9F< @B:AB 6O89?<FP E?98GRM<9 
Q?9@9AFO: >BAFDB??9DO 8B@9A4, L?R;, D45BK<9 EF4AJ<<. 
'K95AO= E97@9AF ?B>4?PAB= E9F< '��$ CBEFDB9A A4 BEAB69 >?<9AF-
E9D69DAB= 4DI<F9>FGDO E <ECB?P;B64A<9@ FBCB?B7<< F<C4 ;69;84. 
� GCDBM9AAB@ 6<89 GK95AO= E97@9AF E9F< '��$ CD98EF46?9A A4 D<EGA>9 1. 

 
$<EGAB> 1. 'CDBM9AA4S EFDG>FGD4 GK95AB7B E97@9AF4 E9F<  �#' 
�89EP %9D69D 1 < %9D69D 2 3 C9D6<KAO= < 6FBD<KAO= >BAFDB??9DO 8B@9A4 E 
<@9A4@< SERVER < TERMINAL EBBF69FEF69AAB. %9D69D 3 (PHOENIX) 3 QFB 
>B@CPRF9D, 6OCB?ASRM<= DB?P L?R;4, CDB>E<-E9D69D4 < 5D4A8@4GQD4. 
� ?B>4?PAGR E9FP A4 54;9 "% Windows 6IB8SF E?98GRM<9 Q?9@9AFO: B5M<9 
D9EGDEO, E9D69DO, D45BK<9 EF4AJ<<, 7DGCCO. 
"5M<= D9EGDE 3 QFB B5N9>F (C4C>4, 8<E>, CD<AF9D < 8D.) >BFBDO= @B7GF 
<ECB?P;B64FP A9E>B?P>B CB?P;B64F9?9= B8AB6D9@9AAB, CD<K9@ <@ A9 
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B5S;4F9?PAB A4IB8<FES ;4 F9@ >B@CPRF9DB@, A4 >BFBDB@ H<;<K9E>< 
D4ECB?B:9A 84AAO= D9EGDE. 
$45BK4S EF4AJ<S 3 QFB >B@CPRF9D, CB8>?RK9AAO= > E9F< < CD98A4;A4K9AAO= 
8?S 6OCB?A9A<S ;484K CB?P;B64F9?S. 
%9D69D 3 QFB EC9J<4?<;<DB64AAO= >B@CPRF9D, CD98BEF46?SRM<= E6B< 
D9EGDEO 6 <ECB?P;B64A<9 >?<9AF4@ E9F< (>4> CD46<?B, QFB D45BK<9 EF4AJ<<) < 
GCD46?SRM<= E9FPR. 
$45BK4S 7DGCC4 3 ?B7<K9E>B9 B5N98<A9A<9 >B@CPRF9DB6. �4> CD46<?B, 
B5N98<A9A<9 6 7DGCCO <ECB?P;G9FES 8?S GCDBM9A<S 48@<A<EFD<DB64A<S 
E9F<. #D< QFB@ A9E>B?P>B >B@CPRF9DB6 6OEFGC4RF >4> 98<AB9 J9?B9 3 
7DGCC4. 
!4 >B@CPRF9D9 E "% Windows 2000 <?< Windows XP 6 B5M99 CB?P;B64A<9 
@B:AB CD98BEF46<FP >4> ?R5GR C4C>G A4 8<E>9, F4> < 8<E> J9?<>B@. #BE?9 
EB;84A<S B5M97B D9EGDE4 CB?P;B64F9?< E EBBF69FEF6GRM<@< CB?AB@BK<S@< 
@B7GF CB?GK<FP 8BEFGC > A9@G E ?R5B= D45BK9= EF4AJ<< E9F<. 
"F>DO64S B5M<= 8BEFGC > C4C>9, @B:AB B7D4A<K<FP K<E?B CB?P;B64F9?9=, 
>BFBDO9 @B7GF D45BF4FP E A9= B8AB6D9@9AAB. �?S GCD46?9A<S 8BEFGCB@ > 
C4C>9 < 99 EB89D:<@B@G <ECB?P;GRFES D4;D9L9A<S, A4;A4K49@O9 
CB?P;B64F9?S@ < 7DGCC4@. 1F< D4;D9L9A<S, 4 F4>:9 E9F96B9 <@S C4C>< 6 
?R5B= @B@9AF @B:AB <;@9A<FP. #D< A9B5IB8<@BEF< @B:AB CD9>D4F<FP 
B5M<= 8BEFGC > C4C>9. �E?< > A9= 6 QFB 6D9@S CB8>?RK9AO CB?P;B64F9?<, A4 
Q>D4A9 CBS6<FES 8<4?B7B6B9 B>AB E <AHBD@4J<9= B5 QFB@ < CD98?B:9A<9@ 
CB8F69D8<FP CD<ASFB9 D9L9A<9. 
� Windows 2000 < Windows XP CD98BEF46?SFP C4C>< 6 B5M99 CB?P;B64A<9 
D4;D9L49FES K?9A4@ 7DGCC �8@<A<EFD4FBDO, "C9D4FBDO E9D69D4 < "COFAO9 
CB?P;B64F9?<, CD<K9@ E A9>BFBDO@< B7D4A<K9A<S@<. 
"5M<9 D9EGDEO. 
"% Windows 46FB@4F<K9E>< BF>DO649F B5M<= 8BEFGC > A9>BFBDO@ D9EGDE4@, 
A9B5IB8<@O@ 8?S 48@<A<EFD<DB64A<S >B@CPRF9D4. � <I E9F96O@ <@9A4@ 
8B546?S9FES ;A4KB> 8B??4D4 ($), 5?47B84DS >BFBDB@G 48@<A<EFD4F<6AO= 
B5M<= D9EGDE E>DOF BF CB?P;B64F9?9=, CDBE@4FD<64RM<I EB89D:<@B9 
>B@CPRF9D4 K9D9; E9FP. 
� K<E?G 48@<A<EFD4F<6AOI D9EGDEB6 BFABESFES: >BDA96O9 C4C>< >4:8B7B 
FB@4, >BDA964S E<EF9@A4S C4C>4 < C4C><, 6 >BFBDOI A4IB8SFES 8D4=69DO 
CD<AF9DB6. 
"F>DO64S B5M<= 8BEFGC > C4C>9, B5S;4F9?PAB AG:AB CD<E6B<FP 9= E9F96B9 
<@S. �DB@9 FB7B, CD< :9?4A<< @B:AB EBCDB6B8<FP C4C>G BC<E4A<9@, 
B7D4A<K<FP K<E?B CB?P;B64F9?9=, >BFBDO9 @B7GF CB?P;B64FPES 9R 
B8AB6D9@9AAB, < A4;A4K<FP 8?S A99 D4;D9L9A<S. "8AG < FG :9 C4C>G @B:AB 
E89?4FP B5M9= CB8 A9E>B?P><@< E9F96O@< <@9A4@<. 
+FB5O B5M<= D9EGDE 5O? 8BEFGC9A >?<9AFG < 6 46FBAB@AB@ D9:<@9, FB 9EFP 
CD< BFEGFEF6<< CB8>?RK9A<S > E9F<, Windows 2000 <?< Windows XP @B:9F 
EBID4A<FP >BC<< H4=?B6 D9EGDE4 6 EC9J<4?PAB= B5?4EF< A4 ?B>4?PAB@ 8<E>9 
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>?<9AFE>B7B >B@CPRF9D4 4 >QL9. #B G@B?K4A<R D4;@9D >QL4 EBEF46?S9F 
10% BF 8BEFGCAB7B 8<E>B6B7B CDBEFD4AEF64, AB 97B @B:AB <;@9A<FP E 
CB@BMPR 6>?48>< �6FBAB@AO9 H4=?O 8<4?B7B6B7B B>A4 %6B=EF64 C4C><. 
� Windows XP < Windows 2000 6IB8<F BEA4EF>4 "5M<9 C4C><, CB;6B?SRM4S 
>BAFDB?<DB64FP 8BEFGC > E9F96O@ D9EGDE4@ < G698B@?SFP CB?P;B64F9?9= 
CBED98EF6B@ 48@<A<EFD4F<6AOI EBB5M9A<=. 1FB 6B;@B:ABEFP 
>BAFDB?<DB64FP 8BEFGC > E9F96O@ D9EGDE4@ 8?S BJ9A>< < GCD46?9A<S 
;47DG:9AABEFPR E9F96OI E9D69DB6, 4 F4>:9 8BEFGC > B5M<@ C4C>4@, KFB5O 
BCD989?<FP, >4> @AB7B CB?P;B64F9?9= 6 84AAO= @B@9AF CB8>?RK9AO > 
>4:8B= C4C>9. 
�B;@B:ABEF< D4;89?4 "5M<9 D9EGDEO 6 BEA4EF>9 "5M<9 C4C>< CB;6B?SRF 
CDBE@4FD<64FP EC<EB> 6E9I B5M<I C4CB> A4 >B@CPRF9D9 < BCD989?SFP, 
E>B?P>B CB?P;B64F9?9= @B7GF B5D4M4FPES > >4:8B= C4C>9. 
�DB@9 FB7B, @B:AB BFE?9:<64FP, >4><9 H4=?O BF>DOFO, 4 F4>:9 BF>?RK4FP 
CB?P;B64F9?9= BF B8AB7B BF>DOFB7B H4=?4 <?< BF 6E9I BF>DOFOI H4=?B6.  
�484A<S 8?S CD4>F<K9E>B7B ;4ASF<S: 
#B<E> 8DG7<I #� 6 E9F< 
#B<E> >B@CPRF9DB6 < D45BK<I 7DGCC 6 E9F< 6B;@B:9A E CB@BMPR CB<E>B6B= 
E<EF9@O Windows XP. �4=8<F9 6 "%9F96B9 B>DG:9A<9" < A4:@<F9 A4 >?46<LG 
F3, ;4F9@ ;4CB?A<F9 CB?9 "�698<F9 <@S <E>B@B7B >B@CPRF9D4 <?< 97B IP 
48D9E".  O 5G89@ <E>4FP, A4CD<@9D, 6FBDB= #� 6 D45BK9= 7DGCC9 110 ( D<E. 1). 

 
$<E. 1. #B<E> >B@CPRF9D4 110-2 6 E9F< 
 
!4EFDB=>4_11 B5M97B 8BEFGC4 > E9F96O@ D9EGDE4@ 
� QFB@ CD<@9D9 @O E89?49@ B5M9= C4C>G  B< 8B>G@9AFO. 
#DBEFB= B5M<= 8BEFGC > H4=?4@ 
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#D46B= >ABC>B= @OL< M9?>A<F9 A4 C4C>9  B< 8B>G@9AFO < 6OCB?A<F9 
>B@4A8G %6B=EF64-�BEFGC. !4 6>?48>9 �BEFGC GEF4AB6<F9 H?4:>< >4> A4 D<E. 
2. 

 
$<E. 2. � B>A9  B< 8B>G@9AFO 4>F<6A4 6>?48>4 �BEFGC 
#BE?9 ;4>DOF<S 84AAB7B B>A4 E AB6O@< A4EFDB=>4@< A4 ;A4K>9 C4C><  B< 
8B>G@9AFO CBS6<FPES DG>4, KFB B;A4K49F, KFB QFBF D9EGDE E9F< 3 B5M<=. 
$4EL<D9AAO= B5M<= 8BEFGC > H4=?4@ 
"5OKAB 8BEF4FBKAB D9:<@4 "#DBEFB= B5M<= 8BEFGC > H4=?4@", B8A4>B, 9E?< 
FD95G9FES 5B?99 E9DPT;AB9 D4;7D4A<K9A<9 CD46 CB?P;B64F9?9=, FB A9B5IB8<@B 
6>?RK<FP "$4EL<D9AAO= B5M<= 8BEFGC", 8?S QFB7B, 6 ?R5B@ B>A9 AG:AB 
6O5D4FP: %9D6<E-%6B=EF64 C4C><-�<8, < G5D4FP 74?BK>G E C4D4@9FD4 
"�ECB?P;B64FP CDBEFB= B5M<= 8BEFGC > H4=?4@" ( D<E. 3). 

 
$<E. 3. �4849@ $4EL<D9AAO= B5M<= 8BEFGC 
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%AB64 8?S C4C><  B< 8B>G@9AFO 6OCB?AS9@ >B@4A8G %6B=EF64 3 
�BEFGC ( D<E. 4). 

 
$<E. .4. �>F<6A4 6>?48>4 �BEFGC 
&9C9DP @O 6<8<@ AB6O= Q?9@9AF - >ABC>G "$4;D9L9A<S", >BFBD4S ;4849F 
CB?P;B64F9?9=, >BFBDO@ 5G89F 8BEFGCA4 84AA4S C4C>4 (D<E. 5). 

 
$<E. 5. $4;D9L9AB 6E9@ 6E9 

�B;@B:AO9 CDB5?9@O E B5M<@ 8BEFGCB@ > D9EGDE4@ E9F< 
�E?< EB;84FP E9F96B= 8BEFGC > D9EGDE4@ A9 CB?GK49FES, FB CBEF4D4=F9EP 
<ECD46<FP E<FG4J<R, CD<89D:<64SEP E?98GRM<I D9>B@9A84J<=: 
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#DB69DPF9 CD46<?PABEFP E9F96OI A4EFDB9> 4AF<6<DGE4 < 5D4A8@4GQD4. 
!9 <ECB?P;G=F9 6 <@9A4I >B@CPRF9D4 DGEE><9 5G>6O, QFB @B:9F CD<69EF< > 
CDB7D4@@AO@ BL<5>4@. 
�;@9A<F9 A9B5IB8<@O9 D4;D9L9A<S CD46 CB?P;B64F9?S A4 
6>?48>9 �9;BC4EABEFP ( D<E. 6): 

 
$<E. 6. �E9@ CB?P;B64F9?S@ 84AO 6E9 CD464 

 
�@9EFB ;484A<S >BA>D9FAB7B IP 6DGKAGR @B:AB GEF4AB6<FP C9D9>?RK4F9?P 

A4 46FB@4F<K9E>B9 BCD989?9A<9 IP ( D<E. 7).

 
$<E. 7. #9D9>?RK4F9?P CB?GK9A<S IP 46FB@4F<K9E>< 
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�D9@S < 84F4 A4 K4E4I 6E9I #� 8B?:AO 5OFP B8<A4>B6O. 
%B;849@ E9F96B= 8<E> Z, B5M<= 8?S 6E9I #� 
�4:8O= D4; <E>4FP B5MGR C4C>G 6 %9F96B@ B>DG:9A<< A9 BK9AP G8B5AB. 
�@99F E@OE? CB8>?RK<FP 99 > 64L9@G >B@CPRF9DG 6 >4K9EF69 E9F96B7B 
8<E>4. "A 5G89F BFB5D4:4FPES 6 EC<E>9 8<E>B6 B>A4  B= >B@CPRF9D, < 6O 
E@B:9F9 5OEFDB D45BF4FP E 97B EB89D:<@O@. +FB5O CB8>?RK<FP B5MGR 
C4C>G E 8DG7B7B >B@CPRF9D4 >4> E9F96B= 8<E> 6OCB?A<F9 >B@4A8G #GE> - 
 B= >B@CPRF9D - %9F96B9 B>DG:9A<9, ;4F9@ 6O59D<F9 >B@CPRF9D ?B>4?PAB= 
E9F< < A4IB8SMGRES A4 A9@ B5MGR C4C>G, >BFBDGR 6O IBF<F9 CB8>?RK<FP A4 
E6B= #� 6 >4K9EF69 E9F96B7B 8<E>4. -9?>A<F9 CB C4C>9 CD46B= >ABC>B= 
@OL< < 6O59D<F9 #B8>?RK<FP E9F96B= 8<E> ( D<E. 8). 

 
$<E. 8. �BAF9>EFAB9 @9AR CB8>?RK9A<S E9F96B7B 8<E>4 

� CBS6<6L9@ES B>BL>9 6O59D<F9 5G>6G, CB8 >BFBDB= E9F96B= 8<E> 5G89F 
BFB5D4:4FPES 6 EC<E>9 8<E>B6 64L97B >B@CPRF9D4. &4>:9 BF@9FPF9 74?BK>B= 
CGA>F "�BEEF4A46?<64FP CD< 6IB89 6 E<EF9@G", KFB5O CD< 6>?RK9A<< 
>B@CPRF9D4 < ;47DG;>9 Windows 46FB@4F<K9E>< BFB5D4:4?4 E9F96B= 8<E> 6 
EC<E>9 8<E>B6 64L97B #� ( D<E. 9). 

 
$<E. 9. !4;A4K49@ 8<E>G 5G>6G Z 

&9C9DP @B:9F9 CDBEFB ;4=F< 6  B= >B@CPRF9D, < 6O G6<8<F9 E9F96B= 8<E> 
( D<E. 10). 



13 
 

13 

 
$<E. 10. � >4K9EF69 E9F96B7B 8<E>4 5G89@ <ECB?P;B64FP B5MGR C4C>G  B< 
8B>G@9AFO, D4;@9M9AAGR A4 #� 110-1. 
 



 

 

#$��&�+�%��3 $��"&� 72-3. 
!�%&$"��� �"!(��'$�*�� ��% � WINDOWS 
 
 
*9?P D45BFO: !4GK<FPES A4EFD4<64FP >BAH<7GD4J<R ��% 6 Windows XP  
 
�484A<9 71. !4EFDB<FP 6<DFG4?PAO= #� 8?S D45BFO 6 E9F< 
 
�4CGE>49@ B59, D4A99 EB;84AAO9 A4@< 6<DFG4?PAO9 @4L<AO >B@4A8B= �  -
#<F4A<9 Power On. �?S D45BFO 6 E9F< A4EFDB9@ EA4K4?4 C9D6GR @4L<AG. 
�?S QFB7B 6 #4A9?< GCD46?9A<S A4=89@ %9F96O9 CB8>?RK9A<S-
#B8>?RK9A<9 CB ?B>4?PAB= E9F<-%6B=EF64, ;4F9@ A4IB8<@ 
E6B=EF64 #DBFB>B?4 �AF9DA9F (TCP/IP) < C<L9@ IP-48D9E <  4E>G 
CB8E9F< >4> A4 D<E. 1. 

 
 

 
$<E. 1. !4EFD4<649@ BM-1 
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%B69F 
�4@ CD<89FES C9D<B8<K9E>< C9D9IB8<FP BF B>A4 H<;<K9E>B7B #� > B>AG 
6<DFG4?PAB7B #�. �?S QFB7B A4:<@4=F9 A4 EBK9F4A<S >?46<L Ctrl+Alt 
�A4?B7<KAB 6>?RK<@ < A4EFDB<@ 6FBDGR @4L<AG ( D<E. 2). 

 
$<E. .2. !4EFD4<649@ � -2 

 
!4EFD4<649@ 6<DFG4?PAGR E9FP 
�?S A4EFDB=>< E9F< 6OCB?A<@ >B@4A8G %9F96B9 B>DG:9A<9-'EF4AB6<FP 
8B@4LARR <?< @4?GR E9FP ( D<E. 3 < 4). 

 
$<E. 3. �O5<D49@ C9D9>?RK4F9?P �DG7B9 
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$<E. 4. 'EF4AB6<@ FD9F<= C9D9>?RK4F9?P E69DIG 

#D<E6B<@ @4L<A9 E9F96B9 <@S ( D<E. 5). 

 
$<E. 5. �49@ @4L<A9 <@S < BC<E4A<9 
!4 E?98GRM9@ L479 (A4:46 �4?99) EB;848<@ D45BKGR 7DGCCG 110 ( D<E. 15.6). 
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$<E. 6. �4849@ <@S 8?S ?B>4?PAB= E9F< 

%AB64 �4?99 < 6>?RK<@ B5M<= 8BEFGC ( D<E. 7). 

 
$<E. 7. 'EF4AB6<@ 69DIA<= C9D9>?RK4F9?P 

$45BFG @4EF9D4 ;469DL49@ ( D<E. 8). 

 
$<E. 8. 'EF4A46?<649@ C9D6O= C9D9>?RK4F9?P EA<;G 

1F4 @4L<A4 A4EFDB9A4 8?S D45BFO 6 E9F<, C9D9;47DG:49@ 99 < 4A4?B7<KAB 
A4EFDB<@ 8DG7B= 6<DFG4?PAO= #�, F4>:9 6>?RK<6 97B 6 D45BKGR 7DGCCG 110. 
#9D9;47DG:49@. %9F964S A4EFDB=>4 B5B<I @4L<A ;469DL9A4. 
 
#DB69DS9@ D45BFG 6<DFG4?PAOI @4L<A 6 E9F< 
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#BCDB5G9@ ;4=F< E C9D6B= @4L<AO A4 6FBDGR < A4B5BDBF. �?S QFB7B 6B=89@ 
6 %9F96B9 B>DG:9A<9 < 6OCB?A<@ >B@4A8G "FB5D4;<FP >B@CPRF9DO 
D45BK9= 7DGCCO. �E?< 6E9 ABD@4?PAB, FB 6 D45BK9= 7DGCC9 110 @O G6<8<@ 
@4L<AG 1 < @4L<AG 2 (D<E. 9). 

 
$<E. 9. �B>4?PA4S 6<DFG4?PA4S E9FP A4EFDB9A4 

�4?99 @O @B:9@ D45BF4FP E F4>B= E9FPR, >4> E B5OKAB=. !4CD<@9D, EB;84FP 
C4C>< E B5M<@ 8BEFGCB@. "8A4>B, @B:9F 6O=F< < F4>B9 EBB5M9A<9 ( D<E. 10). 

 
$<E. 10. !9F 8BEFGC4 > D45BK9= 7DGCC9 110 

 
#D<@9K4A<9 
"8AB= <; CD<K<A >BAH?<>FB6 6 ?B>4?PAB= E9F< (BFEGFEF6<9 B5M97B 8BEFGC4 
@9:8G D9EGDE4@<) @B:9F 5OFP GEF4AB6>4 D4;AB7B 6D9@9A< A4 D45BK<I 
EF4AJ<SI, F.9. 8?S B59<I @4L<A F4=@9D 6D9@9A< 8B?:9A 5OFP E<AIDBAAO@. 
�M9 CD<K<A4 3 <ECB?P;B64A<9 A9?<J9A;<BAAB= BC9D4J<BAAB= E<EF9@O. 
�DG7<9 CD<K<AO @O <;GK<@ CB;8A99. 
 
'EF4AB6>4 ED98EF6 Wmware 
+FB5O CB?GK<FP 8BEFGC <; 6<DFG4?PAB= @4L<AO > H4=?4@ A4 H<;<K9E>B@ #� 
CBFD95G9FES >B@4A84 � -'EF4AB6>4 ED98EF6 Wmware ( D<E. 11). 
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$<E. 11. ">AB A4K4?4 GEF4AB6>< ED98EF6 Wmware 

 
#BE?9 <AEF4??SJ<< ED98EF6 < C9D9;47DG;>< 6<DFG4?PAB= @4L<AO A4 D45BK9@ 
EFB?9 Windows XP CBS6<FES EBBF69FEF6GRM<= ;A4KB> . �4?99 6OCB?A<@ 
>B@4A8G � -!4EFDB=>< < BF>DB9@ 6>?48>G "CJ<< (Options) < 6EF4A9@ 
>GDEBDB@ A4 EFDBK>G C4CB> E B5M<@ 8BEFGCB@ ( D<E. 12). 

 
$<E. 12. #4C>< E B5M<@ 8BEFGCB@ CB>4 A98BEFGCAO < CGEFO 

!4:<@49@ A4 >ABC>G �B546<FP, 848<@ QFB= C4C>9 <@S < G>4:9@ 8<E> 8?S A99 
( D<E. 13). 
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$<E. 13. �4849@ C4D4@9FDO 8?S C4C>< E B5M<@ 8BEFGCB@ 

 
�4?99 4>F<6<DG9@ 4FD<5GFO C4C>< ( D<E. 14). 

 
$<E. 14. � QFB@ B>A9 A4@ AG:AO B54 H?4:>4 

� E?98GRM9@ B>A9 GEF4A46?<649@ C9D9>?RK4F9?P �E9784 6>?RK9A4  
( D<E. 15). 
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$<E. 15. �>F<6<DG9@ QFBF C9D9>?RK4F9?P 

&9C9DP CD< CDBE@BFD9 6E9= E9F< @O G6<8<@ C4C>G A4 A4L9@ H<;<K9E>B@ #�, 
F.9. K9D9; ;A4KB> VMware Shared Folders G A4E 9EFP E6S;P H<;<K9E>B7B #� E 
6<DFG4?PAO@< @4L<A4@< ( D<E. 16). 
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$<E. 16. %6S;P H<;<K9E>B= @4L<AO E 6<DFG4?PAB= GEF4AB6?9A4 

&9C9DP A4 6<DFG4?PAGR @4L<AG @O @B:9@ GEF4A46?<64FP ?R5B= soft. 
 
#D<@9K4A<9 
"5D4F<F9 6A<@4A<9 A4 FB, KFB GEF4AB6>4 ED98EF6 Wmware D9L49F ED4;G < 
8DG7<9 CDB5?9@O, A4CD<@9D, A4EFDB=>G 8D4=69DB6 GEFDB=EF6 A4 6<DFG4?PAB@ 
#�. 
�E?< B5M4S C4C>4 A4 H<;<K9E>B@ #� A9 6<8A4, FB 6 %9F96B@ B>DG:9A<< 6O 
99 @B:9F9 8B546<FP, <ECB?P;GS >B@4A8G �B546<FP AB6O= Q?9@9AF 6 E9F96B@ 
B>DG:9A<< ( D<E. 17). 
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$<E. 17. �D4EAO@ BF@9K9A4 >B@4A84 �B546<FP AB6O= Q?9@9AF 6 E9F96B@ 
B>DG:9A<< 
 



 

 

#$��&�+�%��3 $��"&� 74. 
!�%&$"��� '����!!"�" $��"+��" %&"�� 
 
*9?P D45BFO: A4GK<FPES 6OCB?ASFP G84?9AAB9 48@<A<EFD<DB64A<9 
>B@CPRF9DB6. 
 
 
�D4F><9 F9BD9F<K9E><9 < GK95AB-@9FB8<K9E><9 @4F9D<4?O CB F9@9 
CD4>F<K9E>B= D45BFO:  
�?S 6OCB?A9A<S 48@<A<EFD4F<6AOI ;484K A4 >B@CPRF9D4I E9F< K4EFB 
<ECB?P;G9FES EC9J<4?PAB9 CDB7D4@@AB9 B59EC9K9A<9 G84?9AAB7B GCD46?9A<S. 
'84?9AAO= D45BK<= EFB? 
#B8>?RK9A<9 > G84?9AAB@G D45BK9@G EFB?G 4 QFB F9IAB?B7<S, CB;6B?SRM4S 
CB?P;B64F9?R, D45BF4RM9@G ;4 E6B<@ >B@CPRF9DB@, E6S;O64FPES E 
G84?9AAO@ >B@CPRF9DB@, A4IB8SM<@ES 6 8DG7B@ @9EF9. !4CD<@9D, @B:AB 
CB8>?RK<FPES > D45BK9@G >B@CPRF9DG <; 8B@4LA97B >B@CPRF9D4 < CB?GK<FP 
8BEFGC >B 6E9@ CDB7D4@@4@, H4=?4@ < E9F96O@ D9EGDE4@ (>4> 9E?< 5O 6O 
D45BF4?< ;4 D45BK<@ >B@CPRF9DB@).  B:AB BEF46<FP CDB7D4@@O 
6OCB?ASFPES A4 D45BK9@ >B@CPRF9D9, 4 8B@4 6O69EF< A4 Q>D4A D45BK<= EFB? 
D45BK97B >B@CPRF9D4 < CDB8B?:<FP D45BFG E 6OCB?ASRM<@<ES 
CDB7D4@@4@<. 
 '84?9AAO= D45BK<= EFB? D45BF49F CB CDBFB>B?G RDP (4A7?. Remote Desktop 
Protocol, CDBFB>B? G84?TAAB7B D45BK97B EFB?4) 4 CDBFB>B? CD<>?48AB7B 
GDB6AS, <ECB?P;GRM<=ES 8?S B59EC9K9A<S G84?TAAB= D45BFO CB?P;B64F9?S E 
E9D69DB@, A4 >BFBDB@ ;4CGM9A E9D6<E F9D@<A4?PAOI CB8>?RK9A<=. �?<9AFO 
EGM9EF6GRF CD4>F<K9E>< 8?S 6E9I 69DE<= Windows (6>?RK4S Windows CE < 
Mobile), Linux, Free BSD, Mac OS X. #B-G@B?K4A<R <ECB?P;G9FES CBDF TCP 
3389. "H<J4?PAB9 A4;64A<9  4=>DBEBHF 8?S >?<9AFE>B7B CDB7D4@@AB7B 
B59EC9K9A<S - Remote Desktop Connection <?< Terminal Services Client (TSC), 
6 K4EFABEF<, >?<9AF 6 Windows XP/2003/vista A4;O649FES mstsc.exe. 
 
Virtual Network Computing (VNC) 
VNC E<EF9@4 G84?TAAB7B 8BEFGC4 > D45BK9@G EFB?G >B@CPRF9D4, 
<ECB?P;GRM4S CDBFB>B? RFB (Remote FrameBuffer). 'CD46?9A<9 
BEGM9EF6?S9FES CGFT@ C9D984K< A4:4F<= >?46<L A4 >?46<4FGD9 < 86<:9A<= 
@OL< E B8AB7B >B@CPRF9D4 A4 8DG7B= < D9FD4AE?SJ<< EB89D:<@B7B Q>D4A4 
K9D9; >B@CPRF9DAGR E9FP. 
 %<EF9@4 VNC C?4FHBD@B-A9;46<E<@4: VNC->?<9AF, A4;O649@O= VNC 
viewer, ;4CGM9AAO= A4 B8AB= BC9D4J<BAAB= E<EF9@9, @B:9F CB8>?RK4FPES > 
VNC-E9D69DG, D45BF4RM9@G ?R5B= 8DG7B= "%. %GM9EF6GRF D94?<;4J<< 
>?<9AFE>B= < E9D69DAB= K4EF< CD4>F<K9E>< 8?S 6E9I BC9D4J<BAAOI E<EF9@, 6 
FB@ K<E?9 < 8?S Java. � B8AB@G VNC-E9D69DG B8AB6D9@9AAB @B7GF 
CB8>?RK4FPES @AB:9EF69AAO9 >?<9AFO. !4<5B?99 CBCG?SDAO9 ECBEB5O 
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<ECB?P;B64A<S VNC 4 G84?TAA4S F9IA<K9E>4S CB889D:>4 < 8BEFGC > 
D45BK9@G >B@CPRF9DG <; 8B@4. 
VNC 5O?4 D4;D45BF4A4 >B@C4A<9= AT&T. "D<7<A4?PAO9 <EIB8AO9 >B8O 
8BEFGCAO A4 GE?B6<SI ?<J9A;<< GNU General Public License, >4> < @AB7<9 
64D<4AFO VNC, EGM9EF6GRM<9 A4 84AAO= @B@9AF. 
VNC EBEFB<F <; 86GI K4EF9=: >?<9AF4 < E9D69D4. %9D69D 4 CDB7D4@@4, 
CD98BEF46?SRM4S 8BEFGC > Q>D4AG >B@CPRF9D4, A4 >BFBDB@ BA4 ;4CGM9A4. 
�?<9AF (<?< viewer) 4 CDB7D4@@4, CB?GK4RM4S <;B5D4:9A<9 Q>D4A4 E 
E9D69D4 < 6;4<@B89=EF6GRM4S E A<@. 
VNC 4 BK9AP CDBEFB= CDBFB>B?, BEAB64AAO= A4 7D4H<K9E><I CD<@<F<64I: 
«#B?B:<FP CDS@BG7B?PA<> C<>E9?PAOI 84AAOI A4 ;484AAGR >BBD8<A4F4@< 
CB;<J<R». %9D69D CBEO?49F A95B?PL<9 CDS@BG7B?PA<>< >?<9AFG. &4>4S 
EI9@4 6 E6B9= CD<@<F<6AB= HBD@9 CBFD95?S9F 5B?PLGR K4EFP CDBCGE>AB= 
6B;@B:ABEF< >4A4?4. �?S EA<:9A<S A47DG;>< A4 >4A4? <ECB?P;GRFES 
D4;?<KAO9 @9FB8O. %GM9EF6GRF D4;?<KAO9 >B8<DB6>< 4 @9FB8O 
BCD989?9A<S A4<5B?99 QHH9>F<6AB7B ECBEB54 C9D984K< QF<I 
CDS@BG7B?PA<>B6. #DBFB>B? VNC CB;6B?S9F >?<9AFG < E9D69DG 
«8B7B6BD<FPES» B FB@, >4>4S >B8<DB6>4 5G89F <ECB?P;B64A4. %4@O= CDBEFB= 
@9FB8 >B8<DB64A<S, CB889D:<649@O= 6E9@< >?<9AF4@< < E9D69D4@< 4 «raw 
encoding», CD< >BFBDB@ C<>E9?< C9D984RFES 6 CBDS8>9 E?964-A4CD46B, E69DIG-
6A<;, < CBE?9 C9D984K< C9D6BA4K4?PAB7B EBEFBSA<S Q>D4A4 C9D984RFES FB?P>B 
<;@9A<6L<9ES C<>E9?<. 1FBF @9FB8 D45BF49F BK9AP IBDBLB CD< 
A9;A4K<F9?PAOI <;@9A9A<SI <;B5D4:9A<S A4 Q>D4A9 (86<:9A<S G>4;4F9?S 
@OL< CB D45BK9@G EFB?G, A45BD F9>EF4 CB8 >GDEBDB@), AB ;47DG;>4 >4A4?4 
EF4AB6<FES BK9AP 6OEB>B= CD< B8AB6D9@9AAB@ <;@9A9A<S 5B?PLB7B 
>B?<K9EF64 C<>E9?9=, A4CD<@9D, CD< CDBE@BFD9 6<89B 6 CB?ABQ>D4AAB@ 
D9:<@9. 
 #B G@B?K4A<R VNC <ECB?P;G9F 8<4C4;BA CBDFB6 E 5900 8B 5906. �4:8O= 
CBDF CD98EF46?S9F EB5B= EBBF69FEF6GRM<= Q>D4A X-E9D69D4 (CBDFO E 5900 CB 
5906 4EEBJ<<DB64AO E Q>D4A4@< E :0 CB :6). Java->?<9AFO, 8BEFGCAO9 6B 
@AB7<I D94?<;4J<SI, <ECB?P;GRM<I 6EFDB9AAO= web-E9D69D 8?S QFB= J9?<, 
A4CD<@9D, 6 RealVNC, E6S;4AO E Q>D4A4@< F4><@ :9 B5D4;B@, AB A4 
8<4C4;BA9 CBDFB6 E 5800 8B 5806. #BDFO @B7GF 5OFP <;@9A9AO.  AB7<9 
>B@CPRF9DO CB8 GCD46?9A<9@ "% Windows @B7GF <ECB?P;B64FP ?<LP B8<A 
CBDF <;-;4 BFEGFEF6<S @AB7BCB?P;B64F9?PE><I E6B=EF6, CD<EGM<I UNIX-
E<EF9@4@ . �?S Windows-E<EF9@ Q>D4A CB G@B?K4A<R 4 :0, KFB EBBF69FEF6G9F 
CBDFG 5900. 
 %97B8AS EGM9EF6G9F 5B?PLB9 >B?<K9EF6B CDB7D4@@ G84?9AAB7B GCD46?9A<S 
D45BK<@ EFB?B@, BEAB64AAOI A4 VNC. #9D9K<E?<@ A9>BFBDO9 <; A<I: 
TightVNC, RealVNC, UltraVNC, TridiaVNC, Radmin  
 
�484A<9 1. 'EF4AB6<F9 A4 6<DFG4?PAO= >B@CPRF9D CDB7D4@@G 
UltraVNC. 
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� ;484A<< <ECB?P;G9FES �  VM-1.  
�4CGEF<F9 6<DFG4?PAGR @4L<AG VM-1 < ;47DG;<F9 "% Windows XP.  
#B87BFB6PF9 VM-1 8?S G84?9AAB7B GCD46?9A<S:  
C9D9>?RK<F9EP 6 VM-1;  
D4;D9L<F9 G84?9AAO9 CB8>?RK9A<S > >B@CPRF9DG:  
BF>DB=F9 8<4?B7B6B9 B>AB %6B=EF64 E<EF9@O (#GE>/#4A9?P 
GCD46?9A<S/%<EF9@4);  
4>F<6<;<DG=F9 6>?48>G '84?9AAO9 E94AEO;  
GEF4AB6<F9 H?4:B> $4;D9L<FP G84?9AAO= 8BEFGC > QFB@G >B@CPRF9DG;  
8B546PF9 CB?P;B64F9?S, >BFBDB@G D4;D9L9AB G84?9AAB9 CB8>?RK9A<9:  
BF>DB=F9 8<4?B7B6B9 B>AB 8B546?9A<S CB?P;B64F9?9= >ABC>B= �O5D4FP 
G84?9AAOI CB?P;B64F9?9=;  
M9?>A<F9 CB >ABC>9 �B546<FP;  
6698<F9 <@S CB?P;B64F9?S - 48@<A<EFD4FBD;  
CB8F69D8<F9 6O5BD >ABC>B= "�;  
;4>DB=F9 8<4?B7B6B9 B>AB 8B546?9A<S CB?P;B64F9?9= >ABC>B= "�;  
;4>DB=F9 B>AB %6B=EF64 E<EF9@O >ABC>B= "�;  
CB8>?RK<F9 > 6<DFG4?PAB@G >B@CPRF9DG B5D4; 8<E>4 CD-For-LAB.iso.  
#B8>?RK<F9EP > 6<DFG4?PAB@G >B@CPRF9DG E CB@BMPR '84?9AAB7B D45BK97B 
EFB?4:  
CB8>?RK<F9EP > 6<DFG4?PAB@G >B@CPRF9DG VM-1 E CB@BMPR G84?9AAB7B 
D45BK97B EFB?4:  
;4CGEF<F9 CD<?B:9A<9 G84?9AAB7B D45BK97B EFB?4 
(#GE>/#DB7D4@@O/%F4A84DFAO9/%6S;P/#B8>?RK9A<9 > G84?9AAB@G D45BK9@G 
EFB?G);  
6698<F9 6 CB?9 �B@CPRF9D - <<@S G84?9AAB7B >B@CPRF9D4> (A4CD<@9D, VM-
1);  

 
$<E.1. ">AB CB8>?RK9A<S > G84?9AAB@G D45BK9@G EFB?G 

1. !4EFDB=F9 CB8>?RK9A<9 K9D9; @98?9AAO= >4A4? E6S;<:  
2. "FB5D4;<F9 C4D4@9FDO #B8>?RK9A<S > G84?9AAB@G D45BK9@G EFB?G 
>ABC>B= #4D4@9FDO;  

3. #9D9=8<F9 A4 6>?48>G �BCB?A<F9?PAB;  
4. �O59D<F9 6 D4E>DO64RM9@ES EC<E>9  B89@ (28,8 �5<F/E);  
5. �OCB?A<F9 CB8>?RK9A<9 >ABC>B= #B8>?RK<FP.  
6. 'EF4AB6<F9 CD<?B:9A<9 UltraVNC A4 6<DFG4?PAO= >B@CPRF9D:  
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7. #9D9=8<F9 6 >4F4?B7 E GEF4A46?<649@B= CDB7D4@@B=;  
8. �4CGEF<F9 CDBJ9EE GEF4AB6>< (UltraVNC-1.0.4-RC6-Setup.exe);  
9. ";A4>B@PF9EP E <AHBD@4J<9= GEF4AB6M<>4 < M9?>A<F9 Next;  
10. ";A4>B@PF9EP E ?<J9A;<BAAO@ EB7?4L9A<9@ < EB7?4E<F9EP E A<@ I 
accept the agreement < M9?>A<F9 Next;  

11. ";A4>B@PF9EP E <AHBD@4J<9= B 69DE<< GEF4A46?<649@B7B 
CDB7D4@@AB7B B59EC9K9A<S < M9?>A<F9 Next;  

12. '>4:<F9 >4F4?B7 GEF4AB6>< - C:\Program Files\UltraVNC < M9?>A<F9 
Next;  

13. '>4:<F9 F<C GEF4AB6>< 3 Full Installation < M9?>A<F9 Next;  
14. 6698<F9 <@S :9?49@B= C4C>< 6 @9AR #GE> (A4CD<@9D UltraVNC) < 
CB8F69D8<F9 >ABC>B= Next;  

15. %5DBEPF9 H?4:B> Download Vista addons files now (%>4K4FP 
8BCB?A<F9?PAO9 H4=?O 8?S Windows Vista) < M9?>A<F9 Next;  

16. %5DBEPF9 H?4:B> Download and Install the mirror driver (�47DG;<FP < 
GEF4AB6<FP 8D4=69D mirror) < M9?>A<F9 Next;  

17. �OCB?A<F9 8BCB?A<F9?PAO9 ;48K< CB GEF4AB6>9, GEF4AB6<F9 
E?98GRM<9 H?4:><:  

Register UltraVNC as a system Service (�4D97<EFD<DB64FP UltraVNC >4> 
E9D6<E);  
Start or restart UltraVNC service (�4CGEF<FP <?< BEF4AB6<FP E9D6<E UltraVNC);  
Create UltraVNC desktop icon (EB;84FP SD?O> A4 D45BK9@ EFB?9);  
Associate UltraVNC Viewr with the .vnc file extension (�EEBJ<<DB64FP 
UltraVNC Viewr E H4=?4@< .vnc);  

18. #B8F69D8<F9 <;@9A9A<S >ABC>B= Next;  
19. �A<J<4?<;<DG=F9 GEF4AB6>G >ABC>B= Install; 
20. A4 ;48A9@ HBA9 CBS6<FES 8<4?B7B6B9 B>AB E6B=EF6 E9D69D4 UltraVNC  
21. ";A4>B@PF9EP E CBE?9GEF4AB6BKAB= <AHBD@4J<9= < M9?>A<F9 Next;  
22. �469DL<F9 GEF4AB6>G >ABC>B= Finish.  

�OCB?A<F9 A4EFDB=>G UltraVNC:  
÷ ;484=F9 C4DB?P 6 CB?9 VNC Password - qwerasdf;  

÷ ;484=F9 89=EF6<9 CD< @AB:9EF69AAOI CB8>?RK9A<SI > E9D69DG 3 Keep 
existing connections (G89D:<64FP EGM9EF6GRM<9 EB98<A9A<S);  

÷ CB8F69D8<F9 <;@9A9A<S >ABC>B= "�.  
 
�484A<9 2. 'EF4AB6<F9 G84?9AAB A4 6<DFG4?PAO= >B@CPRF9D 5D4G;9D 
Opera.  
 
#B8>?RK<F9EP > 6<DFG4?PAB@G >B@CPRF9DG VM-1 E CB@BMPR UltraVNC 
Viewer:  

1. �4CGEF<F9 E 8<E>4 > ?45BD4FBDAO@ D45BF4@ UltraVNC Viewer 
(vncviewer.exe);  

2. �698<F9 6 CB?9 VNC Server - <<@S G84?9AAB7B >B@CPRF9D4> (VM-1);  
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3. 'EF4AB6<F9 D9:<@ CB8>?RK9A<S 8?S CDBE@BFD4 (H?4:B> View only);  
4. �>F<6<DG=F9 CB8>?RK9A<9 >ABC>B= Connect;  
5. �698<F9 C4DB?P 8?S CB8>?RK9A<S - qwerasdf;  
6. #9D9>?RK<F9EP <; D9:<@4 CDBE@BFD4 6 ABD@4?PAO= (>BAF9>EFAB9 @9AR 

B>A4 UltraVNC Viewer/View only);  
7. 'EF4AB6<F9 5D4G;9D Opera:  
8. #9D9=8<F9 6 >4F4?B7 E GEF4A46?<649@B= CDB7D4@@B=;  
9. �4CGEF<F9 CDBJ9EE GEF4AB6>< (Opera_9.24_International_Setup.exe);  
10. '>4:<F9 :9?49@O= S;O> GEF4AB6>< - $GEE><= ("�);  
11. �>F<6<;<DG=F9 CDBJ9EE GEF4AB6>< >ABC>B= 'EF4AB6<FP;  
12. ";A4>B@PF9EP E ?<J9A;<BAAO@ EB7?4L9A<9@ < EB7?4E<F9EP E A<@ 
>ABC>B= #D<A<@4R;  

13. '>4:<F9 F<C GEF4AB6>< 3 %F4A84DFA4S < M9?>A<F9 �4?99;  
14. 'EF4AB6<F9 CD<?B:9A<9 >ABC>B= 'EF4AB6<FP;  
15. �469DL<F9 CDBJ9EE GEF4AB6>< >ABC>B= �BFB6B.  
16. %B;84=F9 < EBID4A<F9 6 E6B9= 8B@4LA9= C4C>9 EA<@B> Q>D4A4 
6<DFG4?PAB7B >B@CPRF9D4 E ;4CGM9AAO@ 5D4G;9DB@ Opera. 



 

 

 
#$��&�+�%��3  $��"&� 75. 
!�%&$"��� ��%#$"�"�!"� %�&� WI-FI 
 
*9?P D45BFO:  !4GK<FPES A4EFD4<64FP 59ECDB6B8AGR E9FP 6 "% Windows 
7 < Windows XP 
 
�D4F><9 F9BD9F<K9E><9 E6989A<S<  
Wi-Fi 5O? EB;84A 6 1991 7B8G NCR Corporation/AT&T (6CBE?98EF6<< 4
 Lucent Technologies < Agere Systems) 6 !P<6979=A,!<89D?4A8O. #DB8G>FO, 
CD98A4;A4K46L<9ES <;A4K4?PAB 8?S E<EF9@ >4EEB6B7B B5E?G:<64A<S, 5O?< 
6O6989AO A4 DOAB> CB8 @4D>B= WaveLAN < B59EC9K<64?< E>BDBEFP C9D984K< 
84AAOI BF 1 8B 2  5<F/E. %B;84F9?P Wi-Fi 4 �<> )9=; A4IB8<?ES 6 >B@4A89, 
GK4EF6B646L9= 6 D4;D45BF>9 F4><I EF4A84DFB6, >4> IEEE 802.11b, IEEE 
802.11a < IEEE 802.11g. � 2003 7B8G �<> GLT? <; Agere Systems. Agere 
Systems A9 E@B7?4 >BA>GD<DB64FP A4 D46AOI 6 FS:T?OI DOABKAOI GE?B6<SI, 
A9E@BFDS A4 FB, KFB 9T CDB8G>J<S ;4A<@4?4 A<LG 89LT6OI Wi-Fi D9L9A<=. 
802.11abg all-in-one K<CE9F BF Agere (>B8B6B9 <@S: WARP) C?BIB CDB8464?ES, 
< Agere Systems D9L<?4 G=F< E DOA>4 Wi-Fi 6 >BAJ9 2004 7B84 
&9D@<A «Wi-Fi» <;A4K4?PAB 5O? CD<8G@4A >4> <7D4 E?B6 8?S CD<6?9K9A<S 
6A<@4A<S CBFD95<F9?S "A4@T>B@" A4 Hi-Fi (High Fidelity, 6OEB>4S FBKABEFP). 
!9E@BFDS A4 FB, KFB CBA4K4?G 6 A9>BFBDOI CD9EE-D9?<;4I WECA 
H<7GD<DB64?B E?B6BEBK9F4A<9 «Wireless Fidelity» («59ECDB6B8A4S FBKABEFP»), 
A4 84AAO= @B@9AF BF F4>B= HBD@G?<DB6>< BF>4;4?<EP, < F9D@<A «Wi-Fi» 
A<>4> A9 D4EL<HDB6O649FES 
+FB F4>B9 F9IAB?B7<S Wi-Fi? 
Wi-Fi - EB>D4M9A<9 BF 4A7?<=E>B7B Wireless Fidelity, B5B;A4K4RM99 EF4A84DF 
59ECDB6B8AB= (D48<B) E6S;<, >BFBDO= B5N98<AS9F A9E>B?P>B CDBFB>B?B6 < 
<@99F BH<J<4?PAB9 A4<@9AB64A<9 IEEE 802.11 (BF Institute of Electrical and 
Electronic Engineers - @9:8GA4DB8AB= BD74A<;4J<<, ;4A<@4RM9=ES 
D4;D45BF>B= EF4A84DFB6 6 B5?4EF< Q?9>FDBAAOI F9IAB?B7<=). %4@O@ 
<;69EFAO@ < D4ECDBEFD4A9AAO@ A4 E97B8ASLA<= 89AP S6?S9FES CDBFB>B? 
IEEE 802.11b (B5OKAB CB8 EB>D4M9A<9@ Wi-Fi CB8D4;G@964RF <@9AAB 97B), 
BCD989?SRM<= HGA>J<BA<DB64A<9 59ECDB6B8AOI E9F9=, 6 >BFBDOI 8?S 
C9D984K< 84AAOI <ECB?P;G9FES 8<4C4;BA K4EFBF BF 2,4 8B 2.4835 �<7479DJ4 < 
B59EC9K<649FES @4>E<@4?PA4S E>BDBEFP 11  5<F/E9>.  4>E<@4?PA4S 
84?PABEFP C9D984K< E<7A4?4 6 F4>B= E9F< EBEF46?S9F 100 @9FDB6, B8A4>B A4 
BF>DOFB= @9EFABEF< BA4 @B:9F 8BEF<74FP < 5B?PL<I ;A4K9A<= (8B 300-400 
@). 
#B@<@B 802.11b EGM9EF6GRF 9M9 59ECDB6B8AB= EF4A84DF 802.11a, 
<ECB?P;GRM<= K4EFBFG 5 ��J < B59EC9K<64RM<= @4>E<@4?PAGR E>BDBEFP 54 
 5<F/E, 4 F4>:9 802.11g, D45BF4RM<= A4 K4EFBF9 2,4 ��J < FB:9 
B59EC9K<64RM<= 54  5<F/E. "8A4>B, <;-;4 @9APL9= 84?PABEF<, ;A4K<F9?PAB 
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5B?PL9= 6OK<E?<F9?PAB= E?B:ABEF< 4?7BD<F@B6 < 6OEB>B7B 
QA9D7BCBFD95?9A<S QF< F9IAB?B7<< CB>4 A9 CB?GK<?< 5B?PLB7B 
D4ECDBEFD4A9A<S. �DB@9 FB7B, 6 84AAB9 6D9@S 6989FES D4;D45BF>4 EF4A84DF4 
802.11n, >BFBDO= 6 B5B;D<@B@ 5G8GM9@ E@B:9F B59EC9K<FP E>BDBEF< 8B 320 
 5<F/c. 
#D<AJ<C D45BFO Wi-Fi 
"5OKAB EI9@4 Wi-Fi E9F< EB89D:<F A9 @9A99 B8AB= FBK>< 8BEFGC4 < A9 @9A99 
B8AB7B >?<9AF4. &4>:9 6B;@B:AB CB8>?RK9A<9 86GI >?<9AFB6 6 
D9:<@9 FBK>4-FBK>4 (Ad-hoc), >B784 FBK>4 8BEFGC4 A9 <ECB?P;G9FES, 4 
>?<9AFO EB98<ASRFES CBED98EF6B@ E9F96OI 484CF9DB6 «A4CDS@GR». &BK>4 
8BEFGC4 C9D984TF E6B= <89AF<H<>4FBD E9F< (SSID) E CB@BMPR EC9J<4?PAOI 
E<7A4?PAOI C4>9FB6 A4 E>BDBEF< 0,1  5<F/E >4:8O9 100 @E. #BQFB@G 0,1 
 5<F/E 4 A4<@9APL4S E>BDBEFP C9D984K< 84AAOI 8?S Wi-Fi. �A4S SSID E9F<, 
>?<9AF @B:9F 6OSEA<FP, 6B;@B:AB ?< CB8>?RK9A<9 > 84AAB= FBK>9 8BEFGC4. 
#D< CBC484A<< 6 ;BAG 89=EF6<S 86GI FBK9> 8BEFGC4 E <89AF<KAO@< SSID 
CD<T@A<> @B:9F 6O5<D4FP @9:8G A<@< A4 BEAB64A<< 84AAOI B5 GDB6A9 
E<7A4?4. %F4A84DF Wi-Fi 84TF >?<9AFG CB?AGR E6B5B8G CD< 6O5BD9 >D<F9D<96 
8?S EB98<A9A<S.#B8B5AB FD48<J<BAAO@ CDB6B8AO@ F9IAB?B7<S@, Wi-Fi 
B59EC9K<649F 8BEFGC > E9D69D4@, ID4ASM<@ 54;O 84AAOI <?< CDB7D4@@AO9 
CD<?B:9A<S, CB;6B?S9F 6O=F< 6 �AF9DA9F, D4EC9K4FO64FP H4=?O < F. 8. !B 
CD< QFB@ >B@CPRF9D, E >BFBDB7B EK<FO649FES <AHBD@4J<S, A9 AG:AB 
CB8>?RK4FP > >B@CPRF9DAB= DB;9F>9. 
&4><@ B5D4;B@, Wi-Fi-F9IAB?B7<S CB;6B?S9F D9L<FP FD< 64:AOI ;484K<: 

1. GCDBEF<FP B5M9A<9 E @B5<?PAO@ >B@CPRF9DB@; 
2. B59EC9K<FP >B@HBDFAO9 GE?B6<S 8?S D45BFO 89?B6O@ C4DFA9D4@, 
CD<L98L<@ 6 BH<E EB E6B<@ ABGF5G>B@, 
3. EB;84FP ?B>4?PAGR E9FP 6 CB@9M9A<SI, 789 CDB>?48>4 >459?S 
A96B;@B:A4 <?< KD9;@9DAB 8BDB74 

#D9<@GM9EF64 F9IAB?B7<< Wi-Fi 
� BEAB6AO@ CD9<@GM9EF64 Wi-Fi EFB<F BF@9F<FP: 

÷ #B;6B?S9F D4;69DAGFP E9FP 59; CDB>?48>< >459?S, KFB @B:9F 
G@9APL<FP EFB<@BEFP D4;6TDFO64A<S </<?< D4EL<D9A<S E9F<.  9EF4, 
789 A9?P;S CDB?B:<FP >459?P, A4CD<@9D, 6A9 CB@9M9A<= < 6 ;84A<SI, 
<@9RM<I <EFBD<K9E>GR J9AABEFP, @B7GF B5E?G:<64FPES 
59ECDB6B8AO@< E9FS@<. 
÷ #B;6B?S9F <@9FP 8BEFGC > E9F< @B5<?PAO@ GEFDB=EF64@. 
÷ Wi-Fi GEFDB=EF64 L<DB>B D4ECDBEFD4A9AO A4 DOA>9. 
�4D4AF<DG9FES EB6@9EF<@BEFP B5BDG8B64A<S 5?47B84DS B5S;4F9?PAB= 
E9DF<H<>4J<< B5BDG8B64A<S E ?B7BF<CB@ Wi-Fi. 

÷ �;?GK9A<9 BF Wi-Fi GEFDB=EF6 6 @B@9AF C9D984K< 84AAOI A4 864 
CBDS8>4 (6 100 D4;) @9APL9, K9@ G EBFB6B7B F9?9HBA4. 

!9@4?B64:AB < FB, KFB B5E?G:<64A<9 Wi-Fi-c9F< CD<@9DAB A4 75% 89L96?9 
B5E?G:<64A<S E9F< B5OKAB=(<@99FES 66<8G Wi-Fi 6 >DGCAOI >B@C4A<SI) . 
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!98BEF4F>< F9IAB?B7<< Wi-Fi 
� BEAB6AO@ A98BEF4F>4@ Wi-Fi @B:AB BFA9EF<: 
÷ � 8<4C4;BA9 2.4 GHz D45BF49F @AB:9EF6B GEFDB=EF6, F4><I >4> 

GEFDB=EF64, CB889D:<64RM<9 Bluetooth, < 8D., < 84:9 @<>DB6B?AB6O9 C9K<, 
KFB GIG8L49FQ?9>FDB@47A<FAGR EB6@9EF<@BEFP. 
÷ +4EFBFAO= 8<4C4;BA < Q>EC?G4F4J<BAAO9 B7D4A<K9A<S 6 D4;?<KAOI 

EFD4A4I A9B8<A4>B6O. �B @AB7<I 96DBC9=E><I EFD4A4I D4;D9L9AO 864 
8BCB?A<F9?PAOI >4A4?4, >BFBDO9 ;4CD9M9AO 6 %,�; � 3CBA<< 9EFP 9MT 
B8<A >4A4? 6 69DIA9= K4EF< 8<4C4;BA4, 4 8DG7<9 EFD4AO, A4CD<@9D �EC4A<S, 
;4CD9M4RF <ECB?P;B64A<9 A<;>BK4EFBFAOI >4A4?B6. �B?99 FB7B, A9>BFBDO9 
EFD4AO, A4CD<@9D $BEE<S, �9?4DGEP < �F4?<S, FD95GRF D97<EFD4J<< 6E9I 
E9F9= Wi-Fi, D45BF4RM<I 6A9 CB@9M9A<=, <?< FD95GRF D97<EFD4J<< Wi-Fi-
BC9D4FBD4. 
÷ �4> 5O?B GCB@SAGFB 6OL9 4 6 $BEE<< FBK>< 59ECDB6B8AB7B 8BEFGC4, 4 

F4>:9 484CF9DO Wi-Fi E 1�� , CD96OL4RM9= 100 @�F (20 8�@), CB8?9:4F 
B5S;4F9?PAB= D97<EFD4J<<. 
÷ %F4A84DF L<HDB64A<S WEP @B:9F 5OFP BFABE<F9?PAB ?97>B 

6;?B@4A[7] 84:9 CD< CD46<?PAB= >BAH<7GD4J<< (<;-;4 E?45B= EFB=>BEF< 
4?7BD<F@4). !9E@BFDS A4 FB, KFB AB6O9 GEFDB=EF64 CB889D:<64RF 5B?99 
EB69DL9AAO= CDBFB>B? L<HDB64A<S 84AAOI WPA < WPA2, @AB7<9 EF4DO9 
FBK>< 8BEFGC4 A9 CB889D:<64RF 97B < FD95GRF ;4@9AO. #D<ASF<9 
EF4A84DF4 IEEE 802.11i (WPA2) 6 <RA92004 7B84 E89?4?B 8BEFGCAB= 5B?99 
59;BC4EAGR EI9@G, >BFBD4S 8BEFGCA4 6 AB6B@ B5BDG8B64A<<. "59 EI9@O 
FD95GRF 5B?99 EFB=><= C4DB?P, K9@ F9, >BFBDO9 B5OKAB A4;A4K4RFES 
CB?P;B64F9?S@<.  AB7<9 BD74A<;4J<< <ECB?P;GRF 8BCB?A<F9?PAB9 
L<HDB64A<9 (A4CD<@9D, VPN) 8?S ;4M<FO BF 6FBD:9A<S. !4 84AAO= @B@9AF 
BEAB6AO@ @9FB8B@ 6;?B@4 WPA2 S6?S9FES CB85BD C4DB?S, CBQFB@G 
D9>B@9A8G9FES <ECB?P;B64FP E?B:AO9 J<HDB5G>69AAO9 C4DB?< 8?S FB7B, 
KFB5O @4>E<@4?PAB GE?B:A<FP ;484KG CB85BD4 C4DB?S. 
÷ � D9:<@9 ad-hoc EF4A84DF CD98C<EO649F ?<LP D94?<;B64FP E>BDBEFP 11 

 5<F/E9> (802.11b). ,<HDB64A<9 WPA(2) A98BEFGCAB, FB?P>B 6;?B@4AAO= 
WEP. 
 
�484A<S 8?S CD4>F<K9E>B7B ;4ASF<S: 
#D<@9D 1. �97>4S (CB?G46FB@4F<K9E>4S) A4EFDB=>4 59ECDB6B8AB7B 
@4DLDGF<;4FBD4 TL-WR1043ND 
 O CB8>?RK<@ > WI-FI @4DLDGF<;4FBD TP-LINK, FBKA99 3 @B89?P TL-
WR1043ND (D<E.1-3). 1FB EB6D9@9AAB9 GEFDB=EF6B, G >BFBDB7B @4>E<@4?PA4S 
E>BDBEFP 59ECDB6B8AB7B EB98<A9A<S: 300  5<F/E9>, 4 E>BDBEFP CBDFB6 1000 
 5<F/E9>. 
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$<E. 1. Wi-Fi-FBK>4 8BEFGC4 (DBGF9D) TL-WR1043ND 

 
$<E. 2. #9D98ASS C4A9?P 59ECDB6B8AB7B @4DLDGF<;4FBD4 TL-WR1043ND 

 
%69FB8<B8AO9 <A8<>4FBDO < >ABC>4-<A8<>4FBD QSS (5OEFD4S A4EFDB=>4 
C4D4@9FDB6 59;BC4EABEF<): 
1. PWR 3 C<F4A<9. �A8<>4FBD 6O>? - C<F4A<9 BF>?RK9AB, 6>? - C<F4A<9 
6>?RK9AB. 
2. SYS 3 E<EF9@4. �>?. - ;47DG;>4 <EIB8AOI C4D4@9FDB6 <?< E<EF9@A4S 
BL<5>4.  <749F - GEFDB=EF6B D45BF49F 6 ABD@4?PAB@ D9:<@9. �O>?. - 
E<EF9@A4S BL<5>4. 
3. WLAN 3 59ECDB6B8A4S E9FP. �O>?. - HGA>J<S 59ECDB6B8AB= C9D984K< 
84AAOI BF>?RK9A4.  <749F - HGA>J<S 59ECDB6B8AB= C9D984K< 84AAOI 
6>?RK9A4. 
4. WAN (�AF9DA9F), LAN (�B>4?PA4S E9FP) 1-4. �O>?. - G CBDF4 A9F 
CB8>?RK9AAOI GEFDB=EF6. �>?. - > CBDFG CB8>?RK9AB GEFDB=EF6B, AB BAB 
A94>F<6AB.  <749F - > CBDFG CB8>?RK9AB GEFDB=EF6B < BAB 4>F<6AB. 
5. QSS - 5OEFD4S A4EFDB=>4 C4D4@9FDB6 59;BC4EABEF<.  98?9AAB @<749F - 
59ECDB6B8AB9 GEFDB=EF6B CDB<;6B8<F CB8>?RK9A<9 > E9F< K9D9; HGA>J<R 
QSS. 1FBF CDBJ9EE ;4A<@49F CD<@9DAB 869 @<AGFO. �>?. - 59ECDB6B8AB9 
GEFDB=EF6B 5O?B GEC9LAB CB8>?RK9AB > E9F< CBED98EF6B@ HGA>J<< QSS. 
�OEFDB @<749F - A9 G84?BEP CB8>?RK<FP 59ECDB6B8AB9 GEFDB=EF6B > E9F< 
CBED98EF6B@ HGA>J<< QSS. 
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$<E. 3. �48ASS C4A9?P 59ECDB6B8AB7B @4DLDGF<;4FBD4 TL-WR1043ND 
!4 ;48A9= C4A9?< D4ECB?B:9AO E?98GRM<9 Q?9@9AFO: 
1. POWER - D4;N9@ 8?S CB8>?RK9A<S C<F4A<S BF 484CF9D4 C<F4A<S, 
6IB8SM97B 6 >B@C?9>F CBEF46>< 59ECDB6B8AB7B @4DLDGF<;4FBD4 TL-
WR1043ND 
2. RESET 3 >ABC>4 E5DBE4 >BAH<7GD4J<< DBGF9D4 8?S 97B 6B;6D4F4 > 
;46B8E><@ A4EFDB=>4@. #D< CB@BM< <7B?>< A4:@<F9 < G89D:<64=F9 >ABC>G 
Reset 5 E9>GA8, ;4F9@ CB8B:8<F9, CB>4 @4DLDGF<;4FBD 6OCB?A<F 
C9D9;47DG;>G. 
3. USB - D4;N9@ 8?S CB8>?RK9A<S GEFDB=EF64 ID4A9A<S 84AAOI <?<, 
A4CD<@9D, CD<AF9D4. 
4. WAN E<ASS DB;9F>4 RJ-45 8?S CB8>?RK9A<S DSL/>459?PAB7B @B89@4 
<?< E9F< �AF9DA9F (CBDF 8?S CB8>?RK9A<S %9F< BF CDB64=89D4). 
5. �AF9AA4 Wi-Fi K9DAB7B J69F4 E?G:<F 8?S 59ECDB6B8AB7B CB?GK9A<S < 
C9D984K< 84AAOI. 
6. 1,2,3,4 (LAN) 3 DB;9F>< RJ-45 :9?FB7B J69F4 8?S CB8>?RK9A<S 
@4DLDGF<;4FBD4 > >B@CPRF9D4@ ?B>4?PAB= E9F<. 
�F4>, A4L 59ECDB6B8AO= DBGF9D CB8>?RK9A > Q?9>FDBE9F<, BF A97B <89F 6<F4S 
C4D4 A4 EF4J<BA4DAO= #� (C4FK>BD8 6IB8<F 6 >B@C?9>F CBEF46><), 4 Wi-Fi 
@O 5G89@ <ECB?P;B64FP, KFB5O CB8>?RK<FP ABGF5G>. !4EFDB=>G DBGF9D4 
@B:AB CDB<;6B8<FP >4> A4 EF4J<BA4DAB@ #� (89E>FBC9), F4> < EB EFBDBAO 
ABGF5G>4. �?< F4@, <?< F4@ AG:AB 6OCB?A<FP >B@4A8G #4A9?P 'CD46?9A<S 
3 *9AFD GCD46?9A<S E9FS@< < B5M<@ 8BEFGCB@ 3 !4EFDB=>4 AB6B7B 
CB8>?RK9A<S <?< E9F< - %B;84A<9 < A4EFDB=>4 AB6B= E9F< ( D<E. 4). 
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$<E. 4. ">AB 'EF4AB6>4 CB8>?RK9A<S <?< E9F< 

 
!4:<@49@ A4 >ABC>G �4?99, 6<8<@ A4L9 59ECDB6B8AB9 GEFDB=EF6B ( D<E. 5). 

 
$<E. 5. "5A4DG:9A<9 FBK>< 8BEFGC4 CDBL?B ABD@4?PAB 

%?98GRM<@ QF4CB@ A9B5IB8<@B 69EF< PIN->B8 E QF<>9F>< A4 
@4DLDGF<;4FBD9 ( D<E. 6 < D<E. 7). 
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$<E. 6. !4 QF<>9F>9 @4DLDGF<;4FBD4 K<F49@ PIN->B8 

 

 
$<E. 7. �6B8<@ PIN->B8 6 B>AB !4EFDB=>4 E9F< 

#BE?9 A4:4F<S A4 >ABC>G �4?99 E?98G9F EB7?4E<FPES E D9>B@9A8G9@O@< 
A4EFDB=>4@< FBK>< 8BEFGC4 <?< ;484FP E6B< (<@S 59ECDB6B8AB= E9F<, C4DB?P 
8?S 8BEFGC4 > E9F<, GDB69AP 59;BC4EABEF< < F<C L<HDB64A<S) 3 D<E. 8. 
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$<E. 8. �6B8<@ <@S E9F< (97B CD<8G@O649@ E4@<) 

 
#BE?9 A4:4F<S >ABC>< �4?99 CDB<;B=89F A4EFDB=>4 FBK>< 8BEFGC4 
(59ECDB6B8AB7B @4DLDGF<;4FBD4), 79A9D4J<S >?RK4 59;BC4EABEF< < 
CB8>?RK9A<9 A4L97B ABGF5G>4 > 59ECDB6B8AB= E9F< ( D<E. 9 < D<E. 10). 

 
$<E. 9. %B;84A<9 >?RK4 59;BC4EABEF< 
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$<E. 10. �9ECDB6B8AB9 EB98<A9A<9 CB8>?RK9AB 

#D<@9K4A<9 
 B89?P TL-WR1043ND <@99F >ABC>G 5OEFDB= A4EFDB=>< ;4M<FO (QSS) 8?S 
46FB@4F<K9E>B= C9D984K< >?RK4 L<HDB64A<S >?<9AFE>B@G GEFDB=EF6G E 
F4>B= :9 HGA>J<9=. #BQFB@G, CD< CB8>?RK9A<< > A4L9= 59ECDB6B8AB= E9F< 
AB6B7B >B@CPRF9D4 CB8 GCD46?9A<9@ Windows 7 (<I @B:9F 5OFP 8B 20 LF.), 
@B:AB A9 66B8<FP >?RK 59;BC4EABEF<, 4 CDBEFB A4:4FP A4 QFG >ABC>G A4 
@4DLDGF<;4FBD9. #B8>?RK9A<9 > 59ECDB6B8AB= E9F< CDB<;B=89F 
46FB@4F<K9E>< ( D<E. 11). 

 
$<E. 11. ">AB 66B84 >?RK4 59;BC4EABEF< 
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#D<@9D 2. !4EFDB=>4 A4 D45BFG 6 �AF9DA9F Wi-Fi DBGF9D4 Net Gear 
JWNR2000 6 DGKAB@ D9:<@9 
 
� QFB= D45BF9 @O <;GK<@, >4> @B:AB E CB@BMPR Wi-Fi DBGF9D4 CB8>?RK<FP > 
�AF9DA9F 864 #�: EF4J<BA4DAO= < ABGF5G>. #BDFO < <A8<>4FBDO DBGF9D4 
CD<6989AO A4 D<E. 12. 

 
$<E. 12. "5B;A4K9A<9 CBDFB6 < <A><>4FBDB6 DBGF9D4 Net Gear JWNR2000 
 
)4D4>F9D<EF<>< QFB= @B89?< @4DLDGF<;4FBD4 8?S 6O89?9AAB= ?<A<< F4>B6O: 
ý +4EFBF4 - 2,4 �7J 
ý $9:<@O - Infrastructure, WDS-Bridge 

ý �ABC>< - Reset, WPS 
#D<@9K4A<9 
�ABC>4 WPS AG:A4 8?S GCDBM9A<9 CDBJ9EE4 A4EFDB=>< 59ECDB6B8AB= E9F<. 
!4:4F<9 WPS 46FB@4F<K9E>< B5B;A4K49F <@S E9F< < ;4849F L<HDB64A<9, 8?S 
;4M<FO BF A9E4A>J<BA<DB64AAB7B 8BEFGC4 6 E9FP, CD< QFB@ A9F 
A9B5IB8<@BEF< 6DGKAGR ;48464FP 6E9 C4D4@9FDO. 
1. �A8<>4FBDO - LAN, Power, WLAN, WPS 
2. #BDFO Fast Ethernet - 4 CBDF4 10/100  5<F/E9> 
3. #BDFO WAN - 1 CBDF RJ-45 
4. 'CD46?9A<9 - �95-<AF9DH9=E, GUI, SNMP 
5. Firewall - H<?PFD4J<S CB MAC-48D9EG, H<?PFD4J<S C4>9FB6, ;4M<F4 BF 
DoS-4F4> 
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6. #B889D:>4 EI9@ B59EC9K9A<S 59;BC4EABEF< 59ECDB6B8AB= C9D984K< 
WPA2-PSK; WPA-PSK; TKIP; AES; WEP->B8<DB64A<9 E 64- <?< 128-5<FAO@ 
>?RKB@ 
7. �4M<M9AAO9 VPN-CDBFB>B?O - PPTP, PPPoE 
8. #B?GK9A<9 IP-48D9E4 - Static IP, Dynamic IP 
9. QoS - #B889D:<649FES 
10. #B889D:>4 WMM (Wi-Fi Multimedia) - �EFP 
11. DMZ - #B889D:<649FES 
12. NAT - #B889D:<649FES 
13. DHCP-E9D69D - �EFP 
14.  4>E<@4?PA4S E>BDBEFP 59ECDB6B8AB= C9D984K< 84AAOI - 300  5<F/E9> 
15. %F4A84DFO 59ECDB6B8AB= E6S;< - IEEE 802.11n, IEEE 802.11g, IEEE 
802.11b 
,47 1 3 !4EFDB=>4 EF4J<BA4DAB7B #� 8?S "% Windows XP 
#B8>?RK49@ DBGF9D EB7?4EAB EI9@9 A4 D<E.13."> 

 
$<E. 13. %I9@4 CB8>?RK9A<S GEFDB=EF6 59ECDB6B8AB= E9F< > FBK>9 8BEFGC4 
�4?99 AG:AB A4EFDB<FP CDBFB>B? TCP/IP >4> A4 D<E. 14. 
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$<E. 14. !4EFDB=>4 CDBFB>B?4 �AF9DA9F 

�4F9@ 6698<F9 6 5D4G;9D9 192.168.1.1 < CB?GK<F9 E?98GRM99 B>AB ( D<E. 15). 
�6B8<@ ER84 �@S CB?P;B64F9?S < #4DB?P (BA< A4C<E4AO A4 QF<>9F>9 DBGF9D4 
3 E@. D<E. 6OL9"/>). 

 
$<E. 15. ">AB 6IB84 A4 E9D69D 192.168.1.1 

#BE?9 A4:4F<S A4 >ABC>G �IB8 BF>DB9FES B>AB "EAB6AO9 A4EFDB=><. � 
CDB7D4@@9 <@99FES  4EF9D GEF4AB6><, AB BA ;89EP A9 BK9AP IBDBL, CBQFB@G 
?GKL9 6BECB?P;B64FPES DGKAB= A4EFDB=>B= DBGF9D4 ( D<E. 16). 
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$<E. 16. 1F< 84AAO9 66B8<F9 6 EBBF69FEF6<< E 8B7B6BDB@ CDB64=89D4 
�AF9DA9F 
 
� 84AAB9 B>AB 66B8<@ IP-48D9E, IP-@4E>G CB8E9F< < IP-48D9E L?R;4 <; 
8B7B6BD4 E CDB64=89DB@. !4:<@49F A4 >ABC>G #D<@9A<FP 3 CBS6?S9FES 
8DG7B9 B>AB "EAB6AO9 A4EFDB=>< ( D<E. 17). 
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$<E. 17. ">AB BEAB6AO9 A4EFDB=>< 

�89EP 6 EBBF69FEF6<< E 8B7B6BDB@ CDB64=89D4 �AF9DA9F 66B8<@ �@S 
CB?P;B64F9?S < #4DB?P. � QFB@ B>A9 :9 B>A9 E?98G9F 6 EC<E>9 #BEF46M<> 
GE?G7 �AF9DA9F4 6O5D4FP CDBFB>B? PPPoE  ( D<E. 18). !4:<@49@ 
#D<@9A<FP. 

 
$<E. 18. �; CDBFB>B?B6 8BEFGC4 6O5<D49@ CDBFB>B? PPPoE 

 
#BE?9 B5AB6?9A<S C4D4@9FDB6 DBGF9D4 6 CB?9 %BID4A9A<9 A4=8<F9 
BCJ<R 'EF4AB6<FP C4DB?P < ;4@9A<F9 C4DB?P CB G@B?K4A<R, 
F.9. password A4 >4>B=-?<5B E6B=, A4CD<@9D, quthor. �4?99 A4EFDB=F9 
B>AB #4D4@9FDO 59ECDB6B8AB7B EB98<A9A<S 3 D<E. 19. 
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$<E. 19. ">AB #4D4@9FDO 59ECDB6B8AB7B EB98<A9A<S 

#D<@9K4A<9 
SSID 3 A4;64A<9 59ECDB6B8AB= E9F< 
(D4;4 3 C4DB?P ;89EP ;484A4 12345678, AB ?GKL9 669EF< KFB-?<5B 5B?99 
E?B:AB9. 
�?S ;4@9AO C4DB?S A459D<F9 192.168.1.1., 6698<F9 admin < quthor, 6O59D<F9 
>B@4A8G #4D4@9FDO 59ECDB6B8AB7B EB98<A9A<S< 6698<F9 AB6O= C4DB?P, 
A4CD<@9D, masha+vova=love 

 ,�� 2 3 �4AB@>9:4 Wi-Fi A9B8 =4 =>CB5C:9 8;O �% Windows 7 

!4EFDB<@ D45BFG Wi-Fi 484CF9D4 A4 ABGF5G>9, KFB5O BA E@B7 CB?GK<FP 
�AF9DA9F BF DBGF9D4 NetGear. �OCB?A<F9 A4 ABGF5G>9 >B@4A8G #4A9?P 
GCD46?9A<S-%9FP < �AF9DA9F-#B8>?RK9A<9 > E9F< ( D<E. 20). 
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$<E. 20. �9ECDB6B8AB9 E9F96B9 EB98<A9A<9 (DBGF9D) ABGF5G> B5A4DG:<? 
#BE?9 A4:4F<S A4 >ABC>G #B8>?RK9A<9 A9B5IB8<@B 669EF< HD4;G-C4DB?P 
>?RK4 59;BC4EABEF< (6 A4L9@ E?GK49 12345678 <?<, 9E?< 6O QFBF C4DB?P 
<;@9A<?<, FB masha+vova=love) < �AF9DA9F A4 ABGF5G> 5G89F CB8>?RK9A. 
�AF9DA9F ;4CGE>49FES K9D9; ?R5B= 5D4G;9D >4> CD< 6>?RK9AAB@ 
EF4J<BA4DAB@ #�, F4> < 59; BAB7B. �<LP 5O DBGF9D 5O? 6>?RK9A. 
�BAFDB?PAO9 6BCDBEO: 

1. �4><9 F<CO Wi-fi 6O ;A49F9? 
2. !4;B6<F9 CD9<@GM9EF64 Wi-fi E9F9=. 
3. !4C<L<F9 A98BEF4F>< Wi-fi E9F9=. 
4. "C<L<F9 CD<AJ<C D45BFO Wi-fi. 

 



 

 

#$��&�+�%��3  $��"&� 76-7. 
��'+�!�� &�#"� %�$��$"�, �) !�%&$"��� � 
�"!(��'$�$"��!�� 
 
*9?P D45BFO: !4GK<FPES EB;8464FP DNS E9D69D, CDB<;6B8<FP 97B 
A4EFDB=>G < >BAH<7GD<DB64A<9 
 
�484A<S 8?S CD4>F<K9E>B7B ;4ASF<S: 
�O5BD 8?S E9D69D4 DB?< DNS E9D69D4 
DNS (Domain Name System 4 E<EF9@4 8B@9AAOI <@TA) 4 >B@CPRF9DA4S 
E<EF9@4 8?S CB?GK9A<S IP-48D9E4 CB <@9A< IBEF4 < B5D4FAB. 
!4;A4K<@ A4L9@G E9D69DG DB?P DNS E9D69D4 ( D<E. 1). 

 
$<E. 1.  4EF9D A4EFDB=>< E9D69D4-DNS E9D69D 

�4?99 CBS6<FPES CD98?B:9A<9 <;@9A<FP 8<A4@<K9E><= IP 48D9E A4 
EF4F<K9E><= ( D<E. 2). 
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$<E. 2. �4849@ E9D69DG EF4F<K9E><= IP 48D9E 

�4?99 CBS6<FES  4EF9D A4EFDB=>< DNS E9D69D4 ( D<E. 3). 

 
$<E. 3. ">AB  4EF9D A4EFDB=>< DNS E9D69D4 

#BE>B?P>G E9FP G A4E A95B?PL4S, FB GEF4AB6<@ 69DIA<= C9D9>?RK4F9?P  
( D<E. 4). 



47 
 

47 

 
$<E. 4. %B;84A<9 ;BAO CDS@B7B CDBE@BFD4 

�BAG CDS@B7B CDBE@BFD4 A4;B69@ F4> :9, >4> < 8B@9A 3 domain.110. �4?99 
<EIB8<@ <; FB7B, KFB G A4E FB?P>B B8<A DNS E9D69D, 5B?PL9 C9D9EO?4FP 
;4CDBEO A9>B@G ( D<E. 49.5). 

 
$<E. 5. �>F<6<DG9@ A<:A<= C9D9>?RK4F9?P 

!4EFDB=>4 E9D69D4 ;469DL9A4 ( D<E. 6). 
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$<E. 6. %9D69D CB?GK<? DB?P DNS E9D69D4 

�OCB?A<6 >B@4A8G, #GE>-�E9 CDB7D4@@O-�8@<A<EFD<DB64A<9 @O 
G6<8<@, KFB CBS6<?4EP AB64S BEA4EF>4 ( D<E.7). 

 
$<E. 7. !4 D<EGA>9 AB64S BEA4EF>4 BF@9K9A4 >D4EAO@ 

 
"F>DB9@ 99 ( D<E. 8). �89EP 6 ;BA9 CDS@B7B CDBE@BFD4 6O @B:9F9 G6<89FP 
EBBF69FEF6<9 <@9A< E9D69D4 srv-2003 97B IP 48D9EG 192.168.0.1. 
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$<E. 8. !4 D<EGA>9 BF>DOF4 ;BA4 CDS@B7B CDBE@BFD4 

 
%B;84A<9 ;BAO B5D4FAB7B CDBE@BFD4 
-9?>A<F9 A4 EFDBK>G �BA4 B5D4FAB7B CDBE@BFD4 < 6O59D<F9 
>B@4A8G %B;84FP AB6GR ;BAG ( D<E. 9). 

 
$<E. 9. ">AB @4EF9D4 EB;84A<S AB6B= ;BAO 

�4?99 GEF4A46?<649@ 69DIA<= C9D9>?RK4F9?P - D<E. 12. 
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$<E. 10. 'EF4A46?<649@ C9D9>?RK4F9?P "EAB6A4S ;BA4 

#D<@9K4A<9 
"EAB6A4S ;BA4 GEF4A46?<649FES A4 BEAB6AB= E9D69D (BA4 - 7?46A4S).  
�BCB?A<F9?PA4S ;BA4 A9B5IB8<@4 8?S D9;9D6<DB64A<S < D4;7DG;>< 
BEAB6AB7B E9D69D4. �E?< ;47DG;>4 C9D6B7B DNS E9D69D4 69?<>4 (<?< BA 
BF>?RK<?ES), FB K4EFP ;4CDBEB6 @B:AB BFCD46<FP A4 6FBDB=, 4?PF9DA4F<6AO= 
DNS < BF>4;BGEFB=K<6BEFP E<EF9@O CB6OL49FES ( D<E. 11). �BA4 - ;47?GL>4 
EB89D:<F IP 48D9E E9D69D4, >BFBDO= @B:9F B5E?G:<FP ;4CDBE. 
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$<E. 11. #D<@9D <ECB?P;B64A<S 4?PF9DA4F<6AB7B DNS E9D69D4 

!4L4 E9FP 192.168.0.1 BFABE<FES > >?4EEG E9F9= %, CBQFB@G ;A4K9A<9 
192.168.0 @O @9ASFP A9 @B:9@ - QFB < 9EFP >B8 E9F< (ID) 3D<E. 12. 

 
 

$<E. 12. �4849@ >B8 E9F< 
�BA4 B5D4FAB7B CDBE@BFD4 EB;84A4. #BE?9 CB8>?RK9A<S C9D6B7B #� ;89EP 
CBS6<FES EBBF69FEF6<9 IP 48D9E4 #� 97B <@9A<. 
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�4C<E< D9EGDEB6 DNS 
�ES DNS EBEFB<F <; QF<I RR ;4C<E9=, CB >BFBDO@ CB?P;B64F9?P @B:9F <E>4FP 
D9EGDEO 6 E9F<. �4CGEF<@ >BAEB?P GCD46?9A<S DNS < ;4=89@ 6 ;BAG CDS@B7B 
CDBE@BFD4 ( D<E. 13). 

 
$<E. 13. �BAO CDS@B7B CDBE@BFD4 

 
�OCB?A<@ 86B=AB= M9?KB> A4 EFDBK>9 !4K4?PA4S ;4C<EP ;BAO ( D<E. 14). � 
84AAB@ B>A9 A4<5B?99 <AF9D9EAO= C4D4@9FD%DB> :<;A< (TTL). 
#D98CB?B:<@, KFB >B@CPRF9D E <@9A9@ #�-1 < IP 48D9EB@ 192.168.0.1 IBK9F 
EB98<A<FPES E <@9A9@ #�-2 < IP 48D9EB@ 192.168.0.2. "A 6O849F ;4CDBE A4 
DNS E9D69D < FBF EBB5M49F, KFB E >B@CPRF9D E <@9A9@ #�-2 <@99F IP 48D9E 
192.168.0.2. 1F4 ;4C<EP >QL<DG9FES (CB@9M49FES 6 C4@SFP) A4 %DB> :<;A< 
(TTL). #B8B5AO= CB8IB8 > ;4CDBE4@ EA<:49F A47DG;>G A4 DNS E9D69D. 
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$<E. 14. �>?48>4 !4K4?PA4S ;4C<EP ;BAO 

&9C9DP 6OCB?A<@ 86B=AB= M9?KB> A4 EFDBK>9 %9D69D <@9A ( D<E. 15). ' A4E 
DNS E9D69D B8<A, CBQFB@G ;4C<EP ;89EP B8A4. !B, ;89EP ;4C<E9= @B:9F 5OFP 
EFB?P>B, E>B?P>B <@99FES DNS E9D69DB6. 

 
$<E. 15. �>?48>4 %9D69DO <@9A 
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�OCB?A<@ 86B=AB= M9?KB> A4 EFDBK>9 ';9? � ( D<E. 16). 1F4 ;4C<EP 
GEF4A46?<649F CDS@B9 EBBF69FEF6<9 @9:8G <@9A9@ #� < 97B IP 48D9EB@. 

 
$<E. 16. �>?48>4 ';9? � 

&9C9DP <;GK<@ ;4C<E< ;BAO B5D4FAB7B CDBE@BFD4. #BE?9 C9D9;47DG;>< #� 
;89EP 5G89F FD< ;4C<E< ( D<E. 17). 

 
$<E. 17. �4C<E< ;BAO B5D4FAB7B CDBE@BFD4 

�6B=AO@ M9?K>B@ @OL< ;4=89@ 6 '>4;4F9?P (PTR) 3 D<E. 18. �4> 6<8<@, 
<@9AAB ;89EP ;4849FES B5D4FAB9 EBBF69FEF6<9 IP 48D9E4 < <@9A< #�. 
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$<E. 18. �>?48>4 '>4;4F9?P (PTR) 

#DB69D>4 D45BFO ;BA CDS@B7B < B5D4FAB7B CDBE@BFD4 
�4?99 6O;B69@ >B@4A8AGR EFDB>G < CDBC<A7G9@ A4L E9D69D ( D<E. 19). 
�<8<@, KFB ;BA4 CDS@B7B CDBE@BFD4 D45BF49F ABD@4?PAB < <@9A< SRV-2003 
EF46<FES 6 EBBF69FEF6<9 IP 48D9E 192.168.0.1. 

 
$<E. 19. ">AB �B@4A8A4S EFDB>4 

�E?< CDBC<A7B64FP A9 <@S, 4 IP 48D9E < <ECB?P;B64FP >?RK "-a", FB G6<8<@, 
KFB ;BA4 B5D4FAB7B CDBE@BFD4 F4>:9 D45BF49F IBDBLB (D<E. 20). "5@9A 
84AAO@< <89F ABD@4?PAB. 
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$<E. 20. �BA4 B5D4FAB7B CDBE@BFD4 D45BF49F IBDBLB 

 
#$��&�+�%��3  $��"&� 78. 
$��"&� % %�$��$� � HTTP � FTP 
             
*9?P D45BFO: A4GK<FPES GEF4A46?<64FP < CDBE@4FD<64FP Active Directory, 
A4GK<FES CB8>?RK4FP >B@CPRF9DO > 8B@9AG. 
 
"EAB6AO9 E6989A<S 
!5D65D - 6 ?B>4?PAOI 6OK<E?<F9?PAOI E9FSI - EC9J<4?<;<DB64AA4S 1� , 
GCD46?SRM4S <ECB?P;B64A<9@ D4;89?S9@OI @9:8G F9D@<A4?4@< E9F< 
8BDB7BEFBSM<I D9EGDEB6 E<EF9@O.  
!5D65D (4A7?. server BF 4A7?. to serve 4 E?G:<FP) 4 6 <AHBD@4J<BAAOI 
F9IAB?B7<SI 4 CDB7D4@@AO= >B@CBA9AF 6OK<E?<F9?PAB= E<EF9@O, 
6OCB?ASRM<= E9D6<EAO9 HGA>J<< CB ;4CDBEG >?<9AF4, CD98BEF46?SS 9@G 
8BEFGC > BCD989?TAAO@ D9EGDE4@.  
!5D65D E9F< (Server) - QFB >B@CPRF9D, CB8>?RK9AAO= > E9F< < 
CD98BEF46?SRM<= CB?P;B64F9?S@ E9F< BCD989?9AAO9 GE?G7<, A4CD<@9D, 
ID4A9A<9 84AAOI B5M97B CB?P;B64A<S, C9K4FP ;484A<=, B5D45BF>4 ;4CDBE4 > 
%'��, G84?9AA4S B5D45BF>4 ;484A<= < F.8. %9D69D D45BF49F CB ;484A<S@ 
>?<9AFB6. #BE?9 6OCB?A9A<S ;484A<S E9D69D CBEO?49F CB?GK9AAO9 
D9;G?PF4FO >?<9AFG, <A<J<<DB646L9@G QFB ;484A<9.  
"5OKAB E6S;P @9:8G >?<9AFB@ < E9D69DB@ CB889D:<649FES CBED98EF6B@ 
C9D984K< EBB5M9A<=, < CD< QFB@ <ECB?P;G9FES BCD989?9AAO= CDBFB>B? 8?S 
>B8<DB64A<S ;4CDBEB6 >?<9AF4 < BF69FB6 E9D69D4. �<8O E9D69DB6: FTP; 
(4=?B6O=; Web; &9?9HBAAO=; &9D@<A4?PAO=; (4>E; %GC9DE9D69D < F.8.  
(4=?-E5D65DO CD98EF46?SRF EB5B= E9D69DO 8?S B59EC9K9A<S 8BEFGC4 > 
H4=?4@ A4 8<E>9 E9D69D4. #D9:89 6E97B QFB E9D69DO C9D984K< H4=?B6 CB 
;4>4;G, CB CDBFB>B?4@ FTP < HTTP. #DBFB>B? HTTP BD<9AF<DB64A A4 
C9D984KG F9>EFB6OI H4=?B6, AB E9D69DO @B7GF BF8464FP 6 >4K9EF69 
;4CDBL9AAOI H4=?B6 < CDB<;6B?PAO9 84AAO9, A4CD<@9D 8<A4@<K9E>< 
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EB;84AAO9 695-EFD4A<JO, >4DF<A><, @G;O>G < F. C. �DG7<9 E9D69DO CB;6B?SRF 
@BAF<DB64FP 8<E>B6O9 D4;89?O E9D69D4 6 8<E>B6B9 CDBEFD4AEF6B >?<9AF4 < C  
FTP-E5D65D - QFB CBASF<9, ;4 >BFBDO@ E>DO649FES B5OKAO= >B@CPRF9D. !B 
F4> >4> BA EB89D:<F B5M98BEFGCAO9 H4=?O < A4EFDB9A A4 CB889D:>G 
CDBFB>B?4 FTP, FB 97B A4;O64RF E9D69DB@ - CBEF46M<>B@ <AHBD@4J<<. FTP-

>?<9AF - QFB E9D6<EA4S CDB7D4@@4, E CB@BMPR >BFBDB= @B:AB CDB<;69EF< 
EB98<A9A<9 E FTP E9D69DB@. "5OKAB QF4 CDB7D4@@4 <@99F >B@4A8AGR 
EFDB>G, AB A9>BFBDO9 <@9RF B>BAAO= <AF9DH9=E < A9 FD95GRF ;4CB@<A4A<S 
>B@4A8. WEB-E9D69D A9B5IB8<@ 8?S B5E?G:<64A<S WEB-EFD4A<J 64L97B 
E4=F4  
�BEFGC > WEB-E9D69DG <@99F CSFP GDB6A9=:  

ý "5M98BEFGCAO= E 6B;@B:ABEFPR FB?P>B KF9A<S 6E9I URL ;4 
<E>?RK9A<9@ F9I, KFB CB@9M9AO 6 >4F4?B74I /private.  

ý �BEFGC EBFDG8A<>B6 BD74A<;4J<<, >BFBDB= CD<A48?9:<F E9D69D. 
�89EP F4>:9 8BCGEF<@B FB?P>B KF9A<9, AB 8BEFGCAO < E9>J<< >4F4?B74 
/private.  

ý $4;D45BFK<>< WEB-E9D69D4. �@9RF 6B;@B:ABEFP 
@B8<H<J<DB64FP EB89D:<@B9 E9D69D4, <AEF4??<DB64FP CGI-E>D<CFO, 
CD9DO64FP D45BFG E9D69D4.  
ý �8@<A<EFD4FBDO G;?4 (E9D69D4). �@9RF F9 :9 CD<6<?97<<, KFB < 
D4;D45BFK<><, AB @B7GF F4>:9 D9>BAH<7GD<DB64FP E9D69D < 
BCD989?SFP >4F97BD<R 8BEFGC4.  
ý %<EF9@AO9 48@<A<EFD4FBDO. �@9RF <89AF<KAO9 CD<6<?97<< E 
48@<A<EFD4FBD4@< E9D69D4.  

"EA4EF>4 Internet Information Service (IIS) B59EC9K<649F ED98EF64 
GCD46?9A<S E9D69DB@ 8?S >BAFDB?S A48 8BEFGCB@ < EB89D:<@O@ 695-G;?B6 < 
G;?B6 FTP. !4CD<@9D, D4;D45BFK<>4@ QFB ED98EF6B CB;6B?<F 6OCB?A<FP 
8BE>BA4?PAGR CDB69D>G D45BFO G;?4 C9D98 B>BAK4F9?PAB= ;47DG;>B= A4 
E9D69D <AFD4E9F< BD74A<;4J<< <?< �AF9DA9F4. "EA4EF>4 IIS <@99F 
E?98GRM<9 BEB59AABEF<:  
�BCB?A<F9?PAO9 C4D4@9FDO A4EFDB=>< E9D69D4, 6 K4EFABEF<, 8?S GCD46?9A<S 
G;?B@ FTP, A9;46<E<@B7B 6OCB?A9A<S CD<?B:9A<=, A4EFDB=>< F<CB6 MIME 
< A4;A4K9A<S 8BCB?A<F9?PAOI ED98EF6 B5D45BF>< EJ9A4D<96.  
 4EF9D EB;84A<S 6<DFG4?PAOI >4F4?B7B6.  
�B;@B:ABEFP GCD46?9A<S GEF4AB6>4@< Internet Information Services 6 E9F<.  
!4 E97B8ASLA<= 89AP EGM9EF6G9F B7DB@AB9 @AB:9EF6B CDB7D4@@AB7B 
B59EC9K9A<S 8?S D45BFO E CDBFB>B?B@ FTP CB8 6E9 BC9D4J<BAAO9 E<EF9@O. 
�E9 QFB @AB:9EF6B CDB7D4@@AB7B B59EC9K9A<S @B:AB D4;89?<FP A4 869 K4EF<: 
E9D69DAB9 �� < >?<9AFE>B9 ��.  
!5D65DAB5 �� E?G:<F 8?S EB;84A<S < GCD46?9A<S ftp-E9D69DB@.  
�?<5AFE>B5 �� <ECB?P;G9FES 8?S CDBE@BFD4 D9EGDEB6 A4 ftp-E9D69D9. 1FBF 
>?4EE CDB7D4@@ CD<;64A B59EC9K<FP >B@HBDFAGR D45BFG E G84?9AAO@< 
D9EGDE4@<.  
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%R84 BFABESFES F4><9 CDB7D4@@O >4>:  
÷ ftp.exe 3 EF4A84DFAB9 CD<?B:9A<9 Windows;  
÷ FileZilla 3 @BMAO= ftp->?<9AF E BF>DOFO@ <EIB8AO@ >B8B@ (F.9. 
CD< :9?4A<9 6O @B:9F9 KFB-A<5G8P AB6B9 8B546<FP 6 QFG 
CDB7D4@@G E4@BEFBSF9?PAB);  

÷ RigthFTP, CuteFTP 3 7D4H<K9E><9 ftp->?<9AFO;  
÷ Total commander (<?< ?R5B= 8DG7B= E <AF9DH9=EB@ Norton 

Commander)3 <@99F 6EFDB9AAO= ftp >?<9AF;  
÷ Explorer.exe 3 EF4A84DFAB9 CD<?B:9A<9 Windows;  
÷ �R5B= 5D4G;9D.  

�484A<S 8?S CD4>F<K9E>B7B ;4ASF<S: 
�484A<9 1. #B87BFB6PF9 H4=?B6O= E9D69D. 

1. #B8>?RK<F9 > 6<DFG4?PAB= @4L<A9 VM-2 B5D4; GEF4AB6BKAB7B 8<E>4 
win2003-2.iso.  

2. �4CGEF<F9 6<DFG4?PAGR @4L<AG VM-2.  
3. �B546PF9 AB6GR DB?P E9D69DG 3 $4=?-E9D69D:  

a. BF>DB=F9 8<4?B7B6B9 B>AB 'CD46?9A<9 84AAO@ E9D69DB@ 
(�GE>/4@<A<EFD<DB64A<5/'CD46?5A<5 �4AAO@ !5D65DB@);  
b. 4>F<6<;<DG=F9 8B546?9A<9 DB?9= >ABC>B= �B546<FP <?< 
G44?<FP DB?P;  
c. 6O59D<F9 (4=?B6O= E9D69D < M9?>A<F9 �4?55;  
d. GEF4AB6<F9 C4D4@9FDO H4=?B6B7B E9D69D4:  

i. #D98BEF46<FP 8BEFGC UNIX-E<EF9@4@ > H4=?4@;  
ii. #D98BEF46<FP 8BEFGC Apple--E<EF9@4@ > H4=?4@;  

iii. CB8F69D8<F9 66989AAO9 C4D4@9FDO >ABC>B= �4?55;  
e. ;4CGEF<F9 GEF4AB6>G DB?< E9D69D4 >ABC>B= �4?55.  

4. #9D9;47DG;<F9 6<DFG4?PAO= >B@CPRF9D >ABC>B= #9D9;97DG;<FP.  
5. "F>DB=F9 8<4?B7B6B9 B>AB !4EFDB=>< H4=?B6B7B E9D69D4 

(#GE>/8@<A<EFD<DB64A<9/'CD46?9A<9 �4AAO@ %9D69DB@/'CD46?9A<9 QF<@ 
H4=?B6O@ E9D69DB@).  

6. 'EF4AB6<F9 EF4A84DFAO9 >6BFO <ECB?P;B64A<S @9EF4 A4 8<E>9:  
f. GEF4AB6<F9 H?4:B> #EF4AB6<FP 8<E>B6O9 >6BFO CB 
G@B?K4A<R 8?S AB6OI CB?P;B64F9?9= 84AAB7B E9D69D4;  
g. G>4:<F9 D4;@9D >6BF - 50�5;  
h. GEF4AB6<F9 CD98GCD9:89A<9 B >6BF9 - 40�5;  
i. GEF4AB6<F9 H?4:B> �9 6O89?SFP @9EFB A4 8<E>9 CD< 
CD96OL9A<< 8<E>B6B7B CDBEFD4AEF64;  
j. ;469DL<F9 66B8 EF4A84DFAOI >6BF >ABC>B= �4?55.  

7. "F>4:<F9EP BF 6>?RK9A<S E?G:5O <A89>E<DB64A<S.  
8. '>4:<F9 C4C>G A4 E9D69D9, 8?S ID4A9A<S H4=?B6, A4CD<@9D 

C:\Documents and settings\�4@<A<EFD4FBD\ 45BG<= EFB?\PUB.  
�4?99 @4EF9D GEF4AB6>< ;469DL<F E6BR D45BFG. #BCDB5G=F9 F9C9DP ;4=F< A4 
EB;84AAGR 64@< E9F96GR C4C>G E 8DG7B7B >B@CPRF9D4 E9F<. "5D4F<F9 
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6A<@4A<9 A4 ECBEB5 CB8>?RK9A<S. #BCDB5G=F9 ;4CB?A<FP C4C>G 8?S 
CD96OL9A<S >6BFO.  
�484A<9 2. !4EFDB=F9 Web-E9D69D. 
÷ 'EF4AB6<F9 Internet Information Service (IIS) 
(�GE>/44@<A<EFD<DB64A<5/'CD46?5A<5 �4AAO@ !5D65DB@/!5D65D 
CD<?B65A<= IIS): 
÷ #B87BFB6PF9 F9EFB6GR EFD4A<JG: 

o EB;84=F9 6D9@9AAGR EFD4A<JG, 6O;O649@GR CB G@B?K4A<R: 
A459D<F9 6 �?B>ABF9 < EBID4A<F9 6 H4=?9 E <@9A9@ Default.html 
6 >4F4?B79 \Inetpub\wwwroot. 

o  

 
o  

÷ !4EFDB=F9 Web-E9D69D:  
÷ BF>DB=F9 >BAEB?P GCD46?9A<S E9D69DB@ IIS 
(�GE>/44@<A<EFD<DB64A<5/'CD46?5A<5 �4AAO@ !5D65DB@/'CD46?5A<5 
QF<@ E5D65DB@ CD<?B65A<=);  
÷ C9D9=8<F9 > web-G;?G, ;484AAB@G CB G@B?K4A<R (�<EC9FK9D E?G:5 
IIS/�95-G;?O/�95-G;9? CB G@B?K4A<R);  
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$<EGAB> 1. �BAEB?P GCD46?9A<S E9D69DB@ CD<?B:9A<= (IIS). 

÷ BF>DB=F9 8<4?B7B6B9 B>AB C6B=EF6a G;?4 CB G@B?K4A<R (>BAF9>EFAB9 
@9AR/%6B=EF64);  
÷ 8B546PF9 EFD4A<JG CB G@B?K4A<R:  
÷ C9D9=8<F9 A4 6>?48>G �B>G@9AFO;  

÷ GEF4AB6<F9 H?4:B> �484FP EFD4A<JG EB89D:4A<S CB G@B?K4A<R;  

÷ BF>DB=F9 B>AB 8B546?9A<S >ABC>B= �B546<FP;  
÷ 6698<F9 6 CB?9 Default.html;  

÷ CB8F69D8<F9 8B546?9A<9 >ABC>B= "�.  

÷ ;4>DB=F9 B>AB E6B=EF6 >ABC>B= "�.  

÷ #DB69DPF9 A4EFDB=>G Web-E9D69D4:  
÷ A4 64L9@ >B@CPRF9D9 BF>DB=F9 Internet Explorer 
(#GE>/#DB7D4@@O/Internet Explorer);  
÷ A459D<F9 6 48D9EAB= EFDB>9 http://127.0.01/;  

÷ E89?4=F9 E>D<ALBF CDB<EIB8SM97B A4 Q>D4A9 < EBID4A<F9 97B 6 E6B9= 
C4C>9.  

 
�484A<9 3. 'EF4AB6<F9 < A4EFDB=F9 E9D69D FTP  
÷ 'EF4AB6<F9 E9D69D FTP - FileZilla.  

÷ �4CGEF<F9 FileZilla Server Interface.  
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 <EGAB> 2. �AF9DH9=E GCD46?9A<S FTP-E9D69DB@ FileZilla 

÷ "7D4A<KPF9 >B?<K9EF6B B8AB6D9@9AAOI CB8>?RK9A<= > E9D69DG:  
÷ BF>DB=F9 B>AB A4EFDB=>< E9D69D4 (Edit/Settings); 

 
 <EGAB> 3. �4EFDB=>< FTP-E9D69D4 

÷ C9D9=8<F9 6 D4;89? General Settings (B5M<9 A4EFDB=><);  
÷ 6698<F9 6 CB?9 Max.number of users 3 2;  

÷ 'EF4AB6<F9 F9>EF CD<69FEF6<S:  
÷ C9D9=8<F9 6 D4;89? Welcome message;  

÷ 6698<F9 6 CB?9 Custom welcome message 3 �B5DB CB:4?B64FP A4 @B= 
E9D69D;  
÷ 'EF4AB6<F9 B7D4A<K9A<S CB E>BDBEF<:  
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÷ C9D9=8<F9 6 D4;89? Speed Limits (B7D4A<K9A<S E>BDBEF<);  
÷ 6>?RK<F9 <ECB?P;B64A<9 CD46<? B7D4A<K9A<S E>BDBEF< D48<B>ABC>B= 
Use Speed Limit rules;  

÷ 8B546PF9 B7D4A<K9A<9 CB E>BDBEF< A9 5B?99 3 �5/E 6 CBA989?PA<>:  
÷ BF>DB=F9 B>AB ;484A<S C4D4@9FDB6 B7D4A<K9A<= >ABC>B= Add 
(�B546<FP);  
÷ E5DBEPF9 6E9 H?4:>< >DB@9 Monday (#BA989?PA<>);  
÷ 6698<F9 6 CB?9 Speed 3 3;  

÷ CB8F69D8<F9 66B8 84AAOI >ABC>B= "�;  

÷ CD<@9A<F9 C4D4@9FDO >ABC>B= "�.  

÷ %B;84=F9 7DGCCO CB?P;B64F9?9= FTP-E9D69D4:  
÷ BF>DB=F9 8<4?B7B6B9 B>AB 8B546?9A<S 7DGCC >ABC>B= A4 C4A9?< 
<AEFDG@9AFB6;  
÷ 4>F<6<DG=F9 8B546?9A<9 7DGCC >ABC>B= Add (�B546<FP);  
÷ 6698<F9 <@S 7DGCCO, A4CD<@9D Students ("�);  

÷ ;484=F9 B5MGR C4C>G 8?S EB;84AAB= 7DGCCO:  
÷ C9D9=8<F9 6 D4;89? Shared Folders ("5M<9 C4C><);  
÷ 4>F<6<DG=F9 8B546?9A<9 C4CB> >ABC>B= Add (�B546<FP);  
÷ G>4:<F9 B5MGR C4C>G, A4CD<@9D C:\Documents and 
settings\�8@<A<EFD4FBD\$45BK<= EFB? < CB8F69D8<F9 6O5BD >ABC>B= "�;  

÷ D4;D9L<F9 KF9A<9 < G84?9A<9 EB89D:<@B7B B5M9= C4C>< 3 GEF4AB6<F9 
H?4:B> Write < Delete;  
÷ ;469DL<F9 8B546?9A<9 7DGCC CB?P;B64F9?9= >ABC>B= "�.  

÷ �B546PF9 AB6B7B CB?P;B64F9?S:  
÷ BF>DB=F9 8<4?B7B6B9 B>AB 8B546?9A<S CB?P;B64F9?9= >ABC>B= A4 
C4A9?< <AEFDG@9AFB6;  
÷ 4>F<6<DG=F9 8B546?9A<9 CB?P;B64F9?9= >ABC>B= Add (�B546<FP);  
÷ 6698<F9 <@S 7DGCCO, A4CD<@9D justuser;  

÷ 6O59D<F9 6 EC<E>9 User should be member of the following group 
EB;84AAGR D4A99 7DGCCG < CB8F69D8<F9 EB;84A<9 CB?P;B64F9?S >ABC>B= 
"�;  

÷ GEF4AB6<F9 C4DB?P 8?S EB;84AAB7B CB?P;B64F9?S:  
÷ C9D9=8<F9 A4 6>?48>G General ("5M<9);  
÷ 6698<F9 6 CB?9 Password AB6O= C4DB?P, A4CD<@9D 123;  

÷ ;469DL<F9 8B546?9A<9 7DGCC CB?P;B64F9?9= >ABC>B= "�.  

÷ #DB69DPF9 D45BFG E9D69D:  
÷ ;4CGEF<F9 >B@4A8AGR EFDB>G 
(#GE>/#DB7D4@@O/%F4A84DFAO9/�B@4A8A4S EFDB>4);  
÷ 6698<F9 >B@4A8G 8?S CB8>?RK9A<S > FTP-E9D69DG A4 F9>GM9@ 
>B@CPRF9D9: FTP 127.0.0.1  

÷ 6698<F9 <@S CB?P;B64F9?S - justuser (ENTER);  
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÷ 6698<F9 C4DB?P - 123 (ENTER);  

÷ CDBE@BFD<F9 EB89D:<@B9 8B@4LA9= C4C><: DIR  

÷ BF>?RK<F9EP BF E9D69D4: QUIT  

÷ ;4>DB=F9 >B@4A8AGR EFDB>G.  
÷ �4>DB=F9 <AF9DH9=E GCD46?9A<S FTP-E9D69DB@.  

 
�484A<9 4. �OCB?A<F9 E4@BEFBSF9?PAO9 ;484A<S 5-6.#B?ABJ9AAB D45BF4FP E 
H4=?4@< A4 A<I. 1FB CB;6B?SRF E9D69DO CDBFB>B?B6 NFS < SMB. %9D69DO 
NFS < SMB D45BF4RF K9D9; <AF9DH9=E RPC.  
!98BEF4F>< H4=?-E9D69DAB= E<EF9@O:  

1. "K9AP 5B?PL4S A47DG;>4 A4 E9FP, CB6OL9AAO9 FD95B64A<S > 
CDBCGE>AB= ECBEB5ABEF<. !4 CD4>F<>9 QFB 89?49F CD4>F<K9E>< A96B;@B:AB= 
B8AB6D9@9AAGR D45BFG 5B?PLB7B K<E?4 CB?P;B64F9?9= E 5B?PL<@< B5N9@4@< 
84AAOI.  

2. "5D45BF>4 84AAOI BEGM9EF6?S9FES A4 >B@CPRF9D9 CB?P;B64F9?9=. 1FB 
6?9K9F CB6OL9AAO9 FD95B64A<S > 4CC4D4FAB@G B59EC9K9A<R >4:8B7B 
CB?P;B64F9?S. +9@ 5B?PL9 CB?P;B64F9?9=, F9@ 5B?PL9 89A97 CD<89FES 
CBFD4F<FP A4 BEA4M9A<9 <I >B@CPRF9DB6.  

3. �?B><DB6>4 84AAOI CD< D984>F<DB64A<< B8A<@ CB?P;B64F9?9@ 89?49F 
A96B;@B:AB= D45BFG E QF<@< 84AAO@< 8DG7<I CB?P;B64F9?9=.  

4. �9;BC4EABEFP. �?S B59EC9K9A<S 6B;@B:ABEF< D45BFO E F4>B= E<EF9@B= 
�4@ 5G89F A9B5IB8<@B 84FP >4:8B@G CB?P;B64F9?R CB?AO= 8BEFGC > J9?B@G 
H4=?G, 6 >BFBDB@ 97B @B:9F <AF9D9EB64FP FB?P>B B8AB CB?9  
(4=?B6O= E9D69D 6OCB?AS9F E?98GRM<9 HGA>J<<:  

5. ID4A9A<9 84AAOI,  
6. 4DI<6<DB64A<9 84AAOI,  
7. EB7?4EB64A<9 <;@9A9A<= 84AAOI, 6OCB?AS9@OI D4;AO@< 

CB?P;B64F9?S@<, C9D984K4 84AAOI.  
 
 



 

 

 
#$��&�+�%��3  $��"&� 79. 
��'+�!�� %&��� #$"&"�"�"� TCP/IP 
 
*9?P D45BFO: �;GK<FP BEAB6AO9  E9F96O9 CDBFB>B?O < CD<AJ<C <I 
D45BFO. 
 
"EAB6AO9 E6989A<S 
%9F96O9 CDBFB>B?O 
%9F96B= CDBFB>B? 4 A45BD CD46<?, CB;6B?SRM<= BEGM9EF6?SFP B5@9A 
84AAO@< @9:8G EBEF46?SRM<@< E9FP GEFDB=EF64@<, A4CD<@9D, @9:8G 86G@S 
E9F96O@< >4DF4@< ( D<E. 1). 

 
$<E. 1. �??REFD4J<S > CBASF<R %9F96B= CDBFB>B? 

TCP/IP 
%F9> CDBFB>B?B6 TCP/IP 4 QFB 864 CDBFB>B?4, S6?SRM<9ES BEAB6B= E6S;< 6 
E9F< �AF9DA9F. #DBFB>B? TCP D4;5<649F C9D984649@GR <AHBD@4J<R A4 
CBDJ<< (C4>9FO) < AG@9DG9F <I. % CB@BMPR CDBFB>B?4 IP 6E9 C4>9FO 
C9D984RFES CB?GK4F9?R. �4?99 E CB@BMPR CDBFB>B?4 TCP CDB69DS9FES, 6E9 
?< C4>9FO CB?GK9AO. #D< CB?GK9A<< 6E9I CBDJ<= TCP D4ECB?4749F <I 6 
AG:AB@ CBDS8>9 < EB5<D49F 6 98<AB9 J9?B9. � E9F< �AF9DA9F <ECB?P;GRFES 
869 69DE<< QFB7B CDBFB>B?4: 
 4DLDGF<;<DG9@O= E9F96B= CDBFB>B? IPv4. � CDBFB>B?9 QFB= 69DE<< 
>4:8B@G G;?G E9F< EF46<FES 6 EBBF69FEF6<9 IP-48D9E 8?<AB= 32 5<F4 (F.9. 4 
B>F9F4 CB 4 54=F4). 
IPv6 CB;6B?S9F 48D9EB64FP ;A4K<F9?PAB 5B?PL99 >B?<K9EF6B G;?B6, K9@ IPv4. 
#DBFB>B? �AF9DA9F4 69DE<< 6 <ECB?P;G9F 128-D4;DS8AO9 48D9E4, < @B:9F 
BCD989?<FP ;A4K<F9?PAB 5B?PL9 48D9EB6. 
#D<@9K4A<9 
IP-48D9E4 EF4A84DF4 IPv6 <@9RF 8?<AG 128 5<F < CBQFB@G 6 K9FOD9 D4;4 
8?<AA99, K9@ IP-48D9E4 K9F69DFB= 69DE<<. IP-48D9E4 69DE<< v6 ;4C<EO64RFES 
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6 E?98GRM9@ 6<89:X:X:X:X:X:X:X:X, 789 X S6?S9FES L9EFA48J4F9D<KAO@ 
K<E?B@, EBEFBSM<@ <; 4-I K<E9? (16 5<F), 4 >4:8B9 K<E?B <@99F D4;@9D 4 5<F. 
�4:8B9 K<E?B D4ECB?474FPES 6 8<4C4;BA9 BF 0 8B F. �BF CD<@9D IP-48D9E4 
L9EFB= 69DE<<: 1080:0:0:0:7:800:300C:427A. � CB8B5AB= ;4C<E< A9;A4K4M<9 
AG?< @B:AB BCGE>4FP, CBQFB@G HD47@9AF 48D9E4: 0800: ;4C<EO649FES, >4> 
800:. 
ARP 
�?S 6;4<@B89=EF6<S E9F96OI GEFDB=EF6 8DG7 E 8DG7B@ A9B5IB8<@B, KFB5O G 
C9D984RM97B GEFDB=EF64 5O? IP- < MAC-48D9E4 CB?GK4F9?S. !45BD 
CDBFB>B?B6 TCP/IP <@99F 6 E6B9@ EBEF469 EC9J<4?PAO= CDBFB>B?, 
A4;O649@O= ARP (Address Resolution Protocol 4 CDBFB>B? CD9B5D4;B64A<S 
48D9EB6), >BFBDO= CB;6B?S9F 46FB@4F<K9E>< CB?GK<FP MAC-48D9E CB 
<;69EFAO@ IP-48D9E4@ 
DHCP-CDBFB>B? 
$4ECD989?9A<9@ IP-48D9EB6 8?S CB8>?RK9A<S > E9F< �AF9DA9F ;4A<@4RFES 
CDB64=89DO, 4 6 ?B>4?PAOI E9FSI 3 E<E48@<AO. !4;A4K9A<9 IP-48D9EB6 G;?4@ 
E9F< CD< 5B?PLB@ D4;@9D9 E9F< CD98EF46?S9F 8?S 48@<A<EFD4FBD4 BK9AP 
GFB@<F9?PAGR CDBJ98GDG. #BQFB@G 8?S 46FB@4F<;4J<< CDBJ9EE4 D4;D45BF4A 
CDBFB>B? Dynamic Host Configuration Protocol (DHCP) , >BFBDO= BE6B5B:849F 
48@<A<EFD4FBD4 BF QF<I CDB5?9@, 46FB@4F<;<DGS CDBJ9EE A4;A4K9A<S IP-
48D9EB6 6E9@ G;?4@ E9F<. 
HTTP CDBFB>B? 
HTTP CDBFB>B? E?G:<F 8?S C9D984K< 7<C9DF9>EF4, F.9. 8?S C9D9EO?>< Web-
EFD4A<J E B8AB7B >B@CPRF9D4 A4 8DG7B=. "EAB6B= HTTP S6?S9FES F9IAB?B7<S 
">?<9AF-E9D69D", FB 9EFP CD98CB?4749FES EGM9EF6B64A<9 CBFD95<F9?9= 
(>?<9AFB6), >BFBDO9 <A<J<<DGRF EB98<A9A<9 < CBEO?4RF ;4CDBE, < 
CBEF46M<>B6 (E9D69DB6), >BFBDO9 B:<84RF EB98<A9A<S 8?S CB?GK9A<S 
;4CDBE4, CDB<;6B8SF A9B5IB8<@O9 89=EF6<S < 6B;6D4M4RF B5D4FAB 
EBB5M9A<9 E D9;G?PF4FB@. 
FTP CDBFB>B? 
FTP CDBFB>B? C9D984K< H4=?B6 EB EC9J<4?PAB7B H4=?B6B7B E9D69D4 A4 
>B@CPRF9D CB?P;B64F9?S. 'EF4AB6<6 E6S;P E G84?9AAO@ >B@CPRF9DB@, 
CB?P;B64F9?P @B:9F E>BC<DB64FP H4=? E G84?9AAB7B >B@CPRF9D4 A4 E6B= <?< 
E>BC<DB64FP H4=? EB E6B97B >B@CPRF9D4 A4 G84?9AAO=. 
POP CDBFB>B? 
POP EF4A84DFAO= CDBFB>B? CB?GK9A<S CBKFB6B7B EB98<A9A<S. %9D69DO POP 
B5D454FO64RF 6IB8SMGR CBKFG, 4 CDBFB>B? POP CD98A4;A4K9A 8?S B5D45BF>< 
;4CDBEB6 A4 CB?GK9A<9 CBKFO BF >?<9AFE><I CBKFB6OI CDB7D4@@. 
SMTP CDBFB>B? 
SMTP CDBFB>B?, >BFBDO= ;4849F A45BD CD46<? 8?S BFCD46>< CBKFO. %9D69D 
SMTP 6B;6D4M49F ?<5B CB8F69D:89A<9 B CD<9@9, ?<5B EBB5M9A<9 B5 BL<5>9, 
?<5B ;4CD4L<649F 8BCB?A<F9?PAGR <AHBD@4J<R. 
IP 48D9E CB CDBFB>B?G IPv4 
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"8AB= <; E4@OI 64:AOI F9@ CD< D4EE@BFD9A<< TCP/IP S6?S9FES 48D9E4J<S IP. 
�8D9E IP 4 K<E?B6B= <89AF<H<>4FBD, CD<C<E4AAO= >4:8B@G >B@CPRF9DG 6 
E9F< IP < B5B;A4K4RM<= @9EFBA4IB:89A<9 6 E9F< GEFDB=EF64, >BFBDB@G BA 
CD<C<E4A. �8D9E IP - QFB 48D9E CDB7D4@@AB7B, 4 A9 4CC4D4FAB7B B59EC9K9A<S. 
IP-48D9E G;?4 <89AF<H<J<DG9F FBK>G 8BEFGC4 @B8G?S IP > E9F96B@G 
<AF9DH9=EG, 4 A9 6ER @4L<AG. 
IP-48D9E 4 E9F96B= (CDB7D4@@AO=) 48D9E G;?4 6 >B@CPRF9DAB= E9F<, 
CBEFDB9AAB= CB CDBFB>B?G IP. 
�4:8O= <; 4I B>F9F 89ESF<KAB= ;4C<E< IP 48D9E4 @B:9F CD<A<@4FP ;A4K9A<9 
6 8<4C4;BA9 BF 0 8B 255 < 6 F9BD<< F4>B= 48D9E 6 89ESF<KAB= HBD@9 ;4C<E< 
@B:9F 5OFP 6 8<4C4;BA9 BF 0.0.0.0 8B 255.255.255.255. IP 48D9E - 86B<KAB9 
K<E?B, AB 8?S K9?B69>4 6@9EFB ;4C<E< 6 32 5<F 
11000000.10101000.00000000.00000001 G8B5A99 ;4C<EP 6 4 54=F4 6<84 
192.168.0.1. 
�484A<9 1. "CD989?<FP IP 48D9E 64L97B #� 
';A4FP E6B= EB5EF69AAO= IP 48D9E 6O @B:9F9, 9E?< ;4CGEF<F9 6 "% Windows 
XP A4 6OCB?A9A<9 >B@4A8G #GE> 3 #DB7D4@@O 3 %F4A84DFAO9 3 
�B@4A8A4S %FDB>4 < A459D9F9 6 A9= ipconfig ( D<E. 6.2). 

 
$<E. 2. IP 48D9E 64L97B #� 6 89ESF<KAB= E<EF9@9 EK<E?9A<S 
&G :9 >B@4A8G @B:AB 6OCB?A<FP 6 >B@4A8AB= EFDB>9 Windows 7 ( D<E.3). 

 
$<E. 6.3. �89EP @O 6<8<@ IP 6 86GI 69DE<SI: IPv4 < IPv6 
�484A<9 2. #9D96B8 K<E9? <; 86B<KAB= E<EF9@O 6 89ESF<KAGR < A4B5BDBF 
#D< D45BF9 E IP-48D9E4@< @B:9F 6B;A<>AGFP A9B5IB8<@BEFP C9D96B84 
86B<KAOI K<E9? 6 89ESF<KAO9 < A4B5BDBF. 1FB @B:AB E89?4FP, A4CD<@9D, F4>, 
>4> GK4F 6 L>B?9: 
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101101102 = (1"27)+(0"26)+(1"25)+(1"24)+(0"23)+(1"22)+(1"21)+(0"20) = 
128+32+16+4+2 = 18210 !B, G8B5A99 QFB 89?4FP A4 Windows->4?P>G?SFBD9. 
�OCB?A<F9 6 Windows-7 >B@4A8G #GE>-#DB7D4@@O-%F4A84DFAO9-
�4?P>G?SFBD, CBFB@ �<8-#DB7D4@@<EF ( D<E. 4 < 5). 

 
$<E. 4. �6B<KAO= D9:<@ (Bin) 

 
$<E. 5. �9ESF<KAO= D9:<@ (Dec) 

#D<@9D: 10101012 = 8510. 
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#$��&�+�%��3  $��"&� 710-11. 
!�%&$"��� %&��� #$"&"�"�"� TCP/IP 
 
*9?P D45BFO: !4GK<FPES A4EFD4<64FP < F9EF<DB64FP EF9> CDBFB>B?B6 
TCP/IP 
 
�484A<9 71. "CD989?9A<9 @4E>< E9F<  
 4E>B= CB8E9F< (@4E>B= E9F<) A4;O649FES 5<FB64S @4E>4, BCD989?SRM4S, 
>4>4S K4EFP IP-48D9E4 G;?4 E9F< BFABE<FES > 48D9EG E9F<, 4 >4>4S 4 > 48D9EG 
G;?4. !4CD<@9D, G;9? E IP-48D9EB@ 12.34.56.78 < @4E>B= CB8E9F< 255.255.255.0 
A4IB8<FES 6 E9F< 12.34.56.0/24 E 8?<AB= CD9H<>E4 24 5<F4 E K<E?B@ G;?B6 254 
( D<E. 1). 

 
 
$<E. 1. #BSEA9A<9 > F9D@<AG  4E>< CB8E9F< (D4EK9FO 6OCB?A9AO 6 
CDB7D4@@9 LAN Calculator) 
#D<@9K4A<9 
IP >4?P>G?SFBDB6 8B6B?PAB @AB7B. �?S "% Windows 7 @B:AB CB?P;B64FPES, 
A4CD<@9D, CDB7D4@@B= IP Subnet Calculator 3.2.1. � EB:4?9A<R, QFBF 
64D<4AF FB?P>B 4A7?BS;OKAO= ( D<E. 6.7). �89EP F4>:9 6<8AB, KFB G;9? E IP-
48D9EB@ 12.34.56.78 < @4E>B= CB8E9F< 255.255.255.0 A4IB8<FES 6 E9F< 
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12.34.56.0/24 E 8?<AB= CD9H<>E4 24 5<F4 E K<E?B@ G;?B6 254. �DG7B= 64D<4AF 
IP->4?P>G?SFBD4 8?S Windows 7 3 CDB7D4@@4 Advanced IP Address 
calculator ( D<E. 2). 

 
 

$<E. 2. IP Subnet Calculator 
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$<E. 3. Advanced IP Address calculator 

% FBK>< ;D9A<S @4F9@4F<>< @4E>4 CB8E9F< A4>?48O649FES A4 IP 48D9E < 
CD<@9AS9FES ?B7<K9E>4S BC9D4J<S >BANRA>J<< 3 "�". �E?< 5<F 6 @4E>9 
CB8E9F< D469A "1", FB EBBF69FEF6GRM<= 5<F IP-48D9E4 S6?S9FES K4EFPR 
AB@9D4 E9F<. �E?< 5<F 6 @4E>9 CB8E9F< D469A "0", FB EBBF69FEF6GRM<= 5<F IP-
48D9E4 S6?S9FES K4EFPR <89AF<H<>4FBD4 IBEF4. #D<@9D ?B7<K9E>B7B � 
(1+1=1, 4 1+0=0) CD<6989A 6 F45?<J9 1. 

 
#D<@9D 6O89?9A<S @4E>B= AB@9D4 E9F< < IBEF4 6 IP-48D9E9 
 
�?4EEO E9F9= 
�?S FB7B, KFB5O >4>-FB EFDG>FGD<DB64FP E9F<, <I CB89?<?< A4 >?4EEO. 
�?4EE A. �B?PL<9 E9F< 
� E9F< >?4EE4 A 8?S BC<E4A<S 48D9E4 E9F< <ECB?P;G9FES C9D6O= B>F9F, 4 
BEF4?PA4S K4EFP 48D9E4 - QFB 48D9E G;?4. �B;@B:AB9 >B?-6B G;?B6 16777214. 
 4E>4 E9F< >?4EE4 � - 11111111. 00000000. 00000000. 00000000 (255.0.0.0). 
�?4EE B. %D98A<9 E9F< 
� E9F< >?4EE4 B 8?S BC<E4A<S 48D9E4 E9F< <ECB?P;G9FES C9D6O9 864 B>F9F4, 4 
BEF4?PA4S K4EFP - QFB 48D9E4 G;?B6. �B;@B:AB9 >B?-6B G;?B6 65534.  4E>4 
E9F< 
>?4EE4 � - 11111111. 11111111. 00000000. 00000000 (255.255.0.0). 
�?4EE %.  4?O9 E9F< 
�8D9E4 E9F9= >?4EE4 C <ECB?P;GRF FD< C9D6OI B>F9F4 8?S BC<E4A<S 48D9E4 
E9F<, 4 CBE?98A<= B>F9F B5B;A4K49F 48D9E G;?4. �B;@B:AB9 >B?-6B G;?B6 254. 
 4E>4 E9F< 
>?4EE4 % - 11111111.11111111.11111111.00000000 (255.255.255.0). 
�F4>, 8?S EF4A84DFAB7B 89?9A<S IP-48D9EB6 A4 AB@9D E9F< < AB@9D G;?4, 
BCD989?9AAB7B >?4EE4@< A, B < C @4E>< CB8E9F< <@9RF E?98GRM<= 6<8: 
�?4EE �6B<KA4S HBD@4 �9ESF<KA4S HBD@4 
A 11111111 00000000 00000000 00000000 255.0.0.0 
� 11111111 11111111 00000000 00000000 255.255.0.0 
% 11111111 11111111 11111111 00000000 255.255.255.0 
� A4EFBSM99 6D9@S >?4EEB64S @B89?P EK<F49FES GEF4D96L9= < @4DLDGF<;4J<S 
BEGM9EF6?SRFES CB @B89?< CIDR. 
 
 4E>< CD< 59E>?4EEB6B= @4DLDGF<;4J<< (CIDR) 
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�9c>?4EEB64S 48D9E4J<S CIDR (Classless InterDomain Routing) - @9FB8 IP-
48D9E4J<<, CB;6B?SRM<= 7<5>B GCD46?SFP CDBEFD4AEF6B@ IP-48D9EB6, A9 
<ECB?P;GS :TEF><9 D4@>< >?4EEB6B= 48D9E4J<<. �ECB?P;B64A<9 QFB7B @9FB84 
CB;6B?S9F Q>BAB@AB <ECB?P;B64FP >BA9KAO= D9EGDE IP-48D9EB6. #D<@9D 
;4C<E< IP-48D9E4 E CD<@9A9A<9@ 59E>?4EEB6B= 48D9E4J<<: 10.1.2.33/27. #B-
8DG7B@G F4>4S ;4C<EP A4;O649FES ;4C<EP IP-48D9E4 A9 6 >?4EE<K9E>B@ 6<89 < 
EF<?9 Cisco. #D< QFB@ CB8IB89 @4E>G CB8E9F< ;4C<EO64RF 6@9EF9 E IP-
48D9EB@ 6 HBD@4F9 IP-48D9E/>B?<K9EF6B 98<A<KAOI 5<F 6 @4E>9. +<E?B CBE?9 
E?QL4 B;A4K49F >B?<K9EF6B 98<A<KAOI D4;DS8B6 6 @4E>9 CB8E9F<. $4EE@BFD<@ 
CD<@9D ;4C<E< 8<4C4;BA4 IP-48D9EB6 6 6<89 10.96.0.0/11. � QFB@ E?GK49 @4E>4 
CB8E9F< 5G89F <@9FP 86B<KAO= 6<8 11111111 11100000 00000000 00000000, 
<?< FB :9 E4@B9 6 89ESF<KAB@ 6<89: 255.224.0.0. 11 D4;DS8B6 IP-48D9E4 
BF6B8SFES CB8 AB@9D E9F<, 4 BEF4?PAO9 32 - 11 = 21 D4;DS8 CB?AB7B 48D9E4 - 
CB8 ?B>4?PAO= 48D9E 6 QFB= E9F<. �FB7B, 10.96.0.0/11 B;A4K49F 8<4C4;BA 
48D9EB6 BF 10.96.0.1 8B 10.127.255.255. 
�484A<9 4. �484A<9 8<4C4;BA4 IP-48D9EB6. IP >4?P>G?SFBDO 
% CB@BMPR IP >4?P>G?SFBDB6, D4ECB?B:9AAOI 6 �AF9DA9F, @B:AB ?97>B < 
5OEFDB D4EEK<F4FP @4E>G E9F< <?< CB8E9F<, CBE@BFD9FP, E>B?P>B IP-48D9EB6 
6IB8<F 6 ;484AAO= 8<4C4;BA, G;A4FP K<E?B IBEFB6 < CB?GK<FP DS8 8DG7<I 
CB?9;AOI ;4C<E9= ( D<E. 4-6). 
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$<E. 4. IP >4?P>G?SFBD A4 http://ip.waldimord.ru/ 
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$<E. 5.  IP >4?P>G?SFBD A4 http://azbukaweb.ru/ip-calc 
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$<E. 6. IP >4?P>G?SFBD A4 http://ip-calculator.ru/ 
#GF9@ 66B84 6 >4?P>G?SFBD 64L97B IP < @4E>< 6O @B:9F9 D4EEK<F4FP 
8<4C4;BAO IP-48D9EB6 BF A4K4?PAB7B (@<A<@4?PAB7B) 8B >BA9KAB7B 
(@4>E<@4?PAB7B). �<4C4;BA IP 48D9EB6 ;4C<EO64RF 6 6<89 CD9H<>E4. �A4K9 
7B6BDS, 9E?< 64@ 6EFD9K49FES ;4C<EP IP-48D9EB6 6<84 10.96.0.0/11, FB ;89EP 11 
QFB CD9H<>E. "A B;A4K49F >B?<K9EF6B 98<A<KAOI D4;DS8B6 6 @4E>9 CB8E9F<. 
�?S CD<698TAAB7B CD<@9D4 @4E>4 CB8E9F< 5G89F <@9FP 11 98<A<J, CBFB@ 
AG?<, F.9. 86B<KAO= 6<8 11111111 11100000 00000000 00000000 <?< FB :9 
E4@B9 6 89ESF<KAB@ 6<89: 255.224.0.0. 11 D4;DS8B6 IP-48D9E4 BF6B8SFES CB8 
AB@9D E9F<, 4 BEF4?PAO9 <; 32 5<F, F.9. 32 - 11 = 21 D4;DS8 CB?AB7B 48D9E4 4 
CB8 ?B>4?PAO= 48D9E 6 QFB= E9F<. �FB7B, 10.96.0.0/11 B;A4K49F 8<4C4;BA 
48D9EB6 BF 10.96.0.1 8B 10.127.255.254. �?S 46FB@4F<;4J<< CB8B5AOI 
D4EK9FB6 6BECB?P;G=F9EP CDB7D4@@B= LanCalculator 8?S Windows XP. 
#DBEFB 6698<F9 IP <  4E>G < A4:@<F9 A4 >ABC>G $4EEK<F4FP. &BF :9 
D9;G?PF4F 6O CB?GK<F9 CDBM9 < 5OEFD99 ( D<E. 7). 
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$<E. 7. $4EK9F 8<4C4;BA4 IP 48D9EB6 CB IP 48D9EG <  4E>9 CB8E9F< 
 
�484A<9 5. "CD989?<FP MAC-48D9E #�  
#B@<@B IP 48D9E4, 9EFP 9M9 < F4>B9 CBASF<9, >4> MAC 48D9E. 
MAC-48D9E (<?< 4CC4D4FAO= 48D9E) - QFB J<HDB6B= >B8 8?<AB= 6 54=F, 
GEF4A46?<649@O= CDB<;6B8<F9?9@ E9F96B7B 484CF9D4 < B8AB;A4KAB 
<89AF<H<J<DGRM<= 84AAO= 484CF9D. %B7?4EAB EF4A84DF4@ A4 E9FP Ethernet, 
A9 @B:9F 5OFP 86GI E9F96OI 484CF9DB6 E B8<A4>B6O@ MAC-48D9EB@. #D<@9D 
;4C<E< MAC-48D9E4: 00:E0:18:C3:11:89. 
�?S FB7B, KFB5O G;A4FP MAC-48D9E E9F96B= >4DFO 6 "% Windows XP AG:AB 
6OCB?A<FP E?98GRM<9 89=EF6<S: #GE>-�OCB?A<FP-cmd< A4:<@49@ OK; 
� >B@4A8AB= EFDB>9 A45<D49@ ipconfig /all < A4:<@49@ Enter ( D<E. 8). 
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$<E. 8. #B>4;4A 4CC4D4FAO= 48D9E #� 
!4IB8<@ CGA>F "H<;<K9E><= 48D9E" 4 QFB < 9EFP MAC-48D9E. �E?< A4 
>B@CPRF9D9 GEF4AB6?9AB A9E>B?P>B E9F96OI >4DF, FB CGA>FB6 "H<;<K9E><= 
48D9E" @B:9F 5OFP A9E>B?P>B. � Widows XP @B:AB MAC 48D9E BCD989?SFP 
EC9J<4?PAO@< GF<?<F4@< ( D<E. 9). 

 
 

$<E. 9. ">AB GF<?<FO IP config 
 



 

 

 
#$��&�+�%��3  $��"&� 712-13. 
��'+�!�� ��$&'��0!/) �"���0!/) %�&�� VLAN 
 
*9?P D45BFO: �;GK<FP 6<DFG4?PAO9 ?B>4?PAO9 E9F< VLAN 
 
"EAB6AO9 E6989A<S 
�B>4?PAO9 E9F< 6 A4EFBSM99 6D9@S CD<ASFB EFDB<FP A4 BEAB64A<< F9IAB?B7< 
>B@@GF<DG9@B7B Ethernet. %FD9@SFES @<A<@<;<DB64FP K<E?B <ECB?P;G9@OI 
>BAJ9AFD4FBDB6 (I45B6-hab) < <ECB?P;B64FP CD9<@GM9EF69AAB >B@@GF4FBDO 
(E6<K< - switch). � >B@@GF4FBD9 @9:8G CD<T@A<>B@ < C9D984FK<>B@ A4 6D9@S 
EB98<A9A<S B5D4;G9FES 6<DFG4?PAO= >4A4? (virtual circuit) FBK>4-FBK>4. &4>4S 
E9FP @B:9F 5OFP D4EE@BFD9A4 >4> EB6B>GCABEFP A9;46<E<@OI C4D CD<T@A<>-
C9D984FK<>, >4:84S <; >BFBDOI <ECB?P;G9F 6ER CB?BEG CDBCGE>4A<S. 
�B@@GF4FBD CB;6B?S9F BEGM9EF6?SFP C4D4??9?PAGR 
C9D984KG <AHBD@4J<<. �B@@GF4J<S G@9APL49F 69DBSFABEFP C9D9CB?A9A<S 6 
E9FSI Ethernet. 
�E?< >B@@GF4FBDG A9B5IB8<@B C9D984FP C4>9F A4 >4>B=-FB 6OIB8AB= CBDF, < 
QFBF CBDF ;4ASF, FB C4>9F CB@9M49FES 6 5GH9DAGR C4@SFP. 1FB CB;6B?S9F 
EB7?4EB64FP E>BDBEF< C9D984FK<>B6 < CD<T@A<>B6 C4>9FB6. 
�?S BFCD46>< HD9=@4 K9D9; >B@@GF4FBD <ECB?P;GRFES 864 @9FB84: 
"FCD46>4 E CDB@9:GFBKAO@ ID4A9A<9@ (store-and-forward). #4>9F 8B?:9A 
5OFP CD<ASF CB?ABEFPR 8B FB7B >4> 5G89F A4K4F4 97B BFCD46>4. 
%>6B;AB= @9FB8 (cut-through). �B@@GF4FBD CD<A<@49F A4K4?B C4>9F4, 
EK<FO649F 6 AT@ 48D9E CGA>F4 A4;A4K9A<S < A4K<A49F BFCD46?SFP C4>9F 9MT 
8B 97B CB?AB7B CB?GK9A<S. 
Ethernet->B@@GF4FBD G;A4TF  �% 48D9E4 GEFDB=EF6 6 E9F< CGFT@ KF9A<S 
48D9EB6 <EFBKA<>B6 6 CD<A<@49@OI C4>9F4I. �B@@GF4FBD ;4CB@<A49F 6 E6B<I 
6AGFD9AA<I F45?<J4I <AHBD@4J<R A4 >4><9 CBDFO < E >4><I  �% 48D9EB6 
CD<IB8SF C4>9FO. #D< CB8>?RK9A<< > B8AB@G CBDFG A9E>B?P><I GEFDB=EF6 
K9D9; >BAJ9AFD4FBD (hub) 6 F45?<J9 B8AB@G CBDFG 5G89F EBBF69FEF6B64FP 
A9E>B?P>B MAC- 48D9EB6. &45?<JO ID4ASFES 6 C4@SF<, 48D9EG9@B= CB E@OE?G 
(content-addressable memory, CAM): 9E?< 48D9E BFCD46<F9?S BFEGFEF6G9F 6 
F45?<J9, FB BA FG84 ;4ABE<FES. !4DS8G E C4D4@< 48D9E-CBDF, 6 F45?<J9 
ID4A<FES < @9F>4 6D9@9A<.  9F>4 6D9@9A< 6 EFDB>9 F45?<JO <;@9AS9FES ?<5B 
CD< CD<IB89 A4 >B@@GF4FBD C4>9F4 E F4><@ :9 48D9EB@, ?<5B CD< B5D4M9A<< 
>B@@GF4FBD4 CB QFB@G 48D9EG. �E?< EFDB>4 F45?<JO A9 <ECB?P;B64?4EP 
BCD989?TAAO= C9D<B8 6D9@9A<, FB BA4 G84?S9FES. 
1FB CB;6B?S9F >B@@GF4FBDG CB889D:<64FP CD46<?PAO= EC<EB> 48D9EB6 
GEFDB=EF6 8?S C9D984K< C4>9FB6. 
�ECB?P;GS CAM F45?<JG 48D9EB6 < EB89D:4M<=ES 6 CD<L98L9@ C4>9F9 48D9E 
CB?GK4F9?S, >B@@GF4FBD BD74A<;G9F 6<DFG4?PAB9 EB98<A9A<9 CBDF4 
BFCD46<F9?S E CBDFB@ CB?GK4F9?S < C9D9849F C4>9F K9D9; QFB EB98<A9A<9. 
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�<DFG4?PAB9 EB98<A9A<9 @9:8G CBDF4@< >B@@GF4FBD4 EBID4AS9FES 6 F9K9A<9 
C9D984K< B8AB7B C4>9F4, F.9. 8?S >4:8B7B C4>9F4 6<DFG4?PAB9 EB98<A9A<9 
BD74A<;G9FES ;4AB6B A4 BEAB69 EB89D:4M97BES 6 QFB@ C4>9F9 48D9E4 
CB?GK4F9?S. 
#BE>B?P>G C4>9F C9D9849FES FB?P>B 6 FBF CBDF, > >BFBDB@G CB8>?RK9A 
48D9E4F, BEF4?PAO9 GEFDB=EF64 CB8>?RK9AAO9 > >B@@GF4FBDG, A9 CB?GK4F 
QFBF C4>9F. 
� >B@@GF4FBD4I Ethernet C9D984K4 84AAOI @9:8G ?R5O@< C4D4@< CBDFB6 
CDB<EIB8<F A9;46<E<@B <, E?98B64F9?PAB, 8?S >4:8B7B 6<DFG4?PAB7B 
EB98<A9A<S 6O89?S9FES 6ES CB?BE4 >4A4?4. 
#D< C9D984K9 L<DB>B69M4F9?PAB7B C4>9F4, 6 >B@@GF4FBD9 B5D4;G9FES «699D» 
>4A4?B6 CB CD<AJ<CG B8<A >B @AB7<@. #D<@9D4@< <EFBKA<>B6 
L<DB>B69M4F9?PAB7B FD4H<>4 S6?SRFES ARP < @4DLDGF<;<DGRM<9 
CDBFB>B?O. 
�B@@GF4FBDO @B:AB EB98<ASFP 8DG7 E 8DG7B@. #D< QFB@ 7DGCC4 CBC4DAB 
CDS@B ?<5B >BE69AAB E6S;4AAOI >B@@GF4FBDB6 B5D4;G9F B8<A ?B7<K9E><= 
>B@@GF4FBD E F9BD9F<K9E>< CDB<;6B?PAO@ K<E?B@ CBDFB6. &B 9EFP 
>B@@GF4FBDO CB;6B?SRF EB;8464FP F9BD9F<K9E>< E>B?P G7B8AB 5B?PLGR 
?B>4?PAGR E9FP. #D46<?PAB9 EB98<A9A<9 >B@@GF4FBDB6, FB 9EFP 6O5BD 
FBCB?B7<< E9F< EBEF46?S9F B8AG <; 64:A9=L<I ;484K CDB9>F<DB64A<S 
?B>4?PAOI E9F9=. 
$9>B@9A8G9FES BEGM9EF6?SFP EB98<A9A<9 >B@@GF4FBDB6 CB E?BS@ (D<EGAB> 
1): E9D69DAO= E?B=, E?B= D4ECD989?9A<S (distribution) < E?B= 8BEFGC4 (access). 
$S8B6O9 >B@CPRF9DO CB8>?RK4RFES > E?BR 8BEFGC4, 4 E9D69D4 > E9D69DAB@G 
E?BR. 

 
$<EGAB> 1. 

�?46AO@ CD9CSFEF6<9@ 8?S EB;84A<S 5B?PL<I ?B>4?PAOI E9F9= E CB@BMPR 
B8A<I FB?P>B >B@@GF4FBDB6 S6?S9FES A9?<A9=AO= DBEF B5NT@4 
L<DB>B69M4F9?PAB7B FD4H<>4 E DBEFB@ K<E?4 GEFDB=EF6 6 E9F<. #D< K<E?9 
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GEFDB=EF6 6 E9F< 5B?99, K9@ 2000 (CB 8DG7<@ BJ9A>4@ 500, CB FD9FP<@ 4000 3 
6ET ;46<E<F BF FBCB?B7<< E9F< < >?4EE4 D9L49@OI ;484K) B5NT@ 
L<DB>B69M4F9?PAB7B FD4H<>4 D9;>B 6B;D4EF49F. �B546?9A<9 AB6OI GEFDB=EF6 
D9;>B EA<:49F CDB<;6B8<F9?PABEFP E9F<. !4CD<@9D. �E?< 6 E9F< <; 
A9E>B?P><I FOESK GEFDB=EF6 B8<A <; >B@CPRF9DB6 A 6C9D6O9 BEGM9EF6?S9F 
IP EB98<A9A<9 E 8DG7<@ >B@CPRF9DB@ 
B 6 QFB= E9F<, FB BA 8B?:9A CD9864D<F9?PAB CBE?4FP >B 6E9@ GEFDB=EF64@ 
E9F< L<DB>B69M4F9?PAO= ARP ;4CDBE 8?S BCD989?9A<S MAC 48D9E4 
>B@CPRF9D4 B. 
�B>4?PA4S E9FP, EB;84AA4S E CB@BMPR B8A<I FB?P>B >B@@GF4FBDB6 
CD98EF46?S9F B8<A 8B@9A L<DB>B69M4A<S. '@9APL<FP 8B@9A 
L<DB>B69M4A<S @B:AB, H<;<K9E>< D4;89?<6 ?B>4?PAGR E9FP A4 A9;46<E<@O9 
CB8E9F< (A9;46<E<@O9 7DGCCO CBC4DAB E6S;4AAOI >B@@GF4FBDB6) < 
EB98<A<FP <I 6 98<AB9 J9?B9 E <ECB?P;B64A<9@ @4DLDGF<;4FBDB6. &4>GR 
;484KG @B:AB D9L<FP FB?P>B A4 QF4C9 CBEFDB9A<S E9F<, AB A9 6 @B@9AF 9T 
Q>EC?G4F4J<<. �89EP A4 CB@BMP CD<IB8SF 6<DFG4?PAO9 ?B>4?PAO9 E9F< 
VLAN (virtual local area network). 
�<DFG4?PA4S ?B>4?PA4S E9FP VLAN CD98EF46?S9F EB5B= EB6B>GCABEFP CBDFB6 
B8AB7B <?< 5B?99 >B@@GF4FBDB6 ($<EGAB> 2). 
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$<EGAB> 2. 
VLAN CB;6B?SRF ?B7<K9E>< D4;5<FP <EIB8AGR ?B>4?PAGR E9FP A4 A9E>B?P>B 
A9;46<E<@OI ?B>4?PAOI E9F9= 59; H<;<K9E>B7B B5DO64 E9F96OI EB98<A9A<=. 
�?S QFB7B 48@<A<EFD4FBD E9F< 8B?:9A A4 >4:8B@ >B@@GF4FBD9 A4;A4K<FP, 
>4><9 97B CBDFO BFABESFES > >4><@ VLAN. #B G@B?K4A<R 6E9 CBDFO 
>B@@GF4FBD4 BFABESFES > B8AB= VLAN E AB@9DB@ 1.  4>E<@4?PAB9 K<E?B 
VLAN 6 >B@@GF4FBD9 D46AB B5M9@G K<E?G 97B CBDFB6. #D46<?PA4S D4;5<6>4 
?B>4?PAB= E9F< A4 VLAN EBEF46?S9F B8AG <; 64:A9=L<I ;484K 
CDB9>F<DB64A<S. 
VLAN 698GF E95S F4> :9, >4> < H<;<K9E>< D4;89?TAAO9 ?B>4?PAO9 E9F<. &B 
9EFP CBE?9 D4;5<6>< E9F< A4 VLAN @O CB?GK<@ A9E>B?P>B ?B>4?PAOI E9F9=, 
>BFBDO9 84?99 A9B5IB8<@B B5N98<A<FP 6 98<AB9 J9?B9 E 
CB@BMPR@4DLDGF<;4J<< A4 FD9FP9@ E9F96B@ GDB6A9. 
�BAJ9CJ<S VLAN, CB@<@B D9L9A<S CDB5?9@O E L<DB>B69M4F9?PAO@ 
FD4H<>B@ 84TF F4>:9 DS8 8BCB?A<F9?PAOI CD9<@GM9EF6: HBD@<DB64A<9 
?B>4?PAOI E9F9= A9 CB @9EFG D4ECB?B:9A<S 5?<:4=L97B >B@@GF4FBD4, 4 CB 
CD<A48?9:ABEF< >B@CPRF9DB6 > D9L9A<R FB= <?< <AB= CDB<;6B8EF69AAB= 
;484K<; EB;84A<9 E9F< CB F<CG CBFD95?S9@B7B 6OK<E?<F9?PAB7B D9EGDE4 < 
FD95G9@B= E9D69DAB= GE?G7< (H4=?-E9D69D, E9D69D 54; 84AAOI). VLAN 
CB;6B?SRF 69EF< D4;?<KAGR CB?<F<>G 59;BC4EABEF< 8?S D4;AOI 6<DFG4?PAOI 
E9F9=; C9D96B8<FP >B@CPRF9D <; B8AB= E9F< 6 8DG7GR 59; BEGM9EF6?9A<S 
H<;<K9E>B7B C9D9@9M9A<S <?< C9D9CB8>?RK9A<S. 
�?S B5@9A4 <AHBD@4J<9= B VLAN >B@@GF4FBDO <ECB?P;GRF @47<EFD4?PAO= 
(FD4A>B6O=) CDBFB>B?. �?S BEGM9EF6?9A<S B5@9A4 <AHBD@4J<9= B VLAN 
@9:8G >B@@GF4FBD4@< 6O 8B?:AO EB;84FP @47<EFD4?PAO9 CBDFO. 
 47<EFD4?PAO= CBDF QFB CBDF, <ECB?P;G9@O= 8?S C9D984K< <AHBD@4J<< B 
VLAN 6 8DG7<9 E9F96O9 GEFDB=EF64, 
CD<EB98<A9AAO9 > QFB@G CBDFG. "5OKAO9 CBDFO A9 D9>?4@<DGRF 
<AHBD@4J<R B VLAN, AB ?R5B= CBDF @B:9F 5OFP A4EFDB9A 8?S 
CD<9@4/C9D984K< <AHBD@4J<< B VLAN. �O 8B?:AO 4>F<6<;<DB64FP 
@47<EFD4?PAO= CDBFB>B? A4 AG:AOI CBDF4I, F4> >4> BA 6O>?RK9A CB 
G@B?K4A<R. 
#BDF >B@@GF4FBD4 D45BF49F ?<5B 6 D9:<@9 8BEFGC4 ?<5B 6 @47<EFD4?PAB@ 
D9:<@9. %BBF69FEF69AAB E6S;P, CB8EB98<ATAA4S > CBDFG S6?S9FES ?<5B E6S;PR 
8BEFGC4 ?<5B @47<EFD4?PAB= E6S;PR. � D9:<@9 8BEFGC4 CBDF CD<A48?9:<F 
FB?P>B B8AB= VLAN. #BDF 8BEFGC4 CD<EB98<AS9FES > B>BA9KAB@G 
GEFDB=EF6G: #�, D45BK9= EF4AJ<<, E9D69DG, 
I45G. (D9=@O, CDBIB8SM<9 K9D9; CBDF 8BEFGC4, S6?SRFES B5OKAO@< Ethernet 
HD9=@4@<. 
 47<EFD4?PAO9 E6S;< ECBEB5AO CB889D:<64FP A9E>B?P>B VLAN. VLAN A4 
D4;?<KAOI >B@@GF4FBD4I E6S;O64RFES K9D9; @47<EFD4?PAO= CDBFB>B?. 
 47<EFD4?PAO9 CBDFO A9 CD<A48?9:4F BCD989?TAAB= VLAN < <ECB?P;GRFES 
8?S CB8EB98<A9A<S > 8DG7<@ >B@@GF4FBD4@, @4DLDGF<;4FBD4@ <?< E9D69D4@, 
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<@9RM<@ E9F96O9 484CF9DO E 6B;@B:ABEFPR 8?S CB8>?RK9A<S >B @AB7<@ 
VLAN. 
 47<EFD4?< @B7GF D4EL<D<FP VLAN CB 6E9= E9F<. �?S @47<EFD4?PAOI J9?9= 
A4;A4K4RF 6OEB>BE>BDBEFAO9 CBDFO >B@@GF4FBDB6: Gigabit Ethernet < 
10Gigabit . 
�?S @G?PF<C?9>E<DB64A<S FD4H<>4 VLAN EGM9EF6GRF EC9J<4?PAO9 
CDBFB>B?O, CB;6B?SRM<9 CD<T@AO@ CBDF4@ BCD989?<FP, >4>B@G VLAN 
CD<A48?9:<F C4>9F. �?S E6S;< @9:8G GEFDB=EF64@< Cisco <ECB?P;G9FES 
CDBFB>B? Inter-Switch Link (ISL). #D< A4?<K<< 6 E9F< B5BDG8B64A<S 
A9E>B?P><I CDB<;6B8<F9?9= CD<@9AS9FES CDBFB>B? IEEE 802.1Q 
�9; @47<EFD4?PAOI E6S;9= 8?S CB889D:>< VLAN 8B?:AB 5OFP BD74A<;B64AB 
CB B8AB= E6S;< 8BEFGC4 8?S >4:8B= VLAN. &4>B= CB8IB8 8BDB7 < 
A9QHH9>F<69A, CBQFB@G @47<EFD4?PAO9 E6S;< 45EB?RFAB A9B5IB8<@O CD< 
CDB9>F<DB64A<< ?B>4?PAOI E9F9=. 

 
$<EGAB> 3. 

!4 D<EGA>9 3 CBDFO � < � A4 >B@@GF4FBD9 Y BCD989?9AO >4> E6S;< 8BEFGC4 
A4 B8AB= < FB= :9 VLAN 200. #B BCD989?9A<R BA< @B7GF CD<A48?9:4FP 
FB?P>B B8AB= VLAN < A9 @B7GF CB?GK4FP ethernet HD9=@O, EB89D:4M<9 
<89AF<H<>4FBD VLAN. !4CD<@9D, >B784 Y CB?GK49F FD4H<> BF CBDF4 � > 
CBDFG �, FB BA A9 8B546?S9F ISL ;47B?B6B>B> 6 ethernet HD9=@O. 
#BDF % A4 >B@@GF4FBD9 Z F4>:9 S6?S9FES CBDFB@ 8BEFGC4 < F4>:9 
CD<A48?9:<F > VLAN 200. �E?< CBDF � C9D9EO?49F HD9=@ 6 CBDF %, FB 
CDB<EIB8<F E?98GRM99: 
1. �B@@GF4FBD Y CB?GK49F HD9=@ <, EBCBEF46?SS AB@9D CBDF4 A4;A4K9A<S E 
AB@9DB@ VLAN, BCD989?S9F 97B >4> FD4H<>, A4CD46?9AAO= > VLAN 200 A4 
8DG7B@ >B@@GF4FBD9, 
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2. �B@@GF4FBD Y 8B546?S9F > HD9=@G ISL ;47B?B6B> E AB@9DB@ VLAN < 
C9D9EO?49F HD9=@ K9D9; CDB@9:GFBKAO= >B@@GF4FBD A4 @47<EFD4?PAGR 
E6S;P. 
3. 1FBF CDBJ9EE CB6FBDS9FES A4 >4:8B@ >B@@GF4FBD9 CB CGF< HD9=@4 > 
>BA9KAB@G CBDFG %. 
4. �B@@GF4FBD Z CB?GK49F HD9=@, G84?S9F ISL ;47B?B6B> < A4CD46?S9F HD9=@ 
A4 CBDF %. 
�E?< CBDF A4IB8<FES 6 @47<EFD4?PAB@ D9:<@9, FB BA @B:9F 5OFP A4EFDB9A 
<?< 8?S FD4AECBDF4 6E9I VLAN <?< B7D4A<K9AAB7B @AB:9EF64 VLAN. 
 47<EFD4?PAO9 E6S;< <ECB?P;GRFES 8?S E6S;< >B@@GF4FBDB6 E 8DG7<@< 
>B@@GF4FBD4@<, @4DLDGF<;4FBD4@< <?< E E9D69D4@<, <@9RM<@< CB889D:>G 
VLAN. 
%B7?4EAB 54;B6B= F9D@<AB?B7<< @47<EFD4?P QFB E6S;P FBK>4-FBK>4, 
CB889D:<64RM4S A9E>B?P>B VLAN. *9?PR @47<EFD4?< S6?S9FES EBID4A9A<9 
AB@9DB6 CBDFB6 CD< EB;84A<< E6S;< @9:8G 86G@S GEFDB=EF64@<, 
B5D4;GRM<@< VLAN. 

 
$<EGAB> 4. 

�9DIASS H<7GD4 A4 D<EGA>9 4 CB>4;O649F ECBEB5 EB;84A<S VLAN CGFT@ 
<ECB?P;B64A<S 86GI H<;<K9E><I E6S;9= @9:8G >B@@GF4FBD4@< (CB B8AB= A4 
>4:8GR VLAN). 1FB D9L9A<9 C?BIB @4ELF45<DG9FES: CD< 8B546?9A<< 
FD9FP97B VLAN A48B CB:9DF6B64FP 9MT 86G@S CBDF4@<. 1FB D9L9A<9 
A9QHH9>F<6AB < 6 E@OE?9 D4;89?9A<S A47DG;><: @4?O= FD4H<> A4 A9>BFBDOI 
E6S;SI @B:9F A9 EFB<FP FB7B, KFB QF4 E6S;P S6?S9FES CGK>B@ 6<DFG4?PAOI 
E6S;9= K9D9; B8AG H<;<K9E>GR E6S;P. !4 A<:A9= H<7GD9 B8A4 H<;<K9E>4S 
E6S;P ECBEB5A4 A9EF< FD4H<> 8?S ?R5B= VLAN. �?S 8BEF<:9A<S QFB7B 
>B@@GF4FBD Sa F4> BHBD@?S9F HD9=@O, KFB Sb ;A49F, A4 >4>GR VLAN BA< 
A4CD46?S9FES. �?S F4>B7B BHBD@?9A<S C4>9FB6 <ECB?P;GRFES ?<5B EF4A84DF 
IEEE 802.1Q ?<5B Cisco CDBFB>B? ISL (Inter-Switch Link). 
�?S 5B?PL<I E9F9= DGKA4S >BAH<7GD4J<S VLAN EF4AB6<FES 69EP@4 
FDG8BT@>B= ;484K9=. Cisco VLAN Trunk Protocol (VTP) E?G:<F 8?S  
46FB@4F<K9E>B7B B5@9A4 <AHBD@4J<9= B VLAN K9D9; @47<EFD4?PAO9 CBDFO. 
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#D9<@GM9EF6B@ <ECB?P;B64A<S VTP S6?S9FES FB, KFB 6O @B:9F9 
>BAFDB?<DB64FP 8B546?9A<9, G84?9A<9 <?< <;@9A9A<9 E9F9= VLAN <; 
>B@@GF4FBDB6 A4 >BFBDB@ EB;84AO VTP E9D69D4. #BE?9 A4EFDB=>< 64L<I 
>B@@GF4FBDB6 >4> VTP E9D69DB6, BEF4?PAO9 >B@@GF4FBDO 64L9= E9F< @B7GF 
5OFP A4EFDB9AO >4> >?<9AFO, >BFBDO9 FB?P>B CB?GK4RF VLAN <AHBD@4J<R. 
!98BEF4F>B@ S6?S9FES A9AG:AO= FD4H<>, EB;84649@O= A4 @47<EFD4?PAO= 
CBDF4I 8?S GEFDB=EF6, >BFBDO@ 6B;@B:AB A9 AG:A4 QF4 <AHBD@4J<S. �E?< 
64L4 E9FP 5G89F EB89D:4FP @AB7B >B@@GF4FBDB6, EB89D:4M<I @AB7B 
6<DFG4?PAOI E9F9=, D4ECB?B:9AAOI 6 D4;AOI >B@@GF4FBD4I, 6B;@B:AB, <@99F 
E@OE? <ECB?P;B64FP VTP. �E?< 64L4 E9FP BEF4A9FES 
8BEF4FBKAB EF4F<K9E>B=, < VLAN A9 5G8GF 8B546?SFPES <?< <;@9ASFPES CB 
BFABL9A<R > A4K4?PAB= >BAH<7GD4J<<, FB ?GKL9 <ECB?P;B64FP EF4F<K9E>B9 
BCD989?9A<9 6<DFG4?PAOI E9F9=. 
� FBCB?B7<< ?B>4?PAOI E9F9= 6B;@B:AO J<>?O (C9F?<). !4CD<@9D, G:9 
FD< >B@@GF4FBD4 EB98<ATAAOI 8DG7 E 8DG7B@ CB >DG7G B5D4;GRF J<>? 6 
FBCB?B7<<. #9F?< CD<6B8SF > A9B8AB;A4KABEF< CD< BCD989?9A<< CGF< BF 
<EFBKA<>4 C4>9FB6 > CD<T@A<>G. �?S D9L9A<S QFB= E9DPT;AB= CDB5?9@O 5O? 
D4;D45BF4A CDBFB>B? E6S;GRM97B 89D964 STP (spanning tree protocol). �?S 
7D4H4 FBCB?B7<< >4:8B= VLAN, >BFBD4S BCD989?9A4 6 E9F<, EFDB<FES 
@<A<@4?PAB9 CB>DO64RM99 89D96B (7D4H 59; J<>?B6) E 69DL<AB= 6 
A9>BFBDB@ >B@@GF4FBD9. �?S H<;<K9E>B= D94?<;4J<< F4><I 89D96P96 STP 
C9D96B8<F <;5OFBKAO9 CBDFO 6 EBEFBSA<9 5?B><DB6><. $4EKTF 89D96P96 
CDB<;6B8<FES C4D4??9?PAB A4 6E9I >B@@GF4FBD4I. �4?99 C4>9FO 6B VLAN 
<8GF FB?P>B CB CGFS@, BCD989?TAAO@ 6 CBEFDB9AAOI CB>DO64RM<I 89D96PSI. 
#D< <;@9A9A<< FBCB?B7<<, 4>F<64J<</BEF4AB6>9 CBDFB6 CDB<EIB8<F C9D9EKTF 
CB>DO64RM<I 89D96P96. 
�?S EB;84A<S FBCB?B7<< E6S;GRM97B 89D964 EGM9EF6GRF EC9J<4?PAO9 
HD9=@O, A4;O649@O9 @B8G?S@< 84AAOI @BEFB6B7B CDBFB>B?4 (bridge protocol 
data units, BPDU). 1F< HD9=@O BFCD46?SRFES < CD<A<@4RFES 6E9@< 
>B@@GF4FBD4@< 6 E9F< K9D9; D46AO9 CDB@9:GF>< 6D9@9A<. 
 
�484A<9 71 �OCB?A<FP �BAH<7GD<DB64A<9 EF4F<K9E><I VLAN 
1. %F4F<K9E><9 VLAN QFB EB6B>GCABEFP CBDFB6 A4 >B@@GF4FBD9, >BFBDO9 
6DGKAGR A4;A4K4RFES >B@4A8B= IOS CD< >BAH<7GD<DB64A<< <AF9DH9=E4. 
�?S EB;84A<S CGEFB= VLAN c AB@9DB@ 7VLAN A4 >B@@GF4FBD4I Cisco E9D<< 
2950 <ECB?P;GRFES >B@4A8O 
Switch#vlan database 
Switch(vlan)#vlan 7VLAN 
Switch(vlan)# exit 
!4CD<@9D, >B@4A8O 
Switch#vlan database 
Switch(vlan)#vlan 33 
Switch(vlan)# exit 
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EB;848GF CGEFGR VLAN E AB@9DB@ 33 < E<EF9@4 84EF VLAN <@S VLAN0033. 
�4@9F<@, KFB >B@4A8O 6OCB?ASRFES A9 6 D9:<@9 >BAH<7GD4J<<. 
�B@4A84 switchport mode <ECB?P;G9FES 8?S GEF4AB6>< <AF9DH9=E4 6 
8<A4@<K9E><= D9:<@, D9:<@O 8BEFGC4 <?< D9:<@ @47<EFD4?< (trunk). 
Switch(config-if)#switchport mode [access | dynamic | trunk] 
)BFS D9:<@ 8BEFGC4 S6?S9FES D9:<@B@ CB G@B?K4A<R, AB 6 DS89 E?GK496 
GEFDB=EF6B, CD<EB98<ATAAB9 > CBDFG >B@@GF4FBD4, @B:9F C9D969EF< 97B 6 
@47<EFD4?PAO= D9:<@. #BQFB@G D9>B@9A8G9FES 6E9 A9@47<EFD4?PAO9 CBDFO 
C9D96B8<FP 6 D9:<@ 8BEFGC4 >B@4A8B= switchport mode access. 
�?S EF4F<K9E>B7B CB@9M9A<S F9>GM97B <AF9DH9=E4 6B VLAN <ECB?P;GRFES 
>B@4A8O 
Switch(config-if)#switchport mode access 
Switch(config-if)#switchport access vlan 7number 
789 7number 3 K<E?B 3 AB@9D VLAN. 
�B@4A84 interface range BCD989?S9F 8<4C4;BA <AF9DH9=EB6 8?S CBE?98GRM<I 
>BAH<7GD4J<=. !4CD<@9D, CBDFO E C9D6B7B CB L9EFB= @B7GF 5OFP CB@9M9AO 
6B VLAN 10 >B@4A84@< 
Switch(config)#interface range fa0/1 3 6 
Switch(config-if-range)#switchport access vlan 10 
#BE?9 A4EFDB=>< VLAN CDB69DPF9 A4EFDB=>G >B@4A84@< show 
runningconfig, 
show vlan < show vlan brief. 
#D< A4EFDB=>9 VLAN CB@A<F9, KFB CB G@B?K4A<R 6E9 CBDFO A4IB8SFES 
6B VLAN 1. 
�?S EB;84A<S <?< >BAH<7GD<DB64A<S @47<EFD4?< VLAN 6O 8B?:AO 
A4EFDB<FP CBDF >4> @47<EFD4?PAO= 
Switch(config-if)#switchport mode trunk 
#B G@B?K4A<R CBE?98ASS >B@4A84 BCD989?S9F CBDF >4> @47<EFD4?PAO= 8?S 
6E9I VLAN 6 E9F<. "8A4>B EGM9EF6GRF E<FG4J<<, >B784 @47<EFD4?P A9 
8B?:A4 CB889D:<64FP 6E9 VLAN. &<C<KAB= S6?S9FES E<FG4J<S E 
CB846?9A<9@ L<DB>B69M4A<S. ,<DB>B69M4A<9 CBEO?49FES A4 >4:8O= CBDF 
6B VLAN.  47<EFD4?PA4S E6S;P 6OEFGC49F >4> K?9A VLAN < 8B?:A4 
CDBCGE>4FP 6ET L<DB>B69M4A<9. �E?< A4 8DG7B@ >BAJ9 @47<EFD4?< A9F 
CBDFB6 AG:AB= VLAN, FB CB?BE4 CDBCGE>4A<S < CDBJ9EEBDAB9 6D9@S 
GEFDB=EF6 FD4F<FES CBCGEFG. 
�E?< VLAN A9 <ECB?P;G9FES A4 8DG7B@ >BAJ9 @47<EFD4?<, A9F AG:8O 
D4;D9L4FP QFG VLAN A4 QFB= @47<EFD4?<. #B G@B?K4A<R @47<EFD4?PAO9 
CBDFO CD<A<@4RF < C9D984RF FD4H<> EB 6E9I VLAN 6 E9F<. �?S EB>D4M9A<S 
@47<EFD4?PAB7B FD4H<>4 <ECB?P;G=F9 >B@4A8G 
Switch(config-if)#switchport trunk allowed vlan vlan-list 
!4CD<@9D, >B@4A84 
Switch(config-if)#switchport trunk allowed vlan 3 
Switch(config-if)#switchport trunk allowed vlan 6-10 
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D4;D9L49F A4 @47<EFD4?< VLAN 3 < ;4F9@ VLAN E 6 CB 10. " FB@, >4><9 
VLAN D4;D9L9AO A4 @47<EFD4?< @B:AB CBE@BFD9FP >B@4A8B= show 
runningconfig. 
�?S G84?9A<S 5B?PLB7B K<E?4 VLANs <; @47<EFD4?< CDBM9 6A4K4?9 G84?<FP 
6E9 VLAN, 4 ;4F9@ 6O5BDBKAB D4;D9L4FP. #DBEF9=L<= ECBEB5 C9D969EF< 
E6S;P 6 D9:<@ 8BEFGC4 QFB ;484FP A4 <AF9DH9=E4I E 9T 86GI EFBDBA CB 
>B@4A89 
SwitchA(config-if)#switchport mode access 
#DBEF9=L<= ECBEB5 C9D969EF< E6S;P 6 D9:<@ 8BEFGC4 QFB ;484FP A4 
<AF9DH9=E4I E 9T 86GI EFBDBA CB >B@4A89 
SwitchA(config-if)#switchport mode trunk 
 
#D4>F<K9E>4S K4EFP 
1. %B59D<F9 FBCB?B7<R <;B5D4:9AAGR A4 D<EGA>9 5. �B@@GF4FBDO EB98<A<F9 
86G@S GigabitEthernet (gi1/1 < gi1/2) EB98<A9A<S@<. �B@CPRF9DO 
CB8EB98<A<F9 > <AF9DH9=E4@ EB7?4EAB F45?<J9 1. !4;A4KPF9 >B@CPRF9D4@ 
48D9E4, EB7?4EAB F45?<J9 1. �E9 >B@CPRF9DO 6IB8SF 6 B8AG CB8E9FP 172.16.0.0 
255.255.0.0.  4DLDGFO CB G@B?K4A<R A4 >B@CPRF9D4I A9 GEF4A46?<64=F9. 
#DBC<A7G=F9 E9FP. 
"D74A<;G9@ 6 A4L9= E9F< 864 VLAN. �B@CPRF9DO 20_1 < 20_2 CB@9EF<@ 6B 
VLAN E AB@9DB@ 20, 4 >B@CPRF9DO 30_1 < 30_2 CB@9EF<@ 6B VLAN E 
AB@9DB@ 30. 
Switch1(conf)#interface fa0/2 
Switch1(conf-if)#switchport access vlan 20 
Switch1 (conf-if)#interface fa0/3 
Switch1(conf-if)#switchport access vlan 30 
Switch2 (conf)#interface fa0/2 
Switch2(conf-if)#switchport access vlan 20 
Switch2 (conf-if)#interface fa0/3 
Switch2(conf-if)#switchport access vlan 30 

 
$<EGAB> 5. 

&45?<J4 1. 
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�B@CPRF9D Switch1 Switch2 �8D9E 
20_1 Fa0/2  172.16.20.1/16 

30_1 Fa0/3  172.16.20.2/16 

20_2  Fa0/2 172.16.30.1/16 
30_2  Fa0/3 172.16.30.2/16 
 Gi1/1 Gi1/1  

 
!4 B59<I >B@@GF4FBD4I CDB69DPF9 D9;G?PF4FO EB;84A<S VLAN, A4CD<@9D 
Switch1# sh vl name 20 

 
� 

 
&4> >4> A9F B5@9A4 <AHBD@4J<< B VLAN @9:8G >B@@GF4FBD4@<, FB 
>B@CPRF9DO 5G8GF C<A7B64FP FB?P>B E4@<I E95S. 
"D74A<;G9@ @47<EFD4?< A4 >B@@GF4FBD4I. �?S QFB7B <ECB?P;G9@ 
GigabitEthernet CBDF 
Switch1(conf)#interface gi1/1 
Switch1 (conf-if)#switchport trunk allowed vlan add 20 
Switch1 (conf-if)#switchport trunk allowed vlan add 30 
Switch1 (conf-if)#no shutdown 
Switch2 (conf)#interface gi1/1 
Switch2 (conf-if)#switchport trunk allowed vlan add 20 
Switch2 (conf-if)#switchport trunk allowed vlan add 30 
Switch2 (conf-if)#no shut 
&9C9DP >B@CPRF9DO 6 C9D989?4I B8AB= VLAN 8B?:AO C<A7B64FPES, 4 
>B@CPRF9DO, A4IB8SM<9ES 6 D4;?<KAOI VLAN A9 8B?:AO C<A7B64FPES (E@. 
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F45?<JG 2). 
&45?<J4 2. 
Ping <;/6 20_1 30_1 20_2 30_2 
20_1 �4 !9F �4 !9F 
30_1 !9F �4 !9F �4 
20_2 �4 !9F �4 !9F 
30_2 !9F �4 !9F �4 
 
%BID4A<F9 >BAH<7GD4J<< >B@@GF4FBDB6. 
2. %BID4A<@ FBCB?B7<R CD98O8GM97B ;484A<S 6 AB6B@ H4=?9. � QFB= 
FBCB?B7<< @4DLDGF<;4FBD EB98<ATA 86G@S E6S;S@< E <AF9DH9=E4@< fa0/1 
>B@@GF4FBDB6 (D<EGAB> 6). %AB64 CDB69DPF9, KFB >B@CPRF9DO 6 C9D989?4I 
B8AB= VLAN C<A7GRFES, 4 >B@CPRF9DO, A4IB8SM<9ES 6 D4;?<KAOI VLAN A9 
C<A7GRFES. 

 
$<EGAB> 6. 

#BEF46<@ ;484KG B5N98<A9A<S 6<DFG4?PAOI E9F9= E CB@BMPR 
@4DLDGF<;4FBD4. �?S QFB7B E?98G9F D4;5<FP A4LG E9FP 172.16.0.0/16 A4 869 
CB8E9F< 172.16.20.0/24 < 172.16.30.1/24. �?S QFB7B CDBEFB CB@9AS9@ @4E>< G 
>B@CPRF9DB6 A4 255.255.255.0. 
&9C9DP >B@CPRF9DO C<A7GRFES 6 C9D989?4I B8AB= VLAN < 6 CD989?4I B8AB= 
IP CB8E9F<, 4 QFB ;A4K<F FB?P>B E4@< A4 E95S. 
�698T@ A4 >B@@GF4FBD4I <AF9DH9=EO, CB8EB98<ATAAO9 > @4DLDGF<;4FBDG 6 
6<DFG4?PAO9 E9F< 
Switch1(conf)#interface fa0/1 
Switch1(conf-if)#switchport access vlan 20 
Switch2(conf)#interface fa0/1 
Switch2(conf-if)#switchport access vlan 30 
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!4EFDB<@ IP 48D9E4 A4 @4DLDGF<;4FBD9 
Router(conf)#interface fa0/0 
Router(conf-if)#ip address 172.16.20.254 255.255.255.0 
Router(conf-if)#no shutdown 
Router(conf-if)#interface fa1/0 
Router(conf-if)#ip address 172.16.30.254 255.255.255.0 
Router(conf-if)#no shutdown 
&9C9DP @4DLDGF<;4FBD @4DLDGF<;<FG9F A4L< 869 E9F< 172.16.20.0/24 < 
172.16.30.1/24. �B546<@ A4 A4L<I >B@CPRF9D4I @4DLDGF<;4J<R CB 
G@B?K4A<R A4 <AF9DH9=EO @4DLDGF<;4FBD4. 
Host Gataway 

20_1 172.16.20.254 
20_2 172.16.20.254 

30_1 172.16.30.254 

30_2 172.16.30.254 
 
&9C9DP <;B 6E9I GEFDB=EF6 A4L9= E9F< @O @B:9@ C<A7B64FP 6E9 A4L< IP 
48D9E4. 
3. #B>4:9@, >4> E <ECB?P;B64A<9@ FD4A;<FAOI ?<A<=, @O @B:9@ EQ>BAB@<FP 
CBDFO. 
�;@9A<@ FBCB?B7<R, C9D95DBE<6 @47<EFD4?P gi1/2 BF >B@@GF4FBDB6 > 
<AF9DH9=EG fa0/0 @4DLDGF<;4FBD4 (D<EGAB> 7). �47DG;<@ FBCB?B7<R 6 
E<@G?SFBD. �47DG;<@ CB BK9DT8AB 6 >4:8B9 GEFDB=EF6B, >DB@9 
@4DLDGF<;4FBD4, EBID4ATAAO9 >BAH<7GD4J<<. �4@9F<@, KFB 6 >BAH<7GD4J<< 
>B@@GF4FBD4 Switch2 GEF4AB6>4 @47<EFD4?< A4 gi1/2 A9 AG:A4, IBFS BA4 < A9 
@9L49F. 
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$<EGAB> 7. 

!4 @4DLDGF<;4FBD9 D4;B5NT@ <AF9DH9=E fa0/0 A4 864 CB8<AF9DH9=E4 fa0/0.20 
< fa0/0.30. "CD989?<@ A4 A<I <AE4CEG?SJ<R dot1q < CB@9EF<@ <I 6 
6<DFG4?PAO9 E9F< 20 < 30, EBBF69FEF69AAB. 
Router(conf)#interface FastEthernet0/0.20 
Router(conf-subif)#encapsulation dot1q 20 
Router(conf-subif)#ip address 172.16.20.254 255.255.255.0 
Router(conf-subif)#interface FastEthernet0/0.30 
Router(conf-subif)#encapsulation dot1q 30 
Router(conf-subif)#ip address 172.16.30.254 255.255.255.0 
#BE@BFD<@ F45?<JG @4DLDGFB6 
Router#show ip route 
#DB69DPF9, KFB <; >4:8B7B GEFDB=EF64 6O @B:9F9 C<A7B64FP 6E9 48D9E4 6 
E9F<. 
�OCB?A<F9 A4 Router >B@4A8G D4EL<D9AAB7B C<A74 BF 48D9E4 172.16.20.1 
>B@CPRF9D4 20_1 <; VLAN 20, CB8>?RKTAAB7B > >B@@GF4FBDG Switch1 > 
48D9EG 172.16.30.2 >B@CPRF9D4 30_2 <; VLAN 30, CB8>?RKTAAB7B > 
>B@@GF4FBDG Switch2 



90 
 

90 

 
 
�484A<9 8?S CB?GK9A<S CB6OL9AAB7B 54?4 
#B6FBD<FP 6E9 CGA>FO CD4>F<K9E>B= K4EF< 8?S IP E9F< CD98CD<SF<S, EB7?4EAB 
64D<4AF4@. #D4>F<K9E>4S K4EFP CDB89?4A4 8?S E9F< 172.16.0.0/16. 

%B;84FP F9 :9 E>D<ALBFO, KFB < CD< 6OCB?A9A<< CD4>F<K9E>B= K4EF<. 
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#$��&�+�%��3  $��"&� 714. 
�%#"�0�"��!�� %�&��/) #$"�$�  !/) '&���& WINDOWS 
 
*9?P D45BFO: �;GK<FP < A4GK<FPES D45BF4FP 6 GF<?<F4I 8?S D45BFO  E 
?B>4?PAO@< E9FS@< Windows 
 
�484A<S 8?S CD4>F<K9E>B7B ;4ASF<S: 
Radmin - CDB7D4@@4 G84?9AAB7B GCD46?9A<9 #� CB E9F< 
%GFP 6 E?98GRM9@: A4 >4:8O= #� E ?B>4?PAB= E9F< EF46<@ E9D69DAGR < 
>?<9AFE>GR K4EFP CDB7D4@@O Radmin. #BE?9 QFB7B CB E9F< 6O >4:8O@ 
G84?9AAO@ #� E@B:9F9 GCD46?SFP >4> E6B<@. �F4>, GEF4AB6<@ E9D69D < >?<9AF 
A4 @4L<A4 110-1 < 110-2. #D< QFB@ CD464 CB?P;B64F9?9= A4 E9D69D9 CB>4 
A4EFD4<64FP A9 5G89@ (E89?49@ QFB CB;8A99) 3 D<E. 1. 

 
 

$<E. 1. %9D69D < >?<9AF GEF4AB6?9AO A4 #� 110-1 
�4CGEF<@ A4 #� 110-1 CDB7D4@@G !4EFDB=>< Radmin Server < 6 CD464I 
8BEFGC4 GEF4AB6<@ C9D9>?RK4F9?P 6 CB?B:9A<9 Radmin (D<E. 2 < D<E. 3). 
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$<E. 2. �4CGE>49@ >B@4A8G !4EFDB=>< Radmin Server 

 
 

$<E. 3. �OEF46?S9@ D9:<@ 59;BC4EABEF< Radmin Server 
 
!4:@9@ A4 >ABC>G #D464 8BEFGC4 < EB;848<@ CB?P;B64F9?S E9D69DAB= K4EFPR 
CDB7D4@@O Radmin A4 #� 110-1, F.9. BD74A<;G9@ CB?P;B64F9?S User-1 E C4DB?9@ 
123456 ( D<E. 4). 
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$<E. 4. �B546?9A<9 AB6B7B CB?P;B64F9?S 
1FB@G CB?P;B64F9?R 848<@ 6E9 CD464 ( D<E. 5). 

 
 

$<E. 5. #D464 CB?P;B64F9?S User-1 A4 #� 110-1 
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&9C9DP A4 #� 110-2 ;4CGE>49@ Radmin Viewer, 6OCB?AS9@ 
>B@4A8G %B98<A9A<9-%B98<A<FPES E-110-1 ( D<E. 6). 

 
 

$<E. 6. ">AB EB98<A9A<S >?<9AF4 110-2 E E9D69DB@ 110-1 
&9C9DP E?98G9F 669EF< <@S User-1 E C4DB?9@ 123456 < A4:4FP "� ( D<E. 7). 

 
 

$<E. 7. #BE?9 A4:4F<S "� 6O G6<8<F9 D45BK<= EFB? #� 110-1 
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&9C9DP @O CB?ABEFPR @B:9@ GCD46?SFP E #� 110-2 >B@CPRF9DB@ 110-1, >4> 
5G8FB 6O H<;<K9E>< E<8<F9 A9 A4 #� 110-2, 4 A4 #� 110-1. �A4K9 7B6BDS, E 
CB@BMPR Radmin, 6O @B:9F9 48@<A<EFD<DB64FP G84?9AAO= #� G84?9AAB. 
#D<@9K4A<9 
#B?9;AB= BEB59AABEFPR Radmin S6?S9FES 6B;@B:ABEFP CB8>?RK9A<S > 
G84?9AAB@G >B@CPRF9DG 6 D9:<@9 Telnet. 1FB CB;6B?<F BEGM9EF6?SFP C9D9ABE 
F9>EFB6OI >B@4A8 A4 G84?9AAO= >B@CPRF9D E CB@BMPR >B@4A8AB= EFDB><. 1FB 
CD4>F<K9E>< F9D@<A4?PAO= 8BEFGC, FB?P>B B7D4A<K9AAO= D9:<@B@ >B@4A8AB= 
EFDB><. #B?B:<F9?PAB= EFBDBAB= QFB7B @9FB84 S6?S9FES Q>BAB@<S < 
G@9APL9A<9 D4EIB84 FD4H<>4 6 FOESK< D4; CB ED46A9A<R E 7D4H<K9E><@ 
D9:<@B@. 
Nassi - E<EF9@4 B5M9A<S CB?P;B64F9?9= 6 ?B>4?PAB= E9F< 
�?S B5@9A4 EBB5M9A<S@< < H4=?4@< 6 ?B>4?PAB= E9F< G8B5AB <ECB?P;B64FP K4F 
CB8 A4;64A<9@ Net Work Assistant (Nassi). 'EF4AB6<@ QFG CDB7D4@@G A4 #� 
110-1 < #� 110-2 < ;4CGEF<@ 99 ( D<E. 8). 

 
 

$<E. 8. Network Assistant (<AF9DH9=E) 
&9C9DP 6O @B:9F9 BFCD46?SFP E B8AB7B #� A4 8DG7B= EBB5M9A<S, H4=?O, 
D4;B5D4FPES 6 QFB= CDBEFB= CDB7D4@@9 EB6E9@ A9 E?B:AB. !4CD<@9D, 6O @B:9F9 
A4 G84?9AAO= #� CBE?4FP ;6G>B6B= E<7A4? (F<C4 F9?9HBAAB7B ;6BA>4), >BFBDO= 
E<7A4?<;<DG9F 9@G "#B8B=8< > #�, CB7B6BD<@". 
"EAB6AO9 6B;@B:ABEF< Nassi: 

1.  AB7B>4A4?PAO= K4F 
2. "5M4S 8BE>4 8?S D<EB64A<S 
3.  7AB69AAO9 EBB5M9A<S 
4. #9D984K4 H4=?B6 
5. 'CD46?9A<9 CDBJ9EE4@< A4 G84?9AAB@ >B@CPRF9D9 
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6. %<7A4?<;4FBDO G84?9AAOI EB5OF<= 
7. � 8DG7B9... 

�484A<9 1. �DGCCB64S D45BF4 6 K4F9 < A4 8BE>9 8?S D<EB64A<S 
�B=8<F9 6 +4F < CBCDB5G=F9 CBB5M4FPES E 8DG7<@< #�. �?S QFB7B 6 A<;G 9EFP 
CB?9 66B84, 6 >BFBDB9 A45D4FP AG:AB9 EBB5M9A<9 < A4:4FP /Enter/. �?S 
BFCD46>< ?<KAB7B EBB5M9A<S, M9?>A<F9 CB A<>G CB?P;B64F9?S 6 EC<E>9 ECD464 
< 6 CBS6<6L99ES B>AB 66B8<F9 64L9 EBB5M9A<9. �E?< :9 IBF<F9, KFB5O ?<KAB9 
EBB5M9A<9 5O?B BFCD46?9AB 6E9@, FB 6O;B6<F9 >BAF9>EFAB9 @9AR (CD46O@ 
M9?K>B@ @OL<) A4 EC<E>9 CB?P;B64F9?9= 7?46AB7B B>A4, < 6O59D<F9 
"EBB5M9A<9 6E9@". #9D9=8<F9 A4 C<>FB7D4@@G �BE>4. �89EP 6E9 CB?P;B64F9?< 
@B7GF 6@9EF9 (B8AB6D9@9AAB) D<EB64FP B5M<= D<EGAB>. �;GK<F9 8DG7<9 
6B;@B:ABEF< CDB7D4@@O E4@BEFBSF9?PAB. 
#D<@9K4A<9 
�E?< 5D4A8@4GQD A9 6O>?RK9A, FB CDB7D4@@4 Nassi 8B?:A4 5OFP 6>?RK9A4 6 
97B <E>?RK9A<S. 
�B@4A84 BFCD46>< F9>EFB6OI EBB5M9A<= Net send 
&9>EFB6O9 EBB5M9A<S CB ?B>4?PAB= E9F< @B:AB BFCD46?SFP A9 FB?P>B 6 
EC9J<4?PAOI CDB7D4@@4I (Radmin, Nassi), AB < <; >B@4A8AB= EFDB>< Windows 
XP. �B@4A84 Net send E?G:<F 8?S BFCD46>< F9>EFB6OI EBB5M9A<= 8DG7B@G 
>B@CPRF9DG, 8BEFGCAB@G 6 E9F<. "8A4>B, 8?S FB7B, KFB5O >B@4A84 D45BF4?4, 
C9D6BA4K4?PAB A9B5IB8<@B 6>?RK<FP E?G:5G 8BEF46>< EBB5M9A<=. �?S QFB7B 
;4=8<F9 6 #4A9?P GCD46?9A<S. "F>DB=F9 C4C>G �8@<A<EFD<DB64A<9, 
%?G:5O. !4=8<F9 6 EC<E>9 E?G:5G EBB5M9A<= ( D<E. 9). 

 
 

$<E. 9. %?G:54 EBB5M9A<= BF>?RK9A4 
"F>DB=F9 99 E6B=EF64. �O59D<F9 ;A4K9A<9 �6FB <; EC<E>4 &<C ;4CGE>4, 9E?< 
6O IBF<F9, KFB5O E?G:54 46FB@4F<K9E>< ;4CGE>4?4EP CD< ;47DG;>9 Windows. 
�4F9@ A4:@<F9 A4 >ABC>G #GE> < "� ( D<E. 10 < D<E. 11). 
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$<E. 10. ">AB %?G:54 EBB5M9A<= 

 
 

$<E. 11. %?G:54 EBB5M9A<= D45BF49F 
�464=F9 D4EE@BFD<@ CD<@9DO <ECB?P;B64A<S >B@4A8O net send CD< BFCD46>9 
EBB5M9A<= 6 D45BK9= 7DGCC9 (8B@9A9) 110. +FB5O BFCD46<FP EBB5M9A<9 6E9@ 
CB?P;B64F9?S@ 6 D45BK9= 7DGCC9 110 6698<F9: net send /domain:110 
#$"��$�� %�3��. �DG7B= 64D<4AF CB8B5AB= >B@4A8O: KFB5O BFCD46<FP 
EBB5M9A<9 6E9@ CB?P;B64F9?S@ 6 64L9@ 8B@9A9 6698<F9: net send * CDB69D>4 
E6S;< ( D<E. 12 < 13) 
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$<E. 12. #D<@9D GEC9LAB= BFCD46>< EBB5M9A<S 6E9@ CB?P;B64F9?S@ 8B@9A4 110 

 
 

$<E. 13. #D<@9D GEC9LAB7B CB?GK9A<S EBB5M9A<S BF #� 110-2 6 D45BKGR 
7DGCCG 110 

+FB5O BFCD46<FP EBB5M9A<9 >BA>D9FAB@G CB?P;B64F9?R, A4CD<@9D, 110-1, 
6698<F9: net send 110-1 #$���&! ( D<E. 14). 

 
 

$<E. 14. %BB5M9A<9 CB?P;B64F9?R 110-1 8BEF46?9AB 
� Windows XP 9EFP 9M9 B8A4 6B;@B:ABEFP BFCD46>< EBB5M9A<= CB E9F<. 
�OCB?A<F9 >B@4A8O #4A9?P GCD46?9A<S-�8@<A<EFD<DB64A<9-'CD46?9A<9 
>B@CPRF9DB@. �4?PL9: �9=EF6<9-�E9 ;484K<-"FCD46>4 EBB5M9A<S >BAEB?<. 
�4?99 6O5<D49F9 #� < BFCD46?S9F9 9@G F9>EF ( D<E. 15). 
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$<E. 15. �4D<4AF BFCD46>< EBB5M9A<S CB E9F< 59; >B@4A8O >net send 
#D<@9K4A<9 
�B@4A84 net send @B:9F 5?B><DB64FPES 5D4A8@4GQDB@, CBQFB@G 97B A9B5IB8<@B 
A4EFDB<FP <?< BF>?RK<FP (A9 :9?4F9?PAB). 

 
#$��&�+�%��3  $��"&� 715. 
 "!�&"$�!� %"%&"3!�3 1�� �!&"� %�&� 
 
*9?P D45BFO: !4GK<FPES <ECB?P;B64FP >B@4A8O Ping 8?S CDB69D>< 
A4?<K<S E6S;< >B@CPRF9DB6 6 E9F< < 8?S 4A4?<;4 >4K9EF64 E6S;< #�, 
CB?P;B64FPES >B@4A84@< PathPing, Ipconfig, Net view < Tracert 
 
�484A<S 8?S CD4>F<K9E>B7B ;4ASF<S: 
#D<@9A9A<9 >B@4A8O Ping 8?S CDB69D>< A4?<K<S E6S;< >B@CPRF9DB6 6 
E9F< 
!4<5B?99 5OEFDO@ ECBEB5B@ CDB69D>< D45BFBECBEB5ABEF< ?B>4?PAB= @B:AB 
A4;64FP E<EF9@AGR >B@4A8G PING, >BFBD4S CBEO?49F E9F96B= ;4CDBE A4 
;484AAO= IP-48D9E >B@CPRF9D4, CB?GK49F BF69F < 6O6B8<F BFK9F A4 Q>D4A. �E?< 
CBE?4AAO= ;4CDBE CB?GK9A B5D4FAB - E6S;P H<;<K9E>< EGM9EF6G9F, FB 64L4 E9FP 
A4EFDB9A4 < D45BF49F >BDD9>FAB. �E?< :9 A4 Q>D4A9 6O G6<8<F9 A48C<EP 
"#D96OL9A <AF9D64? B:<84A<S ;4CDBE" - 6O 8BCGEF<?< BL<5>G ?<5B 6 
A4EFDB=>4I, ?<5B 6 CB8>?RK9A<< >B@CPRF9DB6. #9D98 ;4CGE>B@ >B@4A8O Ping 
A9B5IB8<@B CBE@BFD9FP 8BEFGCAO9 >B@CPRF9DO 6 E9F<. �4IB8<@ 

6 �B@CPRF9D  < 6<8<@, KFB 6 A4L9= D45BK9= 7DGCC9 110 <@99FES 
K9FOD9 #� ( D<E. 1). 
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$<E. 1. � D45BK9= 7DGCC9 110 @O 6<8<@ 4 #� 
�?S FB7B KFB5O 6BECB?P;B64FPES >B@4A8B= ping, BF>DB=F9 B>AB >B@4A8AB= 
EFDB>< >B@4A8B= #GE>-�E9 CDB7D4@@O-%F4A84DFAO9-�B@4A8A4S EFDB>4 < 
6698<F9 F4@ >B@4A8G ping, G>4:<F9 <@S <?< IP-48D9E G84?9AAB7B >B@CPRF9D4 
(<?< 97B � 3"/>) ( D<E. 2). #B G@B?K4A<R GF<?<F4 ping BFCD46?S9F 4 C4>9F4 < 
B:<849F >4:8O= BF69F 6 F9K9A<9 K9FOD9I E9>GA8. #B G@B?K4A<R >B@4A84 
CBEO?49F C4>9F 32 54=F4. �4 D4;@9DB@ F9EFB6B7B C4>9F4 BFB5D4:49FES 6D9@S 
BF>?<>4 G84?9AAB= E<EF9@O (6 A4L9@ E?GK49 4 @9APL9 1 @<??<E9>GA8O"/>). 

 
 
$<E. 2. #<A7B64A<9 @4L<AO PC_1 c IP-48D9EB@ 192.168.73.133 
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#D< A9B5IB8<@BEF< 8?S QFB= >B@4A8O 6O @B:9F9 <ECB?P;B64FP E?98GRM<9 
C4D4@9FDO: 
-t. �4AAO= C4D4@9FD G>4;O649F A4 FB, KFB CDB<;6B8<FES CDB69D>4 E6S;< E 
G>4;4AAO@ G;?B@ 8B CD9>D4M9A<S 6DGKAGR; 
-n. &9>GM<= C4D4@9FD BCD989?S9F >B?<K9EF6B BFCD46?S9@OI Echo-;4CDBEB6; 
-f. 1FBF C4D4@9FD GEF4A46?<649F 5<F "A9 HD47@9AF<DB64FP" A4 ping-C4>9F9. #B 
G@B?K4A<R HD47@9AF4J<S D4;D9L49FES; 
-w. �4AAO= C4D4@9FD CB;6B?S9F A4EFDB<FP F4=@-4GF 8?S >4:8B7B C4>9F4 6 
@<??<E9>GA84I (CB G@B?K4A<R GEF4AB6?9AB ;A4K9A<9 4000"/>); 
-a. &9>GM<= C4D4@9FD BCD989?S9F <@9A4 G;?B6 CB 48D9E4@; 
-l. #D< CB@BM< QFB7B C4D4@9FD4 6O @B:9F9 G>4;4FP D4;@9D 5GH9D4 BFCD46><; 
-i. �ECB?P;B64A<9 84AAB7B C4D4@9FD4 CB;6B?S9F 64@ ;484FP EDB> :<;A< C4>9F4; 
-v. 1FBF C4D4@9FD ;4849F F<C E?G:5O 8?S IPv4 < A9 6?<S9F A4 CB?9 TOS 6 IP-
;47B?B6>9; 
-r. &9>GM<= C4D4@9FD ;4C<EO649F @4DLDGF 8?S G>4;4AAB7B K<E?4 CDO:>B6; 
-s. �4AAO= C4D4@9FD CB;6B?S9F BF@9K4FP 6D9@S 8?S G>4;4AAB7B K<E?4 CDO:>B6; 
-j. �ECB?P;GS QFBF C4D4@9FD, 6O @B:9F9 G>4;4FP E6B5B8AO= 6O5BD @4DLDGF4 CB 
EC<E>G G;?B6; 
-k. #D< CB@BM< 84AAB7B C4D4@9FD4 6O @B:9F9 BCD989?<FP :9EF><= 6O5BD 
@4DLDGF4 CB EC<E>G G;?B6; 
-R. &9>GM<= C4D4@9FD CB;6B?S9F <ECB?P;B64FP ;47B?B6B> 8?S CDB69D>< F4>:9 < 
B5D4FAB7B @4DLDGF4 FB?P>B 8?S IPv6; 
-S. �4AAO= C4D4@9FD G>4;O649F <ECB?P;G9@O= 48D9E <EFBKA<>4; 
-4. #4D4@9FD BCD989?S9F CD<AG8<F9?PAB9 <ECB?P;B64A<9 CDBFB>B?4 IP 69DE<< 4; 
-6. #4D4@9FD BCD989?S9F CD<AG8<F9?PAB9 <ECB?P;B64A<9 CDBFB>B?4 IP 69DE<< 5. 
�F4>, 6OL9 5O?B CB>4;4AB, KFB GF<?<F4 Ping <ECB?P;G9FES 6 FB@ E?GK49, >B784 
A9B5IB8<@B CDB69D<FP, @B:9F ?< >B@CPRF9D CB8>?RK<FPES > E9F< TCP/IP <?< 
E9F96O@ D9EGDE4@. �A4K9 7B6BDS, @O C<A7G9@ 8?S FB7B, KFB5O CDB69D<FP, KFB 
BFCD46?S9@O9 C4>9FO 8BIB8SF 8B CB?GK4F9?S. #�-BFCD46<F9?P BFCD46?S9F Echo-
;4CDBE, 4 #�-CB?GK4F9?P, 6 BF69F 8B?:9A BFCD46<FP ICMP-EBB5M9A<9 E BF69FB@. 
�E?< G84?9AAO= >B@CPRF9D D947<DG9F A4 ;4CDBE ping, FB CB8>?RK9A<9 > 
G84?9AAB@G >B@CPRF9DG D45BF49F. &4>:9, GF<?<F4 ping 6989F EF4F<EF<>G, <; 
>BFBDB= CBASFAB, E>B?P>B C4>9FB6 CB?GK9AB, 4 E>B?P>B CBF9DSAB. !B, QFB 9M9 A9 
6E9. 
#D<@9A9A<9 >B@4A8O Ping 8?S 4A4?<;4 >4K9EF64 E6S;< #� 6 E9F< 
�?S F9EF<DB64A<S >4K9EF64 E6S;< ;4CGEF<F9 Ping EB E?98GRM<@< 
C4D4@9FD4@<: ping.exe -l 16384 -w 5000 -n 100 192.168.73.133. 1FB B59EC9K<F 
BFCD46>G 100 ;4CDBEB6 (n) C4>9F4@< CB 16 ><?B54=F (l) A4 ;484AAO= IP 48D9E E 
<AF9D64?B@ B:<84A<S BF69F4 6 0,5 E9>GA8O (w). &B 9EFP: 
L 3 D4;@9D 5GH9D4 BFCD46><. 
N 3 K<E?B BFCD46?S9@OI ;4CDBEB6, 
W 3 6D9@S B:<84A<S BF69F4 A4 ;4CDBE 6 @<??<E9>GA84I, 
#B8B:8<F9, CB>4 CDB=8GF 6E9 100 C4>9FB6. "F69F 8B?:9A 5G89F 5OFP 
CD<5?<;<F9?PAB F4>B= ( D<E. 3). 
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$<E. 3. "F69F A4 >B@4A8G ping.exe E >?RK4@< 
#DB4A4?<;<DG9@ D9;G?PF4F 6OCB?A9A<S >B@4A8O: 
6. 0% CBF9DP 3 E9FP D45BF49F BF?<KAB. 
7. �E?< CBF9D< <AHBD@4J<< EBEF46<?< A9 5B?99 3%, FB E9FP D45BF49F 
IBDBLB. 
8. #D< CBF9DSI 3-10% 8BL?< A9 6E9 C4>9FO, AB E9FP, 5?47B84DS 4?7BD<F@4@ 
>BDD9>J<< BL<5B>, D45BF49F G8B6?9F6BD<F9?PAB. !9B5IB8<@BEF< CB6FBDAB= 
8BEF46>< CBF9DSAAB= <AHBD@4J<< EA<:49FES QHH9>F<6A4S E>BDBEF< D45BFO 
E9F< 3 E9FP FBD@B;<F. 
9. �E?< K<E?B CBF9DSAAOI C4>9FB6 CD96OL49F 10-15%, FB A9B5IB8<@B 
CD<ASFP @9DO CB GEFD4A9A<R A9<ECD46ABEF<. �4K9EF6B E6S;< #� 
A9G8B6?9F6BD<F9?PAB9. 
�4?99: >4> 6<8<@, 6D9@S BF>?<>4 G84?9AAB= E<EF9@O ED98A99 2 @E9>, 4 
@4>E<@4?PAB9 17 @E9>. �A4?<;<DGS BF>?<> CB @<??<E9>GA84@, A48B <@9FP 
66<8G E?98GRM99. #B EF4A84DFG, ABD@4?PAB9 6D9@S BF>?<>4 16-><?B54=FAB7B 
C4>9F4 8?S 100-@9745<FAB= E9F< - 3-8 @E. �?S 10-@9745<FAB= - 30-80 @E. 
#B?GK49FES, KFB G A4E E9FP D45BF49F A4 E>BDBEF< CBDS8>4 100 @5<F/E9>. 
�ECB?P;B64A<9 GF<?<FO PathPing 
Pathping QFB GF<?<F4, >BFBD4S CB;6B?S9F B5A4DG:<FP CBF9D< C4>9FB6 A4 
@4DLDGF9 @9:8G 64L<@ >B@CPRF9DB@ < ;484AAO@ 48D9EB@ IP. #BF9D< C4>9FB6 
@B7GF E<?PAB CB6?<SFP A4 D45BFG E9F<, A4CD<@9D, >B784 6O <7D49F9 6 6<89B<7DG. 
�A4K9 7B6BDS, GF<?<F4 PathPing BFCD46?S9F @AB7BK<E?9AAO9 EBB5M9A<S E Echo-
;4CDBEB@ >4:8B@G @4DLDGF<;4FBDG, >BFBDO= A4IB8<FES @9:8G <EIB8AO@ 
CGA>FB@ < CGA>FB@ A4;A4K9A<S, CBE?9 K97B, A4 BEAB64A<< C4>9FB6, CB?GK9AAOI 
BF >4:8B7B <; A<I, 6OK<E?S9F CDBJ9AFAB9 EBBFABL9A<9 C4>9FB6, 6B;6D4M49@OI 
6 >4:8B@ CDO:>9. #BE>B?P>G GF<?<F4 PathPing CB>4;O649F EF9C9AP CBF9D< 
C4>9FB6 A4 >4:8B@ @4DLDGF<;4FBD9 <?< G;?9, FB E 99 CB@BMPR 6O @B:9F9 
FBKAB BCD989?<FP @4DLDGF<;4FBDO < G;?O, A4 >BFBDOI 6B;A<>4RF E9F96O9 
CDB5?9@O. #D<@9D <ECB?P;B64A<S 84AAB= >B@4A8O CD<6989A A4 D<E. 4. 
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$<E. 4. #B<E> CBF9DP C4>9FB6 A4 @4DLDGF9 BF #� PC_0 8B #� MAIRIA 
�F4>, 6 EFDB>9 CB<E>4 A459D9@ CMD, KFB5O 6O;64FP >B@4A8AGR EFDB>G  
( D<E. 5). 

 
 

$<E. 5. "8<A <; ECBEB5B6 6O;B64 >B@4A8AB= EFDB>< 6 "% Windows 7 
�4?99 CDB<;6989F FD4EE<DB6>G @4DLDGF4 BF A4L97B #� 8B CB<E>B6B7B E9D69D4 
3A89>E ( D<E. 6). 
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$<E. 6. #D<@9D <ECB?P;B64A<S GF<?<FO Pathping 
#DB4A4?<;<DG9@ D9;G?PF4F: 
7. #9D6O= 5?B> <AHBD@4J<< CD98EF46?S9F EB5B= FD4EE<DB6>G. �O @B:9F 
CDBCGEF<FP 97B < C9D9=F< >B 6FBDB@G 5?B>G <AHBD@4J<<, 6 >BFBDB@ 5G89F 
G>4;4AB CDBJ9AFAB9 BFABL9A<9 CBF9DP C4>9FB6. 
8. �E?< C4>9FO A9 F9DS?<EP A4 84AAB@ @4DLDGF9 CB8>?RK9A<S, FB 6O 
G6<8<F9 0% CBF9DP C4>9FB6. �E?< 6O G6<8<F9 ;A4K9A<S, BF?<K4RM<9ES BF 0%, 
QFB B;A4K49F, KFB A4 CGF< > A4L<@ E9D69D4@ 5O?< CBF9D< C4>9FB6. #BF9D< 
6OL9 1% A4K<A4S E C9D6B7B L474, @B7GF G>4;O64FP A4 A9>BDD9>FAGR D45BFG 
G;?B6 E9F< <?< @4DLDGF<;4FBDB6. �E?< QF< GEFDB=EF64 64@ 8BEFGCAO, FB AG:AB 
CBCDB5B64FP B5AB6<FP <I CDB7D4@@AB9 B59EC9K9A<9 <?< CB?ABEFPR ;4@9A<FP 
<I. �A4K9, B CBF9DSI, 6B;A<>L<I CBE?9 C9D6B7B L474 < 8B CBE?98A97B L474, 
E?98G9F EBB5M<FP 64L9@G �AF9DA9F CDB64=89DG. 
#D<@9K4A<9 
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�E?< CBE?98A<9 EFDB>< G>4;O64RF A4 100% CBF9DP, FB QFB A9 S6?S9FES 
CB>4;4F9?9@ CDB5?9@O, 4 CDB<EIB8<F CBFB@G, KFB E9D69D4 ;4M<M9AO BF 
A9:9?4F9?PAB7B FD4H<>4 < 4F4>. 
% 84AAB= >B@4A8B= 6O @B:9F9 <ECB?P;B64FP E?98GRM<9 C4D4@9FDO: 
-g. �4AAO= C4D4@9FD BCD989?S9F <ECB?P;B64A<9 C4D4@9FD4 E6B5B8AB= 
@4DLDGF<;4J<< 6 IP-;47B?B6>9 E A45BDB@ CDB@9:GFBKAOI @9EF A4;A4K9A<S 8?S 
EBB5M9A<= E Echo-;4CDBEB@, >BFBDO= G>4;O649FES 6 EC<E>9 >B@CPRF9DB6. 
-h. �4AAO= C4D4@9FD ;4849F @4>E<@4?PAB9 >B?<K9EF6B C9D9IB8B6 A4 CGF< CD< 
CB<E>9 >BA9KAB7B B5N9>F4; 
-i. 1FBF C4D4@9FD G>4;O649F IP-48D9E <EFBKA<>4; 
-n. &9>GM<= C4D4@9FD CD98BF6D4M49F CBCOF>< EBCBEF46?9A<S IP-48D9EB6 
CDB@9:GFBKAOI @4DLDGF<;4FBDB6 E <I <@9A4@<, KFB EGM9EF69AAB GE>BDS9F 
6O6B8 D9;G?PF4FB6; 
-p. �ECB?P;GS 84AAO= C4D4@9FD, 6O @B:9F9 ;484FP 6D9@S B:<84A<S @9:8G 
CBE?98B64F9?PAO@< CDB69D>4@< E6S;<, 789 ;A4K9A<9@ CB G@B?K4A<R G>4;4AB 
250 @<??<E9>GA8; 
-q. #D< CB@BM< F9>GM97B C4D4@9FD4 6O @B:9F9 G>4;4FP >B?<K9EF6B EBB5M9A<= 
E Echo-;4CDBEB@, BFCD46?9AAOI >4:8B@G @4DLDGF<;4FBDG CGF< (CB G@B?K4A<R 
- 100); 
-w. �4AAO= C4D4@9FD BCD989?S9F 6D9@S B:<84A<S 8?S CB?GK9A<S Echo-BF69FB6 
CDBFB>B?4 ICMP <?< ICMP-EBB5M9A<= B5 <EF9K9A<< 6D9@9A< 6 @<??<E9>GA84I, 
>BFBDO9 EBBF69FEF6GRF 84AAB@G EBB5M9A<R Echo-;4CDBE4. �A4K9A<9 CB 
G@B?K4A<R 4 E9>GA8O; 
-4. #4D4@9FD BCD989?S9F CD<AG8<F9?PAB9 <ECB?P;B64A<9 CDBFB>B?4 IP 69DE<< 4; 
-6. #4D4@9FD BCD989?S9F CD<AG8<F9?PAB9 <ECB?P;B64A<9 CDBFB>B?4 IP 69DE<< 5. 
�DG7<9 >B@4A8O >B@4A8AB= EFDB><. "FB5D4:9A<9 C4D4@9FDB6 TCP/IP-
CDBFB>B?4 >B@4A8B= Ipconfig 
�B@4A84 IPCONFIG <ECB?P;G9FES 8?S BFB5D4:9A<S F9>GM<I A4EFDB9> 
CDBFB>B?4 TCP/IP < 8?S B5AB6?9A<S A9>BFBDOI C4D4@9FDB6, ;484649@OI CD< 
46FB@4F<K9E>B@ >BAH<7GD<DB64A<< E9F96OI <AF9DH9=EB6 CD< <ECB?P;B64A<< 
CDBFB>B?4 DHCP. #D98CB?B:<@, KFB G A4E <@99FES E9FP, <;B5D4:9AA4S A4- D<E. 
7. 
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$<E. 7. !95B?PL4S ?B>4?PA4S E9FP 
�OCB?A<@ >B@4A8G >B@4A8B= Ipconfig A4 PC_2 ( D<E. 8). 

 
 
$<E. 8. "FB5D4:9A<9 C4D4@9FDB6 TCP/IP-CDBFB>B?4 >B@4A8B= Ipconfig 
�; BFK9F4 @O 6<8<@ F4>GR <AHBD@4J<R: 
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ý DNS-EGHH<>E CB8>?RK9A<S - local domain (<; A4EFDB9> E9F96B7B 
CB8>?RK9A<S) 
ý �B>4?PAO= IPv6-48D9E >4A4?4 - ?B>4?PAO= IPv6 48D9E, 9E?< <ECB?P;G9FES 
48D9E4J<S IPv6 
ý IPv4-48D9E - <ECB?P;G9@O= 8?S 84AAB7B 484CF9D4 IPv4 3 48D9E 
ý  4E>4 CB8E9F< - 255.255.225.0 

ý "EAB6AB= L?R; - IP - 48D9E @4DLDGF<;4FBD4, <ECB?P;G9@B7B 6 >4K9EF69 
L?R;4 CB G@B?K4A<R. 
#D<@9K4A<9 
&GAA9?PAO= 484CF9D isatap.localdomain QFB Q@G?SJ<S IPV6 6 E9FSI IPV4. 
ISATAP (Intra-Site Automatic Tunnel Addressing Protocol) 4 #DBFB>B? 
46FB@4F<K9E>B= 6AGFD<E4=FB6B= 48D9E4J<< FGAA9?9=, CB;6B?SRM<= C9D98464FP 
@9:8G E9FS@< IPv6 C4>9FO K9D9; E9F< IPv4 
�?RK< >B@4A8O: 
/all "FB5D4:9A<9 CB?AB= <AHBD@4J<< CB 6E9@ 484CF9D4@. 
/release [484CF9D] "FCD46>4 EBB5M9A<S DHCPRELEASE E9D69DG DHCP 8?S 
BE6B5B:89A<S F9>GM9= >BAH<7GD4J<< DHCP < G84?9A<S >BAH<7GD4J<< IP-
48D9EB6 8?S 6E9I 484CF9DB6 (9E?< 484CF9D A9 ;484A) <?< 8?S ;484AAB7B 484CF9D4. 
1FBF >?RK BF>?RK49F CDBFB>B? TCP/IP 8?S 484CF9DB6, A4EFDB9AAOI 8?S 
46FB@4F<K9E>B7B CB?GK9A<S IP-48D9EB6. 
/renew [484CF9D] "5AB6?9A<9 IP-48D9E4 8?S BCD989?TAAB7B 484CF9D4 <?< 9E?< 
484CF9D A9 ;484A, FB 8?S 6E9I. �BEFGCAB FB?P>B CD< A4EFDB9AAB@ 
46FB@4F<K9E>B@ CB?GK9A<< IP-48D9EB6. 
/flushdns "K<M9A<9 DNS >QL4. 
/registerdns "5AB6?9A<9 6E9I ;4D9;9D6<DB64AAOI 48D9EB6 DHCP < 
C9D9D97<EFD4J<S <@9A DNS. 
/displaydns "FB5D4:9A<9 EB89D:<@B7B >QL4 DNS. 
/showclassid 484CF9D "FB5D4:9A<9 >B84 >?4EE4 DHCP 8?S G>4;4AAB7B 484CF9D4. 
�BEFGCAB FB?P>B CD< A4EFDB9AAB@ 46FB@4F<K9E><@ CB?GK9A<9@ IP-48D9EB6. 
/setclassid 484CF9D [>B8_>?4EE4] �;@9A9A<9 >B84 >?4EE4 DHCP. �BEFGCAB FB?P>B 
CD< A4EFDB9AAB@ 46FB@4F<K9E><@ CB?GK9A<9@ IP-48D9EB6. 
/? %CD46>4. TCP/IP: ;A4K9A<S IP 48D9E4, @4E>< < L?R;4. 
�B@4A84 6O6B84 EC<E>4 >B@CPRF9DB6 D45BK9= 7DGCCO Net view 
� >B@4A8AB= EFDB>9 6698<F9 >B@4A8G net view, < 6O G6<8<F9 EC<EB> 
>B@CPRF9DB6 E6B9= D45BK9= 7DGCCO ( D<E. 9). 
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$<E. 9. � D45BK9= 7DGCC9 <@99FES 4 #� 
&D4EE<DB6>4 
Tracert 4 QFB E?G:95A4S >B@CPRF9DA4S CDB7D4@@4, CD98A4;A4K9AA4S 8?S 
BCD989?9A<S @4DLDGFB6 E?98B64A<S 84AAOI 6 E9FSI TCP/IP. #DB7D4@@4 tracert 
6OCB?AS9F BFCD46>G 84AAOI G>4;4AAB@G G;?G E9F<, CD< QFB@ BFB5D4:4S 
E6989A<S B 6E9I CDB@9:GFBKAOI @4DLDGF<;4FBD4I, K9D9; >BFBDO9 CDBL?< 
84AAO9 A4 CGF< > J9?96B@G G;?G. � E?GK49 CDB5?9@ CD< 8BEF46>9 84AAOI 8B 
>4>B7B-?<5B G;?4 CDB7D4@@4 CB;6B?S9F BCD989?<FP, A4 >4>B@ <@9AAB GK4EF>9 
E9F< 6B;A<>?< A9CB?48><. 
�4CGE> CDB7D4@@O CDB<;6B8<FES <; >B@4A8AB= EFDB><. �?S QFB7B 6O 8B?:AO 
6B=F< 6 A9T. �?S BC9D4J<BAAB= E<EF9@O Windows 7 EGM9EF6G9F A9E>B?P>B 
ECBEB5B6 ;4CGE>4 >B@4A8AB= EFDB><: 
%BK9F4A<9 >?46<L Win (>ABC>4 E ?B7BF<CB@ Windows) + R (8B?:AO 5OFP 
A4:4FO B8AB6D9@9AAB) 4 � 7D4H9 ""F>DOFP" A4C<E4FP "cmd" < A4:4FP ">. 
#GE> 4 �E9 CDB7D4@@O4 %F4A84DFAO9 4 �B@4A8A4S EFDB>4. 
� BF>DO6L9@ES B>A9 @O A4C<L9@ tracert ya.ru. #D<AJ<C 89=EF6<S QFB= 
CDB7D4@@O EIB: E CD<AJ<CB@ 89=EF6<S CDB7D4@@O ping. �B@4A84 BFCD46?S9F 
A4 E9D69D 84AAO9 < CD< QFB@ H<>E<DG9F 6E9 CDB@9:GFBKAO9 @4DLDGF<;4FBDO, 
K9D9; >BFBDO9 CDBIB8SF QF< 84AAO9 A4 CGF< > E9D69DG (J9?96B@G G;?G). �E?< 
CD< 8BEF46>9 84AAOI 8B B8AB7B <; G;?B6 CDB<EIB8<F CDB5?9@4, CDB7D4@@4 
BCD989?S9F GK4EFB> E9F<, A4 >BFBDB@ 6B;A<>?< A9CB?48><. �D9@S BF>?<>4 
CB>4;O649F ;47DG:9AABEFP >4A4?4. � 6BF 9E?< 6@9EFB 6D9@9A< BF>?<>4 6O 
6<8<F9 A48C<EP "#D96OL9A <AF9D64? B:<84A<S 8?S ;4CDBE4", QFB ;A4K<F, 
KFB A4 84AAB@ G;?9 E6S;< CDB<EIB8<F CBF9DS 84AAOI, 4 ;A4K<F, CDB5?9@4 
<@9AAB 6 A9@ 3 D<E. 10. 
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$<E. 10. #D<@9D FD4EE<DB6>< 8B@9A4 ya.ru 
#4D4@9FDO >B@4A8O tracert: 
-d A9 BCD989?SFP 8B@9AAO9 <@9A4 @4DLDGF<;4FBDB6 
-h <;A4K9A<9-> GEF4AB6<FP @4>E<@4?PAB9 >B?<K9EF6B C9D9IB8B6 
-w <;A4K9A<9> GEF4AB6<FP @4>E<@4?PAB9 6D9@S B:<84A<S BF69F4 (6 
@<??<E9>GA84I) 
�F4>, FD4EE<DB6>4 @4DLDGF4 CB@B749F BCD989?<FP CDB5?9@AO= G;9?. �E?< 
84AAO9 CDBIB8SF ABD@4?PAB < "EFBCBDSFES" A4 E4@B@ CGA>F9 A4;A4K9A<S, FB 
CDB5?9@4 89=EF6<F9?PAB E E4=FB@. �E?< FD4EE<DB6>4 @4DLDGF4 CD9>D4M49FES A4 
E9D98<A9 CGF<, FB CDB5?9@4 6 B8AB@ <; CDB@9:GFBKAOI @4DLDGF<;4FBDB6. �E?< 
CDBIB:89A<9 C4>9FB6 CD9>D4M49FES 6 CD989?4I E9F< 64L97B CDB64=89D4 4 FB < 
CDB5?9@G AG:AB D9L4FP "A4 @9EFAB@ GDB6A9". #BCGFAB IBK9FES BF@9F<FP, KFB 
CDB7D4@@4 D45BF49F FB?P>B 6 A4CD46?9A<< BF <EFBKA<>4 C4>9FB6 < S6?S9FES 
69EP@4 7DG5O@ <AEFDG@9AFB@ 8?S 6OS6?9A<S A9CB?48B> 6 E9F<. 
 
#$��&�+�%��3  $��"&� 716. 
"��%#�+�!�� ���"#�%!"%&� �"���0!"� %�&� 
 
*9?P D45BFO: 
!4GK<FPES B59EC9K<64FP 59;BC4EABEFP ?B>4?PAB= E9F< 
 
,47 1.  9AS9@ GK9FAGR ;4C<EP 48@<A<EFD4FBD4 (#B?P;B64F9?P �8@<A<EFD4FBD 
E CGEFO@ C4DB?9@ - QFB GS;6<@BEFP) 
+4EFB CD< GEF4AB6>9 Windows C4DB?P 48@<A<EFD4FBD4 CGEFB= < QF<@ @B:9F 
6BECB?P;B64FPES ;?BG@OL?9AA<>. �A4K9 7B6BDS, CD< GEF4AB6>9 Windows XP 6 
46FB@4F<K9E>B@ D9:<@9 E A4EFDB=>4@< CB G@B?K4A<R @O <@99@ CB?P;B64F9?S 
�8@<A<EFD4FBD E CGEFO@ C4DB?9@ < ?R5B= User @B:9F 6B=F< 6 F4>B= #� E 
CD464@< 48@<A<EFD4FBD4. +FB5O D9L<FP CDB5?9@G 6OCB?A<@ >B@4A8G  B= 
>B@CPRF9D-#4A9?P GCD46?9A<S-�8@<A<EFD<DB64A<9-'CD46?9A<9 
>B@CPRF9DB@-�B>4?PAO9 CB?P;B64F9?<-#B?P;B64F9?<  
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( D<E. 1).  

 

 
$<E. 1. ">AB 'CD46?9A<9 >B@CPRF9DB@ 

�89EP CB M9?K>G CD46B= >ABC>B= @OL< A4 �8@<A<EFD4FBDO ;4848<@ 
48@<A<EFD4FBDG C4DB?P, A4CD<@9D, 12345. 1FB C?BIB= C4DB?P, AB ?GKL9, K9@ 
A<K97B. &9C9DP 6 B>A9 �8@<A<EFD<DB64A<9 ;4=89@ 6 �B>4?PAGR CB?<F<>G 
59;BC4EABEF<. �4?99 <89@ CB 69F>4@ 89D964: �B>4?PAO9 CB?<F<><-
#4D4@9FDO 59;BC4EABEF<-'K9FAO9 ;4C<E<: #9D9<@9AB64A<9 GK9FAB= 
;4C<E< �8@<A<EFD4FBD ( D<E. 2). 

 

 
$<E. 2. !4IB8<@ 6 E<EF9@AB@ D99EFD9 ;4C<EP #9D9<@9AB64A<9 GK9FAB= ;4C<E< 

�8@<A<EFD4FBD 
�89EP CB?P;B64F9?S �8@<A<EFD4FBD ;4@9A<@ A4 Admin ( D<E. 3). 
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$<E. .3. #B?P;B64F9?R �8@<A<EFD4FBD CD<E64<649@ AB6B9 <@S 
#9D9;47DG:49@ "%. #BE?9 A4L<I 89=EF6<= G A4E CB?GK<?4EP GK9FA4S ;4C<EP 
Admin E C4DB?9@ 12345 < CD464@< 48@<A<EFD4FBD4 ( D<E. 4). 

 

 
$<E. 4. ">AB 6IB84 6 "% Windows XP 

�E9, F9C9DP @O <@99@ CB?P;B64F9?S �8@<A<EFD4FBD E C4DB?9@, B8A4 <; 
GS;6<@BEF9= E<EF9@O GEFD4A9A4. 
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#D<@9K4A<9 

"C9D4J<R CB <;@9A9A<R <@9A< CB?P;B64F9?S < ;484A<R C4DB?S @O F4>:9 
@B7?< 5O 6OCB?A<FP 59; <ECB?P;B64A<S E<EF9@AB7B D99EFD4, <ECB?P;B646 B>AB 
'K9FAO9 ;4C<E< CB?P;B64F9?9=, KFB 7BD4;8B CDBM9 ( D<E. 5).  

 

$<E. 5. ">AB 'K9FAO9 ;4C<E< CB?P;B64F9?9= 

#D<@9K4A<9 

'K9FA4S ;4C<EP �BEFP CB;6B?S9F 6IB8<FP 6 #� < D45BF4FP A4 A9@ (A4CD<@9D, 6 
�AF9DA9F) 59; <ECB?P;B64A<S EC9J<4?PAB EB;84AAB= GK9FAB= ;4C<E<. �4C<EP 
�BEFP A9 FD95G9F 66B84 C4DB?S < CB G@B?K4A<R 5?B><DB64A4. �BEFP A9 @B:9F 
GEF4A46?<64FP <?< G84?SFP CDB7D4@@O. 1FG GK9FAGR ;4C<EP @B:AB BF>?RK<FP, 
AB A9?P;S G84?<FP. 

,47 2. �9?49@ B>AB CD<69FEF6<S CGEFO@ (G5<D49@ GS;6<@BEFP 2) 

' A4E B>AB 6IB84 6 E<EF9@G EB89D:<F CB8E>4;>G Admin, 8464=F9 99 G59D9@, 
E89?46 B>AB CGEFO@. �?S A4K4?4 6 B>A9 'K9FAO9 ;4C<E< CB?P;B64F9?9= :@9@ 
A4 >ABC>G �;@9A9A<9 6IB84 CB?P;B64F9?9= 6 E<EF9@G < G59D9@ H?4:B> 
�ECB?P;B64FP EFD4A<JG CD<69FEF6<S ( D<E. 6 < D<E. 7). 
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$<E. 6. ">AB 'K9FAO9 ;4C<E< CB?P;B64F9?9= 

 

$<E. 7. '5<D49@ H?4:B> �ECB?P;B64FP EFD4A<JG CD<69FEF6<S 

!B, QFB FB?P>B CB?B6<A4 89?4. &9C9DP CB6OE<@ 59;BC4EABEFP E9F< 9M9 A4 B8AG 
GE?B6AGR EFGC9AP, E89?46 B54 CB?S B>A4 CD<69FEF6<S CGEFO@< ( D<E. 8). 
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$<E. 8. "59 EFDB>< 84AAB7B B>A4 E89?49@ CGEFO@< 

�OCB?A<@ >B@4A8G #4A9?P GCD46?9A<S-�8@<A<EFD<DB64A<9 3 �B>4?PAO9 
CB?<F<>< 59;BC4EABEF<- �B>4?PAO9 CB?<F<><-#4D4@9FDO 59;BC4EABEF<-
�AF9D4>F<6AO= 6IB8: A9 BFB5D4:4FP CBE?98A97B <@9A< CB?P;B64F9?S. 1FG 
;4C<EP A9B5IB8<@B 6>?RK<FP ( D<E. 9). 

 

$<E. 9. �>F<6<DG9@ C9D9>?RK4F9?P �>?RK<FP 

&9C9DP CBE?9 ;469DL9A<S E94AE4 CB?P;B64F9?P 8B?:9A G7484FP A9 FB?P>B 
C4DB?P, AB < <@S CB?P;B64F9?S ( D<E. 10). 
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$<E. 10. "59 EFDB>< B>A4 CD<69FEF6<S CGEFO 

�OS6?9A<9 E9F96OI GS;6<@BEF9= E>4A<DB64A<9@ CBDFB6 #� 

�?BG@OL?9AA<>< <ECB?P;GRF E>4A<DB64A<9 CBDFB6 #� 8?S FB7B, KFB5O 
6BECB?P;B64FPES D9EGDE4@< KG:B7B #� 6 %9F<. #D< QFB@ A9B5IB8<@B G>4;4FP IP 
48D9E #� < BF>DOFO= port, > CD<@9DG, 195.34.34.30:23. #BE?9 QFB7B CDB<EIB8<F 
EB98<A9A<9 E G84?9AAO@ #� E A9>BFBDB= 69DBSFABEFPR 6IB84 6 QFBF #�. 

÷ TCP/IP port 4 QFB 48D9E BCD989?9AAB7B E9D6<E4 (CDB7D4@@O), ;4CGM9AAB7B A4 
84AAB@ >B@CPRF9D9 6 Internet. �4:8O= BF>DOFO= CBDF 4 CBF9AJ<4?PA4S 
?4;9=>4 8?S 6;?B@M<>B6 E9F9= < #�. !4CD<@9D, SMTP (BFCD46>4 CBKFO) 4 25 
CBDF, WWW 4 80 CBDF, FTP 421 CBDF. 

÷ )4>9DO E>4A<DGRF CBDFO 8?S FB7B, KFB5O A4=F< 8OD>G (547) 6 BC9D4J<BAAB= 
E<EF9@9. #D<@9D BL<5><, 9E?< 48@<A<EFD4FBD <?< CB?P;B64F9?P #� BF>DO? 
CB?AO= 8BEFGC > E9F96O@ D9EGDE4@ 8?S 6E9I <?< BEF46<? CGEFB= C4DB?P A4 
6IB8 > >B@CPRF9D.  

"8A4 <; HGA>J<= 48@<A<EFD4FBD4 E9F< (E<E48@<A4) - 6OS6<FP A98BEF4F>< 6 
HGA>J<BA<DB64A<< E9F< < GEFD4A<FP <I. �?S QFB7B AG:AB CDBE>4A<DB64FP E9FP 
< ;4>DOFP (5?B><DB64FP) 6E9 A9B5S;4F9?PAO9 (BF>DOFO9 59; A9B5IB8<@BEF<) 
E9F96O9 CBDFO. !<:9, 8?S CD<@9D4, CD98EF46?9AO E?G:5O TCP/IP, >BFBDO9 
@B:AB BF>?RK<FP: 

÷ finger - CB?GK9A<9 <AHBD@4J<< B CB?P;B64F9?SI 
÷ talk- 6B;@B:ABEFP B5@9A4 84AAO@< CB E9F< @9:8G CB?P;B64F9?S@< 
÷ bootp - CD98BEF46?9A<9 >?<9AF4@ <AHBD@4J<< B E9F< 
÷ systat - CB?GK9A<9 <AHBD@4J<< B E<EF9@9 
÷ netstat - CB?GK9A<9 <AHBD@4J<< B E9F<, F4>B= >4> F9>GM<9 EB98<A9A<S 
÷ rusersd - CB?GK9A<9 <AHBD@4J<< B CB?P;B64F9?SI, ;4D97<EFD<DB64AAOI 6 
84AAO= @B@9AF 
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#DBE@BFD 4>F<6AOI CB8>?RK9A<= GF<?<FB= Netstat 

�B@4A84 netstat B5?4849F A45BDB@ >?RK9= 8?S BFB5D4:9A<S CBDFB6, 
A4IB8SM<IES 6 4>F<6AB@ </<?< C4EE<6AB@ EBEFBSA<<. % 99 CB@BMPR @B:AB 
CB?GK<FP EC<EB> E9D69DAOI CD<?B:9A<=, D45BF4RM<I A4 84AAB@ >B@CPRF9D9. 
�B?PL<AEF6B E9D69DB6 A4IB8<FES 6 D9:<@9 LISTEN - B:<84A<9 ;4CDBE4 A4 
EB98<A9A<9. %BEFBSA<9 CLOSE_WAIT B;A4K49F, KFB EB98<A9A<9 D4;BD64AB. 
TIME_WAIT - EB98<A9A<9 B:<849F D4;DO64. �E?< EB98<A9A<9 A4IB8<FES 6 
EBEFBSA<< SYN_SENT, FB QFB B;A4K49F A4?<K<9 CDBJ9EE4, >BFBDO= COF49FES, 
GEF4AB6<FP EB98<A9A<9 E E9D69DB@. ESTABLISHED 4 EB98<A9A<S 
GEF4AB6?9AO, F.9. E9F96O9 E?G:5O D45BF4RF (<ECB?P;GRFES).  

�F4>, >B@4A84 netstat CB>4;O649F EB89D:<@B9 D4;?<KAOI EFDG>FGD 84AAOI, 
E6S;4AAOI E E9FPR, 6 D4;?<KAOI HBD@4F4I 6 ;46<E<@BEF< BF G>4;4AAOI BCJ<=. 
�?S EB>9FB6 (CDB7D4@@AOI <AF9DH9=EB6) TCP 8BCGEF<@O E?98GRM<9 ;A4K9A<S 
EBEFBSA<S  

÷ CLOSED - �4>DOF. %B>9F A9 <ECB?P;G9FES. 
÷ LISTEN - ":<849F 6IB8SM<I EB98<A9A<=. 
÷ SYN_SENT - �>F<6AB COF49FES GEF4AB6<FP EB98<A9A<9. 
÷ SYN_RECEIVED - �89F A4K4?PA4S E<AIDBA<;4J<S EB98<A9A<S. 
÷ ESTABLISHED - %B98<A9A<9 GEF4AB6?9AB. 
÷ CLOSE_WAIT - '84?9AA4S EFBDBA4 BF>?RK<?4EP; B:<84A<9 ;4>DOF<S EB>9F4. 
÷ FIN_WAIT_1 - %B>9F ;4>DOF; BF>?RK9A<9 EB98<A9A<S. 
÷ CLOSING - %B>9F ;4>DOF, ;4F9@ G84?9AA4S EFBDBA4 BF>?RK<?4EP; B:<84A<9 
CB8F69D:89A<S. 

÷ LAST_ACK - '84?9AA4S EFBDBA4 BF>?RK<?4EP, ;4F9@ EB>9F ;4>DOF; B:<84A<9 
CB8F69D:89A<S. 

÷ FIN_WAIT_2 - %B>9F ;4>DOF; B:<84A<9 BF>?RK9A<S G84?9AAB= EFBDBAO. 
÷ TIME_WAIT - %B>9F ;4>DOF, AB B:<849F C4>9FO, 9MT A4IB8SM<9ES 6 E9F< 8?S 
B5D45BF>< 

#D<@9K4A<9 

+FB F4>B9 "EB>9F" CBSEAS9F D<E. 11. #D<@9D EB>9F4 3 194.86.6..54:21  
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$<E. 11. %B>9F QFB 7 CBDF4 + IP 48D9E IBEF4 
#D4>F<K9E><= CD<@9D. "5A4DG:9A<9 BF>DOFOI A4 #� CBDFB6 GF<?<FB= 
Netstat 

�?S 6OCB?A9A<S CD4>F<K9E>B7B ;484A<S A4 >B@CPRF9D9 A9B5IB8<@B 6OCB?A<FP 
>B@4A8G #GE>-�OCB?A<FP. "F>DB9FES B>AB �4CGE> CDB7D4@@O, 6 A9@ 6698<F9 
>B@4A8G cmd ( D<E. 12). 

 

 
$<E. 12. ">AB �4CGE> CDB7D4@@O 

+FB5O 6O69EF< 6E9 4>F<6AO9 CB8>?RK9A<S TCP < CDBE?GL<649@O9 
>B@CPRF9DB@ CBDFO TCP/ UDP 6698<F9 >B@4A8G netstat ( D<E. 13).  O 6<8<@ 
�B>4?PAB7B 48D9E4 (QFB 64L #�) CDBE?GL<64RFES 6 CBDFB6. "A< AG:AO 8?S 
CB889D:>< E9F<. !4 86GI CBDF4I @O 6<8<@ D9:<@ ESTABLISHED 4 
EB98<A9A<S GEF4AB6?9AO, F.9. E9F96O9 E?G:5O D45BF4RF (<ECB?P;GRFES). 
+9FOD9 CBDF4 <ECB?P;GRFES 6 D9:<@9 TIME_WAIT - EB98<A9A<9 B:<849F 
D4;DO64. 
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$<E. 13. %C<EB> 4>F<6AOI CB8>?RK9A<= A4 F9EF<DG9@B@ #� 

�4CGEF<F9 A4 64L9@ #� �AF9DA9F < ;4=8<F9, A4CD<@9D A4 www.yandex.ru. 
%AB64 6OCB?A<F9 >B@4A8G netstat ( D<E. 14). �4> 6<8<@, 8B546<?BEP A9E>B?P>B 
AB6OI 4>F<6AOI CBDFB6 E <I D4;?<KAO@< EBEFBSA<S@<.  

 

 
$<E. 14. �>F<6AO9 CB8>?RK9A<S CD< D45BF9 #� 6 �AF9DA9F 

�B@4A84 netstat <@99F E?98GRM<9 BCJ<< 3 F45?. 1. 

&45?<J4 1. �?RK< 8?S >B@4A8O netstat 

"CJ<S (>?RK) !4;A4K9A<9 
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-a #B>4;O64FP EBEFBSA<9 6E9I EB>9FB6; B5OKAB EB>9FO, 
<ECB?P;G9@O9 E9D69DAO@< CDBJ9EE4@<, A9 CB>4;O64RFES. 

-A #B>4;O64FP 48D9E4 ?R5OI GCD46?SRM<I 5?B>B6 
CDBFB>B?4, E6S;4AAOI E EB>9F4@<; <ECB?P;G9FES 8?S 
BF?48><. 

-i #B>4;O64FP EBEFBSA<9 46FB@4F<K9E>< 
E>BAH<7GD<DB64AAOI (auto-configured) <AF9DH9=EB6. 
�AF9DH9=EO, EF4F<K9E>< E>BAH<7GD<DB64AAO9 6 E<EF9@9, 
AB A9 A4=89AAO9 6B 6D9@S ;47DG;><, A9 CB>4;O64RFES. 

-n #B>4;O64FP E9F96O9 48D9E4 >4> K<E?4. netstat B5OKAB 
CB>4;O649F 48D9E4 >4> E<@6B?O. 1FG BCJ<R @B:AB 
<ECB?P;B64FP E ?R5O@ HBD@4FB@ CB>4;4. 

-r #B>4;4FP F45?<JO @4DLDGF<;4J<<. #D< <ECB?P;B64A<< E 
BCJ<9= -s, CB>4;O649F EF4F<EF<>G @4DLDGF<;4J<<. 

-s #B>4;4FP EF4F<EF<K9E>GR <AHBD@4J<R CB CDBFB>B?4@. 
#D< <ECB?P;B64A<< E BCJ<9= -r, CB>4;O649F EF4F<EF<>G 
@4DLDGF<;4J<<. 

-f 
E9@9=EF6B_48D9EB6 

"7D4A<K<FP CB>4; EF4F<EF<>< <?< 48D9EB6 GCD46?SRM<I 
5?B>B6 FB?P>B G>4;4AAO@ E9@9=EF6B@_48D9EB6, 6 >4K9EF69 
>BFBDB7B @B:AB G>4;O64FP:  

inet �?S E9@9=EF64 48D9EB6 AF_INET, 

<?< unix �?S E9@9=EF64 48D9EB6 AF_UNIX. 

-I <AF9DH9=E �O89?<FP <AHBD@4J<R B5 G>4;4AAB@ <AF9DH9=E9 6 
BF89?PAO= EFB?59J; CB G@B?K4A<R (8?S FD9FP9= HBD@O 
>B@4A8O) <ECB?P;G9FES <AF9DH9=E E A4<5B?PL<@ B5NT@B@ 
C9D984AAB= <AHBD@4J<< E @B@9AF4 CBE?98A9= 
C9D9;47DG;>< E<EF9@O. � >4K9EF69 <AF9DH9=E4 @B:AB 
G>4;O64FP ?R5B= <; <AF9DH9=EB6, C9D9K<E?9AAOI 6 H4=?9 
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>BAH<7GD4J<< E<EF9@O, A4CD<@9D, emd1 <?< lo0. 

-p "FB5D4;<FP <89AF<H<>4FBD/A4;64A<9 CDBJ9EE4 EB;846L97B 
EB>9F (-p, --programs display PID/Program name for sockets) 

#DB7D4@@4 NetStat Agent 
#D98EF46PF9 E<FG4J<R: 64L9 �AF9DA9F-EB98<A9A<9 EF4?B D45BF4FP @98?9AAB, 
>B@CPRF9D CBEFBSAAB KFB-FB >4K49F <; %9F<. �4@ CB@B:9F CDB7D4@@4 NetStat 
Agent. % 99 CB@BMPR 6O E@B:9F9 A4=F< CD<K<AG CDB5?9@O < ;45?B><DB64FP 99. 
�A4K9 7B6BDS, NetStat Agent - CB?9;AO= A45BD <AEFDG@9AFB6 8?S @BA<FBD<A74 
�AF9DA9F EB98<A9A<= < 8<47ABEF<>< E9F<. #DB7D4@@4 CB;6B?S9F BFE?9:<64FP 
TCP < UDP EB98<A9A<S A4 #�, ;4>DO64FP A9:9?4F9?PAO9 EB98<A9A<S, 
;469DL4FP CDBJ9EEO, B5AB6?SFP < BE6B5B:84FP DHCP A4EFDB=>< 484CF9D4, 
CDBE@4FD<64FP E9F96GR EF4F<EF<>G 8?S 484CF9DB6 < TCP/IP CDBFB>B?B6, 4 F4>:9 
EFDB<FP 7D4H<>< 8?S >B@4A8 Ping < TraceRoute ( D<E. 15).  

 

 
$<E. 15. �?46AB9 B>AB CDB7D4@@O NetStat Agent 

� EBEF46 CDB7D4@@O NetStat Agent 6BL?< E?98GRM<9 GF<?<FO: 

÷ NetStat - BFE?9:<649F TCP < UDP EB98<A9A<S #� (CD< QFB@ BFB5D4:49FES 
79B7D4H<K9E>B9 @9EFBCB?B:9A<9 G84?9AAB7B E9D69D4 < <@S IBEF4). 
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÷ IPConfig - BFB5D4:49F E6B=EF64 E9F96OI 484CF9DB6 < >BAH<7GD4J<R E9F<. 
÷ Ping - CB;6B?S9F CDB69D<FP 8BEFGCABEFP IBEF4 6 E9F<. 
÷ TraceRoute - BCD989?S9F @4DLDGF @9:8G 64L<@ >B@CPRF9DB@ < >BA9KAO@ 
IBEFB@, EBB5M4S 6E9 IP-48D9E4 @4DLDGF<;4FBDB6. 

÷ DNS Query - CB8>?RK49FES > DNS E9D69DG < A4IB8<F 6ER <AHBD@4J<R B 
8B@9A9 (IP 48D9E E9D69D4, MX-;4C<E< (Mail Exchange) < 8D.). 

÷ Route - BFB5D4:49F < CB;6B?S9F <;@9ASFP IP @4DLDGFO A4 #�. 
÷ ARP - BFE?9:<649F ARP <;@9A9A<S 6 ?B>4?PAB= F45?<J9. 
÷ Whois - CB;6B?S9F CB?GK<FP 6ER 8BEFGCAGR <AHBD@4J<R B5 IP-48D9E9 <?< 
8B@9A9. 

÷ HTTP Checker - CB@B749F CDB69D<FP, 8BEFGCAO ?< �4L< 695-E4=FO. 
÷ Statistics - CB>4;O649F EF4F<EF<>G E9F96OI <AF9DH9=EB6 < TCP/IP CDBFB>B?B6. 
%>4A9D CBDFB6 Nmap (Zenmap) 
Nmap - CBCG?SDAO= E>4A9D CBDFB6, >BFBDO= B5E?98G9F E9FP < CDB6B8<F 4G8<F 
;4M<FO. �ECB?P;B64?ES 6 H<?P@9 " 4FD<J4: #9D9;47DG;>4" CD< 6;?B@9 
>B@CPRF9D4. !4L4 ;484K4 A9 6;?B@4FP, 4 ;4M<F<FP #�, CBE>B?P>G B8AB < FB :9 
BDG:<9 @B:AB <ECB?P;B64FP >4> 8?S ;4M<FO, F4> < 8?S A4C489A<S. �A4K9 
7B6BDS, E>4A9DB@ CBDFB6 nmap @B:AB BCD989?<FP BF>DOFO9 CBDFO >B@CPRF9D4, 
4 8?S 59;BC4EABEF< E9F< CB?P;B64F9?S@ D9>B@9A8G9FES ;4>DOFP 8BEFGC > QF<@ 
CBDF4@ E CB@BMPR 5D4A8@4GQD4 ( D<E. 16). 



122 
 

122 

 

 
$<E. 16. �AF9DH9=E CDB7D4@@O Nmap 

"5OKAB 8?S FB7B, KFB5O CDBE>4A<DB64FP 6E9 CBDFO >4>B7B-?<5B >B@CPRF9D4 6 
E9F< 66B8<FES >B@4A84 nmap 3p1-65535 IP-48D9E_>B@CPRF9D4 <?< nmap 3sV 
IP-48D9E >B@CPRF9D4, 4 8?S E>4A<DB64A<S E4=F4 - >B@4A84 nmap 3sS 3sV 3O -
P0 48D9E E4=F4. 

 BA<FBD CBDFB6 TCPView  

TCPView - CB>4;O649F 6E9 CDBJ9EEO, <ECB?P;GRM<9 �AF9DA9F-EB98<A9A<S. 
�4CGEF<6 TCPView, @B:AB G;A4FP, >4>B= CBDF BF>DOF < >4>B9 CD<?B:9A<9 97B 
<ECB?P;G9F, 4 CD< A9B5IB8<@BEF< < A9@98?9AAB D4;BD64FP EB98<A9A<9 3 D<E. 17. 
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$<E. 17. �?46AB9 B>AB CDB7D4@@O TCPView 

#DBE@BFD<F9 4>F<6AO9 E9F96O9 CB8>?RK9A<S ?B>4?PAB7B #� E CB@BMPR 
@BA<FBD4 CBDFB6 tpiview. "CD989?<F9 CBF9AJ<4?PAB 6B;@B:AO9 G7DB;O (>4><9 
CBDFO BF>DOFO, < >4><9 CD<?B:9A<S <I <ECB?P;GRF). #D< A9B5IB8<@BEF< 
@B:AB ;4>DOFP GEF4AB6?9AAB9 CD<?B:9A<9@ TCP-EB98<A9A<9 <?< CDBJ9EE 
CD46B= >ABC>B= @OL< 

#$��&�+�%��3  $��"&� 717. 
����!"%&��� IP #$"&"�"�� 
 
*9?P D45BFO: 
!4GK<FPES 6OCB?ASFP 8<47ABEF<>G IP CDBFB>B?4 ?B>4?PAB= E9F<, 4 F4>:9 - 
GF<?<FO >B@4A8AB= EFDB>< 8?S CDB69D>< >4K9EF64 E9F96OI EB98<A9A<= 
(D45BFBECBEB5ABEF< ?B>4?PAB= E9F<). 
 
$4EE@BFD<@ 8<47ABEF<>G IP-CDBFB>B?4 ?B>4?PAB= E9F<, 4 F4>:9 - GF<?<FO 
>B@4A8AB= EFDB>< 8?S CDB69D>< >4K9EF64 E9F96OI EB98<A9A<= 
(D45BFBECBEB5ABEF< ?B>4?PAB= E9F<). 

#D<@9A9A<9 >B@4A8O Ping 8?S CDB69D>< A4?<K<S E6S;< >B@CPRF9DB6 6 E9F< 
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!4<5B?99 5OEFDO@ ECBEB5B@ CDB69D>< D45BFBECBEB5ABEF< ?B>4?PAB= @B:AB 
A4;64FP E<EF9@AGR >B@4A8G PING, >BFBD4S CBEO?49F E9F96B= ;4CDBE A4 
;484AAO= IP-48D9E >B@CPRF9D4, CB?GK49F BF69F < 6O6B8<F BFK9F A4 Q>D4A. �E?< 
CBE?4AAO= ;4CDBE CB?GK9A B5D4FAB - E6S;P H<;<K9E>< EGM9EF6G9F, FB 64L4 E9FP 
A4EFDB9A4 < D45BF49F >BDD9>FAB. �E?< :9 A4 Q>D4A9 6O G6<8<F9 A48C<EP 
"#D96OL9A <AF9D64? B:<84A<S ;4CDBE" - 6O 8BCGEF<?< BL<5>G ?<5B 6 
A4EFDB=>4I, ?<5B 6 CB8>?RK9A<< >B@CPRF9DB6. #9D98 ;4CGE>B@ >B@4A8O Ping 
A9B5IB8<@B CBE@BFD9FP 8BEFGCAO9 >B@CPRF9DO 6 E9F<. �4IB8<@ 6 �B@CPRF9D 
< 6<8<@, KFB 6 A4L9= D45BK9= 7DGCC9 110 <@99FES K9FOD9 #� ( D<E. 1). 

 

 

 
$<E. 1. � D45BK9= 7DGCC9 110 @O 6<8<@ 4 #� 

�?S FB7B KFB5O 6BECB?P;B64FPES >B@4A8B= ping, BF>DB=F9 B>AB >B@4A8AB= 
EFDB>< >B@4A8B= #GE>-�E9 CDB7D4@@O-%F4A84DFAO9-�B@4A8A4S EFDB>4 < 
6698<F9 F4@ >B@4A8G ping, G>4:<F9 <@S <?< IP-48D9E G84?9AAB7B >B@CPRF9D4 
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(<?< 97B � 3"/>) ( D<E. 2). #B G@B?K4A<R GF<?<F4 ping BFCD46?S9F 4 C4>9F4 < 
B:<849F >4:8O= BF69F 6 F9K9A<9 K9FOD9I E9>GA8. #B G@B?K4A<R >B@4A84 
CBEO?49F C4>9F 32 54=F4. �4 D4;@9DB@ F9EFB6B7B C4>9F4 BFB5D4:49FES 6D9@S 
BF>?<>4 G84?9AAB= E<EF9@O (6 A4L9@ E?GK49 4 @9APL9 1 @<??<E9>GA8O"/>). 

 

 
$<E. 2. #<A7B64A<9 @4L<AO PC_1 c IP-48D9EB@ 192.168.73.133 

#D< A9B5IB8<@BEF< 8?S QFB= >B@4A8O 6O @B:9F9 <ECB?P;B64FP E?98GRM<9 
C4D4@9FDO: 

-t. �4AAO= C4D4@9FD G>4;O649F A4 FB, KFB CDB<;6B8<FES CDB69D>4 E6S;< E 
G>4;4AAO@ G;?B@ 8B CD9>D4M9A<S 6DGKAGR; 

-n. &9>GM<= C4D4@9FD BCD989?S9F >B?<K9EF6B BFCD46?S9@OI Echo-;4CDBEB6; 

-f. 1FBF C4D4@9FD GEF4A46?<649F 5<F "A9 HD47@9AF<DB64FP" A4 ping-C4>9F9. #B 
G@B?K4A<R HD47@9AF4J<S D4;D9L49FES; 

-w. �4AAO= C4D4@9FD CB;6B?S9F A4EFDB<FP F4=@-4GF 8?S >4:8B7B C4>9F4 6 
@<??<E9>GA84I (CB G@B?K4A<R GEF4AB6?9AB ;A4K9A<9 4000"/>); 

-a. &9>GM<= C4D4@9FD BCD989?S9F <@9A4 G;?B6 CB 48D9E4@; 

-l. #D< CB@BM< QFB7B C4D4@9FD4 6O @B:9F9 G>4;4FP D4;@9D 5GH9D4 BFCD46><; 

-i. �ECB?P;B64A<9 84AAB7B C4D4@9FD4 CB;6B?S9F 64@ ;484FP EDB> :<;A< C4>9F4; 

-v. 1FBF C4D4@9FD ;4849F F<C E?G:5O 8?S IPv4 < A9 6?<S9F A4 CB?9 TOS 6 IP-
;47B?B6>9; 

-r. &9>GM<= C4D4@9FD ;4C<EO649F @4DLDGF 8?S G>4;4AAB7B K<E?4 CDO:>B6; 

-s. �4AAO= C4D4@9FD CB;6B?S9F BF@9K4FP 6D9@S 8?S G>4;4AAB7B K<E?4 CDO:>B6; 
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-j. �ECB?P;GS QFBF C4D4@9FD, 6O @B:9F9 G>4;4FP E6B5B8AO= 6O5BD @4DLDGF4 CB 
EC<E>G G;?B6; 

-k. #D< CB@BM< 84AAB7B C4D4@9FD4 6O @B:9F9 BCD989?<FP :9EF><= 6O5BD 
@4DLDGF4 CB EC<E>G G;?B6; 

-R. &9>GM<= C4D4@9FD CB;6B?S9F <ECB?P;B64FP ;47B?B6B> 8?S CDB69D>< F4>:9 < 
B5D4FAB7B @4DLDGF4 FB?P>B 8?S IPv6; 

-S. �4AAO= C4D4@9FD G>4;O649F <ECB?P;G9@O= 48D9E <EFBKA<>4; 

-4. #4D4@9FD BCD989?S9F CD<AG8<F9?PAB9 <ECB?P;B64A<9 CDBFB>B?4 IP 69DE<< 4; 

-6. #4D4@9FD BCD989?S9F CD<AG8<F9?PAB9 <ECB?P;B64A<9 CDBFB>B?4 IP 69DE<< 6. 

'F<?<F4 Ping <ECB?P;G9FES 6 FB@ E?GK49, >B784 A9B5IB8<@B CDB69D<FP, @B:9F 
?< >B@CPRF9D CB8>?RK<FPES > E9F< TCP/IP <?< E9F96O@ D9EGDE4@. �A4K9 
7B6BDS, @O C<A7G9@ 8?S FB7B, KFB5O CDB69D<FP, KFB BFCD46?S9@O9 C4>9FO 
8BIB8SF 8B CB?GK4F9?S. #�-BFCD46<F9?P BFCD46?S9F Echo-;4CDBE, 4 #�-
CB?GK4F9?P, 6 BF69F 8B?:9A BFCD46<FP ICMP-EBB5M9A<9 E BF69FB@. �E?< 
G84?9AAO= >B@CPRF9D D947<DG9F A4 ;4CDBE ping, FB CB8>?RK9A<9 > G84?9AAB@G 
>B@CPRF9DG D45BF49F. &4>:9, GF<?<F4 ping 6989F EF4F<EF<>G, <; >BFBDB= 
CBASFAB, E>B?P>B C4>9FB6 CB?GK9AB, 4 E>B?P>B CBF9DSAB. !B, QFB 9M9 A9 6E9. 

#D<@9A9A<9 >B@4A8O Ping 8?S 4A4?<;4 >4K9EF64 E6S;< #� 6 E9F< 

�?S F9EF<DB64A<S >4K9EF64 E6S;< ;4CGEF<F9 Ping EB E?98GRM<@< C4D4@9FD4@<: 
ping.exe -l 16384 -w 500 -n 100 192.168.73.133. 1FB B59EC9K<F BFCD46>G 100 
;4CDBEB6 (n) C4>9F4@< CB 16 ><?B54=F (l) A4 ;484AAO= IP 48D9E E <AF9D64?B@ 
B:<84A<S BF69F4 6 0,5 E9>GA8O (w). &B 9EFP: 

L 3 D4;@9D 5GH9D4 BFCD46><. 

N 3 K<E?B BFCD46?S9@OI ;4CDBEB6, 

W 3 6D9@S B:<84A<S BF69F4 A4 ;4CDBE 6 @<??<E9>GA84I, 

#B8B:8<F9, CB>4 CDB=8GF 6E9 100 C4>9FB6. "F69F 8B?:9A 5G89F 5OFP 
CD<5?<;<F9?PAB F4>B= ( D<E. 3). 
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$<E. 3. "F69F A4 >B@4A8G ping.exe E >?RK4@< 

#DB4A4?<;<DG9@ D9;G?PF4F 6OCB?A9A<S >B@4A8O: 

÷ 0% CBF9DP 3 E9FP D45BF49F BF?<KAB. 
÷ �E?< CBF9D< <AHBD@4J<< EBEF46<?< A9 5B?99 3%, FB E9FP D45BF49F IBDBLB. 
÷ #D< CBF9DSI 3-10% 8BL?< A9 6E9 C4>9FO, AB E9FP, 5?47B84DS 4?7BD<F@4@ 
>BDD9>J<< BL<5B>, D45BF49F G8B6?9F6BD<F9?PAB. �;-;4 A9B5IB8<@BEF< 
CB6FBDAB= 8BEF46>< CBF9DSAAB= <AHBD@4J<< EA<:49FES QHH9>F<6A4S 
E>BDBEF< D45BFO E9F< 3 E9FP FBD@B;<F. 

÷ �E?< K<E?B CBF9DSAAOI C4>9FB6 CD96OL49F 10-15%, FB A9B5IB8<@B CD<ASFP 
@9DO CB GEFD4A9A<R A9<ECD46ABEF<. �4K9EF6B E6S;< #� 
A9G8B6?9F6BD<F9?PAB9. 
�4?99: >4> 6<8<@, 6D9@S BF>?<>4 G84?9AAB= E<EF9@O ED98A99 2 @E9>, 4 
@4>E<@4?PAB9 17 @E9>. �A4?<;<DGS BF>?<> CB @<??<E9>GA84@, A48B <@9FP 
66<8G E?98GRM99. #B EF4A84DFG, ABD@4?PAB9 6D9@S BF>?<>4 16-><?B54=FAB7B 
C4>9F4 8?S 100-@9745<FAB= E9F< - 3-8 @E. �?S 10-@9745<FAB= - 30-80 @E. 
#B?GK49FES, KFB G A4E E9FP D45BF49F A4 E>BDBEF< CBDS8>4 100 @5<F/E9>. 

�ECB?P;B64A<9 GF<?<FO PathPing 
Pathping QFB GF<?<F4, >BFBD4S CB;6B?S9F B5A4DG:<FP CBF9D< C4>9FB6 A4 
@4DLDGF9 @9:8G 64L<@ >B@CPRF9DB@ < ;484AAO@ 48D9EB@ IP. #BF9D< C4>9FB6 
@B7GF E<?PAB CB6?<SFP A4 D45BFG E9F<, A4CD<@9D, >B784 6O <7D49F9 6 6<89B<7DG. 
�A4K9 7B6BDS, GF<?<F4 PathPing BFCD46?S9F @AB7BK<E?9AAO9 EBB5M9A<S E Echo-
;4CDBEB@ >4:8B@G @4DLDGF<;4FBDG, >BFBDO= A4IB8<FES @9:8G <EIB8AO@ 
CGA>FB@ < CGA>FB@ A4;A4K9A<S, CBE?9 K97B, A4 BEAB64A<< C4>9FB6, CB?GK9AAOI 
BF >4:8B7B <; A<I, 6OK<E?S9F CDBJ9AFAB9 EBBFABL9A<9 C4>9FB6, 6B;6D4M49@OI 
6 >4:8B@ CDO:>9. #BE>B?P>G GF<?<F4 PathPing CB>4;O649F EF9C9AP CBF9D< 
C4>9FB6 A4 >4:8B@ @4DLDGF<;4FBD9 <?< G;?9, FB E 99 CB@BMPR 6O @B:9F9 
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FBKAB BCD989?<FP @4DLDGF<;4FBDO < G;?O, A4 >BFBDOI 6B;A<>4RF E9F96O9 
CDB5?9@O. #D<@9D <ECB?P;B64A<S 84AAB= >B@4A8O CD<6989A A4 D<E. 4. 

 

 
$<E. 4. #B<E> CBF9DP C4>9FB6 A4 @4DLDGF9 BF #� PC_0 8B #� MAIRIA 

�F4>, 6 EFDB>9 CB<E>4 A459D9@ CMD, KFB5O 6O;64FP >B@4A8AGR EFDB>G  
( D<E. 5). 

 

 
$<E. 5. "8<A <; ECBEB5B6 6O;B64 >B@4A8AB= EFDB>< 6 "% Windows 7 

�4?99 CDB<;6989F FD4EE<DB6>G @4DLDGF4 BF A4L97B #� 8B CB<E>B6B7B E9D69D4 
3A89>E ( D<E. 6). 
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$<E. 6. #D<@9D <ECB?P;B64A<S GF<?<FO Pathping 

#DB4A4?<;<DG9@ D9;G?PF4F: 

÷ #9D6O= 5?B> <AHBD@4J<< CD98EF46?S9F EB5B= FD4EE<DB6>G. �O @B:9F9 
CDBCGEF<FP 97B < C9D9=F< >B 6FBDB@G 5?B>G <AHBD@4J<<, 6 >BFBDB@ 5G89F 
G>4;4AB CDBJ9AFAB9 BFABL9A<9 CBF9DP C4>9FB6. 

÷ �E?< C4>9FO A9 F9DS?<EP A4 84AAB@ @4DLDGF9 CB8>?RK9A<S, FB 6O G6<8<F9 0% 
CBF9DP C4>9FB6. �E?< 6O G6<8<F9 ;A4K9A<S, BF?<K4RM<9ES BF 0%, QFB B;A4K49F, 
KFB A4 CGF< > A4L<@ E9D69D4@ 5O?< CBF9D< C4>9FB6. #BF9D< 6OL9 1% A4K<A4S 
E C9D6B7B L474, @B7GF G>4;O64FP A4 A9>BDD9>FAGR D45BFG G;?B6 E9F< <?< 
@4DLDGF<;4FBDB6. �E?< QF< GEFDB=EF64 64@ 8BEFGCAO, FB AG:AB CBCDB5B64FP 
B5AB6<FP <I CDB7D4@@AB9 B59EC9K9A<9 <?< CB?ABEFPR ;4@9A<FP <I. �A4K9, B 
CBF9DSI, 6B;A<>L<I CBE?9 C9D6B7B L474 < 8B CBE?98A97B L474, E?98G9F 
EBB5M<FP 64L9@G �AF9DA9F CDB64=89DG. 
#D<@9K4A<9 
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�E?< CBE?98A<9 EFDB>< G>4;O64RF A4 100% CBF9DP, FB QFB A9 S6?S9FES 
CB>4;4F9?9@ CDB5?9@O, 4 CDB<EIB8<F CBFB@G, KFB E9D69D4 ;4M<M9AO BF 
A9:9?4F9?PAB7B FD4H<>4 < 4F4>. 

% 84AAB= >B@4A8B= 6O @B:9F9 <ECB?P;B64FP E?98GRM<9 C4D4@9FDO: 

-g. �4AAO= C4D4@9FD BCD989?S9F <ECB?P;B64A<9 C4D4@9FD4 E6B5B8AB= 
@4DLDGF<;4J<< 6 IP-;47B?B6>9 E A45BDB@ CDB@9:GFBKAOI @9EF A4;A4K9A<S 8?S 
EBB5M9A<= E Echo-;4CDBEB@, >BFBDO= G>4;O649FES 6 EC<E>9 >B@CPRF9DB6. 

-h. �4AAO= C4D4@9FD ;4849F @4>E<@4?PAB9 >B?<K9EF6B C9D9IB8B6 A4 CGF< CD< 
CB<E>9 >BA9KAB7B B5N9>F4; 

-i. 1FBF C4D4@9FD G>4;O649F IP-48D9E <EFBKA<>4; 

-n. &9>GM<= C4D4@9FD CD98BF6D4M49F CBCOF>< EBCBEF46?9A<S IP-48D9EB6 
CDB@9:GFBKAOI @4DLDGF<;4FBDB6 E <I <@9A4@<, KFB EGM9EF69AAB GE>BDS9F 
6O6B8 D9;G?PF4FB6; 

-p. �ECB?P;GS 84AAO= C4D4@9FD, 6O @B:9F9 ;484FP 6D9@S B:<84A<S @9:8G 
CBE?98B64F9?PAO@< CDB69D>4@< E6S;<, 789 ;A4K9A<9@ CB G@B?K4A<R G>4;4AB 
250 @<??<E9>GA8; 

-q. #D< CB@BM< F9>GM97B C4D4@9FD4 6O @B:9F9 G>4;4FP >B?<K9EF6B EBB5M9A<= 
E Echo-;4CDBEB@, BFCD46?9AAOI >4:8B@G @4DLDGF<;4FBDG CGF< (CB G@B?K4A<R 
- 100); 

-w. �4AAO= C4D4@9FD BCD989?S9F 6D9@S B:<84A<S 8?S CB?GK9A<S Echo-BF69FB6 
CDBFB>B?4 ICMP <?< ICMP-EBB5M9A<= B5 <EF9K9A<< 6D9@9A< 6 @<??<E9>GA84I, 
>BFBDO9 EBBF69FEF6GRF 84AAB@G EBB5M9A<R Echo-;4CDBE4. �A4K9A<9 CB 
G@B?K4A<R 4 E9>GA8O; 

-4. #4D4@9FD BCD989?S9F CD<AG8<F9?PAB9 <ECB?P;B64A<9 CDBFB>B?4 IP 69DE<< 4; 

-6. #4D4@9FD BCD989?S9F CD<AG8<F9?PAB9 <ECB?P;B64A<9 CDBFB>B?4 IP 69DE<< 6. 

�DG7<9 >B@4A8O >B@4A8AB= EFDB><. "FB5D4:9A<9 C4D4@9FDB6 TCP/IP-
CDBFB>B?4 >B@4A8B= Ipconfig  
�B@4A84 IPCONFIG <ECB?P;G9FES 8?S BFB5D4:9A<S F9>GM<I A4EFDB9> 
CDBFB>B?4 TCP/IP < 8?S B5AB6?9A<S A9>BFBDOI C4D4@9FDB6, ;484649@OI CD< 
46FB@4F<K9E>B@ >BAH<7GD<DB64A<< E9F96OI <AF9DH9=EB6 CD< <ECB?P;B64A<< 
CDBFB>B?4 DHCP. #D98CB?B:<@, KFB G A4E <@99FES E9FP, <;B5D4:9AA4S A4- D<E. 
7. 
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$<E. 7. !95B?PL4S ?B>4?PA4S E9FP 
�OCB?A<@ >B@4A8G >B@4A8B= Ipconfig A4 PC_2 ( D<E. 8>). 

 

 
$<E. 8. "FB5D4:9A<9 C4D4@9FDB6 TCP/IP-CDBFB>B?4 >B@4A8B= Ipconfig 
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�; BFK9F4 @O 6<8<@ F4>GR <AHBD@4J<R: 

÷ DNS-EGHH<>E CB8>?RK9A<S - localdomain (<; A4EFDB9> E9F96B7B CB8>?RK9A<S) 
÷ �B>4?PAO= IPv6-48D9E >4A4?4 - ?B>4?PAO= IPv6 48D9E, 9E?< <ECB?P;G9FES 
48D9E4J<S IPv6 

÷ IPv4-48D9E - <ECB?P;G9@O= 8?S 84AAB7B 484CF9D4 IPv4 3 48D9E 
÷  4E>4 CB8E9F< - 255.255.225.0 
÷ "EAB6AB= L?R; - IP-48D9E @4DLDGF<;4FBD4, <ECB?P;G9@B7B 6 >4K9EF69 L?R;4 
CB G@B?K4A<R. 

#D<@9K4A<9 

&GAA9?PAO= 484CF9D isatap.localdomain QFB Q@G?SJ<S IPV6 6 E9FSI IPV4. 
ISATAP (Intra-Site Automatic Tunnel Addressing Protocol) 4 #DBFB>B? 
46FB@4F<K9E>B= 6AGFD<E4=FB6B= 48D9E4J<< FGAA9?9=, CB;6B?SRM<= C9D98464FP 
@9:8G E9FS@< IPv6 C4>9FO K9D9; E9F< IPv4 

�?RK< >B@4A8O: 

/all "FB5D4:9A<9 CB?AB= <AHBD@4J<< CB 6E9@ 484CF9D4@. 

/release [484CF9D] "FCD46>4 EBB5M9A<S DHCPRELEASE E9D69DG DHCP 8?S 
BE6B5B:89A<S F9>GM9= >BAH<7GD4J<< DHCP < G84?9A<S >BAH<7GD4J<< IP-
48D9EB6 8?S 6E9I 484CF9DB6 (9E?< 484CF9D A9 ;484A) <?< 8?S ;484AAB7B 484CF9D4. 
1FBF >?RK BF>?RK49F CDBFB>B? TCP/IP 8?S 484CF9DB6, A4EFDB9AAOI 8?S 
46FB@4F<K9E>B7B CB?GK9A<S IP-48D9EB6. 

/renew [484CF9D] "5AB6?9A<9 IP-48D9E4 8?S BCD989?TAAB7B 484CF9D4 <?< 9E?< 
484CF9D A9 ;484A, FB 8?S 6E9I. �BEFGCAB FB?P>B CD< A4EFDB9AAB@ 
46FB@4F<K9E>B@ CB?GK9A<< IP-48D9EB6. 

/flushdns "K<M9A<9 DNS >QL4. 

/registerdns "5AB6?9A<9 6E9I ;4D9;9D6<DB64AAOI 48D9EB6 DHCP < 
C9D9D97<EFD4J<S <@9A DNS. 

/displaydns "FB5D4:9A<9 EB89D:<@B7B >QL4 DNS. 

/showclassid 484CF9D "FB5D4:9A<9 >B84 >?4EE4 DHCP 8?S G>4;4AAB7B 484CF9D4. 
�BEFGCAB FB?P>B CD< A4EFDB9AAB@ 46FB@4F<K9E><@ CB?GK9A<9@ IP-48D9EB6. 

/setclassid 484CF9D [>B8_>?4EE4] �;@9A9A<9 >B84 >?4EE4 DHCP. �BEFGCAB FB?P>B 
CD< A4EFDB9AAB@ 46FB@4F<K9E><@ CB?GK9A<9@ IP-48D9EB6. 

/? %CD46>4. TCP/IP: ;A4K9A<S IP 48D9E4, @4E>< < L?R;4. 
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�B@4A84 6O6B84 EC<E>4 >B@CPRF9DB6 D45BK9= 7DGCCO Net view 

� >B@4A8AB= EFDB>9 6698<F9 >B@4A8G net view, < 6O G6<8<F9 EC<EB> 
>B@CPRF9DB6 E6B9= D45BK9= 7DGCCO ( D<E. 9). 

 

 
$<E. 9. � D45BK9= 7DGCC9 <@99FES 4 #� 

&D4EE<DB6>4 
Tracert 4 QFB E?G:95A4S >B@CPRF9DA4S CDB7D4@@4, CD98A4;A4K9AA4S 8?S 
BCD989?9A<S @4DLDGFB6 E?98B64A<S 84AAOI 6 E9FSI TCP/IP. #DB7D4@@4 tracert 
6OCB?AS9F BFCD46>G 84AAOI G>4;4AAB@G G;?G E9F<, CD< QFB@ BFB5D4:4S 
E6989A<S B 6E9I CDB@9:GFBKAOI @4DLDGF<;4FBD4I, K9D9; >BFBDO9 CDBL?< 
84AAO9 A4 CGF< > J9?96B@G G;?G. � E?GK49 CDB5?9@ CD< 8BEF46>9 84AAOI 8B 
>4>B7B-?<5B G;?4 CDB7D4@@4 CB;6B?S9F BCD989?<FP, A4 >4>B@ <@9AAB GK4EF>9 
E9F< 6B;A<>?< A9CB?48><. 

�4CGE> CDB7D4@@O CDB<;6B8<FES <; >B@4A8AB= EFDB><. �?S QFB7B 6O 8B?:AO 
6B=F< 6 A9T. �?S BC9D4J<BAAB= E<EF9@O Windows 7 EGM9EF6G9F A9E>B?P>B 
ECBEB5B6 ;4CGE>4 >B@4A8AB= EFDB><: 

1. %BK9F4A<9 >?46<L Win (>ABC>4 E ?B7BF<CB@ Windows) + R (8B?:AO 5OFP 
A4:4FO B8AB6D9@9AAB) 4 � 7D4H9 ""F>DOFP" A4C<E4FP "cmd" < A4:4FP ">. 

2. #GE> 4 �E9 CDB7D4@@O4 %F4A84DFAO9 4 �B@4A8A4S EFDB>4. 
� BF>DO6L9@ES B>A9 @O A4C<L9@ tracert ya.ru. #D<AJ<C 89=EF6<S QFB= 
CDB7D4@@O EIB: E CD<AJ<CB@ 89=EF6<S CDB7D4@@O ping. �B@4A84 BFCD46?S9F 
A4 E9D69D 84AAO9 < CD< QFB@ H<>E<DG9F 6E9 CDB@9:GFBKAO9 @4DLDGF<;4FBDO, 
K9D9; >BFBDO9 CDBIB8SF QF< 84AAO9 A4 CGF< > E9D69DG (J9?96B@G G;?G). �E?< 
CD< 8BEF46>9 84AAOI 8B B8AB7B <; G;?B6 CDB<EIB8<F CDB5?9@4, CDB7D4@@4 
BCD989?S9F GK4EFB> E9F<, A4 >BFBDB@ 6B;A<>?< A9CB?48><. �D9@S BF>?<>4 
CB>4;O649F ;47DG:9AABEFP >4A4?4. � 6BF 9E?< 6@9EFB 6D9@9A< BF>?<>4 6O 
6<8<F9 A48C<EP "#D96OL9A <AF9D64? B:<84A<S 8?S ;4CDBE4", QFB ;A4K<F, 
KFB A4 84AAB@ G;?9 E6S;< CDB<EIB8<F CBF9DS 84AAOI, 4 ;A4K<F, CDB5?9@4 
<@9AAB 6 A9@ 3 D<E. 10. 
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$<E. 10. #D<@9D FD4EE<DB6>< 8B@9A4 ya.ru 

#4D4@9FDO >B@4A8O tracert: 

-d A9 BCD989?SFP 8B@9AAO9 <@9A4 @4DLDGF<;4FBDB6 

-h <;A4K9A<9-> GEF4AB6<FP @4>E<@4?PAB9 >B?<K9EF6B C9D9IB8B6 

-w <;A4K9A<9> GEF4AB6<FP @4>E<@4?PAB9 6D9@S B:<84A<S BF69F4 (6 
@<??<E9>GA84I) 

�F4>, FD4EE<DB6>4 @4DLDGF4 CB@B749F BCD989?<FP CDB5?9@AO= G;9?. �E?< 
84AAO9 CDBIB8SF ABD@4?PAB < "EFBCBDSFES" A4 E4@B@ CGA>F9 A4;A4K9A<S, FB 
CDB5?9@4 89=EF6<F9?PAB E E4=FB@. �E?< FD4EE<DB6>4 @4DLDGF4 CD9>D4M49FES A4 
E9D98<A9 CGF<, FB CDB5?9@4 6 B8AB@ <; CDB@9:GFBKAOI @4DLDGF<;4FBDB6. �E?< 
CDBIB:89A<9 C4>9FB6 CD9>D4M49FES 6 CD989?4I E9F< 64L97B CDB64=89D4 4 FB < 
CDB5?9@G AG:AB D9L4FP "A4 @9EFAB@ GDB6A9". #BCGFAB IBK9FES BF@9F<FP, KFB 
CDB7D4@@4 D45BF49F FB?P>B 6 A4CD46?9A<< BF <EFBKA<>4 C4>9FB6 < S6?S9FES 
69EP@4 7DG5O@ <AEFDG@9AFB@ 8?S 6OS6?9A<S A9CB?48B> 6 E9F<. 

#$��&�+�%��3  $��"&� 718. 
#$"�$�  / ��3 $��"&/ � %�&3) LAN � WAN 
 
*9?P D45BFO: 
�;GK<FP E9F96O9 CDB7D4@@O (GF<?<FO) 3 Winsent, Radmin < Team Viewer. 
 
$4EE@BFD<@ FD< CB?9;AO9 E9F96O9 CDB7D4@@O (GF<?<FO) 3 Winsent, Radmin < 
Team Viewer. 

#D<@9D 1. Winsent 3 59EC?4FA4S CDB7D4@@4 8?S B5M9A<S 6 ?B>4?PAB= E9F< 
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+4F 3 S6?S9FES CDB7D4@@B= 8?S B5M9A<S E 8DG7<@< CB?P;B64F9?S@< E9F< (B5@9A 
F9>EFB6O@< EBB5M9A<S@<).  

Winsent Messenger QFB CDB7D4@@4, CD98A4;A4K9AA4S 8?S 5OEFDB7B B5@9A4 
EBB5M9A<S@< < B5M9A<S 6 ?B>4?PAB= E9F< ( D<E. 1). %4=F CDB7D4@@O 
http://www.winsent.ru/. #DB7D4@@4 @B:9F <ECB?P;B64FPES >4> 6 8B@4LA9= 
?B>4?PAB= E9F<, F4> < 6 ?B>4?PAB= E9F< CD98CD<SF<S, BH<E4, >BDCBD4F<6AB= 
?B>4?PAB= E9F<. Winsent Messenger A9 FD95G9F <ECB?P;B64A<S 6O89?9AAB7B 
E9D69D4, < CB?ABEFPR EB6@9EF<@ EB E?G:5B= EBB5M9A<= (net send). $45BF49F 6 
?R5B= 69DE<< Windows (7/Vista/XP/2000). 

 

 
$<E. 1. ">AB A4K4?PAB= GEF4AB6>< CDB7D4@@O Winsent Messenger 
�E?< A4 64L9@ #� CDB7D4@@4 ;4CGM9A4, FB 6O @B:9F9 BFCD46<FP EBB5M9A<9 
?R5B@G #� 6 E9F<, 84:9 9E?< A4 A9@ QF4 CDB7D4@@4 A9 EFB<F. �4CGEF<F9 
CDB7D4@@G 3 6 FD99 CBS6<FPES 99 ;A4KB> ( D<E. 2). 

 

 
$<E. 2. �A4KB> CDB7D4@@O WinSent 

!4C<L<F9 <@S D45BK9= 7DGCCO <?< CB?P;B64F9?S, ;4F9@ C<L<F9 F9>EF 
EBB5M9A<S < BFCD46?S=F9 97B ( D<E. 3) 
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$<E. 3. '>4;O649@ CB?GK4F9?S, C<L9@ F9>EF EBB5M9A<S 
#D<@9D 2. Radmin - CDB7D4@@4 G84?9AAB7B GCD46?9A<9 #� CB E9F< 

Radmin - CBCG?SDA4S CDB7D4@@4 8?S D45BFO A4 G84?9AAB@ >B@CPRF9D9 6 
D9:<@9 D94?PAB7B 6D9@9A<. "A4 D45BF49F < 6 LAN, < WAN. Radmin 6>?RK49F 6 
E95S ED98EF6B B5@9A4 H4=?4@<, F9>EFB6O= < 7B?BEB6B= K4F, < 8DG7<9 CB?9;AO9 
HGA>J<<. �B 6D9@S D45BFO E G84?9AAO@ >B@CPRF9DB@, 6O @B:9F9 A9 
59ECB>B<FPES ;4 59;BC4EABEFP E6B<I 84AAOI: Radmin D45BF49F 6 D9:<@9 ;4M<FO 
84AAOI, CD< >BFBDB@ 6E9 C9D984649@O9 84AAO9 ;4M<M9AO CB EF4A84DFG AES 3 
D<E. 4. 

 

 
$<E. 4. %I9@4F<K9E>B9 <;B5D4:9A<9 D45BFO E G84?9AAO@ #� 6 CDB7D4@@9 
Radmin 

�F4>, C9D98 A4K4?B@ D45BFO B54 >B@CPRF9D4 8B?:AO <@9FP 6OIB8 6 �AF9DA9F 
<?< 5OFP CB8EB98<A9AAO@< > B5M9= ?B>4?PAB= E9F< (LAN). #D98CB?B:<@, KFB 
6O IBF<F9 GEF4AB6<FP E6S;P 64L97B 8B@4LA97B (G 64E 8B@4) < 64L97B BH<EAB7B 
(G 64E A4 D45BF9) #�. 'EF4AB6<F9 A4 B5B<I #� CDB7D4@@O Radmin Server < 
Radmin Viewer.  

!4EFDB=F9 Radmin Server A4 G84?9AAB@ (698GM9@, 48@<A<EFD4FBDE>B@) 
>B@CPRF9D9 

�4CGEF<F9 Radmin Server, A4CD<@9D, A4 A4 PC_1. -9?>A<F9 CD46B= >ABC>B= 
@OL< A4 <>BA>9 Radmin Server 6 FD99 < 6O59D<F9 >B@4A8G !4EFDB=>< Radmin 
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Server-#D464 8BEFGC4 < GEF4AB6<F9 C4DB?P < CD464 8BEFGC4 > Radmin Server 3 
D<E. 5. !4CD<@9D, 849@ >B@4A8G D4;D9L<FP #B?AO= 8BEFGC ("�). 

 

 
$<E. 5. �B546?S9@ CB?P;B64F9?9= A4 Radmin Server 

�4C<L<F9 IP 48D9E �4L97B >B@CPRF9D4, 8?S QFB7B A4698<F9 @OL>B= >GDEBD A4 
<>BA>G Radmin Server ( D<E. 6). 

 

 
$<E. 6. ';A49@ IP 8?S A4L97B #� (192.168.73.136) 

!4EFDB=F9 Radmin Viewer A4 ?B>4?PAB@ (698B@B@) >B@CPRF9D9 (IBEF9) 
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�4CGEF<F9 Radmin Viewer A4 ?B>4?PAB@ >B@CPRF9D9, A4CD<@9D, PC_2, < 
EB;84=F9 AB6B9 CB8>?RK9A<9 >B@4A8B= %B98<A9A<9-%B98<A<FPES E ( D<E. 7). 

 

 
$<E. 7. "8AB 8?S EB98<A9A<S E 698GM<@ #� 

'>4:<F9 IP 48D9E >B@CPRF9D4, A4 >BFBDB@ GEF4AB6?9A < A4EFDB9A Radmin 
Server. �4F9@ 6O59D<F9 D9:<@ CB8>?RK9A<S < 6698<F9 <@S CB?P;B64F9?S < 
C4DB?P, ;484AAO9 D4A99 6 A4EFDB=>4I Radmin Server A4 G84?9AAB@ >B@CPRF9D9 ( 
D<E. 8). 

 

 
$<E. 8. �6B8<@ ;484AAO9 D4A99 A4 E9D69D9 <@S < C4DB?P CB?P;B64F9?S 
#BE?9 A4:4F<S A4 >ABC>G "� 6<8<@ D45BK<= EFB? G84?9AAB7B #� ( D<E. 9). 
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$<E. 9. ">AB 8?S GCD46?9A<S G84?9AAO@ (698GM<@) #� E 698B@B7B #� 

">AB CDB7D4@@O Radmin Viewer CD<6989AB A4 D<E. 10. 
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$<E. 10. ">AB CDB7D4@@O Radmin Viewer 

&4><@ B5D4;B@, CDB7D4@@4 Radmin EBEFB<F <; 86GI K4EF9=: >?<9AFE>B= (Radmin 
Viewer) < E9D69DAB= (Radmin Server). �O GEF4A46?<649F9 Radmin Server A4 
G84?9AAB@ >B@CPRF9D9 < CB?GK49F9 6B;@B:ABEFP 6<89FP Q>D4A G84?9AAB7B 
>B@CPRF9D4 A4 Q>D4A9 E6B97B >B@CPRF9D4. �4L< @4A<CG?SJ<< C9D984RFES A4 
G84?9AAO= >B@CPRF9D. '84?9AAO= >B@CPRF9D @B:9F D4ECB?474FPES 6 �AF9DA9F 
<?< 6 ?B>4?PAB= E9F<. �A4K9 7B6BDS, E CB@BMPR Radmin 6O @B:9F9 D45BF4FP G 
E95S 6 BH<E9, A9 6EF464S <;-;4 8B@4LA97B >B@CPRF9D4 

#D<@9K4A<9 

� CD<AJ<C9, A4 >4:8B@ #� @B:AB GEF4AB6<FP < ;4CGE>4FP B8AB6D9@9AAB < 
Radmin Server, < Radmin Viewer. "A< 8DG7 8DG7G A9 @9L4RF, ;4FB @B:AB 
GCD46?SFP G84?9AAO@ #� 6 B59 EFBDBAO. 

#D<@9D 3. 'CD46?9A<9 >B@CPRF9DB@ 6 CDB7D4@@9 Team Viewer 

TeamViewer (http://www.teamviewer.com/ru/download/windows.aspx) - 
CDB7D4@@4 8?S BEGM9EF6?9A<S G84?9AAB7B 8BEFGC4 > >B@CPRF9DG CB E9F<. 
#DB7D4@@ GEF4A46?<649FES A4 G84?9AAB@ >B@CPRF9D9 (IBEF) < A4 >B@CPRF9D9 
8?S 48@<A<EFD<DB64A<S (48@<A<EFD4FBD). �8<AEF69AA4S A4EFDB=>4 
48@<A<EFD4FBD4 3 CDB=F< 46FBD<;4J<R. #BE?9 QFB7B G 64E A4 D45BK9@ EFB?9 
CBS6<FES 4A4?B7<KAB9 B>AB G84?9AAB7B >B@CPRF9D4, < 6O E@B:9F9 GCD46?SFP 
<@ >4> B5OKAO@ #�. #B@<@B GCD46?9A<S G84?9AAO@ >B@CPRF9DB@, E 
CB@BMPR 84AAB= CDB7D4@@O @B:AB C9D98464FP H4=?O < B5M4FPES 6 K4F9. �F4>, 
GEF4A46?<649FES TeamViewer A4 B54 E9F96OI #�, ;4F9@ ;4CGE>49FES CDB7D4@@4. 
#BE?9 EF4DF4 46FB@4F<K9E>< CB?GK4RFES ID < #4DB?P ( D<E. 11). 
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$<E. 11. #B?GK49@ GA<>4?PAO= <89AF<H<>4FBD A4L97B #� < C4DB?P A4 6IB8 6 

A97B 

#D98CB?B:<@, KFB A4 6FBDB@ #� @O CB?GK<?< ID 194 187 481< #4DB?P 8642. 
�6B8<@ QF< 84AAO9. #BE?9 A4:4F<S A4 >ABC>G #B8>?RK<FPES > C4DFA9DG 6O 
E@B:9F9 D45BF4FP A4 G84?9AAB@ #�, >4> A4 E6B9@ <?< 6 D9:<@9 '84?9AAB9 
GCD46?9A<9 ( D<E. 12), <?< 6 D9:<@9 #9D984K4 H4=?B6 ( D<E. 13). 
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$<E. 12. �?46AB9 B>AB G84?9AAB7B #� (D9:<@ '84?9AAB9 GCD46?9A<9) 
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$<E. 13. �?46AB9 B>AB G84?9AAB7B #� (D9:<@ #9D984K4 H4=?B6).  
%?964 �B>4?PAO=, 4 ECD464 3 '84?9AAO= #� 

� ;4>?RK9A<9 ;4@9F<@, KFB CDB7D4@@4 CB?ABEFPR D45BFBECBEB5A4 < 59EC?4FA4, 
AB CBEFBSAAB CD98?4749F CD<B5D9EF< >B@@9DK9E>GR ?<J9A;<R, KFB @B:9F 
D4;8D4:4FP 99 CB?P;B64F9?9=. 

�484A<S 
÷ %B;84=F9 A4 G84?9AAB@ #� E9F96B= D9EGDE - C4C>G 123456 < E89?4=F9 > A9= 
B5M<= 8BEFGC. �4><9 B7D4A<K9A<9 6 "% Windows XP GEF4A46?<649@B9 8?S 
E9F96B7B D9EGDE4 (D4;@9D EB;84649@OI H4=?B6; @4>E<@4?PAB9 K<E?B 
CB?P;B64F9?9=, >BFBDO9 @B7GF CB8>?RK<FES > D9EGDEG; 6D9@S D45BFO >4:8B7B 
CB?P;B64F9?S; 8<E>B6B9 CDBEFD4AEF6B, 6O89?S9@B9 >4:8B@G CB?P;B64F9?R).  

÷ 'EF4AB6<F9 E6S;P @9:8G 698B@O@ < 698GM<@ #� A9 K9D9; ?B>4?PAGR E9FP, 4 
K9D9; �AF9DA9F.  

÷ "EGM9EF6<F9 C9D9EO?>G H4=?B6 E ?B>4?PAB7B A4 G84?9AAO= >B@CPRF9D 
>B@4A8B= $9:<@-#9D984K4 H4=?B6 ( D<E. 14). 

 

 
$<E. 14. ">AB BFCD46>< H4=?B6 @9:8G >B@CPRF9D4@< 

�B@4A8B= $9:<@-&9>EFB6O= K4F BD74A<;G=F9 B5@9A F9>EFB6O@< 
EBB5M9A<S@< @9:8G #� ( D<E. 15). 



144 
 

144 

 

$<E. 15. $9:<@ B5@9A4 F9>EFB6O@< EBB5M9A<S@< @9:8G #� 

#DB<;698<F9 6O>?RK9A<9 G84?9AAB7B #� ( D<E. 16). 

 

 
$<E. 16. �O>?RK9A<9 G84?9AAB7B #� 

÷ 'EF4AB6<F9 CDB7D4@@G < A4GK<F9EP G84?9AAB GCD46?SFP #� 
÷ "FCD46PF9 H4=? G84?9AAB@G #� 
÷ "FCD46PF9 A4 G84?9AAO= #� F9>EFB6B9 EBB5M9A<9 

�D4F><9 <FB7< 

� ?45BD4FBDAB= D45BF9 @O A4GK<?<EP D45BF4FP 6 FD9I CB?9;AOI E9F96OI 
CDB7D4@@4I: 

÷ Winsent (CDB7D4@@4 8?S B5M9A<S 6 ?B>4?PAB= E9F<) 
÷ Radmin (CDB7D4@@4 G84?9AAB7B GCD46?9A<9 #� CB E9F<) 
÷ Team Viewer (CDB7D4@@4 GCD46?9A<S >B@CPRF9DB@ E <ECB?P;B64A<9@ 
�AF9DA9F) 

�?S ?GKL97B CBA<@4A<S QF<I F9@ > D45BF9 CD<?4749FES E>D<A>4EF. 

#$��&�+�%��3  $��"&� 719. 
!��!�+�!�� %�$��$' $"�� "�"!&$"���$ �" �!�" 
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*9?P D45BFO: 
�;GK<FP A4;A4K9A<9 E9D69DG DB?< "�BAFDB??9D 8B@9A4" 
 

%B;849@ AB6O= 8B@9A 6 AB6B@ ?9EG 
!<:9 @O BC<L9@ CBE?98B64F9?PABEFP 89=EF6<= 8?S FB7B, KFB5O E9D69D E89?4FP 
�BAFDB??9DB@ �B@9A4, F.9. KFB5O "CB8ASFP" A4 A9@ E?G:5G Active Directory. 

%9D69D, A4 >BFBDB@ D4ECB?B:9A4 E?G:54 Active Directory, A4;O649FES 
>BAFDB??9DB@ 8B@9A4. Active Directory <@99F <9D4DI<K9E>GR EFDG>FGDG 54;O, 
EBEFBSM9= <; B5N9>FB6. "5N9>FO D4;89?SRFES A4 FD< BEAB6AO9 >4F97BD<<: 
D9EGDEO (A4CD<@9D, CD<AF9DO), E?G:5O (A4CD<@9D, Q?9>FDBAA4S CBKF4) < 
GKTFAO9 ;4C<E< (CB?P;B64F9?9= < >B@CPRF9DB6). Active Directory 
CD98BEF46?S9F <AHBD@4J<R B5 B5N9>F4I, CB;6B?S9F GCD46?SFP B5N9>F4@< < 
8BEFGCB@ > A<@. 

!4:<@49@ #GE> - 'CD46?9A<9 84AAO@ E9D69DB@ 3 D<E. 1. 

 

 
$<E. 1. ">AB 'CD46?9A<9 84AAO@ E9D69DB@ 
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!4:<@49@ �B546<FP <?< G84?<FP DB?P, GEF4A46?<649@ C9D9>?RK4F9?P 6 
CB?B:9A<9 "EB54S >BAH<7GD4J<S 3 D<E. 2 

 

 
$<E. 2. #9D9>?RK4F9?P 6 CB?B:9A<< "EB54S >BAH<7GD4J<S 
�; EC<E>4 8BEFGCAOI DB?9= 6O5<D49@ "�BAFDB??9D 8B@9A4" (Active 
Directory) 3 D<E. 3. 



147 
 

147 

 

 
$<E. 3. �O5<D49@ DB?P 8?S E9D69D4 <; EC<E>4 

�B546<FP >BAFDB??9D 8B@9A4 6 EGM9EF6GRM9@ 8B@9A9 @O A9 @B:9@, F4> >4> G 
A4E A9F 8B@9AB6. #BQFB@G, 8?S EB;84A<S 8B@9A4, 6O5<D49@ C9D9>?RK4F9?P 
�BAFDB??9D 8B@9A4 6 AB6B@ 8B@9A9 3 D<E. 4. 
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$<E. 4. 'EF4A46?<649@ C9D9>?RK4F9?P �BAFDB??9D 8B@9A4 6 AB6B@ 8B@9A9 
�4?99 ;489=EF6G9@ C9D9>?RK4F9?P !B6O= 8B@9A 6 AB6B@ ?9EG- D<E. 5.  

 

 
$<E. 5. �>?RK49@ BCJ<R !B6O= 8B@9A 6 AB6B@ ?9EG 

!4 E?98GRM9@ L479 C<L9@ CB?AB9 DNS-<@S AB6B7B 8B@9A4. �B@9AO 6<84 
domaine.com <?< domain.ru <@9RF 6A9LA99 CDBEFD4AEF6B <@9A, 
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BCG5?<>B64AAOI 6 �AF9DA9F. !4 F4>B= E9D69D @B:AB ;4=F< <; �AF9DA9F.  O :9 
6O59D9@ 6AGFD9AA99 CDBEFD4AEF6B <@9A, KFB5O <; �AF9DA9F 8BEFGC4 A9 5O?B, < 
A4;B69@ <@S 8B@9A4, A4CD<@9D, DOMAIN.LAN - D<E. 6. &4> @O CB6OL49@ 
59;BC4EABEFP A4L9= E<EF9@O. � QFB@ E?GK49 K9D9; FBK>G @B:AB C<E4FP KFB 
G7B8AB. 

 

 
$<E. 6. �6B8<@ CB?AB9 DNS-<@S 8?S AB6B7B 8B@9A4 

�4?99 CDB<;6B8<@ A9E>B?P>B L47B6 E A4EFDB=>4@< CB G@B?K4A<R. � 
E?98GRM9@ B>A9 GEF4AB6<@ A<:A<= C9D9>?RK4F9?P, CBE>B?P>G B DNS @O 
CB7B6BD<@ CB;8A99 ( D<E. 7). 
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$<E. 7. �<47ABEF<>4 < D97<EFD4J<S DNS 

�4?99 6O5<D49@ $4;D9L9A<S, EB6@9EF<@O9 FB?P>B E Windows 2000 <?< 
Windows Server 2008 3 D<E. 8. 

 

 
$<E. 8. �O5<D49@ D4;D9L9A<S 
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&9C9DP 66B8<@ C4DB?P 48@<A<EFD4FBD4 6 D9:<@9 6BEEF4AB6?9A<S, A4CD<@9D, FBF 
:9, KFB 5O? CD< 6IB89 6 E<EF9@G - 123456, ( D<E. 9). #BASFAB, KFB CDBEFB= <?< 
CGEFB= C4DB?P 8BCGEF<@O FB?P>B 6 GK95AOI J9?SI. 

 

 
$<E. 9. �4849@ C4DB?P D9:<@4 6BEEF4AB6?9A<S 

�4?99 :89@, CB>4 CDB<;B=89F A4EFDB=>4 Active Dicertory (�>F<6AO= >4F4?B7) 
- D<E. 10. !4 QFB@ QF4C9 @B:9F CBA48B5<FPES GEF4AB6BKAO= 8<E> SP2. 

 

 
$<E. 10. �89F >BAH<7GD<DB64A<9 Active Dicertory 

�4?99  4EF9D GEC9LAB ;469DL<F E6BR D45BFG E?98GRM<@ B>AB@ ( D<E. 11). 
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$<E. 11. AD GEF4AB6?9A4 

$45BF4 CBKF< ;4>BAK9A4: 8?S 8B@9A4 (domain.lan) active directory GEF4AB6?9A4, 4 
A4EFDB=>G DNS 8?S QFB7B 8B@9A4 @O E89?49@ CB;:9. 

#D<@9K4A<9 

!4EFDB<FP DNS-E9D69D B;A4K49F CD<6S;4FP 8B@9AAB9 <@S domain.lan > IP 
48D9EG >B@CPRF9D4, A4 >BFBDB@ A4IB8<FES 64L E9D69D. 

#BE?9 C9D9;47DG;>< @O G6<8<@, KFB B>AB 6IB84 6 E<EF9@G <;@9A<?BEP  

( D<E. 12). 
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$<E. 12. � B>A9 6IB84 6 E<EF9@G CBS6<?4EP EFDB>4 6IB84 6 8B@9A 

�4?99 G6<8<@ E?98GRM99 EBB5M9A<9 ( D<E. 13). 

 

 
$<E. 13. !4EFDB=>4 DB?< E9D69D4 �BAFDB??9D 8B@9A4 ;469DL9A4 
#BE@BFD<@, KFB <;@9A<?BEP 
�OCB?A<@ #GE>-�E9 CDB7D4@@O-�8@<A<EFD<DB64A<9. �O G6<8<F9, KFB G A4E 
CBS6<?BEP CSFP AB6OI E?G:5 ( D<E. 14). 
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$<E. 14. �D4EAO@ BF@9K9AO AB6O9 E?G:5O 

�B=89@ 6 E?G:5O >B@CBA9AFB6 < G6<8<@ F4@ A4L 8B@9A ( D<E. 15). �B@9AAB9 
<@S ;89EP @B:AB 5O?B EB;84FP CB <@9A< 64L9= BD74A<;4J<<, A4CD<@9D, 
NOVGU.LAN <?< GORGAZ.LAN. 

 

 
$<E. 15. � AD 6<8<@ domain.lan 

#B>4 6 8B@9A9 A9F >B@CPRF9DB6, AB 9EFP CB?P;B64F9?<. �64:8O M9?>AG6 A4 
GK9FAGR ;4C<EP �8@<A<EFD4FBD @O @B:9@ ;484FP I4D4>F9D<EF<>< 84AAB7B 
CB?P;B64F9?S ( D<E. 16). 
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$<E. 16. ">AB E6B=EF6 ;4C<E< �8@<A<EFD4FBD 

&4><@ B5D4;B@, AB@9D F9?9HBA4 48@<A<EFD4FBD4 E9F< <?< 97B CBKFG @B:AB, 
;4F9@ A4=F< <; >ABC>< #GE>-#B<E>-�DG7<9 C4D4@9FDO CB<E>4-#D<AF9DO, 
>B@CPRF9DO <?< ?R89= ( D<E. 17). #B8B5AO@ B5D4;B@ ;46B8<FES <AHBD@4J<S 
A9 FB?P>B A4 48@<A<EFD4FBD4, AB < A4 8DG7<I CB?P;B64F9?9= AD. 

 

 
$<E. 17. ">AB CB<E>4 ?R89= 6 AD 

�B@9A, 89D96B 8B@9AB6, ?9E < 8D. 
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� E9F< �?<9AF-%9D69D >B@CPRF9DO @B7GF B5N98<ASFPES 6 ?B7<K9E><9 98<A<JO, 
A4;O649@O9 8B@9A4@<. � B8ABD4A7B6B= E9F< 4A4?B7B@ 8B@9A4 S6?S9FES D45BK4S 
7DGCC4.  AB:9EF6B 8B@9AB6 B5D4;G9F EFDG>FGDG, CBIB:GR A4 89D96B. �4:8O= 
8B@9A GCD46?S9FES >BAFDB??9DB@ 8B@9A4. �B@CPRF9D @B:9F 6IB8<FP 6 EBEF46 
FB?P>B B8AB7B 8B@9A4, 4 8B@9AB6 @B:9F 5OFP A9E>B?P>B. #D< B5N98<A9A<< 
8B@9AB6 6 ?9E <I >BAH<7GD4J<S EF4AB6<FES B8<A4>B6B= ( D<E. 18). 

 

 
$<E. 18. #D<@9D CB 4A4?B7<< <; A4L9= :<;A<, 84RM<= CD98EF46?9A<9 B ?9E9 
8B@9AB6 
Active Directory (AD-�>F<6AO= >4F4?B7) 
AD 3 ECD46BKA<> B 6E9I B5N9>F4I E9F< (CB?P;B64F9?SI, <I C4DB?SI etc). 1FB 54;4 
84AAOI, EB89D:4M4S <AHBD@4J<R B D9EGDE4I, E?G:54I < GK9FAOI ;4C<ESI. �?S 
CDBEFBFO CBA<@4A<S, 6O @B:9F9 CD98EF46<FP E959 F9?9HBAAO= ECD46BKA<>, 
EB89D:4M<= <AHBD@4J<R B ?R8SI, <I F9?9HBA4I < 48D9E4I. !4 D<E. 19 
CB>4;4AB >4> 5O?B 6 ?B>4?PAB= E9F< 8B <ECB?P;B64A<S E9D69D4 < Active 
Directory (�>F<6AO= >4F4?B7), < >4> EF4?B CBE?9. 
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4)%<FG4J<S 6 E9F< 5�B6 EB;84A<S AD 

 

 
$<E. 19. b)%<FG4J<S 6 E9F< 5#BE?96 EB;84A<S AD 
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�4> 6<8<@ <; D<EGA>4, "�B" 3 GK9FAO9 ;4C<E< CB?P;B64F9?S < <I D9EGDEO 
ID4A<?<EP A4 ?B>4?PAOI #�. "#BE?9" 3 A4 E9D69D9. &4><@ B5D4;B@, B8AB <; 
8BEFB<AEF6 AD ;4>?RK49FES 6 FB@, KFB E CBS6?9A<9 >BAFDB??9D4 8B@9A4 
GK9FAO9 ;4C<E< ID4ASFES A9 A4 ?B>4?PAOI #�, 4 A4 E9D69D9. #BQFB@G, CD< 
CB?B@>9 B8AB7B <; #� CB?P;B64F9?P @B:9F 46FBD<;B64FPES A4 ?R5B@ <; 
?B>4?PAOI #� < D45BF4FP, <ECB?P;GS D9EGDEO E9D69D4. 

�484A<9 1. %>B?P>B 6 ?9EG (D<E. 20) 89D96P96 < 8B@9AB6? 
 

 
$<E. 20. #D<@9D ?9E4 8B@9AB6 

� >4K9EF69 CD<@9D4-CB8E>4;>< A4 D<E. 21 CB>4;4A ?9E <; 86GI 89D96P96: 

 

 
$<E. 21. "8<A ?9E, >BFBDO= EB89D:<F 864 89D964 8B@9AB6 
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#$��&�+�%��3 $��"&� 720. 
'%&�!"��� DNS %�$��$�  
 
*9?P D45BFO: 
�;GK<FP D45BFG CB GEF4AB6>9 DNS E9D69D4 
 

� QFB= D45BF9 @O CD<E6B<@ E9D69DG DB?P DNS E9D69D4. 

�O5BD 8?S E9D69D4 DB?< DNS E9D69D4 

DNS (Domain Name System 4 E<EF9@4 8B@9AAOI <@TA) 4 >B@CPRF9DA4S 
E<EF9@4 8?S CB?GK9A<S IP-48D9E4 CB <@9A< IBEF4 < B5D4FAB. 

!4;A4K<@ A4L9@G E9D69DG DB?P DNS E9D69D4 ( D<E. 1). 

 

 
$<E. 1.  4EF9D A4EFDB=>< E9D69D4-DNS E9D69D 

�4?99 CBS6<FPES CD98?B:9A<9 <;@9A<FP 8<A4@<K9E><= IP 48D9E A4 EF4F<K9E><= 
( D<E. 2).  
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$<E. 2. �4849@ E9D69DG EF4F<K9E><= IP 48D9E 

�4?99 CBS6<FES  4EF9D A4EFDB=>< DNS E9D69D4 ( D<E. 3). 
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$<E. 3. ">AB  4EF9D A4EFDB=>< DNS E9D69D4 

#BE>B?P>G E9FP G A4E A95B?PL4S, FB GEF4AB6<@ 69DIA<= C9D9>?RK4F9?P  

( D<E. 4). 

 

 
$<E. 4. %B;84A<9 ;BAO CDS@B7B CDBE@BFD4 

�BAG CDS@B7B CDBE@BFD4 A4;B69@ F4> :9, >4> < 8B@9A 3 domain.110. �4?99 
<EIB8<@ <; FB7B, KFB G A4E FB?P>B B8<A DNS E9D69D, 5B?PL9 C9D9EO?4FP 
;4CDBEO A9>B@G ( D<E. 5). 
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$<E. 5. �>F<6<DG9@ A<:A<= C9D9>?RK4F9?P 

!4EFDB=>4 E9D69D4 ;469DL9A4 ( D<E. 6). 

 



163 
 

163 

 
$<E. 6. %9D69D CB?GK<? DB?P DNS E9D69D4 

�OCB?A<6 >B@4A8G, #GE>-�E9 CDB7D4@@O-�8@<A<EFD<DB64A<9 @O G6<8<@, 
KFB CBS6<?4EP AB64S BEA4EF>4 ( D<E. 7). 

 

 
$<E. 7. !4 D<EGA>9 AB64S BEA4EF>4 BF@9K9A4 >D4EAO@ 

"F>DB9@ 99 ( D<E. 8). �89EP 6 ;BA9 CDS@B7B CDBE@BFD4 6O @B:9F9 G6<89FP 
EBBF69FEF6<9 <@9A< E9D69D4 srv-2003 97B IP 48D9EG 192.168.0.1. 

 

 
$<E. 8. !4 D<EGA>9 BF>DOF4 ;BA4 CDS@B7B CDBE@BFD4 

 
%B;84A<9 ;BAO B5D4FAB7B CDBE@BFD4 
-9?>A<F9 A4 EFDBK>G �BA4 B5D4FAB7B CDBE@BFD4 < 6O59D<F9 >B@4A8G %B;84FP 
AB6GR ;BAG ( D<E. 9). 



164 
 

164 

 

 
$<E. 9. ">AB @4EF9D4 EB;84A<S AB6B= ;BAO 

�4?99 GEF4A46?<649@ 69DIA<= C9D9>?RK4F9?P - D<E. 12. 

 

 
$<E. 10. 'EF4A46?<649@ C9D9>?RK4F9?P "EAB6A4S ;BA4 

#D<@9K4A<9 
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"EAB6A4S ;BA4 GEF4A46?<649FES A4 BEAB6AB= E9D69D (BA4 - 7?46A4S), 
�BCB?A<F9?PA4S ;BA4 A9B5IB8<@4 8?S D9;9D6<DB64A<S < D4;7DG;>< BEAB6AB7B 
E9D69D4. �E?< ;47DG;>4 C9D6B7B DNS E9D69D4 69?<>4 (<?< BA BF>?RK<?ES), FB 
K4EFP ;4CDBEB6 @B:AB BFCD46<FP A4 6FBDB=, 4?PF9DA4F<6AO= DNS < 
BF>4;BGEFB=K<6BEFP E<EF9@O CB6OL49FES ( D<E. 11). �BA4 - ;47?GL>4 EB89D:<F 
IP 48D9E E9D69D4, >BFBDO= @B:9F B5E?G:<FP ;4CDBE. 

 

 
$<E. 11. #D<@9D <ECB?P;B64A<S 4?PF9DA4F<6AB7B DNS E9D69D4 
!4L4 E9FP 192.168.0.1 BFABE<FES > >?4EEG E9F9= %, CBQFB@G ;A4K9A<9 192.168.0 
@O @9ASFP A9 @B:9@ - QFB < 9EFP >B8 E9F< (ID) 3 D<E.12. 
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$<E. 12. �4849@ >B8 E9F< 

�BA4 B5D4FAB7B CDBE@BFD4 EB;84A4. #BE?9 CB8>?RK9A<S C9D6B7B #� ;89EP 
CBS6<FES EBBF69FEF6<9 IP 48D9E4 #� 97B <@9A<. 

�4C<E< D9EGDEB6 DNS  
�ES DNS EBEFB<F <; QF<I RR ;4C<E9=, CB >BFBDO@ CB?P;B64F9?P @B:9F <E>4FP 
D9EGDEO 6 E9F<. �4CGEF<@ >BAEB?P GCD46?9A<S DNS < ;4=89@ 6 ;BAG CDS@B7B 
CDBE@BFD4 ( D<E. 13). 

 

 
$<E. 13. �BAO CDS@B7B CDBE@BFD4 
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�OCB?A<@ 86B=AB= M9?KB> A4 EFDBK>9 !4K4?PA4S ;4C<EP ;BAO ( D<E. 14). � 
84AAB@ B>A9 A4<5B?99 <AF9D9EAO= C4D4@9FD %DB> :<;A< (TTL). 
#D98CB?B:<@, KFB >B@CPRF9D E <@9A9@ #�-1 < IP 48D9EB@ 192.168.0.1 IBK9F 
EB98<A<FPES E <@9A9@ #�-2 < IP 48D9EB@ 192.168.0.2. "A 6O849F ;4CDBE A4 DNS 
E9D69D < FBF EBB5M49F, KFB E >B@CPRF9D E <@9A9@ #�-2 <@99F IP 48D9E 
192.168.0.2. 1F4 ;4C<EP >QL<DG9FES (CB@9M49FES 6 C4@SFP) A4 %DB> :<;A< 
(TTL). #B8B5AO= CB8IB8 > ;4CDBE4@ EA<:49F A47DG;>G A4 DNS E9D69D. 

 

 
$<E. 14. �>?48>4 !4K4?PA4S ;4C<EP ;BAO 

&9C9DP 6OCB?A<@ 86B=AB= M9?KB> A4 EFDBK>9 %9D69D <@9A ( D<E. 15). ' A4E 
DNS E9D69D B8<A, CBQFB@G ;4C<EP ;89EP B8A4. !B, ;89EP ;4C<E9= @B:9F 5OFP 
EFB?P>B, E>B?P>B <@99FES DNS E9D69DB6. 
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$<E. 15. �>?48>4 %9D69DO <@9A 

�OCB?A<@ 86B=AB= M9?KB> A4 EFDBK>9 ';9? � ( D<E. 16). 1F4 ;4C<EP 
GEF4A46?<649F CDS@B9 EBBF69FEF6<9 @9:8G <@9A9@ #� < 97B IP 48D9EB@. 
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$<E. 16. �>?48>4 ';9? � 

&9C9DP <;GK<@ ;4C<E< ;BAO B5D4FAB7B CDBE@BFD4. #BE?9 C9D9;47DG;>< #� ;89EP 
5G89F FD< ;4C<E< ( D<E. 17). 

 

 
$<E. 17. �4C<E< ;BAO B5D4FAB7B CDBE@BFD4 

�6B=AO@ M9?K>B@ @OL< ;4=89@ 6 '>4;4F9?P (PTR) 3 D<E. 18. �4> 6<8<@, 
<@9AAB ;89EP ;4849FES B5D4FAB9 EBBF69FEF6<9 IP 48D9E4 < <@9A< #�. 
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$<E. 18. �>?48>4 '>4;4F9?P (PTR) 

#DB69D>4 D45BFO ;BA CDS@B7B < B5D4FAB7B CDBE@BFD4 

�4?99 6O;B69@ >B@4A8AGR EFDB>G < CDBC<A7G9@ A4L E9D69D ( D<E. 19). �<8<@, 
KFB ;BA4 CDS@B7B CDBE@BFD4 D45BF49F ABD@4?PAB < <@9A< SRV-2003 EF46<FES 6 
EBBF69FEF6<9 IP 48D9E 192.168.0.1.  

 

 
$<E. 19. ">AB �B@4A8A4S EFDB>4 
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�E?< CDBC<A7B64FP A9 <@S, 4 IP 48D9E < <ECB?P;B64FP >?RK "-a", FB G6<8<@, KFB 
;BA4 B5D4FAB7B CDBE@BFD4 F4>:9 D45BF49F IBDBLB ( D<E. 20). "5@9A 84AAO@< 
<89F ABD@4?PAB. 

 

 
$<E. 20. �BA4 B5D4FAB7B CDBE@BFD4 D45BF49F IBDBLB 

 

#$��&�+�%��3 $��"&� 721. 
'%&�!"��� � !�%&$"��� %�'��/ DHCP 
 
*9?P D45BFO: �;GK<FP D45BFG CB GEF4AB6>9 E?G:5O DHCP 

 

'EF4AB6<@ < A4EFDB<@ DHCP E9D69D, ;4F9@ CDB69D<@ 97B D45BFBECBEB5ABEFP. 

'EF4AB6>4 DHCP E9D69D4 
�?S FB7B, KFB5O 8B546<FP >B@CPRF9D 6 8B@9A, A9B5IB8<@B 8?S A97B 6DGKAGR 
CDBC<E4FP IP-48D9E, @4E>G, BEAB6AB= L?R;, CD98CBKF<F9?PAO= < 
4?PF9DA4F<6AO= 48D9E4 DNS. 1FB A9E?B:AB, 9E?< 6 E9F< @4?B >B@CPRF9DB6, 4 
9E?< <I EBFA<, FB CBFD95G9FES DHCP (Dynamic Host Configuration Protocol 4 
CDBFB>B? 8<A4@<K9E>B= >BAH<7GD4J<< IBEF4), >BFBDO=, A4;A4K<F IP IBEFG 
46FB@4F<K9E><. 

�B=89@ 6 'CD46?9A<9 E9D69DB@, A4:@9@ A4 >ABC>G �B546<FP <?< G84?<FP 
DB?P < 6 B>A9  4EF9D A4EFDB=>< E9D69D4 6O59D9@ EFDBK>G DHCP E9D69D ( 
D<E. 1), 4 ;4F9@ ;4CB?A<@ B>AB �@S B5?4EF< ( D<E. 2). 
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$<E. 1. �4849@ E9D69DG DB?P DHCP E9D69D4 

 

 
$<E. 2. �4849@ <@S < BC<E4A<9 B5?4EF< 8?S E9F< 
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� E?98GRM9@ B>A9 C<L9@ 8<4C4;BA IP 48D9EB6 A4L9= E9F<, FB 9EFP, ;4848<@ 
8<4C4;BA 6 90 48D9EB6, <; QFB7B 8<4C4;BA4 5G8GF A4;A4K4FPES IP 8?S A4L<I 
>?<9AFE><I #� ( D<E. 3). 

 

 
$<E. 3. �4849@ 8<4C4;BA IP 48D9EB6 8?S A4L9= E9F< 

!4:<@49@ �4?99 6 B>A9 �E>?RK9A<S @B:AB G>4;4FP 8<4C4;BA F9I 48D9EB6, 
B5?4EF< <; >BFBDOI IP 6O5<D4FP A9?P;S. �464=F9 6 GK95AOI J9?SI 6 A4L9@ 
8<4C4;BA9 10-100 <E>?RK<@ 48D9E4 E 55 CB 65 < A4:@9@ A4 >ABC>G �B546<FP ( 
D<E. 4). 
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$<E. 4. �4849@ <E>?RK49@O9 IP 48D9E4 
!4 E?98GRM9@ L479 ;4849@ EDB> 89=EF6<S 4D9A8O 48D9E4 (C9D<B8 
D9;9D6<DB64A<S IP 48D9E4) 3 D<E. 5. �89EP J<HD4 A9CD<AJ<C<4?PA4, CBEF46PF9 99 
CB 64L9@G :9?4A<R <?< BEF46PF9 ;A4K9A<9 CB G@B?K4A<R. 
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$<E. 5. �O5<D49@ C9D<B8 D9;9D6<DB64A<S IP 48D9E4 

�4?99 CDBCGEF<@ A9E>B?P>B B>BA E A4EFDB=>4@< CB G@B?K4A<R, 4 6 B>A9 
 4DLDGF<;4FBD 8B546<@ IP 48D9E A4L97B E9D69D4 >ABC>B= �B546<FP 3  
D<E. 6.> 

 

 
$<E. 6. �4849@ IP 8?S @4DLDGF<;4FBD4 8?S A4L9= B5?4EF< IP 48D9EB6 
�4?99 6ECB@A<@ CB?AB9 <@S A4L97B E9D69D4 < CDBC<L9@ 97B ;89EP ( D<E. 7). 
!4:@9@ A4 >ABC>G �B546<FP. 

 

 
$<E. 7. 



176 
 

176 

 

 
$<E. 8. �4849@ 48D9E 8?S 8B@9A4 < DNS E9D69DB6 

!4 E?98GRM9@ L479 B>AB WINS E9D69D <ECB?P;B64FP A9 5G89@ (QFB FB :9, KFB < 
DNS, AB 8?S EF4DOI BC9D4J<BAAOI E<EF9@). &9C9DP 4>F<6<DG9@ C9D9>?RK4F9?P 
A4 D<E. 9. 

 

 
$<E. 9. �>F<6<DG9@ B5?4EFP IP 48D9EB6 
!4:<@49@ A4 >ABC>G �4?99, ;4F9@ A4:<@49@ A4 >ABC>G �BFB6B 3 D<E. 10. 
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$<E. 10. DHCP E9D69D GEC9LAB GEF4AB6?9A 

' A4E CBS6<?4EP AB64S BEA4EF>4 ( D<E. 11). 

 

 
$<E. 11. � 48@<A<EFD<DB64A<< E9D69D4 CBS6<?ES AB6O= <AEFDG@9AF 
 
�6FBD<;4J<S DHCP E9D69D4 
#B>4 DHCP E9D69D A9 46FBD<;B64A BA A9 D45BF49F. �?S 46FBD<;4J<< E9D69D4 
6O;B69@ >BAEB?P 8?S 97B GCD46?9A<S. �?S QFB7B 6 B>A9 'CD46?9A<9 84AAO@ 
E9D69DB@ 6O5<D49@ CGA>F 'CD46?9A<9 QF<@ DHCP E9D69DB@ <?< 6OCB?AS9@ 
>B@4A8G #GE>-�E9 CDB7D4@@O-�8@<A<EFD<DB64A<9-DHCP. "F>DB9FES B>AB, 
<@9AG9@B9 >BAEB?PR 8?S GCD46?9A<S E9D69DB@ 3 D<E. 12 < D<E. 13. 
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$<E. 12. �O5<D49@ 'CD46?9A<9 QF<@ DHCP E9D69DB@ 

 

 
$<E. 13. �D4EAO= ;A4KB> G>4;O649F A4 FB, KFB DHCP-E9D69D A9 46FBD<;B64A 

�4?99 M9?>49@ CD46B= >ABC>B= A4 E9D69D9 < 6O5<D49@ >B@4A8G �6FBD<;B64FP 
( D<E. 14). 
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$<E. 14. �B@4A84 46FBD<;4J<< DHCP E9D69D4 
�A4KB> B>B?B E9D69D4 EF4A9F ;9?9AO@ - DHCP-E9D69D A4K4? D45BF4FP. !B G A4E 
9M9 A9 4>F<6<DB64A4 A4L4 B5?4EFP 8<4C4;BA4 IP 48D9EB6:  

 

 

�ECB@A<@ F4>:9, KFB 8<4C4;BA IP BF 55 8B 65 A4@< ;4CD9M9A. !4:@9@ A4 A99 
CD46B= >ABC>B= @OL< < 6OCB?A<@ >B@4A8G �>F<6<DB64FP ( D<E. 15). 

 

 
$<E. 15. �>F<6<DB64A<9 ;484AAB7B A4@< 8<4C4;BA4 IP 48D9EB6 8?S >?<9AFE><I 
@4L<A 
&9C9DP 6 CG?9 48D9EB6 6<8AB, >4><9 48D9E @B:AB <ECB?P;B64FP, 4 >4><9 3 A9F ( 
D<E. 16). 
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$<E. 16. #B>4;4A CG? 48D9EB6 
 
#DB69D>4 D45BFBECBEB5ABEF< DHCP E9D69D4 
�4=89@ A4 >?<9AF9 6 97B CB8>?RK9A<9 CB ?B>4?PAB= E9F< CB8 48@<A<EFD4FBDB@ 
< G6<8<@ 97B IP 48D9E ( D<E. 17). "A A4EFDB9A 6DGKAGR (EF4F<K9E><). 

 

 
$<E. 17. IP 48D9E >?<9AF4 192.168.0.25 
&9C9DP ;4IB8<@ 6 E6B=EF64 IP CDBFB>B?4 ( D<E. 18). 
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$<E. 50.18. IP 48D9E >?<9AFG A4;A4K9A 6DGKAGR 

�89EP @O GEF4AB6<@ C9D9>?RK4F9?P 'EF4AB6<FP IP 48D9E 46FB@4F<K9E>< < 
A4:@9@ "�. &9C9DP CB8>?RK9A<9 CB ?B>4?PAB= E9F< EF4?B 8<A4@<K9E><@ ( D<E. 
19). 
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$<E. 19. &9C9DP IP 48D9E A4;A4K49FES DHCP E9D69DB@ 

!4 E9D69D9 6B=89@ 6 4D9A8B64AAO9 48D9E4 ( D<E. 20). #B <EF9K9A<< EDB>4 
4D9A8O >?<9AF 8B?:9A B5AB6<FP 4D9A8G 8?S 84?PA9=L97B <ECB?P;B64A<S FB7B 
:9 48D9E4 <?< 8B?:9A 5G89F CB?GK<FP AB6O= IP. 

 

 
$<E. 20. �BAEB?P DHCP E9D69D4 
!4 E9D69D9 6O @B:9F9 G598<FPES, KFB DNS D45BF49F ABD@4?PAB < 6 ;BA9 
CDS@B7B, < 6 ;BA9 B5D4FAB7B CDBE@BFD4 ( D<E. 21). 

 

 
$<E. 21. �E9 >?<9AFO CB?GK<?< IP 48D9E4 <; ;484AAB7B A4@< 8<4C4;BA4 
 
 
#$��&�+�%��3 $��"&� 722. 
%"���!�� #"�0�"��&���� �" �!� 
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*9?P D45BFO: �;GK<FP D45BFG CB EB;84A<R CB?P;B64F9?9= 8B@9A4 
 

%B;848<@ 9M9 B8AB7B CB?P;B64F9?S 8B@9AB@ DOMAIN - 48@<A<EFD4FBD4 CB 
H4@<?<< molochkov_vp. #D< QFB@ @9FB8 EB;84A<S CB?P;B64F9?S 5G89F <AB=, A9 
F4>B=, >4> @O 89?4?< QFB D4A99 (8DG7<@ ECBEB5B@). 

�A4>B@<@ES E >BAEB?PR 

�BAEB?P MMC (Microsoft Management Console) 7DGCC<DG9F ED98EF64 
48@<A<EFD<DB64A<S, >BFBDO9 <ECB?P;GRFES 8?S 48@<A<EFD<DB64A<S 
>B@CPRF9DB6, E?G:5, 8DG7<I E<EF9@AOI >B@CBA9AFB6 < E9F9=. 

Windows Server 2003 EB89D:<F >BAEB?P 8?S GCD46?9A<S E9D69DB@ < 97B 
>B@CBA9AF4@<. �A4K9 7B6BDS, >BAEB?P - QFB EC9J<4?PA4S C4A9?P 8?S 
6OCB?A9A<S >B@4A8 < BC9D4J<=, CDB6989A<S A4EFDB9> < GEF4AB6B> E9D69D4. 

�>?RK<@ E9D69D, ;4F9@ A4 A9@ 6OCB?A<@ >B@4A8G #GE>-�OCB?A<FP-mmc 
CBS6<FES �BAEB?P1 ( D<E. 1). 

 

 
$<E. 1. �BAEB?P1 
�OCB?A<@ >B@4A8G �BAEB?P-�B546<FP <?< G84?<FP BEA4EF>G < 8B546<@ 869 
E?G:5O (BEA4EF><), GEF4AB6?9AAO9 A4@< D4A99 3 AD < DNS ( D<E. 2 < D<E. 3). 
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$<E. 2. ">AB 6O5BD4 E?G:5 (BEA4EFB>) 

 

 
$<E. 3. � >BAEB?P @O 8B546<?< 869 E?G:5O (BEA4EF><) 

�OCB?AS9@ >B@4A8G �BAEB?P-%BID4A<FP, >4> < EBID4AS9@ >BAEB?P 

A4 D45BK<= EFB?. &9C9DP ;4CGEF<@ >BAEB?P E D45BK97B EFB?4 < BF>DB9@ Active 
Directory, 789 G6<8<@ A4L 8B@9A ( D<E. 4). 
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$<E. 4. �<8<@ A4L 8B@9A (domain.lan) 
� 8B@9A9 EB;849@ CB8D4;89?9A<S, 4 6 A<I-B5N9>FO 

!4L4 J9?P 3 EB;84FP 6 8B@9A9 AB6B7B CB?P;B64F9?S 3 �8@<A<EFD4FBD E 
CB@BMPR >BAEB?<. �?S QFB7B 6 8B@9A9 CD46B= >ABC>B= 6O;B69@ @9AR < 
>B@4A8G %B;84FP-#B8D4;89?9A<9, KFB5O EB;84FP D4;89? (B5N9>F) 
�8@<A<EFD4FBD ( D<E. 5). 

 

 
$<E. 5. %B;849@ CB8D4;89?9A<9 �8@<A<EFD4FBD 
�A4?B7<KAB EB;848<@ CB8D4;89?9A<9 #B?P;B64F9?< ( D<E. 6 < D<E. 7). 
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$<E. 6. �@S #B?P;B64F9?< A9 CBS6<FES E4@B - 97B AG:AB A4C<E4FP 

 

 
$<E. 7. � Active Directory @O EB;84?< 864 CB8D4;89?9A<S 
�?S CB?P;B64F9?9= 6 CB?9 ECD464 (�@S-&<C-"C<E4A<9) M9?>49@ CD46B= 
>ABC>B= @OL< < 6OCB?AS9@ >B@4A8G %B;84FP-#B?P;B64F9?P ( D<E. 8). 
�4CB?AS9@ HBD@G. 
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$<E. 8. � 8B@9A9 EB;849@ CB?P;B64F9?S 
!4:<@49@ �4?99 < 66B8<@ C4DB?P < EB;849@ AB6B7B CB?P;B64F9?S 8B@9AB@. 
�A4?B7<KAB EB;849@ 48@<A<EFD4FBD4 ( D<E. 9). 

 

 
$<E. 9. %B;849@ 48@<A<EFD4FBD4 
&4><@ ECBEB5B@ @O EB;848<@ B8AB7B CB?P;B64F9?S 6 D4;89?9 �8@<A<EFD4FBD < 
B8AB7B CB?P;B64F9?S 6 D4;89?9 #B?P;B64F9?<. &B 9EFP, 6 8B@9A9 @O EB;84?< 
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CB8D4;89?9A<9, 4 6 A9@ 3 864 B5N9>F4. �E?< F9C9DP 864:8O M9?>AGFP A4 
CB?P;B64F9?9-48@<A<EFD4FBD9, FB @O G6<8<@, KFB BA S6?S9FES K?9AB@ 7DGCCO 
#B?P;B64F9?< 8B@9A4 ( D<E. 10). �FBDB= CB?P;B64F9?P (,G@E><=) 3 F4>:9 K?9A 
7DGCCO #B?P;B64F9?< 8B@9A4. 

 

 
$<E. 10.  B?BK>B6 S6?S9FES K?9AB@ 7DGCCO #B?P;B64F9?< 8B@9A4 
!4:@9@ 6 QFB@ B>A9 A4 >ABC>G �B546<FP < 84?99 - �BCB?A<F9?PAB-#B<E>, 
<M9@ 48@<A<EFD4FBD4 8B@9A4, "� ( D<E. 11). 
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$<E. 11. �O5<D49@ 7DGCCG 48@<A<EFD4FBDO 8B@9A4 
&9C9DP EF49@ A4 EFDBK>G �8@<A<EFD4FBDO 8B@9A4 < A4:<@49@ A4 >ABC>G 
�484FP BEAB6AGR 7DGCCG ( D<E. 12).  
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$<E. 12. "EAB6A4S 7DGCC4-�8@<A<EFD4FBDO 8B@9A4 
�DGCCG #B?P;B64F9?< 8B@9A4 G84?S9@ >ABC>B= '84?<FP < A4:<@49@ "�. 
&9C9DP, 9E?< 6 >BAEB?< M9?>AGFP A4 CB?P;B64F9?9  B?BK>B6, FB 6O G6<8<F9, KFB 
BA - K?9A 7DGCCO 48@<A<EFD4FBDB6 8B@9A4 3 D<E. 13. �484K4 D9L9A4. 

 

 
$<E. 13.  B?BK>B6 - K?9A 7DGCCO 48@<A<EFD4FBDB6 8B@9A4 (<; CB?P;B64F9?9= 
8B@9A4 BA G84?9A) 
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$9EGDEO 6 ?B>4?PAB= E9F< 

!4 E9D69D9, A4 8<E>9 C:\ EB;848<@ 869 C4C><: MUSIC (FB?P>B KF9A<9), VIDEO 
(CB?AO= 8BEFGC) < ;4F9@ BF>DB9@ QF< D9EGDEO 8?S 8BEFGC4 CB?P;B64F9?S@ ( D<E. 
14). 

 

 
$<E. 14. !4 8<E>9 %:\ EB;84AO 869 C4C>< 

�?S A4;A4K9A<S C4C>4@ FD95G9@OI 4FD<5GFB6 M9?>A9@ A4 A9= CD46B= >ABC>B= 
@OL< < 6O59D9@ >B@4A8G "5M<= 8BEFGC < 59;BC4EABEFP. � 84AAB@ B>A9 
GEF4AB6<@ C9D9>?RK4F9?P "F>DOFP B5M<= 8BEFGC ( D<E. 15). 



192 
 

192 

 

 
$<E. 15. ">AB E6B=EF6 C4C>< Music 
!4 6>?48>9 $4;D9L9A<S 6O @B:9F9 BEGM9EF6<FP CB<E> CB?P;B64F9?9= 8B@9A4 < 
8B546<FP <I 6 CB?P;B64F9?< C4C>< MUSIC ( D<E. 16). �?S QFB7B AG:AB 
6OCB?A<FP >B@4A8O �B546<FP-�BCB?A<F9?PAB-#B<E> < G>4;4FP AG:AB7B 
CB?P;B64F9?S. %FDB>G �E9 CB?P;B64F9?<, EFBSMGR CB G@B?K4A<R, E?98G9F 
G84?<FP. 
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$<E. 16. �B546?9AO 864 CB?P;B64F9?S E CD46B@ KF9A<S C4C>< MUSIC 

&4><@ :9 B5D4;B@ GEF4A46?<649FES 8BEFGC 8?S 8DG7<I C4CB> ( D<E. 17). 



194 
 

194 

 

 
$<E. 17. � C4C>9 VIDEO CB?P;B64F9?< <@9RF CB?AO= 8BEFGC 

#9D9;47DG;<@ < CBE@BFD<@, >4> QF< D9EGDEO 5G8GF 6O7?S89FP EB EFBDBAO 
>?<9AF4, 8?S QFB7B 6B=89@ 6 8B@9A CB8 <@9A9@ CB?P;B64F9?S �BD<EB6 ( D<E. 18). 
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$<E. 18. �<8 C4CB> A4 E9D69D9 6 E9F96B@ B>DG:9A<< 

�4> 64D<4AF A4 >?<9AF9 @B:AB 6OCB?A<FP >B@4A8G #GE>-�OCB?A<FP < \\Srv-
2003.  O G6<8<@, KFB EB EFBDBAO >?<9AF4 E9F96O9 D9EGDEO E9D69D4 BF>DOFO < 
BA @B:9F <@< CB?P;B64FPES EB7?4EAB A4;A4K9AAO@ 9@G D4;D9L9A<S@. 
#B?P;B64F9?<, A9 6IB8SM<9 6 8B@9A, C4C>< F4>:9 G6<8SF, AB CB?P;B64FPES <@< 
A9 E@B7GF (�?S >B@CPRF9DB6 A9 6IB8SM<I 6 8B@9A C4C>< ;4>DOFO). 

#$��&�+�%��3 $��"&� 723-24. 
�� �!�%&$�$"��!�� %�&� 

 
*9?P D45BFO: 

�;GK<FP D45BFG CB 48<8=8AB@8@>64=8N A9B8. %>AB468BP :>=A?9:B ?> 
>A=>6=O< ?>=OB8O< 48<8=8AB@8@>64=8O A9B8. 
 
"EAB6AO9 CBASF<S 

1. #BASF<9 48@<A<EFD<DB64A<S. �484K< 48@<A<EFD4FBD4 E9F< 

"EAB6AB= J9?PR 48@<A<EFD<DB64A<S S6?S9FES CD<6989A<9 E9F< 6 EBBF69FEF6<9 
E J9?S@< < ;484K4@<, 8?S >BFBDOI BA4 CD98A4;A4K9A4. �8@<A<EFD<DB64A<9 
;4>?RK49FES 6 >BAFDB?9 ;4 D45BFB= E9F96B7B B5BDG8B64A<S < GCD46?9A<9 
HGA>J<BA<DB64A<9@ E9F< 6 J9?B@. �8@<A<EFD<DB64A<9 6OCB?AS9F 
48@<A<EFD4FBD E9F< 3 EC9J<4?<EF, BF69K4RM<= ;4 ABD@4?PAB9 
HGA>J<BA<DB64A<9 < <ECB?P;B64A<9 D9EGDEB6 E9F<. �E?< 5B?99 89F4?PAB, FB 
48@<A<EFD<DB64A<9 <AHBD@4J<BAAOI E<EF9@ 6>?RK49F E?98GRM<9 J9?<:  

÷ 'EF4AB6>4 < A4EFDB=>4 E9F<. #B889D:>4 9T 84?PA9=L9= D45BFBECBEB5ABEF<.  
÷  BA<FBD<A7. #?4A<DB64A<9 E<EF9@O.  
÷ 'EF4AB6>4 < >BAH<7GD4J<S 4CC4D4FAOI GEFDB=EF6.  
÷ 'EF4AB6>4 CDB7D4@@AB7B B59EC9K9A<S.  
÷ �DI<6<DB64A<9 (D9;9D6AB9 >BC<DB64A<9) <AHBD@4J<<.  
÷ %B;84A<9 < GCD46?9A<9 CB?P;B64F9?S@<.  
÷ 'EF4AB6>4 < >BAFDB?P ;4M<FO.  
�BF 6OC<E>4 8B?:ABEFAOI B5S;4AABEF9= 48@<A<EFD4FBD4 E9F<:  

1. 'EF4A46?<649F A4 E9D69DO < D45BK<9 EF4AJ<< E9F96B9 CDB7D4@@AB9 
B59EC9K9A<9.  

2. �BAH<7GD<DG9F E<EF9@G A4 E9D69D9.  
3. "59EC9K<649F <AF97D<DB64A<9 CDB7D4@@AB7B B59EC9K9A<S A4 H4=?-
E9D69D4I, E9D69D4I E<EF9@ GCD46?9A<S 54;4@< 84AAOI < A4 D45BK<I 
EF4AJ<SI.  

4. #B889D:<649F D45BK99 EBEFBSA<9 CDB7D4@@AB7B B59EC9K9A<S E9D69D4.  
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5. $97<EFD<DG9F CB?P;B64F9?9=, A4;A4K49F <89AF<H<>4FBDO < C4DB?<.  
6. "5GK49F CB?P;B64F9?9= D45BF9 6 E9F<, 6989A<R 4DI<6B6; BF69K49F A4 
6BCDBEO CB?P;B64F9?9=, E6S;4AAO9 E D45BFB= 6 E9F<; EBEF46?S9F <AEFDG>J<< 
CB D45BF9 E E9F96O@ CDB7D4@@AO@ B59EC9K9A<9@ < 8B6B8<F <I 8B E6989A<S 
CB?P;B64F9?9=.  

7. �BAFDB?<DG9F <ECB?P;B64A<9 E9F96OI D9EGDEB6.  
8. "D74A<;G9F 8BEFGC > ?B>4?PAB= < 7?B54?PAB= E9FS@.  
9. 'EF4A46?<649F B7D4A<K9A<S 8?S CB?P;B64F9?9= CB:  

o <ECB?P;B64A<R D45BK9= EF4AJ<< <?< E9D69D4;  
o 6D9@9A<;  
o EF9C9A< <ECB?P;B64A<S D9EGDEB6.  

10. "59EC9K<649F E6B96D9@9AAB9 >BC<DB64A<9 < D9;9D6<DB64A<9 84AAOI.  
11. "5D4M49FES > F9IA<K9E>B@G C9DEBA4?G CD< 6OS6?9A<< A9<ECD46ABEF9= 
E9F96B7B B5BDG8B64A<S.  

12. 'K4EF6G9F 6 6BEEF4AB6?9A<< D45BFBECBEB5ABEF< E<EF9@O CD< E5BSI < 
6OIB89 <; EFDBS E9F96B7B B5BDG8B64A<S.  

13. �OS6?S9F BL<5>< CB?P;B64F9?9= < E9F96B7B CDB7D4@@AB7B B59EC9K9A<S < 
6BEEF4A46?<649F D45BFBECBEB5ABEFP E<EF9@O.  

14. #DB6B8<F @BA<FBD<A7 E9F<, D4;D454FO649F CD98?B:9A<S CB D4;6<F<R 
<AHD4EFDG>FGDO E9F<.  

15. "59EC9K<649F:  
o E9F96GR 59;BC4EABEFP (;4M<FG BF A9E4A>J<BA<DB64AAB7B 8BEFGC4 > 
<AHBD@4J<<, CDBE@BFD4 <?< <;@9A9A<S E<EF9@AOI H4=?B6 < 84AAOI);  

o 59;BC4EABEFP @9:E9F96B7B 6;4<@B89=EF6<S.  
16. �BFB6<F CD98?B:9A<S CB @B89DA<;4J<< < CD<B5D9F9A<R E9F96B7B 
B5BDG8B64A<S.  

17. "EGM9EF6?S9F >BAFDB?P ;4 @BAF4:B@ B5BDG8B64A<S EC9J<4?<EF4@< 
EFBDBAA<I BD74A<;4J<=.  

18. %BB5M49F E6B9@G A9CBED98EF69AAB@G DG>B6B8<F9?R B E?GK4SI 
;?BGCBFD95?9A<S E9FPR < CD<ASFOI @9D4I.  

19. �989F :GDA4? E<EF9@AB= <AHBD@4J<<, <AGR F9IA<K9E>GR 8B>G@9AF4J<R.  
2. �DGCCO CB?P;B64F9?9=  

�E9 CB?P;B64F9?< E9F< D4;89?SRFES CB E6B<@ CB?AB@BK<S@ A4 7DGCCO. �4:84S 
7DGCC4 @B:9F BF69K4FP ;4 6OCB?A9A<9 F9I <?< <AOI ;484K. �B;@B:AB F4>B9 
BCD989?9A<9 CD46 7DGCC CB?P;B64F9?9=, CD< >BFBDB@ CB?P;B64F9?< <@9RF 6E9 
CD464, A9B5IB8<@O9 <@ 8?S 6OCB?A9A<S E6B<I HGA>J<=, AB A9 5B?99 FB7B. 
#B?ABEFPR 6E9 CD464 8B?:AO 5OFP FB?P>B G B8AB7B CB?P;B64F9?S - 
48@<A<EFD4FBD4 (EGC9D6<;BD4) E9F<. "A <@99F 6E9 CD464, 6 FB@ K<E?9 @B:9F 
EB;8464FP 7DGCCO CB?P;B64F9?9= < BCD989?SFP CD464, >BFBDO@< BA< B5?484RF.  

#B?P;B64F9?< @B7GF 5OFP K?9A4@< B8AB6D9@9AAB A9E>B?P><I 7DGCC.  B:AB, 
A4CD<@9D, EB;84FP AB6O= >4F4?B7 < D4;D9L<FP > A9@G 8BEFGC ED4;G 8?S 6E9I 
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CB?P;B64F9?9= E9F<. #D< QFB@ 64@ CD<89FES <;@9ASFP CD464 8BEFGC4 A9 8?S 6E9I 
CB?P;B64F9?9= (<I @B:9F 5OFP A9E>B?P>B 89ESF>B6), 4 FB?P>B 8?S B8AB= 7DGCCO, 
KFB EGM9EF69AAB ?97K9. �?S >4:8B= ?45BD4FBD<< <?< BF89?4 <@99F E@OE? 
EB;84FP E6BR 7DGCCG CB?P;B64F9?9=. �E?< G 64E 9EFP CB?P;B64F9?<, >BFBDO@ 
FD95GRFES 8BCB?A<F9?PAO9 CD464 (A4CD<@9D, CD464 8BEFGC4 > >4><@-?<5B 
>4F4?B74@ <?< E9F96O@ CD<AF9D4@), EB;84=F9 EBBF69FEF6GRM<9 7DGCCO 
CB?P;B64F9?9= < CD98BEF46PF9 <@ QF< CD464.  

�E?< 6 E9F< @AB7B D45BK<I EF4AJ<=, >BFBDO9 A4IB8SFES 6 D4;AOI CB@9M9A<SI < 
CD<A48?9:4F D4;AO@ BF89?4@ <?< ?45BD4FBD<S@, <@99F E@OE? EB;84FP 7DGCCG 
48@<A<EFD4FBDB6 E9F<. #D464 A9E>B?P><I 48@<A<EFD4FBDB6 E9F< BCD989?SRFES 
E<EF9@AO@ 48@<A<EFD4FBDB@. !9 E?98G9F CD98BEF46?SFP 48@<A<EFD4FBD4@ E9F< 
6E9I CD46 E<EF9@AB7B 48@<A<EFD4FBD4. �CB?A9 8BEF4FBKAB, 9E?< 6 >4:8B@ 
BF89?9 <?< ?45BD4FBD<< 5G89F "8<A-864 48@<A<EFD4FBD4, >BFBDO9 B5?484RF 
CD464@< GCD46?9A<S, FB?P>B D45BF4RM<@< 6 84AAB@ BF89?9 <?< ?45BD4FBD<< 
CB?P;B64F9?S@<. �E?< 6 BF89?9 <?< ?45BD4FBD<< <@99FES E9F96B= CD<AF9D <?< 
>4><9-?<5B 8DG7<9 E9F96O9 D9EGDEO, G 48@<A<EFD4FBD4 8B?:AO 5OFP CD464 A4 
GCD46?9A<9 QF<@< GEFDB=EF64@<. "8A4>B 6B6E9 A< > K9@G, KFB5O 48@<A<EFD4FBD 
B8AB= ?45BD4FBD<< @B7 GCD46?SFP E9F96O@ CD<AF9DB@, CD<A48?9:4M<@ 8DG7B= 
?45BD4FBD<<. #D< QFB@ CB?P;B64F9?< 8B?:AO <@9FP @<A<@4?PAB A9B5IB8<@O9 
<@ 8?S ABD@4?PAB= D45BFO CD464 8BEFGC4 > 8<E>4@ E9D69D4.  

&4><@ B5D4;B@, BK96<8AB, KFB EB;84A<9 7DGCC CB?P;B64F9?9= 4>FG4?PAB FB?P>B 
6 5B?PL<I >B@CPRF9DAOI E9FSI. �E?< E9FP A95B?PL4S, FB < B8<A K9?B69> 
ECD46<FES E F4><@< 6BCDBE4@<, >4> 8B546?9A<9 AB6OI CB?P;B64F9?9=, 
D4;7D4A<K9A<9 8BEFGC4 > 8<E>4@ E9D69D4, E9F96O@ CD<AF9D4@ < 8DG7<@ E9F96O@ 
D9EGDE4@ < 6 EB;84A<< 7DGCC 48@<A<EFD4FBDB6 < B5OKAOI CB?P;B64F9?9= 
E@OE?4 A9F.  

�484A<9 71. �OCB?A<FP EB;84A<9 7DGCCO CB?P;B64F9?9= 

�4CGE>49@ A4 6<DFG4?PAB= @4L<A9 E9D69D. !459D9@ >B@4A8G mmc < 8B546<@ 6 
>BAEB?P BEA4EF><, E >BFBDO@< 5G89@ D45BF4FP - DNS, DHCP, AD-CB?P;B64F9?< 
< >B@CPRF9DO. �?S QFB7B CBFD95G9FES >B@4A84 �BAEB?P-�B546<FP <?< 
G84?<FP BEA4EF>G-�B546<FP ( D<E. 1. 
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$<E. 1. %B;849@ >BAEB?P E AG:AO@< A4@< BEA4EF>4@< 

&9C9DP 6 AD M9?>A<F9 CD46B= >ABC>B= @OL< < 6OCB?A<F9 >B@4A8G %B;84FP-
�DGCC4 ( D<E. 2 < ( D<E. 3). 

 

 
$<E. 2. %B;849@ 7DGCCG CB?P;B64F9?9= 
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�DGCC4 59;BC4EABEF< A4;A4K49F CD464 8BEFGC4 > D9EGDE4@ E9F< 
(48@<A<EFD<DG9F). �DGCC4 D4ECDBEFD4A9A<S A9 @B:9F ;4A<@4FPES 
48@<A<EFD<DB64A<9@, BA4 ;4A<@49FES D4EEO?>B= EBB5M9A<=. �B>4?PA4S 6 
8B@9A9 @B:9F EB89D:4FP 6 E959 CB?P;B64F9?S ?R5B7B 8B@9A4 6 ?9EG, AB 
48@<A<EFD<DB64FP QF4 7DGCC4 @B:9F FB?P>B 6 FB@ 8B@9A9, 6 >BFBDB@ 7DGCC4 
EB;8464?4EP. �?B54?PA4S @B:9F EB89D:4FP 6 E959 CB?P;B64F9?9= <; FB7B 
8B@9A4, 6 >BFBDB@ BA4 5O?4 EB;84A4, AB 48@<A<EFD<DB64FP BA< @B7GF ?R5B= 
8B@9A 6 ?9EG (9E?< QF< 8B@9AO 8B69DSRF 8DG7 8DG7G). 'A<69DE4?PA4S @B:9F 
EB89D:4FP CB?P;B64F9?9= <; ?R5B7B 8B@9A4 ?9E4, < QF4 7DGCC4 @B:9F 
48@<A<EFD<DB64FP ?R5B= 8B@9A 6 ?9EG. 

 

 
$<E. 3. � QFB@ B>A9 BEF46<@ A4EFDB=>< CB G@B?K4A<R 

�DGCC4 Admin EB;84A4 ( D<E. 4.). &9C9DP AG:AB 8B546<FP 6 A99 CB?P;B64F9?9=. 
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$<E. 4. �DGCC4 Admin EB;84A4 

-9?>A9@ 864:8O @OL>B= A4 QFB= 7DGCC9 < A4 6>?48>9 +?9A 7DGCC A4:@9@ A4 
>ABC>G �B546<FP ( D<E. 5. 

 

 
$<E. 5. �>F<6A4 6>?48>4 +?9AO 7DGCCO 

&9C9DP A4:@<F9 A4 >ABC>G �BCB?A<F9?PAB < #B<E> ( D<E. 6. 
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$<E. 6. �<>FBD4 ,G@E>B7B @O 8B546<@ 6 7DGCCG Admin >ABC>B= "� 

&9C9DP 9E?< @O M9?>A9@ @OL>B= A4 �<>FBD4 ,G@E>B7B 6 >BAEB?<, FB @O 
G6<8<@ 6 97B E6B=EF64I, KFB BA S6?S9FES K?9AB@ ED4;G 86GI 7DGCC ( D<E. 7. 

 

 
$<E. 7. �<>FBD K?9A 7DGCCO CB?P;B64F9?9= 8B@9A4 < 7DGCCO Admin 
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%B;84AAGR A4@< >BAEB?P >B@4A8B= �BAEB?P-%BID4A<FP >4> EBID4A<@ A4 
D45BK<= EFB?.  

�484A<9 72. �OCB?A<FP �8@<A<EFD<DB64A<9 7DGCC 

�4>B@G-FB CB?P;B64F9?R @B:AB A4;A4K<FP F9 <?< <AO9 CD464 A4 D9EGDEO E9F<. 
%B;848<@ CB?P;B64F9?S �BA8D4FP964  4D<S (kondrateva_mv), >BFBDO= 5G89F 
GCD46?SFP 7DGCCB= Admin, FB 9EFP, A4;A4K4FP <@ CD464 A4 D9EGDEO. � >BAEB?< 
M9?>49@ CD46B= >ABC>B= @OL< < 6OCB?AS9@ >B@4A8G %B;84FP-#B?P;B64F9?P 
( D<E. 8. 

 

$<E. 8. %B;849@ AB6B7B CB?P;B64F9?S 

�4CB?AS9@ HBD@G ( D<E. 9. 
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$<E. 9. �6B8<@ 84AAO9 CB?P;B64F9?S 

� >BAEB?< 6OCB?AS9@ >B@4A8G �<8-�BCB?A<F9?PAO9 HGA>J<<. �4?99 6 
>BAEB?< ;4IB8<@ 6 7DGCCG Admin < 4>F<6<DG9@ 6>?48>G �9;BC4EABEFP  

( D<E. 10. 

 

$<E. 10. ">AB %6B=EF64 7DGCC4 Admin, 6>?48>4 �9;BC4EABEFP 

#D<@9K4A<9 



204 
 

204 

$9EGDEO ID4ASFES 6 Active Directory >4> B5N9>FO. �R5B= B5N9>F, E >BFBDO@ 
E6S;4A 8DG7B= B5N9>F, S6?S9FES DB8<F9?PE><@. � B>A9 A4 D<EGA>9 6OL9 @O 
6<8<@ - 8BK9DA<= B5N9>F. �BK9DA<9 B5N9>FO 6 E6BR BK9D98P @B7GF <@9FP 89F9=. 
)BFS DB8<F9?P @B:9F <@9FP ?R5B9 >B?<K9EF6B 89F9=, AB D959AB> @B:9F <@9FP 
FB?P>B B8AB7B DB8<F9?S. Active Directory 46FB@4F<K9E>< 6OEFD4<649F 
86GEFBDBAA<9 8B69D<F9?PAO9 BFABL9A<S @9:8G DB8<F9?PE><@< < 8BK9DA<@< 
8B@9A4@< 6 89D969 8B@9AB6. #D< EB;84A<< 8BK9DA97B 8B@9A4 8B69D<F9?PAO9 
BFABL9A<S 46FB@4F<K9E>< HBD@<DGRFES @9:8G 8BK9DA<@ 8B@9AB@ < 97B 
DB8<F9?9@, KFB EGM9EF69AAB GCDBM49F GCD46?9A<9 8B@9A4@<. 

!4:<@49@ A4 >ABC>G �BCB?A<F9?PAB-�B546<FP&#B<E> < 8B546?S9@ A4L97B 
CB?P;B64F9?S >ABC>B= "� ( D<E. 11. 

 

$<E. 11. �O5<D49@ CB?P;B64F9?S < A4:<@49@ A4 >ABC>G "� 

&9C9DP ;4848<@, KFB @O @B:9@ D4;D9L<FP, 4 KFB ;4CD9F<FP 8?S CB?P;B64F9?S ( 
D<E. 12. 
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$<E. 12. "CD989?S9@ CD464 CB?P;B64F9?S 

�484A<9 73. %>784BP 7DGCCB6CN CB?<F<>C 

"EA4EF>4 �DGCCB64S CB?<F<>4 <ECB?P;G9FES 8?S BCD989?9A<S C4D4@9FDB6 
CB?<F<><, >BFBDO9 5G8GF CD<@9ASFPES > >B@CPRF9D4@ <?< CB?P;B64F9?S@. 

�DGCCB64S CB?<F<>4 4 QFB A45BD CD46<? <?< A4EFDB9>, 6 EBBF69FEF6<< E 
>BFBDO@< CDB<;6B8<FES A4EFDB=>4 D45BK9= ED98O Windows. #DB8G@4AAB9 
CD<@9A9A<9 B5N9>FB6 7DGCCB6B= CB?<F<>< > B5N9>F4@ >4F4?B74 Active Directory 
CB;6B?S9F EB;8464FP QHH9>F<6AGR < ?97>B GCD46?S9@GR >B@CPRF9DAGR 
D45BKGR ED98G A4 54;9 "% Windows. 

�;@9A9A<9 7DGCCB6B= CB?<F<>< 6E9I CB?P;B64F9?9= < #�  

+FB5O G6<89FP 7DGCCB6GR CB?<F<>G 8B@9A4 CB G@B?K4A<R, ;4=89@ 6 >BAEB?P <, 
M9?>AG6 6 AD A4 A4;64A<< 8B@9A4, 6O;O649@ B>AB E6B=EF6 8B@9A4 ( D<E.13. 1F4 
CB?<F<>4 CD<@9AS9FES >B 6E9@ CB?P;B64F9?S@ < #� 6 8B@9A9. 
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$<E. 13. � B>A9 BF>DOF4 6>?48>4 �DGCCB64S CB?<F<>4 

�@9@ A4 >ABC>G �;@9A<FP ( D<E. 14. 

 

 
$<E. 14. !4 D<EGA>9 ECD464 @O 6<8<@ CB?<F<>G >B@CPRF9D4 < CB?P;B64F9?S 

�464=F9, A4CD<@9D, 8?S 6E9I CB?P;B64F9?9= 8B@9A4 G59D9@ @9AR %CD46>4 < 
CB889D:>4, 4 F4>:9 -  BS @G;O>4 <; @9AR #GE> ( D<E.15. 
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$<E. 15. "F@9K9AAO9 CGA>FO <;A4K4?PAB 6 @9AR #GE> CD<EGFEF6GRF 

�4=89@ 6 �8@<A<EFD4F<6AO9 L45?BAO < A4=89@ CGA>F #4A9?P ;484K < @9AR 
#GE>. !4IB8<@ ;4C<EP '84?<FP ;A4KB>  BS @G;O>4 <; 7?46AB7B @9AR < 
;4849@ C9D9>?RK4F9?P �>?RK9A ( D<E. 16. �4F9@ A4IB8<@ ;4C<EP '84?<FP 
ECD46>G <; 7?46AB7B @9AR < EAB64 GEF4A46?<649@ C9D9>?RK4F9?P �>?RK9A. 

 

$<E. 16.  9AS9@ 864 C4D4@9FD4 7DGCCB6B= CB?<F<>< CB G@B?K4A<R 

#BE?9 "� 6IB8<@ A4 >?<9AF4 ;4AB6B ( D<E. 17. 
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$<E. 17.  9AR #GE> <;@9A<?BEP 

&4><@ B5D4;B@, D984>F<DGS 7DGCCB6GR CB?<F<>G A4 E9D69D9, @O @B:9@ ED4;G 
@9ASFP @AB:9EF6B C4D4@9FDB6 A4 >?<9AF4I, KFB B5?97K49F D45BFG 
48@<A<EFD4FBD4 E9F<. 

�BCDBE 1. �;@9A<?BEP ?< CD< 84AAB@ 6 CD<@9D9 6OL9 <;@9A9A<< 7DGCCB6B= 
CB?<F<>< 6E9I CB?P;B64F9?9= < #� @9AR #GE> A4 ?B>4?PAB@ #� CD< 6IB89 6 
A97B CB8 ;4C<EPR �8@<A<EFD4FBD ( D<E. 18). 
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$<E. 18. �IB8<@ 6 ?B>4?PAO= #� CB8 48@<A<EFD4FBDB@ 

#D46<?PAO= BF69F 3 A9F. 

�BCDBE 2. �;@9A<?BEP ?< @9AR CD< 84AAB@ 6 CD<@9D9 6OL9 <;@9A9A<< 
7DGCCB6B= CB?<F<>< 6E9I CB?P;B64F9?9= < #� @9AR #GE> A4 8B@9AAO= #� CD< 
6IB89 6 A97B CB8 ;4C<EPR �8@<A<EFD4FBD ( D<E. 19. 

 

$<E. 19. �IB8<@ 6 8B@9AAO= #� CB8 48@<A<EFD4FBDB@ 

#D46<?PAO= BF69F 3 84. 

�484A<9 74. �OCB?A<FP <;@9A9A<9 7DGCCB6B= CB?<F<>< (�#) 8?S B8AB7B 
CB?P;B64F9?S (A9 48@<A<EFD4FBD4) 
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�;@9A<@ �# 8?S CB?P;B64F9?S 8B@9A4 �.#. ,G@E><=, 4 <@9AAB, ;4CD9F<@ 9@G 6 
D45BK99 6D9@S ;4A<@4FPES 6<89B@BAF4:B@ 6 CDB7D4@@9 Windows Movie Maker. 
%A4K4?4 EB;848<@ CB?<F<>G 8?S A97B >ABC>B= %B;84FP ( D<E. 1). 

 

 
$<E. 1. � 84AAB@ B>A9 A4:@9@ A4 >ABC>G %B;84FP 
�4?99 A9B5IB8<@B, KFB5O EB;84AA4S A4@< CB?<F<>4 A9 CD<@9AS?4EP >B 6E9@ 
CB?P;B64F9?S@. �?S QFB7B 6O89?S9@ CB?P;B64F9?S, A4:<@49@ >ABC>G %6B=EF64 
< C9D9IB8<@ A4 6>?48>G �9;BC4EABEFP, 789 G5<D49@ H?4:B> #D<@9A9A<9 
7DGCCB6B= CB?<F<>< 8?S 6E9I CB?P;B64F9?9= ( D<E. 2). 
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$<E. 2. �O89?9AAO= H?4:B> A9B5IB8<@B G5D4FP 
&9C9DP 6 QFB@ :9 B>A9 A4:@<F9 A4 >ABC>G �B546<FP, A4=8<F9 < 8B546PF9 
CB?P;B64F9?S ( D<E. 3). �?S ,G@E>B7B AG:AB D4;D9L<FP CD<@9A9A<9 7DGCCB6B= 
CB?<F<><. 
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$<E. 3. �.#. ,G@E><= 8B546?9A < > A9@G 5G89F CD<@9A9A4 7DGCCB64S CB?<F<>4 
�@9@ #D<@9A<FP, 4 ;4F9@ �;@9A<FP ( D<E. 4).  

 

 
$<E. 4. � >B@CBA9AF4I Windows A4IB8<@ Windows Movie Maker 
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�4?99 4>F<6<DG9@ C9D9>?RK4F9?P �4CD9F<FP 6OCB?A9A<9 CDB7D4@@O 
Windows Movie Maker 3 D<E. 5. 

 

 
$<E. 5. �>F<6<DG9@ ED98A<= C9D9>?RK4F9?P 
&9C9DP ;4=89@ 6 >?<9AF4 CB8 GK9FAB= ;4C<EPR �<>FBD4 ,G@E>B7B ( D<E. 6). 

 

 
$<E. 6. �IB8<@ 6 8B@9A 

#D< CBCOF>9 ;4CGEF<FP CDB7D4@@G Movie Maker CB?GK49@ E?98GRM99 
EBB5M9A<9 ( D<E. 7). 
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$<E. 7. �DGCCB64S CB?<F<>4 D45BF49F 
!4L4 J9?P 8BEF<7AGF4. #BCDB5G=F9 ;4=F< 6 8B@9A CB8 8DG7<@ CB?P;B64F9?9@ < 
6O G6<8<F9, KFB CDB7D4@@4 Movie Maker GEC9LAB D45BF49F. 

 
�484A<9 75. �OCB?A<FP EB;84A<9 7DGCCB6B= CB?<F<>< 8?S 7DGCCO 
CB?P;B64F9?9= 

$4A99 @O EB;84?< 7DGCCG CB?P;B64F9?9= Admin ( D<E. 8). 

 

 
$<E. 8. � AD <@99FES 7DGCC4 CB?P;B64F9?9= Admin 
&9C9DP 8?S QFB= 7DGCCO CB?P;B64F9?9= @O EB;848<@ 7DGCCB6GR CB?<F<>G. 
�9?49FES QFB F4> :9, >4> 8?S BF89?PAB7B CB?P;B64F9?S. -9?>49@ A4 A4;64A<< 
8B@9A4 6 AD CD46B= >ABC>B= @OL<, 6OCB?AS9@ >B@4A8G %6B=EF64-�DGCCB64S 
CB?<F<>4-%B;84FP ( D<E. 9). 
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$<E. 9. %B;849@ CB?<F<>G 7DGCCO CB?P;B64F9?9= Admin 
�OCB?AS9@ >B@4A8G %6B=EF64-�9;BC4EABEFP < 69;89 G5<D49@ H?4:B> 
#D<@9A9A<9 7DGCCB6B= CB?<F<>< ( D<E. 10). 
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$<E. 10. � 84AAB@ B>A9 E?98G9F 8?S 6E9I 7DGCC < CB?P;B64F9?9= G5<D4FP H?4:B> 
#D<@9A9A<9 7DGCCB6B= CB?<F<>< 

� QFB@ :9 B>A9 A4:<@49@ A4 >ABC>G �B546<FP < >ABC>B= #B<E> A4IB8<@ 
7DGCC4 Admin ( D<E. 11). 
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$<E. 11. �89EP A4:<@49@ "� 

�?S 7DGCCO Admin 4>F<6<DG9@ H?4:B> CD<@9A9A<S 7DGCCB6B= CB?<F<>< ( D<E. 
12). 
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$<E. 12. Admin 4>F<6<DG9@ H?4:B> CD<@9A9A<S 7DGCCB6B= CB?<F<>< 

�E?< F9C9DP 6B=F< 6 7DGCCG Admin, FB G6<8<@, KFB CB>4 6 A9= B8<A K?9A, 8?S 
>BFBDB7B 5G89F CD<@9A9A4 7DGCCB64S CB?<F<>4 QFB= 7DGCCO. !B >ABC>B= 
�B546<FP @O @B:9@ 8B546<FP ER84 8DG7<I CB?P;B64F9?9=, < 46FB@4F<K9E>< 
7DGCCB64S CB?<F<>4 F4>:9 5G89F CD<@9A9A4 < > A<@ ( D<E. 13). 

 

 
$<E. 13. ">AB E6B=EF6 7DGCCO Admin 
#D<@9K4A<9 
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�E?< 7DGCCB6OI CB?<F<> A9E>B?P>B, FB BA< CD<@9ASRFES > CB?P;B64F9?S@ 6E9. 
"8A4>B CD<BD<F9FAO@ S6?S9FES 69DIA<= GDB69AP ( D<E. 14). 

 

 
$<E. 14. 'DB6A< CD<BD<F9F4 7DGCCB6OI CB?<F<> 
1FB B;A4K49F, KFB 9E?< 6 CB?<F<>9 3 GDB6AS A4C<E4AB ;4CD9F<FP <ECB?P;B64FP 
Movie Maker, 4 6 CB?<F<>9 1 GDB6AS A4C<E4AB D4;D9L<FP <ECB?P;B64FP Movie 
Maker, FB <ECB?P;B64A<9 Movie Maker 5G89F D4;D9L9AB. "8A4>B CD<BD<F9FO 
GDB6A9= @B:AB <;@9A<FP >ABC>B= #4D4@9FDO. �DG7<@< E?B64@<, 9E?< @O 
A4:@9@ A4 >ABC>G #4D4@9FDO < 4>F<6<DG9@ H?4:B> !9 C9D9>DO64FP, FB 
CB?<F<>4 CB G@B?K4A<R C9D6B7B GDB6AS 5G89F <;@9A9A4 CB?<F<>B= 3 GDB6AS < 
<ECB?P;B64A<9 Movie Maker 5G89F ;4CD9M9AB ( D<E. 15). 
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$<E. 15. ">AB #4D4@9FDO E6S;< 
 
�484A<9 76. �OCB?A<FP >BAH<7GD<DB64A<9 7DGCCB6OI CB?<F<> 8?S 
>B@CPRF9DB6 
�B784 @O EB;849@ 7DGCCB6GR CB?<F<>G 8?S CB?P;B64F9?S 3 BA4 CD<@9AS9FES 8?S 
6E9I #�, 6IB8SM<I 6 8B@9A. #D< EB;84A<< 7DGCCB6B= CB?<F<>< 8?S 
>B@CPRF9DB6 @O @B:9@ ;4CD9F<FP DS8G CB?P;B64F9?9= 6IB8<FP 6 >B@CPRF9D. 
%B;848<@ AB6GR 7DGCCB6GR CB?<F<>G ( D<E. 1). 

 

$<E. 1. %B;848<@ #B?<F<>4 8?S #� PC-1 
-9?>A9@ @OL>B= A4 EFDBK>9 #B?<F<>4 8?S #� PC-1 864:8O < 84?99 
D4E>DB9@ CGA>FO �BAH<7GD4J<S Windows-#4D4@9FDO 59;BC4EABEF< 
( D<E. 2). 
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$<E. 2. ">AB $984>FBD B5N9>FB6 7DGCCB6B= CB?<F<>< 

�4?99 <M9@ !4;A4K9A<9 CD46 CB?P;B64F9?S-�B>4?PAO= 6IB8 6 E<EF9@G ( 
D<E. 3). 

 

 
$<E. 3. �M9@ ;4C<EP �B>4?PAO= 6IB8 6 E<EF9@G 
�4?99 4>F<6<DG9@ H?4:B>, CB>4;4AAO= A4 D<E. 4.  
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$<E. 4. ">AB %6B=EF64: �B>4?PAO= 6IB8 6 E<EF9@G 
�ABC>B= �B546<FP CB?P;B64F9?S 6 7DGCCG ;4849@ CB?P;B64F9?9=, >BFBDO@ 
@B:AB ;4IB8<FP 6 PC-1 ( D<E. 5). 

 

 
$<E. 5.  O BCD989?<?< F9I, >FB @B:9F 6IB8<FP 6 PC-1 
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� PC-1 B5S;4F9?PAB 8B?:AO ;4IB8<FP 48@<A<EFD4FBDO, F4>:9 @O D4;D9L<?< 
6IB8 CB?P;B64F9?R �BA8D4FP964  .�. "EF4?PAO9, 84:9 ;A4S CD46<?PAO= 
C4DB?P, 6 QFBF #� A9 6B=8GF. � B>A9 A4 D<E. 6 @O @B:9@ G>4;4FP, 8?S >4><I #� 
84AAGR 7DGCCB6GR CB?<F<>G @B:AB CD<@9ASFP. 

 

 
$<E. 6. �O89?S9@ EFDBK>G #B?<F<>4 8?S #� PC-1 

�OCB?AS9@ >B@4A8O %6B=EF64-�9;BC4EABEFP < G5<D49@ 74?BK>G #D<@9A9A<9 
7DGCCB6B= CB?<F<>< ( D<E. 7). 



224 
 

224 

 

$<E. 7. '5<D49@ 74?BK>G #D<@9A9A<9 7DGCCB6B= CB?<F<>< 

!4:<@49@ #D<@9A<FP, ;4F9@ 3 �B546<FP. �4?99 A4:<@49@ A4 >ABC>G &<C 
B5N9>F4 < EF46<@ H?4:B> �B@CPRF9DO ( D<E. 8.). 

 

 
$<E. 8. �>F<6<DG9@ H?4:B> �B@CPRF9DO 

&9C9DP >ABC>B= #B<E> @B:AB A4=F< >B@CPRF9DO <; AD < ;484FP 8?S A<I 
E>BAH<7GD<DB64AAGR A4@< 7DGCCB6GR CB?<F<>G ( D<E. 9). 
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$<E. 9. !4IB8<@ PC-1 

!4:<@49@ "� < GEF4A46?<649@ H?4:B> ( D<E. 10). 
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$<E. 10. �>F<6<DG9@ 8?S PC-1 H?4:B> #D<@9A9A<9 7DGCCB6B= CB?<F<>< 

#9D9;47DG;<F9 #� < CDB69DPF9 D9;G?PF4F A4L<I A4EFDB9> 7DGCCB6B= CB?<F<>< 
E4@BEFBSF9?PAB. 

�FB7<. � QFB= D45BF9 @O E89?4?< <;@9A9A<9 7DGCCB6B= CB?<F<>< (�#) 8?S 
B8AB7B (>BA>D9FAB7B) CB?P;B64F9?S, 4 F4>:9 EB;84?< 7DGCCB6GR CB?<F<>G 8?S 
7DGCCO CB?P;B64F9?9=. &4>:9 A4GK<?<EP CDB<;6B8<FP >BAH<7GD<DB64A<9 
7DGCCB6OI CB?<F<> 8?S BF89?PAOI >B@CPRF9DB6.  

#$��&�+�%��3  $��"&� 725. 
"%!"�/ $��"&/ % VIRTUAL PC 2007. '%&�!"��� WINDOWS 
SERVER 2008 !� ��$&'��0!'2  �,�!' 
*9?P D45BFO: 
!4GK<FPES GEF4A46?<64FP Windows Server 2008 A4 6<DFG4?PAGR @4L<AG 
�ECB?P;G9@B9 CDB7D4@@AB9 B59EC9K9A<9 
�?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO CBA48B5<FES >B@CPRF9D E 
BC9D4J<BAAB= E<EF9@B= Microsoft Windows XP, Windows Server 2003 <?< Vista 
< GEF4AB6?9AAO@ CDB7D4@@AO@ B59EC9K9A<9@ Microsoft Virtual PC 2007 SP1, 4 
F4>:9 8<EFD<5GF<6 BC9D4J<BAAB= E<EF9@O Windows Server 2008 A4 DVD-8<E>9 
<?< 6 6<89 B5D4;4 DVD-8<E>4 (H4=? E D4EL<D9A<9@ .iso). 
� IB89 ?45BD4FBDAB= D45BFO GEF4AB6<@ A4 6<DFG4?PAGR @4L<AG BC9D4J<BAAGR 
E<EF9@G Windows Server 2008. $45BFG 6<DFG4?PAB= @4L<AO GCDBM9AAB 
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<??REFD<DG9F D<EGAB> 1.1. !4 >B@CPRF9D9 GEF4A46?<649FES 54;B64S 
BC9D4J<BAA4S E<EF9@4, CBE?9 K97B GEF4A46?<649FES CDB7D4@@AB9 B59EC9K9A<9 
6<DFG4?PAB= @4L<AO (� ). "AB CB;6B?S9F GEF4AB6<FP B8AG <?< A9E>B?P>B 
7BEF96OI BC9D4J<BAAOI E<EF9@ < ;4CGE>4FP 6 A<I CDB7D4@@O, D4;D45BF4AAO9 
8?S 84AAOI "%. � >4K9EF69 #" 6<DFG4?<;4J<< 6 A4L<I ?45BD4FBDAOI D45BF4I 
5G89F <ECB?P;B64FPES Microsoft Virtual PC 2007 SP1.

 
$<E.1. %I9@4 D45BFO 6<DFG4?PAOI @4L<A. 

%B;84A<9 6<DFG4?PAB= @4L<AO 
�; @9AR #GE> (#DB7D4@@O -> Microsoft Virtual PC) ;4CGEF<@ >BAEB?P 
GCD46?9A<S 6<DFG4?PAO@< @4L<A4@< (D<E 1.2). !4:46 >ABC>G New&, 
CD<EFGC<@ > EB;84A<R AB6B= @4L<AO. #D< EB;84A<< AB6B= @4L<AO A48B 5G89F 
BC<E4FP D4ECB?B:9A<9 99 H4=?B6 (H4=?4 «@4L<AO» E D4EL<D9A<9@ .vmc < 
H4=?4 6<DFG4?PAB7B :9EF>B7B 8<E>4 E D4EL<D9A<9@ .vhd). #BQFB@G 6 
;4CGEF<6L9@ES CBE?9 A4:4F<S >ABC>< @4EF9D9 G>4;O649@:- EB;84A<9 AB6B= 
@4L<AO (Create a virtual machine);- <@S < D4ECB?B:9A<9 H4=?4 (9E?< EC9J<4?PAB 
A9 G>4;O649FES, 8?S 6OCB?A9A<S QFB= ?45BD4FBDAB= 6 >?4EE9 <ECB?P;G9@ <@S 
S08, < CGFP D:\VirtPC_8BC_?45\S08; CD< E4@BEFBSF9?PAB@ 6OCB?A9A<< D45BFO 
@B:AB <ECB?P;B64FP CDB<;6B?PAO9 CGF< < <@9A4);- F<C GEF4A46?<649@B= 
BC9D4J<BAAB= E<EF9@O. �E?< QFB "% D4;D45BF>< Microsoft, 5G8GF 
46FB@4F<K9E>< 6OEF46?9AO D9>B@9A8G9@O= B5N9@ BC9D4F<6AB= C4@SF< < 
6<DFG4?PAB7B :9EF>B7B 8<E>4. #BQFB@G 6 B>A9 6O5BD4 "% 6@9EFB ;A4K9A<S CB 
G@B?K4A<R 5Other6 6O59D<F9 <; 6OC484RM97B EC<E>4 Windows Server 2008;- 6 
E?98GRM<I B>A4I @4EF9D4 EB7?4E<@ES E CD98?4749@O@ B5N9@B@ 6O89?S9@B= 
@4L<A9 BC9D4F<6AB= C4@SF< (512 MB); G>4:9@, KFB A48B EB;84FP AB6O= 
6<DFG4?PAO= :9EF><= 8<E> (A new virtual hard drive), CDB69D<@ CGFP 
D:\VirtPC_8BC_?45\S08, CB@9AS9@  CD98?4749@B9 A4;64A<9 H4=?4 8<E>4 5S08 
Hard Disk.vhd6 A4 5B?99 >BDBF>B9 5S08.vhd6 < G@9APL<@ CD98?4749@O= D4;@9D 
E 65 �5 8B 40�5. $4;@9D < <@S @B:AB BEF46<FP < CB G@B?K4A<R, <;@9A9A<9 
A4EFDB9> CD98?4749FES «KFB5O CBFD9A<DB64FPES». &GF A48B BF@9F<FP, KFB CD< 
<ECB?P;B64A<< 84AAB7B @4EF9D4 H4=? 6<DFG4?PAB7B 8<E>4 EB;849FES 
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@<A<@4?PAB7B D4;@9D4 < G69?<K<649FES CB @9D9 A48B5ABEF<, F.9. ED4;G 40 �5 A9 
CBFD95G9FES. 

 
$<E.2. �BAEB?P GCD46?9A<S 6<DFG4?PAB= @4L<AB=. 

#BE?9 E89?4AAOI A4EFDB9> 6 B>A9 >BAEB?< (D<E.1) CBS6<FES AB64S 6<DFG4?PA4S 
@4L<A4, >BFBDGR @B:AB ;4CGEF<FP, 6O89?<6 99 < A4:46 >ABC>G Start. #D< QFB@ 
@B:9F CBS6<FPES EBB5M9A<9 B5 BL<5>9 «The virtual machine could not be started 
because there was not enough memory available on the host» - 6<DFG4?PA4S @4L<A4 
A9 @B:9F 5OFP ;4CGM9A4, CBFB@G KFB A98BEF4FBKAB C4@SF<. 1FB CDB<;B=89F, 
A4CD<@9D, 9E?< A4 >B@CPRF9D9 GEF4AB6?9AB @9APL9 1 �5 BC9D4F<6AB= C4@SF< 
<?< 6 @B@9AF ;4CGE>4 6<DFG4?PAB= @4L<AO ;4CGM9AB @AB7B 8DG7<I CDB7D4@@. 
� CBE?98A9@ E?GK49, CDB5?9@4 @B:9F 5OFP D9L9A4 ;469DL9A<9@ D45BFO 
6D9@9AAB A9AG:AOI ;4CGM9AAOI CDB7D4@@. �E?< :9 @4?B H<;<K9E>B= C4@SF<, 
FB K9D9; A4EFDB=>< 6<DFG4?PAB= @4L<AO (>ABC>4 Settings 6 >BAEB?<) @B:AB 
CBCDB5B64FP A9E>B?P>B G@9APL<FP D4;@9D C4@SF<, 6O89?S9@B= 6<DFG4?PAB= 
@4L<A9. !B A48B CB@A<FP, KFB @<A<@4?PAB D9>B@9A8G9@O= B5N9@ C4@SF< 8?S 
Windows Server 2008 3 QFB 512  � < E<?PAB GD9;4FP 97B 59; CBF9D< 
D45BFBECBEB5ABEF< "% A9 CB?GK<FES. %D98< CDBK<I A4EFDB9> 6<DFG4?PAB= 
@4L<AO IBF9?BEP 5O BF@9F<FP C4D4@9FDO E9F< (D<E. 3). �O5D46 D4;89? 
«Networking», @B:AB G>4;4FP K<E?B 484CF9DB6 6<DFG4?PAB= @4L<AO, 4 F4>:9 
C4D4@9FDO 8?S >4:8B7B 484CF9D4. � K4EFABEF<, @B:AB G>4;4FP, >4>B= E9F96B= 
484CF9D H<;<K9E>B7B >B@CPRF9D4 5G89F ;489=EF6B64FPES 6<DFG4?PAB= 
@4L<AB=. �?S ?B>4?PAOI EB98<A9A<= (6 D4@>4I B8AB7B >B@CPRF9D4) @B:AB 
6O5D4FP F<C Local only. � 8?S C9D6B7B E9F96B7B 484CF9D4 F4>:9 @B:AB G>4;4FP 
F<C Shared networking. � QFB@ E?GK49 <ECB?P;G9FES @9I4A<;@ FD4AE?SJ<< 
E9F96OI 48D9EB6 NAT, 6<DFG4?PAO= E9F96B= 484CF9D CB?GK49F 48D9E <; 
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;4D9;9D6<DB64AAB7B 8<4C4;BA4 192.168.x.y < @B:9F «B5D4M4FPES» > 6A9LA<@ 
G;?4@, <ECB?P;GS 54;B6GR "%, >4> NAT GEFDB=EF6B. 1FBF 64D<4AF CB;6B?<F, 
A4CD<@9D, CB?GK<FP <; 6<DFG4?PAB= @4L<AO 8BEFGC 6 �AF9DA9F, 9E?< A4 
«H<;<K9E>B=» @4L<A9 <ECB?P;G9FES dial-up EB98<A9A<9. #B>4 BEF4AB6<@ES A4 
>BAH<7GD4J<< E B8A<@ E9F96O@ 484CF9DB@ < F<CB@ EB98<A9A<S Shared 
networking. 

 
$<E. 3. !4EFDB=>4 E9F96OI 484CF9DB6 6<DFG4?PAB= @4L<AO. 

 
'EF4AB6>4 Windows Server 2008 
%?98GRM4S ;484K4 3 GEF4AB6<FP BC9D4J<BAAGR E<EF9@G A4 6<DFG4?PAGR 
@4L<AG. �E?< �4L 8<EFD<5GF<6 Windows Server 2008 A4IB8<FES A4 DVD 8<E>9, 
FB GEF4AB6<F9 97B 6 CD<6B8 < ;4CGEF<F9 CB87BFB6?9AAGR 6<DFG4?PAGR @4L<AG 
>ABC>B= Start A4 >BAEB?< 6<DFG4?PAOI @4L<A. #BE?9 EBB5M9A<S E CDBEP5B= 
A4:4FP ?R5GR >?46<LG 8?S CB8F69D:89A<S ;47DG;>< E CDROM A4KA9FES 
GEF4AB6>4. � E?GK49, >B784 <ECB?P;G9FES H4=? *.iso E B5D4;B@ 8<EFD<5GF<6AB7B 
8<E>4, CBE?98B64F9?PABEFP 89=EF6<= 5G89F A9E>B?P>B BF?<K4FPES. �4CGEF<F9 
6<DFG4?PAGR @4L<AG < 6 @9AR CD 6O59D<F9 CGA>F «Capture ISO image» 
(CB8>?RK<FP B5D4; 8<E>4), CBE?9 K97B G>4:<F9 D4ECB?B:9A<9 H4=?4 E B5D4;B@ 
8<E>4 < CD< A9B5IB8<@BEF< C9D9;4CGEF<F9 @4L<AG (@9AR Action, CGA>F Reset). 
�F4>, GEF4AB6>4 A4K4?4EP. �?S <@9RM<I BCOF GEF4AB6>< BC9D4J<BAAOI E<EF9@ 
Microsoft, CDBJ9EE GEF4AB6>< Windows Server 2008 BEB5OI E?B:ABEF9= 
CD98EF46?SFP, E>BD99 6E97B, A9 5G89F. #9D6B9 B>AB @4EF9D4 GEF4AB6>< CB;6B?S9F 
6O5D4FP S;O>, D97<BA4?PAO9 A4EFDB=>< < D4E>?48>G >?46<4FGDO. �4?PL9, 6 
;46<E<@BEF< BF 69DE<< 8<EFD<5GF<64, 5G89F CD98?B:9AB 669EF< E9D<=AO= 
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AB@9D (>BFBDO=, 6 K4EFABEF<, < G>4:9F >4>GR 69DE<R Windows Server 2008 A48B 
GEF4A46?<64FP) <?< ED4;G 5G89F CB>4;4AB B>AB 6O5BD4 GEF4A46?<649@B= 
BC9D4J<BAAB= E<EF9@O. �9?B 6 FB@, KFB E B8AB7B < FB7B :9 8<EFD<5GF<6AB7B 
8<E>4 @B:9F 5OFP GEF4AB6?9A Windows Server 2008 6 69DE<SI Standard, 
Enterprise <?< Datacenter. �4:84S <; FD9I 69DE<= @B:9F 5OFP GEF4AB6?9A4 6 
D9:<@9 CB?AB= GEF4AB6>< (Full) <?< GEF4AB6>< BEAB6AOI >B@CBA9AFB6 (Server 
Core). $9:<@ Server Core 3 B8AB <; AB6L9EF6, CBS6<6L<IES 6 BC9D4J<BAAB= 
E<EF9@9 Windows Server 2008. "A CB;6B?S9F CGF9@ BF>4;4 BF GEF4AB6>< ED98EF6 
7D4H<K9E>B7B 48@<A<EFD<DB64A<S < DS84 @B8G?9= BC9D4J<BAAB= E<EF9@O 
CB?GK<FP «EC9J<4?<;<DB64AAGR» >BAH<7GD4J<R E9D69D4 8?S 6OCB?A9A<S DS84 
HGA>J<= (H4=?B6O= E9D69D, >BAFDB??9D 8B@9A4 < F.8.), 5B?99 ;4M<M9AAGR < 
FD95GRMGR @9APL97B 6A<@4A<S 48@<A<EFD4FBD4. �?S A4L<I ?45BD4FBDAOI 
D45BF GEF4A46?<649@ 69DE<R Enterprise (Full installation) < BF@9K49@ 74?BK>B= «I 
have selected the edition of Windows that I purchased» (�O5D4A4 CD<B5D9F9AA4S 
69DE<S Windows). �4?99 <AF9D9E CD98EF46?S9F B>AB 6O5BD4 D4;89?4 8?S 
GEF4AB6><. � A9@ 5G89F BFB5D4:4FPES 8<E> 6<DFG4?PAB= @4L<AO (9E?< 
CB@A<F9, @O 97B ;48464?< D4;@9DB@ 40 �5). �E?< A4:4FP A4 EEO?>G Drive options 
(Advanced) CBS6SFES 8BCB?A<F9?PAO9 >B@4A8O, CB;6B?SRM<9 6 K4EFABEF<, 
D4;5<FP 8<E> A4 D4;89?O. !G:AB BF@9F<FP, KFB Windows Server 2008 @B:AB 
GEF4AB6<FP FB?P>B 6 D4;89? BFHBD@4F<DB64AAO= 6 NTFS. %B;84=F9 864 
?B7<K9E><I 8<E>4 D4;@9DB@ 30 �5 (A4 >BFBDO= 5G89F GEF4A46?<64FPES  
BC9D4J<BAA4S E<EF9@4) < 10 �5. � CDBJ9EE9 GEF4AB6>< BC9D4J<BAA4S E<EF9@4 
A9E>B?P>B D4; C9D9;47DG;<FES. � E4@B@ >BAJ9 5G89F 6O84A ;4CDBE A4 GEF4AB6>G 
C4DB?S 48@<A<EFD4FBD4. +FB5O 6 84?PA9=L9@ 5O?B G8B5A99 D45BF4FP, 
CD98?4749FES A4 6E9I GEF4A46?<649@OI 6 >?4EE9 6<DFG4?PAOI @4L<A4I 
A4;A4K<FP C4DB?P Serv08Saiu (CB-4A7?<=E><, E EB5?R89A<9@ G>4;4AAB= 
BK9D98ABEF< 5B?PL<I < @4?OI 5G>6). �?S C9D6B7B 6IB84 CB?P;B64F9?S 
CBA48B5<FES ;A4A<9 E?98GRM<I >B@4A8. 
 
�B@4A8O 6<DFG4?PAB= @4L<AO 
�@9EFB EBK9F4A<S >?46<L «Alt+Ctrl+Del» A48B A4:<@4FP «CD46O= Alt+Del». 
«#D46O= Alt+Enter» 3 C9D9>?RK9A<9 @9:8G B5OKAO@ < CB?ABQ>D4AAO@ 
D9:<@B@. �4I64K9AAO= 6<DFG4?PAB= @4L<AB= G>4;4F9?P @OL< BE6B5B:849FES 
A4:4F<9@ A4 CD46GR >?46<LG Alt < 6O6B8B@ >GDEBD4 <; B>A4 6<DFG4?PAB= 
@4L<AO. #BE?9 GEF4AB6>< D4EL<D9A<= (E@. A<:9) QF< 89=EF6<S 5B?PL9 A9 
CBA48B5SFES, < G>4;4F9?P @OL< 5G89F E6B5B8AB C9D9@9M4FPES @9:8G B>AB@ 
6<DFG4?PAB= @4L<AO < BEF4?PAB= B5?4EFPR Q>D4A4. 
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$<E 4. ">AB Initial Configuration Tasks. 

#BE?9 C9D6B7B 6IB84 6 E<EF9@G CB?P;B64F9?P G6<8<F B>AB A4K4?PAB= A4EFDB=>< 
E<EF9@O Initial Configuration Tasks. �O7?S8<F BAB CD<@9DAB F4>, >4> 
CD98EF46?9AB A4 D<E. 1.4. � A9@ 6 E9>J<< 1 (Provide Computer Information) 
CDB69DPF9, CD46<?PAB ?< 6OEF46?9A K4EB6B= CBSE: 8?S A4E QFB (GMT+03:00) 
 BE>64, %4A>F-#9F9D5GD7, �B?7B7D48. �DB@9 FB7B, 6 D4;89?9 Provide computer 
name and domain 6O G6<8<F9 46FB@4F<K9E>< E79A9D<DB64AAB9 <@S >B@CPRF9D4 < 
D45BKGR 7DGCCG Workgroup. $45BKGR 7DGCCG CB>4 BEF46<@ >4> 9EFP, 4 <@S 
<;@9A<@ A4 S08. �F4>, @O CB87BFB6<?< 6<DFG4?PAGR @4L<AG E Windows Server 
2008, >BFBDGR A4;64?< S08, < A4;A4K<?< GK9FAB= ;4C<E< Administrator C4DB?P 
Serv08Saiu. #BE?98A99 ;484A<9 84AAB= ?45BD4FBDAB= 3 GEF4AB6<FP A4 A4L 
E9D69D D4EL<D9A<S, >BFBDO9 8B546SF A9>BFBDO9 G8B5EF64 6 D45BF9 E 
6<DFG4?PAB= @4L<AB=. � K4EFABEF<, QFB C9D984K4 84AAOI @9:8G 54;B6B= "% < 
7BEF96O@< K9D9; 5GH9D B5@9A4, 6B;@B:ABEFP CB8>?RK9A<S C4C>< A4 8<E>9 
«H<;<K9E>B=» @4L<AO 6 >4K9EF69 E9F96B7B 8<E>4 6<DFG4?PAB= @4L<AO, 
6B;@B:ABEFP E6B5B8AB7B C9D9IB84 G>4;4F9?S <; B5?4EF< B>A4 6<DFG4?PAB= 
@4L<AO 6 B5?4EFP D45BK97B EFB?4 54;B6B= "% < F.8. � @9AR Action B>A4 
6<DFG4?PAB= @4L<AO 6O59D<F9 CGA>F Install or Update Virtual Machine Additions 
(GEF4AB6<F9 <?< B5AB6<F9 D4EL<D9A<S 6<DFG4?PAB= @4L<AO). �E?< 
6<DFG4?PA4S @4L<A4 ;47DG:9A4 < CB?P;B64F9?P EB69DL<? 6IB8, FB 6 CDROM 
6<DFG4?PAB= @4L<AO 5G89F 46FB@4F<K9E>< CB8>?RK9A «CE968BB5D4;» 8<E>4 E 
<AEF4??SJ<BAAO@ C4>9FB@ D4EL<D9A<=. "EF4A9FES FB?P>B EB7?4E<FPES E 
46FB@4F<K9E><@ ;4CGE>B@ CDB7D4@@O setup < 8B:84FPES B>BAK4A<S GEF4AB6><.  
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#$��&�+�%��3  $��"&� 7 26.  
'#$����!�� ���$'��"� WINDOWS SERVER 2008. �"�����!�� 
$"���. '%&�!"��� #�$�"�" �"!&$"���$� �" �!�. 
 
*9?P D45BFO: 
!4GK<FPES GCD46?SFP ;47DG;>B= Windows Server 2008, 6OCB?ASFP 
8B546?9A<9 DB?9=, GEF4A46?<64FP >BAFDB??9D 8B@9A4. 
 
�ECB?P;G9@B9 CDB7D4@@AB9 B59EC9K9A<9  
�?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO CBA48B5<FES GEF4AB6?9AAO= A4 
6<DFG4?PAGR @4L<AG Windows Server 2008.  
 
#4D4@9FDO ;47DG;><. 'F<?<F4 bcdedit. 'F<?<F4 System Configuration 
!4KA9@ 6OCB?A9A<9 D45BFO EB ;A4>B@EF64 E AB6O@< <AEFDG@9AF4@< 
GCD46?9A<S ;47DG;>B= BC9D4J<BAAB= E<EF9@O. � Windows Server 2003 (F4>:9 
>4> < 6 CD98O8GM<I 69DE<SI >?<9AFE><I < E9D69DAOI BC9D4J<BAAOI E<EF9@ 
E9@9=EF64 Windows NT) <ECB?P;B64?ES ;47DG;K<> NT loader, >BFBDO= EK<FO64? 
A4EFDB=>< <; H4=?4 boot.ini. �BF CD<@9D F4>B7B H4=?4: 
[boot loader]  
timeout=30  

default=multi(0)disk(0)rdisk(0)partition(1)\WINDOWS 

[operating systems] multi(0)disk(0)rdisk(0)partition(1)\WINDOWS="Microsoft 

Windows XP Professional RU" /noexecute=optin /fastdetect 

�;@9ASFP H4=? (< C4D4@9FDO ;47DG;><) @B:AB 5O?B CDS@B 6 F9>EFB6B@ 
D984>FBD9. � Windows Vista < Windows Server 2008 <ECB?P;G9FES AB6O= 
8<EC9FK9D ;47DG;>< Windows Boot Manager. #4D4@9FDO ;47DG;>< F9C9DP 
ID4ASFES 6 5<A4DAB@ H4=?9 >BAH<7GD4J<< (Boot Configuration Data 3 BCD) 
D4ECB?B:9AAB@ 6 E>DOFB= E<EF9@AB= C4C>9 E <@9A9@ \boot A4 8<E>9, E >BFBDB7B 
;47DG:49FES BC9D4J<BAA4S E<EF9@4. �?S D45BFO E BCD <ECB?P;G9FES GF<?<F4 
>B@4A8AB= EFDB>< bcdedit. !9>BFBDO9 C4D4@9FDO 8BEFGCAO <; 7D4H<K9E>B= 
GF<?<FO >BAH<7GD<DB64A<S System Configuration < B>A4 System 6 C4A9?< 
'CD46?9A<S. !4KA9@ E D4EE@BFD9A<S 7D4H<K9E><I GF<?<F.  
"FDB=F9 #4A9?P GCD46?9A<S (Start-> Control Panel), CD< A9B5IB8<@BEF< 
C9D9>?RK<F9EP > >?4EE<K9E>B@G 6<8G (Classic View) < BF>DB=F9 B>AB System. � 
A9@ C9D9=8<F9 CB EEO?>9 Advanced System Setting < 6 D4;89?9 Startup and 

Recovery A4:@<F9 >ABC>G Settings. � CBS6<6L9@ES B>A9 (D<E.1) @B:AB G6<89FP 
EC<EB> ;47DG:49@OI BC9D4J<BAAOI E<EF9@, 6O5D4FP BC9D4J<BAAGR E<EF9@G, 
;47DG:49@GR CB G@B?K4A<R, GEF4AB6<FP <AF9D64? B:<84A<S 6O5BD4 
CB?P;B64F9?9@ E<EF9@O 8?S ;47DG;><. %?98GRM4S GF<?<F4 3 QFB System 

Configuration (;4CGE>49FES <; D4;89?4 Administrative Tools 7?46AB7B @9AR). !4 
6>?48>9 boot (D<E.2.) @B:AB G6<89FP < <;@9A<FP 8BCB?A<F9?PAO9 C4D4@9FDO, 
A4CD<@9D, G>4;4FP KFB 6 BCD989?9AAB@ 64D<4AF9 ;47DG;>< A48B 69EF< CDBFB>B? 
;47DG;>< (H?4:B> Boot log). �ABC>4 Advanced options CB;6B?S9F B7D4A<K<FP 
K<E?B CDBJ9EEBDB6, <ECB?P;G9@OI "%, B5N9@ BC9D4F<6AB= C4@SF< < GEF4AB6<FP 
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A9>BFBDO9 C4D4@9FDO, A9B5IB8<@O9 8?S BF?48><.

 
$<E.1. ">AB Startup and Recovery. 
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$<E.2 �>?48>4 Boot B>A4 GF<?<FO System Configuration. 
!B EB;8464FP AB6O9 64D<4AFO ;47DG;>< @B:AB FB?P>B E CB@BMPR GF<?<FO 
>B@4A8AB= EFDB>< bcdedit. �4CGEF<@ 99 (Start->Command Prompt -> bcdedit.exe). 
#D< ;4CGE>9 59; >?RK9= 5G89F 6O6989A4 <AHBD@4J<S B F9>GM9= >BAH<7GD4J<<, 
A4CD<@9D, E?98GRM97B 6<84:  
 
Windows Boot Manager  
-------------------- 
identifier {bootmgr} 
device partition=C: 
description Windows Boot Manager 
locale en-US 
inherit {globalsettings} 
default {current} 
displayorder {current} 
toolsdisplayorder {memdiag} 
timeout 30 
 
Windows Boot Loader 
------------------- 
identifier {current} 
device partition=C: 
path  \Windows\system32\winload.exe 

description Microsoft Windows Server 
2008  
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locale  en-US 

inherit {bootloadersettings} 
osdevice partition=C:  

systemroot  \Windows 

resumeobject {51c6bea1-e439-11dd-
bb9b-ed314082ca2a}  

nx  OptOut 

�89EP 6<8AB, KFB 6 H4=?9 EB89D:4FES 869 ;4C<E< 3 B8A4 8?S E4@B7B 8<EC9FK9D4 
;47DG;>< (Windows Boot Manager), 8DG74S 3 8?S BC9D4J<BAAB= E<EF9@O 
Windows Server 2008. �4CGE> bcdedit.exe /? CB;6B?<F CB?GK<FP >D4F>GR ECD46>G 
CB >?RK4@ >B@4A8O. �BF A9>BFBDO9 <; A<I: 

/enum  

"FB5D4:49F EC<EB> 
6E9I <@9RM<IES 6 
BCD H4=?9 ;4C<E9=. 
�4CGE> 
GF<?<FO 59; >?RK9= 
Q>6<64?9AF9A ;4CGE>G 
"bcdedit /enum 
ACTIVE" 

/v  

"FB5D4:49F 
<89AF<H<>4FBDO 
;4C<E9= 6 CB?AB@ 
6<89, 6@9EFB 
<ECB?P;B64A<S 
«IBDBLB <;69EFAOI» 
<89AF<H<>4FBDB6. 
!4CD<@9D, 
6@9EFB 
<89AF<H<>4FBD4{curre
nt} 5G89F KFB-A<5G8P 
6<84 
{51c6bea0-e439-11dd-
bb9b-ed314082ca2a} 

/copy  �BC<DG9F ;4C<EP 
/create  %B;849F AB6GR ;4C<EP 
/delete  '84?S9F ;4C<EP 

/export  

1>ECBDF<DG9F 
EB89D:<@B9 H4=?4 
BCD 6 G>4;4AAO= 
H4=? 

/import  
�BEEF4A46?<649F 
EB89D:<@B9 BCD <; 
G>4;4AAB7B H4=?4 

/set  'EF4A46?<649F 
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;A4K9A<S C4D4@9FD4 
8?S ;4C<E< 

&9C9DP E89?49@ E?98GRM99. 
1. %B;848<@ >BC<R H4=?4 BCD 6 H4=? bccopy 6 >BDA9 8<E>4 C: 
bcdedit.exe /export "C:\bccopy" 
'598<@ES, KFB 6 BF?<K<9 BF boot.ini CD< BF>DOF<< H4=?4 6 F9>EFB6B@ D984>FBD9 
BE@OE?9AAB7B F9>EF4 @O A9 G6<8<@. 
2. �B546<@ > H4=?G >BC<R ;4C<E< E <89AF<H<>4FBDB@ {current}< A4;B69@ 99 
test08 bcdedit.exe /copy {current} /d "test08"  
'598<@ES, KFB AB64S ;4C<EP CBS6<?4EP. 
3. +FB5O 5O?B 5OEFD99, <; GF<?<FO System Configuration 8?S EB;84AAB7B 
64D<4AF4 ;47DG;>< G>4:9@, KFB AG:AB 6OCB?A<FP ;47DG;>G 6 59;BC4EAB@ D9:<@9 
(Safe boot, C9D9>?RK4F9?P minimal). #9D9;47DG;<@ES, CDBF9EF<DG9@ D45BFG 
A4EFDB=><. 
4. �B@4A8B= bcdedit.exe /import "C:\bccopy" 
69DA9@ H4=? BCD 6 A4K4?PAB9 EBEFBSA<9. 
 
$B?< < >B@CBA9AFO 
%9=K4E G A4E <@99FES GEF4AB6?9AA4S BC9D4J<BAA4S E<EF9@4 Windows Server 
2008, AB 8?S FB7B, KFB5O <ECB?P;B64FP 99 8?S 6OCB?A9A<S A9>BFBDB= E9D69DAB= 
HGA>J<< A48B GEF4AB6<FP DB?P (role). $B?P 6>?RK49F B8AG <?< A9E>B?P>B E?G:5 
(role services), A9B5IB8<@OI 8?S 6OCB?A9A<S BCD989?9AAB= HGA>J<<. 
!4CD<@9D, File Services (H4=?B6O9 E?G:5O) <?< Web-server (IIS). �B784 DB?P 
B5N98<AS9F A9E>B?P>B E?G:5, FB @B7GF GEF4A46?<64FPES <?< 6E9 ED4;G, <?< 
BF89?PAO9 E?G:5O. �BCB?A<F9?PA4S HGA>J<BA4?PABEFP @B:9F 5OFP CB?GK9A4 
CGF9@ GEF4AB6>< CDB7D4@@AOI @B8G?9=, A4;O649@OI >B@CBA9AF4@< (feature). 
#D<@9D >B@CBA9AFO 3 QFB SMTP Server. $B?< < >B@CBA9AFO @B7GF 5OFP >4> 
A9;46<E<@O@<, F4> < 6;4<@BE6S;4AAO@<. �B546<FP <?< G84?<FP DB?< < 
>B@CBA9AFO @B:AB E CB@BMPR BEA4EF>< Server Manager (Start -> Administrative 
tools ->Server Manager). ">AB BEA4EF>< CD98EF46?9AB A4 D<E.3. �E?< 6O89?<FP 
G;9? Roles, FB G6<8<@ EC<EB> GEF4AB6?9AAOI DB?9=. �B546?SFP <?< G84?SFP 
DB?< @B:AB, C9D9=8S CB EEO?>4@ Add Roles <?< Remove Roles EBBF69FEF69AAB. 
�B546PF9 DB?P File Services (A9 GEF4A46?<64S 8BCB?A<F9?PAOI E?G:5, F4><I >4> 
DFS < F.8.). &9C9DP A4L E9D69D E@B:9F 6OCB?ASFP DB?P H4=?B6B7B E9D69D4. 
$45BF9 E H4=?B6O@< D9EGDE4@< 5G89F CBE6SM9A4 BF89?PA4S ?45BD4FBDA4S 
D45BF4. %9=K4E :9 EFB<F BF@9F<FP FB?P>B, FB KFB 6 84AAB@ E?GK49 A<>4>B7B 
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8BCB?A<F9?PAB7B >BAH<7GD<DB64A<S CBE?9 GEF4AB6>< DB?< A9 CBFD95B64?BEP. 

 
$<E.3. ">AB 48@<A<EFD4F<6AB= BEA4EF>< Server Manager.  
 
�484K4 ?45BD4FBDAB= D45BFO 3 E89?4FP A4L E9D69D >BAFDB??9DB@ 8B@9A4 
Windows. �?S QFB7B CBA48B5<FES GEF4AB6<FP DB?P Active Directory Domain 
Services < 6OCB?A<FP A4EFDB=>G C4D4@9FDB6 8B@9A4. �B@9A Windows ?B7<K9E>< 
B5N98<AS9F A9E>B?P>B >B@CPRF9DB6 8?S FB7B, KFB5O @B:AB 5O?B <I 
J9AFD4?<;B64AAB 48@<A<EFD<DB64FP. #D<@9DB@ 48@<A<EFD4F<6AB= ;484K< 
@B:9F 5OFP EB;84A<9 F4>B= GK9FAB= ;4C<E<, KFB5O CB?P;B64F9?P @B7 6IB8<FP 
CB8 A9= A4 ?R5B= >B@CPRF9D E6B97B CB8D4;89?9A<S BD74A<;4J<<. � QFB@ 
E?GK49, KFB5O F4>GR ;4C<EP ;469EF< FB?P>B B8<A D4; (4 A9 A4 >4:8B@ 
>B@CPRF9D9), AG:AB 69EF< 98<AGR 54;G 84AAOI E <AHBD@4J<9= B CB?P;B64F9?SI 
< >B@CPRF9D4I. #B8B5A4S 54;4 A4;O649FES >4F4?B7B@, 4 D4;D45BF4AA4S Microsoft 
E?G:54 >4F4?B74 3 Active Directory. %9D69DO, A4 >BFBDOI D45BF49F E?G:54 < 
>BFBDO9, 6 K4EFABEF<, 6OCB?ASRF CDB69D>G CB?P;B64F9?9= E 8B@9AAO@< 
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GK9FAO@< ;4C<ES@<, A4;O64RFES >BAFDB??9D4@< 8B@9A4.

 
$<E. 4. �B546?9A<9 DB?< Active Directory Domain Services. 

�; BEA4EF>< Server Manager 8B546?S9@ DB?P Active Directory Domain Services 
(D<E.4). �B784 DB?P 8B546?9A4, CBFD95G9FES CDB<;69EF< A4K4?PAB9 
>BAH<7GD<DB64A<9 AB6B7B >BAFDB??9D4. �9?49FES QFB ;4CGE>B@ GF<?<FO 
dcpromo <; BEAB6AB7B @9AR (Start- >Run&-> dcpromo) <?< CB EEO?>9, >BFBD4S  
CBS6<FES 6 B>A9 Server Manager CBE?9 GEF4AB6>< DB?<. 
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$<E.5. %B;84A<9 AB6B7B 8B@9A4 6 AB6B@ ?9E9.  
�?S CBA<@4A<S 84?PA9=L97B A48B 669EF< A9E>B?P>B CBASF<=. �4> @O G:9 
D4;B5D4?<EP, <AHBD@4J<S B5 B5N9>F4I E9F< ID4A<FES 6 >4F4?B79. �?S QFB7B 
EA4K4?4 EB;84RFES BCD989?9A<S B5N9>FB6, >BFBDO9 CB@9M4RFES 6 E?G:95AGR 
EFDG>FGDG, A4;O649@GR EI9@4 >4F4?B74. �E?< IBF<@ EB;84FP B5N9>F AB6B7B F<C4, 
AG:AB EA4K4?4 CB@9EF<FP 6 EI9@G 97B BCD989?9A<9. %B6B>GCABEFP 8B@9AB6, 
<ECB?P;GRM<I 98<AGR EI9@G >4F4?B74 < B5MGR >BAH<7GD4J<R, A4;O64RF 
?9EB@ 8B@9AB6 (forest). � B>A9 @4EF9D4, CD98EF46?9AAB@ A4 D<EGA>9 5, @O 
G>4;O649@, KFB EB;849@ AB6O= ?9E, F.9. @O >BAH<7GD<DG9@ C9D6O= >BAFDB??9D 
C9D6B7B (>BDA96B7B) 8B@9A4 6 A4L9= BD74A<;4J<<. � E?98GRM9@ B>A9 @4EF9D4 
(D<E.6) ;4CD4L<649FES <@S 8B@9A4. "5OKAB <@9A4 EBBFABESFES E 8B@9AAO@< 
<@9A4@< �AF9DA9F (A4CD<@9D, ftk.spbstu.ru), AB 8?S A4L<I ?45BD4FBDAOI 5G89@ 
<ECB?P;B64FP <@S SAIU_Test. 
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$<E.6. �6B8<@ <@S 8B@9A4. 

�4?99, F4> >4> 6 A4L9= 6<DFG4?PAB= E9F< CB>4 A9F DNS E9D69D4, @4EF9D 
CD98?B:<F GEF4AB6<FP DNS E9D69D (D<E.2.7). %?G:54 DNS <ECB?P;G9FES 8?S 
D4;D9L9A<S 8B@9AAOI <@9A >B@CPRF9DB6 6 ip-48D9E4 (A4CD<@9D, <@9A< 
www.ftk.spbstu.ru EBCBEF46?S9FES 48D9E 195.19.212.13). � 8B@9A9 Windows 
>?<9AFE><9 >B@CPRF9DO E CB@BMPR DNS CB?GK4RF <AHBD@4J<R B 
>BAFDB??9D4I 8B@9A4 (5B?99 CB8DB5AB B5 QFB@ 6 E?98GRM<I ?45BD4FBDAOI),  
CBQFB@G IBFS 5O B8<A DNS E9D69D A9B5IB8<@. 
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$<E. 7. 'EF4AB6>4 DNS E9D69D4. 

%?98GRM99 B>AB CB;6B?S9F 6O5D4FP HGA>J<BA4?PAO= GDB69AP 8B@9A4. �E?< 
6O5D4FP GDB69AP Windows Server 2008, FB @O CB?GK<@ CB889D:>G 6E9I AB6OI 
HGA>J<=, AB 6 DB?< >BAFDB??9DB6 8B@9A4 E@B7GF 6OEFGC4FP FB?P>B >B@CPRF9DO 
E Windows Server 2008 (<, A469DAB9, 5B?99 AB6OI "% CBE?9 <I CBS6?9A<S). 
!4B5BDBF, 6O5BD GDB6AS Windows 2000 CB;6B?<F <ECB?P;B64FP >BAFDB??9DO E 
5B?99 EF4DO@< 69DE<S@< E9D69DAOI "% (Windows 2000 Server, Windows Server 
2003), AB A9 84EF <ECB?P;B64FP A9>BFBDO9 6B;@B:ABEF<, <@9RM<9ES FB?P>B 6 
Windows Server 2008. �?S ?45BD4FBDAOI 6O59D9@ GDB69AP Windows Server 2008. 
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$<E. 8. �O5BD HGA>J<BA4?PAB7B GDB6AS 8B@9A4. 

 
%?98GRM99 B>AB @4EF9D4 CB;6B?S9F 6O5D4FP D4ECB?B:9A<9 54;O >4F4?B74, 
H4=?B6 :GDA4?4 < E?G:95AB7B >4F4?B74 SYSVOL (6 A9@, 6 K4EFABEF<, ID4ASFES 
CB?<F<>< < E>D<CFO, ;4CGE>4RM<9ES CD< 6IB89 CB?P;B64F9?S 6 8B@9A).  B:AB 
EB7?4E<FPES E A4EFDB=>4@< CB G@B?K4A<R. � >BAJ9 A48B 5G89F ;484FP C4DB?P 
8?S 8B@9AAB= GK9FAB= ;4C<E< Administrator (CGEFP QFB EAB64 5G89F 
Serv08Saiu) < C9D9;47DG;<FP A4LG 6<DFG4?PAGR @4L<AG. #BE?9 C9D9;47DG;>< 
;4=8<F9 CB8 GK9FAB= ;4C<EPR Administrator. #BE?98A99 ;484A<9 3 EB;84A<9 
AB6B7B CB?P;B64F9?S. �?S QFB7B A48B ;4CGEF<FP 48@<A<EFD4F<6AGR BEA4EF>G 
Active Directory Users and Computers (Start-> Administrative Tools-> Active 
Directory Users and Computers) <?< @B:AB CB?GK<FP > A9= 8BEFGC <; B>A4 Server 
Manager, >4> CB>4;4AB A4 D<E.9. $4E>DB=F9 G;9?, EBBF69FEF6GRM<= A4L9@G 
8B@9AG, C9D9=8<F9 A4 >BAF9=A9D Users < 6O G6<8<F9 EC<EB> EB;84AAOI 
46FB@4F<K9E>< EF4A84DFAOI 7DGCC < GK9FAOI ;4C<E9=. � >BAF9>EFAB@ @9AR 
6O59D<F9 EB;84A<9 AB6B7B CB?P;B64F9?S (New->User) CGEFP <@S GK9FAB= ;4C<E< 
5G89F Labos, C4DB?P Lab0s123 (<@S < H4@<?<R CB?P;B64F9?S CD<8G@4=F9 
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E4@<). '>4:<F9, KFB CB?P;B64F9?R A9 A48B @9ASFP C4DB?P CD< C9D6B@ 6IB89. 
�B784 GK9FA4S ;4C<EP EB;84A4, CBCDB5G=F9 6B=F< CB8 A9= A4 E9D69D. �B?:AB 
CBS6<FPES EBB5M9A<9, KFB 89=EF6GRM4S CB?<F<>4 A9 CB;6B?S9F QFB E89?4FP. 
�9?B 6 FB@, KFB A4EFDB=>< CB G@B?K4A<R A9 CB;6B?SRF B5OKAO@ 
CB?P;B64F9?S@ ?B>4?PAB 6IB8<FP A4 >BAFDB??9D 8B@9A4. %B;84AA4S GK9FA4S 
;4C<EP A4@ CBA48B5<FES A4 E?98GRM9= ?45BD4FBDAB= D45BF9, >B784 @O 8B546<@ 
6 8B@9A D45BKGR EF4AJ<R.  

 
$<E.9. 'CD46?9A<9 8B@9AAO@< GK9FAO@< ;4C<ES@<. 

 
 
#$��&�+�%��3 $��"&� 7 27.  

"%!"�/ �� �!�%&$�$"��!�3 �" �!� WINDOWS: 
�"�����!�� �" #02&�$� � �" �!, $��"&� % '+�&!/ � 
��#�%3 � � �$'##� �  
 
*9?P D45BFO: 
!4GK<FPES 6OCB?ASFP 48@<A<EFD<DB64A<9 8B@9A4, 8B546?SFP >B@CPRF9D 
6 8B@9A, 6OCB?ASFP D45BFO E GK9FAO@< ;4C<ES@< < 7DGCC4@<. 
 
�ECB?P;G9@B9 CDB7D4@@AB9 B59EC9K9A<9  
�?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO CBA48B5<FES >B@CPRF9D E 
BC9D4J<BAAB= E<EF9@B= Microsoft Windows XP, Windows Server 2003 <?< Vista 
< GEF4AB6?9AAO@ CDB7D4@@AO@ B59EC9K9A<9@ Microsoft Virtual PC 2007 SP1 < 2 
CB87BFB6?9AAO9 6<DFG4?PAO9 @4L<AO E Windows Server 2008 < Windows Vista. 
� IB89 D45BFO 6<DFG4?PA4S @4L<A4 E Windows Vista 5G89F 8B546?9A4 6 8B@9A, 
8B@9AAO@ >BAFDB??9DB@ >BFBDB7B 6OEFGC49F Windows Server 2008.  
!4EFDB=>4 C4D4@9FDB6 E9F< 8?S 6<DFG4?PAOI @4L<A  
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�?S 6OCB?A9A<S D45BFO A4@ CBA48B5<FES A4EFDB<FP C4D4@9FDO E9F96OI 
CB8>?RK9A<= 6<DFG4?PAB= D45BK9= EF4AJ<< < E9D69D4. � E?GK49 9E?< 
>B@CPRF9D, A4 >BFBDB@ 6OCB?AS9FES ?45BD4FBDA4S D45BF4, A9 CB;6B?S9F 
B8AB6D9@9AAB ;4CGEF<FP 869 6<DFG4?PAO9 @4L<AO (E9D69D < D45BKGR 
EF4AJ<R), FB 8?S 6OCB?A9A<S ?45BD4FBDAB= CBA48B5SFES 864 >B@CPRF9D4, 
CB8>?RK9AAO9 > E9F<. 1FG >BAH<7GD4J<R < D4EE@BFD<@. %A4K4?4, 8B ;4CGE>4 
6<DFG4?PAOI @4L<A, E89?49@ A4EFDB=><, G>4;O64RM<9, KFB 6<DFG4?PA4S 
@4L<A4 5G89F <ECB?P;B64FP H<;<K9E><= E9F96B= 484CF9D. � >BAEB?< 
GCD46?9A<S Virtual PC 2007 6 E6B=EF64I 6<DFG4?PAB= @4L<AO A4=89@ CGA>F 
Networking < 6O59D9@ 8?S <ECB?P;B64A<S B8<A <; E9F96OI 484CF9DB6 A4L97B 
>B@CPRF9D4 (D<E.1). 

 
$<E.1. �O5BD «H<;<K9E>B7B» E9F96B7B 484CF9D4 6 E6B=EF64I 6<DFG4?PAB= 

@4L<AO. 
 
#BE?9 QFB7B D4;89?<@ES A4 C4DO, A4 B8AB@ >B@CPRF9D9 >4:8B= C4DO 
;4CGE>49FES 6<DFG4?PA4S @4L<A4 E Windows Server 2008, E>BAH<7GD<DB64AAB@ 
8?S D45BFO 6 >4K9EF69 >BAFDB??9D4 8B@9A4 (G A4E BA A4;64?ES S08). !4 8DG7B@ 
>B@CPRF9D9 ;4CGE>49@ 6<DFG4?PAGR @4L<AG E Windows Vista (6 A4L9@ >?4EE9 
@4L<A4 A4;O649FES Vista_dop). �IB8<@ E CD464@< 48@<A<EFD4FBD4. �?S S08 QFB 
GK9FA4S ;4C<EP Administrator E C4DB?9@ Serv08Saiu. �?S Vista_dop GK9FA4S 
;4C<EP Adm E C4DB?9@ 123qwe. !4 6<DFG4?PAOI @4L<A4I A4EFDB<@ CDBFB>B? 
TCP/IP v4 F4><@ B5D4;B@, KFB5O E9D69D E@B7 6;4<@B89=EF6B64FP E D45BK9= 
EF4AJ<9=, A9 @9L4S CDB6989A<R ?45BD4FBDAOI 8DG7<@< C4D4@<. �?S QFB7B, 
BF>DB9@ C4D4@9FDO E9F96B7B CB8>?RK9A<S A4 D45BK9= EF4AJ<< < E9D69D9. 
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!4CD<@9D, F4><@ B5D4;B@ Start->Control Panel->(CD< A9B5IB8<@BEF< 
C9D9>?RK49@ES > >?4EE<K9E>B@G 6<8G Classic View) Network and Sharing Center -
> EEO?>4 Manage Network Connections (#GE>-> #4A9?P GCD46?9A<S-> *9AFD 
GCD46?9A<S E9FS@< < B5M<@ 8BEFGCB@->'CD46?9A<9 E9F96O@< 
CB8>?RK9A<S@<). !4IB8<@ A4L9 CB8>?RK9A<9 (BAB 8B?:AB 5OFP 
98<AEF69AAO@), BF>DO649@ 97B E6B=EF64, A4IB8<@ CDBFB>B? TCP/IP v.4 < 
>ABC>B= Properties BF>DO649@ B>AB A4EFDB9> 8?S QFB7B CDBFB>B?4 (D<E.2). 

 
$<E.2. !4EFDB=>4 C4D4@9FDB6 TCP/IP. 

#9D9>?RK4F9?S@< G>4:<F9, KFB A4EFDB=>4 C4D4@9FDB6 5G89F BEGM9EF6?SFPES 
6DGKAGR (C9D9>?RK4F9?P Use the following IP address). �?S E9D69D4 ;4848<@: Ip 
48D9E 192.168.1yy.1 , 789 yy 386G;A4KAO= CBDS8>B6O= AB@9D >B@CPRF9D4 6 
>?4EE9 (192.168.101.1 8?S C9D6B7B); @4E>4 255.255.255.0; L?R; - <BEF46?S9@ 
CGEFO@> DNS 127.0.0.1 �?S D45BK9= EF4AJ<<, >BFBD4S 5G89F CB8>?RK4FPES > 
84AAB@G E9D69DG: Ip 48D9E 3192.168.1yy.2, 789 yy 3 AB@9D, F4>B= :9 >4> G 
E9D69D4 (192.168.101.2 8?S D45BK9= EF4AJ<<, CB8>?RK4RM9=ES > E9D69DG E 
48D9EB@ 192.168.101.1); @4E>4 3 255.255.255.0; L?R; 3 192.168.1yy.1; DNS 3 
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192.168.1yy.1. 19 &4><@ B5D4;B@, G A4E E9D69D < D45BK4S EF4AJ<S < E9D69D 
B>4:GFES 6 B8AB= ip-E9F<, 4 8DG7<9 C4DO «E9D69D - D45BK4S EF4AJ<S» 3 6 8DG7<I. 
+FB5O CDB69D<FP CD46<?PABEFPE89?4AAOI A4EFDB9> E D45BK9= EF4AJ<< 
6OCB?A<F9 >B@4A8G ping 192.168.1yy.1 (yy - 6 ;46<E<@BEF< BF AB@9D4 C4DO, 
A4CD<@9D ping 192.168.101.1) 9E?< 5G89F CB?GK9A BF69F, FB 6E9 E89?4AB 
CD46<?PAB, E9D69D 8BEFGC9A. �F4>, G A4E 6 B8AB= E9F< 9EFP E9D69D->BAFDB??9D 
8B@9A4 < D45BK4S EF4AJ<S, 6 8B@9A CB>4 A9 6>?RK9AA4S. #9D98 6OCB?A9A<9@ 
E?98GRM<I ;484A<= CDB69DPF9 A4 D45BK9= EF4AJ<< EBEF46 7DGCC 
�8@<A<EFD4FBDO < #B?P;B64F9?< (#GE>->#4A9?P GCD46?9A<S- >(>?4EE<K9E><= 
6<8) �8@<A<EFD<DB64A<9 -> 'CD46?9A<9 >B@CPRF9DB@ -> �B>4?PAO9 
CB?P;B64F9?< < 7DGCCO). !4 E9D69D9 BF>DB9@ BEA4EF>G 48@<A<EFD<DB64A<S 
Active Directory Users and Computers (Start->Administrative tools) < G598<@ES, 
KFB 6 >BAF9=A9D9 Computers A<K97B A9F. �EF4F<, 4 789 E4@ E9D69D S08, BA :9 
K?9A 8B@9A4?! �BAFDB??9DO 8B@9A4 A4IB8SFES 6 >BAF9=A9D9 Domain Controllers. 
&9C9DP, 48@<A<EFD<DGS D45BKGR EF4AJ<R, 8B546<@ 99 6 8B@9A. �?S QFB7B 
BF>DB9@ #4A9?P GCD46?9A<S, C9D9>?RK<@ES > >?4EE<K9E>B@G 6<8G < ;4CGEF<@ 
<AEFDG@9AF !<EF9@4.  
� BF>DO6L9@ES B>A9 A4=8<F9 D4;89? �@S >B@CPRF9D4, <@S 8B@9A4, C4D4@9FDO 
D45BK9= 7DGCCO, 6O59D<F9 EEO?>G �;@9A<FP C4D4@9FDO. � BF>DO6L9@ES B>A9 
A4 6>?48>9 �@S >B@CPRF9D4 A4:@<F9 >ABC>G �;@9A<FP. � G>4:<F9, KFB F9C9DP 
>B@CPRF9D 6>?RK9A 6 8B@9A (BA G A4E A4;O649FES saiu_test). �?S ;469DL9A<S 
QFB= BC9D4J<< CBA48B5<FES ?B7<A < C4DB?P GK9FAB= ;4C<E<, B5?484RM9= 
CD464@< 8B546?SFP CB?P;B64F9?9= 6 8B@9A. 1FB GK9FA4S ;4C<EP Administrator. 
+FB5O S6AB G>4;4FP, KFB GK9FA4S ;4C<EP 8B@9AA4S, <ECB?P;G=F9 CB?AB9 <@S 6 
6<89 saiu_test\Administrator. #BE?9 8B546?9A<S 6 8B@9A D45BKGR EF4AJ<R A48B 
C9D9;47DG;<FP. � QFB 6D9@S CDB69DPF9 A4 E9D69D9, KFB 6 8B@9A9 CBS6<?ES AB6O= 
>B@CPRF9D. �B=8<F9 A4 D45BKGR EF4AJ<R EA4K4?4 CB8 8B@9AAB= GK9FAB= 
;4C<EPR Labos (C4DB?P Lab0s123 3 QFG ;4C<EP @O EB;8464?< A4 CDBL?B= 
?45BD4FBDAB= D45BF9), CBFB@ CB8 ?B>4?PAB= ;4C<EPR Adm. #BE@BFD<F9, >4> 
<;@9A<?ES EBEF46 ?B>4?PAOI 7DGCC #B?P;B64F9?< < �8@<A<EFD4FBDO. !4 
E9D69D9 BF>DB=F9 BEA4EF>G Active Directory Users and Computers. � >BAF9=A9D9 
Users A4=8<F9 GK9FAGR ;4C<EP Labos. "F>DB=F9 99 E6B=EF64 (6 >BAF9>EFAB@ 
@9AR CGA>F Properties), A4 6>?48>9 Account A4=8<F9 >ABC>G Logon Hours & 
(D<E.3). "FD984>F<DG=F9 C4D4@9FDO F4><@ B5D4;B@, KFB5O 6D9@S 6OCB?A9A<S 
?45BD4FBDAB= D45BFO A9 CBC484?B 6 C9D<B8, D4;D9L9AAO= 8?S 6IB84 
CB?P;B64F9?S. #BCDB5G=F9 A4 D45BK9= EF4AJ<< ;4=F< CB8 CB?P;B64F9?9@ Labos. 
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$<E.3. $984>F<DB64A<9 D4EC<E4A<S D45BFO CB?P;B64F9?S. 

&9C9DP E89?4=F9 D4EC<E4A<9 F4><@, KFB5O CB?P;B64F9?P Labos @B7 6IB8<FP 6 
8B@9A 6 QFB 6D9@S. !B B7D4A<KPF9 C9D9K9AP >B@CPRF9DB6, A4 >BFBDO9 @B:9F 
6IB8<FP CB?P;B64F9?P (6>?48>4 Account >ABC>4 Logon to&) < <E>?RK<F9 
D45BKGR EF4AJ<R Vista_dop. #DB69DPF9 D45BFG A4EFDB=><. �9DA<F9 A4;48 
E89?4AAO9 <;@9A9A<S. #D< A9B5IB8<@BEF<, CB@9AS=F9EP 6 C4D9 < CDB89?4=F9 
?45BD4FBDAGR D45BFG 8?S 8DG7B7B EBK9F4A<S E9D69D-D45BK4S EF4AJ<S.  
 
#$��&�+�%��3 $��"&� 7 28.  

�� �!�%&$�$"��!�� (���"�"�" %�$��$�  
 
*9?P D45BFO: 
!4GK<FPES 6OCB?ASFP 48@<A<EFD<DB64A<9 H4=?B6B7B E9D69D4 
 
�ECB?P;G9@B9 CDB7D4@@AB9 B59EC9K9A<9  
�?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO �4@ CBA48B5<FES >B@CPRF9D E 
BC9D4J<BAAB= E<EF9@B= Microsoft Windows XP, Windows Server 2003 <?< Vista 
< GEF4AB6?9AAO@ CDB7D4@@AO@ B59EC9K9A<9@ Microsoft Virtual PC 2007 SP1. � 
F4>:9 2 CB87BFB6?9AAO9 6<DFG4?PAO9 @4L<AO E Windows Server 2008 < 
Windows Vista.  
�BCB?A<F9?PA4S A4EFDB=>4 6<DFG4?PAOI @4L<A  
� IB89 6OCB?A9A<S ?45BD4FBDAB= D45BFO A4@ CBA48B5<FES 8B546<FP 8<E>< > 
6<DFG4?PAB= @4L<A9. �?S QFB7B 6 >BAEB?< Virtual PC AG:AB 6O89?<FP 
6<DFG4?PAGR @4L<AG < >ABC>B= Settings BF>DOFP 99 C4D4@9FDO. !4=8<F9 
EC<EB> :9EF><I 8<E>B6 < A4 @9EF9 BFEGFEF6GRM97B 8<E>4 (A48C<EP «None») E 
CB@BMPR @4EF9D4, ;4CGE>49@B7B A4:4F<9@ >ABC>< Virtual Disk Wizard, EB;84=F9 
AB6O= 8<E>. #DBJ98GD4 8BEF4FBKAB CBASFA4 < A9 FD95G9F BEB5OI CBSEA9A<=. 
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#D< 6O5BD9 F<C4 8<E>4 BEF46PF9 A4EFDB=>G CB G@B?K4A<R Dynamically 
expanding (8<A4@<K9E>< G69?<K<64RM<=ES). �?S 6OCB?A9A<S 
D45BFO CBA48B5<FES CB8>?RK<FP 864 8<E>4 D4;@9DB@ CB 10 �5.

 
$<E.1. ">AB C4D4@9FDB6 6<DFG4?PAB= @4L<AO.  
&4>:9 <AB784 FD95G9FES CB8>?RK<FP > 6<DFG4?PAB= @4L<A9 C4C>G E 
«H<;<K9E>B7B» >B@CPRF9D4. � 6<DFG4?PAB= @4L<A9 BA4 5G89F BFB5D4:4FPES >4> 
E9F96B= 8<E>, KFB CB;6B?<FP BEGM9EF6?SFP B5@9A H4=?4@<. �?S QFB7B 6 
C4D4@9FD4I G:9 ;4CGM9AAB= 6<DFG4?PAB= @4L<AO A48B ;4=F< 6 D4;89? Shared 
Folders (D<E.4.2) <, A4:46 >ABC>G Share Folder CB8>?RK<FP > 6<DFG4?PAB= 
@4L<A9 6O5D4AAGR C4C>G.  
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$<E.2. #B8>?RK9A<9 C4C>< > 6<DFG4?PAB= @4L<A9.  
 
'CD46?9A<9 8<E>4@<  
&9C9DP D4EE@BFD<@ DS8 6BCDBEB6, E6S;4AAOI E BD74A<;4J<9= 8<E>B6B7B 
CDBEFD4AEF64 6 Windows Server 2008. �?S D45BFO E 8<E>4@< ;4CGEF<@ BEA4EF>G 
Server Manager < 6 A9= BF>DB9@ G;9? Storage < F4@ Disk Management (D<E.3). 
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$<E.3. ">AB BEA4EF>< Disk Management.  
 
�E?< �O 8B546<?< 864 AB6OI 6<DFG4?PAOI 8<E>4 (E@. CD98O8GM<= D4;89?), FB 
CD< BF>DOF<< Disk Management CBS6<FES B>AB E CD98?B:9A<9@ CB8>?RK<FP 
AB6O9 8<E>< > E<EF9@9 < 6O5D4FP <I F<C - MBR <?< GPT. �<E>< F<C4 MBR 
(«B5OKAO9» 8?S C9DEBA4?PAOI >B@CPRF9DB6 A4 59;9 CDBJ9EEBDB6 Intel < 
EB6@9EF<@OI) @B7GF <@9FP D4;@9D 8B 2 F9D454=F < CB889D:<64RF 8B 4 D4;89?B6 
A4 ?B7<K9E><= 8<E>. !B6O= F<C GPT <ECB?P;G9FES 8?S 8<E>B6 5B?PL97B B5N9@4 
< CB;6B?S9F EB;8464FP 8B 128 D4;89?B6. �?S A4L9= ?45BD4FBDAB= D45BFO 
6O59D9@ F<C MBR. #BE@BFD<F9 A4 EB;84AAO= CD< GEF4AB6>9 BC9D4J<BAAB= 
E<EF9@O 8<E>. �E?< �O 6A<@4F9?PAB 6OCB?A<?< C9D6GR ?45BD4FBDAGR D45BFG, 
FB E9=K4E 8B?:AO G6<89FP H<;<K9E><= 8<E> E F<CB@ Basic, ?B7<K9E><@ 8<E>B@ 
C: A4 30 7<7454=F, >G84 GEF4AB6?9A4 BC9D4J<BAA4S < E<EF9@4, < CD<@9DAB 10 
7<7454=F4@< E6B5B8AB7B CDBEFD4AEF64. &9C9DP 6 E6B5B8AB= B5?4EF< 8<E>4 
EB;848<@ AB6O= D4;89?. �?S QFB7B 6 >BAF9>EFAB@ @9AR (D<E.3) 6O59D9@ CGA>F 
New Simple Volume, G>4:9@, KFB 6E9 E6B5B8AB9 @9EFB BF6B8<FES CB8 D4;89?, 
A4;A4K<@ 5G>6G (A4CD<@9D, D: ) < 6O59D9@ HBD@4F<DB64A<9 6 H4=?B6GR 
E<EF9@G NTFS (CD< QFB@ D4;@9D >?4EF9D4 3 Allocation Unit Size 3 ?GKL9 
BEF46<FP CB G@B?K4A<R, 4 @9F>G FB@4 @B:AB <;@9A<FP A4 5B?99 
<AHBD@4F<6AGR, A4CD<@9D, TEST DATA). &4><@ B5D4;B@, @O EB;84?< 6FBDB= 
BEAB6AB= D4;89? A4 8<E>9 F<C4 basic. � CD98O8GM<I 69DE<SI Windows Server 
BEA4EF>4 Disk Management F4>:9 CB;6B?S?4 EB;8464FP < D4EL<D9AAO9 D4;89?O 
(extended partition). � A4K4?9 BEAB6AB7B D4;89?4 A4IB8<FES ;47DG;BKAO= E9>FBD 
(boot sector) < E A97B @B:9F ;47DG:4FPES BC9D4J<BAA4S E<EF9@4. $4EL<D9AAO= 
D4;89? ;47DG;BKAB7B E9>FBD4 A9 EB89D:<F, AB @B:9F 5OFP D4;89?9A A4 A9E>B?P>B 
?B7<K9E><I 8<E>B6 (BEAB6AB= D4;89? EB89D:<F FB?P>B B8<A ?B7<K9E><= 8<E>). 
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Windows Server 2008 CB889D:<649F D45BFG E D4EL<D9AAO@< D4;89?4@<, AB 
EB;8464FP <I @B:AB FB?P>B E CB@BMPR GF<?<FO >B@4A8AB= EFDB>< diskpart.exe. 
�B6BDS B AB6OI 6B;@B:ABEFSI Disk Management, AG:AB BF@9F<FP 6B;@B:ABEFP 
G@9APL<FP (shrink) <?< G69?<K<FP (extend) D4;@9D EGM9EF6GRM97B D4;89?4 
8<E>4. �?S 6OCB?A9A<S QF<I BC9D4J<= A48B M9?>AGFP A4 <;B5D4:9A<< D4;89?4 
CD46B= >?46<L9= @OL< < <; >BAF9>EFAB7B @9AR 6O5D4FP EBBF69FEF6GRMGR 
BC9D4J<R. $4EL<D<FP D4;89? A4 54;B6B@ 8<E>9 @B:AB FB?P>B 6 FB@ E?GK49, 9E?< 
A9CBED98EF69AAB ;4 A<@ 9EFP A9D4;@9K9AA4S B5?4EFP 8<E>4. &9C9DP C9D9=89@ > 
D4EE@BFD9A<R 8<A4@<K9E><I 8<E>B6. !B6O9 6B;@B:ABEF<, CD98BEF46?S9@O9 
84AAO@ F<CB@ 8<E>B6 3 EB;84A<9 B8AB7B ?B7<K9E>B7B 8<E>4 A4 A9E>B?P><I 
H<;<K9E><I, EB;84A<9 @4EE<6B6 8<E>B6 (RAID BF 4A7?. Redundant Array of 
Independent Disks @4EE<6 A9;46<E<@OI 8<E>B6 E <;5OFBKABEFPR). �F4>, G A4E 6 
6<DFG4?PAB= @4L<A9 CBS6<?<EP 864 AB6OI 8<E>4. #B G@B?K4A<R BA< <@9RF 
F<C Basic. !B <I @B:AB CD9B5D4;B64FP 6 F<C Dynamic 6BECB?P;B646L<EP 
>BAF9>EFAO@ @9AR, CBS6?SRM<@ES CD< M9?K>9 CD46B= >?46<L9= @OL< CB 
A4;64A<R 8<E>4 (D<E.4). �9;BC4EAB CD9B5D4;B64FP > 8<A4@<K9E>B@G F<CG @B:AB 
?R5B= 54;B6O= 8<E> (6 FB@ K<E?9, G:9 D4;@9K9AAO= < EB89D:4M<= 84AAO9). 
"5D4FAB9 CD9B5D4;B64A<9 BEA4EF>4 Disk Management BEGM9EF6<FP A9 CB;6B?S9F. 
#D9B5D4;G9@ 864 AB6OI 8<E>4 > F<CG Dynamic. !4 B8AB@ <; A<I EB;848<@ 
AB6O= FB@ (F<C Simple Volume), ;4A<@4RM<= 6E9 CDBEFD4AEF6B 8<E>4, CGEFP BA 
5G89F B5B;A4K9A 5G>6B= E:. !4 AB6B@ ?B7<K9E>B@ 8<E>9 EB;84=F9 >4><9-A<5G8P 
C4C>< <?< H4=?O. &9C9DP CD98CB?B:<@, KFB CBA48B5<?BEP G69?<K<FP B5N9@ 
?B7<K9E>B7B 8<E>4. �?S QFB7B ;489=EF6G9@ 6FBDB= «H<;<K9E><= 8<E>»: 6 
BEA4EF>9 Disk Management M9?>A<F9 CD46B= >?46<L9= @OL< A4 <;B5D4:9A<< 
8<E>4 E:, 6 >BAF9>EFAB@ @9AR 6O59D<F9 CGA>F Extend  Volume < E CB@BMPR 
@4EF9D4 8B546PF9 6E9 CDBEFD4AEF6B 6FBDB7B 8<E>4 > FB@G E:. "5D4F<F9 
6A<@4A<9, KFB CBE?9 QFB= BC9D4J<< F<C FB@4 E «CDBEFB7B» (simple volume) 
<;@9A<?ES A4 «EBEF46AB=» (spanned volume). 1F4 >BAH<7GD4J<S CB;6B?S9F 5B?99 
7<5>B GCD46?SFP 8<E>B6O@ CDBEFD4AEF6B@, AB A9 B5?4849F 
BF>4;BGEFB=K<6BEFPR. '598<@ES 6 QFB@ A4 E?98GRM9@ CD<@9D9. 
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$<E.4. �;@9A9A<9 F<C4 8<E>4 E basic A4 dynamic. 

 
$<E.5. �@<F<DG9@ BF>4; B8AB7B <; 8<E>B6 6 EBEF46AB@ FB@9. 

 
%A4K4?4 CDB69D<@, KFB EB;84AAO9 A4@< C4C>< < H4=?O BEF4?<EP A4 8<E>9 E:. 
&9C9DP 6O>?RK<@ 6<DFG4?PAGR @4L<AG < BF>?RK<@ FD9F<= 6<DFG4?PAO= 8<E> 
(A4 C9D6B@ G A4E BC9D4J<BAA4S E<EF9@4 < D4;89? 8?S 84AAOI, 4 6FBDB= < FD9F<= 
8<E>< ;4A<@4? 8<A4@<K9E><= FB@). #BE?9 BK9D98AB= ;47DG;>< 6<DFG4?PAB= 
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@4L<AO G6<8<@, KFB 8<E>4, EB;84AAB7B A4@< A4 8<A4@<K9E>B@ FB@9, 6 
CDB6B8A<>9 A9F. �E?< BF>DOFP BEA4EF>G Disk Management, FB G6<8<@, KFB 
EBEF46AB= FB@ A9D45BFBECBEB59A (D<E.5). �7B @B:AB G84?<FP, KFB5O 
<ECB?P;B64FP 8<E>B6B9 CDBEFD4AEF6B A4 D45BFBECBEB5AB@ H<;<K9E>B@ 8<E>9. 
!B QFB A9 CB;6B?<F CB?GK<FP 8BEFGC > ID4A<6L<@ES F4@ H4=?4@. �DB@9 
D4EE@BFD9AAOI CDBEFB7B < EBEF46AB7B FB@4, CD< <ECB?P;B64A<< A9E>B?P><I 
H<;<K9E><I 8<E>B6 @B:AB EB;8464FP E?98GRM<9 F<CO FB@B6: - K9D98GRM<=ES 
(stripped) 3 EBBF69FEF6G9F RAID 0, 6 @4EE<6 B5N98<ASRFES A9E>B?P>B 
H<;<K9E><I 8<E>B6, ;4C<EO649@O9 H4=?O 89?SFES A4 5?B><, >BFBDO9 
CBBK9D98AB ;4C<EO64RFES A4 D4;?<KAO9 8<E><. �4 EK9F QFB7B CB6OL49FES 
E>BDBEFP D45BFO (BC9D4J<< D4EC4D4??9?<64RFES @9:8G A9E>B?P><@< 
H<;<K9E><@< GEFDB=EF64@<), AB EA<:49FES A489:ABEFP, F.>. 6OIB8 <; EFDBS 
B8AB7B 8<E>4 CD<6B8<F > A98BEFGCABEF< 6E9I 84AAOI; - ;9D>4?PAO= <?< 
;9D>4?<DG9@O= (mirrored) 3 EBBF69FEF6G9F RAID 1, 6 @4EE<6 
B5N98<ASRFES 864 8<E>4, EB89D:<@B9 >BFBDOI 5G89F <89AF<KAB - 84AAO9 
;4C<EO64RFES B8AB6D9@9AAB A4 B54. #D< BF>4;9 B8AB7B <; 8<E>B6, 84AAO9 
@B7GF 5OFP EK<F4AO EB 6FBDB7B. !B C?4F4 ;4 5B?PLGR A489:ABEFP 3 
<;5OFBKABEFP, F.>. 8?S CB?P;B64F9?S 8BEFGCAB FB?P>B 50% EG@@4DAB7B 
CDBEFD4AEF64 8<E>B6, 6IB8SM<I 6 @4EE<6; - RAID 5 3 F4> A4;O649@O= 
K9D98GRM<=ES @4EE<6 E C9D9IB8SM<@ >BAFDB?9@ KTFABEF<; 6 @4EE<6 
B5N98<ASRF 3 <?< 5B?99 8<E>4, 84AAO9 ;4C<EO64RF 5?B>4@<, A4 6E9 8<E>< 
>DB@9 B8AB7B: A4 A97B C<LGFES >BAFDB?PAO9 EG@@O 8?S 5?B>B6. �E9 8<E>< CB 
BK9D98< <ECB?P;GRFES 8?S ;4C<E< 84AAOI < >BAFDB?PAOI EG@@. #D< BF>4;9 
B8AB7B <; 8<E>B6 6E9 84AAO9 @B:AB 6BEEF4AB6<FP CB EB89D:<@B@G BEF46L<IES. 
� QFB@ E?GK49 B59EC9K<649FES BF>4;BGEFB=K<6BEFP < <;5OFBKABEFP A<:9, K9@ 6 
E?GK49 RAID 1. �4:AB BF@9F<FP, KFB B5OKAB 6 E9D69DAOI E<EF9@4I RAID-
@4EE<6O BD74A<;GRFES E CB@BMPR 4CC4D4FAOI RAID->BAFDB??9DB6. 
#DB7D4@@AO9 D94?<;4J<< 8BCB?A<F9?PAB ;47DG:4RF J9AFD4?PAO= CDBJ9EEBD < 
CBQFB@G @9A99 CD98CBKF<F9?PAO. �?S GK95AOI J9?9= A4 @9EF9 D4;DGL9AAB7B 
EBEF46AB7B FB@4 EB;848<@ ;9D>4?PAO=. �?S QFB7B 6O>?RK<@ 6<DFG4?PAGR 
@4L<AG, EAB64 EB;848<@ FD9F<= 6<DFG4?PAO= 8<E> < ;47DG;<@ES. !4 86GI 
8<E>4I EB;848<@ ;9D>4?PAO= FB@ < ;4C<L9@ A4 A97B >4><9-A<5G8P H4=?O. 
�O>?RK<@ 6<DFG4?PAGR @4L<AG < BF>?RK<@ B8<A <; 8<E>B6. %AB64 
;47DG;<@ES. �4> < 6 CD98O8GM9@ E?GK49, 6 CDB6B8A<>9 8<E> 6<89A A9 5G89F. !B 
E CB@BMPR BEA4EF>< Disk Management (6 @9AR CBKF< F4>B@ :9, >4> A4 D<E.5) 
@B:AB 8?S E5B=AB7B FB@4 6O5D4FP BCJ<R Remove Mirror < <; A9D45BF4RM97B 
;9D>4?PAB7B FB@4 CB?GK<FP D45BFBECBEB5AO= B5OKAO=. &B?P>B 5G8PF9 
6A<@4F9?PAO CD< 6O5BD9 8<E>4, <E>?RK49@B7B <; @4EE<64. �E>?RK<FP A48B 
BF>4;46L<= 8<E> (4 A9 BEF46L<=ES D45BFBECBEB5AO@) <A4K9 84AAO9 5G8GF 
CBF9DSAO! � 9E?< AG:AB 6BEEF4AB6<FP «;9D>4?B», FB 6@9EFB 6O5O6L97B <; 
EFDBS, A48B GEF4AB6<FP 9M9 B8<A 8<E> < <ECB?P;B64FP 97B 8?S 6BEEF4AB6?9A<S.  
 
�6BFO < E9F96O9 C4C><  
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�?S CDB8B?:9A<S ?45BD4FBDAB= D45BFO A4@ CBA48B5<FES FB?P>B B8<A 
?B7<K9E><= 8<E> (84?99 5G89@ A4;O64FP 97B E: ), A9 EK<F4S FB7B, 789 
D4ECB?B:9A4 BC9D4J<BAA4S E<EF9@4. "EF4?PAO9 @B:AB G84?<FP <?< BEF46<FP 
8?S >4><I-FB 9M9 Q>EC9D<@9AFB6 #D98CB?B:<@, A4@ AG:AB D4;@9EF<FP A4 
E9D69D9 H4=?O CB?P;B64F9?9= A4L97B 8B@9A4. � 8?S QFB7B 5G89@ <ECB?P;B64FP 
8<E> E:. �4K4EFGR CD< 48@<A<EFD<DB64A<< H4=?B6B7B E9D69D4 6B;A<>49F 
A9B5IB8<@BEFP BFE?9:<64FP, E>B?P>B 8<E>B6B7B CDBEFD4AEF64 <ECB?P;G9FES 
>4:8O@ <; CB?P;B64F9?9= <, CD< A9B5IB8<@BEF<, B7D4A<K<64FP QFB ;A4K9A<9. 
%89?4FP QFB CB;6B?S9F @9I4A<;@ 8<E>B6OI >6BF. � CDB6B8A<>9 BF>DB=F9 B>AB 
E6B=EF6 8<E>4 E: (Start->Computer M9?KB> CD46B= >?46<L9= A4 8<E>9 E:, CGA>F 
Properties 6 >BAF9>EFAB@ @9AR). #9D9=8<F9 A4 6>?48>G Quota < BF@9FPF9 H?4:B> 
Enable quota management, GEF4AB6<F9 >4>GR-A<5G8P A95B?PLGR >6BFG 
(A4CD<@9D, 1  5) < CBDB7B6B9 ;A4K9A<9 8?S CD98GCD9:89A<S 48@<A<EFD4FBD4 
(BAB 8B?:AB 5OFP A9 5B?PL9 D4;@9D4 >6BFO, 4 K4M9 59D9FES KGFP @9APL9) 
(D<E.6). #DBE@BFD9FP F9>GM99 <ECB?P;B64A<9 8<E>B6OI >6BF @B:AB, A4:46 A4 
>ABC>G Quota Entries. 
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$<E.6. !4EFDB=>4 >6BF 8?S 8<E>4. 

 
�?S 84?PA9=L97B 6OCB?A9A<S ?45BD4FBDAB= D45BFO CDB69DPF9, KFB5O A4 
E9D69D9 5O?4 GEF4AB6?9A4 DB?P File Services (QFB 89?4?BEP 6 IB89 ?45BD4FBDAB= 
D45BFO 72). �E?< DB?< A9F, 8B546PF9 99. &9C9DP EB;848<@ A4 8<E>9 E: C4C>G < 
CD98BEF46<@ 99 6 B5M<= 8BEFGC. �?S QFB7B BF>DB9@ E6B=EF64 C4C>< < C9D9=89@ 
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A4 6>?48>G Sharing (D<E.7). �?S 5B?99 FBKAB= A4EFDB=>< B5M97B 8BEFGC4 6@9EFB 
>ABC>< Sharing A4:@<F9 Advanced Sharing. "F@9FPF9 C9D9>?RK4F9?P Share this 
folder < 6698<F9 <@S B5M9= C4C>< (CB G@B?K4A<R, CB8EF46?S9FES F4>B9 :9, >4> 
<@S C4C>< A4 8<E>9). �E?< CBA48B5<FES EB;84FP C4C>G, >BFBD4S A9 5G89F 
BFB5D4:4FPES 6 «%9F96B@ B>DG:9A<<», FB 6 >BAJ9 99 <@9A< EF46<FES ;A4> $. !B 
6 A4L9@ E?GK49 QFB7B A9 FD95G9FES. 

 
$<E.7. !4EFDB=>4 B5M97B 8BEFGC4 8?S C4C><. 
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$<E.8. !4EFDB=>4 B5M97B 8BEFGC4 > C4C>9 (CDB8B?:9A<9). 

 
&9C9DP A4:@<F9 >ABC>G Permissions, KFB5O BFD984>F<DB64FP D4;D9L9A<S 8?S 
CB?P;B64F9?9=. �O G6<8<F9, KFB 7DGCC4 Everyone <@99F D4;D9L9A<9 A4 KF9A<9 
(Read). �B546<@ 6 EC<EB> (>ABC>4 Add) 8B@9AAB7B CB?P;B64F9?S Labos < 848<@ 
9@G CB?AO= 8BEFGC > H4=?4@ C4C>< (D4;D9L9A<9 Full Control). &GF A48B 
BF@9F<FP, KFB A4 H4=?B6B= E<EF9@9 NTFS F4>:9 GEF4A46?<64RFES D4;D9L9A<S 
A4 D45BFG E H4=?4@< < C4C>4@< (<I @B:AB CDBE@BFD9FP 6 E6B=EF64I H4=?4 <?< 
C4C>< A4 6>?48>9 Security). #D< 8BEFGC9 > C4C>9 ?B>4?PAB, D45BF4RF FB?P>B 
D4;D9L9A<S NTFS. #D< 8BEFGC9 > C4C>9 K9D9; E9FP ED454FO64RF < D4;D9L9A<S 
NTFS, < D4;D9L9A<S A4 B5M<= 8BEFGC (<FB7B6B9 D4;D9L9A<9 3 A4<@9APL99 <;  
86GI). 
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$<E.9. #B<E> C4C>< 6 E9F<. 

&9C9DP ;4CGE>49@ D45BKGR EF4AJ<R E BC9D4J<BAAB= E<EF9@B= Windows Vista 
(>4> < CD< 6OCB?A9A<< ?45BD4FBDAB= D45BFO 7 3 6 A4L9@ GK95AB@ >?4EE9 
89?<@ES C4D4@< 3 A4 B8AB@ >B@CPRF9D9 Windows Server, A4 8DG7B@ 3 6IB8SM4S 
6 QFBF 8B@9A D45BK4S EF4AJ<S). !4 D45BKGR EF4AJ<R ;4IB8<@ CB8 GK9FAB= 
;4C<EPR Labos < ;4CGE>49@ Windows Explorer. "F>DO649@ G;9? Network (D<E.9), 
A4IB8<@ A4L E9D69D < BF>DO649@ E9F96GR C4C>G. �4C<EO649@ 6 A99 A9E>B?P>B 
H4=?B6, KFB5O <I EG@@4DAO= D4;@9D 5O? 5B?PL9 1  97454=F4. !4 E9D69D9 
BF>DB9@ <AHBD@4J<R B5 <ECB?P;B64A<< >6BF (>ABC>4 Quota Entries D<E.6). &4@ 
�O 8B?:AO G6<89FP, KFB CB?P;B64F9?P Labos CD96OE<? ?<@<F. !B CB>4 9@G 
C<E4FP H4=?O A4 8<E> A9 ;4CD9M49FES. %D454FO649F F4> A4;O649@4S @S7>4S 
(soft) >6BF4, >BFBD4S CB;6B?S9F CDB<AHBD@<DB64FP 48@<A<EFD4FBD4. �E?< 6 
A4EFDB=>4I >6BF (D<E.6) BF@9F<FP C9D9>?RK4F9?P Deny disk space to users 
exceeding quota limit, FB 5G89F GEF4AB6?9A4 :9EF>4S (hard) >6BF4 < CB?P;B64F9?P 
A9 E@B:9F 5B?PL9 ;4C<EO64FP H4=?O A4 QFBF 8<E>. 'EF4AB6<F9 :9EF>GR >6BFG, 
CDB69DPF9 99 D45BFG. 
 
#$��&�+�%��3 $��"&� 7 29.  

�� �!�%&$�$"��!�� (���"�"�" %�$��$� #$"�"���!��)  
 
*9?P D45BFO: 
!4GK<FPES 6OCB?ASFP 48@<A<EFD<DB64A<9 H4=?B6B7B E9D69D4 

 
�ECB?P;G9@B9 CDB7D4@@AB9 B59EC9K9A<9  
�?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO CBA48B5<FES >B@CPRF9D E 
BC9D4J<BAAB= E<EF9@B= Microsoft Windows XP, Windows Server 2003 <?< Vista 
< GEF4AB6?9AAO@ CDB7D4@@AO@ B59EC9K9A<9@ Microsoft Virtual PC 2007 SP1. � 
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F4>:9 2 CB87BFB6?9AAO9 6<DFG4?PAO9 @4L<AO E Windows Server 2008 < 
Windows Vista.  
 
'CD46?9A<9 B5M<@< C4C>4@<  
";A4>B@<@ES E DS8B@ <AEFDG@9AFB6, GCDBM4RM<I 48@<A<EFD<DB64A<9 
H4=?B6B7B E9D69D4. #9D64S ;484K4 3 CB?GK9A<9 <AHBD@4J<< B5B 6E9I C4C>4I A4 
>B@CPRF9D9, CD98BEF46?S9@OI 6 B5M<= 8BEFGC. �9 @B:AB D9L<FP E CB@BMPR 
BEA4EF>< Shared Folders, 6IB8SM9= 6 EBEF46 BEA4EF>< Computer Management 
(Start->Administrative Tools- > Computer Management, D<E.5.1). �4> 6<8AB A4 
D<EGA>9, 6 C4C>9 Shares @B:AB CDBE@BFD9FP EC<EB> <@9RM<IES A4 E9D69D9 
C4CB> E B5M<@ 8BEFGCB@, <I D4ECB?B:9A<9, K<E?B F9>GM<I CB8>?RK9A<= 
CB?P;B64F9?9=. "F>DO6 E6B=EF64 C4C><, @B:AB CDBE@BFD9FP D4;D9L9A<S, 
BCG5?<>B64FP C4C>G 6 >4F4?B79 Active Directory (9E?< E9D69D 6IB8<F 6 8B@9A), 
GEF4AB6<FP @4>E<@4?PAB9 K<E?B B8AB6D9@9AAOI CB8>?RK9A<= (CB G@B?K4A<R 
EF46<FES @4>E<@4?PAB 8BCGEF<@B9, ;46<ESM99 BF F<C4 ?<J9A;<< E9D69D4). 

 
$<E.1. "EA4EF>4 Shared Folders. 

�AHBD@4J<R B F9>GM<I E9EE<SI (>4><9 CB?P;B64F9?< CB8>?RK9AO, K<E?B 
BF>DOFOI H4=?B6 < F.8.) < BF>DOFOI H4=?4I @B:AB CB?GK<FP, BF>DO6 C4C>< 
Sessions < Open Files BEA4EF>< Shared Folders.  
�444A<5. �F>DB=F9 BEA4EF>G Shared Folders, CDBE@BFD<F9 <AHBD@4J<R B 
C4C>4I E B5M<@ 8BEFGCB@.  
�; >B@4A8AB= EFDB>< CB?GK<FP <AHBD@4J<R B C4C>4I 6 B5M9@ 8BEFGC9 
CB;6B?S9F >B@4A84 net share. �9 ;4CGE> 59; 8BCB?A<F9?PAOI C4D4@9FDB6 
CD<6989F > CB?GK9A<R EC<E>4 6E9I <@9RM<IES C4CB>: 
C:\Users\Administrator>net share Share name Resource Remark 
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------------------------------------------------------------------------- 
C$ C:\ Default share IPC$ Remote IPC 
ADMIN$ C:\Windows Remote Admin 
DATA E:\DATA 
NETLOGON C:\Windows\SYSVOL\sysvol\test.domain\SCRIPTS 
Logon server share 
SYSVOL C:\Windows\SYSVOL\sysvol Logon server share 
The command completed successfully. 
#B8DB5AGR <AHBD@4J<R B C4C>9 @B:AB CB?GK<FP, ;4CGEF<6 >B@4A8G net share 
<@S_C4C><. % CB@BMPR net share F4>:9 @B:AB CD98BEF46?SFP B5M<= 8BEFGC > 
C4C>9, BF@9ASFP 97B, @9ASFP C4D4@9FDO, F.9. 89?4FP 6E9 F9 BC9D4J<<, >BFBDO9 
D4A99 CDB89?O64?<EP A4@< ED98EF64@< E 7D4H<K9E><@ <AF9DH9=EB@. 
#DBE@BFD9FP EC<EB> C4CB>, CD98BEF46?S9@OI 6 B5M<= 8BEFGC G84?9AAO@ 
>B@CPRF9DB@ @B:AB E CB@BMPR >B@4A8O net view.  
!4CD<@9D: C:\Users\Administrator>net view \\server1 Shared resources at \\server1 
Share name Type Used as Comment  
------------------------------------------------------ 
DATA Disk NETLOGON Disk Logon server share SYSVOL Disk Logon server 
share  
The command completed successfully.  
�444A<5. �4CGEF<F9 D45BKGR EF4AJ<R (6<DFG4?PAGR @4L<AG E �! Windows 
Vista). ! CB@BMPR >B@4A8O net view CDBE@BFD<F9 E A99 EC<EB> C4CB> 
CD98BEF46?S9@OI 6 B5M<= 8BEFGC E9D69DB@ S08. !D46A<F9 EB EC<E>B@, 
>BFBDO= 6B;6D4M49F >B@4A84 net share, 6OCB?A9AA4S A4 E9D69D9. �B ECD46>9 
A4=8<F9 >?RK >B@4A8O net view, >BFBDO= CB;6B?<F CB?GK<FP CB?AO= EC<EB> 
C4CB>.  
#4C>G, CD98BEF46?S9@GR 8DG7<@ >B@CPRF9DB@ 6 B5M<= 8BEFGC, @B:AB 
CB8>?RK<FP 6 >4K9EF69 E9F96B7B 8<E>4. 1FB @B:AB E89?4FP <; B>A4 Windows 
Explorer, A4=8S 6 D4;89?9 Network AG:AO= >B@CPRF9D, BF>DO6 EC<EB> 
CD98BEF46?S9@OI 6 B5M<= 8BEFGC C4CB> < 6 >BAF9>EFAB@ @9AR AG:AB= C4C><, 
6O5D46 CGA>F Map Network Drive (D<E.2). � BF>DO64RM9@ES CBE?9 QFB7B B>A9 
@B:AB 6O5D4FP 5G>6G 8?S B5B;A4K9A<S E9F96B7B 8<E>4, BF@9F<FP, A48B ?< 
CB8>?RK4FP 8<E> CD< E?98GRM9@ E94AE9 D45BFO 6 E<EF9@9 (CB G@B?K4A<R 3 
«84»), 9E?< CB8>?RK9A<9 > E9F96B@G D9EGDEG AG:AB CDB6B8<FP BF <@9A< 8DG7B= 
GK9FAB= ;4C<E<, @B:AB 669EF< <@S CB?P;B64F9?S < C4DB?P. "F>?RK<FP E9F96B= 
8<E> @B:AB, 6O5D46 6 97B >BAF9>EFAB@ @9AR CGA>F Disconnect. �A4?B7<KAO9 
89=EF6<S <; >B@4A8AB= EFDB>< @B:AB 6OCB?A<FP E CB@BMPR >B@4A8O net use. 
!4CD<@9D, net use F: \\server1\data CB8>?RK<F 6 >4K9EF69 E9F96B7B 8<E>4 F: 
C4C>G data E >B@CPRF9D4 server1. � net use F: /delete BF>?RK<F E9F96B= 8<E> F:.  
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�444A<5. �4 D45BK9= EF4AJ<< CB8>?RK<F9 C4C>G E E9D69D4 6 >4K9EF69 E9F96B7B 
8<E>4. 

 
$<E.2. #B8>?RK9A<9 E9F96B7B 8<E>4. 

&9C9DP CB;A4>B@<@ES E 8BCB?A<F9?PAO@< ED98EF64@< 48@<A<EFD<DB64A<S 
H4=?B6B7B E9D69D4. % CB@BMPR File Server Resource Manager @B:AB, A4CD<@9D, 
GEF4A46?<64FP >6BFO A4 BF89?PAO9 C4C>< <?< B7D4A<K<FP C9D9K9AP F<CB6 
H4=?B6, >BFBDO9 CB?P;B64F9?P @B:9F ID4A<FP A4 E9F96B@ 8<E>9. 1FB ED98EF6B 
8B546?S9FES >4> BF89?PA4S E?G:54 DB?< File Services. �4CGEF<F9 Server Manager, 
BF>DB=F9 G;9? Roles < 6 A9@ G;9? File Services (D<E.3). #DB69DPF9, GEF4AB6?9A4 
?< E?G:54 File Server Resource Manager. �E?< A9 GEF4AB6?9A4, 8B546PF9 99. #D< 
8B546?9A<< E?G:5O CBS6<FES ;4CDBE, EBEFBSA<9 >4><I 8<E>B6 5G89F 
BFE?9:<64FP 84AA4S E?G:54 (D<E.4). !4E 5G89F <AF9D9EB64FP 8<E>, 6O89?S9@O= 
8?S ID4A9A<S H4=?B6 CB?P;B64F9?9= E9F<. !4 D<EGA>9 4 QFB 8<E> E:. &4>:9 
6O6B8<FES EC<EB> HBD@<DG9@OI BFK9FB6, >BFBDO= @B:AB BF>BDD9>F<DB64FP, 
A4:46 >ABC>G Options. %?98GRM99 B>AB @4EF9D4 GEF4AB6>< File Server Resource 
Manager CB;6B?S9F G>4;4FP CGFP > C4C>9, 789 5G8GF ID4A<FPES 79A9D<DG9@O9 
BFK9FO. #D< A9B5IB8<@BEF<, @B:AB E>BAH<7GD<DB64FP 46FB@4F<K9E>GR 
BFCD46>G BFK9FB6 48@<A<EFD4FBDG CB Q?9>FDBAAB= CBKF9. 
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$<E.3. !45BD E?G:5 DB?< File Services. 

 
$<E.4. 'EF4AB6>4 E?G:5O File Server Resource Manager. 

 



263 
 

263 

�444A<5. �B546PF9 BEA4EF>G File Server Resource Manager. �OCB?A<F9 
A4EFDB=>G < CB69D>G >6BF < B7D4A<K9A<= A4 EB89D:<@B9 6 EBBF69FEF6<< E 
CD<6B8<@O@ A<:9 BC<E4A<9@. #BE?9 GEF4AB6>< 6 D4;89?9 Administrative  
Tools CBS6<FES BEA4EF>4 File Server Resource Manager (D<E.5). � BEA4EF>9 9EFP 
FD< G;?4 3 Quota Management (CB;6B?S9F GEF4A46?<64FP >6BFO A4 C4C>< <?< 
8<E><), File Screening Management (CB;6B?S9F BCD989?<FP, >4><9 H4=?O A9?P;S 
;4C<EO64FP 6 C4C><) < Storage Reports Management (8?S D45BFO E BFK9F4@<). 
!4KA9@ E EB;84A<S >6BFO A4 C4C>G. +FB5O D9;G?PF4FO 6OCB?A9A<S CD98O8GM9= 
D45BFO  A9 B>4;O64?< 6?<SA<S, CDB69DPF9, KFB5O 6 E6B=EF64I 6O5D4AAB7B 8?S 
Q>EC9D<@9AFB6 8<E>4 5O?< BF>?RK9AO >6BFO A4 8<E>. $4E>DB9@ G;9? Quota 
Management (D<E.5), 6 A9@ 869 C4C>< 3 >6BFO < L45?BAO >6BF. 
#D98GEF4AB6?9AAO9 L45?BAO (E >6BF4@< 100, 200, 500 MB) A4@ 8?S 
Q>EC9D<@9AF4 A9 CB8B=8GF 3 E?<L>B@ 5B?PL<9 >6BFO. #BQFB@G EB;848<@ >6BFG, 
A9 <ECB?P;GS L45?BA. �O89?<@ C4C>G Quotas < 6 >BAF9>EFAB@ @9AR 6O59D9@ 
EB;84A<9 AB6B= >6BFO (Create Quota&). 'EF4AB6<@ A4 C4C>G, CD98BEF46?S9@GR 
6 B5M<= 8BEFGC, :9EF>GR >6BFG 6 10 MB (D<E.6), F.>. 7BFB6B7B L45?BA4 G A4E 
A9F, A48B 6O5D4FP 6 B>A9 Define custom properties <, A4:46 >ABC>G Custom 
Properties & , BCD989?<FP D4;@9D < F<C >6BFO. !4 BEAB69 ;484AAOI C4D4@9FDB6 
@B:AB 5G89F EB;84FP AB6O= L45?BA (QFB 5G89F CD98?B:9AB 6 E?98GRM9@ B>A9 
@4EF9D4), AB 8?S A4L<I J9?9= QFB A9 B5S;4F9?PAB. 

 
$<E.5. "EA4EF>4 File Server Resource Manager. 
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$<E.6. %B;84A<9 >6BFO A4 C4C>G. 

% D45BK9= EF4AJ<< CB8 GK9FAB= ;4C<EPR Labos ;4C<L<F9 6 B5MGR C4C>G A4 
E9D69D9 (CB8>?RK9AAGR >4> E9F96B= 8<E>) >4><9-A<5G8P H4=?O 8B 
ED454FO64A<S >6BFO. "5D4F<F9 6A<@4A<9, 9E?< 6 Windows Explorer BF>DOFP 
E6B=EF64 E9F96B7B 8<E>4, FB 97B D4;@9D 5G89F D46AO@ GEF4AB6?9AAB= >6BF9. 
$45BF4S A4 E9D69D9 CB8 GK9FAB= ;4C<EPR Administrator, CBCDB5G=F9 ;4C<E4FP 6 
CD98BEF46?S9@GR 6 B5M<= 8BEFGC C4C>G >4><9-A<5G8P H4=?O. �B?:A4 
ED45BF4FP >6BF4, A9 CB;6B?SRM4S QFB E89?4FP. �4AAO= CD<@9D CB>4;O649F 
D4;A<JG @9:8G >6BF4@< A4 8<E>, >BFBDO9 @O GEF4A46?<64?< 6 CD98O8GM9= 
D45BF9, < >6BF4@<, EB;84649@O@< E CB@BMPR File Server Resource Manager. � 
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C9D6B@ E?GK49, >6BF4 GEF4A46?<649FES 8?S >4:8B7B CB?P;B64F9?S 
<A8<6<8G4?PAB, 6B 6FBDB@ 3 8?S C4C><, A9 ;46<E<@B BF FB7B, >4><9 CB?P;B64F9?< 
FG84 ;4C<EO64RF H4=?O. "K<EF<@ C4C>G BF ;4C<E4AAOI H4=?B6 (KFB5O >6BFO 
A9 ED454FO64?<). %AB64 BF>DB9@ BEA4EF>G File Server Resource Manager, F9C9DP 
A4E 5G89F <AF9D9EB64FP G;9? File Screening Management. �89EP @B:AB EB;84FP 
B7D4A<K9A<9 CB F<CG ;4C<EO649@OI A4 8<E> (6 C4C>G) H4=?B6. !4CD<@9D, 9E?< 
H4=?B6O= D9EGDE CD98A4;A4K49FES FB?P>B 8?S ID4A9A<S 8B>G@9AFB6, @B:AB 
;4CD9F<FP ;4C<EP FG84 @G?PF<@98<=AOI < <ECB?AS9@OI H4=?B6.  
#DBE@BFD<F9 EC<EB> CD98GEF4AB6?9AAOI L45?BAB6. �BECB?P;G9@ES L45?BAB@ 
Block Image Files, KFB5O ;4CD9F<FP ;4C<EP 6 A4LG C4C>G H4=?B6 <;B5D4:9A<=. 
!4 97B BEAB69 EB;848<@ AB6B9 B7D4A<K9A<9 (D<E.7,8). #BCDB5G=F9 EA4K4?4 E 
E9D69D4, CBFB@ E D45BK9= EF4AJ<< ;4C<E4FP >4DF<A>G 6 C4C>G. '598<F9EP, KFB 
B7D4A<K9A<9 D45BF49F. � ;4>BAK<@ ;A4>B@EF6B E BEA4EF>B= File Server Resource 
Manager EB;84A<9@ BFK9F4.  

 
$<E.7. %B;84A<9 B7D4A<K9A<9 A4 EB89D:<@B9 A4 54;9 L45?BA4. 
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$<E.8. %B;84A<9 B7D4A<K9A<9 A4 EB89D:<@B9 A4 54;9 L45?BA4 (CDB8B?:9A<9).  
%AB64 ;4C<L9@ 6 A4LG C4C>G >4><9-A<5G8P H4=?O. � BEA4EF>9 C9D9=8<F9 A4 
G;9? Storage Reports Management, M9?>A<F9 A4 A9@ CD46B= >?46<L9= < 
6O59D<F9 6 >BAF9>EFAB@ @9AR Generate Reports Now& 
� BF>DO6L9@ES B>A9 6O59D<F9 C4C>G, 8?S >BFBDB= 5G89F EB;8464FPES BFK9F, < 
F<CO BFK9FB6 (A4E 5G89F <AF9D9EB64FP <ECB?P;B64A<9 >6BF 3 D<E.9). � 
E?98GRM9@ B>A9 CB8F69D8<F9, KFB AG:AB E79A9D<DB64FP BFK9F < BFB5D4;<FP 
«CDS@B E9=K4E», < CBE?9 EB;84A<S BFK9F 5G89F BF>DOF 6 5D4G;9D9.  
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$<E.9. �484A<9 C4D4@9FDB6 BFK9F4. 

 
#$��&�+�%��3 $��"&� 7 30.  

��&"!" !/� (���/. %�'��� DFS  
  
*9?P D45BFO: 
!4GK<FPES D45BF4FP E 46FBAB@AO@< H4=?4@<. 
 
�ECB?P;G9@B9 CDB7D4@@AB9 B59EC9K9A<9  
�?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO �4@ CBA48B5<FES >B@CPRF9D E 
BC9D4J<BAAB= E<EF9@B= Microsoft Windows XP, Windows Server 2003 <?< Vista 
< GEF4AB6?9AAO@ CDB7D4@@AO@ B59EC9K9A<9@ Microsoft Virtual PC 2007 SP1.  
�6FBAB@AO9 H4=?O  
� IB89 6OCB?A9A<S CD98O8GM9= D45BFO @O D4;B5D4?<EP, >4> @B:AB 
CB8>?RK<FP CD98BEF46?9AAGR 6 B5M<= 8BEFGC C4C>G 6 >4K9EF69 E9F96B7B 8<E>4. 
!B CD< A4EFDB=>4I CB G@B?K4A<R, >4> FB?P>B CB?P;B64F9?P BF>?RK<FES BF E9F<, 
H4=?O A4 QFB@ 8<E>9 EF4AGF 8?S A97B A98BEFGCAO.  
�444A<5. !B;84=F9 A4 E9D69D9 C4C>G < ;4C<L<F9 6 A99 F9>EFB6O= H4=?. 
�D98BEF46PF9 C4C>G 6 B5M<= 8BEFGC, 84=F9 6E9 CD464 A4 A99 CB?P;B64F9?R 
labos < CB8>?RK<F9 99 > D45BK9= EF4AJ<< 6 >4K9EF69 E9F96B7B 8<E>4 (>B@4A8B= 
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net use <?< <; 7D4H<K9E>B7B <AF9DH9=E4). �F>DB=F9 H4=? E D45BK9= EF4AJ<< 
(;4=8S CB8 GK9FAB= ;4C<EPR labos), 6A9E<F9 6 A97B <;@9A9A<S, ;4>DB=F9 H4=?. 
�F>?RK<F9 6<DFG4?PAGR @4L<AG BF E9F< (�GE>->�4A9?P GCD46?9A<S -> 

&9AFD GCD46?9A<S E9FS@< < B5M<@ 8BEFGCB@-> #CD46?9A<9 E9F96O@< 
CB8>?RK9A<S@<) - D<E.1. #598<F9EP, KFB H4=?O E E9F96B7B 8<E>4 A98BEFGCAO. 
!AB64 CB8>?RK<F9 6<DFG4?PAGR @4L<AG > E9F<.  

$<E.1. "F>?RK9A<9 E9F96B7B GEFDB=EF64. 
&9C9DP A4 E9D69D9 CBE@BFD<@ A4 E6B=EF64 C4C><, CD98BEF46?S9@B= 6 B5M<= 
8BEFGC. !4 6>?48>9 Sharing A4:@<F9 >ABC>G Advanced Sharing < F4@ >ABC>G 
Caching. #BS6<FES B>AB E A4EFDB=>4@< C4D4@9FDB6 >QL<DB64A<S (D<E.2). #D< 
A4EFDB=>4I CB G@B?K4A<R, S6AB G>4;4AAO9 CB?P;B64F9?9@ H4=?O <; 
CD98BEF46?S9@B= 6 B5M<= 8BEFGC C4C>< 5G8GF 9@G 8BEFGCAO, >B784 BA 
BF>?RK9A BF E9F<. �FBDB= 64D<4AF 3 6E9 BF>DO649@O9 H4=?O < C4C>< 5G8GF 
8BEFGCAO. &D9F<= 3 >QL<DB64A<9 BF>?RK9AB. "EF46<@ A4EFDB=>G CB 
G@B?K4A<R < D4;59D9@ES, >4> :9 D45BF49F @9I4A<;@ >QL<DB64A<S H4=?B6. 
$<E.2. !4EFDB=>4 C4D4@9FDB6 >QL<DB64A<S. $45BF4 E F4> A4;O649@O@< 
46FBAB@AO@< H4=?4@<, BD74A<;G9FES E?98GRM<@ B5D4;B@. �E?< A4EFDB=>< A4 
E9D69D9 < >?<9AF9 CB;6B?SRF, 6O5D4AAO9 H4=?O E E9F96B7B 8<E>4 ;4C<EO64RFES 
6 ?B>4?PAO= >QL (EC9J<4?PAGR B5?4EFP 8<E>B6B7B CDBEFD4AEF64) A4 
>B@CPRF9D9 >?<9AF4 < EF4AB6SFES 9@G 8BEFGCAO, 84:9 9E?< >B@CPRF9D 
BF>?RK9A BF E9F<. % A4EFDB=>4@< A4 EFBDBA9 E9D69D4 @O D4;B5D4?<EP, F9C9DP 
CBE@BFD<@, KFB @B:AB A4EFDB<FP A4 >?<9AF9.  
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$<E.3. !4EFDB=>4 46FBAB@AOI H4=?B6. 

!4 6<DFG4?PAB= @4L<A9 E Windows Vista BF>DB=F9 #4A9?P GCD46?9A<S < F4@ 
�6FBAB@AO9 H4=?O (D<E.3). #B G@B?K4A<R 6 Windows Vista CB889D:>4 
46FBAB@AOI H4=?B6 6>?RK9A4 (4 6 Windows Server 2008 3 6O>?RK9A4, KFB 
?B7<KAB, F.>. E9D69D 3 QFB A9 ABGF5G>, < 97B A9K4EFB BF>?RK4RF BF E9F<, KFB5O 
D45BF4FP A4 A9@ 8B@4).  
�444A<5. �4 6<DFG4?PAB= @4L<A9 E Windows Vista BF>DB=F9 CB8>?RK9AAO= 
E9F96B= 8<E>. �4 A9@ EB;84=F9 C4C>G. !89?4=F9 99 46FBAB@AB 8BEFGCAB= (CB 
M9?K>G CD46B= >?46<L9= @OL< 6O59D<F9 <; >BAF9>EFAB7B @9AR «�E9784 
8BEFGCAO 6 46FBAB@AB@ D9:<@9»). �B@9EF<F9 FG84 H4=?O. �4> < 6 
CD98O8GM9@ E?GK49, BF>?RK<F9 6<DFG4?PAGR @4L<AG BF E9F<. #598<F9EP, 
KFB H4=?O <; 46FBAB@AB= C4C>< 8BEFGCAO.�A9E<F9 6 46FBAB@AO9 H4=?O 
>4><9-A<5G8P <;@9A9A<S. �B8>?RK<F9 E9FP. � �4A9?< GCD46?9A<S BF>DB=F9 
&9AFD E<AIDBA<;4J<<. �4CGEF<F9 6DGKAGR E<AIDBA<;4J<R 46FBAB@AOI H4?B6. 
�DB69DPF9, KFB <;@9A9AAO9 H4=?O CBS6<?<EP < A4 E9D69D9. �BE@BFD<F9 
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64D<4AF A4EFDB=>< E<AIDBA<;4J<< 46FBAB@AOI H4=?B6 CB D4EC<E4A<R (6 
K4EFABEF< 3 CB EB5OF<S@, F4><@ >4> 6IB8 6 E<EF9@G < F.C.) DFS %?G:54 DFS 
CB;6B?S9F EB;84FP B5MGR <9D4DI<R H4=?B6OI D9EGDEB6, CD98BEF46?S9@OI 6 
B5M<= 8BEFGC A9E>B?P><@< E9D69D4@<. #D< QFB@ CB?P;B64F9?P 5G89F D45BF4FP E 
?B7<K9E><@ CGF9@ 6<84 <<@S E9D69D4>\<>BD9AP DFS>\<C4C>4> <?< <<@S 
8B@9A4>\<>BD9AP DFS>\<C4C>4> 6A9 ;46<E<@BEF< BF FB7B, A4 >4>B@ E9D69D9 
H<;<K9E>< A4IB8<FES 84AA4S C4C>4. �B?99 FB7B, 6 J9?SI CB6OL9A<S 
BF>4;BGEFB=K<6BEF<, E<AIDBA<;<DG9@O9 >BC<< B8AB= < FB= :9 C4C>< (D9C?<><) 
@B7GF A4IB8<FPES A4 A9E>B?P><I E9D69D4I. �?S A4K4?4, CDB69D<@ 6 Server 
Manager EC<EB> E?G:5 DB?< File Services < CD< A9B5IB8<@BEF< 8B546<@ 6 A97B 
Distributed File Services. 

$<E.4. $B?< E?G:5 File Services. 
#BE?9 QFB7B A48B EB;84FP AB6B9 CDBEFD4AEF6B <@9A DFS (namespace) <?< >4> 97B 
9M9 A4;O64RF, >BD9AP DFS. 1FB @B:AB E89?4FP 6 CDBJ9EE9 GEF4AB6>< E?G:5O 
(5G89F ;4CGM9A EBBF69FEF6GRM<= @4EF9D), 4 9E?< DFS G:9 5O?4 GEF4AB6?9A4, FB 
@B:AB 6BECB?P;B64FPES BEA4EF>B= DFS Management (D<E.5) <; @9AR 
Administrative Tools. � A9= A48B BF>DOFP G;9? Namespaces < 6O5D4FP EEO?>G 
New namespace& ">A4 @4EF9D4 EB;84A<S AB6B7B >BDAS DFS CD98EF46?9AO A4 
D<EGA>4I 6.-8. !G:AB CBE?98B64F9?PAB 6O5D4FP <@S E9D69D4, A4;64A<9 8?S 
>BDAS DFS (D<E.7, CD< QFB@ 5G89F EB;84A4 < CD98BEF46?9A4 6 B5M<= 8BEFGC 
C4C>4, D4ECB?B:9A<9 < D4;D9L9A<S 8?S >BFBDB= @B:AB CDBE@BFD9FP, A4:46 
>ABC>G Edit Settings), 97B F<C 3 BEAB64AAO= A4 8B@9A9 (domain-based) <?< 
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BF89?PAB EFBSM<= (stand-alone). �O59D9@ 6FBDB= F<C, 6 QFB@ E?GK49, <@9A4 
D9EGDEB6 5G8GF <@9FP 6<8 <<@S E9D69D4>\<>BD9AP DFS>\<C4C>4>. �E?< 6O5D4FP 
F<C Domain-based namespace, FB CDBEFD4AEF6B <@9A 5G89F 6<84 <<@S 
8B@9A4>\<>BD9AP DFS>\<C4C>4>. �B784 CDBEFD4AEF6B <@9A EB;84AB, 6 A97B 
@B:AB 8B546?SFP C4C>G (EEO?>4 New Folder 6 B>A9 48@<A<EFD<DB64A<S >BDAS 
DFS 3 D<E.6.9). #D< QFB@ A48B G>4;4FP, >4> 5G89F A4;64FPES C4C>4 6 ?B7<K9E>B@ 
CDBEFD4AEF69 <@9A DFS < >4>B= CD98BEF46?S9@B= 6 B5M<= 8BEFGC H<;<K9E>B= 
C4C>9 QFB <@S EBBF69FEF6G9F (D<E.10).  

$<E.5. ">AB BEA4EF>< DFS Management. 
 
�444A<5. �4 E9D69D9 EB;84=F9 >BD9AP DFS. � A9@ EB;84=F9 C4C>G, 
G>4;O64RMGR A4 D4A99 EB;84AAGR B5MGR C4C>G E H4=?4@<. �DB69DPF9 8BEFGC 
> A9= E D45BK9= EF4AJ<< CB CGF<, <ECB?P;GRM9@G CDBEFD4AEF6B <@9A DFS 
(A4CD<@9D, �GE>, \\S08\Files\test1 8?S CDBEFD4AEF64 <@9A Files A4 E9D69D9 S08). 
� BEA4EF>9 DFS Management <;@9A<F9 CGFP > C4C>9 6 CDBEFD4AEF69 <@9A DFS 
(EEO?>4 Move Folder). �4CD<@9D, KFB5O AB6O= CGFP 5O? \\S08\Files\test2\test1. 

�DB69DPF9 99 8BEFGCABEFP CB AB6B@G CGF<. -FBF CD<@9D CB>4;O649F 9M9 
B8AG G8B5AGR 6B;@B:ABEFP, CD98BEF46?S9@GR DFS 3 @B:AB 7DGCC<DB64FP 
D9EGDEO, A9;46<E<@B BF <I H<;<K9E>B7B D4;@9M9A<S.  
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$<E.6. %B;84A<9 AB6B7B >BDAS (CDBEFD4AEF64 <@9A) DFS. �O5BD E9D69D4. 
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$<E.7. %B;84A<9 AB6B7B >BDAS DFS. �484A<9 <@9A< < D4;D9L9A<=. 
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$<E.8. %B;84A<9 AB6B7B >BDAS DFS. �O5BD F<C4 

  
$<E. 9. #DBE@BFD C4CB> 6 84AAB@ >BDA9. 
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$<E. 10. �B546?9A<9 AB6B= C4C><. 
 
#$��&�+�%��3 $��"&� 7 31.  

!�%&$"��� DNS � DHCP.  
 
*9?P D45BFO: 
!4GK<FPES 6OCB?ASFP A4EFDB=>G DNS � DHCP. 

�ECB?P;G9@B9 CDB7D4@@AB9 B59EC9K9A<9  
�?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO �4@ CBA48B5<FES >B@CPRF9D E 
BC9D4J<BAAB= E<EF9@B= Microsoft Windows XP, Windows Server 2003 <?< Vista 
< GEF4AB6?9AAO@ CDB7D4@@AO@ B59EC9K9A<9@ Microsoft Virtual PC 2007 SP1. � 
F4>:9 2 CB87BFB6?9AAO9 6<DFG4?PAO9 @4L<AO E Windows Server 2008 < 
Windows Vista. DNS E9D69D �B 6FBDB= ?45BD4FBDAB= D45BF9 @O G:9 GEF4AB6<?< 
DNS E9D69D. DNS 4 QFB E<EF9@4 <@9AB64A<S (< CB889D:<64RM<9 99 E?G:5O) 
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>B@CPRF9DB6 < E9F96OI E?G:5, >BFBD4S EBCBEF46?S9F <@9A4 >B@CPRF9DB6 < 
E9F96O9 48D9E4, BD74A<;GS <I 6 8B@9AAGR <9D4DI<K9E>GR EFDG>FGDG. %<EF9@4 
<@9AB64A<S DNS <ECB?P;G9FES 6 E9FSI TCP/IP, A4CD<@9D, 6 <AF9DA9F9 < 6 
5B?PL<AEF69 >BDCBD4F<6AOI E9F9=, 8?S CB<E>4 >B@CPRF9DB6 < E?G:5 CB 
CBASFAO@ <@9A4@. �B784 CB?P;B64F9?P 66B8<F DNS-<@S >B@CPRF9D4 6 
CD<?B:9A<<, DNS A4IB8<F <@S >B@CPRF9D4 < 8DG7GR E6S;4AAGR E A<@ 
<AHBD@4J<R, A4CD<@9D 97B IP-48D9E <?< E?G:5O, >BFBDO9 BA CD98BEF46?S9F 6 
E9F<. 1FBF CDBJ9EE A4;O649FES D4;D9L9A<9@ <@9A. DNS A4IB8<F <@9A4 
>B@CPRF9DB6 < E?G:5 < EBCBEF46?S9F <I E K<E?B6O@ 48D9EB@, >BFBDO= 
FD95G9FES BC9D4J<BAAO@ E<EF9@4@ < CD<?B:9A<S@ 8?S <89AF<H<>4J<< 
>B@CPRF9D4 6 E9F<. %?G:54 8B@9AAOI <@9A 4 QFB 7?46AO= @9FB8 D4;D9L9A<S 
<@9A 6 Windows Server. #D< <ECB?P;B64A<< DNS A9B5IB8<@B D4;69DFO64A<9 
DB?< E9D69D4 8B@9AAOI E?G:5 ActiveDirectory. 
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$<E.1. "D74A<;4J<S CDBEFD4AEF64 <@9A DNS. 
�@S DNS EBEFB<F <; 86GI <?< 5B?99 K4EF9=, D4;89?9AAOI FBK>4@< (.). 
#BE?98ASS K4EFP <@9A< (ECD464) A4;O649FES 8B@9AB@ 69DIA97B GDB6AS (TLD 3 
top-level domain). �DG7<9 K4EF< <@9A< 4 QFB 8BK9DA<9 8B@9AO 8B@9A4 69DIA97B 
GDB6AS <?< 8DG7B7B 8BK9DA97B 8B@9A4. �@9A4 TLD 5O64RF HGA>J<BA4?PAO@< 
<?< 79B7D4H<K9E><@<. �BK9DA<9 8B@9AO, >4> CD46<?B, G>4;O64RF A4 
BD74A<;4J<R, 6?489RMGR 8B@9AAO@ <@9A9@.  
"5D4FAO= DNS-;4CDBE 
�4> K4EFAO= E?GK4=, DNS @B:9F ID4A<FP < B5D454FO64FP < B5D4FAO9 ;4CDBEO, 
BCD989?9A<S <@9A< IBEF4 CB 97B IP 48D9EG 4 IP 48D9E CB F45?<J9 EBBF69FEF6<S 
CD9B5D4;G9FES 6 8B@9AAB9 <@S, < CBEO?49FES ;4CDBE A4 <AHBD@4J<R F<C4 PTR. 
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�?S QFB7B <ECB?P;GRFES G:9 <@9RM<9ES ED98EF64 DNS. �9?B 6 FB@, KFB E 
;4C<EPR DNS @B7GF 5OFP EBCBEF46?9AO D4;?<KAO9 84AAO9, 6 FB@ K<E?9 < >4>B9-
?<5B E<@6B?PAB9 <@S. %GM9EF6G9F EC9J<4?PAO= 8B@9A in-addr.arpa, ;4C<E< 6 
>BFBDB@ <ECB?P;GRFES 8?S CD9B5D4;B64A<S IP-48D9EB6 6 E<@6B?PAO9 <@9A4. 
!4CD<@9D, 8?S CB?GK9A<S DNS-<@9A< 8?S 48D9E4 11.22.33.44 @B:AB ;4CDBE<FP G 
DNS-E9D69D4 ;4C<EP 44.33.22.11.inaddr.arpa, < FBF 69DATF EBBF69FEF6GRM99 
E<@6B?PAB9 <@S. "5D4FAO= CBDS8B> ;4C<E< K4EF9= IP-48D9E4 B5NSEAS9FES F9@, 
KFB 6 IP-48D9E4I EF4DL<9 B>F9FO D4ECB?B:9AO 6 A4K4?9, 4 6 E<@6B?PAOI DNS-
<@9A4I EF4DL<9 (A4IB8SM<9ES 5?<:9 > >BDAR) K4EF< D4ECB?B:9AO 6 >BAJ9. 
#D< ;4CDBE9 BEGM9EF6?S9FES EK<FO64A<9 ;4C<E< PTR, EB89D:4M9= <E>B@B9 
8B@9AAB9 <@S. �E?< ;4C<EP BFEGFEF6G9F, FB IP-48D9E EK<F49FES A9 <@9RM<@ 
B5D4FAB7B DNS. DNS-;4C<EP in-addr.arpa 6O7?S8<F F4>:  
78.56.34.12.in-addr.arpa. IN PTR domain.ltd. 
1FB 5G89F B;A4K4FP, KFB <@9A< IBEF4 domain.ltd EBBF69FEF6G9F IP-48D9E 
12.34.56.78. 
 
#BASF<9 ;4C<E9= D9EGDEB6  
"5N9>FO 6 <9D4DI<< DNS <89AF<H<J<DGRFES c CB@BMPR ;4C<E9= D9EGDEB6 
(Resource Record). "A< <ECB?P;GRFES 8?S 6OCB?A9A<S BEAB6AOI BC9D4J<= 
CB<E>4 CB?P;B64F9?9= < D9EGDEB6 6AGFD< G>4;4AAB7B 8B@9A4 < GA<>4?PAO 8?S 
EB89D:4M97B <I 8B@9A4. $4EE@BFD<@ A9>BFBDO9 F<CO ;4C<E9=. 

1. �4K4?PA4S ;4C<EP ;BAO SOA (Start of Authority). '>4;O649F, A4 >4>B@ 
E9D69D9 ID4A<FES QF4?BAA4S <AHBD@4J<S B 84AAB@ 8B@9A9, EB89D:<F 
>BAF4>FAGR <AHBD@4J<R ?<J4, BF69FEF69AAB7B ;4 84AAGR ;BAG, F4=@<A7< 
>9L<DB64A<S ;BAAB= <AHBD@4J<< < 6;4<@B89=EF6<S DNS-E9D69DB6. 

2. �4C<E< IBEFB6 (;4C<E< �, Address Record). !4<5B?99 K4EFB 
6EFD9K4RM<=ES F<C ;4C<E9= D9EGDEB6. %B89D:<F <@S IBEF4 < 
EBBF69FEF6GRM<= 9@G IP-48D9E.  

3. �4C<E< E9D69D4 <@9A (Name Server 3 NS). '>4;O64RF, >4><9 >B@CPRF9DO 6 
54;9 84AAOI DNS S6?SRFES E9D69D4@< <@9A 3 FB 9EFP DNS-E9D69D4@< 8?S 
>BA>D9FAB= ;BAO. �?S >4:8B= ;BAO @B:9F EGM9EF6B64FP FB?P>B B8A4 
;4C<EP F<C4 SOA, AB @B:9F 5OFP A9E>B?P>B NS 3 ;4C<E9=.  

4. �4C<EP AAAA (IPv6 address record) E6S;O649F <@S IBEF4 E 48D9EB@ 
CDBFB>B?4 IPv6.  

5. �4C<EP CNAME (canonical name record) <?< >4ABA<K9E>4S ;4C<EP <@9A< 

CB;6B?S9F CD<E64<64FP IBEFG @A9@BA<K9E><9 <@9A4.  A9@BA<K9E><9 
<@9A4, <?< CE968BA<@O, L<DB>B CD<@9ASRFES 8?S E6S;O64A<S E IBEFB@ 
>4>B=-?<5B HGA>J<<, ?<5B CDBEFB 8?S EB>D4M9A<S <@9A<.  

6. �4C<EP MX (mail exchange) BCD989?S9F CBKFB6O= E9D69D - @4L<AG, 
>BFBD4S B5D454FO649F CBKFG 8?S 84AAB7B 8B@9A4.  

7. �4C<EP SRV (server selection) <ECB?P;G9FES 8?S CB<E>4 E9D69DB6, 
B59EC9K<64RM<I D45BFG F9I <?< <AOI E?G:5 6 84AAB@ 8B@9A9.  

8. �4C<EP PTR (pointer) <?< ;4C<EP G>4;4F9?S E6S;O649F IP IBEF4 E 97B 
>4ABA<K9E><@ <@9A9@.  
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#BASF<9 ;BAO 
�BA4 ?B7<K9E><= G;9? 6 89D969 <@TA.  
$4EE@BFD<@ D4;?<KAO9 F<CO ;BA 6 DNS.  
�BA4 CDS@B7B CDBE@BFD4 (forward lookup zone) EB;849FES 6 DNS CB 
G@B?K4A<R 6B 6D9@S GEF4AB6><. "A4 A9B5IB8<@4 8?S CD9B5D4;B64A<S 
8B@9AAB7B <@9A< 6 IP-48D9E < <AHBD@4J<R B D9EGDE4I. �B?PL<AEF6B 
;4C<E9= 6 CDS@B= ;BA9 F<C4 A. � 8BCB?A9A<9 > ;BA9 CDS@B7B CDBE@BFD4 
@O 6 QFB= ?45BD4FBDAB= D45BF9 EB;848<@ ;BAG B5D4FAB7B CDBE@BFD4 
(reverse lookup zone), >BFBD4S D94?<;G9F B5D4FAO= DNS;4CDBE. 
$4;69DFO64A<9 ;BAO B5D4FAB7B CDBE@BFD4 B5OKAB G?GKL49F 
CDB<;6B8<F9?PABEFP DNS < EGM9EF69AAB CB6OL49F GEC9LABEFP DNS-
;4CDBEB6. �BA4 B5D4FAB7B CDBE@BFD4 EBEFB<F CBKF< J9?<>B@ <; ;4C<E9= 
F<C4 PTR (Pointer).  
�9D6<KA4S ;BA4 (Primary zone). � DNS (59; <AF97D<DB64AAB= Active 
Directory) B8<A E9D69D E?G:<F C9D6<KAO@ DNS 3 E9D69DB@ ;BAO, < 6E9 
<;@9A9A<S, 6OCB?AS9@O9 6 84AAB= ;BA9, 6OCB?ASRFES A4 QFB@ 
>BA>D9FAB@ E9D69D9. "8<A DNS 3 E9D69D @B:9F EB89D:4FP A9E>B?P>B ;BA, 
5G8GK< C9D6<KAO@ 8?S B8AB= ;BAO < 6FBD<KAO@ 8?S 8DG7B=. "8A4>B 9E?< 
;BA4 S6?S9FES C9D6<KAB=, 6E9 ;4CDBL9AAO9 <;@9A9A<S 8?S 84AAB= ;BAO 
8B?:AO 6OCB?ASFPES A4 E9D69D9, EB89D:4M<@ BEAB6AGR >BC<R ;BAO.  
�FBD<KA4S ;BA4 (Secondary zone) EB;849FES 8?S B59EC9K9A<S 
D9;9D6<DB64A<S < D4;7DG;>< C9D6<KAB= ;BAO. "8A4>B >4:84S >BC<S 54;O 
84AAOI DNS 8BEFGCA4 FB?P>B 8?S KF9A<S, F.>. 6E9 @B8<H<>4J<< ;4C<E9= 
6OCB?ASRFES 6 C9D6<KAB= ;BA9. "8<A E9D69D DNS @B:9F EB89D:4FP 
A9E>B?P>B C9D6<KAOI < 6FBD<KAOI ;BA.  
�BA4-;47?GL>< (Stub zone) CD98EF46?S9F EB5B= ;BAG, >BFBD4S A9 EB89D:<F 
A<>4>B= <AHBD@4J<< B K?9A4I 8B@9A4, 4 E?G:<F FB?P>B 8?S 
C9D948D9E4J<< ;4CDBEB6 > EC<E>G A4;A4K9AAOI E9D69DB6 <@9A 8?S 
D4;?<KAOI 8B@9AB6. #BQFB@G BA4 EB89D:<F FB?P>B ;4C<E< NS, SOA < 
E6S;4AAO9 ;4C<E< (glue records 3 ;4C<E< �, >BFBDO9 <ECB?P;GRFES 6 
EBK9F4A<< E >BA>D9FAB= ;4C<EPR NS 8?S CD9B5D4;B64A<S IP-48D9E4 
>BA>D9FAB7B E9D69D4 <@9A). %9D69D, EB89D:4M<= ;BAG-;47?GL>G >4>B7B-
?<5B CDBEFD4AEF64 <@9A, A9 GCD46?S9F ;BAB=. "A4 <ECB?P;G9FES 8?S 
GE>BD9A<S D45BFO. �?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO 
A9B5IB8<@B 5G89F ;489=EF6B64FP D45BKGR EF4AJ<R < E9D69D. !4 D45BKGR 
EF4AJ<R ;4IB8<@ CB8 CB?P;B64F9?9@ labos (C4DB?P Lab0s123). !4 E9D69D9 
E CB@BMPR BEA4EF>< DNS Manager (Start-> Administrative Tools-> DNS 
Manager) @B:AB CBE@BFD9FP, >4><9 F<CO ;4C<E9= 5O?< EB;84AO CD< 
GEF4AB6>9 DNS, 4 F4>:9 G598<FPES 6 FB@, KFB CB G@B?K4A<R 5O?4 EB;84A4 
;BA4 CDS@B7B CDBE@BFD4. �?S QFB7B AG:AB M9?>AGFP CB A4L9@G E9D69DG 
S08, 84?99 6O5D4FP C4C>G Forward Lookup Zones (;BAO CDS@B7B 
CDBE@BFD4), 4 F4@ 6O5D4FP 8B@9A Saiu_test  
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(D<E. 2). #D<@9K4A<9: 6 CD<@9D4I 84AAB= D45BFO <ECB?P;G9FES IP-48D9E 
8?S E9D69D4 < D45BK9= EF4AJ<<, >4> < 6 CD98O8GM<I ?45BD4FBDAOI 
D45BF4I: 192.168.1yy.1 < 192.168.1yy.2, 789 yy 3 AB@9D >B@CPRF9D4. � 
84AAB@ E?GK49, AB@9D >B@CPRF9D4 D469A 14 < 6 CBE?98GRM<I CD<@9D4I 
69;89 5G89F <ECB?P;B64FPES <@9AAB BA.  

$<E.2. #DBE@BFD ;4C<E9= < ;BA DNS. 
�4> 6<8<@, 5O?< EB;84AO A4K4?PA4S ;4C<EP ;BAO (SOA), ;4C<E< IBEFB6 
(A) < ;4C<EP E9D69D4 <@9A (NS). !4 D45BK9= EF4AJ<< 6BECB?P;G9@ES 
>B@4A8B= nslookup (name server lookup - CB<E> A4 E9D69D9 <@TA), >BFBD4S 
CD98BEF46?S9F CB?P;B64F9?R <AF9DH9=E >B@4A8AB= EFDB>< 8?S B5D4M9A<S 
> E<EF9@9 DNS, 4 F4>:9 CB;6B?S9F ;48464FP D4;?<KAO9 F<CO ;4CDBEB6 < 
;4CD4L<64FP CDB<;6B?PAB G>4;O649@O9 E9D69D4 (D<E.3). � BF69F A4 
CD<7?4L9A<9 «>» @B:AB 669EF< <@S A4L97B 6<DFG4?PAB7B E9D69D4 3 
s08.saiu_test < CB?GK<FP 97B ip-48D9E 3 192.168.114.1. �E?< 669EF< ip-48D9E, 
FB 6 <@S BA A9 D4;D9L<FES. 
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$<E. 3. #D<@9D D45BFO >B@4A8O nslookup. 
�4AAO= CD<@9D CB8F69D:849F, KFB A4 E9D69D9 9EFP ;BA4 CDS@B7B 
CDBE@BFD4 (IP-48D9E BCD989?S9FES CD46<?PAB - Address: 192.168.114.1). !B 
A4 A9F ;BAO B5D4FAB7B CDBE@BFD4 <?< 6 A9= 8?S <E>B@B7B 48D9E4, F.9. 8?S 
A97B A9 EB;84A4 ;4C<EP (QFB @B:AB F4>:9 CDB69D<FP A4 E9D69D9, CBE@BFD96 
6 BEA4EF>9 DNS C4C>G Reverse Lookup Zones). %B;848<@ CE968BA<@ 
(;4C<EP CNAME), KFB5O D45BK4S EF4AJ<S E@B7?4 B5D4F<FPES > E9D69DG < 
CB 4?PF9DA4F<6AB@G <@9A<. !4CD<@9D, @O C?4A<DG9@ A4 E9D69D9 s08 
BD74A<;B64FP web-E9D69D, < IBF<@, KFB5O > A9@G @B:AB 5O?B B5D4F<FPES 
www.saiu_test. �?S QFB7B A4 BEA4EF>9 DNS Manager CD46B= >ABC>B= 
@OL< M9?>49@ CB 8B@9AG Saiu_test < <; EC<E>4 6O5<D49@ New Alias 
(CNAME)& (D<E. 4). �4849@ <@S CE968BA<@4 www < IBEF s08.Saiu_test. 
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$<E.4. %B;84A<9 CE968BA<@4 ;4C<E< F<C4 CNAME.   
 
&9C9DP 6 EC<E>9 ;4C<E9= CDS@B= ;BAO CBS6<?4EP ;4C<EP F<C4 CNAME E 
<@9A9@ www. !4 D45BK9= EF4AJ<< F9C9DP @B:AB CDB69D<FP 8BEFGCABEFP 
CE968BA<@4 www.saiu_test E CB@BMPR >B@4A8O nslookup www.saiu_test. 
&9C9DP A4EFDB<@ B5D4FAB9 D4;D9L9A<9 <@9A. �?S QFB7B CBA48B5<FES 
EB;84FP B5D4FAGR ;BAG. � DNS Manager A4 6>?48>9 Action 6O5<D49@ New 
Zone& %B;849@ Reverse Lookup Zone < <;@9AS9@ FB?P>B: <@S 6B 6>?48>9 
Reverse Lookup Zone Name A4 114.168.192.inaddr.arpa (D<E.7.5) 8?S E9F< 
192.168.114.0 (<?< 8DG7B9 <@S CD< <ECB?P;B64A<< 8DG7B7B 48D9E4 E9F<). � 
CD< 6BCDBE9 B Dynamic Update 6O5<D49@ Allow only secure dynamic 
updates (D4;D9L<FP FB?P>B 59;BC4EAO9 8<A4@<K9E><9 B5AB6?9A<S). &9C9DP 
6 C4C>9 B5D4FAOI ;BA CBS6<?4EP AB64S B5D4FA4S ;BA4 E ;484AAO@ <@9A9@. 
!B D45BK4S EF4AJ<S 6E9 D46AB A9 @B:9F CB?GK<FP <@S E9D69D4, CBE>B?P>G 
A9 EB;84A4 ;4C<EP G>4;4F9?S (PTR), E6S;O64RM4S IP IBEF4 E 97B 
>4ABA<K9E><@ <@9A9@. �?S QFB7B A4 E9D69D9 6OCB?AS9@ >B@4A8G ipconfig 
E >?RKB@ /registerdns (D<E.6). #D<@.� BC9D4J<BAAOI E<EF9@4I Microsoft 
Windows ipconfig 4 QFB GF<?<F4 >B@4A8AB= EFDB>< 8?S 6O6B84 89F4?9= 
F9>GM97B EB98<A9A<S < GCD46?9A<S >?<9AFE><@< E9D6<E4@< DHCP < 
DNS. 'F<?<F4 ipconfig CB;6B?S9F BCD989?SFP, >4><9 ;A4K9A<S 
>BAH<7GD4J<< 5O?< CB?GK9AO E CB@BMPR DHCP, APIPA <?< 8DG7B= 
E?G:5O IP>BAH<7GD<DB64A<S ?<5B ;484AO 48@<A<EFD4FBDB@ 6DGKAGR. 
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$<E.5. %B;84A<9 B5D4FAB= ;BAO 
 
�?RK< >B@4A8O ipconfig. 
�?RK  "C<E4A<9 

/all  
"FB5D4:9A<9 CB?AB= 
<AHBD@4J<< CB 6E9@ 
484CF9D4@. 

/release 484CF9D] 

"FCD46>4 EBB5M9A<S 
DHCPRELEASE 
E9D69DG DHCP 8?S 
BE6B5B:89A<S 
F9>GM9= 
>BAH<7GD4J<< DHCP < 
G84?9A<S 
>BAH<7GD4J<< IP-
48D9EB6 8?S 6E9I 
484CF9DB6 (9E?< 
484CF9D A9 
;484A) <?< 8?S 
;484AAB7B 484CF9D4. 
1FBF >?RK BF>?RK49F 
CDBFB>B? 
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TCP/IP 8?S 484CF9DB6, 
A4EFDB9AAOI 8?S 
46FB@4F<K9E>B7B 
CB?GK9A<S IP-48D9EB6. 

/renew [484CF9D] 

"5AB6?9A<9 IP-48D9E4 
8?S BCD989?TAAB7B 
484CF9D4 <?< 9E?< 
484CF9D A9 ;484A, FB 
8?S 6E9I. �BEFGCAB 
FB?P>B CD< 
A4EFDB9AAB@ 
46FB@4F<K9E><@ 
CB?GK9A<9@ IP-
48D9EB6. 

/flushdns  "K<M9A<9 DNS >QL4. 

/registerdns  
�B@4A84 B5AB6?9A<S 
D97<EFD4J<< DNS-
>?<9AF4 

/displaydns  
"FB5D4:9A<9 
EB89D:<@B7B >QL4 
DNS. 

/showclassid 
484CF9D 

"FB5D4:9A<9 >B84 
>?4EE4 DHCP 8?S 
G>4;4AAB7B 484CF9D4. 
�BEFGCAB FB?P>B CD< 
A4EFDB9AAB@ 
46FB@4F<K9E><@ 
CB?GK9A<9@ 

 
IP-48D9EB6. 

/setclassid 
484CF9D 
[>B8_>?4EE4] 

�;@9A9A<9 >B84 >?4EE4 
DHCP. �BEFGCAB 
FB?P>B CD< 
A4EFDB9AAB@ 
46FB@4F<K9E><@ 
CB?GK9A<9@ IP-
48D9EB6. 

/?  %CD46>4. 
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$<E.6. "5AB6?9A<9 D97<EFD4J<< DNS->?<9AF4. 
�OCB?A<6 QFG >B@4A8G A4 E9D69D9 < >?<9AFE>B= EF4AJ<<, @B:AB CDB69D<FP, KFB 
6 B5D4FAB= ;BA9 CBS6<?<EP 869 AB6O9 ;4C<E< F<C4 PTR (D<E.7), >BFBDO9 
CB;6B?SRF CB ip-48D9EG G;A4FP <@S. �I F4>:9 @B:AB 5O?B EB;84FP < 6 BEA4EF>9 
DNS. � K4EFABEF<, F9C9DP >B@4A84 nslookup, 66989AA4S A4 D45BK9= EF4AJ<<, 
CB>4;O649F A9 FB?P>B IP-48D9E E9D69D4 DNS (>4> 5O?B A4 D<E.7.3), AB < 97B <@S - 
s08.saiu_test. 

$<E.7. �4C<E< F<C4 PTR:192.168.114.1 3 IP-48D9E E9D69D4, 192.168.114.2 3 IP-
48D9E D45BK9= EF4AJ<<. 
 
�B546?9A<9 DB?< DHCP 
DHCP (Dynamic Host Configuration Protocol 4 CDBFB>B? 8<A4@<K9E>B= 
>BAH<7GD4J<< G;?4) 4 QFB E9F96B= CDBFB>B?, CB;6B?SRM<= >B@CPRF9D4@ 
46FB@4F<K9E>< CB?GK4FP IP48D9E < 8DG7<9 C4D4@9FDO, A9B5IB8<@O9 8?S D45BFO 
6 E9F< TCP/IP. �?S 46FB@4F<K9E>B= >BAH<7GD4J<< >B@CPRF9D->?<9AF A4 QF4C9 
>BAH<7GD4J<< E9F96B7B GEFDB=EF64 B5D4M49FES > E9D69DG DHCP, < CB?GK49F BF 
A97B AG:AO9 C4D4@9FDO. %9F96B= 48@<A<EFD4FBD @B:9F ;484FP 8<4C4;BA 
48D9EB6, D4ECD989?S9@OI E9D69DB@ ED98< >B@CPRF9DB6. 1FB CB;6B?S9F <;59:4FP 
DGKAB= A4EFDB=>< >B@CPRF9DB6 E9F< < G@9APL49F >B?<K9EF6B BL<5B>. �?S 
<ECB?P;B64A<S CDBFB>B?4 TCP/IP 6 E9F< 48@<A<EFD4FBD 8B?:9A ;484FP 8?S 
>4:8B7B <; >B@CPRF9DB6 CB @9APL9= @9D9 FD< C4D4@9FD4 - IP-48D9E, @4E>G 
CB8E9F< < 48D9E <ECB?P;G9@B7B CB G@B?K4A<R L?R;4. #D< QFB@, >4:8O= 
>B@CPRF9D 8B?:9A <@9FP GA<>4?PAO= IP-48D9E. �DB@9 FB7B, CD<E6B9AAO= 48D9E 
8B?:9A A4IB8<FPES 6 8<4C4;BA9 CB8E9F<, > >BFBDB= CB8>?RK9AB GEFDB=EF6B. � 
5B?PLB= E9F< <AB784 5O649F FDG8AB BCD989?<FP, > >4>B= :9 <; CB8E9F9= 
CB8>?RK9A FBF <?< <AB= >B@CPRF9D. "8A4>B DHCP-E9D69D ";A49F", <; >4>B= 
CB8E9F< CD<IB8<F ;4CDBE A4 CB?GK9A<9 IP-48D9E4, < A4;A4K<F >?<9AFG 
CD46<?PAO= 48D9E. �E?< 6 E9F< <ECB?P;GRFES Windows Internet Naming Service 
(WINS) < Domain Name Service (DNS), FB IP-48D9E4 WINS < DNSE9D69DB6 F4>:9 
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@B:9F G>4;O64FP DHCP-E9D69D. 'EF4AB6<@ < E>BAH<7GD<DG9@ DHCP-E9D69D. 
!4 E9D69D9 S08 <; BEA4EF>< Server Manager 8B546?S9@ DB?P DHCP. !4 6>?48>9 
DHCP Scopes 8B546?S9@ 48D9E4, >BFBDO9 @B7GF 5OFP <ECB?P;B64AO. #GEFP, 
A4CD<@9D,D4ECD989?S9@O9 48D9E4 5G8GF A4K<A4FPES E 48D9E4 192.168.114.2 < 
;4>4AK<64FPES 48D9EB@ 192.168.114.100, 4 A4;B69@ @O QFG 7DGCCG 48D9EB6 
«192.168.114.1» (CB 48D9EG E9D69D4). �4849@ @4E>G < L?R; EBBF69FEF69AAB: 
255.255.255.0 < 192.168.114.1. �>F<6<DG9@ QFBF A45BD 48D9EB6 (D<E.8). 

$<E.8. �BAH<7GD<DB64A<9 DHCP-E9D69D4 6 CDBJ9EE9 GEF4AB6><. 
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$<E.9. "FK9F B5 GEF4AB6>9 DB?< DHCP. 
�4?99 CDB8B?:49@ GEF4AB6>G F4>, KFB5O CB?GK<?<EP C4D4@9FDO, 4A4?B7<KAO9 
CD98EF46?9AAO@ A4 D<E.9. �B784 DB?P DHCP A4 E9D69D9 GEF4AB6?9A4, A4 D45BK9= 
EF4AJ<< AG:AB E89?4FP F4>, KFB5O CB?GK4FP IP-48D9E < DNS 46FB@4F<K9E><, 4 A9 
CDBC<EO64FP <I 6DGKAGR. 1FB G>4;O649FES 6 A4EFDB=>4I CDBFB>B?4 TCP/IP v.4 6 
E6B=EF64I E9F96B7B <AF9DH9=E4. %89?49@ CB8B5AGR A4EFDB=>G < CDBF9EF<DG9@ 
99 D45BFG.  B:AB CB@9ASFP C4D4@9FDO CG?4 D4;84649@OI 48D9EB6 E CB@BMPR 
BEA4EF>< Server Manager, 789 6O5<D49@ DB?P DHCP, <, A4IB8S F4@ 6>?48>G 
Scopes, @9AS9@, A4CD<@9D, A4K4?PAO= IP-48D9E, A4 192.168.114.10. 53 
 
#$��&�+�%��3 $��"&� 732. 
%�'��/ INTERNET INFORMATION SERVICES (IIS 7.0). '%&�!"��� 
� "%!"�/ �� �!�%&$�$"��!�3 WEB- � FTP-%�$��$�  
*9?P D45BFO: 
!4GK<FPES 6OCB?ASFP GEF4AB6>G < 48@<A<EFD<DB64A<9 WEB < FTP 
E9D69D4. 
�ECB?P;G9@B9 CDB7D4@@AB9 B59EC9K9A<9 
�?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO �4@ CBA48B5<FES >B@CPRF9D E 
BC9D4J<BAAB= E<EF9@B= Microsoft Windows XP, Windows Server 2003 <?< Vista 
< GEF4AB6?9AAO@ CDB7D4@@AO@ B59EC9K9A<9@ Microsoft Virtual PC 2007 SP1 < 2 
CB87BFB6?9AAO9 6<DFG4?PAO9 @4L<AO E Windows Server 2008 < Windows Vista. 
� IB89 D45BFO A4 6<DFG4?PAB= @4L<A9 E Windows Server 2008 5G89F 
BD74A<;B64A web- < ftp-E9D69D. 
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!4EFDB=>4 C4D4@9FDB6 E9F< 8?S 6<DFG4?PAOI @4L<A  
� IB89 CD98O8GM9= ?45BD4FBDAB= D45BFO @O <;@9AS?< A4EFDB=>< E9F96OI 
C4D4@9FDB6 A4 6<DFG4?PAB= @4L<A9 E Windows Vista 8?S <ECB?P;B64A<S DHCP 
E9D69D4. #BQFB@G CBE?9 ;47DG;>< 6<DFG4?PAB= @4L<AO CDB69DPF9, CB?GK<?4 ?< 
BA4 A4EFDB=>< 6BB5M9 < CD46<?PAO9 ?< BA<. 1FB @B:AB E89?4FP, A4CD<@9D, 
6OCB?A<6 >B@4A8G ipconfig /all.  
�E?< CD< D45BF9 6 >?4EE9 6<DFG4?PA4S @4L<A4 CB?GK<?4 48D9E BF 8DG7B7B DHCP 
E9D69D4, ;469DL<F9 E94AE F9>GM97B CB?P;B64F9?S, ;4=8<F9 CB8 GK9FAB= ;4C<EPR 
?B>4?PAB7B 48@<A<EFD4FBD4 Vista1\adm C4DB?P 123qwe < CDBC<L<F9 6DGKAGR 
AG:AO9 A4EFDB=>< 8?S CDBFB>B?B6 TCP/IP v.4. 

$<E.1. 'EF4AB6>4 DB?< Web server FD95G9F GEF4AB6>< >B@CBA9AFO Windows 
Process Activation Service.  
 
'EF4AB6>4 IIS 7.0  
� EBEF46 E9D69DAOI BC9D4J<BAAOI E<EF9@ Microsoft 6IB8SF E?G:5O Internet 
Information Services, >BFBDO9 < B59EC9K<64RF HGA>J<BA4?PABEFP web- < ftp-
E9D69D4. IIS 7.0 <@99F @B8G?PAGR 4DI<F9>FGDG < D9>B@9A8G9FES GEF4A46?<64FP 
FB?P>B AG:AO9 64@ >B@CBA9AFO. �?S GEF4AB6>< IIS ;4CGEF<@ Server Manger < 
8B546<@ DB?P Web Sever. �@9EF9 E A9= 5G89F CD98?B:9AB GEF4AB6<FP Windows 
Process Activation Service (D<E.1). "5D4F<F9 6A<@4A<9 A4 C9D9K9AP 
GEF4A46?<649@OI CB G@B?K4A<R @B8G?9=. "A< B59EC9K<64RF D45BFG web-
E9D69D4 EB EF4F<K9E><@ EB89D:<@O@. �E?< FD95G9FES <ECB?P;B64FP F9IAB?B7<< 
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ASP, ASP.Net, CGI < F.C. CBFD95G9FES 8BCB?A<F9?PAB BF@9F<FP 
EBBF69FEF6GRM<= @B8G?P. �?S ?45BD4FBDAB= A4@ CBA48B5<FES ftp-E9D69D, 
CBQFB@G CD< GEF4AB6>9 BF@9K49@ E?G:5G FTP Publishing Service (D<E.2). 

$<E.2. 'EF4A46?<649@O9 @B8G?<. 
#D< 6O5BD9 FTP Publishing Service @4EF9D GEF4AB6>< F4>:9 CD98?B:<F 
6>?RK<FP 6 GEF4AB6>G >B@CBA9AFO GCD46?9A<S BF CD98O8GM9= 69Dc<< - IIS 6.0. 
"A< CBFD95GRFES 8?S 48@<A<EFD<DB64A<S FTP E9D69D4.  
WEB-E9D69D 
#BE?9 GEC9LAB= GEF4AB6>< CDB69D<@, D45BF49F ?< web-E9D69D. �4CGEF<F9 
5D4G;9D A4 E9D69D9 < 6 EFDB>9 48D9E4 A459D<F9 http://<<@S web-E9D69D4>. �O 
8B?:AO G6<89FP EF4A84DFAGR C9D6GR EFD4A<JG web-E9D69D4 IIS E A48C<EPR 
«�B5DB CB:4?B64FP» A4 D4;AOI S;O>4I (D<E.3). #DB89?4=F9 FB :9 E4@B9 E 
D45BK9= EF4AJ<<. �E?< A4K4?PA4S EFD4A<J4 6<8A4 E E9D69D4, AB A98BEFGCA4 E 
D45BK9= EF4AJ<<, CDB69DPF9 A4EFDB=>< E9F96B7B CB8>?RK9A<S. �DB@9 FB7B, 6 
A9>BFBDOI E?GK4SI CDB5?9@4 @B:9F 5OFP 6O;64A4 D45BFB= 6EFDB9AAB7B 
@9:E9F96B7B Q>D4A4 Windows Server 2008. !4EFDB=>< @B:AB CDB69D<FP 6 
#4A9?< GCD46?9A<S (Control Panel -> Windows Firewall). �?S <ECB?P;G9@B7B 
E9F96B7B <AF9DH9=E4 8B?:AO 5OFP D4;D9L9AO <E>?RK9A<S < 6 EC<E>9 
<E>?RK9A<= 8B?:AB 5OFP BF@9K9AB World Wide Web Services (HTTP) 3 D<E.4. 
1FG A4EFDB=>G 89?49F @4EF9D GEF4AB6>< CD< 8B546?9A<< DB?<, AB 6B;@B:AB CB 
>4><@-FB CD<K<A4@ BA4 A9 CBS6<?4EP.  
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$<E.3. %FD4A<J4 CD<69FEF6<S. 
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$<E.4. #DB69D>4 A4EFDB=>< Windows Firewall. 

&9C9DP, >B784 @O 8B5<?<EP FB7B, KFB E9D69D 8BEFGC9A A9 FB?P>B ?B>4?PAB, AB < 
<;6A9, CB;A4>B@<@ES E <AEFDG@9AF4@< 48@<A<EFD<DB64A<S. � @9AR 
Administrative Tools A4=8<F9 BEA4EF>G Internet Information Services (IIS) 
Manager. � BEA4EF>9 D4E>DB=F9 G;9? EB EC<E>B@ E4=FB6 <, 6O89?<6 E4=F Default 
Web Site, 6 CD46B= K4EF< B>A4 6 7DGCC9 Actions A4:@<F9 EEO?>G Basic Settings. � 
CBS6<6L9@ES B>A9 6O G6<8<F9 CGFP > 8B@4LA9@G >4F4?B7G E4=F4 (D<E.5), 6 
A4L9@ E?GK49 QFB C:\inetpub\wwwroot. �E?< BF>DOFP QFBF >4F4?B7, 6 A9@ A4=89F9 
H4=? iisstart.htm, >BFBDO= < 6O6B8<FES CD< ;4CDBE9 ;47?46AB= EFD4A<JO E4=F4. 
#BE@BFD<@, 789 QFG A4EFDB=>G @B:AB CB@9ASFP. 
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$<E.5. �B@4LA<= >4F4?B7 E4=F4 CB G@B?K4A<R. 
 
�4>DB=F9 B>AB Edit Site < 6 J9AFD4?PAB= K4EF< B>A4 BEA4EF>< Internet Information 
Services (IIS) Manager BF>DB=F9 EEO?>G Default. �O C9D9=89F9 6 D4;89? 
A4EFDB=>< EFD4A<JO CB G@B?K4A<R, 6B;6D4M49@B= E9D69DB@, 9E?< 6 ;4CDBE9 
>?<9AF4 S6AB A9 G>4;4A CB?AO= CGEFP < A4;64A<9 H4=?4 (D<E.6). !4;64A<S 
EFD4A<J D4ECB?B:9AO 6 CBDS8>9 G5O64A<S CD<BD<F9F4. %C<EB> @B:AB 
D984>F<DB64FP.  
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$<E.6. !4EFDB=>4 EFD4A<JO CB G@B?K4A<R. 
 
�444A<5. !B;84=F9 E6BR web-EFD4A<JG (A4CD<@9D 6 D984>FBD9 Word) 
EBID4A<F9 99 6 >BDA96B@ >4F4?B79 E4=F4 E A4;64A<9@ default.htm. � 5D4G;9D9 
EAB64 A459D<F9 http://<<@S web-E9D69D4>, G598<F9EP, KFB F9C9DP CD< 
B5D4M9A<< > E9D69DG BFB5D4:49FES AB64S ;47?46A4S EFD4A<J4. &9C9DP 
CBE@BFD<@, >4> BD74A<;B64FP <9D4DI<R >4F4?B7B6. �4D<4AF C9D6O= 3 EB;84A<9 
CB8>4F4?B7B6 6 >4F4?B79 E4=F4.  
 
�444A<5. !B;84=F9 6 >4F4?B79 C:\inetpub\wwwroot CB8>4F4?B7 cat1, CB@9EF<F9 
FG84 A4K4?PAGR EFD4A<JG < CDB69DPF9 D45BFG EEO?>< http://<<@S 
webE9D69D4>/cat1  

�B;@B:ABEF< CB 5B?99 7<5>B= A4EFDB=>9 CD98BEF46?SRF 6<DFG4?PAO9 >4F4?B7<. 
#GEFP, A4CD<@9D, AG:AO9 A4@ H4=?O ?9:4F 6 C4C>9 E:\test < @O IBF<@ 
CB8>?RK<FP 99 > 89D96G >4F4?B7B6 A4L97B E4=F4 CB8 <@9A9@ cat2. �?S QFB7B 6 
CD46B= K4EF< B>A4 BEA4EF>< Internet Information Services (IIS) Manager A4=8<F9 
EEO?>G View Virtual Directories < 6 BF>DO6L9@ES B>A9 A4:@<F9 EEO?>G Add 
Virtual Directory. #BE?9 QFB7B G>4:<F9 H<;<K9E>B9 D4ECB?B:9A<9 >4F4?B74 < 
CE968BA<@ (Alias), CB8 >BFBDO@ BA 5G89F CB8>?RK9A > 89D96G >4F4?B7B6 E4=F4 
(D<E.7). 
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$<E.7. %B;84A<9 6<DFG4?PAB7B >4F4?B74. 
 
�444A<5. !B;84=F9 6<DFG4?PAO= >4F4?B7 < CB@9F<F9 6 A97B >4>B=-A<5G8P 
HTML8B>G@9AF. �DBF9EF<DG=F9 CD46<?PABEFP E89?4AAOI A4EFDB9>. FTP-
E9D69D #9D9=89@ F9C9DP > 48@<A<EFD<DB64A<R GEF4AB6?9AAB7B A4@< FTP-
E9D69D4. � BF?<K<9 BF web-E9D69D4, ftp-E9D69D CB G@B?K4A<R A9 ;4CGE>49FES 
(84:9 9E?< BA GEF4AB6?9A A4 >B@CPRF9D). �<8<@B EK<F49FES, KFB QF4 E?G:54 
CBF9AJ<4?PAB 5B?99 BC4EA4 E FBK>< ;D9A<S CB869D:9AABEF< E9F96O@ 4F4>4@. 
#BQFB@G C9D6B9, KFB @O 89?49@ 3 ;4CGE>49@ E?G:5G FTP Publishing Service c 
CB@BMPR BEA4EF>< Services <; @9AR Administrative Tools (D<E.8). �89EP :9 
@B:AB <;@9A<FP F<C ;4CGE>4 E DGKAB7B (Manual) A4 46FB@4F<K9E><= (Automatic). 
&9C9DP BF>DB=F9 >4F4?B7 C:\inetpub\ftproot < ;4C<L<F9 6 A97B >4>B=-A<5G8P 
H4=?. !4 E9D69D9, A45D46 6 5D4G;9D9 ftp://<<@S web-E9D69D4>, CDB69DPF9 D45BFG 
ftpE9D69D4. &9C9DP 6OCB?A<F9 FG :9 CDB69D>G A4 6<DFG4?PAB= @4L<A9 E 
Windows Vista. "A4 @B:9F A9 CDB=F< CB E?98GRM9= CD<K<A9. #DBFB>B? FTP 
CD< D45BF9 EB;849F 864 EB98<A9A<S. #9D6B9 GEF4A46?<649F >?<9AF A4 21-= TCP-
CBDF E9D69D4. �FBDB9 6 ;46<E<@BEF< BF D9:<@4 CDBFB>B?4 GEF4A46?<649F <?< 
>?<9AF (C4EE<6AO= D9:<@), <?< E9D69D (4>F<6AO= D9:<@). #D< A4EFDB=>4I CB 
G@B?K4A<R 5D4G;9D Internet Explorer <ECB?P;G9F C4EE<6AO= D9:<@ CDBFB>B?4 < 
6FBDB9 EB98<A9A<9, GEF4A46?<649@B9 >?<9AFB@ E E9D69DB@, 5?B><DG9FES 97B 
@9:E9F96O@ Q>D4AB@. +FB5O 6E9 ;4D45BF4?B CD46<?PAB, @B:AB <?< 6A9EF< 
<;@9A9A<S 6 A4EFDB=>< @9:E9F96B7B Q>D4A4 A4 E9D69D9, <?< 6 A4EFDB=>4I 
5D4G;9D4 E5DBE<FP C9D9>?RK4F9?P «�ECB?P;B64FP C4EE<6AO= FPT-CDBFB>B? &» 
(D<E.9: %9D6<E->%6B=EF64 B5B;D964F9?S 6>?48>4 «�BCB?A<F9?PAB»). 
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$<E. 9. �4CGE> E?G:5O FTP Publishing Service. 
 
#BE?9 FB7B, >4> @O CDB69D<?< 8BEFGCABEFP FTP-E9D69D4 E 8DG7B7B >B@CPRF9D4, 
D4EE@BFD<@ A9>BFBDO9 6BCDBEO, E6S;4AAO9 E 97B 48@<A<EFD<DB64A<9@. �E?< 6 
BEA4EF>9 Internet Information Services (IIS) Manager C9D9=F< A4 G;9? FTP Sites, 
@O G6<8<@ A48C<EP, KFB GCD46?9A<9 FTP-E4=F4@< BEGM9EF6?S9FES E CB@BMPR 
BEA4EF>< Internet Information Services (IIS) 6.0 Manager < EEO?>G 8?S 99 ;4CGE>4 
(F4>:9 QFG BEA4EF>G @B:AB ;4CGEF<FP <; @9AR Administrative Tools). "F>DO6 
E6B=EF64 FTP-E4=F4 Default FTP Site (D<E.10) A4 6>?48>9 Home Directory, @B:AB 
G;A4FP D4ECB?B:9A<9 8B@4LA97B >4F4?B74 FTP-E4=F4 < A4EFDB=>< 8?S A97B 
(D4;D9L9AB KF9A<9, A9 D4;D9L9A4 ;4C<EP). 
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$<E.9. !4EFDB=>4 Internet Explorer 8?S <ECB?P;B64A<S FTP 6 4>F<6AB@ D9:<@9. 
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$<E.10. $4ECB?B:9A<9 8B@4LA97B >4F4?B74 E4=F4 Default FTP Site. 
 
!4 6>?48>9 Security Accounts (D<E.11) G>4;4AB, KFB > FTP-E9D69DG D4;D9L9A 
4ABA<@AO= 8BEFGC < 8?S A97B <ECB?P;G9FES GK9FA4S ;4C<EP IUSR_<<@S 
E9D69D4> (6 A4L9@ E?GK49 IUSR_S08). 1F4 GK9FA4S ;4C<EP CD< A4EFDB=>4I CB 
G@B?K4A<R <ECB?P;G9FES F4>:9 < Web-E9D69DB@. 1FB A48B GK<FO64FP CD< 
D45BF9 E D4;D9L9A<S@< A4 H4=?B6B= E<EF9@9. 
�444A<5. � >4F4?B79 C:\inetpub\ftproot EB;84=F9 869 C4C>< public < private < 
;4C<L<F9 FG84 >4><9-A<5G8P H4=?O. � E6B=EF64I C4C>< private ;4CD9F<F9 
CB?AO= 8BEFGC > A9= 8?S GK9FAB= ;4C<E< IUSR_S08. �; 6<DFG4?PAB= @4L<AO E 
Windows Vista CBCDB5G=F9 BF>DOFP K9D9; FTP FG < 8DG7GR C4C>G. �C<L<F9 
D9;G?PF4F. �484A<9. �F>?RK<F9 4ABA<@AO= 8BEFGC 8?S FTP-E4=F4. 
�BCDB5G=F9 EAB64 CB8>?RK<FPES E G84?9AAB7B >B@CPRF9D4. �4 ;4CDBE <@9A< 
CB?P;B64F9?S < C4DB?S 6698<F9 84AAO9 89=EF6GRM9= GK9FAB= ;4C<E< 
(A4CD<@9D, test_saiu\labos E C4DB?9@ Lab0s123). �C<L<F9 D9;G?PF4F. 
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$<E.11. !4EFDB=>4 C4D4@9FDB6 4ABA<@AB7B 8BEFGC4 > FTP-E9D69DG. 

 
#D<@. #D< D45BF9 K9D9; Internet Explorer E 8BEFGCB@ > C4C>9 Private 6 CBE?98A9@ 
;484A<< FB:9 6B;A<>4RF CDB5?9@O (AB > C4C>9 Public CB?GK<FP 8BEFGC @B:AB). 
 B:AB CBCDB5B64FP CDB69D<FP E 8DG7<@< FTP->?<9AF4@< < CBEF4D4FPES 
D4;B5D4FPES. #D<@2. #DBFB>B? FTP C9D9849F <@S CB?P;B64F9?S < C4DB?P 
BF>DOFO@ F9>EFB@. 1FB A48B GK<FO64FP < EF4D4FPES <ECB?P;B64FP 
8BCB?A<F9?PAO9 ED98EF64 8?S ;4M<FO FTPEB98<A9A<S <?< <ECB?P;B64FP 8?S 
8BEFGC4 CB FTP EC9J<4?PAB 8?S QFB7B EB;84AAO9 GK9FAO9 ;4C<E< E 
B7D4A<K9AAO@< CD<6<?97<S@< 6 E9F<.  
 
#$��&�+�%��3 $��"&� 7 33.  
'����!!"� '#$����!�� WINDOWS SERVER 2008  
*9?P D45BFO: 
!4GK<FPES 6OCB?ASFP G84?9AAB9 GCD46?9A<9 Windows Server 2008,  
�ECB?P;G9@B9 CDB7D4@@AB9 B59EC9K9A<9  
�?S 6OCB?A9A<S 84AAB= ?45BD4FBDAB= D45BFO �4@ CBA48B5<FES >B@CPRF9D E 
BC9D4J<BAAB= E<EF9@B= Microsoft Windows XP, Windows Server 2003 <?< Vista 
< GEF4AB6?9AAO@ CDB7D4@@AO@ B59EC9K9A<9@ Microsoft Virtual PC 2007 SP1 (c 
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"% Windows 7 < Windows Virtual PC) < 2 CB87BFB6?9AAO9 6<DFG4?PAO9 @4L<AO 
E Windows Server 2008 < Windows Vista.  
Remote Server Administration Tools  
�?S G84?9AAB7B 48@<A<EFD<DB64A<S CD98O8GM<I E9D69DAOI BC9D4J<BAAOI 
E<EF9@ E9@9=EF64 Windows (F.9. Windows 2000 Server < Windows Server 2003) A4 
D45BKGR EF4AJ<R 48@<A<EFD4FBD4 AG:AB 5O?B GEF4AB6<FP C4>9F <AEFDG@9AFB6 
<; H4=?4 Adminpak.msi E 8<EFD<5GF<64 EBBF69FEF6GRM97B E9D69D4. % 6OIB8B@ 
Windows Server 2008 6E9 A9E>B?P>B <;@9A<?BEP < F9C9DP 8?S QFB7B <ECB?P;G9FES 
C4>9F RSAT, >BFBDO= @B:AB E6B5B8AB ;47DG;<FP E E9D69D4 Microsoft. "A 
EGM9EF6G9F 6 69DE<SI 8?S Windows Vista SP1 < Windows 7.  
�484A<9. �; H4=?4, CD<>?48O649@B7B > BC<E4A<R D45BFO, GEF4AB6<F9 A4 
D45BKGR EF4AJ<R E Windows Vista GF<?<FO G84?9AAB7B 48@<A<EFD<DB64A<S 
(8?S QFB7B 64@ CBA48B5<FES ;4=F< CB8 GK9FAB= ;4C<EPR E 
48@<A<EFD4F<6AO@< CD<6<?97<S@<). �D<@. �E?< A4 6<DFG4?PAB= @4L<A9 
GEF4AB6?9A4 �! Windows Vista 59; SP1, FB CD9864D<F9?PAB AG:AB CBEF46<FP 
QFBF C4>9F B5AB6?9A<=. �D< QFB@ A48B K<FO64FP, KFB 8?S 97B GEF4AB6>< 
CBFD95G9FES A9 @9A99 6�5 E6B5B8AB7B CDBEFD4AEF64 A4 8<E>9, 789 GEF4AB6?9A4 
�!.  
#BE?9 GEF4AB6><, ED98EF64 48@<A<EFD<DB64A<S <; EBEF464 RSAT A9B5IB8<@B 
4>F<6<DB64FP <; "#4A9?< GCD46?9A<S" (Control Panel). �>F<6<DB64AAO9 
CD<?B:9A<= CBS6SFES 6 C4C>9 «�8@<A<EFD<DB64A<9» (Administrative Tools) A4 
?B>4?PAB@ >B@CPRF9D9.  
%?G:54 G84?9AAB7B F9D@<A4?4 
&4>:9 G84?9AAB9 GCD46?9A<9 E9D69DB@ @B:AB BEGM9EF6?SFP K9D9; G84?9AAO= 
F9D@<A4?. � QFB@ E?GK49, GCD46?SRM<9 GF<?<FO (< 8DG7<9 CD<?B:9A<S, 
;4CGE>49@O9 <; F9D@<A4?4), 6OCB?ASRFES A4 E9D69D9, 4 A4 >?<9AFE><= 
>B@CPRF9D C9D9849FES FB?P>B >4DF<A>4 D45BK97B EFB?4 CB?P;B64F9?S. %?G:54 
F9D@<A4?B6 <ECB?P;G9F CDBFB>B? RDP (Remote Desktop Protocol), >DB@9 FB7B, 6 
Windows Server 2008 CBS6<?4EP 6B;@B:ABEFP <ECB?P;B64A<S G84?9AAB7B 
F9D@<A4?4 K9D9; web-<AF9DH9=E. !4KA9@ E FB7B, KFB 6 Server Manager 8B546?S9@ 
E9D69DG DB?P Terminal Services. !4 D<EGA>9 1 CD98EF46?9AO E?G:5O, 
BFABESM<9ES > 84AAB= DB?<. �?S 6OCB?A9A<S C9D6B= K4EF< ?45BD4FBDAB= 
D45BFO A4@ CBA48B5<FES FB?P>B E?G:54 Terminal Server. �E?< 99 BF@9F<FP, FB 
CBS6<FES CD98GCD9:89A<9 B FB@, KFB GEF4AB6>4 E?G:5 G84?9AAB7B F9D@<A4?4 A4 
>BAFDB??9D 8B@9A4 A9:9?4F9?PA4 CB EBB5D4:9A<S@ 59;BC4EABEF< (D<E.2): 
G84?9AAO9 CB?P;B64F9?< CB?GK4F 8BEFGC > >BAEB?< >BAFDB??9D4 8B@9A4. !B F4> 
>4> A4L4 6<DFG4?PA4S E9FP 6>?RK49F FB?P>B B8<A E9D69D, QFB CD98GCD9:89A<9 
E9=K4E <7ABD<DG9@.  
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$<E. 1. %?G:5O, BFABESM<9ES > DB?< Terminal Sevices 

 
$<E. 2. #D98GCD9:89A<9 B FB@, KFB GEF4AB6>4 E?G:5 G84?9AAB7B F9D@<A4?4 A4 
>BAFDB??9D 8B@9A4 A9:9?4F9?PA4  
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%?98GRM99 B>AB @4EF9D4 GEF4AB6>< DB?< (D<E.3) CB;6B?S9F G>4;4FP ECBEB5 
6OCB?A9A<S 4GF9AF<H<>4J<< CD< CB8>?RK9A<<. �B?99 59;BC4EAO= F<C 3 
Network Level Authentication, AB BA CB889D:<649FES A9 6B 6E9I E?GK4SI. 
�O59D9@ 97B, F.>. G A4E AB64S 69DE<S >?<9AFE>B= "% (Windows Vista) < 
CB8>?RK49@ES @O H4>F<K9E>< <; ?B>4?PAB= E9F<, CBQFB@G CDB5?9@ c 
EB6@9EF<@BEFPR 5OFP A9 8B?:AB. #BE?9 QFB7B 5G89F ;4CDBL9A F<C 
?<J9A;<DB64A<S GEF4A46?<649@B7B E9D69D4 F9D@<A4?B6 (D<E.4). � A4L9@ E?GK49 
BF@9F<@ C9D6O= 64D<4AF < CB?GK<@ CDB5AGR 120-8A96AGR ?<J9A;<R A4 
<ECB?P;B64A<9 E9D69D4 F9D@<A4?B6 (8?S J9?9= B5GK9A<S QFB7B 5G89F 6CB?A9 
8BEF4FBKAB). #BE?98A99 B>AB @4EF9D4 CB;6B?S9F G>4;4FP CB?P;B64F9?9= < 
7DGCCO, >BFBDO@ D4;D9L9A F9D@<A4?PAO= 8BEFGC. �89EP 8?S 6OCB?A9A<S 
?45BD4FBDAB= D45BFO F4>:9 8BEF4FBKAB BEF46<FP CD98?4749@O= 64D<4AF 3 
FB?P>B 7DGCCG Administrators.  
#BE?9 QFB7B A4KA9FES GEF4AB6>4 6O5D4AAB= E?G:5O. �?S 99 B>BAK4A<S AG:AB 
5G89F C9D9;47DG;<FP 6<DFG4?PAGR @4L<AG, CBE?9 K97B EAB64 6B=F< CB8 
48@<A<EFD4FBDB@ < ;4>BAK<FP CDBJ98GDG GEF4AB6><.  

$<E.3. �O5BD F<C4 4GF9AF<H<>4J<<. 
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$<E.4. �O5BD F<C4 ?<J9A;<DB64A<S. 
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$<E.5. �O5BD 7DGCC CB?P;B64F9?9= 8?S F9D@<A4?PAB7B 8BEFGC4.  
 
&9C9DP, KFB5O D45BF4FP A4 E9D69D9 < A4 D45BK9= EF4AJ<< CB8 D4;AO@< 
GK9FAO@< ;4C<ES@<, EB;84=F9 AB6B7B 8B@9AAB7B CB?P;B64F9?S adms E C4DB?9@ 
123qweQWE < 6>?RK<F9 97B 6 7DGCCG Administrators (89?49FES QFB E CB@BMPR 
BEA4EF>< Active Directory Users and Computers). % D45BK9= EF4AJ<< 
CB8>?RK<F9EP > E9D69DG F9D@<A4?B6 (#GE>->�E9 CDB7D4@@O->%F4A84DFAO9-
>#B8>?RK9A<9 > G84?9AAB@G D45BK9@G EFB?G). �?S QFB7B 6 B>A9 F9D@<A4?PAB7B 
>?<9AF4 EA4K4?4 >4:<F9 <@S <?< ip-48D9E E9D69D4 (D<E.6), 4 CBFB@ GK9FAGR 
;4C<EP, BF <@9A< >BFBDB= 5G89F CDB<;6B8<FPES CB8>?RK9A<9. "5D4F<F9 
6A<@4A<9, KFB CB G@B?K4A<R EK<F49FES, KFB 66B8<@4S GK9FA4S ;4C<EP 3 
?B>4?PA4S. #BQFB@G CD< <ECB?P;B64A<< 8B@9AAOI ;4C<E9= A48B CB?ABEFPR 
66B8<FP <@S 8B@9A4 < <@S CB?P;B64F9?S, A4CD<@9D, SAIU_Test\adms. 
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$<E.6. �O5BD >B@CPRF9D4 8?S CB8>?RK9A<S. 

 
�8@<A<EFD4F<6A4S BEA4EF>4 Terminal Services Manager (Start->Administrative 
Tools-> Terminal Services) CB;6B?S9F BFE?9:<64FP F9>GM<9 E9EE<<, 
CB?P;B64F9?9= D45BF4RM<I 6 84AAOI E9EE<SI < ;4CGE>49@O9 <@< CDBJ9EEO 
(6>?48>4 Processes). #B?P;B64F9?R @B:AB BFCD46<FP EBB5M9A<9, CD< A4?<K<< 
EBBF69FEF6GRM<I CD46 ;469DL<FP 6OCB?A9A<9 BF89?PAB7B CDBJ9EE4 <?< E9EE<< 
CB?P;B64F9?S 6BB5M9, 6OCB?A<FP 8DG7<9 89=EF6<S. � F9D@<A4?PAB= E9EE<< 
8BEFGC9A 5GH9D B5@9A4, K9D9; >BFBDO= @B:AB C9D98464FP 84AAO9 A4 G84?9AAO= 
(?B>4?PAO=) >B@CPRF9D. �A4?B7<KAO@ B5D4;B@ @B:AB >BC<DB64FP < H4=?O. 

$<E.7. ">AB BEA4EF>< Terminal Services Manager. 
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$<E.8. ">AB BEA4EF>< TS RemoteApp Manager. 
�4K4EFGR 48@<A<EFD4FBDG A48B E89?4FP F4>, KFB5O CB?P;B64F9?P, A9 6O5<D4S 
>B@CPRF9D < C4D4@9FDO CB8>?RK9A<S, @B7 5OEFDB CB8>?RK<FPES > AG:AB@G 
E9D69DG < CB?GK<FP AG:AB9 9@G CD<?B:9A<9. &4>GR A4EFDB=>G @B:AB E89?4FP E 
CB@BMPR BEA4EF>< TS RemoteApp Manager (D<E.9.8). �O5D46 EEO?>G Add 
RemoteApp Programs, @B:AB 8B546<FP CD<?B:9A<9, «CG5?<>G9@B9» A4 
F9D@<A4?PAB@ E9D69D9. �B784 CD<?B:9A<9 8B546?9AB (A4 D<E.8 QFB BEA4EF>4 IIS 
Manager), @B:AB EB;84FP 8?S A97B .rdp H4=? (EEO?>4 Create .rdp file). &9C9DP 
>?<9AF, CB?GK<6L<= QFBF H4=?, @B:9F 97B ;4CGEF<FP, 669EF< <@S CB?P;B64F9?S < 
C4DB?P (9E?< QFB CD98CB?474RF A4EFDB=><) < CB?GK<FP 8BEFGC > AG:AB@G 
CD<?B:9A<R, >4> 5G8FB BAB ;4CGM9AB ?B>4?PAB.  
�444A<5. «�CG5?<>G=F9» CD<?B:9A<9. �DB69DPF9 D45BFG E89?4AAOI A4EFDB9>. 
'FB 5G89F BFB5D4:4FPES A4 E9D69D9 6 BEA4EF>9 Terminal Services Manager, 
>B784 CB?P;B64F9?P ;4CGEF<? G84?9AAB9 CD<?B:9A<9? � >B784 ;4>DO? 97B? 

�BE@BFD<F9 BC<E4A<S BCG5?<>B64AAB7B CD<?B:9A<S 6 TS RemoteApp Manager < 

E6B=EF64 .rdp H4=?4.  
�4> �O G598<?<EP 6 IB89 6OCB?A9A<S ;484A<S, 9E?< CB?P;B64F9?P ;4>DO649F 
B>AB BCG5?<>B64AAB7B CD<?B:9A<S <?< B>AB F9D@<A4?PAB7B >?<9AF4, 97B 
E9EE<S A9 ;4>4AK<649FES. &4><@ B5D4;B@, G84?9AAO= CB?P;B64F9?P @B:9F 
;4CGEF<FP >4>GR-FB CDB7D4@@G A4 6OCB?A9A<9, 4 ECGEFS A9>BFBDB9 6D9@S (K4EO, 
8A< &) 3 CB8>?RK<FPES, KFB5O CDB69D<FP D9;G?PF4FO. � B8A<I E?GK4SI, QFB 
@B:9F 5OFP CB?9;AB. !B 6 8DG7<I 3 @B:9F CBA48B5<FPES 46FB@4F<K9E>< 
;4>DO64FP A94>F<6AO9 6 F9K9A<9 BCD989?9AAB7B 6D9@9A< E9EE<< (8?S Q>BAB@<< 



307 
 

307 

D9EGDEB6 E9D69D4, <;-;4 B7D4A<K9AAB7B K<E?4 F9D@<A4?PAOI ?<J9A;<=). &4>GR 
A4EFDB=>G @B:AB E89?4FP 6 BEA4EF>9 Active Directory Users and Computers 6 
E6B=EF64I GK9FAB= ;4C<E< CB?P;B64F9?S (D<E.9).  

 
$<E.9. !4EFDB=>4 46FB@4F<K9E>B7B ;469DL9A<S A94>F<6AOI E9EE<= 6 E6B=EF64I 
GK9FAB= ;4C<E< CB?P;B64F9?S  
�BEFGC > E?G:59 G84?9AAB7B F9D@<A4?4 K9D9; web-<AF9DH9=E  
&9C9DP D4EE@BFD<@, >4> A4EFDB<FP D45BFG E G84?9AAO@ F9D@<A4?B@ K9D9; 
web<AF9DH9=E. 1FB @B:9F CBA48B5<FPES 6 E?GK4SI, >B784 CB?P;B64F9?< CB 
>4><@-FB CD<K<A4@ A9 @B7GF <ECB?P;B64FP B5OKAO= F9D@<A4?PAO= >?<9AF 
(H<?PFD4J<S FD4H<>4 CDB64=89DB@ < F.8.). �?S A4K4?4, AG:AB GEF4AB6<FP 
8BCB?A<F9?PAGR E?G:5G. � BEA4EF>9 Server Manager ;4CGEF<F9 8B546?9A<9 
E?G:5 8?S DB?< Terminal Services. � B>A9 4A4?B7<KAB@, CD98EF46?9AAB@G A4 
D<E.1, BF@9FPF9 E?G:5G TS Web Access. #BS6<FES ;4CDBE A4 8B546?9A<9 
E6S;4AAOI >B@CBA9AF 3 @B8G?9= IIS, B59EC9K<64RM<I D45BFG E 8<A4@<K9E>< 
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HBD@<DG9@O@ EB89D:<@O@ (ASP.Net, ISAPI < F.8.). #BE?9 GEC9LAB= GEF4AB6><, 
6 BEA4EF>9 Internet Information Services (IIS) Manager CDB69DPF9, KFB G web-E4=F4 
Default Web Site CBS6<?ES D4;89? TS. !4 D45BK9= EF4AJ<< ;4CGEF<F9 Internet 
Explorer < 6 EFDB>9 48D9E4 A459D<F9 http://<<@S E9D69D4>/ts � BF>DO6L9@ES B>A9 
C9D9=8<F9 A4 6>?48>G Remote Desktop (D<E.10). #D< A9B5IB8<@BEF< 8B546PF9 
E4=F 6 EC<EB> 8B69D9AAOI, KFB5O E A97B @B:AB 5O?B ;4CGE>4FP 4>F<6AB9 
EB89D:<@B9. �?S QFB7B 6 @9AR %9D6<E 6O59D<F9 %6B=EF64 B5B;D964F9?S, A4 
6>?48>9 �9;BC4EABEFP BF>DB=F9 EC<EB> A489:AOI G;?B6 < 8B546PF9 6 A97B A4L 
G;9? (D<E.11). #BE?9 QFB7B CBCDB5G=F9 CB8>?RK<FPES > E9D69DG. � BEF4?PAB@ 
D45BF4 K9D9; web-<AF9DH9=E A<K9@ BEB5B A9 BF?<K49FES BF D45BFO E 
<ECB?P;B64A<9@ F9D@<A4?PAB7B >?<9AF4. 
 

 
$<E.10. #B8>?RK9A<9 > F9D@<A4?PAB@G E9D69DG K9D9; web-<AF9DH9=E. 
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$<E.11. �B546?9A<9 G;?4 6 EC<EB> A489:AOI. 

 
#$��&�+�%��3 $��"&� 734.  
��&" �&�+�%�"� "�!"���!�� "#�$�*�"!!"� %�%&� / % 
�%#"�0�"��!��  %�'��/ WSUS  
*9?P D45BFO: 
!4GK<FPES 6OCB?ASFP 46FB@4F<K9E>B9 B5AB6?9A<9 BC9D4J<BAAB= E<EF9@O 
E <ECB?P;B64A<9@ E?G:5O WSUS.  
 
� 84AAB= CD4>F<K9E>B= D45BF9 @O D4EE@BFD<@ CD<@9D BD74A<;4J<< 
46FB@4F<K9E>B7B B5AB6?9A<S CDB7D4@@AB7B B59EC9K9A<S 6 E9F< CD98CD<SF<S. 
$9KP 5G89F <8F< B5 B5AB6?9A<< #" D4;D45BF>< Microsoft < <ECB?P;B64A<< 
CDB7D4@@AB7B ED98EF64 Window Server Update Services (WSUS). 1FBF CDB8G>F 
8BEFGC9A 8?S 59EC?4FAB7B CB?GK9A<S E E4=F4 Microsoft (8BCB?A<F9?PAGR 
<AHBD@4J<R @B:AB CB?GK<FP A4 EFD4A<J9 WSUS, 
http://technet.microsoft.com/ru-ru/wsus/default(en-us).aspx).  
+4EFP 1. 'EF4AB6>4 E9D69D4 B5AB6?9A<=. 
�484K4 BD74A<;4J<< E6B96D9@9AAB= GEF4AB6>< B5AB6?9A<= < <ECD46?9A<= 
S6?S9FES BK9AP 64:AB= >4> E FBK>< ;D9A<S B59EC9K9A<S <AHBD@4J<BAAB= 
59;BC4EABEF<, F4> < 8?S B59EC9K9A<S EF45<?PABEF< D45BFO E<EF9@O. �?S 
BF89?PAB EFBSM97B >B@CPRF9D4 E BC9D4J<BAAB= E<EF9@B= Windows XP BA4 
@B:9F 5OFP D9L9A4 CGF9@ A4EFDB=>< E?G:5O 46FB@4F<K9E>B7B B5AB6?9A<S 3 
#GE>->#4A9?P GCD46?9A<S -> �6FB@4F<K9E>B9 B5AB6?9A<9 (D<E.1). �A4?B7<KAO9 
A4EFDB=>< @B:AB E89?4FP < 6 5B?99 CB;8A<I 69DE<SI "%. 
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$<E.1. !4EFDB=>4 E?G:5O 46FB@4F<K9E>B7B B5AB6?9A<S  
� E9F< CD98CD<SF<S (A4K<A4S G:9 E E9F9= 6 A9E>B?P>B 89ESF>B6 >B@CPRF9DB6), 
<ECB?P;B64A<9 F4>B7B CB8IB84 <@99F DS8 A98BEF4F>B6: - A9QHH9>F<6AB9 
<ECB?P;B64A<9 FD4H<>4, F.>. >4:8O= >B@CPRF9D 5G89F E>4K<64FP B8A< < F9 :9 
B5AB6?9A<S; - E?B:AB >BAFDB?<DB64FP D4ECDBEFD4A9A<9 B5AB6?9A<=; - A9F 
6B;@B:ABEF< BCD989?<FP 8?S BF89?PAOI G;?B6 EC9J<4?PAO= CBDS8B> GEF4AB6>< 
B5AB6?9A<= (QFB @B:9F CBFD95B64FPES, 9E?< <ECB?P;GRFES CD<?B:9A<S, 
A9EB6@9EF<@O9 E BF89?PAO@< B5AB6?9A<S@<). #9D9K<E?9AAO9 ;484K< @B:AB 
D9L<FP 6A98D9A<9@ WSUS. � QFB@ E?GK49, E?G:54 46FB@4F<K9E>B7B B5AB6?9A<S 
D45BK9= EF4AJ<< 5G89F CB?GK4FP B5AB6?9A<S E >BDCBD4F<6AB7B E9D69D4 WSUS 6 
EBBF69FEF6<< E BCD989?9AAB= 48@<A<EFD4FBDB@ CB?<F<>B= (CD98CB?4749FES, KFB 
>B@CPRF9DO BD74A<;B64AO 6 8B@9A Windows). &9>GM4S 69DE<S CDB7D4@@O - 
WSUS 3.0 SP2. �?S 99 GEC9LAB7B D4;69DFO64A<S AG:AB GK<FO64FP E?98GRM<9 
FD95B64A<S < B7D4A<K9A<S: CDB8G>F GEF4A46?<649FES A4 "% Windows Server 
2008 <?< Windows Server 2003 Service Pack 1 < 6OL9; WSUS A9 5G89F D45BF4FP 
A4 E9D69D4I, 789 ;4CGM9A4 E?G:54 Terminal Services; 8?S D45BFO CDB8G>F4 
CBFD95G9FES web-E9D69D Internet Information Services (IIS); CD< QFB@, 9E?< A4 FB@ 
:9 E9D69D9 D4;@9M4RFES 9M9 >4><9-FB web-E4=FO, FB >DB@9 E4=F4 WSUS 
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8BCGE>49FES A9 5B?99 1 E4=F4, <ECB?P;GRM97B TCP-CBDF 80; WSUS A9 @B:9F 
5OFP GEF4AB6?9A A4 E:4FO9 8<E>< (F.9. FG84, 789 8?S Q>BAB@<< @9EF4 
<ECB?P;G9FES >B@CD9EE<S ED98EF64@< NTFS); 8?S GEF4AB6>< WSUS CBFD95G9FES 
@<A<@G@ 1 �5 8<E>B6B7B CDBEFD4AEF64 A4 E<EF9@AB@ D4;89?9, 2 �5 3 A4 D4;89?9, 
789 5G89F ID4A<FPES 54;4 84AAOI < A9 @9A99 20 �5 8?S ID4A9A<S E4@<I 
B5AB6?9A<= (>BA>D9FAO= B5N9@ ;46<E<F BF EC<E>4 B5AB6?S9@OI CDB8G>FB6 < 
@B:9F CD96OL4FP 40 �5). #D<@.: 6 IB89 GEF4AB6>< WSUS 8?S GK95AOI J9?9= 
6OCB?A9A<9 CBE?98A97B FD95B64A<S A9B5S;4F9?PAB 3 E@. A<:9; 8?S 
B5E?G:<64A<S 54;O 84AAOI WSUS @B:9F <ECB?P;B64FPES G:9 GEF4AB6?9AAO= 6 
E9F< Microsoft SQL Server 2005, 4 CD< 97B BFEGFEF6<< 3 5G89F GEF4AB6?9A4 
GD9;4AA4S 69DE<S, A4;O649@4S Windows Internal Database. $4EE@BFD<@ F9C9DP 
GEF4AB6>G CDB8G>F4 A4 Windows Server 2008. #D98CB?B:<@, KFB D4A99 E?G:54 
IIS A9 5O?4 GEF4AB6?9A4. #BQFB@G E CB@BMPR BEA4EF>< Server Manager A48B 
8B546<FP QFG DB?P (D<E.2). #D< QFB@, A48B GK<FO64FP, KFB 6IB8SM<= 6 EBEF46 
Windows Server 2008 IIS 7.0 <@99F @B8G?PAGR EFDG>FGDG < CB G@B?K4A<R A9 6E9 
FD95G9@O9 8?S WSUS @B8G?< 5G8GF GEF4AB6?9AO. %FB<F CDB69D<FP, KFB5O 
5O?< BF@9K9AO 8?S GEF4AB6>< E?98GRM<9 @B8G?< (D<E.3): Common HTTP 
Features (6>?RK4S Static Content); ASP.NET, ISAPI Extensions < ISAPI Features (6 
D4;89?9 Application Development); Windows Authentication (6 D4;89?9 Security); 
IIS Metabase Compatibility (6 D4;89?9 Management Tools, CB8D4;89? IIS 6 
Management Compatibility). �?S CDBE@BFD4 BFK9FB6 CBA48B5<FES GEF4AB6<FP 
>B@CBA9AF Microsoft Report Viewer Redistributable, >BFBDO= 8BEFGC9A A4 E4=F9 
Microsoft CB EEO?>9 
  http://www.microsoft.com/downloads/en/confirmation.aspx?familyId=bb196d5d-
76c2-4a0e- 9458-267d22b6aac6&displayLang=en.  
�B784 6E9 CB87BFB6<F9?PAO9 89=EF6<S 6OCB?A9AO, C9D9=89@ > D4EE@BFD9A<R 
E4@B7B CDBJ9EE4 GEF4AB6>< WSUS. #BE?9 ;4CGE>4 @4EF9D GEF4AB6>< GFBKA<F, 
KFB 5G89F GEF4A46?<64FPES 3 CB?ABEFPR E9D69D <?< FB?P>B >BAEB?P GCD46?9A<S. 
!4@ AG:A4 CB?A4S GEF4AB6>4.  
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$<E.2. �B546?9A<9 DB?< IIS.  
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$<E.3. �O5BD GEF4A46?<649@OI @B8G?9= IIS. 
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$<E.4. �O5BD >4F4?B74 8?S GEF4AB6><.  
 
�4?99, CBE?9 CB8F69D:89A<S, KFB @O CD<A<@49@ ?<J9A;<BAAB9 EB7?4L9A<9, 
CBS6<FES B>AB 6O5BD4 >4F4?B74 8?S GEF4AB6>< (D<E.10.4). �E?< GEF4AB6>4 
6OCB?AS9FES <E>?RK<F9?PAB 6 GK95AOI J9?SI, ?GKL9 E5DBE<FP H?4:B> «Store 
updates locally», FB784 E4@< B5AB6?9A<S A9 5G8GF E>4K<64FPES E E4=F4 Microsoft 
A4 64L E9D69D (E<AIDBA<;<DB64FPES 5G89F FB?P>B <AHBD@4J<S B 6OL98L<I 
B5AB6?9A<SI). �4> G:9 BF@9K4?BEP 6OL9, <AHBD@4J<R B5 B5AB6?9A<SI WSUS 
ID4A<F 6 54;9 84AAOI %'�� Microsoft SQL Server. !4 D<E.10.5 CD98EF46?9AB 
B>AB, CB;6B?SRM99 BCD989?<FP, 5G89F ?< GEF4A46?<64FPES Windows Internal 
Database <?< 8?S ID4A9A<S 84AAOI 5G89F <ECB?P;B64FPES G:9 GEF4AB6?9AAO= 
Microsoft SQL Server. 
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$<E.5 !4EFDB=>< 54;O 84AAOI. 
%?98GRM99 B>AB @4EF9D4 CB;6B?S9F E89?4FP 6O5BD @9:8G <ECB?P;B64A<9@ 8?S 
AG:8 E?G:5O WSUS E4=F4 IIS CB G@B?K4A<R < EB;84A<9@ AB6B7B E4=F4. �E?< 
BEF46<FP A4EFDB=>< CB G@B?K4A<R, E4=F WSUS 5G89F 8BEFGC9A CB EEO?>9 6<84 
http://<<@S E9D69D4> (F.>. <ECB?P;G9FES 80-= TCP-CBDF 97B 6 EEO?>9 G>4;O64FP A9 
A48B).  
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$<E.6. �O5BD E4=F4. 
#BE?9 B>BAK4A<S D45BFO @4EF9D4 GEF4AB6>< (Windows Server Update Services 
3.0 SP1 Setup Wizard) ;4CGEF<FES @4EF9D >BAH<7GD<DB64A<S. �?46AB9, KFB ;89EP 
A48B D9L<FP 3 BD74A<;G9@ @O BF89?PAB EFBSM<= E9D69D B5AB6?9A<= 
<?< E9D69D, 6>?RK9AAO= 6 <9D4DI<R. � C9D6B@ E?GK49, B5AB6?9A<S 59DGFES 
A4CDS@GR E E4=F4 Microsoft, 6B 6FBDB@ - 6OL9EFBSM<9 CB <9D4DI<< E9D69DO 
D4;84RF B5AB6?9A<S CB8K<A9AAO@ (D<E.7). �4?PA9=L<9 B>A4 @4EF9D4 
CB;6B?SRF E89?4FP A4EFDB=>< 8?S D45BFO K9D9; CDB>E<E9D69D (9E?< F4>4S EI9@4 
<ECB?P;G9FES); CDB69EF< C9D6GR E<AIDBA<;4J<R E E9D69DB@ Microsoft (8?S 
QFB7B 8B?:AB 5OFP GEF4AB6?9AB CB8>?RK9A<9 > �AF9DA9F); 6O5D4FP 
S;O>B6O9 69DE<<, 8?S >BFBDOI 5G8GF CB?GK4FPES B5AB6?9A<S (D<E. 8). 
%?98GRM<9 B>A4 CB;6B?SRF G>4;4FP B5AB6?S9@O9 CDB8G>FO < F<CO B5AB6?9A<= 
(D<E. 9 -10). %C<EB> 8BEF4FBKAB B5L<D9A < ?GKL9 6O5D4FP FB?P>B FB #", 
>BFBDB9 <ECB?P;G9FES 6 E9F<, < F9 F<CO B5AB6?9A<=, 6 >BFBDOI 9EFP CBFD95ABEFP 
(FB784 A9 CD<89FES ID4A<FP 7<7454=FO A9AG:AOI B5AB6?9A<= < GCDBEF<FES 
;484K4 48@<A<EFD<DB64A<S).  
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$<E.7. �O5BD F<C4 >BAH<7GD4J<< 3 CDBEF4S <?< <9D4DI<K9E>4S.  
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$<E.8. �O5BD S;O>B6OI 69DE<=. 
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$<E.9. �O5BD B5AB6?S9@OI CDB8G>FB6. 
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$<E.10. �O5BD «>?4EEB6» B5AB6?9A<=. 
�4?PL9 @B:AB G>4;4FP D4EC<E4A<9 E<AIDBA<;4J<< E E9D69DB@ Microsoft < 
AG:AB ?< CDB6B8<FP A4K4?PAGR E<AIDBA<;4J<R ED4;G CBE?9 A4EFDB=>< (QFBF 
H?4:B> @B:AB EASFP).  
�444A<5. �9D98 ;4CGE>B@ 6<DFG4?PAB= @4L<AO E Windows Server 2008, 
8B546PF9 9= 8BCB?A<F9?PAO= 6<DFG4?PAO= :9EF><= 8<E> B5N9@B@ 10 �5 (8?S 
Q>BAB@<< @9EF4, @B:AB 6O5D4FP F<C Dynamically expanding (8<A4@<K9E>< 

G69?<K<64RM<=ES)) �<EFD<5GF<6 WSUS CB@9EF<F9 6 B8AG <; C4CB> A4 
:9EF>B@ 8<E>9. �B8>?RK<F9 99 > 6<DFG4?PAB= @4L<A9. �B87BFB6PF9 E9D69D E 
Windows Server 2008 > GEF4AB6>9 E9D69D4 B5AB6?9A<=.�OCB?A<F9 GEF4AB6>G < 
A4K4?PAB9 >BAH<7GD<DB64A<9 WSUS. 
+4EFP 2. 'CD46?9A<9 B5AB6?9A<S@<  
&9C9DP D4EE@BFD<@ CBDS8B> 89=EF6<= CB A4EFDB=>9 E9D69D4 B5AB6?9A<= 8?S 
QHH9>F<6AB7B <ECB?P;B64A<S 6 >BA>D9FAB= <AHBD@4J<BAAB= E<EF9@9. 
!4EFDB=>< 89?4RFES K9D9; BEA4EF>G Microsoft Windows Server Update Services 
3.0 SP1, >BFBD4S CBE?9 GEF4AB6>< 8B?:A4 CBS6<FPES 6 D4;89?9 Administrative 
Tools @9AR Start (D<E.11). !4KA9@ E GCD46?9A<S 7DGCC4@< >B@CPRF9DB6. #B 
G@B?K4A<R EB;849FES 7DGCC4 Unassigned Computers, 6 >BFBDGR 5G8GF 
CB@9M4FPES 6E9 >B@CPRF9DO. % CB@BMPR >BAF9>EFAB7B @9AR G;?4 All 
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Computers @B:AB EB;84FP AB6GR 7DGCCG, >4> QFB CB>4;4AB A4 D<EGA>9. �E?< 
;4D4A99 EB;84FP 7DGCCO, @B:AB 5G89F ED4;G BCD989?<FP, >4><9 B5AB6?9A<S 
GEF4A46?<64FP A4 >B@CPRF9DO, BFABESM<9ES > FB= <?< <AB= 7DGCC9.  B:AB 
E89?4FP CD46<?B 8?S 46FB@4F<K9E>B7B B8B5D9A<S (approval) GEF4AB6>< 
B5AB6?9A<= 8?S BCD989?9AAOI 7DGCC <?< 6E9I >B@CPRF9DB6. �9?49FES QFB <; 
D4;89?4 Options, CGA>F Automatic Approvals (D<E.12). &4@ @B:AB EB;84FP 
EB5EF69AAB9 CD46<?B <?< BFD984>F<DB64FP CD46<?B CB G@B?K4A<R (Default 
Automatic Approval Rule). 

$<E.11. %B;84A<9 AB6B= 7DGCCO >B@CPRF9DB6.  
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$<E.12. !4EFDB=>4 CD46<? B5AB6?9A<S. 
 
�B784 CD46<?4 BCD989?9AO, @B:AB CDB69EF< E<AIDBA<;4J<R E E9D69DB@ 
Microsoft 8?S CB?GK9A<S C9D9KAS B5AB6?9A<= (D<E.13). %<AIDBA<;4J<S @B:9F 
5OFP ;4CGM9A4 6DGKAGR <; D4;89?4 Synchronizations <?< CDB6B8<FPES CB 
D4EC<E4A<R (8?S GEC9LAB= E<AIDBA<;4J<< 8B?:AB 5OFP GEF4AB6?9AB 
CB8>?RK9A<9 > �AF9DA9F).  

$<E.13. !4EFDB=>4 E<AIDBA<;4J<<. 
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$<E.14. "8B5D9A<9 B5AB6?9A<= 6DGKAGR. 
#BE?9 FB7B >4> CDB6989A4 E<AIDBA<;4J<S < ED45BF4?B CD46<?B 
«46FB@4F<K9E>B7B B8B5D9A<S», BF89?PAO9 B5AB6?9A<S @B7GF B>4;4FPES A9 
B8B5D9AAO@< > D4ECDBEFD4A9A<R. �8@<A<EFD4FBD @B:9F <I B8B5D<FP 6DGKAGR, 
6O5D46 6 D4;89?9 Updates E CB@BMPR H<?PFD4 < 6BECB?P;B646L<EP 
>BAF9>EFAO@ @9AR (D<E.14).  
�444A<5. !B;84=F9 7DGCCO >B@CPRF9DB6. �B87BFB6PF9 CD46<?B 
46FB@4F<K9E>B7B B8B5D9A<S B5AB6?9A<= E GK9FB@ EB;84AAB= EFDG>FGDO 7DGCC. 
�DB698<F9 E<AIDBA<;4J<R E E9D69DB@ Microsoft. �E?< >4><9-FB <; >D<F<K9E><I 
B5AB6?9A<= A9 B8B5D9AO 46FB@4F<K9E><, E89?4=F9 AG:AO9 A4EFDB=>< 
6DGKAGR.  
+4EFP 3. $4ECDBEFD4A9A<9 B5AB6?9A<=  
�4> G:9 BF@9K4?BEP 6OL9, 8?S QHH9>F<6AB7B <ECB?P;B64A<S WSUS AG:AB, 
KFB5O >B@CPRF9DO 5O?< BD74A<;B64AO 6 8B@9A Windows. &B784 E CB@BMPR 
8B@9AAB= CB?<F<>< @B:AB A4EFDB<FP E?G:5G B5AB6?9A<= >B@CPRF9DB6-K?9AB6 
8B@9A4 A4 CB?GK9A<9 B5AB6?9A<= E E9D69D4 WSUS. �?S D984>F<DB64A<S 
CB?<F<>< 6 @9AR Administrative Tools 6O59D9@ BEA4EF>G Group Policy 
Management, 6 A9= A4=89@ 8B@9AAGR CB?<F<>G CB G@B?K4A<R 3 Default Domain 
Policy, < 6 >BAF9>EFAB@ @9AR 6O59D9@ CGA>F Edit. � BF>DO6L9@ES B>A9 
D984>FBD4 CB?<F<> D4E>DB9@ G;9? Computer Configuration ->Policies-> 
Administrative Templates. � >BAF9>EFAB@ @9AR G;?4 Administrative Templates 
6O59D9@ 8B546?9A<9 L45?BA4 Add/Remove Templates (D<E. 15).  
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$<E.15. �B546?9A<9 48@<A<EFD4F<6AB7B L45?BA4.  
� C4C>9 8?S L45?BAB6 (A4CD<@9D, C:\Windows\inf) A4=89@ L45?BA wuau, 
;4C<E4AAO= FG84 CD< GEF4AB6>9 WSUS (D<E.16). #BE?9 FB7B >4> L45?BA 
8B546?9A, CBA48B5<FES A4EFDB<FP >B@CPRF9DO A4 CB?GK9A<9 B5AB6?9A<=. 
#BBK9D98AB D4E>DB9@ G;?O CB?<F<>< Computer Configuration -> Administrative 
Templates -> Windows Components -> Windows Update. �6B=AO@ M9?K>B@ 
BF>DB9@ Specify intranet Microsoft update service location, 4>F<6<DG9@ CB?<F<>G 
(C9D9>?RK4F9?P - 6 Enabled) < CDBC<L9@ URL E9D69D4 B5AB6?9A<= 6 EFDB>4I Set 
the intranet update service for detecting updates < Set the intranet statistics server 
(D<E.16). !4 D<EGA>9 CD98EF46?9A4 A4EFDB=>4 8?S E9D69D4 B5AB6?9A<= 
Server1.  
%D98< CDBK<I CB?<F<> 8?S E?G:5O Windows Update IBF9?BEP 5O F4>:9 
BF@9F<FP Automatic Updates detection frequency, CB;6B?SRMGR BCD989?<FP 
K4EFBFG CDB69D>< D45BK9= EF4AJ<9= A4?<K<S AB6OI B5AB6?9A<=, < Configure 
Automatic Updates Properties, >BFBD4S 849F 6B;@B:ABEFP G>4;4FP CD46<?4 D45BFO 
E B5AB6?9A<S@< 3 GEF4A46?<64FP, FB?P>B G698B@?SFP CB?P;B64F9?S < F.8.  
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$<E.15. �B546?9A<9 48@<A<EFD4F<6AB7B L45?BA4 (CDB8B?:9A<9). 

$<E.16. "C<EO649@ CGFP > E9D69DG B5AB6?9A<=.  
�B784 A4EFDB=>< E89?4AO < EBID4A9AO, @B:AB 8B:84FPES @B@9AF4, >B784 BA< 
CD<@9ASFES, <?< GE>BD<FP QFB CDBJ9EE, 6OCB?A<6 A4 >B@CPRF9D4I >B@4A8G 
gpupdate /force. #BE?9 FB7B, >4> >B@CPRF9D B5D4F<FES ;4 B5AB6?9A<S@<, 
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48@<A<EFD4FBD E@B:9F G6<89FP 97B 6 >BAEB?< GCD46?9A<S < CD< A9B5IB8<@BEF< 
C9D9@9EF<FP 97B <; 7DGCCO Unassigned Computers 6 >4>GR-?<5B 8DG7GR  
(D<E. 17). &4>:9 48@<A<EFD4FBDG 8BEFGCA4 <AHBD@4J<S B K<E?9 B5AB6?9A<=, 
FD95GRM<IES 8?S 84AAB7B >B@CPRF9D4, BL<5>4I CD< GEF4AB6>9 B5AB6?9A<= < 
F.8. +FB5O G6<89FP B5MGR >4DF<AG, @B:AB EHBD@<DB64FP BFK9FO (G;9? Reports).  

$<E. 17. #9D9@9M9A<9 >B@CPRF9D4 6 8DG7GR 7DGCCG. 
�444A<5. �4EFDB=F9 CB?<F<>G D4ECDBEFD4A9A<S B5AB6?9A<=. �DB69DPF9 99 
D45BFG. !HBD@<DG=F9 BFK9F B D4ECDBEFD4A9A<< B5AB6?9A<=.  
 
#$��&�+�%��3 $��"&� 7 35.  
$���$�!"� �"#�$"��!�� � WINDOWS SERVER 2008 
 
*9?P D45BFO: 
!4GK<FPES 6OCB?ASFP D9;9D6AB9 >BC<DB64A<9 6 Windows Server 2008.  
 
*9?P 84AAB= CD4>F<K9E>B= D45BFO 3 CB;A4>B@<FPES EB ED98EF64@< BD74A<;4J<< 
D9;9D6AB7B >BC<DB64A<S 6 BC9D4J<BAAB= E<EF9@9 Microsoft Windows Server 
2008. �4:ABEFP CDBJ98GDO D9;9D6AB7B >BC<DB64A<S BK9AP 6OEB>4. � F9I 
E?GK4SI, >B784 E5B< <?< 89=EF6<S CB?P;B64F9?9= (E?GK4=AO9 <?< 
CD98A4@9D9AAO9) CD<6B8SF > <;@9A9A<R <?< G84?9A<R 84AAOI, CB6D9:89A<R 
CDB7D4@@AOI >B@CBA9AF E<EF9@O, D9;9D6AB9 >BC<DB64A<9 CB;6B?S9F EA<;<FP 
CD<K<A9AAO= GM9D5 < ;A4K<F9?PAB GE>BD<FP 6BEEF4AB6?9A<9 E<EF9@O. #D< 
D4;D45BF>9 CB?<F<>< D9;9D6AB7B >BC<DB64A<S AG:AB BCD989?<FP, >4> @<A<@G@, 
E?98GRM<9 C4D4@9FDO: 
- K4EFBFG 6OCB?A9A<S D9;9D6AOI >BC<=;  
- CBDS8B> 6BEEF4AB6?9A<S 84AAOI <; D9;9D6AOI >BC<=;  
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- B5N9@ ABE<F9?9= <AHBD@4J<<, 6O89?S9@OI 8?S ID4A9A<S D9;9D6AOI >BC<=;- 
>B?<K9EF6B ID4A<@OI >BC<=; 
- 6BCDBEO B59EC9K9A<S 59;BC4EABEF< ABE<F9?9= D9;9D6AOI >BC<=. 
�?S 6OCB?A9A<S ?45BD4FBDAB= D45BFO E>BAH<7GD<DG=F9 6<DFG4?PAGR @4L<AG 
E Windows Server 2008 F4>, KFB5O >DB@9 8<E>4, >G84 GEF4AB6?9A4 BC9D4J<BAA4S 
E<EF9@4, G A99 5O?< 9M9 864 ?B>4?PAOI 8<E>4 B8<A4>B6B7B D4;@9D4 (A4CD<@9D, 
8<E> C: E "% < 8<E>< E: < F: 8?S Q>EC9D<@9AFB6). &4>:9 8?S 6OCB?A9A<S 
D9;9D6AB7B >BC<DB64A<S CB D4EC<E4A<R CBA48B5<FES B8<A A9HBD@4F<DB64AAO= 
D4;89? 5B?PLB7B D4;@9D4.  

$<E.1. "EA4EF>4 Server Manager CB;6B?S9F 8B546<FP >B@CBA9AFO.  
'F<?<FO D9;9D6AB7B >BC<DB64A<S Windows Server 2008 EGM9EF69AAB 
BF?<K4RFES BF FB7B, KFB 5O?B 6 Windows Server 2003, 789 QF< ;484K< D9L4?<EP E 
CB@BMPR GF<?<FO ntbackup. +FB5O <I <ECB?P;B64FP, 8?S A4K4?4 FD95G9FES <I 
GEF4AB6<FP. �9?49FES QFB E CB@BMPR BEA4EF>< Server Manager, 789 A48B 6O5D4FP 
CGA>F Add Feature 6 D4;89?9 Features (D<E.1) < 6 CBS6<6L9@ES EC<E>9 6O5D4FP 
CGA>F Windows Server Backup Features (D<E.2.).  
�4> 6<8AB A4 D<E. 2, CD98?4749FES 6O5D4FP E?98GRM<9 BCJ<<:  
- Windows Server Backup;  
- Command-line tools (GF<?<FO >B@4A8AB= EFDB><).  
'EF4AB6>4 CBE?98A<I, CB;6B?S9F GCD46?SFP D9;9D6AO@ >BC<DB64A<9@ E 
CB@BMPR EJ9A4D<96 < FD95G9F GEF4AB6>< Windows PowerShell. 
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$<E.2. �B546?S9@ GF<?<FO 48@<A<EFD<DB64A<S. 

 
#BE?9 GEF4AB6><, 6 @9AR Administrative Tools EF4AB6<FES 8BEFGCAB= BEA4EF>4 
Windows Server Backup. % 99 CB@BMPR @B:AB CDB6B8<FP D9;9D6AB9 
>BC<DB64A<9 84AAOI A4 ?B>4?PAB@ <?< G84?9AAB@ >B@CPRF9D9 (9E?< QFB 
D4;D9L9AB A4EFDB=>4@<). $4EE@BFD<@, >4> QFB CDB<EIB8<F. �4CGEF<@ GF<?<FG. 
$9;9D6AB9 >BC<DB64A<9 @B:9F CDB6B8<FP CB?P;B64F9?P, EBEFBSM<= 6 7DGCC9 
Administrators (�8@<A<EFD4FBDO) <?< Backup Operators ("C9D4FBDO 4DI<64). 
#D< QFB@, G K?9AB6 7DGCCO Backup Operators CD< ;4CGE>9 BEA4EF>< Windows 
Server Backup 5G89F 8BCB?A<F9?PAB ;4CD4L<64FPES C4DB?P (6 B>A9 User Account 
Control), F.>. QF< BC9D4J<< BFABESFES > D4;DS8G CBF9AJ<4?PAB BC4EAOI. � B>A9 
BEA4EF>< 6 EC<E>9 8BEFGCAOI 89=EF6<= (Actions), D4ECB?B:9AAB@ 6 CD46B= 
K4EF< Q>D4A4, 6O59D9@ BCJ<R Backup Once & (F.9. B8AB>D4FA4S 4DI<64J<S). 
�4CGEF<6L<=ES @4EF9D D9;9D6AB7B >BC<DB64A<S CD98?B:<F 6O5BD @9:8G 
A4EFDB=>4@< 8?S G:9 ;4C?4A<DB64AAB7B >BC<DB64A<S (The same options that you 
used in the Backup Schedule Wizard for scheduled backups) < AB6O@< (Different 
options). !G:AB 6O5D4FP 6FBDB= 64D<4AF (9E?<, >4> 6 A4L9@ CD<@9D9, GF<?<F4 
D4A99 A9 <ECB?P;B64?4EP, FB C9D6O= CGA>F EC<E>4 5G89F A94>F<69A). %?98GRM99 
B>AB @4EF9D4 CB;6B?S9F 6O5D4FP, CDB<;6B8<FP ?< CB?AB9 D9;9D6AB9 
>BC<DB64A<9 <?< >BC<DB64A<9 BF89?PAOI D4;89?B6 (D<E.3). �89EP CDBS6?S9FES 
C9D6B9 BF?<K<9 AB6OI <AEFDG@9AFB6 3 D9;9D6AB9 >BC<DB64A<9 BF89?PAOI C4CB> 
< H4=?B6 CDB<;6B8<FP A9?P;S, FB?P>B ?B7<K9E><= 8<E> J9?<>B@. )BF9?BEP 5O 
F4>:9 B5D4F<FP 6A<@4A<9 A4 A48C<EP 6 A<:A9= K4EF< Q>D4A4, F4@ 849FES EEO?>4 
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A4 D4;89? ECD46><, BC<EO64RM<= 6OCB?A9A<9 E CB@BMPR GF<?<FO >B@4A8AB= 
EFDB>< D9;9D6AB7B >BC<DB64A<S FB?P>B EBEFBSA<S E<EF9@O (System State). 
�O59D9@ 64D<4AF Custom. &B784 A4 E?98GRM9@ Q>D4A9 CBS6<FES EC<EB> 8<E>B6 
(D<E.4). 'EF4A46?<64S <?< EA<@4S BF@9F><, @B:AB G>4;4FP, 84AAO9 E >4><I 
8<E>B6 CB@9M4RFES 6 D9;9D6AGR >BC<R. "CJ<S Enable System Recovery 
6>?RK49F 6 4DI<6 D4;89?O, 789 A4IB8SFES >B@CBA9AFO BC9D4J<BAAB= E<EF9@O < 
H4=?O A9B5IB8<@O9 8?S ;47DG;>< (F.9. BF@9F>G A4CDBF<6 QF<I D4;89?B6 5G89F A9 
EASFP). #D98CB?B:<@, A4@ AG:AB E89?4FP D9;9D6AGR >BC<R 8<E>4 E:, A4 
>BFBDB@ A4IB8SFES CB?P;B64F9?PE><9 84AAO9. &B784 BF@9F>< GEF4A46?<649@ F4>, 
>4> QFB E89?4AB A4 D<E.4 < C9D9IB8<@ > E?98GRM9= EF48<<, A4 >BFBDB= AG:AB 
BCD989?<FP, >G84 5G89F CDB<;6B8<FPES >BC<DB64A<9. 1FB @B:9F 5OFP 
?B>4?PAO= 8<E> (:9EF><= 8<E>, C<LGM<= DVD-CD<6B8 < F.8.) <?< E9F964S 
C4C>4. !48B GK<FO64FP, KFB 4DI<6A4S >BC<S A9 @B:9F EBID4ASFPES A4 8<E>, 
6IB8SM<= 6 C9D9K9AP 4DI<6<DG9@OI. &4>:9 A9?P;S EBID4A<FP 4DI<6 A4 8<E>, 
789 ID4ASFES H4=?O BC9D4J<BAAB= E<EF9@O 

$<E.3. �O5BD @9:8G CB?AO@ D9;9D6AO@ >BC<DB64A<9@ < >BC<DB64A<9@ 
BF89?PAOI 8<E>B6.  
'K<FO64S 6E9 6OL9<;?B:9AAB9, 6 D4EE@4FD<649@B@ CD<@9D9 @B:AB E89?4FP 
D9;9D6AGR >BC<R 8<E>4 E: A4 8<E> F:, 6 E9F96GR C4C>G <?< A4 DVD-8<E>. 



330 
 

330 

�O59D9@ C9D6O= 64D<4AF, KFB < G>4:9@ 6 E?98GRM9@ B>A9 @4EF9D4. #BE?9 K97B 
5G89F CD98?B:9AB 6O5D4FP F<C D9;9D6AB7B >BC<DB64A<S (D<E.5). 

$<E.4 �O5BD 8<E>B6 8?S D9;9D6AB7B >BC<DB64A<S.  
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$<E.5 �O5BD F<C4 >BC<DB64A<S. 
%?G:54 Volume Shadow Copy Service (VSS) @B:9F CD< D9;9D6AB@ >BC<DB64A<< 
BF@9K4FP H4=?O, >4> CB@9M9AAO9 6 4DI<6, <?< A9 89?4FP QFB. �E?< >DB@9 
ED98EF6 Windows Server 2008 <ECB?P;GRFES < 8DG7<9 CDB8G>FO 8?S D9;9D6AB7B 
>BC<DB64A<S, D9>B@9A8G9FES 6O5D4FP 64D<4AF VSS copy backup. �E?< F4>B7B 
A9F, @B:AB E@9?B 6O5<D4FP 64D<4AF VSS full backup. � E?98GRM9@ B>A9 
@4EF9D4 5G89F ;4CDBL9AB CB8F69D:89A<9 <, 9E?< BAB CB?GK9AB, ;4CGEF<FES 
D9;9D6AB9 >BC<DB64A<9. � D9;G?PF4F9, 6 A4L9@ CD<@9D9 A4 8<E>9 F: CBS6<FES 
>4F4?B7 WindowsImageBackup, 6 A9@ 5G89F EB;84A CB8>4F4?B7, A4;64AAO= CB 
<@9A< 4DI<6<DG9@B7B E9D69D4, >G84 < CBC489F >BC<S.  
�444A<5. 1.�4 GK95AB@ E9D69D9 (<?< 6<DFG4?PAB= @4L<A9) 6O59D<F9 D4;89? 8?S 
D9;9D6AB7B >BC<DB64A<S.  
2.! GK9FB@ D4EE@BFD9AAOI B7D4A<K9A<= < B5N9@4 >BC<DG9@B7B D4;89?4, 
6O59D<F9 @9EFB 8?S D4;@9M9A<S >BC<<. �CD989?<F9, BF <@9A< >4>B= GK9FAB= 
;4C<E< 5G89F CDB6B8<FPES QF4 BC9D4J<S.  
3.�OCB?A<F9 B8AB>D4FAB9 D9;9D6AB9 >BC<DB64A<9 6O5D4AAB7B D4;89?4. 
4.�4=8<F9 >4F4?B7 WindowsImageBackup.  4;59D<F9EP, >4> BD74A<;B64AB 
ID4A9A<9 D9;9D6AOI >BC<= < BC<L<F9 QFB 6 BFK9F9. � H4=? E >4>B7B F<C4 (< E 

>4><@ D4EL<D9A<9@) CB@9M4RFES 84AAO9?  
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&9C9DP D4EE@BFD<@ CBDS8B> 6BEEF4AB6?9A<S 84AAOI <; D9;9D6AB= >BC<<. � 
C9D6B= K4EF< ?45BD4FBDAB= D45BFO 5O?4 E89?4A4 D9;9D6A4S >BC<S D4;89?4 E:. 
#GEFP CBA48B5<?BEP 6BEEF4AB6<FP EB89D:<@B9 B8AB= <; C4CB> <; QFB7B D4;89?4. 
#D< QFB@ FD95G9FES ED46A<FP F9>GM99 EB89D:<@B9 C4C>< E 4DI<6AB= >BC<9=, 
F.9. 6BEEF4A46?<64FP AG:AB 6 8DG7GR C4C>G. �4CGE>49@ BEA4EF>G Windows 
Server Backup < 6 EC<E>9 Actions 6O5<D49@ Recover (6BEEF4AB6?9A<9).  4EF9D 
6BEEF4AB6?9A<S GFBKAS9F, >4>B= E9D69D 5G89F 6BEEF4A46?<64FPES, CBE?9 K97B 
CD98EF46<F C9D9K9AP <@9RM<IES D9;9D6AOI >BC<= (D<E.6).  

$<E.6. #9D9K9AP 8BEFGCAOI D9;9D6AOI >BC<= 8?S 6O5D4AAB7B E9D69D4.  
� E?98GRM9@ B>A9 ;4CD4L<649FES, KFB <@9AAB 6BEEF4A46?<649FES. !4E 
<AF9D9EG9F BF89?PA4S C4C>4, CBFB@G 6O5<D49@ 64D<4AF Files and folders (D<E.7). 
�DG7<9 64D<4AFO 3 6BEEF4AB6?9A<9 ;4D97<EFD<DB64AAOI CD<?B:9A<= < 
6BEEF4AB6?9A<9 D4;89?4 8<E>4 J9?<>B@. 
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$<E..7. �O5BD F<C4 6BEEF4AB6?9A<S. 
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$<E..8. #4D4@9FDO 6BEEF4AB6?9A<S. 
 
� E?98GRM9@ B>A9 @4EF9D4 6 6OC484RM9@ EC<E>9 AG:AB A4=F< < 6O89?<FP 
6O5D4AAGR 8?S 6BEEF4AB6?9A<S C4C>G. �E?< 6BEEF4AB6<FP AG:AB A9E>B?P>B 
B5N9>FB6, <I 6O89?SRF EB6@9EFAB, G89D:<64S >?46<LG Ctrl (<?< Shift 8?S 
6O89?9A<S 8<4C4;BA4). #BE?9 QFB7B 6O5<D49FES CGFP 8?S 6BEEF4AB6?9A<S < 
;484RFES C4D4@9FDO. � A4L9@ CD<@9D9, @O IBF<@ 6BEEF4AB6<FP 6O5D4AAGR 
C4C>G E H4=?4@< 6B 6AB6P EB;84AAGR C4C>G restored (D<E.8). �DB@9 CGF< 
(<EIB8AO= <?< 4?PF9DA4F<6AO=), 6O5<D49FES 64D<4AF 89=EF6<= CD< EB6C489A<< 
<@9A H4=?B6 < C4CB>. 1FB BEB59AAB 4>FG4?PAB, 9E?< 6BEEF4A46?<64FP H4=?O 6 
<EIB8AGR C4C>G. �4D<4AFB6 FD< 3 EB;8464FP >BC<<, C9D9;4C<EO64FP <@9RM<9ES 
B5N9>FO 6BEEF4A46?<649@O@<, BEF46<FP <@9RM<9ES B5N9>FO. #BE?98A<= <; 
6O5<D49@OI 6 QFB@ B>A9 C4D4@9FDB6 G>4;O649F A4 FB, 6BEEF4A46?<64FP ?< 
A4EFDB=>< 59;BC4EABEF< (F.9. EC<E>< >BAFDB?S 8BEFGC4 > H4=?4@). #BE?9 6O5BD4 
6E9I C4D4@9FDB6 5G89F ;4CDBL9AB CB8F69D:89A<9 < A4KA9FES 6BEEF4AB6?9A<9. 
�444A<5. �O59D<F9 <; 4DI<64, EB;84AAB7B 6 CD98O8GM9= K4EF< D45BFO, 7DGCCG 
H4=?B6 8?S 6BEEF4AB6?9A<S. �BEEF4AB6<F9 <I 6 C9D6O= D4; CB <EIB8AB@G CGF< 
E EBID4A9A<9@ >BC<=, 6B 6FBDB= D4; - CB 4?PF9DA4F<6AB@G CGF<. �C<L<F9, 6 
K9@ D4;A<J4 6 CB?GK9AAOI D9;G?PF4F4I. &9C9DP D4EE@BFD<@ BD74A<;4J<R 
D9;9D6AB7B >BC<DB64A<S CB D4EC<E4A<R. �?S QFB7B 6 Windows Server Backup 
6O59D9@ BCJ<R Backup Schedule. #9D6B9 B>AB ;4CGEF<6L97BES @4EF9D4 
<AHBD@<DG9F, KFB CD9:89 K9@ GEF4A46?<64FP D9;9D6AB9 >BC<DB64A<9 CB 
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D4EC<E4A<R, AG:AB BCD989?<FP: - KFB 5G89F >BC<DB64FPES (CB?AB9 D9;9D6AB9 
>BC<DB64A<9 E9D69D4 <?< BF89?PAO9 8<E><); - >4> K4EFB A48B CDB6B8<FP 
>BC<DB64A<9;  
- 789 D4;@9M4FP >BC<<. #D< QFB@ A48B GK<FO64FP:  
1) 84:9 CD< 6O5BD9 D9;9D6AB7B >BC<DB64A<S BF89?PAOI D4;89?B6, 6 <I EC<EB> 
B5S;4F9?PAB 8B?:9A 5OFP 6A9E9A D4;89? (-O) E BC9D4J<BAAB= E<EF9@B=;  
2) >BC<DB64A<9 @B:9F 6OCB?ASFPES B8<A <?< A9E>B?P>B D4; 6 89AP;  
3) 8?S ID4A9A<S D9;G?PF4FB6 D9;9D6AB7B >BC<DB64A<S 8B?:9A 6O89?SFPES 
BF89?PAO= 8<E>, 6AGFD9AA<= <?< 6A9LA<= (A4CD<@9D, CB8>?RK49@O= CB USB). 
#9D98 A4K4?B@ <ECB?P;B64A<S, BA 5G89F BFHBD@4F<DB64A @4EF9DB@ 4DI<64J<<. 
$9>B@9A8G9FES, KFB5O BA 5O? A9 @9A99 K9@ 6 1,5 D4;4 5B?PL9 CB B5N9@G, K9@ 
4DI<6<DG9@O9 8<E><. #GEFP FD95G9FES 9:98A96AB 89?4FP D9;9D6AB9 
>BC<DB64A<9 8<E>4 D4;89?4 E BC9D4J<BAAB= E<EF9@B=. � B>A9 @4EF9D4 
4A4?B7<KAB@ D<E.3, 6O5<D49@ 64D<4AF Custom, 6 B>A9 4A4?B7<KAB@ D<E.4 3 8<E> 
C (A4 >BFBDB@ D4ECB?B:9A4 BC9D4J<BAA4S E<EF9@4). '>4;O649@ D4EC<E4A<9 
(D<E.9). �4?PL9 BCD989?S9FES 8<E> (D<E.10), BA @B:9F 5OFP A9 BFHBD@4F<DB64A. 
�<E>G 5G89F A4;A4K9A4 @9F>4 E A4;64A<9@ E9D69D4 < 84FB= BCD989?9A<S 
D9;9D6AB7B >BC<DB64A<S, CBE?9 K97B 5G89F CDB6989AB HBD@4F<DB64A<9. �<E>G 
A9 A4;A4K49FES 5G>64 < BA A9 5G89F 8BEFGC9A CB?P;B64F9?S@ >4> B5OKAO= 8<E>. 
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$<E.9. $4EC<E4A<9 D9;9D6AB7B >BC<DB64A<S.  
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$<E.10. �<E> 8?S ID4A9A<S D9;9D6AOI >BC<=.  
�B784 D45BF4 CB A4EFDB=>9 46FB@4F<K9E>B= 4DI<64J<< ;469DL9A4, @B:AB 
E89?4FP 8BCB?A<F9?PAO9 A4EFDB=><, CB6OL4RM<9 5OEFDB89=EF6<9 8?S 
BF89?PAOI 8<E>B6. �?S QFB7B 6 EC<E>9 Actions 6 BEA4EF>9 Windows Server 
Backup 6O59D<F9 CGA>F Configure Performance Settings. � BF>DO6L9@ES B>A9 
(D<E.11) @B:AB GEF4AB6<FP, >4>B= F<C D9;9D6AB7B >BC<DB64A<S CDB<;6B8<FP 8?S 
8<E>4 3 CB?AB9 (full) <?< 8B546BKAB9 (Incremental). #B G@B?K4A<R <ECB?P;G9FES 
CB?AB9. �B546BKAB9 CB@9M49F 6 4DI<6 FB?P>B <;@9A9AAO9 E @B@9AF4 
CBE?98A97B 4DI<6<DB64A<S H4=?O, QFB CB;6B?S9F CDB69EF< D9;9D6AB9 
>BC<DB64A<9 5OEFD99, AB 5B?99 EGM9EF69AAB EA<:49F CDB<;6B8<F9?PABEFP 
E9D69D4 6 C9D<B8 >BC<DB64A<S (F.>. A48B CDB6B8<FP CDB69D>G). 
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$<E.11. �O5BD F<C4 D9;9D6AB7B >BC<DB64A<S 8?S 8<E>4.  
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$<E.12. #4D4@9FDO EB;84AAB7B ;484A<S. 
#BDS8B> 6BEEF4AB6?9A<S F4>B= :9, >4> < CD< B8AB>D4FAB@ >BC<DB64A<<. 
�EF4F<, CBE@BFD9FP C4D4@9FDO ;4C?4A<DB64AAB7B D9;9D6AB7B >BC<DB64A<S 
@B:AB E CB@BMPR BEA4EF>< Task Scheduler (D<E.12).  
�444A<5.  4;D45BF4=F9 < D94?<;G=F9 C?4A 9:98A96AB7B D9;9D6AB7B 
>BC<DB64A<S D4;89?4 E BC9D4J<BAAB= E<EF9@B=. �D< 6OCB?A9A<< ?45BD4FBDAB= 
D45BFO A4 6<DFG4?PAB= @4L<A9 8?S ID4A9A<S D9;9D6AOI >BC<= @B:AB 
CB8>?RK<FP 8BCB?A<F9?PAO= 6<DFG4?PAO= 8<E> (A4EFDB=>4 89?49FES 6 
E6B=EF64I 6<DFG4?PAB= @4L<AO, >B784 BA4 A9 ;4CGM9A4). �O59D<F9 F4>B9 
6D9@S EB;84A<S >BC<<, KFB5O D9;G?PF4F @B:AB 5O?B G6<89FP 6 IB89 
6OCB?A9A<S ?45BD4FBDAB=. �BE?9 EB;84A<S >BC<<, 6BEEF4AB6<F9 >4>B=-?<5B <; 
H4=?B6. �ECB?P;GS BCJ<R Backup Schedule BEA4EF>< Windows Server Backup, 
G84?<F9 ;4C?4A<DB64AAB9 ;484A<9 A4 D9;9D6AB9 >BC<DB64A<9. $9;9D6AB9 
>BC<DB64A<9 <; >B@4A8AB= EFDB>< 6OCB?AS9FES E CB@BMPR GF<?<FO 
wbadmin.  
�444A<5 �4CGEF<F9 wbadmin 59; >?RK9=. �B 6O6989AAB= CB8E>4;>9 D4;59D<F9EP 
6 D45BF9 GF<?<FO. �OCB?A<F9 <; >B@4A8AB= EFDB>< 6BEEF4AB6?9A<9 H4=?B6, 
4A4?B7<KAB9 FB@G, >4> 89?4?BEP, CD< <ECB?P;B64A<< 7D4H<K9E>B7B <AF9DH9=E4. 
 

#$��&�+�%��3  $��"&� 736.  
'%&�!"��� � �"!(��'$�$"��!�� WINDOWS SERVER 2012 R2 
ESSENTIALS. 
*9?P D45BFO: 
#B?GK9A<9 CD4>F<K9E><I A46O>B6 CB GEF4AB6>9 < >BAH<7GD<DB64A<R  
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Windows Server 2012 R2 Essentials 

"5M<9 E6989A<S B Windows Server 2012 R2 Essentials 

Windows Server 2012 R2 Essentials 3 QFB B8A4 <; D984>J<= E9D69DAB= 
BC9D4J<BAAB= E<EF9@O BF >B@C4A<< Microsoft. "8A4>B <@99F @AB:9EF6B 
BF?<K<= BF D984>J<= Standard < Datacenter. +FB :9 G@99F Essentials: 

÷ �6FBD<;4J<S < 4GF9AF<H<>4J<S CB?P;B64F9?9= 64L9= E9F< (8B@9A 
>BAFDB??9D E?G:5O >4F4?B7B6 Active Directory) 

÷ (4=?B6B9 ID4A<?<M9 (DB?P H4=?B6B7B E9D69D4) 
÷ '84?9AAO= 8BEFGC > >BDCBD4F<6AB= E9F< (VPN < DirectAccess E9D69D) 
÷ '84?9AAO= 8BEFGC > H4=?B6B@G ID4A<?<MG K9D9; Web-<AF9DH9=E 
(A4EFDB9AAO= 8?S QFB7B IIS) 

÷ '84?9AAO= 8BEFGC > D45BK9@ EFB?4@ >?<9AFE><I @4L<A (L?R; 
G84?9AAOI D45BK<I EFB?B6) 

÷ $9;9D6AB9 >BC<DB64A<9 >?<9AFE><I @4L<A (windows backup) 
÷ $9;9D6AB9 >BC<DB64A<9 E4@B7B E9D69D4 (windows backup) 
÷ �AF97D4J<S E B5?4KAO@< F9IAB?B7<S@< Microsoft (Office 365, Azure 
backup < F.8.) 

÷ �BAEB?P 98<AB= A4EFDB=>< Essentials, >BFBD4S CB;6B?<F A4EFDB<FP 
6B;@B:ABEF< BC<E4AAO9 6OL9 84:9 A9 CB87BFB6?9AAB@G E<EF9@AB@G 
48@<A<EFD4FBDG. 

$984>J<S Essentials <@99F 5B?PL<AEF6B DB?9= Windows Server. !9>BFBDO9 <; 
QF<I DB?9= A4EFDB9AO, A9>BFBDO9 8BEFGCAO 6 CB?AB@ B5N9@9, A9>BFBDO9 >4> 
A4CD<@9D Hyper-V E E9DP9;AO@< B7D4A<K9A<S@<. �B@C9AE4J<9= ;4 QF< 6E9 
B7D4A<K9A<S S6?S9FES 5B?99 A<;>4S J9A4, 6>?RK9AAOI 25 >?<9AFE><I ?<J9A;<=, 
J9AFD4?<;B64AA4S < CDBEF4S A4EFDB=>4. �O @B:9F9 <ECB?P;B64FP QFG D984>J<R 
FB?P>B 8?S BD74A<;4J<=, 789 K<E?B CB?P;B64F9?9= A9 CD96OL49F 25. 

&4><@ B5D4;B@ Essentials BK9AP IBDBLB CB8IB8<F 8?S @4?OI BD74A<;4J<=, 
>BFBDO9 5O IBF9?< CB?P;B64FPES 5B?PL<AEF6B@ EB6D9@9AAOI D9L9A<= 8?S 
B59EC9K9A<S 59;BC4EABEF< >BDCBD4F<6AB= E9F<, ID4A9A<S 8B>G@9AFB6, 
G84?9AAB7B 8BEFGC4, 6B;@B:AB, CBKFB6O9 E<EF9@O. �?S F9I BD74A<;4J<=, 
>BFBDO9 A9 IBF9?< 5O FD4F<FP @AB7B 89A97 >4> A4 E4@G �& <AHD4EFDG>FGDG, F4> 
< A4 D45BFG 6OEB>B>64?<H<J<DB64AAOI E<EF9@AOI 48@<A<EFD4FBDB6. 

'EF4AB6>4 < C9D6BA4K4?PA4S A4EFDB=>4 

'EF4AB6>4 84AAB= "% EF4A84DFA4S CDBJ98GD4. � @B@9AF GEF4AB6><, 9E?< G 64E 
B8<A :TEF><= 8<E>, FB A9B5IB8<@B D4;5<FP 97B A4 864 D4;89?4. &.9. E89?4FP F4> 
KFB5O CBE?9 GEF4AB6>< 6 E<EF9@9 5O? 6FBDB= G:9 BFHBD@4F<DB64AAO= :9EF><= 
8<E>. 
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#BE?9 C9D6B7B 6IB84 6 E69:9GEF4AB6?9AAGR "% ;4CGEF<FES @4EF9D «!4EFDB=>4 
Windows Server Essentials», >BFBDO= CB@B:9F CDB<;69EF< C9D6BA4K4?PAGR 
A4EFDB=>G. 

 

$<E.1  4EF9D «!4EFDB=>4 Windows Server Essentials» 

!4 C9D6B@ L479 A9B5IB8<@B ;484FP A4EFDB=>< 84FO < 6D9@9A<. 
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$<E.2 ">AB A4EFDB=>< 84FO < 6D9@9A< 

!4 6FBDB@ L479 A9B5IB8<@B ;4CB?A<FP A4 4A7?<=E>B@ S;O>9 A4;64A<9 
>B@C4A<<. �@S 8B@9A4 < <@S E9D69D4 5G8GF 6 F4>B@ E?GK4S E79A9D<DB64AO 
46FB@4F<K9E><, IBFS >BA9KAB @B:AB CB@9ASFP <I. 
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$<E.3 ">AB ;4CB?A9A<S A4 4A7?<=E>B@ S;O>9 A4;64A<9 >B@C4A<< 

!4 E?98GRM9@ L479 A9B5IB8<@B 
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$<E.4 ">AB ;4CB?A9A<S <@9A< 48@<A<EFD4FBD4 < ;484A<S 97B C4DB?S. 

!4 CBE?98A9@ L479 A9B5IB8<@B G>4;4FP < A4:4FP A4EFDB<FP 
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$<E.5 ">AB 6O5BD4 ECBEB54 B5AB6?9A<S E<EF9@O 

#BE?9 QFB7B ;4CGEF<FES CDBJ9EE, >BFBDO= CDB<;6989F 6E9 A9B5IB8<@O9 
C9D6BA4K4?PAO9 A4EFDB=><. 1FB ;4=@9F B>B?B 30 @<AGF < CBFD95G9F A9E>B?P>B 
C9D9;47DG;B>. �4 QFB 6D9@S "% GEC99F 6 K4EFABEF< GEF4AB6<FP A9B5IB8<@O9 
DB?< < A4EFDB<FP E9D69D 6 >4K9EF69 8B@9A >BAFDB??9D4 8?S AB6B7B 8B@9A4. 
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$<E.6 ">AB ;469DL9A<S GEF4AB6>< < A4K4?PAB= A4EFDB=>< 

!4EFDB=>4 

#DB8G>F BK9AP 5B?PLB= < B5L<DAO=, ;89EP 5G89F  D4EE@BFD9AB B E4@OI 
54;B6OI 6B;@B:ABEFSI A4EFDB=><, F4><9 >4> EB;84A<9 CB?P;B64F9?9=, A4EFDB=>4 
G84?9AAB7B 8BEFGC4, EB;84A<9 C4CB>, CB8>?RK9A<9 >?<9AFB6. 

�ES A4EFDB=>4 CDB<EIB8<F 6 C4A9?< @BA<FBD<A74, 8BEFGC > A9= 9EFP E D45BK97B 
EFB?4, C4A9?< 5OEFDB7B ;4CGE>4 < EF4DFB6B7B Q>D4A4. 
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$<E.7 �ES A4EFDB=>4 CDB<EIB8<F 6 C4A9?< @BA<FBD<A74 

%B;84A<9 CB?P;B64F9?9= 

#D< C9D6B@ ;4CGE>9 84AAB= C4A9?< BF>DB9FES 6>?48>4 GEF4AB6>4, A4 >BFBDB= 
@B:AB 6OCB?A<FP DS8 ;484K CB A4EFDB=>9 E9D69D4. 

!4KA9@ E 8B546?9A<S CB?P;B64F9?9=. -9?>49@ EEO?>G 8?S 8B546?9A<S GK9FAOI 
;4C<E9=. 

 

$<E.8 ">AB 8B546?9A<S CB?P;B64F9?9= 
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�4CB?AS9@ CB?S HBD@O < A4:<@49@ 84?99 

 

$<E.9 ">AB 8B546?9A<S GK9FAB= ;4C<E< 

�O5<D49@ GDB69AP 8BEFGC4 > B5M<@ C4C>4@, >BFBDO9 5O?< EB;84AO. !4 
A4K4?PAB@ QF4C9 EGM9EF6G9F ?<LP B8A4 3 "D74A<;4J<S. � 84?PA9=L9@ 6O 
@B:9F9 @9ASFP D4;D9L9A<S A4 8BEFGC >4> <; E6B=EF6 CB?P;B64F9?S, F4> < <; 
E6B=EF6 C4C><. 
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$<E.10 'DB69AP 8BEFGC4 > B5M<@ C4C>4@ 

�4?99 GEF4A46?<649@, KFB 5G89F 8BEFGCAB 8?S CB?P;B64F9?S G84?9AAB. 
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$<E.11 #GA>FO G84?9AAB7B 8BEFGC4 

'K9FA4S ;4C<EP EB;84A4. !4:<@49@ ;4>DOFP. 
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$<E.12 ">AB ;469DL9A<S EB;84A<S GK9FAB= ;4C<E< 

#B8B5AO@ B5D4;B@ @B:AB EB;84FP @AB:9EF6B GK9FAOI ;4C<E9=. �9;GE?B6AB, 
@B:AB CB?P;B64FPES < CD<6OKAO@ < ;A4>B@O@ <AF9DH9=EB@ Active Directory 
Users and Computers, AB 6 F4>B@ E?GK49 6O8464FP D4;D9L9A<S A4 8BEFGC 
CD<89FES DGK>4@<. 

�B546?9A<9 C4CB> E9D69D4 

�?S 8B546?9A<9 C4CB> EGM9EF6G9F 8DG7B= @4EF9D, >BFBDO= CB@B:9F < EB;84FP 
C4C>G A4 8<E>9, < B5M<= 8BEFGC 8?S A99 A4EFDB<FP, < D4;D9L9A<S 6O84FP. �?S 
97B ;4CGE>4 A9B5IB8<@B M9?>AGFP EBBF69FEF6GRMGR EEO?>G 6 C4A9?< 
@BA<FBD<A74. 
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$<E.13 #4A9?P @BA<FBD<A74 3 8B546?9A<9 C4CB> 

� BF>DO6L9@ES B>A9 @4EF9D4 66B8<@ A4;64A<9.  B:AB <;@9A<FP D4ECB?B:9A<9 
< 8B546<FP BC<E4A<9. !4:<@49@ 84?99. 
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$<E.14 ">AB 66B84 <@9A< < BC<E4A<S C4C>< 

!4 E?98GRM9= EFD4A<J9 G>4;O649@ A9B5IB8<@O9 D4;D9L9A<S. #D< 
A9B5IB8<@BEF< 89?49@ 99 A98BEFGCAB= CD< G84?9AAB@ 8BEFGC9. 

 

$<E. 15 �484A<9 D4;D9L9A<S A4 C4C>G 

% CBE?98A97B L474 84AAB7B @4EF9D4 @B:AB ;4CGEF<FP @4EF9D A4EFDB=>< 
4DI<64J<<. !4:<@49@ ;4>DOFP. 
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$<E.16 ">AB ;469DL9A<S EB;84A<S C4C>< 

!4EFDB=>4 G84?9AAB7B 8BEFGC4 

"8<A, A469DAB9, <; E4@OI E?B:AOI QF4CB6 A4EFDB=>< Windows Server 2012R2 
Essentials. !4EFDB=>4 F4> :9 CDB<EIB8<F E CB@BMPR @4EF9D4.  4EF9D 
FD48<J<BAAB ;4CGE>49FES <; C4A9?< @BA<FBD<A74. 
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$<E.17 #4A9?P @BA<FBD<A74 3 A4EFDB=>4 G84?9AAB7B 8BEFGC4 

#9D6B9 KFB A9B5IB8<@B A4EFDB<FP QFB @4DLDGF<;4FBD 3 B5 QFB@ EBB5M49F 
@4EF9D. !4 E4@B@ 89?9 A9B5IB8<@B A4EFDB<FP C9D9A4CD46?9A<9 CBDFB6 A4 
@4DLDGF<;4FBD9. �?S QFB7B G @4DLDGF<;4FBD4 8B?:9A 5OFP «59?O=» IP 48D9E. � 
A4 E4@B@ E9D69D9 ?GKL9 A4EFDB<FP EF4F<K9E><= IP 48D9E. #9D9A4CD46<FP AG:AB 
E?98GRM<9 CBDFO 80, 443, 1723, 987 A4 IP 48D9E 64L97B E9D69D4. � B5M9@ FB 
CDBJ98GDG A4EFDB=>< @B:9F 6OCB?A<FP < E4@ @4EF9D, 9E?< 64L @4DLDGF<;4FBD 
CB889D:<649F UPnP. 
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$<E.18 !4EFDB=>4 CB6E9@9EFAB7B 8BEFGC4 

#BE?9 QFB7B BF>DO649FES AB6O= @4EF9D A4EFDB=>< 8B@9AAB7B <@9A<. !4:<@49@ 
84?99. 
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357 

 

$<E. 19 !4EFDB=>4 <@9A< 8B@9A4 

 4EF9D CD98?B:<F 669EF< <@S 6A9LA97B 8B@9A4 <?< EB;84FP AB6O=. �?S 
EB5EF69AAB7B 8B@9A4 CBA48B5<FES E9DF<H<>4F, CBQFB@G D4EE@BFD<@ FGF 
64D<4AF A4EFDB=>< E <ECB?P;B64A<9@ 8B@9A4 Microsoft. �O5<D49@ 8DG7B9 <@S 
8B@9A4 < M9?>49@ 84?99. 
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358 

 

$<E.20 !4EFDB=>4 <@9A< 8B@9A4 E <ECB?P;B64A<9@ 8B@9A4 Microsoft 

$4EE@BFD<@ 64D<4AF E 8B@9AB@ >B@C4A<< Microsoft. 
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$<E.21 !4EFDB=>4 <@9A< 8B@9A4 BF Microsoft 

!9B5IB8<@B 46FBD<;B64FPES 6 Microsoft Account. 
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$<E.22 �6FBD<;4J<S 6 Microsoft Account 

#BE?9 46FBD<;4J<< CD<A<@49@ ;4S6?9A<9 B >BAH<89AJ<4?PABEF<. 
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$<E.23 �4S6?9A<9 B >BAH<89AJ<4?PABEF< 

�6B8<@ <@S 8B@9A4 < CDB69DS9@ 8BEFGCABEFP, A4:<@49@ A4EFDB<FP. 
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362 

 

$<E.24 %B;84A<9 <@9A< 8B@9A4 

% <@9A9@ 8B@9A4 D4;B5D4?<EP. #DB8B?:49@ 4 84?99. 
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$<E.25 ">AB ;469DL9A<S A4EFDB=>< <@9A< 8B@9A4 

�O5<D49@ >4><9 <@9AAB 6B;@B:ABEF< 5G8GF 8BEFGCAO. 
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$<E.26 �O5BD HGA>J<= CB6E9@9EFAB7B 8BEFGC4 

�O5<D49@ 5G89F ?< 8BEFGC9A G84?9AAO= 8BEFGC 8?S F9>GM<I CB?P;B64F9?9=. 
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$<E.27 #B6E9@9EFAO= 8BEFGC 8?S CB?P;B64F9?9= < 7DGCC 

#B8>?RK9A<9 D45BK<I EF4AJ<= 

"F>DB9@ C4A9?P @BA<FBD<A74 < C9D9=89@ A4 EFD4A<JG CB8>?RK9A<9 
>B@CPRF9DB6, FB G6<8<@ F4@ ?<LP <AEFDG>J<R > 89=EF6<R. 
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$<E.28 �AEFDG>J<S > 89=EF6<R 

%?98GS <AEFDG>J<< A4 >?<9AF9 6 5D4G;9D9 BF>DO649@ EFD4A<K>G http://<�@S 
E9D69D4>/connect. !4:<@49@ EEO?>G 8?S E>4K<64A<S. 

 

$<E.29 #B8>?RK9A<9 #� > E9D69DG 
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367 

�O5<D49@ 6OCB?A<FP. 

 

$<E.30 �O5<D49@ 6OCB?A<FP 

#D<A<@49@ ?<J9A;<R < :89@ 

 

$<E. 31 �<J9A;<BAAB9 EB7?4L9A<9 

�6B8<@ <@S CB?P;B64F9?S < C4DB?P CB?P;B64F9?S 84AAB7B >B@CPRF9D4 <?< 
48@<A<EFD4FBD4. 
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$<E.32 ">AB 66B84 GK9FAOI 84AAOI 

#9D9;47DG:49@ E9D69D. 
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$<E. 33 #9D9;47DG;>4 E9D69D4 

�O5<D49@, >FB 5G89F CB?P;B64FPES >B@CPRF9DB@. 
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$<E. 34 �O5BD CB?P;B64F9?S 8?S A4EFDB=>< #� 

�6B8<@ BC<E4A<9 >B@CPRF9D4. 
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371 

 

$<E. 35 "C<E4A<9 #� 

#4D4@9FDO 4DI<64J<<. 



372 
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$<E. 36 #4D4@9FDO 4DI<64J<< 
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$<E. 37 #� CB8>?RK9A > E9D69DG 

#BE?9 QFB7B ;4IB8<@ A4 >B@CPRF9D CB8 GK9FAB= ;4C<EPR CB?P;B64F9?S. 

 

#$��&�+�%��3  $��"&� 737.  
'EF4AB6>4 System Center 2012 R2 Virtual Machine Manager 
 
*9?P D45BFO: 
#B?GK9A<9 CD4>F<K9E><I A46O>B6 CB GEF4AB6>9 System Center 2012 R2 
Virtual Machine Manager 
 

#9D98 GEF4AB6>B= 

Virtual Machine Manager A9 S6?S9FES 98<AO@ CDB8G>FB@, 4 EBEFB<F <; 
A9E>B?P><I >B@CBA9AFB6. %R84 6IB8SF E4@ E9D69D GCD46?9A<S VMM, >BAEB?P 
GCD46?9A<S, E9D69D 5<5?<BF9>< < E9D69D ��. &4>:9 EFB<F GCB@SAGFP B Web-
CBDF4?9 E4@BB5E?G:<64A<S, >BFBDO= <@99F CDS@B9 BFABL9A<9 > VMM, IBFS 
A4K<A4S E SP1 6IB8<F 6 EBEF46 App Controller < GEF4A46?<649FES BF89?PAB. 
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�B@CBA9AFO VMM @B7GF 5OFP >4> GEF4AB6?9AO 6E9 6@9EF9, F4> < D4;A9E9AO CB 
D4;AO@ E9D69D4@ 6 D4;?<KAOI EBK9F4A<SI, 8?S D4ECD989?9A<S A47DG;><. &4> 
A4CD<@9D, S C?4A<DGR <ECB?P;B64FP 8?S GEF4AB6>< 869 @4L<AO 4 B8A4 CB8 
E9D69D GCD46?9A<S < 5<5?<BF9>G, 8DG74S CB8 54;G 84AAOI. 

'EF4AB6>4 System Center 2012 R2 Virtual Machine Manager 6B;@B:A4 A4 
Windows Server 2012\2012 R2 D984>J<= Standart < Datacenter. &4>:9 8?S 
GEF4AB6>< E9D69D4 GCD46?9A<S FD95G9FES GEF4AB6<FP Windows Assessment and 
Deployment Kit (ADK). 

� >4K9EF69 E9D69D4 �� 8?S VMM 2012 R2 @B:AB <ECB?P;B64FP ?R5GR 64-
D4;DS8AGR 69DE<R SQL Server 2008 R2 SP2\2012\2012 R2 D984>J<= Standart <?< 
Enterprise. 

%9D69D, A4 >BFBDO= GEF4A46?<649FES VMM, B5S;4F9?PAB 8B?:9A 5OFP K?9AB@ 
8B@9A4 Active Directory. �E?< E9D69D GCD46?9A<S < E9D69D �� A4IB8SFES 6 
D4;AOI 8B@9A4I Active Directory, FB @9:8G QF<@< 8B@9A4@< 8B?:AO 5OFP 
GEF4AB6?9AO 86GEFBDBAA<9 8B69D<F9?PAO9 BFABL9A<S. �@S E9D69D4 A9 8B?:AB 
CD96OL4FP 15 E<@6B?B6, < 6 A9@ A9 8B?:AB 5OFP 89H<EB6, FB 9EFP E9D69D @B:AB 
A4;64FP SCVMM, AB A9?P;S SC-VMM.  

� A9@AB7B B5 4CC4D4FAOI FD95B64A<SI. #B 8B>G@9AF4J<< Microsoft 
@<A<@4?PAB= >BAH<7GD4J<9= 8?S D4;69DFO64A<S VMM S6?SRFES 64-D4;DS8AO= 
Pentium 4 2,8 ��J < 2 �� "�'. #D< GEF4AB6>9 E9D69D4 GCD46?9A<S A4 
6<DFG4?PAGR @4L<AG Hyper-V E <ECB?P;B64A<9@ 8<A4@<K9E>B= C4@SF<, 
EF4DFB6O= B5N9@ "�' 8B?:9A 5OFP A9 @9APL9 2 ��. 

&4>:9 8?S GEF4AB6>< VMM CBFD95G9FES @<A<@G@ 2 �� 8<E>B6B7B CDBEFD4AEF64 
8?S GEF4AB6>< BF89?PAB BF E9D69D4 ��, <?< 80 �5 E GK9FB@ ��. �E?< :9 E9D69D 
GCD46?9A<S C?4A<DG9FES <ECB?P;B64FP < >4> 5<5?<BF9>G, FB E?98G9F 6O89?<FP 
8BCB?A<F9?PAB9 @9EFB CB8 ID4A9A<9 B5N9>FB6 (6<DFG4?PAOI 8<E>B6, ISO-
B5D4;B6 < F.C.). 

�B?99 CB8DB5AB E<EF9@AO9 FD95B64A<S > >B@CBA9AF4@ System Center 2012 
@B:AB CBE@BFD9FP ;89EP, 4 @O C9D9=89@ > GEF4AB6>9. 3 6O5D4? EJ9A4D<= 
D4;69DFO64A<S E D4;89?PAO@ E9D69DB@ ��, CBQFB@G GEF4AB6>4 5G89F 
CDB<;6B8<FES A4 869 6<DFG4?PAO9 @4L<AO. %9D69D GCD46?9A<S 5G89F 
GEF4AB6?9A A4 @4L<AG SC1, 4 E9D69D �� 4 A4 SC2. 

'EF4AB6>4 ADK 

#9D9IB8<@ A4 SC1 < E>4K<649@ Windows Assessment and Deployment Kit (ADK) 
for Windows 8.1. "5D4F<F9 6A<@4A<9, KFB CB EEO?>9 E>4K<649FES A95B?PLB= 
H4=?<>, >BFBDO= ;4F9@ ;47DG:49F < GEF4A46?<649F 6E9 BEF4?PAB9. �4> 64D<4AF, 



375 
 

375 

@B:AB CD9864D<F9?PAB ;47DG;<FP H4=?O GEF4AB6>< 6 G>4;4AAGR C4C>G, 4 CBFB@ 
C9D9A9EF< <I A4 E9D69D < ;4CGEF<FP GEF4AB6>G. 

 

  

�; 6E97B A45BD4 ADK 8?S VMM A9B5IB8<@B GEF4AB6<FP FB?P>B Deployment 
Tools < Windows PE. 
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376 

 

'EF4AB6>4 SQL Server 

�G89@ GEF4A46?<64FP 8<EFD<5GF<6 SQL Server 2012 SP1. �4CGE>49@ <AEF4??SFBD 
< 6O5<D49@ F<C GEF4AB6>< B8<ABKAO= E9D69D (stand-alone). 
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377 

 

  

�O5<D49@ GEF4AB6>G >B@CBA9AFB6 Database Engine Services < Management 
Tools 4 Complete. 
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378 

 

  

�O5<D49@ GEF4AB6>G Default instance E A4EFDB=>4@< CB G@B?K4A<R, IBFS CD< 
:9?4A<< @B:AB GEF4AB6<FP < <@9AB64AAO= Q>;9@C?SD SQL Server. 
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379 

 

  

"5S;4F9?PAO@ FD95B64A<9@ 8?S VMM S6?S9FES <ECB?P;B64A<9 Q>;9@C?SD4 SQL 
Server 59; GK9F4 D97<EFD4 E<@6B?B6 CD< EBDF<DB6>9. #BQFB@G A4 CGA>F9 Server 
Configuration C9D9IB8<@ A4 6>?48>G Collation, :@9@ >ABC>G Customize < 
CDB69DS9@ A4?<K<9 BFEGFEF6<S ý 74?BK>< 6 CGA>F9 Case-Sensitive. 1FB 64:AO= 
@B@9AF, <;@9A<FP CBDS8B> EBDF<DB6>< CBE?9 GEF4AB6>< SQL Server >D4=A9 
E?B:AB. 
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380 

 

  

�O5<D49@ D9:<@ 4GF9AF<H<>4J<< Windows authentication mode < 8B546?S9@ 6 
EC<EB> 48@<A<EFD4FBDB6 CB?P;B64F9?S vmm_admin. #B8 QF<@ CB?P;B64F9?9@ 
E9D69D GCD46?9A<S VMM 5G89F CB8>?RK4FPES > 54;9 84AAOI. 
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381 

 

  

� CBE?9 B>BAK4A<S GEF4AB6>< BF>DO649@ 8?S 6IB8SM97B FD4H<>4 A4 H4=9D6B??9 
CBDF 1433 TCP, >BFBDO= <ECB?P;G9F 89HB?FAO= Q>;9@C?SD SQL Server. %89?4FP 
QFB @B:AB <; 7D4H<K9E>B= BEA4EF><, ?<5B 6 >B@4A8AB= >BAEB?< >B@4A8B=: 

netsh advfirewall firewall add rule name = SQL dir = in protocol = TCP action = 
allow localport = 1433 profile = any 

 

'EF4AB6>4 Virtual Machine Manager 

�4CGE>49@ <AEF4??SFBD < :@9@ Install. 
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�O5<D49@ 8?S GEF4AB6>< >B@CBA9AF VMM management server. 
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'>4;O649@ <@S CB?P;B64F9?S < D97<EFD4J<BAAO9 84AAO9. �?RK CDB8G>F4 A9 
B5S;4F9?PAB 66B8<FP CD< GEF4AB6>9, QFB @B:AB E89?4FP < CBFB@. 
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384 

 

  

%B7?4L49@ES E ?<J9A;<BAAO@ EB7?4L9A<9@. 
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� BF>4;O649@ES BF GK4EF<S 6 CDB7D4@@9 CB6OL9A<S >4K9EF64 B5E?G:<64A<S 
(CEIP). 
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�>?RK49@ 46FB@4F<K9E>B9 B5AB6?9A<9 VMM. 



387 
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'>4;O649@ C4C>G 8?S GEF4AB6><. 
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!4 E?98GRM9@ QF4C9 CDB<;6B8<FES E5BD E6989A<= < CDB69D>4 A4 EBBF69FEF6<9 
A9B5IB8<@O@ FD95B64A<S@. �E?< E<EF9@4 A9 EBBF69FEF6G9F FD95B64A<S@, FB 
GEF4AB6>4 @B:9F 5OFP CD9D64A4. � A4L9@ E?GK49 6O84AB CD98GCD9:89A<9 B 
A98BEF4FBKAB@ B5N9@9 C4@SF<, KFB CB;6B?S9F CDB8B?:<FP GEF4AB6>G. 
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389 

 

  

�4?PL9 <89F A4EFDB=>4 CB8>?RK9A<S > 54;9 84AAOI. �O5<D49@ E9D69D SC2 E 
CBDFB@ CB G@B?K4A<R, G>4;O649@ GK9FAO9 84AAO9 CB?P;B64F9?S vmm_admin, 
CB8 >BFBDO@< 5G89F CDB<;6B8<FES CB8>?RK9A<9 > 54;9. �4F9@ 6O5<D49@ 
89HB?FAO= Q>;9@C?SD E9D69D4 < G>4;O649@ EB;84A<9 AB6B= 54;O 84AAOI. 
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!4EFD4<649@ GK9FAGR ;4C<EP, CB8 >BFBDB= 5G89F D45BF4FP E?G:54 VMM. 
 B:AB 6O5D4FP E<EF9@AO= 4>>4GAF Local System, ?<5B G>4;4FP 8B@9AAGR 
GK9FAGR ;4C<EP. #D< 6O5BD9 A48B GK<FO64FP, KFB <;@9A<FP GK9FAGR ;4C<EP 
E?G:5O VMM CBE?9 GEF4AB6>< 5G89F A96B;@B:AB, 8?S QFB7B CBFD95G9FES 
CB?A4S C9D9GEF4AB6>4. �E?< G>4;O649FES 8B@9AA4S GK9FA4S ;4C<EP, FB BA4 
8B?:A4 6IB8<FP 6 7DGCCG ?B>4?PAOI 48@<A<EFD4FBDB6 A4 84AAB@ >B@CPRF9D9. 

�4?PL9 <89F 6O5BD 64D<4AF4 GCD46?9A<S >?RK4@<. % CB@BMPR QF<I >?RK9= 
VMM L<HDG9F A9>BFBDO9 84AAO9 6 54;9 (A4CD. GK9FAO9 ;4C<E< < C4DB?< RunAs 
User). #D< ?B>4?PAB@ ID4A9A<< >?RK9= L<HDB64A<9 QF<I 84AAOI 5G89F 
CD<6S;4AB > >BA>D9FAB@G >B@CPRF9DG, A4 >BFBDB@ GEF4AB6?9A4 E?G:54 VMM, < 
> GK9FAB= ;4C<E< QFB= E?G:5O. %BBF69FEF69AAB CD< C9D9ABE9 VMM A4 8DG7B= 
E9D69D 84AAO9 5G8GF CBF9DSAO. 

$4ECD989?9AAB9 GCD46?9A<9 >?RK4@< (Distributed Key Management) CB;6B?S9F 
EBID4A<FP >?RK< 6 Active Directory, CBQFB@G 6 E?GK49 C9D9ABE4 E?G:5O 
;4L<HDB64AAO9 84AAO9 EBID4ASRFES < 5G8GF 8BEFGCAO E 8DG7B7B >B@CPRF9D4. 
� QFB@ E?GK49 C9D98 GEF4AB6>B= VMM A9B5IB8<@B EB;84FP 6 Active Directory 
EC9J<4?PAO= >BAF9=A9D 8?S ID4A9A<S >?RK9=. �BAF9=A9D @B:9F 5OFP F<C4 
F4>B7B 3CN=SCVMM,DC=contoso,DC=com3, EB;84FP 97B @B:AB E CB@BMPR 
D984>FBD4 ADSIEdit. 
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�?S production CD46<?PAB 5G89F EB;84FP 8?S VMM 6 8B@9A9 GCD46?S9@GR 
E9D6<EAGR GK9FAGR ;4C<EP (Managed Service Account), 4 >?RK< ID4A<FP 6 Active 
Directory. �?S D4;69DFO64A<S 6 ?45BD4FBDAB= ED989 @B:AB BEF46<FP Local 
System < ID4A<FP >?RK< ?B>4?PAB, KFB S < E89?4R. 

 

  

�4?PL9 <89F A4EFDB=>4 CBDFB6. �9; A9B5IB8<@BEF< <I ?GKL9 A9 @9ASFP. 
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'>4;O649@ <@S < @9EFB 8?S H4=?B6B= L4DO CB8 5<5?<BF9>G. �4> 64D<4AF, 
5<5?<BF9>G VMM @B:AB D4;@9EF<FP A4 BF89?PAB@ H4=?B6B@ E9D69D9. 
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#DB69DS9@ EG@@4DAGR <AHBD@4J<R < :@9@ Install, ;4CGE>4S CDBJ9EE 
GEF4AB6><. 
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!9E>B?P>B @<AGF B:<84A<S, < H<A4?PAO= Q>D4A E EBB5M9A<9@ B5 GEC9LAB@ 
;469DL9A<< GEF4AB6><. 
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System Center 2012 R2 Virtual Machine Manager GEF4AB6?9A < @B:AB CD<EFGC4FP 
> 97B <ECB?P;B64A<R 4 CB8>?RK4FP IBEFO, EB;8464FP B5?4>4, D4;69DFO64FP 
E9D6<EO < @AB7B9 8DG7B9.  
 
#$��&�+�%��3  $��"&� 738.  
�!&���$'% ��%#�$%�"�" ��3 MICROSOFT ISA SERVER. 
'%&�!"���, !�%&$"���, '#$����!�� 
 

*9?P: B;A4>B@<FPES E CDBJ9EEB@ <AEF4??SJ<<, CD<AJ<C4@< D45BFO < 
GCD46?9A<S �AF<6<DGEB@ �4EC9DE>B7B 8?S Microsoft ISA Server 2000 

#DB7D4@@AB9 B59EC9K9A<9: 

÷ BC9D4J<BAA4S E<EF9@4 
o Microsoft Windows 2000 Server SP 4 <?< 6OL9 
o Microsoft Windows 2000 Advanced Server SP 4 <?< 6OL9 

÷ Microsoft ISA Server 2000 6 D9:<@9 Integrated (8B?:9A <ECB?P;B64FPES 6 
>4K9EF69 CDB>E<-E9D69D4) 

÷ Microsoft Internet Explorer 69DE<< 5.0 <?< 6OL9 (A4EFDB9AAO= A4 D45BFG E 
Microsoft ISA Server 2000) 
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÷ �AF<6<DGE �4EC9DE>B7B 8?S Microsoft ISA Server  
!4 >B@CPRF9D9 CD9CB8464F9?S 8B?:9A 5OFP GEF4AB6?9A 695-E9D69D (A4CD<@9D 
Internet Information Server) < BF>DOF4 C4C>4 E B5M<@ 8BEFGCB@ Test_virus_ISA E 
CD464@< A4 KF9A<9, 8BEFGC > F9>EFG EJ9A4D<S, B5;BD, ;4CGE> EJ9A4D<S 8?S 6E9I 
CB?P;B64F9?9= ?B>4?PAB= E9F< CB CDBFB>B?4@ HTTP < FTP. 

%B89D:4A<9 D45BFO: 

1. �;GK<FP CDBJ9EE GEF4AB6>< �AF<6<DGE4 �4EC9DE>B7B 8?S Microsoft ISA 
Server  

2. ";A4>B@<FPES E A4;A4K9A<9@ < HGA>J<S@< �AF<6<DGE4 �4EC9DE>B7B 8?S 
Microsoft ISA Server  

3. ";A4>B@<FPES E 6B;@B:ABEFS@< GCD46?9A<S �AF<6<DGEB@ �4EC9DE>B7B 8?S 
Microsoft ISA Server K9D9; >BAEB?P ISA Management 

4. �OCB?A<FP ;484A<S > ?45BD4FBDAB= D45BF9 
 
 9FB8<K9E><9 G>4;4A<S > ?45BD4FBDAB= D45BF9 
�AF<6<DGE �4EC9DE>B7B 8?S Microsoft ISA Server 2000 - E<EF9@4 4AF<6<DGEAB7B 
>BAFDB?S A48 H4=?4@<, C9D984649@O@< CB CDBFB>B?4@ HTTP < FTP K9D9; 
5D4A8@4GQD Microsoft Internet Security and Acceleration Server. 

�AF<6<DGE �4EC9DE>B7B 8?S MS ISA-E9D69DB6 6OCB?AS9F HGA>J<< H<?PFD4, 
>BFBDO= C9D9I64FO649F 84AAO9, C9D984649@O9 CB CDBFB>B?4@ HTTP < FTP, 
6O89?S9F <; A<I >BAFDB?<DG9@O9 B5N9>FO, 4A4?<;<DG9F <I A4 A4?<K<9 6<DGEB6 
< 5?B><DG9F CDBA<>AB69A<9 6 ?B>4?PAGR E9FP ;4D4:9AAOI H4=?B6 < 695-
8B>G@9AFB6. 

#D<?B:9A<9 B59EC9K<649F 6OCB?A9A<9 E?98GRM<I HGA>J<=: 

÷ �AF<6<DGEAGR CDB69D>G < B5D45BF>G CBFB>B6 84AAOI, CBEFGC4RM<I <; E9F< 
�AF9DA9F 

÷ �9A9D4J<R CBFB>4 84AAOI <; 6O?9K9AAOI H4=?B6 8?S C9D984K< >?<9AFG, 
;4CDBE<6L9@G CBFB> 

÷ "5AB6?9A<9 4AF<6<DGEAOI 54; K9D9; �AF9DA9F, >4> 46FB@4F<K9E>B9 EB7?4EAB 
;484AAB@G D4EC<E4A<R, F4> < 6 DGKAB@ D9:<@9 

÷ %5BD EF4F<EF<K9E>B= <AHBD@4J<< B D45BF9 CD<?B:9A<S < CDBE@BFD 
EF4F<EF<>< K9D9; EF4A84DFAO9 @9I4A<;@O BC9D4J<BAAB= E<EF9@O Windows 

÷ 'CD46?9A<9 ?<J9A;<BAAO@< >?RK4@< 

�AF<6<DGE �4EC9DE>B7B CB889D:<649F E?98GRM<9 CDBFB>B?O C9D984K< 
84AAOI: 

÷ HTTP 1.0 < 1.1 (RFC 2616) 
÷ FTP (RFC 959, 2389, Extensions to FTP) 
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÷ FTP over HTTP 

 
%BEF46 CD<?B:9A<S 
� EBEF46 CD<?B:9A<S 6IB8SF E?98GRM<9 >B@CBA9AFO: 

÷ (<?PFDO CBFB>B6 - <AF97D<DGRFES 6 MS ISA-E9D69D >4> C?47<AO 
÷ �AF<6<DGEAB9 S8DB - GEF4A46?<649FES 6 E<EF9@G >4> E?G:54 
÷ %D98EF64 48@<A<EFD<DB64A<S - CD98EF46?SRF EB5B= 6EFD4<649@GR BEA4EF>G. 
'CD46?9A<9 �AF<6<DGEB@ �4EC9DE>B7B 8?S Microsoft ISA Server 
BEGM9EF6?S9FES K9D9; <AF9DH9=E, 6EFDB9AAO= 6 ISA Management 

 
#B889D:<649@O9 BC9D4J<BAAO9 E<EF9@O 

�AF<6<DGE �4EC9DE>B7B HGA>J<BA<DG9F EB6@9EFAB E CDB8G>FB@ Microsoft 
Internet Security and Acceleration Server 2000 E GEF4AB6?9AAO@ Service Pack 2 
<?< 6OL9 A4 E?98GRM<I C?4FHBD@4I: 

÷ Microsoft Windows 2000 Server E GEF4AB6?9AAO@ Service Pack 4 <?< 6OL9 
÷ Microsoft Windows 2000 Advanced Server c GEF4AB6?9AAO@ Service Pack 4 <?< 
6OL9 
'EF4AB6>4 
� CDBJ9EE9 GEF4AB6>< CD<?B:9A<S 46FB@4F<K9E>< BCD989?S9FES D9:<@ D45BFO 
ISA-E9D69D4. � DG>B6B8EF69 > ISA-E9D69D4@ BC<E4AO FD< 6B;@B:AOI D9:<@4 
D45BFO: 

÷ Firewall 
÷ Proxy 
÷ Integrated 

� >BAEB?< MS ISA-E9D69D4 CD98GE@BFD9A DS8 EF4A84DFAOI H<?PFDB6, >BFBDO9 
CB;6B?SRF >BAFDB?<DB64FP 6IB8SM<9 CBFB>< 84AAOI. �?S CDBFB>B?B6 HTTP QFB 
HTTP Redirector Filter. #DBFB>B?O FTP >BAFDB?<DGRFES K9D9; FTP Access Filter 
(A9 <ECB?P;G9FES 6 D9:<@9 Proxy). �AF<6<DGE �4EC9DE>B7B 8?S MS ISA-
E9D69DB6 <ECB?P;G9F A4EFDB=>< CB G@B?K4A<R G>4;4AAOI H<?PFDB6, KFB5O 
CB?GK4FP <EIB8AO= CBFB> 84AAOI 8?S 97B CBE?98GRM9= CDB69D><. 

#9D98 F9@ >4> GEF4A46?<64FP �AF<6<DGE �4EC9DE>B7B 8?S ISA-E9D69DB6, 
G598<F9EP, KFB EF4A84DFAO9 H<?PFDO HTTP Redirector Filter < FTP Access Filter 
A9 BF>?RK9AO <?< A9 C9D9A4CD46?SRF CBFB>< 84AAOI, @<AGS 4AF<6<DGEAGR 
H<?PFD4J<R. 1FB @B:9F CD<69EF< > BF>?RK9A<R 4AF<6<DGEAB= ;4M<FO 
E9D69D4. 'CD46?9A<9 H<?PFD4@< CBFB>B6 BEGM9EF6?S9FES K9D9; EF4A84DFAB9 
B>AB GCD46?9A<S ISA Management. 



398 
 

398 

#DBJ98GD4 GEF4AB6>< �AF<6<DGE4 �4EC9DE>B7B 8?S Microsoft ISA Server A4 ISA-
E9D69D 6OCB?AS9FES EF4A84DFAB, >4> 8?S 5B?PL<AEF64 CD<?B:9A<= Windows. 
 B:AB 6O5D4FP >4> CB?AGR, F4> < 6O5BDBKAGR GEF4AB6>G CDB8G>F4, 4 F4>:9 
6BEEF4AB6<FP A9>BDD9>FAGR GEF4AB6>G �AF<6<DGE4 �4EC9DE>B7B 8?S Microsoft 
ISA Server. 

#DB7D4@@4 GEF4AB6>< GEF4A46?<649F �AF<6<DGE �4EC9DE>B7B 8?S Microsoft ISA 
Server 6 EBBF69FEF6<< E F9>GM<@ D9:<@B@ D45BFO ISA-E9D69D4. %D4;G :9 CBE?9 
GEF4AB6>< CD<?B:9A<9 7BFB6B > ;4CGE>G CDBJ9EE4 CDB69D>< CBFB>B6 84AAOI, 
CBE>B?P>G A9B5IB8<@O9 B5M<9 C4D4@9FDO G:9 ;484AO. 

%D98EF6B GCD46?9A<S - BEA4EF>4 GCD46?9A<S �AF<6<DGE �4EC9DE>B7B 8?S 
Microsoft ISA Server 6EFD4<649FES 6 ISA Management 6 E9>J<R Extensions. 

÷ FTP-H<?PFD �AF<6<DGE4 �4EC9DE>B7B 
÷ Web-H<?PFD �AF<6<DGE4 �4EC9DE>B7B 
÷ HTTP-H<?PFD �AF<6<DGE4 �4EC9DE>B7B 
�B546?9A<9 F9I <?< <AOI H<?PFDB6 ;46<E<F BF D9:<@4 ISA - E9D69D4. 

� GEF4AB6?9AAB@ CD<?B:9A<< 46FB@4F<K9E>< EB;849FES CB?P;B64F9?P default, 
7DGCC4 CB?P;B64F9?9= default < CB?<F<>4 default, F4> >4> A4?<K<9 IBFS 5O 
B8AB= 7DGCCO CB?P;B64F9?9= < B8AB= 4AF<6<DGEAB= CB?<F<><, A4;A4K49@B= 
QFB= 7DGCC9, S6?S9FES A9B5IB8<@O@ GE?B6<9@ 8?S HGA>J<BA<DB64A<S 
�AF<6<DGE4 �4EC9DE>B7B. 

$9;G?PF4F GEF4AB6>< 

"EAB6AO9 H4=?O �AF<6<DGE4 �4EC9DE>B7B 8?S Microsoft ISA Server 
CB@9M4RFES 6 >4F4?B7, ;484AAO= CD< GEF4AB6>9, CB G@B?K4A<R - 6 C4C>G 
Program Files\Kaspersky Lab\ Kaspersky Anti-Virus for ISA Server A4 E<EF9@AB@ 
8<E>9. � QFB@ >4F4?B79 F4>:9 D4ECB?B:9AO E?G:95AO9 C4C><: 

÷ Bases - >4F4?B7 ID4A<?<M4 4AF<6<DGEAOI 54; 
÷ Logs - >4F4?B7 ID4A9A<S :GDA4?B6 EB5OF<= 
÷ StoreDir 
÷ TaskQueue - >4F4?B7 ID4A9A<S BK9D98< B5N9>FB6 8?S CDB69D>< 
÷ Temp - >4F4?B7 8?S 6D9@9AAOI H4=?B6 

#D<AJ<CO D45BFO 

�AF<6<DGE �4EC9DE>B7B 8?S Microsoft ISA Server CDB<;6B8<F 4AF<6<DGEAGR 
CDB69D>G FD4H<>4 HTTP CDBIB8SM97B K9D9; ISA-E9D69D. "CF<@<;4J<R 
4AF<6<DGEAB= CDB69D>< !&&$-FD4H<>4 @B:AB BEGM9EF6<FP CGF9@ <;@9A9A<S 
E?98GRM<I A4EFDB9>: 
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÷  4>E<@4?PAB9 6D9@S CDB69D>< C9D6B7B C4>9F4 84AAOI 6 E9>GA84I 
÷  4>E<@4?PAO= <AF9D64? @9:8G BFCD46>4@< 84AAOI >?<9AFG 6 E9>GA84I 
÷ �B?<K9EF6B 84AAOI 6 CDBJ9AF4I, A9 BFCD46?S9@OI >?<9AFG 8B ;469DL9A<S 
CDB69D>< 

÷ $4;D9L<FP 8B;47DG;>G H4=?B6 

�AF<6<DGE �4EC9DE>B7B 8?S Microsoft ISA Server CDB<;6B8<F 4AF<6<DGEAGR 
CDB69D>G FD4H<>4 FTP CDBIB8SM97B K9D9; ISA E9D69D. "CF<@<;4J<R 
4AF<6<DGEAB= CDB69D>< F&$ @B:AB CDB6B8<FP E CB@BMPR <;@9A9A<S 
A4EFDB=>< �B?<K9EF6B 84AAOI, CB?GK9AAOI E9D69DB@ 8B FB7B, >4> C9D6O= 
C4>9F E 84AAO@< BFCD46?S9FES >?<9AFG. 

&4>:9 EGM9EF6G9F 6B;@B:ABEFP B5M9= A4EFDB=>< 4AF<6<DGEAB= CDB69D>< 
CGF9@ 6>?RK9A<S <?< 6O>?RK9A<S E?98GRM<I C4D4@9FDB6: 

÷ �9K<FP B5N9>FO, 9E?< 6B;@B:AB 
÷ #DB69DSFP 4DI<6O 
÷ #DB69DSFP GC4>B64AAO9 < <ECB?AS9@O9 H4=?O 

'CD46?9A<9 7DGCC4@< >?<9AFB6 

� >4:8GR 7DGCCG 6>?RK9AO >?<9AFO 6AGFD9AA9= E9F<, > >BFBDO@ @B7GF 5OFP 
CD<@9A9AO B8<A4>B6O9 CB?<F<><. �4:8O= >?<9AF @B:9F 6IB8<FP 6 B8AG <?< 
A9E>B?P>B 7DGCC. 

� >?<9AF4@ 7DGCCO default 46FB@4F<K9E>< BFABESFES 6E9 >?<9AFO ISA-E9D69D4, 
A9 6A9E9AAO9 A< 6 >4>GR 8DG7GR 7DGCCG. 

�E?< >?<9AF 6IB8<F B8AB6D9@9AAB 6 A9E>B?P>B 7DGCC, FB 8?S A97B CDB<;6B8<FES 
4AF<6<DGEA4S CDB69D>4 6 EBBF69FEF6<< E 7DGCCB=, B5?484RM9= A4<@9A99 
EFDB7<@< GE?B6<S@< CDB69D><. 

�A98D9A<9 CB?<F<> 4AF<6<DGEAB= CDB69D>< 

�?S >4:8B= 7DGCCO >?<9AFB6 @B:9F 5OFP ;484A4 E6BS CB?<F<>4. � CB?<F<>4I 
BCD989?SRFES 8BCB?A<F9?PAO9 C4D4@9FDO H<?PFD4J<< 6IB8SM97B CBFB>4 
84AAOI, >BFBDO9 CB;6B?SRF ;48464FP D4;?<KAO9 CD46<?4 8?S D4;AOI 7DGCC 
>?<9AFB6 <, F9@ E4@O@, @B7GF GE>BD<FP CDBJ9EE 4AF<6<DGEAB= CDB69D><. 

�4:8B= 7DGCC9 @B:9F EBBF69FEF6B64FP FB?P>B B8A4 CB?<F<>4. !4CD<@9D, 9E?< 
7DGCC9 �8@<A<EFD4FBDO A4;A4K9A4 CB?<F<>4 �8@<A<EFD4FBDO, FB 9= A9 
@B7GF EBBF69FEF6B64FP 8DG7<9 CB?<F<><. 

!4EFDB=>4 8<47ABEF<>< D45BFO CD<?B:9A<S 
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�AF<6<DGE �4EC9DE>B7B 8?S ISA Server CB;6B?S9F CDB6B8<FP CB?AGR 
8<47ABEF<>G E6B9= D45BFO 8?S ?R5B7B <; MS ISA-E9D69DB6, A4 >BFBDOI BA 
GEF4AB6?9A, < H<>E<DB64FP 99 D9;G?PF4FO 6 E?98GRM<I H4=?4I :GDA4?B6: 

÷ Kavisa<��&�>.log - :GDA4? �AF<6<DGE4 �4EC9DE>B7B 8?S Microsoft ISA 
Server, EB89D:4M<= <AHBD@4J<R B D45BF9 CD<?B:9A<S 6 ;484AAB@ B5N9@9 A4 
BCD989?9AAGR 84FG. � >4K9EF69 <��&�> 6 A4;64A<< H4=?4 CD<6B8<FES 84F4 
97B EB;84A<S 6 HBD@4F9 �B8 9ESJ+<E?B. � E?GK49 9E?< 6 @B@9AF 8BCB?A9A<S 
:GDA4?4 BA 5G89F BF>DOF 48@<A<EFD4FBDB@ A4 D984>F<DB64A<9, �AF<6<DGE 
�4EC9DE>B7B EHBD@<DG9F AB6O= H4=? E 8BCB?A<F9?PAO@ CBEFH<>EB@ > 97B 
<@9A<. 

÷ Viruslog<��&�>.log - :GDA4? �AF<6<DGE4 �4EC9DE>B7B 8?S ISA Server, 
6>?RK4RM<= <AHBD@4J<R B5 B5A4DG:9AAOI 6D98BABEAOI B5N9>F4I. 

�?S ?R5B= <; >?4EE<H<>4J<= EBB5M9A<= @B:AB 6O5D4FP GDB69AP 89F4?<;4J<<: 

÷ !9 6O6B8<FP - A9 ;4C<EO64FP 6 :GDA4?O A<>4>B= <AHBD@4J<< 
÷  <A<@4?PAO= - H<>E<DB64FP 6 :GDA4?4I FB?P>B BEAB6AO9 EB5OF<S 
(A4CD<@9D, ;4CGE> < BEF4AB6>4 CD<?B:9A<S < F. 8.) 

÷ %D98A<= - ;4C<EO64FP CB@<@B BEAB6AOI EB5OF<= DS8 8BCB?A<F9?PAOI, 
I4D4>F9D<;GRM<I D45BFG �AF<6<DGE4 5B?99 89F4?PAB (A4CD<@9D, EBB5M9A<9 
B5 BL<5>9 EB98<A9A<S E E9D69DB@ B5AB6?9A<=) 

÷  4>E<@4?PAO= - 6O6B8<FP 6 :GDA4?O @4>E<@4?PAB CB?AGR <AHBD@4J<R B 
D45BF9 CD<?B:9A<S, ;4 <E>?RK9A<9@ BF?48BKAOI EBB5M9A<=  

÷ "F?48BKAO= - ;4C<EO64FP 6 :GDA4?O 6ER <AHBD@4J<R, 6 FB@ K<E?9 < 
BF?48BKAGR 

#B G@B?K4A<R 8?S 6E9I EBB5M9A<= GEF4AB6?9A @<A<@4?PAO= GDB69AP 
89F4?<;4J<<. 

"5AB6?9A<9 4AF<6<DGEAOI 54; 

"5AB6?9A<9 4AF<6<DGEAOI 54; @B:9F 6OCB?ASFPES 46FB@4F<K9E>< E ;484AAO@ 
C9D<B8B@ B5AB6?9A<S <?< 6DGKAGR 48@<A<EFD4FBDB@. �B;@B:AO 864 ECBEB54 
CB?GK9A<S 4AF<6<DGEAOI 54;: 

÷ K9D9; �AF9DA9F CB FTP- <?< HTTP-CDBFB>B?G E E9D69DB6 B5AB6?9A<= 
�45BD4FBD<< �4EC9DE>B7B 

÷ <; ?B>4?PAB7B <?< E9F96B7B >4F4?B74 

'CD46?9A<9 B5AB6?9A<9@ 4AF<6<DGEAOI 54; BEGM9EF6?S9FES A4 ;4>?48>9 
"5AB6?9A<9 8<4?B7B6B7B B>A4 %6B=EF64 �AF<6<DGE4 �4EC9DE>B7B 8?S MS 
ISA-E9D69D4. 

!4EFDB=>4 G698B@?9A<= CB?P;B64F9?9= 
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�E?< CD<?B:9A<9 B5A4DG:<649F 6 CBFB>9 84AAOI <AH<J<DB64AAO= H4=?, 
>BFBDO= A96B;@B:AB 6O?9K<FP, EB98<A9A<9 D4;DO649FES, < CB?P;B64F9?P, 
;4CDBE<6L<= QF< 84AAO9, CB?GK49F HTML-EFD4A<JG E EBB5M9A<9@ B5 
B5A4DG:9A<< 6<DGE4. 

%BB5M9A<S HBD@<DGRFES FB?P>B 6 FB@ E?GK49, 9E?< 6D98BABEAO= B5N9>F 5O? 
B5A4DG:9A Web-H<?PFDB@ �AF<6<DGE4 �4EC9DE>B7B <?< HTTP-H<?PFDB@ 
�AF<6<DGE4 �4EC9DE>B7B 

 B:AB BFD984>F<DB64FP EBB5M9A<S, A4CD46?S9@O9 CB?P;B64F9?R, A4 ;4>?48>9 
HTTP 8<4?B7B6B7B B>A4 %6B=EF64 �AF<6<DGE4 �4EC9DE>B7B 8?S ISA-
E9D69D4.  4>E<@4?PA4S 8?<A4 EBB5M9A<S 10240 54=F. �B8B64S EFD4A<J4 
win1251. 

%5BD < CDBE@BFD EF4F<EF<K9E>B= <AHBD@4J<< 

#DBE@BFD < GCD46?9A<9 E5BDB@ EF4F<EF<K9E>B= <AHBD@4J<< B D45BF9 
�AF<6<DGE4 �4EC9DE>B7B BEGM9EF6?S9FES K9D9; EF4A84DFAO9 EK9FK<>< 
CDB<;6B8<F9?PABEF< Windows, 8BEFGCAO9 K9D9; >BAEB?P #DB<;6B8<F9?PABEFP 
(#GE>, !4EFDB=>4, #4A9?P GCD46?9A<S, �8@<A<EFD<DB64A<9, %<EF9@AO= 
@BA<FBD) 

"J9A>4 D45BFO CD<?B:9A<S CDB6B8<FES CB E?98GRM<@ C4D4@9FD4@: 

÷ 6E97B 6O?9K9AAOI B5N9>FB6 
÷ 6E97B ;4D4:9AAOI (A96O?9K9AAOI) B5N9>FB6 
÷ 6E97B <ECBDK9AAOI B5N9>FB6 
÷ 6E97B A9CDB69D9AAOI B5N9>FB6 
÷ 6E97B BL<5B> CDB69D>< 
÷ 6E97B CB8B;D<F9?PAOI B5N9>FB6 
÷ 6E97B CD9D64AAOI CDB69DB> 
÷ 6E97B CDB69D9AB B5N9>FB6 
÷ 6E97B K<EFOI B5N9>FB6 
÷ 8?<A4 BK9D98< ;484A<S 
÷ B5N9@ B5D45BF4AAB7B �AF<6<DGEB@ �4EC9DE>B7B FD4H<>4 6 ><?B54=F4I 
÷ K<E?B B5OKAOI, CDS@OI < E?B:AOI ;47DG;B> 84AAOI >4:8O@ <; H<?PFDB6 
�AF<6<DGE4 �4EC9DE>B7B (FTP- , HTTP- < Web-H<?PFD). 
+FB5O 6O5D4FP, >4><9 E6989A<S 5G8GF BFD4:4FPES 6 EF4F<EF<>9, A9B5IB8<@B 
8B546<FP EBBF69FEF6GRM<9 EK9FK<>< 8?S B5N9>F4 HTTP 

'698B@?9A<9 48@<A<EFD4FBD4 CBED98EF6B@ ISA Server Alerts 
�EFDB9AAO9 ED98EF64 ISA Server Alerts CB;6B?SRF D4;?<KAO@< ECBEB54@< 
(;4C<EP 6 E<EF9@AO= :GDA4?, G698B@?9A<9 CBKFB6O@ EBB5M9A<9@ < F.8.) 
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<AHBD@<DB64FP 48@<A<EFD4FBD4 B >D<F<K9E><I EB5OF<SI, 6B;A<>4RM<I CD< 
D45BF9 >4>B7B-?<5B <; GEF4AB6?9AAOI A4 ISA-E9D69D9 CD<?B:9A<=. �?S 
�AF<6<DGE4 �4EC9DE>B7B 8?S ISA-E9D69D4 F4>:9 CD98GE@BFD9A DS8 64:AOI 
EB5OF<=, 6B;A<>AB69A<9 >BFBDOI FD95G9F A9@98?9AAB= D94>J<< 
48@<A<EFD4FBD4 E<EF9@O, A4CD<@9D, EB5OF<9 �B <EF9K9A<S EDB>4 89=EF6<S 
?<J9A;<< BEF4?BEP 14 8A9=. !45BD F4><I EB5OF<= CBCB?AS9F EGM9EF6GRM<= 
EC<EB> EB5OF<= ISA-E9D69D4 ED4;G CBE?9 GEF4AB6>< CD<?B:9A<S A4 E9D69D. 
%CBEB5 8BEF46>< G698B@?9A<S 8?S >4:8B7B <; EB5OF<= @B:AB A4EFDB<FP 
E4@BEFBSF9?PAB. 

'CD46?9A<9 ?<J9A;<BAAO@< >?RK4@< 

'CD46?9A<9 ?<J9A;<BAAO@< >?RK4@< BEGM9EF6?S9FES A4 ;4>?48>9 
�<J9A;<DB64A<9 8<4?B7B6B7B B>A4 %6B=EF64 �AF<6<DGE4 �4EC9DE>B7B 8?S 
ISA Server. �<J9A;<BAAO= >?RK A9B5IB8<@ 8?S CB?ABHGA>J<BA4?PAB= D45BFO 
�AF<6<DGE4 �4EC9DE>B7B 8?S ISA Server. �E?< ?<J9A;<BAAO= >?RK BFEGFEF6G9F 
<?< A9 EBBF69FEF6G9F 84AAB@G CD<?B:9A<R, �AF<6<DGE �4EC9DE>B7B 8?S ISA 
Server A9 5G89F D45BF4FP. #B <EF9K9A<< EDB>4 89=EF6<S ?<J9A;<<, �AF<6<DGE 
�4EC9DE>B7B 8?S ISA Server EBID4AS9F E6BR HGA>J<BA4?PABEFP ;4 <E>?RK9A<9@ 
6B;@B:ABEF< B5AB6?9A<S 4AF<6<DGEAOI 54;. #BFB>< 84AAOI CB-CD9:A9@G 
CB869D74RFES 4AF<6<DGEAB= H<?PFD4J<<. 

�484A<9 
1. �4CGEF<F9 Internet Explorer, CDB69DPF9 8BEFGCABEFP EB89D:<@B7B C4C>< 
Test_virus_ISA CB CDBFB>B?4@ HTTP, FTP. �8D9E 695-E9D69D4 < CGFP > C4C>9 
Test_virus_ISA GFBKA<F9 G CD9CB8464F9?S. 

2. "F>DB=F9 >BAEB?P ISA Management, E9>J<R Monitoring, 8<D9>FBD<R 
Session < G598<F9EP, KFB 695-E9EE<< CDBIB8SF K9D9; ISA-E9D69D. &4>:9 
G598<F9EP. KFB Internet Explorer A4EFDB9A A4 D45BFG K9D9; ISA-E9D69D. 

3. 'EF4AB6<F9 ?B>4?PAB �AF<6<DGE �4EC9DE>B7B 8?S ISA Server A4 �4L ISA-
E9D69D.  9EFB D4ECB?B:9A<S 8<EFD<5GF<64 < >?RK96B7B H4=?4 GFBKA<F9 G 
CD9CB8464F9?S. #9D9;47DG;<F9 >B@CPRF9D. 

4. '598<F9EP, KFB GEF4AB6>4 �AF<6<DGE4 �4EC9DE>B7B 8?S ISA Server CDBL?4 
GEC9LAB, 6 ISA Management 6 E9>J<< Extensions 8B546<?4EP BEA4EF>4 
�AF<6<DGE �4EC9DE>B7B. �4C<L<F9 6 CDBFB>B? ?45BD4FBDAB= D45BFO, 
>4><9 E?G:5O 8B546<?<EP, < >4><9 CDBJ9EEO < H<?PFDO ;4CGE>4RFES CD< 
EF4DF9 �AF<6<DGE4 �4EC9DE>B7B 8?S ISA Server. 

5. ";A4>B@PF9EP E A4EFDB=>4@< �AF<6<DGE4 �4EC9DE>B7B 8?S ISA Server. 
�4C<L<F9 6 CDBFB>B? ?45BD4FBDAB= D45BFO, >4>B9 >B?<K9EF6B Q>;9@C?SDB6 
4AF<6<DGEAB7B S8D4 ;4CGE>49FES B8AB6D9@9AAB CB G@B?K4A<R, >4><9 
C4D4@9FDO 4AF<6<DGEAB= CDB69D>< @B:AB ;48464FP 6 �AF<6<DGE9 
�4EC9DE>B7B 8?S ISA Server  

6. !4EFDB=F9 E5BD EF4F<EF<>< CB D45BF9 �AF<6<DGE4 �4EC9DE>B7B 8?S ISA 
Server K9D9; EF4A84DFAO9 EK9FK<>< Windows. %B;84=F9 < ;4CGEF<F9 EK9FK<> 
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�E97B ;4D4:9AAOI B5N9>FB6. #9D9K<E?<F9 6 CDBFB>B?9 ?45BD4FBDAB= 
D45BFO 6E9 8BEFGCAO9 EK9FK<><, E6S;4AAO9 E �AF<6<DGEB@ �4EC9DE>B7B 8?S 
ISA Server. 

7. !4EFDB=F9 CB?GK9A<9 G698B@?9A<= 48@<A<EFD4FBDB@ ED98EF64@< ISA Alert 
E C4D4@9FD4@< CB G@B?K4A<R 8?S EB5OF<= �AF<6<DGE4 �4EC9DE>B7B 8?S 
ISA Server. �4C<L<F9 6 CDBFB>B? ?45BD4FBDAB= D45BFO 8BEFGCAO9 
G698B@?9A<S 8?S �AF<6<DGE4 �4EC9DE>B7B 8?S ISA Server. 

8. !4EFDB=F9 C4D4@9FDO B5AB6?9A<S 4AF<6<DGEAOI 54; �AF<6<DGE4 
�4EC9DE>B7B 8?S ISA Server A4 CB?GK9A<9 B5AB6?9A<= <; G>4;4AAB7B 
CD9CB8464F9?9@ <EFBKA<>4. #DB<;698<F9 B5AB6?9A<9 4AF<6<DGEAOI 54;. 
#9D9K<E?<F9 6 CDBFB>B?9 ?45BD4FBDAB= D45BFO, >4><9 84AAO9 @B:AB 
;48464FP 8?S CB?GK9A<S B5AB6?9A<S 4AF<6<DGEAOI 54;. 

9. �4CGEF<F9 Internet Explorer, CBCOF4=F9EP E>4K4FP H4=?O, EB89D:4M<9ES 6 
C4C>9 Test_virus_ISA < 6B 6?B:9AAOI 6 A99 C4C>4I CB CDBFB>B?G HTTP. 
#DB4A4?<;<DG=F9 H4=? :GDA4?4 B5A4DG:9AAOI 6D98BABEAOI B5N9>FB6. 
#9D9K<E?<F9 6 CDBFB>B?9 ?45BD4FBDAB= D45BFO, >4><9 H4=?O 5O?< 
6O?9K9AO. 

10. �4CGEF<F9 Internet Explorer, CBCOF4=F9EP E>4K4FP H4=?O, EB89D:4M<9ES 6 
C4C>9 Test_virus_ISA < 6B 6?B:9AAOI 6 A99 C4C>4I CB CDBFB>B?G FTP. 
#DB4A4?<;<DG=F9 H4=? :GDA4?4 B5A4DG:9AAOI 6D98BABEAOI B5N9>FB6. 
#9D9K<E?<F9 6 CDBFB>B?9 ?45BD4FBDAB= D45BFO, >4><9 H4=?O 5O?< 
CDBCGM9AO. 

11. "F>?RK<F9 Web-H<?PFD �AF<6<DGE4 �4EC9DE>B7B < C9D9;4CGEF<F9 E?G:5O 
ISA-E9D69D. �4CGEF<F9 Internet Explorer, CBCOF4=F9EP E>4K4FP H4=?O, 
EB89D:4M<9ES 6 C4C>9 Test_virus_ISA < 6B 6?B:9AAOI 6 A99 C4C>4I CB 
CDBFB>B?4@ FTP < HTTP. 

12. �B546PF9 6 7DGCCG default AB6B7B >?<9AF4 - E6B= >B@CPRF9D. 
"FD984>F<DG=F9 CB?<F<>G default F4><@ B5D4;B@, KFB5O <E>?RK<FP @4L<AG 
A4 >BFBDB= D4ECB?B:9A 695-E9D69D <; CDB69D>< �AF<6<DGE4 �4EC9DE>B7B 
8?S ISA Server. %>BC<DG=F9 6E9 H4=?O <; D9EGDE4 Test_virus_ISA CB 
CDBFB>B?G HTTP. %BID4A<F9 H4=? :GDA4?4, D4EC9K4F4=F9 97B < 
CD98BEF46PF9 H4=? :GDA4?4 CD< E84K9 ?45BD4FBDAB= D45BFO. #9D9K<E?<F9 6 
CDBFB>B?9 ?45BD4FBDAB= D45BFO, >4><9 B5N9>FO < CB >4><@ CD<;A4>4@ 
@B:AB <E>?RK4FP <; 4AF<6<DGEAB= CDB69D><. 

13. �DGKAGR C9D9;4CGEF<F9 E?G:5G �AF<6<DGE �4EC9DE>B7B 8?S Microsoft 
ISA Server. "C<L<F9 6 CDBFB>B?9 ?45BD4FBDAB= D45BFO, KFB CDB<;B=89F 
CD< QFB@ E �AF<6<DGEB@ �4EC9DE>B7B 8?S Microsoft ISA Server. 

�BAFDB?PAO9 6BCDBEO 

1. �4><9 H<?PFDO 5G8GF GEF4AB6?9AO �AF<6<DGEB@ �4EC9DE>B7B 8?S Microsoft 
ISA Server CD< GEF4AB6>9 CBE?98A97B A4 Microsoft ISA Server, D45BF4RM<= 6 
D9:<@9 Proxy? 

2. �4><@ B5D4;B@ 5G8G CDB69DSFPES 4DI<6O CD< BF>?RK9AAB@ @9I4A<;@9 
D4EC4>B6>< 4DI<6B6 6 �AF<6<DGE9 �4EC9DE>B7B 8?S Microsoft ISA Server? 
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3. #B CDBFB>B?G HTTP <89F ;47DG;>4 4DI<64, EB89D:4M97B <AH<J<DB64AAO= 
B5N9>F, CB884RM<=ES ?9K9A<R < K<EFO= H4=?. +FB CDB<;B=89F E F4><@ 
4DI<6B@? 

4. � >4>B@ E?GK49 A9 HBD@<DG9FES G698B@?9A<9 CB?P;B64F9?R CD< 
B5A4DG:9A<< 6D98BABEAB7B B5N9>F4? 

 
#$��&�+�%��3  $��"&� 739-40.  
�!&���$'% ��%#�$%�"�" 5.5 ��3 MS EXCHANGE SERVER. 
'%&�!"���, !�%&$"���, '#$����!�� 
 

*9?P D45BFO: B;A4>B@<FPES E CDBJ9EEB@ <AEF4??SJ<<, CD<AJ<C4@< 
D45BFO < GCD46?9A<S �AF<6<DGEB@ �4EC9DE>B7B 5.5 8?S MS Exchange 
Server. 

#DB7D4@@AB9 B59EC9K9A<9: 

÷ BC9D4J<BAA4S E<EF9@4 
o Microsoft Windows 2000 Server (C9D6O= >B@CPRF9D - CBKFB6O= E9D69D) 
o Microsoft Windows 2000 Professional Service Pack 2 < 6OL9; Microsoft Internet 
Explorer 69DE<< 5.0 < 6OL9 (6FBDB= >B@CPRF9D - D45BK4S EF4AJ<S) 

o Microsoft Windows XP Professional (6FBDB= >B@CPRF9D - D45BK4S EF4AJ<S) 
÷ MTA 
o Microsoft Exchange Server 2000 Service Pack 2 (C9D6O= >B@CPRF9D - CBKFB6O= 
E9D69D) 

÷ CBKFB6O= >?<9AF 
o Outlook Express 5.0 <?< 6OL9 
o Microsoft Outlook 2000 <?< 6OL9 

÷ �AF<6<DGE �4EC9DE>B7B 5.5 8?S MS Exchange Server 
!4 C9D6B@ >B@CPRF9D9 (CBKFB6B@ E9D69D9) A9B5IB8<@B EB;84FP C4C>G E B5M<@ 
8BEFGCB@ KAV < GK9FAO9 ;4C<E< USER < USERADMIN. 

#BKFB6O= >?<9AF A4 C9D6B@ >B@CPRF9D9 (CBKFB6B@ E9D69D9) 8B?:9A 5OFP 
A4EFDB9A A4 B5D45BF>G CBKFO CB?P;B64F9?S USERADMIN, A4 6FBDB@ 
>B@CPRF9D9 (D45BK9= EF4AJ<<) - CB?P;B64F9?S USER, 6 B5B<I E?GK4SI 5G89F 
<ECB?P;B64A CDBFB>B? IMAP. 

%B89D:4A<9 D45BFO: 

1. �;GK<FP CDBJ9EE GEF4AB6>< �AF<6<DGE4 �4EC9DE>B7B 5.5 8?S MS Exchange 
Server 

2. ";A4>B@<FPES E A4;A4K9A<9@ < HGA>J<S@< �AF<6<DGE4 �4EC9DE>B7B 5.5 8?S 
MS Exchange Server 
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3. ";A4>B@<FPES E 6B;@B:ABEFS@< GCD46?9A<S �AF<6<DGEB@ �4EC9DE>B7B 5.5 
8?S MS Exchange Server 

4. ";A4>B@<FPES E 6B;@B:ABEFS@< GCD46?9A<S �AF<6<DGEB@ �4EC9DE>B7B 5.5 
8?S MS Exchange Server K9D9; �BAEB?P 48@<A<EFD<DB64A<S 

5. �OCB?A<FP ;484A<S > ?45BD4FBDAB= D45BF9 
6. �4M<F<FP ?45BD4FBDAGR D45BFG, BF69F<6 A4 >BAFDB?PAO9 6BCDBEO 

 9FB8<K9E><9 G>4;4A<S > ?45BD4FBDAB= D45BF9 
�AF<6<DGE �4EC9DE>B7B 8?S MS Exchange Server CD98A4;A4K9A 8?S 
4AF<6<DGEAB= ;4M<FO CBKFB6OI SM<>B6 < B5M<I C4CB> A4 Microsoft Exchange 
Server, 4 F4>:9 8?S 4AF<6<DGEAB= CDB69D>< CDBIB8SM97B CBKFB6B7B FD4H<>4. 

�EIB8S <; A4;A4K9A<S �AF<6<DGE �4EC9DE>B7B 8?S MS Exchange Server 
6OCB?AS9F E?98GRM<9 BEAB6AO9 HGA>J<<: 

÷ #BEFBSAAGR CDB69D>G 6IB8SM<I < <EIB8SM<I EBB5M9A<=, <I 4FD<5GFB6 < 
6?B:9A<= 

÷ #DB69D>G CB FD95B64A<R ID4A<?<M < B5M<I C4CB> (6 HBAB6B@ D9:<@9) 
÷ "5A4DG:9A<9 < B59;6D9:<64A<9 6D98BABEAB7B >B84 6 CDB69DS9@OI B5N9>F4I 
÷ "5AB6?9A<9 4AF<6<DGEAOI 54; < @B8G?9= CD<?B:9A<S (46FB@4F<K9E>B9 < CB 
FD95B64A<R) 

÷ '698B@?9A<9 BFCD46<F9?S, CB?GK4F9?S < 48@<A<EFD4FBD4 B EBB5M9A<<, 
EB89D:4M9@ 6D98BABEAO= B5N9>F 

÷ $97<EFD4J<R EB5OF<= < ;4C<EP <AHBD@4J<< B A<I 6 BFK9FO 
÷ (<>E<DB64A<9 6B;A<>AB69A<S QC<89@<= (G69?<K9A<9 >B?<K9EF64 
<AH<J<DB64AAOI EBB5M9A<= 6 B5M9@ CBFB>9 CDB69DS9@OI EBB5M9A<= ;4 
BCD989?9AAO= CDB@9:GFB> 6D9@9A<) < G698B@?9A<9 B A<I 

÷ 'CD46?9A<9 ?<J9A;<BAAO@< >?RK4@< (GEF4AB6>4, G84?9A<9, CDB69D>4, 
46FB@4F<K9E>4S ;4@9A4) 
%BEF46 < CD<AJ<C D45BFO 

�AF<6<DGE �4EC9DE>B7B 8?S MS Exchange Server EBEFB<F <; E?98GRM<I 
>B@CBA9AFB6: 

÷ %9D69D 59;BC4EABEF< - B59EC9K<649F 4AF<6<DGEAGR HGA>J<BA4?PABEFP < 
B5AB6?9A<9 4AF<6<DGEAOI 54;, G84?9AAB9 GCD46?9A<9, A4EFDB=><, 4 F4>:9 
6OCB?AS9F HGA>J<< ID4A9A<S <AHBD@4J<< 

÷ �BAEB?P GCD46?9A<S - @B8G?P GCD46?9A<S, 6OCB?A9A 6 6<89 >B@CBA9AF4 
D4EL<D9A<S > Microsoft Management Console (MMC), B59EC9K<64RM97B 8BEFGC 
> 48@<A<EFD4F<6AO@ E9D6<E4@ CD<?B:9A<S �AF<6<DGE �4EC9DE>B7B 8?S MS 
Exchange Server, CB;6B?S9F BEGM9EF6?SFP G84?9AAGR A4EFDB=>G < GCD46?9A<9 
E9D69DAB= K4EFPR �AF<6<DGE4 
�DI<F9>FGD4 %9D69D4 59;BC4EABEF< 
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%9D69D 59;BC4EABEF< �AF<6<DGE4 �4EC9DE>B7B 8?S MS Exchange Server, EBEFB<F 
<; E?98GRM<I BEAB6AOI CB8E<EF9@: 

÷ #9D9I64FK<> CBKFB6OI EBB5M9A<= - BEGM9EF6?S9F C9D9I64F B5N9>FB6, 
CBEFGC4RM<I A4 Microsoft Exchange Server, < A4CD46?S9F <I 6 CB8E<EF9@G 
4AF<6<DGEAB= CDB69D><. �B@CBA9AF 6EFD4<649FES 6 CDBJ9EEO Microsoft 
Exchange Server CB F9IAB?B7<< VSAPI 2.0 < 2.5. 

÷ #B8E<EF9@4 4AF<6<DGEAB= CDB69D>< - BEGM9EF6?S9F 4AF<6<DGEAGR CDB69D>G 
B5N9>FB6. �B@CBA9AF CD98EF46?S9F EB5B= A9E>B?P>B CDBJ9EEB6, 6 >4:8B@ <; 
>BFBDOI A4IB8<FES CB B8AB@G 4AF<6<DGEAB@G S8DG. "A F4>:9 6>?RK49F 6 E95S 
ID4A<?<M9 6D9@9AAOI B5N9>FB6 8?S CDB69D>< 6 BC9D4F<6AB= C4@SF<. 

÷  B8G?P 6AGFD9AA97B GCD46?9A<S CDB8G>FB@ < >BAFDB?S J9?BEFABEF< - 
;4CGE>49FES BF89?PAO@ CDBJ9EEB@ < S6?S9FES E?G:5B= Microsoft Windows. 
�4AA4S E?G:54 ;4CGE>49FES 46FB@4F<K9E>< < A9 ;46<E<F BF EBEFBSA<S Microsoft 
Exchange Server (;4CGM9A, BEF4AB6?9A), KFB CB;6B?S9F GCD46?SFP %9D69DB@ 
59;BC4EABEF<, 84:9 9E?< Microsoft Exchange Server BEF4AB6?9A. 
#B889D:<649@O9 BC9D4J<BAAO9 E<EF9@O 

�AF<6<DGE �4EC9DE>B7B 8?S MS Exchange Server @B:9F 5OFP <AF97D<DB64A 6 
E?98GRM<9 69DE<< Microsoft Exchange Server: 

÷ Microsoft Exchange 2000 Server Enterprise Edition E GEF4AB6?9AAO@ Service Pack 
2 <?< 6OL9 

÷ Microsoft Exchange 2000 Server Standard Edition E GEF4AB6?9AAO@ Service Pack 
2 <?< 6OL9 

÷ Microsoft Exchange Server 2003 Enterprise Edition <?< 6OL9 
÷ Microsoft Exchange Server 2003 Standard Edition <?< 6OL9 
�BAEB?P GCD46?9A<S �AF<6<DGE4 �4EC9DE>B7B 8?S Microsoft Exchange Server 
@B:9F 5OFP GEF4AB6?9A4 A4 E?98GRM<9 BC9D4J<BAAO9 E<EF9@O: 

÷ Microsoft Windows 2000 E GEF4AB6?9AAO@ Service Pack 4 <?< 6OL9 
÷ Microsoft Windows XP 
÷ Microsoft Windows Server 2003 

'EF4AB6>4 
#DBJ9EE <AEF4??SJ<< �AF<6<DGE4 �4EC9DE>B7B 8?S MS Exchange Server 
4A4?B7<K9A CDBJ9EEG <AEF4??SJ<< CDB8G>FB6 �45BD4FBD<< �4EC9DE>B7B 8?S 
Microsoft Windows. %D4;G CBE?9 ;4CGE>4 8<EFD<5GF<64 ;4CGE>49FES @4EF9D 
GEF4AB6>< CD<?B:9A<S, E CB@BMPR >BFBDB7B CDB<;6B8<FES CBL47B64S 
GEF4AB6>4 �AF<6<DGE4 �4EC9DE>B7B 8?S MS Exchange Server. � CDBJ9EE9 
GEF4AB6>< CB?P;B64F9?R CD98?4749FES: B;A4>B@<FPES < EB7?4E<FPES E GE?B6<S@< 
?<J9A;<BAAB7B EB7?4L9A<S, BEGM9EF6<FP 6O5BD F<C4 GEF4AB6><: CB?A4S <?< 
6O5BDBKA4S, 4 F4>:9 GEF4AB6<FP ?<J9A;<BAAO= >?RK > 84AAB@G CD<?B:9A<R. � 
E?GK49 6O5BD4 CB?AB= GEF4AB6>< (CB G@B?K4A<R) CDB<EIB8<F GEF4AB6>4 
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%9D69D4 59;BC4EABEF< < �BAEB?< GCD46?9A<S. �O5BDBKA4S GEF4AB6>4 
<ECB?P;G9FES 6 E?GK4SI, >B784 A9B5IB8<@B GEF4AB6<FP FB?P>B ED98EF6B 
GCD46?9A<S - �BAEB?P GCD46?9A<S. 

�469L49FES D45BF4 @4EF9D4 GEF4AB6>< �AF<6<DGE4 �4EC9DE>B7B 8?S MS 
Exchange Server CD98?B:9A<9@ 6>?RK<FP 4AF<6<DGEAGR ;4M<FG E9D69D4 
46FB@4F<K9E>< ED4;G CBE?9 ;469DL9A<S GEF4AB6><, ?<5B E89?4FP QFB CB;:9 
6DGKAGR - K9D9; �BAEB?P GCD46?9A<S �AF<6<DGEB@. #B G@B?K4A<R 6 >4K9EF69 
;4M<M49@OI ID4A<?<M 5G8GF 6O5D4AO 6E9 EHBD@<DB64AAO9 A4 E9D69D9 
ID4A<?<M4. �E?< 6 GEF4AB6?9AAB@ ?<J9A;<BAAB@ >?RK9 G>4;4AB @4>E<@4?PAB9 
>B?<K9EF6B ;4M<M49@OI CBKFB6OI SM<>B6 @9APL99, K9@ EHBD@<DB64AB 6 
ID4A<?<M4I E9D69D4, C9D98 ;4CGE>B@ 4AF<6<DGEAB= ;4M<FO A9B5IB8<@B EASFP 
;4M<FG E K4EF< ID4A<?<M. 

$9;G?PF4FO GEF4AB6>< 

"EAB6AO9 H4=?O �AF<6<DGE4 �4EC9DE>B7B 8?S Microsoft Exchange Server 
CB@9M4RFES 6 >4F4?B7, ;484AAO= CD< GEF4AB6>9, CB G@B?K4A<R - Program 
Files\Kaspersky Lab\Kaspersky Anti-Virus for Microsoft Exchange Server A4 
E<EF9@AB@ 8<E>9, 6 QFB@ >4F4?B79 F4>:9 D4ECB?B:9AO E?G:95AO9 C4C><: 

÷ BackUp - >4F4?B7 ID4A9A<S D9;9D6AOI >BC<= 4AF<6<DGEAOI 54; 
÷ Bases - >4F4?B7 ID4A<?<M4 4AF<6<DGEAOI 54; 
÷ Logs - >4F4?B7 ID4A9A<S :GDA4?B6 EB5OF<= �AF<6<DGE4 �4EC9DE>B7B for MS 

Exchange Server 
÷ QB - >4F4?B7 D9;9D6AB7B ID4A<?<M4 
÷ Reports - >4F4?B7 ID4A<?<M4 BFK9FB6 
÷ Store - E?G:95AO= >4F4?B7, 6 >BFBDB@ EBID4ASRFES H4=?O, D4;@9D >BFBDOI 
5B?PL9 1  5, 8?S 84?PA9=L9= 4AF<6<DGEAB= CDB69D>< 

÷ Tmp - >4F4?B7 ID4A<?<M4 6D9@9AAOI H4=?B6 
#D<AJ<CO D45BFO 
#DB<;6B8<F9?PABEFP 4AF<6<DGEAB= ;4M<FO 

�AF<6<DGE �4EC9DE>B7B 8?S MS Exchange Server CD98BEF46?S9F 6B;@B:ABEFP 
D97G?<DB64FP CDB<;6B8<F9?PABEFP D45BFO CD<?B:9A<S 6 ;46<E<@BEF< BF B5N9@4 
< I4D4>F9D4 CDBIB8SM97B K9D9; Exchange-E9D69D CBKFB6B7B FD4H<>4 < 
E<EF9@AOI I4D4>F9D<EF<> >B@CPRF9D4: B5N9@4 BC9D4F<6AB= C4@SF<, 
5OEFDB89=EF6<S, >B?<K9EF64 CDBJ9EEBDB6. !4EFDB=>4 C4D4@9FDB6 
CDB<;6B8<F9?PABEF< @B:9F BEGM9EF6?SFPES >4> 6 46FB@4F<K9E>B@ D9:<@9, F4> 
< 6DGKAGR 

(BAB64S CDB69D>4 
�AF<6<DGE �4EC9DE>B7B 8?S MS Exchange Server BEGM9EF6?S9F CDB69D>G 
ID4ASM9=ES A4 E9D69D9 CBKFO < EB89D:<@B7B B5M<I C4CB>. #DB69DSRFES 6E9 
B5M<9 C4C>< < ;4M<M49@O9 ID4A<?<M4 (mailbox storages). #D< QFB@ 
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B5D454FO64RFES EBB5M9A<S, >BFBDO9 A9 5O?< CDB69D9AO E <ECB?P;B64A<9@ 
F9>GM9= 69DE<< 4AF<6<DGEAOI 54;. #DB7D4@@4 CDB69DS9F F9?B EBB5M9A<S < 
CD<EB98<A9AAO9 > A9@G H4=?O 6 EBBF69FEF6<< E B5M<@< C4D4@9FD4@< 
4AF<6<DGEAB= CDB69D><. �E?< HBAB64S CDB69D>4 ID4A<?<M BF>?RK9A4, 
ID4ASM<9ES A4 E9D69D9 EBB5M9A<S CDB69DSRFES FB?P>B CD< ;4CDBE9 <I 
CB?P;B64F9?9@ A9CBED98EF69AAB C9D98 8BEF46>B=. 

'DB6A< ;4M<FO 

� �AF<6<DGE9 �4EC9DE>B7B 8?S Microsoft Exchange Server CD98GE@BFD9AO 
E?98GRM<9 GDB6A< ;4M<FO: 

÷ %F4A84DFA4S 4AF<6<DGEA4S ;4M<F4 - ;4M<F4 BF 6E9I <;69EFAOI 6D98BABEAOI 
CDB7D4@@. �4AAO= GDB69AP GEF4AB6?9A CB G@B?K4A<R. 

÷ $4EL<D9AA4S 4AF<6<DGEA4S ;4M<F4 - ;4M<F4 BF 6E9I <;69EFAOI 
6D98BABEAOI CDB7D4@@ < CBF9AJ<4?PAB BC4EAOI CDB7D4@@ 

÷ �;5OFBKA4S 4AF<6<DGEA4S ;4M<F4 - ;4M<F4 BF 6E9I <;69EFAOI 6D98BABEAOI 
CDB7D4@@, CBF9AJ<4?PAB BC4EAOI CDB7D4@@ < I4>9DE><I GF<?<F 
!4EFDB=>4 8<47ABEF<>< D45BFO CD<?B:9A<S 

�AF<6<DGE �4EC9DE>B7B 8?S MS Exchange Server CB;6B?S9F CDB6B8<FP CB?AGR 
8<47ABEF<>G E6B9= D45BFO < D97<EFD<DB64FP ;4H<>E<DB64AAO9 EB5OF<S 6 
:GDA4?9 CD<?B:9A<= BC9D4J<BAAB= E<EF9@O Windows < 6 EB5EF69AAOI 
:GDA4?4I. �GDA4?O EB5OF<= �AF<6<DGE4 �4EC9DE>B7B 8?S MS Exchange Server 
698GFES 6 86GI HBD@4F4I < 6 ;46<E<@BEF< BF HBD@4F4 <@9RF E?98GRMGR 
EFDG>FGDG <@9A: 

÷ Kavscmesrv<��&�>.log - BEAB6AB= :GDA4? EB5OF<= CD<?B:9A<S. � >4K9EF69 
<��&�> 6 A4;64A<< H4=?4 CD<6B8<FES 84F4 97B EB;84A<S 6 HBD@4F9 
����  ��. 
�E?< 6 @B@9AF ;4CB?A9A<S :GDA4?4 BA A98BEFGC9A 8?S ;4C<E<, A4CD<@9D, 
BF>DOF 48@<A<EFD4FBDB@ A4 D984>F<DB64A<9, �AF<6<DGE �4EC9DE>B7B 
EHBD@<DG9F AB6O= H4=? E 8BCB?A<F9?PAO@ CBEFH<>EB@ > 97B <@9A<. 

÷ kavscmesrv.raw<��&�>.log < store.raw<��&�>.log - :GDA4?O, EB89D:4M<9 
<AHBD@4J<R 6 A9BFHBD@4F<DB64AAB@ 6<89. %B5OF<9 D97<EFD<DG9FES 6 raw-
:GDA4?9, 9E?< CB >4><@-?<5B CD<K<A4@ 97B A9 G84?BEP ;4C<E4FP 6 BEAB6AB= 
:GDA4?. 
"5N9@ < CB?ABF4 <AHBD@4J<<, 6O6B8<@B= 6 :GDA4?O, ;46<E<F BF 
GEF4AB6?9AAOI 6 C4D4@9FD4I CD<?B:9A<S GDB6A9= 8<47ABEF<>< 8?S >4:8B7B <; 
@B8G?9= CDB7D4@@O. �E?< @B8G?P EBEFB<F <; A9E>B?P><I >B@CBA9AFB6, 
GDB69AP 8<47ABEF<>< GEF4A46?<649FES 8?S >4:8B7B >B@CBA9AF4 BF89?PAB. 

#D98GE@BFD9AO E?98GRM<9 GDB6A< 8<47ABEF<><: 
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÷ !9 6O6B8<FP - A9 ;4C<EO64FP 6 :GDA4?O A<>4>B= <AHBD@4J<<. 
÷  <A<@4?PAO= - H<>E<DB64FP 6 :GDA4?4I FB?P>B BEAB6AO9 EB5OF<S. 
÷ %D98A<= - ;4C<EO64FP CB@<@B BEAB6AOI EB5OF<= DS8 8BCB?A<F9?PAOI, 
I4D4>F9D<;GRM<I D45BFG �AF<6<DGE4 5B?99 89F4?PAB. 

÷  4>E<@4?PAO= - 6O6B8<FP 6 :GDA4?O @4>E<@4?PAB CB?AGR <AHBD@4J<R B 
D45BF9 @B8G?S, ;4 <E>?RK9A<9@ BF?48BKAOI EBB5M9A<=. 

÷ "F?48BKAO= - ;4C<EO64FP 6 :GDA4?O 6ER <AHBD@4J<R, 6 FB@ K<E?9 < 
BF?48BKAGR 

"5AB6?9A<S 4AF<6<DGEAOI 54;. �EFBKA<>< B5AB6?9A<= 

�EFBKA<>B@ B5AB6?9A<= @B7GF 6OEFGC4FP: 

÷ %9D69D4 B5AB6?9A<= �45BD4FBD<< �4EC9DE>B7B - 6 QFB@ E?GK49 B5AB6?9A<9 
CDB<EIB8<F CB CDBFB>B?4@ HTTP/FTP 

÷ HTTP-, FTP-E9D69D <?< E9F96B= >4F4?B7 - <EFBKA<>B@ S6?S9FES ;484649@O= 
E9F96B= D9EGDE, HTTP, FTP ?<5B UNC 

�47DG;>4 B5AB6?9A<= CDB<EIB8<F ?<5B CB D4EC<E4A<R, ?<5B 6DGKAGR. 
!4EFDB<FP C4D4@9FDO 8BEFGC4 > E9F96O@ HTTP/FTP D9EGDE4@ @B:AB, A4:46 A4 
7<C9DEEO?>9 �AF<6<DGEAO9 B5AB6?9A<S 6 C4A9?< D9;G?PF4FB6. 

#B A4:4F<R BF>DO649FES B>AB !4EFDB=>4, 6 >BFBDB@ CD98?4749FES G>4;4FP 
D9:<@ 8BEFGC4 > FTP D9EGDE4@ (C4EE<6AO= ?<5B 4>F<6AO=), F4=@-4GF 
EB98<A9A<S (CDB@9:GFB> B:<84A<S BF69F4 A4 ;4CDBE > E9D69DG), 4 F4>:9 ;484FP 
C4D4@9FDO A4EFDB=>< 8BEFGC4 > CDB>E<-E9D69DG. 

�E?< GCD46?9A<9 D45BFB= GEF4AB6?9AAOI A4 >B@CPRF9D4I E9F< CD<?B:9A<= 
�45BD4FBD<< �4EC9DE>B7B BEGM9EF6?S9FES CD< CB@BM< E<EF9@O 
J9AFD4?<;B64AAB7B GCD46?9A<S Kaspersky Administration Kit 5.0, FB CB?GK49@O9 
%9D69DB@ 48@<A<EFD<DB64A<S B5AB6?9A<S 4AF<6<DGEAOI 54; D4;@9M4RFES 6 
C4C>9 B5M97B 8BEFGC4. � F4>B@ E?GK49 6B;@B:AB <ECB?P;B64FP 84AAGR C4C>G 6 
>4K9EF69 <EFBKA<>4 B5AB6?9A<= 8?S �AF<6<DGE4 �4EC9DE>B7B 8?S MS Exchange 
Server. 

$45BF4 E <AH<J<DB64AAO@< < CB8B;D<F9?PAO@< B5N9>F4@< 

�B <;59:4A<9 CBF9D< 64:AB= <AHBD@4J<<, C9D98 6OCB?A9A<9@ >4><I 5O FB A< 
5O?B 89=EF6<= E ;4D4:9AAO@< B5N9>F4@<, 5G8P FB CBCOF>4 ?9K9A<S <?< 
G84?9A<9, BA< CB@9M4RFES 6 EC9J<4?PAB9 D9;9D6AB9 ID4A<?<M9, BF>G84 CD< 
A9B5IB8<@BEF< @B7GF 5OFP <;6?9K9AO. 

'698B@?9A<S 
#D<?B:9A<9 �AF<6<DGE �4EC9DE>B7B 8?S MS Exchange Server CD98BEF46?S9F 
6B;@B:ABEFP BCB69M4FP B5 B5A4DG:9AAOI CD< 4AF<6<DGEAB= CDB69D>9 
;4D4:9AAOI B5N9>F4I. 
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#D98GE@BFD9AB G698B@?9A<9 B EB5OF<SI E?98GRM<I F<CB6: 

÷ B5A4DG:9A ;4D4:9AAO= B5N9>F 
÷ B5A4DG:9A CB8B;D<F9?PAO= B5N9>F 
÷ B5A4DG:9A CB6D9:89AAO= B5N9>F 
�?S >4:8B7B F<C4 EB5OF<= HBD@<DG9FES G698B@?9A<9 EBBF69FEF6GRM97B F<C4. 

�BAFDB?P 6<DGEAB= 4>F<6ABEF< 

�AF<6<DGE �4EC9DE>B7B 8?S Microsoft Exchange Server CB;6B?S9F H<>E<DB64FP 
EF9C9AP 6<DGEAB= 4>F<6ABEF< 6 CDB69DS9@B@ CBKFB6B@ FD4H<>9, CBKFB6OI 
SM<>4I < B5M<I C4C>4I Microsoft Exchange Server E CB@BMPR EK9FK<>B6 
6<DGEAB= 4>F<6ABEF< < G698B@?SFP B5 QFB@ 48@<A<EFD4FBD4. �<DGEA4S 
4>F<6ABEFP BCD989?S9FES A4 BEAB64A<< 84AAOI 4AF<6<DGEAB= ;4M<FO Microsoft 
Exchange Server < CB;6B?S9F H<>E<DB64FP EB5OF<S E?98GRM<I F<CB6: 

÷ "5A4DG:9A ;4D4:9AAO= B5N9>F 
÷ "5A4DG:9A CB8B;D<F9?PAO= B5N9>F 
÷ "5A4DG:9A CB6D9:89AAO= B5N9>F 
÷ "8<A < FBF :9 6<DGE B5A4DG:9A A9E>B?P>B D4; 
#D< GEF4AB6>9 %9D69D4 59;BC4EABEF< 6 B5N9>F9 %K9FK<>< 6<DGEAOI QC<89@<= 
EB;849FES 6EFDB9AAO= %K9FK<> 6<DGEAB= QC<89@<<. �?S D94?<;4J<< HGA>J<< 
BFEO?>< G698B@?9A<= %K9FK<>4 6<DGEAOI QC<89@<= GEF4A46?<649FES CBDB7 
6<DGEAB= 4>F<6ABEF< - @4>E<@4?PAB 8BCGEF<@B9 >B?<K9EF6B EB5OF<= ;484AAB7B 
F<C4 (A4CD<@9D, "5A4DG:9A ;4D4:9AAO= B5N9>F ) 6 F9K9A<9 B7D4A<K9AAB7B 
6D9@9AAB7B <AF9D64?4. �E?< 6<DGEA4S 4>F<6ABEFP CD96OL49F GEF4AB6?9AAO= 
CBDB7, %9D69D 59;BC4EABEF< D4EEO?49F G698B@?9A<9 B 84AAB@ EB5OF<< A4 
;484AAO9 CBKFB6O9 48D9E4 (B5OKAB, A4 48D9E 48@<A<EFD4FBD4), E J9?PR 
G698B@?9A<S 48@<A<EFD4FBD4 B CDB<;BL98L9@ EB5OF<<. 

"FK9FO B5 4AF<6<DGEAB= CDB69D>9 
"FK9F B5 4AF<6<DGEAB= CDB69D>9 CDBIB8SM97B CBKFB6B7B FD4H<>4, CBKFB6OI 
SM<>B6 < B5M<I C4CB> Microsoft Exchange Server HBD@<DG9FES 46FB@4F<K9E><, 
6 EBBF69FEF6<< E D4EC<E4A<9@, <?< CB ;4CDBEG < @B:9F 5OFP EBID4A9A CB 
G@B?K4A<R 6 >4F4?B79 Program Files\Kaspersky Lab\Kaspersky Anti-Virus for 
Microsoft Exchange Server\reports, 4 F4>:9 BFCD46?9A CB Q?9>FDBAAB= CBKF9. 

#D< GEF4AB6>9 %9D69D4 59;BC4EABEF< EB;849FES 6EFDB9AAO= L45?BA BFK9F4. !4 
BEAB64A<< QFB7B L45?BA4 - "FK9F B5 4AF<6<DGEAB= CDB69D>9 - HBD@<DG9FES 
BFK9F B D9;G?PF4F4I 4AF<6<DGEAB= CDB69D>< CBKFB6B7B E9D69D4 C9D6B7B K<E?4 
>4:8B7B @9ESJ4 ;4 CDBL98L<9 30 8A9=. 

�484A<9 
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1. �4CGEF<F9 CBKFB6O9 >?<9AFO A4 D45BK9= EF4J<< < H4=?B6B@ E9D69D9. 
"5@9AS=F9EP F9EFB6O@< CBKFB6O@< EBB5M9A<S@<, KFB5O G598<FPES 6 
D45BFBECBEB5ABEF< Microsoft Exchange Server < CBKFB6OI >?<9AFB6. 

2. 'EF4AB6<F9 �AF<6<DGE �4EC9DE>B7B 8?S MS Exchange Server A4 CBKFB6O= 
E9D69D.  9EFB D4ECB?B:9A<S 8<EFD<5GF<64 < >?RK96B7B H4=?4 GFBKA<F9 G 
CD9CB8464F9?S. 

3. #9D9;47DG;<F9 CBKFB6O= E9D69D. "F>DB=F9 >BAEB?P GCD46?9A<S 
�AF<6<DGEB@ �4EC9DE>B7B 8?S MS Exchange Server < CB8>?RK<F9EP > 
%9D69DG 59;BC4EABEF< �AF<6<DGE4 �4EC9DE>B7B 8?S MS Exchange Server, 
>BFBDO= GEF4AB6?9A A4 �4L9@ CBKFB6B@ E9D69D9. �4C<L<F9 6 CDBFB>B? 
?45BD4FBDAB= D45BFO E?G:5O, CDBJ9EEO, C4C><, >BFBDO9 8B546<?<EP CBE?9 
GEF4AB6>< �AF<6<DGE �4EC9DE>B7B 8?S MS Exchange Server. 

4. ";A4>B@PF9EP E A4EFDB=>4@< %9D69D4 59;BC4EABEF< 8BEFGCAO@< CB 
7<C9DEEO?>9 "5M<9 C4D4@9FDO. #9D9K<E?<F9 @B8G?< E<EF9@O < 
8BEFGCAO9 <@ GDB6A< 8<47ABEF<><, ;4C<L<F9 A4;64A<9 ;4M<M49@B7B 
ID4A<?<M4 CBKFB6OI SM<>B6 < A4;64A<9 ;4M<M49@B7B ID4A<?<M4 B5M<I 
C4CB>. 

5. ";A4>B@PF9EP E A4EFDB=>4@< %9D69D4 59;BC4EABEF< 8BEFGCAO@< CB 
7<C9DEEO?>9 �AF<6<DGEA4S ;4M<F4. �4C<L<F9 6 CDBFB>B? ?45BD4FBDAB= 
D45BFO, >4><9 89=EF6<S 6B;@B:AO E ;4D4:9AAO@< B5N9>F4@<, 
CB8B;D<F9?PAO@< B5N9>F4@<, ;4M<M9AAO@< / CB6D9:89AAO@< B5N9>F4@<, 
F4>:9 G>4:<F9, >4><9 89=EF6<S 6OCB?ASRFES CB G@B?K4A<R A48 QF<@< 
B5N9>F4@<. 

6. ";A4>B@PF9EP E A4EFDB=>4@< %969D4 59;BC4EABEF< 8BEFGCAO@< CB 
7<C9DEEO?>9 �AF<6<DGEAO9 B5AB6?9A<S. �4C<L<F9 6 CDBFB>B? 
?45BD4FBDAB= D45BFO, >4><9 84AAO9 B 4AF<6<DGEAOI 54;4I @B:AB G;A4FP CB 
QFB= 7<C9DEEO?>9. 

7. !4EFDB=F9 C4D4@9FDO B5AB6?9A<S 4AF<6<DGEAOI 54; �AF<6<DGE4 
�4EC9DE>B7B 8?S MS Exchange Server A4 CB?GK9A<9 B5AB6?9A<= <; 
G>4;4AAB7B CD9CB8464F9?9@ <EFBKA<>4. #DB<;698<F9 B5AB6?9A<9 
4AF<6<DGEAOI 54;. �4C<L<F9 6 CDBFB>B? ?45BD4FBDAB= D45BFO, >4><9 
84AAO9 A4 ;4>?48>9 #4D4@9FDO EB98<A9A<S @B:AB ;48464FP 8?S 
CB?GK9A<S B5AB6?9A<= 4AF<6<DGEAOI 54;. 

8. !4EFDB=F9 < 4>F<6<DG=F9 CB?GK9A<9 G698B@?9A<= " ;4D4:9AAB@ B5N9>F9 
F4><@ B5D4;B@, KFB5O CBKFB6B9 G698B@?9A<9 CD<IB8<?B CB?GK4F9?R < 
BFCD46<F9?R, 4 EBB5M9A<9 NET SEND CD<IB8<?B A4 D45BKGR EF4AJ<R. 
'598<F9EP, 6 CD46<?PABEF< A4EFDB9> E CB@BMPR BFCD46>< F9EFB6B7B 
EBB5M9A<S. �4C<L<F9 6 CDBFB>B? ?45BD4FBDAB= D45BFO EB89D:4A<9 
F9EFB6B7B EBB5M9A<S NET SEND, >BFBDB9 CD<L?B A4 D45BKGR EF4AJ<R. 

9. �A4?B7<KAB A4EFDB=F9 G698B@?9A<S " CB6D9:89AAB@ B5N9>F9 < " 
CB8B;D<F9?PAB@ B5N9>F9. 
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10. �;GK<F9 6B;@B:ABEF< EB;84A<S BFK9FB6 %969D4 59;BC4EABEF< E CB@BMPR 
B5N9>F4 ,45?BAO BFK9FB6. �4C<L<F9 6 CDBFB>B? ?45BD4FBDAB= D45BFO 
C4D4@9FDO HBD@<DB64A<S BFK9FB6. 

11. !4EFDB=F9 < 4>F<6<DG=F9 CB?GK9A<9 "FK9F4 B 6<DGEAB= 4>F<6ABEF< F4><@ 
B5D4;B@, KFB5O BFK9F 6OEO?4?ES CB?P;B64F9?R USER ;4 10 @<AGF 8B >BAJ4 
C4DO. %BID4A<F9 CB?GK9AAO= BFK9F < CD98BEF46PF9 H4=? BFK9F4 6B 6D9@S 
E84K< ?45BD4FBDAB= D45BFO. 

12. �;GK<F9 A4EFDB=>< B5N9>F4 %K9FK<>< 6<DGEAOI QC<89@<=. �;@9A<F9 
A4EFDB=>< EGM9EF6GRM97B EK9FK<>4 6<DGEAB= QC<89@<= F4><@ B5D4;B@, 
KFB5O BA ED454FO64? CD< E?98GRM<I GE?B6<SI: B8<A 6<DGE B5A4DG:9A 5 
D4; ;4 B8AG @<AGFG. �>F<6<DG=F9 EK9FK<>. �4C<L<F9 6 CDBFB>B? 
?45BD4FBDAB= D45BFO, A4 >4><9 F<CO EB5OF<= @B7GF EB;8464FPES %K9FK<>< 
6<DGEAOI QC<89@<=. 

13. %B;84=F9 A4 E6B9@ >B@CPRF9D9 C4C>G E A4;64A<9@ test_virus. %>BC<DG=F9 6 
A99 EB89D:<@B9 C4C>< test_virus2.  9EFB D4ECB?B:9A<S C4C>< test_virus2 
GFBKA<F9 G CD9CB8464F9?S. 

14. %HBD@<DG=F9 < BFCD46PF9 FD< C<EP@4 E F9@4@< Test1, Test2, Test3 A4 48D9E 
CB?P;B64F9?S USER, 6 >BC<R CBEF46PF9 48D9E B5M9= C4C>< KAV. � C9D6B@G 
C<EP@G CD<>D9C<F9 6E9 H4=?O <; C4C>< test_virus2 E D4EL<D9A<9@ .com, >B 
6FBDB@G C<EP@G - E D4EL<D9A<9@ .zip, > FD9FP9@G - E D4EL<D9A<9@ .rar. 

15. !4 D45BK9= EF4AJ<< ;4CGEF<F9 CBKFB6O= >?<9AF < CB?GK<F9 CBKFG 
CB?P;B64F9?S USER. #DB4A4?<;<DG=F9 CB?GK9AAO9 C<EP@4 Test1, Test2, 
Test3, <I 6?B:9A<S < CB?GK9AAO9 G698B@?9A<S. � CDBFB>B?9 ?45BD4FBDAB= 
D45BFO B5NSEA<F9, CBK9@G A9 5O?< CDB69D9AO H4=?O CD<>D9C?9AAO9 
C<EP@4@ Test2, Test3. 

16. �;@9A<F9, A4EFDB=>< 4AF<6<DGEAB= ;4M<FO %9D69D4 59;BC4EABEF< F4><@ 
B5D4;B@, KFB5O 6?B:9A<S C<E9@ Test2, Test3 5O?< CDB69D9AO. 
%HBD@<DG=F9 ;4AB6B C<EP@4 Test2, Test3 <;@9A<6 F9@G C<E9@ A4 Test2v2, 
Test3v2, CD<>D9C<F9 A9B5IB8<@O9 H4=?O < BFBL?<F9 A4 48D9E CB?P;B64F9?S 
USER, 6 >BC<R CBEF46PF9 48D9E B5M9= C4C>< KAV. �4C<L<F9 6 CDBFB>B? 
?45BD4FBDAB= D45BFO <;@9A9A<S, >BFBDO9 �O 6A9E?< 6 A4EFDB=>< 
�AF<6<DGEAB= ;4M<FO %9D69D4 59;BC4EABEF<. 

17. !4 D45BK9= EF4J<< EF4AJ<< ;4CGEF<F9 CBKFB6O= >?<9AF < CB?GK<F9 CBKFG 
CB?P;B64F9?S USER. #DB4A4?<;<DG=F9 CB?GK9AAO9 C<EP@4 Test2v2, Test3v2, 
<I 6?B:9A<S < CB?GK9AAO9 G698B@?9A<S. � CDBFB>B?9 ?45BD4FBDAB= D45BFO 
B5NSEA<F9, CBK9@G A9 5O?< CDB69D9AO H4=?O pass_eicar.rar < pass_eicar.zip, 
CD<>D9C?9AAO9 > C<EP@4@ Test2v2, Test3v2. 

18. %HBD@<DG=F9 C<EP@4 E F9@4@< Test2v3, Test3v3 CD<>D9C<F9 > A<@ H4=?O 
pass_eicar.rar < pass_eicar.zip. '>4:<F9 6 F9?9 C<EP@4 C4DB?P > QF<@ H4=?4@, 
F. 9. CDBEFB A459D<F9 6 F9?9 C<EP@4 1 < BCD46PF9 EHBD@<DB64AAO9 C<EP@4. 

19. #B?GK<F9 CBKFG CB?P;B64F9?S USER. #DB4A4?<;<DG=F9 CB?GK9AAO9 C<EP@4 
Test2v3, Test3v3 < <I 6?B:9A<S, 4 F4>:9 CB?GK9AAO9 G698B@?9A<S. 
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20. �;GK<F9 A4EFDB=>< B5N9>F4 $9;9D6AB9 ID4A<?<M9, B;A4>B@PF9EP E 97B 
EB89D:<@O@. #9D9K<E?<F9 6 CDBFB>B?9 ?45BD4FBDAB= D45BFO 6B;@B:AO9 
CB?S, 8BEFGCAO9 CD< EB;84A<< H<?PFDB6 8?S QFB7B B5N9>F4. 

21. %B;84=F9 H<?PFD CB EF4FGEG #B8B;D<F9?PAO= 8?S $9;9D6AB7B 
ID4A<?<M4. #9D9K<E?<F9 6 CDBFB>B?9 ?45BD4FBDAB= D45BFO, >4><9 
89=EF6<S @B:AB CDB<;6B8<FP A48 H4=?4@<, CB@9M9AAO@< 6 $9;9D6AB9 
ID4A<?<M9. 

22. %B;84=F9 BFK9F B5 4AF<6<DGEAB= CDB69D>9 6DGKAGR. %BID4A<F9 CB?GK9AAO= 
A4 CBKFB6O= SM<> BFK9F (E@. CGA>F 11). ";A4>B@PF9EP E EB89D:<@O@ QF<I 
BFK9FB6. "C<L<F9 6 CDBFB>B?9 ?45BD4FBDAB= D45BFO, 6 K9@ D4;A<J4 @9:8G 
QF<@< BFK9F4@<. 

�BAFDB?PAO9 6BCDBEO 

1. �4><9 CGF< 8BEF46>< G698B@?9A<= EGM9EF6GRF 6 �AF<6<DGE �4EC9DE>B7B 
5.5 8?S MS Exchange Server? 

2. #BK9@G D9>B@9A8G9FES A9 BFEO?4FP G698B@?9A<S B A4=89AAB@ 6<DGE9 
BFCD46<F9?R <AH<J<DB64AAB7B EBB5M9A<S? 

3. �G84 < 6 >4>B@ 6<89 CB G@B?K4A<R EBID4ASRFES H4=?O BFK9F4? 
4. +FB CDB<;B=89F E �AF<6<DGEB@ �4EC9DE>B7B 8?S MS Exchange Server CD< 
A4DGL9A<< J9?BEFABEF< H4=?B6 4AF<6<DGEAOI 54;? 

 
#$��&�+�%��3  $��"&� 741-42 
"%!"�!/� #$��!��� #$�%'&%&��3 �$��"!"%!/) 
#$"�$�   �  �&"�/ #" '%&$�!�!�2 #"%���%&��� 
��$'%!/) ��$���!�� 

*9?P D45BFO: CB?GK<FP A46O>< B5A4DG:9A<S A4 >B@CPRF9D9 6D98BABEAOI 
CDB7D4@@, <;GK<FP BEAB6AO9 @9FB8O CB GEFD4A9A<R CBE?98EF6<= 
6<DGEAOI <AJ<89AFB6 59; <ECB?P;B64A<S 4AF<6<DGEAB7B CDB7D4@@AB7B 
B59EC9K9A<S. 

"EAB6AO9 E6989A<S 

#DB7D4@@AB9 B59EC9K9A<9: 

÷ BC9D4J<BAA4S E<EF9@4 
o Microsoft Windows XP Professional 

%B89D:4A<9 D45BFO: 

1. ";A4>B@<FPES E BCD989?9A<9@ 6<DGE4 < 6D98BABEAOI CDB7D4@@ 

2. ";A4>B@<FPES E F<C4@< 6D98BABEAOI CDB7D4@@ < <I BC<E4A<9@ 

3. ";A4>B@<FPES E :<;A9AAO@< J<>?4@< D4;?<KAOI F<CB6 6D98BABEAOI 
CDB7D4@@ 

4. ";A4>B@<FPES E 89=EF6<S@< K9D69= CD< ;4D4:9A<< >B@CPRF9D4 
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5. ";A4>B@<FPES E 6B;@B:ABEFS@< ?9K9A<S >B@CPRF9DB6 59; <ECB?P;B64A<S 
4AF<6<DGEAB7B CDB7D4@@AB7B B59EC9K9A<S 

6. �OCB?A<FP ;484A<S > ?45BD4FBDAB= D45BF9 
7. �4M<F<FP ?45BD4FBDAGR D45BFG, BF69F<6 A4 >BAFDB?PAO9 6BCDBEO 

 9FB8<K9E><9 G>4;4A<S > ?45BD4FBDAB= D45BF9 
"CD989?9A<S >B@CPRF9DAB7B 6<DGE4 - <EFBD<K9E>< CDB5?9@AO= 6BCDBE, 
CBE>B?P>G 8BEF4FBKAB E?B:AB 84FP K9F>B9 BCD989?9A<9 6<DGE4, BK9DF<6 CD< 
QFB@ E6B=EF64, CD<EGM<9 FB?P>B 6<DGE4@ < A9 I4D4>F9DAO9 8?S 8DG7<I 
CDB7D4@@. !4B5BDBF, 8464S :9EF>B9 BCD989?9A<9 6<DGE4 >4> CDB7D4@@O, 
B5?484RM9= BCD989?9AAO@< E6B=EF64@< CD4>F<K9E>< ED4;G :9 @B:AB A4=F< 
CD<@9D 6<DGE4, F4>B6O@< E6B=EF64@< A9 B5?484RM97B. 

#D<6989@ BCD989?9A<9 6<DGE4 EB7?4EAB �"%& P 51198-98 

�<DGE - CDB7D4@@4, ECBEB5A4S EB;8464FP E6B< >BC<< (A9B5S;4F9?PAB 
EB6C484RM<9 E BD<7<A4?B@) < 6A98DSFP <I 6 H4=?O, E<EF9@AO9 B5?4EF< 
>B@CPRF9D4, >B@CPRF9DAOI E9F9=, 4 F4>:9 BEGM9EF6?SFP <AO9 
89EFDG>F<6AO9 89=EF6<S. �D< QFB@ >BC<< EBID4ASRF ECBEB5ABEFP 
84?PA9=L97B D4ECDBEFD4A9A<S. �B@CPRF9DAO= 6<DGE BFABE<FES > 
6D98BABEAO@ CDB7D4@@4@  

�M9 B8A4 CDB5?9@4, E6S;4AA4S E BCD989?9A<9@ >B@CPRF9DAB7B 6<DGE4 >DB9FES 6 
FB@, KFB E97B8AS CB8 6<DGEB@ K4M9 6E97B CBA<@49FES A9 "FD48<J<BAAO=" 6<DGE, 
4 CD4>F<K9E>< ?R54S 6D98BABEA4S CDB7D4@@4. 1FB CD<6B8<F > CGF4A<J9 6 
F9D@<AB?B7<<, BE?B:A9AAB= 9M9 < F9@, KFB E97B8AS CD4>F<K9E>< ?R5B= 
4AF<6<DGE ECBEB59A 6OS6?SFP 6E9 F<CO 6D98BABEAOI CDB7D4@@, F4><@ B5D4;B@ 
4EEBJ<4J<S "6D98BABEA4S CDB7D4@@4-6<DGE" EF4AB6<FES 6E9 5B?99 GEFB=K<6B=. 

�D98BABEA4S CDB7D4@@4 - >B@CPRF9DA4S CDB7D4@@4 <?< C9D9ABEAB= >B8, 
CD98A4;A4K9AAO= 8?S D94?<;4J<< G7DB; <AHBD@4J<<, ID4ASM9=ES 6 
>B@CPRF9DAB= E<EF9@9 (�!), ?<5B 8?S E>DOFB7B A9J9?96B7B <ECB?P;B64A<S 
D9EGDEB6 �!, ?<5B <AB7B 6B;89=EF6<S, CD9CSFEF6GRM97B ABD@4?PAB@G 
HGA>J<BA<DB64A<R �!. � 6D98BABEAO@ CDB7D4@@4@ BFABESFES >B@CPRF9DAO9 
6<DGEO, FDBSAO, E9F96O9 K9D6< < 8D. 
�<DGEO 

� 6<DGE4@ BFABESFES: 

÷ �47DG;BKAO9 6<DGEO - 6<DGEO, ;4D4:4RM<9 ;47DG;BKAO9 E9>FBD4 CBEFBSAAOI 
< E@9AAOI ABE<F9?9= 

÷ (4=?B6O9 6<DGEO - 6<DGEO, ;4D4:4RM<9 H4=?O 
÷  4>DB6<DGEO - 6<DGEO, A4C<E4AAO9 A4 S;O>9 @4>DB>B@4A8 < <ECB?AS9@O9 6 
ED989 >4>B7B-?<5B CD<?B:9A<S. � CB846?SRM9@ 5B?PL<AEF69 E?GK496 D9KP 
<89F B @4>DBE4I 6 8B>G@9AF4I Microsoft Office 
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÷ %>D<CF-6<DGEO - 6<DGEO, <ECB?AS9@O9 6 ED989 BCD989?9AAB= >B@4A8AB= 
B5B?BK><: D4APL9 - bat-H4=?O 6 >B@4A8AB= B5B?BK>9 DOS, E9=K4E K4M9 VBS- 
< Java-E>D<CFO 6 >B@4A8AB= B5B?BK>9 Windows Scripting Host (WSH) 
"F89?PAB EFB<F E>4;4FP C4DG E?B6 B @4>DB6<DGE4I. �B?PL<AEF6B Q?9>FDBAAOI 
8B>G@9AFB6 EB;84RFES < B5D454FO64RFES 6 HBD@4F9 MS Office, <AEFDG@9AF 
VBA (Visual Basic for Application), >BFBDO= @B:AB <ECB?P;B64FP 8?S EB;84A<S 
@4>DB6<DGEB6 CBEF46?S9FES 6@9EF9 E CD<?B:9A<9@ MS Office. &4>B9 CB?B:9A<9 
89? CD<6B8<F > FB@G, KFB A4 E97B8ASLA<= 89AP @4>DB6<DGEO - A4<5B?99 K4EFB 
6EFD9K4RM<=ES F<C 6<DGEB6. "8A4>B 5BDP54 E A<@< A9 6O;O649F BEB5OI 
CDB5?9@ < E6B8<FES > <;GK9A<R F9?4 6D98BABEAB7B @4>DBE4 E CB@BMPR FB7B :9 
VBA A4 CD98@9F 6OCB?AS9@OI BC9D4J<=, >BAFDB?R EF4DFB6OI @4>DBEB6 
AutoOpen, AutoClose, AutoSave, 7?B54?PAOI @4>DBEB6 FileOpen, FileSaveAs, 
FileSave, FileClose < DS84 EF4A84DFAOI BC9D4J<=, F4><I >4> 6O;B6 API-HGA>J<=, 
6OCB?A9A<S >B@4A8 Shell < F. 8. #DBJ98GD4 ?9K9A<9 @4>DB6<DGEB6 E6B8<FES > 
G84?9A<R F9?4 @4>DBE4 <; 8B>G@9AFB6 < L45?BAB6 MS Office. 

%9F96O9 K9D6< 
+9D6P (E9F96B= K9D6P) - F<C 6D98BABEAOI CDB7D4@@, D4ECDBEFD4ASRM<IES CB 
E9F96O@ >4A4?4@, ECBEB5AOI > 46FBAB@AB@G CD9B8B?9A<R E<EF9@ ;4M<FO 
46FB@4F<;<DB64AAOI < >B@CPRF9DAOI E<EF9@, 4 F4>:9 > EB;84A<R < 
84?PA9=L9@G D4ECDBEFD4A9A<R E6B<I >BC<=, A9 6E9784 EB6C484RM<I E 
BD<7<A4?B@, BEGM9EF6?9A<R <AB7B 6D98BABEAB7B 6B;89=EF6<S  

� ;46<E<@BEF< BF CGF9= CDBA<>AB69A<S 6 BC9D4J<BAAGR E<EF9@G K9D6< 89?SFES 
A4: 

÷ #BKFB6O9 K9D6< (Mail-Worm) - K9D6<, D4ECDBEFD4ASRM<9ES 6 HBD@4F9 
EBB5M9A<= Q?9>FDBAAB= CBKFO 

÷ IM K9D6< (IM-Worm) - K9D6<, <ECB?P;GRM<9 �AF9DA9F-C9=8:9DO 
÷ P2P K9D6< (P2P-Worm) - K9D6<, D4ECDBEFD4ASRM99ES CD< CB@BM< C<D<A7B6OI 

(peer-to-peer) H4=?BB5@9AAOI E9F9= 
÷ %9F96O9 K9D6< (Net-Worm) - CDBK<9 E9F96O9 K9D6<, ED98< >BFBDOI <@99F 
E@OE? 8BCB?A<F9?PAB 6O89?<FP �AF9DA9F-K9D6< < LAN-K9D6< 

o �AF9DA9F K9D6< - K9D6<, <ECB?P;GRM<9 8?S D4ECDBEFD4A9A<S CDBFB>B?O 
�AF9DA9F. #D9<@GM9EF69AAB QFBF F<C K9D69= D4ECDBEFD4AS9FES E 
<ECB?P;B64A<9@ A9CD46<?PAB= B5D45BF>< A9>BFBDO@< CD<?B:9A<S@< 
54;B6OI C4>9FB6 EF9>4 CDBFB>B?B6 tcp/ip 

o LAN K9D6< - K9D6<, D4ECDBEFD4ASRM<9ES CB CDBFB>B?4@ ?B>4?PAOI E9F9= 

&DBSAO 
&DBSA (FDBSAE><= >BAP) - F<C 6D98BABEAOI CDB7D4@@, BEAB6AB= J9?PR >BFBDOI 
S6?S9FES 6D98BABEAB9 6B;89=EF6<9 CB BFABL9A<R > >B@CPRF9DAB= E<EF9@9. 
"DBSAO BF?<K4RFES BFEGFEF6<9@ @9I4A<;@4 EB;84A<S EB5EF69AAOI >BC<=  

!9>BFBDO9 FDBSAO ECBEB5AO > 46FBAB@AB@G CD9B8B?9A<R E<EF9@ ;4M<FO �%, E 
J9?PR CDBA<>AB69A<S < ;4D4:9A<S E<EF9@O. � B5M9@ E?GK49, FDBSA CBC4849F 6 
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E<EF9@G 6@9EF9 E 6<DGEB@ ?<5B K9D69@, 6 D9;G?PF4F9 A9BE@BFD<F9?PAOI 
89=EF6<= CB?P;B64F9?S <?< :9 4>F<6AOI 89=EF6<= ;?BG@OL?9AA<>4. !4<5B?99 
D4ECDBEFD4A9AO E?98GRM<9 6<8O FDBSAB6: 

÷ �?46<4FGDAO9 LC<BAO (Trojan-SPY) - FDBSAO, CBEFBSAAB A4IB8SM<9ES 6 
C4@SF< < EBID4ASRM<9 6E9 84AAO9 CBEFGC4RM<9 BF >?46<4FGDO E J9?PR 
CBE?98GRM9= C9D984K< QF<I 84AAOI ;?BG@OL?9AA<>G. "5OKAB F4><@ B5D4;B@ 
;?BG@OL?9AA<> COF49FES G;A4FP C4DB?< <?< 8DG7GR >BAH<89AJ<4?PAGR 
<AHBD@4J<R 

÷ #BI<F<F9?< C4DB?9= (Trojan-PSW) - FDBSAO, F4>:9 CD98A4;A4K9AAO9 8?S 
CB?GK9A<S C4DB?9=, AB A9 <ECB?P;GRM<9 E?9:9A<9 ;4 >?46<4FGDB=. "5OKAB 6 
F4><I FDBSA4I D94?<;B64AO ECBEB5O <;6?9K9A<S C4DB?9= <; H4=?B6, 6 >BFBDOI 
QF< C4DB?< ID4ASFES D4;?<KAO@< CD<?B:9A<S@< 

÷ 'F<?<FO G84?9AAB7B GCD46?9A<S (Backdoor) - FDBSAO, B59EC9K<64RM<9 
CB?AO= G84?9AAO= >BAFDB?P A48 >B@CPRF9DB@ CB?P;B64F9?S. %GM9EF6GRF 
?974?PAO9 GF<?<FO F4>B7B :9 E6B=EF64, AB BA< BF?<K4RFES F9@, KFB EBB5M4RF 
B E6B9@ A4;A4K9A<< CD< GEF4AB6>9 <?< :9 EA45:9AO 8B>G@9AF4J<9=, 6 >BFBDB= 
BC<E4AO <I HGA>J<<. &DBSAE><9 GF<?<FO G84?9AAB7B GCD46?9A<S, A4CDBF<6, 
A<>4> A9 6O84RF E6B97B D94?PAB7B A4;A4K9A<S, F4> KFB CB?P;B64F9?P < A9 
CB8B;D9649F B FB@, KFB 97B >B@CPRF9D CB8>BAFDB?9A ;?BG@OL?9AA<>G. 
!4<5B?99 CBCG?SDA4S GF<?<F4 G84?9AAB7B GCD46?9A<S - Back Orifice 

÷ �ABA<@AO9 smtp-E9D69D4 < CDB>E< (Trojan-Proxy) - FDBSAO, 6OCB?ASRM<9 
HGA>J<< CBKFB6OI E9D69DB6 <?< CDB>E< < <ECB?P;GRM<9ES 6 C9D6B@ E?GK49 
8?S EC4@-D4EEO?B>, 4 6B 6FBDB@ 8?S ;4@9F4A<S E?98B6 I4>9D4@< 

÷  B8<H<>4FBDO A4EFDB9> 5D4G;9D4 (Trojan-Cliker) - FDBSAO, >BFBDO9 @9ASRF 
EF4DFB6GR EFD4A<JG 6 5D4G;9D9, EFD4A<JG CB<E>4 <?< 9M9 >4><9-?<5B 
A4EFDB=><, 8?S BD74A<;4J<< A9E4A>J<BA<DB64AAOI B5D4M9A<= > �AF9DA9F-
D9EGDE4@ 

÷ �AEF4??SFBDO CDBK<I 6D98BABEAOI CDB7D4@@ (Trojan-Dropper) - FDBSAO, 
CD98EF46?SRM<9 6B;@B:ABEFP ;?BG@OL?9AA<>G CDB<;6B8<FP E>DOFGR 
GEF4AB6>G 8DG7<I CDB7D4@@ 

÷ �47DG;K<>< 6D98BABEAOI CDB7D4@@ (Trojan Downloader) - FDBSAO, 
CD98A4;A4K9AAO9 8?S ;47DG;>< A4 >B@CPRF9D-:9DF6G AB6OI 69DE<= 
6D98BABEAOI CDB7D4@@, <?< D9>?4@AOI E<EF9@ 

÷ '698B@<F9?< B5 GEC9LAB= 4F4>9 (Trojan-Notifier) - FDBSAO 84AAB7B F<C4 
CD98A4;A4K9AO 8?S EBB5M9A<S E6B9@G "IB;S<AG" B ;4D4:9AAB@ >B@CPRF9D9 

÷ "�B@5O" 6 4DI<64I (ARCBomb) - FDBSAO, CD98EF46?SRM<9 EB5B= 4DI<6O, 
EC9J<4?PAB BHBD@?9AAO9 F4><@ B5D4;B@, KFB5O 6O;O64FP A9LF4FAB9 
CB6989A<9 4DI<64FBDB6 CD< CBCOF>9 D4;4DI<6<DB64FP 84AAO9 - ;46<E4A<9 <?< 
EGM9EF69AAB9 ;4@98?9A<9 D45BFO >B@CPRF9D4, ;4CB?A9A<9 8<E>4 5B?PL<@ 
>B?<K9EF6B@ "CGEFOI" 84AAOI 

÷ �B7<K9E><9 5B@5O - K4M9 A9 EFB?P>B FDBSAO, E>B?P>B FDBSAE><9 
EBEF46?SRM<9 K9D69= < 6<DGEB6, EGFP D45BFO >BFBDOI EBEFB<F 6 FB@, KFB5O 
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CD< BCD989?9AAOI GE?B6<SI (84F4, 6D9@S EGFB>, 89=EF6<S CB?P;B64F9?S, 
>B@4A84 <;6A9) CDB<;69EF< BCD989?9AAB9 89=EF6<9: A4CD<@9D, GA<KFB:9A<9 
84AAOI 

÷ 'F<?<FO 8B;6BA4 - ED46A<F9?PAB AB6O= F<C FDBSAB6, CD98EF46?SRM<= EB5B= 
GF<?<FO dial-up 8BEFGC4 6 �AF9DA9F K9D9; C?4FAO9 CBKFB6O9 E?G:5O. &4><9 
FDBSAO CDBC<EO64RFES 6 E<EF9@9 >4> GF<?<FO 8B;6BA4 CB G@B?K4A<R < 6?9>GF 
;4 EB5B= >DGCAO9 EK9F4 ;4 CB?P;B64A<9 �AF9DA9FB@ 

�<;A9AAO= J<>? 6D98BABEAOI CDB7D4@@ 

#DBJ9EE D4;@AB:9A<S 6<DGEB6 @B:9F 5OFP GE?B6AB D4;89?9A A4 A9E>B?P>B 
EF48<=: 

1. �>F<64J<S 6<DGE4 
2. #B<E> B5N9>FB6 8?S ;4D4:9A<S 
3. #B87BFB6>4 6<DGEAOI >BC<= 

4. �A98D9A<9 6<DGEAOI >BC<= 

&4> :9 >4> 8?S 6<DGEB6, :<;A9AAO= J<>? K9D69= @B:AB D4;89?<FP A4 
BCD989?9AAO9 EF48<<: 

1. #DBA<>AB69A<9 6 E<EF9@G 
2. �>F<64J<S 
3. #B<E> ":9DF6" 
4. #B87BFB6>4 >BC<= 

5. $4ECDBEFD4A9A<9 >BC<= 

' FDBSAB6 6E?98EF6<9 BFEGFEF6<S HGA>J<= D4;@AB:9A<S < D4ECDBEFD4A9A<S, <I 
:<;A9AAO= J<>? @9APL9 K9@ G 6<DGEB6 - 6E97B FD< EF48<<: 

1. #DBA<>AB69A<9 A4 >B@CPRF9D 
2. �>F<64J<S 
3. �OCB?A9A<9 ;4?B:9AAOI HGA>J<= 

1FB, E4@B EB5B=, A9 B;A4K49F @4?B7B 6D9@9A< :<;A< FDBSAB6. !4CDBF<6, FDBSA 
@B:9F A9;4@9FAB A4IB8<FPES 6 C4@SF< >B@CPRF9D4 8?<F9?PAB9 6D9@S, A<>4> A9 
6O8464S E6B97B CD<EGFEF6<S, 8B F9I CBD, CB>4 A9 6OCB?A<F E6BR 6D98BABEAGR 
HGA>J<R 5G89F B5A4DG:9A 4AF<6<DGEAO@< ED98EF64@<. 

"EAB6AO9 CGF< CDBA<>AB69A<S 6 E<EF9@G < 4>F<64J<< 

%GM9EF6G9F GF69D:89A<9 - ?R5GR 6D98BABEAGR CDB7D4@@G CB?P;B64F9?P @B:9F 
CB598<FP E4@BEFBSF9?PAB, F. 9. A9 CD<5974S > <ECB?P;B64A<R 4AF<6<DGEAOI 
CDB7D4@@. 1FB 89=EF6<F9?PAB F4>, ;4 GEC9LAO@< 89=EF6<S ?R5B= 4AF<6<DGEAB= 
CDB7D4@@O EFB<F FDG8 6<DGEAOI 4A4?<F<>B6, >BFBDO9 CB EGF< 89?4 6DGKAGR 
D4;5<D4RFES E 4?7BD<F@4@< D45BFO AB6OI 6<DGEB6, 6O89?SRF E<7A4FGDO, 
BC<EO64RF 4?7BD<F@ D45BFO 6<DGE4. 



418 
 

418 

%<7A4FGD4 6<DGE4 - 6 L<DB>B@ E@OE?9, <AHBD@4J<S, CB;6B?SRM4S B8AB;A4KAB 
BCD989?<FP A4?<K<9 84AAB7B 6<DGE4 6 H4=?9 <?< <AB@ >B89  

#D<@9D4@< E<7A4FGD S6?SRFES: GA<>4?PA4S CBE?98B64F9?PABEFP 54=F, 
CD<EGFEF6GRM4S 6 84AAB@ 6<DGE9 < A9 6EFD9K4RM4SES 6 8DG7<I CDB7D4@@4I; 
>BAFDB?PA4S EG@@4 F4>B= CBE?98B64F9?PABEF< 

&4><@ B5D4;B@, 4AF<6<DGEAGR CDB7D4@@G @B:AB D4EE@4FD<64FP >4> ED98EF6B 
46FB@4F<;4J<< 5BDP5O E 6<DGE4@<. %?98G9F ;4@9F<FP, KFB 4A4?<; 6<DGEB6 
FD95G9F BF CB?P;B64F9?S 6?489A<S 5B?PL<@ B5N9@B@ EC9J<H<K9E><I ;A4A<= 6 
B5?4EF< CDB7D4@@<DB64A<S, D45BFO BC9D4J<BAAOI E<EF9@ < F. 8. %B6D9@9AAO9 
6D98BABEAO9 CDB7D4@@O <ECB?P;GRF E?B:AO9 F9IAB?B7<< @4E><DB6>< < 
;4M<FO E6B<I >BC<=, >BFBDO9 B5GE?46?<64RF A9B5IB8<@BEFP CD<@9A9A<9 
EC9J<4?PAOI ED98EF6 8?S <I 4A4?<;4. 

#DBJ9EE CB87BFB6>< 6D98BABEAB= CDB7D4@@B= E6B<I >BC<= 8?S 
D4ECDBEFD4A9A<S @B:9F EGM9EF69AAB BF?<K4FPES BF CDBEFB7B >BC<DB64A<S. 
�6FBDO A4<5B?99 E?B:AOI 6 F9IAB?B7<K9E>B@ C?4A9 6<DGEB6 EF4D4RFES E89?4FP 
D4;AO9 >BC<< @4>E<@4?PAB A9CBIB:<@< 8?S GE?B:A9A<S <I B5A4DG:9A<S 
4AF<6<DGEAO@< ED98EF64@<. �4> E?98EF6<9, EBEF46?9A<9 E<7A4FGDO 8?S F4>B7B 
6<DGE4 >D4=A9 ;4FDG8A9AB. 

#D< EB;84A<< >BC<= 8?S @4E><DB6>< @B7GF CD<@9ASFPES E?98GRM<9 
F9IAB?B7<<: 

÷ ,<HDB64A<9 - 6<DGE EBEFB<F <; 86GI HGA>J<BA4?PAOI 5?B>B6: EB5EF69AAB 
6<DGE4 < L<HD4FBD4. �4:84S >BC<S 6<DGE4 EBEFB<F <; L<HD4FBD4, E?GK4=AB7B 
>?RK4 < 6<DGEAB7B 5?B>4, ;4L<HDB64AAB7B QF<@ >?RKB@ 

÷  9F4@BDH<;@ - EB;84A<9 D4;?<KAOI >BC<= 6<DGE4 CGF9@ ;4@9AO 7DGCC 
>B@4A8 A4 Q>6<64?9AFAO9, C9D9EF4AB6>< @9EF4@< 5?B>B6 >B84, 6EF46>< @9:8G 
;A4K4M<@< >GE>4@< >B84 "@GEBDAOI" >B@4A8, >BFBDO9 CD4>F<K9E>< A<K97B A9 
89?4RF 
%BK9F4A<9 QF<I 86GI F9IAB?B7<= CD<6B8<F > CBS6?9A<R E?98GRM<I F<CB6 
6<DGEB6. 

÷ ,<HDB64AAO= 6<DGE - 6<DGE, <ECB?P;GRM<= CDBEFB9 L<HDB64A<9 EB 
E?GK4=AO@ >?RKB@ < A9<;@9AAO= L<HD4FBD. &4><9 6<DGEO ?97>B 
B5A4DG:<64RFES CB E<7A4FGD9 L<HD4FBD4 

÷  9F4@BDHAO= 6<DGE - 6<DGE, CD<@9ASRM<= @9F4@BDH<;@ >B 6E9@G E6B9@G 
F9?G 8?S EB;84A<S AB6OI >BC<= 

÷ #B?<@BDHAO= 6<DGE - 6<DGE, <ECB?P;GRM<= @9F4@BDHAO= L<HD4FBD 8?S 
L<HDB64A<S BEAB6AB7B F9?4 6<DGE4 EB E?GK4=AO@ >?RKB@. #D< QFB@ K4EFP 
<AHBD@4J<<, <ECB?P;G9@B= 8?S CB?GK9A<S AB6OI >BC<= L<HD4FBD4 F4>:9 
@B:9F 5OFP ;4L<HDB64A4. !4CD<@9D, 6<DGE @B:9F D94?<;B6O64FP A9E>B?P>B 
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4?7BD<F@B6 L<HDB64A<S < CD< EB;84A<< AB6B= >BC<< @9ASFP A9 FB?P>B 
>B@4A8O L<HD4FBD4, AB < E4@ 4?7BD<F@ 

$4EE@4FD<64S EB6D9@9AAO9 6<DGEAO9 G7DB;O A9B5IB8<@B BF@9F<FP, KFB 5B?99 
90% CDBJ9AFB6 6<DGEAOI G7DB; 6 CBE?98A99 6D9@S E6S;4AO E K9D6S@<. !4<5B?99 
@AB7BK<E?9AAGR 7DGCCG 6 QFB@ >?4EE9 6D98BABEAOI CDB7D4@@ EBEF46?SRF 
CBKFB6O9 K9D6<. �AF9DA9F-K9D6< F4>:9 S6?SRFES ;4@9FAO@ S6?9A<9@, AB A9 
EFB?P>B <;-;4 >B?<K9EF64, E>B?P>B <;-;4 >4K9EF64: QC<89@<<, 6O;64AAO9 
�AF9DA9F-K9D6S@< ;4K4EFGR BF?<K4RFES 6OEB>B= E>BDBEFPR D4ECDBEFD4A9A<S < 
5B?PL<@< @4ELF454@<. IRC < P2P K9D6< 6EFD9K4RFES 8BEF4FBKAB D98>B, K4M9 
IRC < P2P E?G:4F 4?PF9DA4F<6AO@< >4A4?4@< D4ECDBEFD4A9A<S 8?S CBKFB6OI < 
�AF9DA9F-K9D69=. $4ECDBEFD4A9A<9 K9D9; LAN F4>:9 <ECB?P;G9FES 
CD9<@GM9EF69AAB >4> 8BCB?A<F9?PAO= ECBEB5 D4ECDBEFD4A9A<S. 

�DB@9 FB7B, A4 QF4C9 4>F<64J<< K9D69= @B:AB D4;89?<FP A4 869 5B?PL<9 
7DGCCO BF?<K4RM<9ES >4> CB F9IAB?B7<S@ 4>F<64J<<, F4> < CB EDB>4@ :<;A<: 

÷ �?S 4>F<64J<< A9B5IB8<@B 4>F<6AB9 GK4EF<9 CB?P;B64F9?S 
÷ �?S 4>F<64J<< GK4EF<9 CB?P;B64F9?S A9 FD95G9FES 6B6E9 ?<5B 8BEF4FBKAB ?<LP 
C4EE<6AB7B GK4EF<S 
�>F<64J<S E9F96B7B K9D6S 59; GK4EF<S CB?P;B64F9?S 6E9784 B;A4K49F, KFB K9D6P 
<ECB?P;G9F 5D9L< 6 59;BC4EABEF< CDB7D4@@AB7B B59EC9K9A<< >B@CPRF9D4. 1FB 
CD<6B8<F > BK9AP 5OEFDB@G D4ECDBEFD4A9A<R K9D6S 6AGFD< >BDCBD4F<6AB= E9F< 
E 5B?PL<@ K<E?B@ EF4AJ<=, EGM9EF69AAB G69?<K<649F ;47DG;>G >4A4?B6 E6S;< < 
@B:9F CB?ABEFPR C4D4?<;B64FP E9FP. �@9AAB QFBF @9FB8 4>F<64J<< 
<ECB?P;B64?< K9D6< Lovesan < Sasser. #B8 C4EE<6AO@ GK4EF<9@ CB?P;B64F9?S 
CBA<@49FES, A4CD<@9D, CDBE@BFD C<E9@ 6 CBKFB6B@ >?<9AF9, CD< >BFBDB@ 
CB?P;B64F9?P A9 BF>DO649F 6?B:9AAO9 H4=?O, AB 97B >B@CPRF9D F9@ A9 @9A99 
B>4;O649FES ;4D4:9AAO@. 

�>F<6AB9 GK4EF<9 CB?P;B64F9?S 6 4>F<64J<< K9D6S B;A4K49F, KFB CB?P;B64F9?P 
5O? 66989A 6 ;45?G:89A<9 @9FB84@< EBJ<4?PAB= <A:9A9D<<. � 5B?PL<AEF69 
E?GK496 BEAB6AO@ H4>FBDB@ E?G:<F HBD@4 CB84K< <AH<J<DB64AAB7B 
EBB5M9A<S: BAB @B:9F <@<F<DB64FP C<EP@B BF ;A4>B@B7B K9?B69>4 (6>?RK4S 
Q?9>FDBAAO= 48D9E, 9E?< ;A4>B@O= G:9 ;4D4:9A), E?G:95AB9 EBB5M9A<9 BF 
CBKFB6B= E<EF9@O <?< :9 KFB-?<5B CB8B5AB9, EFB?P :9 K4EFB 6EFD9K4RM99ES 6 
CBFB>9 B5OKAB= >BDD9ECBA89AJ<<. 

#D< ;4D4:9A<< >B@CPRF9D4 K9D6< B5OKAB CDB<;6B8SF E?98GRM<9 89=EF6<S: 

÷ %B;84RF <ECB?AS9@O= H4=? E D4EL<D9A<9@ .exe E CDB<;6B?PAO@ <@9A9@ <?< 
<@9A9@ BK9AP CBIB:<@ A4 <@S E<EF9@AOI H4=?B6 Windows. � A9>BFBDOI 
K9D6SI @B7GF <ECB?P;B64FPES F9IAB?B7<< CD<EGM<9 6<DGE4@, 6 F4>B@ E?GK49 
K9D6< <AH<J<DGRF G:9 EGM9EF6GRM<= H4=? CD<?B:9A<S (A4CD<@9D 
WSOCK32.DLL ) <?< ;4@9ASRF 97B A4 E6B= H4=? (A4CD<@9D I-Worm.MTX 



420 
 

420 

;4C<EO649F B8AG <; E6B<I CDBJ98GD 6 H4=? WSOCK32.DLL F4><@ B5D4;B@, KFB 
BA4 C9D9I64FO649F BFEO?>G 84AAOI 6 �AF9DA9F (CDBJ98GD4 send ). � D9;G?PF4F9 
K9D6P 6 ;4D4:9AAB= 5<5?<BF9>9 WSOCK32.DLL CB?GK4? GCD46?9A<9 >4:8O= 
D4;, >B784 84AAO9 BFCD46?SRFES 6 �AF9DA9F). 

÷ �DB@9 QFB7B, 6@9EF9 E 8B546?9A<9@ 6 E<EF9@G <ECB?AS9@OI H4=?B6, 6 DS89 
E?GK496 K9D6< CB@9M4RF 6 E<EF9@G H4=?O 5<5?<BF9>, >BFBDO9 B5OKAB 
6OCB?ASRF HGA>J<< Backdoor >B@CBA9AFB6 (A4CD<@9D B8<A <; >?BAB6 K9D6S 
MyDoom - I-Worm.Mydoom.aa EB;8464? E<EF9@AB@ >4F4?B79 Windows H4=? 
tcp5424.dll, S6?SRM<=ES Backdoor->B@CBA9AFB@ < D97<EFD<DB64? 97B 6 
E<EF9@AB@ D99EFD9: HKCR\CLSID\{E6FB5E20-DE35-11CF-9C87-
00AA005127ED}\InProcServer32 {Default} = "%SysDir%\tcp5424.dll" ) 

÷ �D98BABEA4S CDB7D4@@4 @B:9F 6ABE<FP <;@9A9A<S 6 E<EF9@AO9 H4=?O win.ini 
< system.ini. !4CD<@9D Email-Worm.Win32.Toil CD< GEF4AB6>9 6 ;4D4:49@B= 
E<EF9@9 >BC<DG9F E95S 6 C4C>G Windows EB E?GK4=AO@ <@9A9@ < ;4C<EO649F 6 
H4=? system.ini E?98GRM<9 ;A4K9A<S: 

÷ [boot] 
shell=Explorer.exe %<@S K9D6S% 

KFB B59EC9K<649F 9@G 46FB;4CGE> CD< >4:8B= C9D9;47DG;>9 Windows (AB FB?P>B 
CB8 Win9x/Me). 

Email-Worm.Win32.Atak.h 6 CDBJ9EE9 <AEF4??SJ<< >BC<DG9F E95S E <@9A9@ 
dec25.exe 6 E<EF9@AO= >4F4?B7 Windows < @B8<H<J<DG9F H4=? win.ini 8?S 
E6B97B CBE?98GRM97B ;4CGE>4 - 8B546?S9F CB?AO= CGFP > H4=?G dec25.exe 6 
>?RK run E9>J<< [windows]: 

[windows] 
run=%SystemDir%\dec25.exe) 

%?98G9F F4> :9 BF@9F<FP, KFB 6 H4=?9 system.ini >DB@9 E9>J<< [boot] 
6D98BABEAO9 CDB7D4@@O @B7GF <ECB?P;B64FP E9>J<R [Drivers] 

÷ �D98BABEAO9 CDB7D4@@O @B7GF 6ABE<FP <;@9A9A<S 6 E?98GRM<9 69F>< 
D99EFD4: 

o HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion 6 
>?RK< Run, RunOnce, RunOnceEx, RunServices, RunServicesOnce - 8?S FB7B 
KFB5O E<EF9@4 ;4CGE>4?4 EB;84AAO9 K9D69@ H4=?O 

o HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion 6 >?RK 
Run. 

!4CD<@9D, Email-Worm.Win32.Bagle.ax CBE?9 ;4CGE>4 >BC<DG9F E95S 6 
E<EF9@AO= >4F4?B7 Windows, CBE?9 K97B D97<EFD<DG9F 6 D99EFD9 
E>BC<DB64AAO= H4=?: 
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run 
"Sysformat"="%System%\sysformat.exe 
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o HKEY_CLASSES_ROOT\exefile\shell\open\command 

!4CD<@9D 6<DGE I-Worm.Navidad. 6ABE<? E?98GRM<9 <;@9A9A<S: 

HKEY_CLASSES_ROOT\exefile\shell\open\command {Default} = 
%SystemDir%\wintask.exe %1 %*) 

&4><@ B5D4;B@ ;4CGE> 6E9I 9I9-H4=?B6 CDBIB8<? K9D9; B5D4M9A<9 > 
<AH<J<DB64AAB@G H4=?G wintask.exe. � D9;G?PF4F9, 9E?< H4=? wintask.exe 
G84?S?ES 8B CD46>< D99EFD4, BC9D4J<BAA4S E<EF9@4 F9DS?4 6B;@B:ABEFP 
;4CGE>4FP H4=?O E D4EL<D9A<9@ .exe. 

o HKEY_CLASSES_ROOT\txtfile\shell\open\command 

!4CD<@9D Email-Worm.Win32.LovGate.ad <;@9AS9F >?RK E<EF9@AB7B D99EFD4 
HKCR\txtfile\shell\open\command {default}="Update_OB.exe %1", F4><@ 
B5D4;B@, KFB5O CD< BF>DOF<< F9>EFB6OI H4=?B6 CB?GK4FP GCD46?9A<9. 

÷ �DB@9 6OL9 C9D9K<E?9AAOI 69F69= < >?RK9= D99EFD4 6D98BABEAO9 CDB7D4@@O 
@B7GF 6ABE<FP <;@9A9A<S < 6 8DG7<9 69F>< < >?RK< D99EFD4, A4CD<@9D: 

o HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows 
NT\CurrentVersion\WOW\boot 

o HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows 
NT\CurrentVersion\Drivers32 

o HKEY_LOCAL_MACHINE\Software\Microsoft\Windows 
NT\CurrentVersion\WinLogon 

o HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services 
o HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Active Setup\Installed 

Components 
o HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows 

NT\CurrentVersion\AeDebug 

'EFD4A9A<9 CBE?98EF6<= ;4D4:9A<S 

� E6S;< E F9@, KFB K9D6< CD4>F<K9E>< A9 <ECB?P;GRF F9IAB?B7<< L<HDB64A<S < 
@9F4@BDH<;@4 8?S @4E><DB6>< E6B<I >BC<=, 5BDP54 E A<@ 6DGKAGR A9E>B?P>B 
GCDBM49FES < E6B8<FES > E?98GRM9@G 4?7BD<F@G 89=EF6<=: 

1. �A4?<; < 6OS6?9A<9 E CB@BMPR �<EC9FK9D4 ;484K Windows 
CB8B;D<F9?PAOI CDBJ9EEB6 

2. �A4?<; BF>DOFOI CBDFB6 E CB@BMPR >B@4A8O Netstat  
3. �O7DG;>4 CB8B;D<F9?PAOI CDBJ9EEB6 
4. �A4?<; D99EFD4 E CB@BMPR GF<?<FO Regedit.exe 6 6OL9 C9D9K<E?9AAOI 
69F>4I < >?RK4I 

5. �BEEF4AB6?9A<9 < CD46>4 >?RK9= D99EFD4 
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6. #B<E> <AH<J<DB64AAOI H4=?B6 CB <@9A< A4 BEAB69 84AAOI 4A4?<;4 
CDBJ9EEB6 BC9D4J<BAAB= E<EF9@O < 84AAOI 4A4?<;4 D99EFD4 

7. '84?9A<S <?< ;4@9A4 <AH<J<DB64AAOI H4=?B6 
8. #9D97DG;>4 E<EF9@O 

�BAFDB?PAO= 4A4?<; CDBJ9EEB6, >?RK9= D99EFD4, BF>DOFOI CBDFB6. �E?< 
CB8B;D<F9?PAOI CDBJ9EEB6 A9 B5A4DG:9AB, >?RK< D99EFD4 A9 <;@9A<?<EP, 
;A4K<F, CDBJ98GDG 89;<AH9>J<< >B@CPRF9D4 @B:AB EK<F4FP GEC9LAB=, 6 
CDBF<6AB@ E?GK49 4?7BD<F@ CD<89FES CB6FBD<FP. 

&9@ A9 @9A99, GK<FO64S FBF H4>F, KFB EB6D9@9AAO9 K9D6< @B7GF <ECB?P;B64FP 
F9IAB?B7<< CD<EGM<9 6<DGE4@, GEF4A46?<64FP backdoor->B@CBA9AFO, ;4FDG8ASS, 
F9@ E4@O@, CDBJ98GDG 4A4?<;4 < B5A4DG:9A<S E6B<I H4=?B6, 8?S CB?AB= 
G69D9AABEF< >B@CPRF9D CBE?9 89;<AH9>J<< 6DGKAGR A4EFBSF9?PAB 
D9>B@9A8G9FES BEGM9EF6<FP CDB69D>G 4AF<6<DGEAO@ ED98EF6B@. %?98G9F F4>:9 
BF@9F<FP, KFB 5BDBFPES 6DGKAGR E 6D98BABEAO@< CDB7D4@@4@< @B:AB FB?P>B 
CBEFH4>FG@ - CBE?9 FB7B, >4> BA< CBD4;<?< >B@CPRF9D, 6 FB :9 6D9@S 
<ECB?P;B64A<9 4AF<6<DGEAB7B CDB7D4@@AB7B B59EC9K9A<S 6 CB846?SRM9@ 
5B?PL<AEF69 E?GK496 A9 8BCGEF<F 4>F<64J<< 6D98BABEAB= CDB7D4@@O A4 
>B@CPRF9D9. 

�484A<9 
1. �4CGEF<F9 �<EC9FK9D ;484K Windows < CDB4A4?<;<DG=F9 EC<EB> 
;4CGM9AAOI CDBJ9EEB6, A47DG;>G, >BFBDGR BA< B>4;O64RF A4 *#. �4C<L<F9 
6 CDBFB>B? ?45BD4FBDAB= D45BFO A4;64A<9 CB8B;D<F9?PAOI CDBJ9EEB6. 
"5NSEA<F9, A4 BEAB64A<< K97B 5O?< E89?4AO F4><9 6O6B8O. 

2. �ECB?P;GS �<EC9FK9D ;484K Windows 6O7DG;<F9 CB8B;D<F9?PAO9 
CDBJ9EEO. 

3. �4CGEF<F9 <AF9DH9=E >B@4A8AB= EFDB>< Windows. ";A4>B@PF9EP E >?RK4@< 
>B@4A8O netstat. #B?GK<F9 EF4F<EF>G F9>GM<I E9F96OI CB8>?RK9A<= 
�4L97B >B@CPRF9D4 E C4D4@9FD4@< BFB5D4:9A<9 6E9I CB8>?RK9A<= < 
B:<84RM<I CBDFB6, BFB5D4:9A<9 CBE?98B64F9?PABEF< >B@CBA9AFB6 
GK4EF6GRM<I 6 EB;84A<< CB8>?RK9A<S, BFB5D4:9A<9 <ECB?AS9@B7B H4=?4, 
GK4EF6GRM97B 6 EB;84A<< >4:8B7B CB8>?RK9A<S, <?< E?GL4RM97B CBDF. 
%BID4A<F9 EF4F<EF<>G 6 H4=? E A4;64A<9@ netstat.log. �4C<L<F9 CDBFB>B? 
?45BD4FBDAB= D45BFO HBD@4F >B@4A8O 8?S QFB7B 89=EF6<S. #DB4A4?<;<DG9F 
84AAO9 netstat.log. �4C<L<F9 6 CDBFB>B? ?45BD4FBDAB= D45BFO 
CB8B;D<F9?PAO9 BF>DOFO9 CBDFO < CD<?B:9A<S <I <ECB?P;GRM<9. 
"5NSEA<F9, A4 BEAB64A<< K97B 5O?< E89?4AO F4><9 6O6B8O. 

4. �4CGEF<F9 GF<?<FG D45BFO E D99EFDB@ Windows. #DB4A4?<;<DG=F9 
EB89D:<@B9 C9D9K<E?9AAOI 6 F9BD9F<K9E>B= K4EF< 69FB> < >?RK9= D99EFD4. 

5. #D< A9B5IB8<@BEF< 6A9E<F9 <;@9A9A<S 6 C4D4@9FDO >?RK9= E J9?PR 
G84?<FP CB8B;D<F9?PAO9 ;4C<E<, EB;84AAO9 6D98BABEAB= CDB7D4@@B=. 
�4C<L<F9 6 CDBFB>B? ?45BD4FBDAB= D45BFO 6E9 6A9E9AAO9 <;@9A9A<S. 



423 
 

423 

6. #DB4A4?<;<DG=F9 EB89D:4A<9 H4=?4 win.ini A4 CD98@9F CB8B;D<F9?PAOI 
;4C<E9=. #D< A9B5IB8<@BEF< 6A9E<F9 >BDD9>F<DB6>< 6 H4=? win.ini. 
�4C<L<F9 6 CDBFB>B? ?45BD4FBDAB= D45BFO 6ABE<@O9 >BDD9>F<DB6><. 

7. #DB4A4?<;<DG=F9 H4=? system.ini A4 CD98@9F CB8B;D<F9?PAOI ;4C<E9=. #D< 
A9B5IB8<@BEF< 6A9E<F9 >BDD9>F<DB6>< 6 H4=? system.ini. �4C<L<F9 6 
CDBFB>B? ?45BD4FBDAB= D45BFO 6ABE<@O9 >BDD9>F<DB6>< 

8. �ECB?P;GS EF4A84DFAO9 ED98EF64 CB<E>4, A4=8<F9 H4=?O, >BFBDO9 
CBDB:84?< CB8B;D<F9?PAO9 CDBJ9EEO < G84?<F9 <I. �4C<L<F9 6 CDBFB>B? 
?45BD4FBDAB= D45BFO <@9A4 QF<I H4=?B6. 

9. #9D97DG;<F9 >B@CPRF9D, 6OCB?A<F9 CGA>FO 1-6, KFB5O G598<FPES, KFB 
G84?9A<9 6D98BABEAB= CDB7D4@@O CDBL?B GEC9LAB, 6 BC9D4F<6AB= C4@SF< 
A9F CB8B;D<F9?PAOI CDBJ9EEB6, >?RK< D99EFD4 A9 <;@9A<?<EP, A4 
>B@CPRF9D9 BFEGFEF6GRF CB8B;D<F9?PAB BF>DOFO9 CBDFO. 

�BAFDB?PAO9 6BCDBEO 

1. "5NSEA<F9 6 K9@ D4;A<J4 @9:8G L<HDB64AAO@ < CB?<@BDHAO@ 6<DGEB@? 
2. �BEF4FBKAB ?< 8?S ;4M<FO BF ;4D4:9A<S 6D98BABEAB= CDB7D4@@B= 
GEF4AB6<FP H4=?4@ D4;D9L9A<S FB?P>B 8?S KF9A<S? "5BEAG=F9 BF69F. 

3. "5NSEA<F9 6 K9@ BF?<K<9 CBASF<= 6<DGE < 6D98BABEA4S CDB7D4@@4. 
 


