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1. HACIIOPT ®OHIA OINEHOYHbBIX CPEACTB IO AMCLHUIIJIMHE

B pesynbrare 0cBOCHUS TUCHUIUIMHBI 00YUYaIOIIUICS JOJDKEH YMETh:
BBITIOJTHATh MOHHMTOPUHI M aHaIM3 palbOThl JIOKAIHHOM CETH C ITOMOIIBIO
MPOrpaMMHO-ANIAPATHBIX CPEJICTB, MCIIOJIB30BAaTh CXEMbI IMOCJIEaBaAPUINHOIO
BOCCTAHOBJICHUSI PAa0OTOCIOCOOHOCTH CETH, DKCIUTyaTHPOBaTh TEXHHUYECKHE
CpeICTBAa CETEBONM HH(PPACTPYKTYphl, OCYIIECTBISATH JHArHOCTHKY W TIOUCK
HEHUCIIPABHOCTENW TEXHUYECKUX CPEJICTB, BBIMOJHATH JCHCTBUS IO YCTPAHEHUIO
HEHUCIIPABHOCTEW B YACTH, KAaCAIOLICHCS MOJHOMOYMN TEXHUKA, TECTUPOBATH
Kabell M KOMMYHHUKAIMOHHBIE YCTPOMCTBA, BBIMOJHATh 3aMEHY PaCXOJHBIX
MaTepUaioB U MEJIKUM PEMOHT mnepudepuitHoro o00OpyAOBaHUSA, TPABUIBHO
0(OpMIISITh TEXHUUYECKYIO TOKYMEHTAIMIO, HAOII01aTh 32 TPadUKOM, BBITTOTHSTH
Omnepaly PE3EPBHOIO KOMMPOBAHUSI U BOCCTAHOBJICHUS JAHHBIX, YCTAHABIMBATb,
TECTUPOBATh U HKCIUIyaTUPOBATh HH(POPMAIIMOHHBIE CHUCTEMBI, COIJIACHO
TEXHUYECKOM JIOKYMEHTAIIUH, 00CCIIeYNBAaTh AHTUBUPYCHYIO 3aIIUTY.

B pe3ynbTaTe 0CBOCHUS TUCHUILTMHBI 00y4YalOMUACs TIOJDKEH 3HATh:
apXUTEKTYpy ¥ (GYHKIUA CUCTEM YINPABICHUSA CETAMH, CTaHAAPThl CHCTEM
yIOpaBJICHUS, 3a]a4¥ YIIPABICHUS: aHAIIU3 MPOU3BOJUTEIHLHOCTH U HAJACKHOCTH,
yhpaBiieHre O€30MacHOCThI0, Yy4eT Tpaduka, yIpaBiIeHHE KOH(GUTypalUeH,
CpelCcTBa MOHUTOPHHTa U aHalM3a JIOKAJBHBIX CETEeH, KIACCU(PUKAIMIO
PETIIAaMEHTOB, MOPSI0K TEXHHYECKHUX OCMOTPOB, MPOBEPOK U MPOPUIAKTUUECKUX
paboT, MpaBuiIa IKCILTyaTallii TEXHHYECKUX CPEJICTB CETEBOW MHQPACTPYKTYPHI,
pacIIMpeHue CTPYKTYPBl, METOJIbI W CPEACTBA JIWAarHOCTHKH HEHWCIPaBHOCTEH
TEXHUYECKUX CPEACTB M  CETEBOH  CTPYKTYpbl, METOABI  yCTpaHEHUS
HEUCIIPAaBHOCTEH B  TEXHHYECKHX CPEACTBAX, CXEMBI IIOCICaBAPUIHOTO
BOCCTAHOBJICHUSI PA0OTOCIIOCOOHOCTH CETH, TEXHUYECKYID M IPOEKTHYIO
JIOKYMEHTAITUIO, CIIOCOOBI PE3EPBHOTO KOMUPOBAHUS JAHHBIX, TPUHITUIIBI paOOTHI
XPAHWIUII JTaHHBIX, OCHOBHBIC TIOHSTHS WH(POPMAIMOHHBIX CHUCTEM, KU3HCHHBIN
ITUKII, poOJIeMbl oOecrieueHus TEXHOJIOTMYECKOM 0e30macHOCTH
undopmarmonasix cucrem (MC), TpeboBaHust K apXuTeKType MH(DOPMAITMOHHBIX
CUCTEM M WX KOMIIOHEHTaM i o0ecrieueHus 6e30macHoCT GyHKIIMOHUPOBAHMUS,
OTIEpAaTUBHBIE  METOJLI  TOBBINICHWS  O€30MacHOCTH  (PYHKIIMOHUPOBAHMS
MIPOTrPAMMHBIX CPEJICTB M 0a3 JaHHBIX, OCHOBHBIC TPEOOBAHHSA K CPEACTBAM H
BHUJIaM TECTUPOBAHMS JJIA  ONPEICICHUS TEXHOJIOTHYECKON 0e30MMacHOCTH
UH()OPMAITMOHHBIX CUCTEM.



OO6mue KOMMETEHIMU U /WiId MPOodEeCCHOHATBHBIE KOMIICTCHIIUU (ux
KOMITOHEHTBI, COCTaBHBIE YacTH, YPOBEHb OCBOCHHWs), (opmMupyoomuecs B
MIPOIIECCE OCBOCHUS AUCITUTUIHHBIL:

Kon Ha3Banue komnereHuuii
OK1 Brei6upars crocoObl perieHust 3agad MpodecCHoHaTbHON
JIEATEIIbHOCTH, IPUMEHUTENBHO K PA3JIMYHBIM KOH TEKCTaM
OK2 OcymiecTBisATh  NOUCK, AaHajdu3 W HUHTEPIPETALUIO

uHpopMaruu, HEOOXOAWMOW JJI1 BBINOJHEHHS 3adad
poheCCUOHAIBHON JIeATEIIbHOCTH.

OK3 IJIAHUPOBATH u pean30BbIBATH cOOCTBEHHOE
IpO(hEeCCHOHAIIBHOE U JINYHOCTHOE Pa3BUTHE.

OK4 PaGotatb B KOJUIEKTMBE U KoMaHjae, 3()PEKTUBHO
B3aMMOJEICTBOBATh €  KOJUIETAMH,  PYKOBOJCTBOM,
KJIMEHTaMU.

OK35 OCyIIecTBIATh YCTHYIO U MMCBMEHHYI0 KOMMYHHKAIMIO HA

roCyJapCTBEHHOM  SI3BIKE C  Y4E€TOM  OCOOCHHOCTEH
COIMAJIBHOTO U KYJIbTYPHOTO KOH TEKCTA.

OK 6 [TposBasATH rpak1aHCKO-TIATPUOTUYECKYIO MMO3HIIUIO,
JIEMOHCTPUPOBATh OCO3HAHHOE T[IOBEJCHUE Ha OCHOBE
TPAJUIIMOHHBIX O0IIEYETOBEYECKUX IIEHHOCTEH.

OK 7 ConelcTBOBaTh  COXPAaHEHUIO  OKPYXKAIOWIEW  CPEAbI,
pecypcocOepexxennto,  3P(EKTUBHO  JIEUCTBOBATH B
Ype3BBIYAIHBIX CUTYAIIHSIX.

OK 8 Hcnonb3oBaTh cpenctBa  (U3MYECKON  KyJIbTYpbl  JJiA
COXpaHEHUs] M  YKpEIUICHUS 37I0pOBbS B  IpoIlecce
npoecCHOHANBHON ~ JEATEIbHOCTH M MOJJIePKAHUS
HEO0OXOIMMOT0 YPOBHS (PHU3HYECKOM MTOATOTOBICHHOCTH.

OK 9 Hcnons3oBaTh uH(pOpMaIMOHHBIC TE€XHOJIOTUU B
npohecCuOHAIBHOM NesSTENbHOCTH.

OK 10 [Tonp3oBaThcs  MpodecCHOHATBHOM  JTOKYMEHTaluel Ha
rOCyAapCTBEHHOM M MHOCTPAHHOM S3BIKaX.

OK 11 IlmanupoBaTh MNpPEANPUHUMATEIBCKYIO JEATEIBHOCTh B
npodeccuoHaIbHOM cdepe.

I[IK 3.1 YcraHaBnuBare,  HacTpauBaTh,  JKCIUIyaTUpOBaTb U

o0CITy’)kKMBaTh TEXHUYECKHUE U MPOrpaMMHO-anmnapaTHbIe
CpEIICTBA KOMIIBIOTEPHBIX CETEM.

K 3.2 [IpoBomuth mnpodunakTuueckue paboOThl Ha 00BEKTax
ceTeBOi MHGPACTPYKTYPHI U paOOYHX CTAHITUAX.




K 3.3 VYcranaBnuBath, — HacTpawBaTh,  OKCIUIyaTUpOBaTb U

00CITy>KHMBaTh CETEBbIE KOHPUTYpAIUH.

I[IK 3.4 VYyacTBOBaTh B pa3pabOTKe CXeMbl IIOCIIE aBAPUUHOTO

BOCCTaHOBJICHHS pabOTOCIOCOOHOCTH KOMIIBIOTEPHOU CETH,
BBINOJIHATE BOCCTAHOBIICHHE M PE3EPBHOE KOIUPOBAHHE
nH(OpMaIIUu.

IIK 3.5 OpraHu30BbIBaTh THBEHTAPU3ALUIO TEXHUYECKHUX CPEJICTB
ceTeBOi MHPPACTPYKTYPHI, OCYIIECTBISATH KOHTPOJIb
000pYZI0BaHUS MOCJIE €T0 PEMOHTA.

IIK 3.6 BBINIONHATE 3aMEHY paCXOJHBIX MAaTEPUAIIOB U MEJIKUI

peMOHT nepudepuiitHoro 000py10BaHuUs, ONPEILCIATh
ycTapeBliliee 000py10BaHHE U TPOTpaMMHBIE CPEJICTBA
ceTeBOl MHGPACTPYKTYPHI.

[Iporpamma BocnuTaHusi B pabouedl mporpamme Mpo(ecCHOHATBLHOTO MOIYJIS

OTPa)KaETCs Yepe3 COoJIepKaHUe HAIMPABICHUN BOCIIUTATEILHON pabOThI, pa3OUTHIX

Ha CJICAYIOIHNEC BOCIIUTATCIIbHBIC MOAYJIN:

Monaynu nporpammsel | Conepkanue MOyl IPOTPaMMBbl BOCITUTAHHUS
BOCTIUTAHUS

Monaynb 1| Henw MOOYJIA: CO3/1aHue YCIIOBHI ISt
«IIpodeccronanbHO- YIOBIETBOPEHUSI TOTpeOHOCTE O0O0yyaromuxcsi B

JIMYHOCTHOC BOCIIMTAHUC) | HHTCIINICKTYAJIbHOM, KYJIIBTYPHOM MW HPABCTBCHHOM

pa3BUTHH B cdepe TPYAOBBIX M  COLUAIBHO-
3KOHOMHUYECKUX OTHOLIECHHM IIOCPEICTBOM
po(heCCUOHATIBHOTO CaMOOIIPEIETICHHUSL.

3aoauu mooyns:

— pa3BUTHUE 00111eCTBEHHOM AKTUBHOCTH
oOyyJaroruxcs, BOCITUTAHUE B HUX
CO3HATEJIBHOTO OTHOIIEHUS K TPyay U
HapOJHOMY JTIOCTOSTHUIO;

— (¢dopMHpOBaHHE Y OOYYaIOIIUXCS MOTPEOHOCTH
TPYJAUTHCS, JOOPOCOBECTHO, OTBETCTBEHHO U
TBOPYECKH OTHOCUTHCS K Pa3HbIM BHAaM
TPYAOBOM IEATEIBHOCTH.

— (dopMupoBaHue po¢eCCUOHATIBHBIX
KOMIIETCHIIU;

— (dopMHpOBaHHE OCO3HAHUS MPOHECCHOHAIBHOM
UJICHTUYHOCTHU (oco3Hanue CBOEH

MPUHAJICKHOCTH K ONpeaesIEHHON mpodeccun
U TpoheCCUOHATIBHOMY COOOIIECTRY);
— (dopMupOBaHUE YyBCTBA COIMAJIbHO-




npoecCuOHaTBHOU OTBETCTBEHHOCTH,
yCBOGHHE TPO(HECCHOHATTEHO-3THIECKIX HOPM;

— OCO3HAHHBIN BBIOOD OyayIiero
po(ecCuOHaTBEHOTO pa3BUTHS u
BO3MOXKHOCTEH  peanm3aiii  COOCTBEHHBIX
KU3HCHHBIX TUIAHOB;

— ¢opmupoBaHue OTHOIIICHUS K
poeCCUOHATLHON JCSITeTbHOCTH KaK
BO3MOXXHOCTH YYacTHs B PCIICHUU JIMYHBIX,
OOIIIeCTBEHHBIX, rOCYJapCTBCHHBIX,

001IIeHAITMOHATIBHBIX MPOOJIEM.

Moayns 2

«I'paxkmaHcko-
IMaTPUOTUYECKOE
BOCIIUTAHUEY

Llenv moOyns: pa3BUTHE JTUYHOCTH OOyUJArOIIErocs Ha
ocHOBe (hopMHUpOBaHUSI Yy OOyYalOIMXCS YYyBCTBA
MaTPUOTU3MA, TPAXKTAHCTBCHHOCTH, VYBAXKEHUS K
naMsATH 3alUMTHUKOB OTtedecTBa U noasuram ['epoes
OreuecTBa, 3aKOHY U MPABOIIOPSAIKY.

3aoauu mooyns:

— (¢dopmupoBaHue 3HaHMN  OOydYaromMXcs O
cuMBoJuke Poccuu;

— BOCHHUTAHUE Yy OOy4YarolmUXcsd TOTOBHOCTH K
BBIIIOJIHEHUIO  TPaXJIAHCKOrO  JoJira |
KOHCTHUTYIIMOHHBIX OO0S3aHHOCTEH I10 3aIlHTe
Poaunsr;

— (dopMHpOBaHHE y 00yJarInmxcs
NaTPUOTUYECKOTO0 CO3HAHUS, UYBCTBA BEPHOCTH
cBoemy OTeuecTBy;

— pa3BuUTHE Y O0YYaIOIIMNXCSl YBOKCHUS K TTaMSITH
3anuTHUKOB OteuvectBa M mnojauraM ['epoes
OredecTBa, HUCTOPUYECKMM  CHMBOJaM |
nmamMsTHUKaM OTeuecTBa;

— (GOpMHUpPOBAHHE POCCHHCKONW  TpaKJaHCKOM
HUJICHTUIHOCTH, IPaKIaHCKOMN TTO3UITAH
aKTHBHOTO u OTBETCTBEHHOT'O qJIeHa
POCCHUHCKOTO OOIIECTBA, OCO3HAIOUIETO CBOU
KOHCTUTYLIMOHHBIE TIpaBa H  OOS3aHHOCTH,
YBOXKAIOIIETO  3aKOH U IPaBOMOPSIOK,

00J1a1ar011IeETO YyBCTBOM COOCTBEHHOI'O
JOCTOMHCTBA,  OCO3HAaHHO  IPHUHHUMAIOIIETO
TpagUuIIIOHHbIE HAIIHOHAJILHBIE 51

oOlIeyesoBeUeCKUe  T'YMaHUCTHYECKHE |
JEMOKpaTUYECKUE LIEHHOCTH;
— Ppa3sBUTHUE NPABOBOM U MOJUTUYECKON KYJIbTYPBI




o0yyJaroumxcsi, pacliupeHue KOHCTPYKTUBHOTO
y4acTus B OPUHATUU pelIeHui,
3aTparuBaloIIUX MX MpaBa U UHTEPECHl, B TOM
Yyuclie B pPa3iMYHbIX (GopMax O0OIIeCTBEHHOU

caMOOpraHu3allnu, caMOyYTIpaBJIeHUs,
00I11IeCTBEHHO 3HaYUMOM TSI TEIBHOCTH;
pa3BUTHE B MOJIOJEKHOU cpene

OTBETCTBEHHOCTH, MPUHIIUIIOB KOJIEKTUBHU3MA
Y COLMAIIBHOU COJIMJIAPHOCTH;

— ¢opMHupoBaHWE  TNPUBEPKCHHOCTH  HJICIM
WHTEpHAIIMOHANIM3Ma, JIPYKObI, pPaBEHCTBA,

B3aMMOIIOMOIIIH HapOJ0B, BOCIIMTAaHHC
YBAKUTCIIbBHOTO OTHOIICHUA K HAIWMOHAJIbHOMY
AJOCTOMHCTBY J'II-OIIGI‘/'I, Hux 9yBCTBaM,
PCINTHO3HbIM Y6€}KIIGHHHM;

- @OpMHpOBaHI/IG YCTAaHOBOK JIMYHOCTH,

MO3BOJISIONINX ~ MPOTUBOCTOSITH  HMJICOJIOTHHU
AKCTpEMHU3Ma, HalMOHAIM3Ma, KceHohoOouH,
KOPPYIIINU, TUCKPUMHUHAIIMKA TI0 COIMAIIBHBIM,
PEUTHO3HBIM,  PAcOBBIM,  HAIMOHAIBHBIM
pU3HAKaM u JTPYTUM HETaTHBHBIM
COLMATHHBIM SIBJICHHSIM;

— (dopMUpOBaHHE AHTUKOPPYIITHOHHOTO
MHPOBO33PEHUS.

Moayns 3 «Dusznueckas
KyJIbTypa 51
310pPOBbECOCPEIKCHHEH

Llenv  mooyna: QopmupoBaHue Yy 0OyYaromuxcs
YyBCTBAa OEpPEKHOTO OTHOMIEHUS K KYJIbTYPHOMY
HACJICIWI0 W TPAAWIMSIM  MHOTOHAIIMOHAIEHOTO
Hapojga Poccum, KyJnbTypbl 310pOBbs, 0€30MacHOTO
MOBECHUS, CTPEMJICHHUS K 37J0pOBOMY 00pa3y >KU3HU
U 3aHATUSM CIOPTOM, BOCIUTAHUE TICUXUYECKU
3I0pOBOM, (PUBMYECKH PA3BUTOW U  COIMAIBHO-
aJanTUPOBAHHON JTMYHOCTH.

3aoauu mooyns:

— (opmupoBaHuE CIOCOOHOCTH K JTyXOBHOMY
Pa3BUTHIO, peanMzanuu TBOPYECKOTO
NOTEHIMaIa B Y4YeOHOW, NpodeccuoHaNIbHON
NEeSATEIbHOCTM Ha OCHOBE  HPABCTBEHHBIX
YCTAaHOBOK U MOPAJIbHBIX HOPM, HEMPEPHIBHOTO
o0Opa3oBaHusl, CaMOBOCIHUTaHUS u
YHUBEPCAJIbHOU JIyXOBHO-HPABCTBEHHOU
KOMITETEHIIUU - «CTAHOBUTHCS JIYUILIE»;

— (dopMupoBaHUe y 00yUarIuMXxCcs




OTBETCTBEHHOTO  OTHOILIEHHUS K  CBOEMY
3I0POBBIO0 M MOTPEOHOCTH B 3J0POBOM 00Opasze
KU3HU, (PU3NIECKOM CaMOCOBEPILIEHCTBOBAHUH,

3aHATHAX CHOpTI/IBHO-O?)I[OpOBHTGJII)HOﬁ
ACATCIBHOCTBIO, Pa3BUTHUC KYJIbTYPhI
Oe3omacHoM KN3HCOACATCIBHOCTH,

po(UIAKTUKY HAPKOTHYECKON M aJKOTOJHLHOM
3aBHCHMOCTH, Ta0aKOKypeHHS W  JPYTUX
BPC/IHBIX IPUBBIYCK;

— ¢opmupoBaHue OepeKHOT0, OTBETCTBEHHOTO H
KOMITIETEHTHOTO OTHOIICHUS K (PU3MUECKOMY U
IICUXOJIOTHYECKOMY  3JIOPOBBIO - KakK
COOCTBEHHOMY, TaK W APYTUX JIOJCH, YMCHHE
OKa3bIBaTh  MEPBYIO  IIOMOIb,  pPa3BUTHE
KYJIBTYPHI 37JJ0POBOTO MTUTAHUSI.

Mopnyne 4 «KynbTypHO-
TBOPYECKOE BOCITUTAHUE)

Lenw MOOYIA co3JaHue YCJIOBHU TUTSt
CaMOOINIPEJEICHNS U COLUANIN3ALMH 00yJaroIuXcs Ha
OCHOBE COLIMOKYJIbTYPHBIX, IyXOBHO-HPAaBCTBEHHBIX
LEHHOCTE W NPUHATBHIX B POCCUHUCKOM OOLIECTBE
IIPaBWJI U HOPM IIOBEJIECHUS B MHTEpECaxX 4YeJIOBEKA,
CeMbH, OOIIECTBAa U TOCyIapcTBa, (GOPMUPOBAHUE Y
00yyaroluxcsl yBaXEeHHs K CTapIIeMy OKOJIEHHUIO.

3aoauu mooys:

— BOCIIUTaHHUE 310pOBOW, CUYaCTJIUBOM,
CBOOOTHOM JIMYHOCTH, dbopmupoBaHue
CIIOCOOHOCTH  CTaBUTh 1€ M CTPOUTH
YKU3HCHHBIE TIJIaHBbI;

— peanu3anus 00yJaroIIMMHUCS MIPaKTHK
CaMOpPa3BUTHUS u CaMOBOCITUTAHHUS B
COOTBETCTBHH c 00I111eU€eIOBEYECKUMHU
IEHHOCTAMH W HWACAIaMH  TPaXTaHCKOTO
00IIIeCTBA;

— ¢opMHupoBaHWE  TO3UTHUBHBIX  KU3HEHHBIX
OPHEHTHPOB U TJIAHOB;

— (¢opMupoBaHue y 00Y4aIOIUXCSI TOTOBHOCTH H
CIIOCOOHOCTH K OOpa3oBaHWIO, B TOM YHCIIE
caM0oOOpa30BaHUI0, Ha TMPOTSHKEHUM  BCEH

KU3HU; CO3HATEJIbHOE OTHOIIICHUE K
HEMPEPHIBHOMY O0pPa30BaHUIO KaK YCJIOBHIO
YCIIEIIHOMN npodecCUOHATLHON 151

0OIIIeCTBEHHOM JIEATENHLHOCTH;
— (OpMHpPOBAHUE BBIPAKCHHOM B IOBCIACHHH




HPABCTBCHHOM  MO3WIIMKM, B TOM  YHUCJE
CITOCOOHOCTH K CO3HATEJILHOMY BBIOOpY J100Dpa,
HPAaBCTBCHHOTO CO3HAaHUS W TIOBEACHUSA Ha
OCHOBE YCBOCHUS 00IIIeUeTIOBEUECKUX
IICHHOCTEH W HPaBCTBEHHBIX YYBCTB (UECTH,
70T,  CIPaBEIJIUBOCTH, MHJIOCEPAHS |

TPYKETIO0u);
— pa3BUTHE  KYJbTYPhl  MEKHAIIMOHAIHHOTO
OOIICHMS,

— (¢opMHpOBaHNE YBAKHUTEIHHOTO OTHOIICHUS K
POUTEIISIM M CTaplIeMy MOKOJECHHUIO B LIEJIOM,
TOTOBHOCTHM MOHSATH MX TMO3ULMIO, IPUHATH KX
3a00Ty, TOTOBHOCTH  JOTOBApUBAThCA  C
POIUTENSAMUA W UWIEHAMHU CEMbU B PEUICHUU
BOIPOCOB BEJICHUS JIOMAIIIHErO XO35KCTBA,
pacrpeeneHus CeMENHbIX 00s3aHHOCTEH;

— BOCHUTAHHE OTBETCTBEHHOT'O OTHOIICHHUSA K
CO3/IAHUI0 U COXPAHEHUIO CEMBH Ha OCHOBE
OCO3HAHHOT'O IIPUHATHUS LIEHHOCTEW CEMEWHOM
JKU3HU,

— (GopMHUpOBaHHE TOJICPAHTHOTO CO3HAHHUS H
MIOBEJICHUS B MOJIUKYJIbTYPHOM MHUpE,
TFOTOBHOCTH M CIIOCOOHOCTH BECTH JIHAIOr C
IpYTUMHA  JIIOABMH,  JIOCTUTaTb B  HEM
B3aMMOITIOHMMAHUs, HAaXOJIWTh OOIIHE IIeNH M
COTPYIHUYATH JIJII UX TOCTHKEHUS.

Mopnyib
«IKOJIOTUYECKOE
BOCIIUTAaHUE)

Llenv  mooyna: QopmupoBaHue Yy 0OyYaromuxcs
YyBCTBa OEPEKHOTO OTHOIIEHUS K JKUBOU MPUPOJE U
OKpYXarole cpene, KyJIbTYpHOMY HACIEAUI0 U
TpaJUIIMsIM MHOTOHAITMOHAJIBHOTO Hapoa Poccum.

3aoauu mooyns:

— pa3BuTHE Yy OOYYalolmMXCS DKOJOTUYECKOU
KYJIbTYpBl, OCpEKHOTO OTHOIICHHS K POJHOU
3emiie, NPHPOIHBIM OorarctBaM Poccum u
MHUpa, NOHUMAHUE BJIUSHUA  COLMAJIBHO-
DKOHOMHUYECKUX TMPOLECCOB HA COCTOSIHUE
IIPUPOTHOMN U COLUAIIBHOW CPEIBI;

— BOCIIMTAaHUE YYBCTBAa OTBETCTBEHHOCTH 3a

COCTOSIHUE IPUPOIHBIX pECYPCOB,
dbopMHpOBaHE YMEHUN U HaBBIKOB Pa3yMHOIO
IIPUPOIOIIOIB30BAHUS, HETEPIIMMOrO

OTHOLICHHUA K I[GﬁCTBHHM, IIPUHOCAIINM BPCH




AKOJIOTMH; MPUOOPETEHHE ONbITA HKOJIOTO-
HaIIpaBJICHHOU JIEATEIIbHOCTH;

BOCIIUTAHUE OCTETHUYECKOIO OTHOLIEHHUS K
MUDY, BKIIOYasi 3CTETHKY ObITa, HAYYHOTO H

TEXHUYECKOTO TBOPYECTBA, criopra,
OOIIIECTBEHHBIX OTHOIICHMIA;
dbopmupoBaHue MHUPOBO33PEHUS,

COOTBETCTBYIOIIETO COBPEMEHHOMY YPOBHIO
pa3BUTUSI HAYKH M OOIICCTBEHHOW NPAKTUKH,
OCHOBAHHOI'O Ha JHAJIOre KYyJIbTyp, a TaKKe Ha
MPU3HAHUN PA3IMYHBIX (POpM O0OIIECTBEHHOTO
CO3HaHMS,  MPEIOoJiararoero  OCO3HAHHE
CBOET0 MECTa B MOJUKYJILTYPHOM MUPE;
dbopmupoBaHue 4yyBcTBa Jt0OBH K PoauHe Ha
OCHOBE H3YUYEHHS KYJIbTYPHOTO Hacleaus Hu
TpaguIui MHOT'OHAIHOHAIBHOT'O Hapoja
Poccun.




2. KOMIUIEKT KOHTPOJIbHO-U3MEPUTEJIbHBIX MATEPUAJIOB JJIA
TEKVYIIEI'O KOHTPOJIA

Tema 1. BBenenue B MH(POPMALMOHHYIO 0€30IIACHOCTb.

3ananue 1. Bonpock! aist o0cyxaeHus

1. Onpenenenne nHGOPMALIMOHHON OE30MACHOCTH, YTPO3, ySI3BUMOCTH. Llenu
3aILUTBHI.

2. XapaKTepucTUKU UH(POPMAILIUU, IPUMEHUTEIBHO K 3a]ja4aM 3al{UThI.
duznyeckre U SKOHOMUYECKNE XapaKTEPUCTUKU. B3auMOCBA3b MEXK Ty
CTOUMOCTSIMHU.

3. UudopmanmonHas 6€301acHOCTb B YCIOBUAX PYHKIIMOHMpPOBaHus B Poccun
IJ100aNbHBIX CETEH.

4. TenaeHUMU pa3BUTHUS PECTYIUIEHUH B cepe NHPOPMALTMOHHBIX
TEXHOJIOTUH.

5. Internet kak cpena a1 KOMIOBIOTEPHBIX MPECTYIIEHUN.

3aganue 2. [Ipaktuueckas padora.

[TpakTuyeckas padota 1. MeTtoapl moucka u coopa nHGopmaruu.

1. ITouckoBbie cuctembl. MeToauKa MOUCKA.

2. Paccpuiku, TemaTrueckue Gopymbl, ”HGOPMAILIMOHHBIE JIUCTHI.

3. Jomainue ctpaHuipl. Meroarka oT00pa U BOCCTAaHOBJIEHUSI MaTepHaa.
4. BO3MOKHOCTH MCIIOJIb30BAHUS MHOS3BIYHBIX PECYPCOB.

Tema 2. 3agaun 1 MeTOAbI HHPOPMALIMOHHOW 0€30MACHOCTH.

3ananue 1. Bonpocs! asist o0cyxaeHus

1. OcHoBHbIE 3371241 HHPOPMAITMOHHOM 0€30MacHOCTH.

2. OcHOBHBIE METO/IbI 0OECTIEUeHHSI 3aIIUTHl HH()OPMALIMOHHON CUCTEMBI.

3aKOH0)IaTCJIBHBIC, AIMHWHUCTPATUBHBIC, TCXHUYCCKUC. KHaCCI/I(i)I/IKaI_II/ISI



METO/IOB.

3aganue 2. [Ipaktuueckas padora.

[TpakTrueckas pabota 1. Metoanka ycTpaHeHUs KOMITBIOTEPHON HH(GOpMAIUH.
1. ®usnyeckas opraHu3alus >KeCTKUX JUCKOB.

2. Metoabl BOCCTaHOBJICHUSI HHGOPMALIUH.

3. O630p COBpPEMEHHBIX CPECTB YCTPAHEHUS KOMIBIOTEPHOM HHPOPMAIIUU.
4. JleiicTByIOIIME CTAaHIAPTHI M 3aKOHBI 00 YHUYTOKEHUH UH(POPMALIHH.
Tema 3. Yrpo3bl HHPOPMALMOHHOM 0€30IIACHOCTH.

3amanue 1. Bonpock! aiist 006cyxaeHus

1. KimtoueBsie cBoiicTBa nHpopmanuu. [loustre yrpossl. CeKpeTHOCTb,
KOH(QUACHIMATIBHOCTD, IOCTYIHOCTb. ONpeneneHue U KiIacCu(pUKaus yrpos.
2. Yrpo3a HapymieHus koHbuaeHnnanbHocTH. CinykeOHast u mpeaMeTHast
uH(popmanus. HenpepbIBHOCTh 3aLIUTHI.

3. ¥Yrpo3a HapyuieHus neaocTHoctd. Ctatnyeckass U IMHAMHYECKas! [IEJIOCTHOCTb.
[Ipumepsl HapyLIEHUH LETOCTHOCTH.

4. Yrpo3sa otka3za cinyx0. Knaccudukamus yrpo3 u MeToAbl MUHUMU3AIUN
MTOCJIEACTBUM.

3aganue 2. [Ipaktuueckas padora.

[IpakTuueckas padota 1. IlenecooGpa3HoCTh ycuieHUsI 0OOPOHBI.

1. OxoHoMHueckasi 3PHEKTUBHOCTH MPOrPAMMHOI0 00ECTICUECHHUSI.

2. Meroauka mpuHATHS PEIICHUs 00 YCUIICHUH 3aIIUThl HHPOPMAIIUH.
3ananue 3. TectupoBanue

1. K cyobexTtaM nH(pOpMaMOHHOW CUCTEMBI HE OTHOCUTCH ...

A. Brnanener;

b. Ilonn3oBaresb;



B. Perynsarop;

I'. CoOCTBEHHUK;

2. UudopmanmonHas cucrema — 370 ...

A. HabOp POrpaMMHBIX U TEXHUYECKUX CPEJICTB;

b. ynopsiioueHHy0 COBOKYITHOCTh JOKYMEHTOB U MH(DOPMAITMOHHBIX
TEXHOJIOTH, peain3yoIINX HHPOPMAIIMOHHBIE MPOIIECCHI;

B. ynopsimoueHHasi COBOKYITHOCTh JIOKYMEHTOB, OTHOCSIIIINXCS K
OMpeIeSICHHON 00J1acTH;

['. HaGop MpOrpaMMHBIX CPEICTB, OTHOCSIIMXCS K OJTHOM 3a/1aue.
3. HecaHKIIMOHUPOBAHHBIN JOCTYIT — 3TO ...

. IOCTYT WJIK BO3JEHCTBUE C HAPYLICHUEM ITPABUJI JOCTYIIA;

. I3MEHEHUE NapoJIsl C MpaBaMu aJIMUHUCTPATOPA;

. JOCTYI B HE3AIIUIIEHHYIO CUCTEMY MOJIb30BATEIS;

. I3MEHEHHE NapoJisi JOCTyNa B CUCTEMY IMOJIb30BATEIIEM.

K xonduaenmnmanbHon naopmauu He OTHOCUTCS ...

. CITy>keOHasi TaifHa;

. IEPCOHAJIbHBIE JTAHHBIE;

. TOCYJ1TapCTBEHHAs TaliHa;

e IR > A~ B~ - A I v o B v b B -

. KOMMEpUYECKas TaiHa.

5. UTO HEe OTHOCHUTCS K HENPETHAMEPEHHBIM BO3JCHCTBUSIM?
. BO3JICHCTBUS U3-3a OLIMOOK MOJIb30BATEIIS;

. OO TEXHUYECKUX CPEJICTB;

. OOl MpOrpaMMHBIX CPECTB;

e v~ A ~ 5 B

. BHCAPCHUC BHUPYCAa B aBTOMATHYCCKOM PCIKHME.

6. Llenpro 3ammThl HHGOPMAITUN SBISETCS . ..



A. mpenoTBpalieHne YJKOHOMUYECKOTO yiiepOoa COOCTBEHHUKY, BIaIEIbILy
WJIH TI0JIB30BATENI0 HHGOpMAIUY;

b. npenoTBparienus 1octyna B HHPOPMAIMOHHYIO CUCTEMY HEJIETUTUMHBIM
II0JIB30BATEIISM;

B. Heponyienue pacnpocTpaneHuss KOHQUACHINAIbHONW HH(POpMaLUY;

I'. cobOnroaeHne MOJMTUKN OE30ITACHOCTH U BBINIOJIHEHHE MTPaBUII XPaHEHUS
uHbOpMaInu.

7. Yto He ABAsSeTCSA XapaKTepUCTUKON nHpopManuu?

A. CTaTUYHOCTB;

b. Tunt nocryma;

B. BpeMs oTKIIMKa;

I'. cronmocTh co3nanusl.

8. Kakast crouMOCTHas XapakTepUCTHKa MH()OPMAIIMU COBIAAAET C
cebecToMMOCThI0 nH(popMauu?

A. CTOMMOCTB CO3JIaHUS;

b. crouMocTs noTepu KOHPUACHIINATBLHOCTH;

B. cTOMMOCTB CKPBITOTO HApYLIEHUS HEIOCTHOCTH;

['. cronMOCTh yTpaThl.

9. Bpemst xu3HM UHPOPMALIMH — 3TO ...

A. Bpemst, moka nHGopMaIus XpaHUTCs B UH()OPMALIMOHHON CUCTEME;

b. Bpems1, noka uHpopManus akTyaabHa;

B. Bpems, noka nHdopmanus nHTepecHa sl 310YMBIIUICHHUKOB,;

I'. BpeMs1, MoKa CTOMMOCTb CO3/IaHHsI HH(POPMALIMH BBILLIE CTOMMOCTD MOTEPH.
10. KakoB MakCUMaJIbHBII CPOK XpaHEHUs TOKYMEHTOB ¢ TpudoM "cexkpeTHo"?

A. 5 ner;



b. 10 net;

B. Heorpanuyes,;

I'. mo Tex mop, moka uHbopmManus He OyAeT CKOMIIPOMETHPOBAHA.
11. Yto He oTHOCHUTCS K 3a/1adyaM UH(GOPMAIIMOHHON 6e30macHoCTH?
A. IEIOCTHOCTb U CEKPETHOCTH;

b. anekTpoHHAas NOANKCH U JaTUPOBAHUE;

B. yCTOWYMBOCTH CBSI3U U ONpeiesieHne Tpaduka;

['. HeOTKa3yeMOCTh 1 AaHOHUMHOCTb.

12. TIpaBo Ha UCTIOJIL30BAHUE HEKOTOPOTO pecypca — 3TO ...

A. yIIOJIHOMOYHBAHUE;

b. KOHTpOJB AOCTYIIA;

B. npaBo coGCTBEHHOCTH;

I'. ceprudukarms.

13. Kakue MeTo/Ibl peaau3yloT KOHTPOJIb COOJIIOICHHS YCTAHOBJICHHOTO TOPSIKA K
3amuIaeMon naHopMamum?

A. IpaBOBBIE;

b. afMUHUCTpATUBHBIE;

B. Texanueckue;

I'. Bce nmepeyncieHHsbIE.

14. Kakue MeTopl HE OTHOCSTCS K o0ecrieueHr0 HHGOPMAITMOHHON
6e3omacHocTH?

A. IpUHYXJEHUE U TIOOYKICHUE;

b. ynpaBneHnne 10CTynom U periiaMeHTalus;

B. MackupoBKa U IpeNsTCTBUE;

. CKpBITBHIN JOCTYN M KOMMUPOBAHUE COOOIICHUH.

15. MeToaaMu 3alIUThI ¢ "Y€pHBIM SIIITUKOM'" HA3BIBAIOT ...



A. METO/IbI, HE HMEIOITUE MATEMATHIECKOTO 00OCHOBAHUS CTOMKOCTH;

b. "cnenbie" noyaBTOMaTH4e€CKHUE METO/IBI;

B. kpunrorpaduueckue MeTo b1,

['. MeTozbl, pealin30BaHHbIC HA allllapaTHOM YPOBHE.

Tema 4. [loTeHuMAaJIbHbIE NPOTUBHUKHA U aTAKH.

3aganue 1. Bompocsl 1is 00Cy)aeHus

1. Buapl npOTUBHUKOB WK "HapyIIUTEICH".

2. Buzsl u xaHaiel yreuku nHopmanuu. HemocpeacTBeHHbIE B KOCBEHHBIE
kaHasbl. Kanansl, mpenamnonararmme nu3MeHEeHUEe CTPYKTYPbI
UH(OPMAITMOHHOU CTPYKTYPHI.

3. Knaccuduxkanus arak.

4. CeTeBble aTaku.

3aganue 2. [Ipaktuueckas padora.

[Ipaktuueckas padora 1.. Yazsumoctu Windows.

1. HemocTtaTku apXUTEKTYphl ONIEPAIIMOHHBIX cUcTeM cemeiicTBa Windows.

2. OCHOBHBIE BUJIBI YS3BUMOCTEH: CTATUCTHKA UX OOHAPYKEHUS U YCTPAHCHUS.
3. OnucaHue METOJIUK aTaK, UCTIOJb3YIOIIUX YSI3BUMOCTH OTIEPAIIMOHHON CUCTEMBbI
cemerictBa Windows.

4. PekoMeHaIMK 110 HACTPOMKE OMEPAllMOHHON CUCTEMBI JIJI YBEJIUUCHUS
000pPOHOCTIOCOOHOCTH

Tema 5. OcHOBHBIE MOJIOKEHHUS TEOPUHM HHPOPMALIMOHHOI 0€30IIACHOCTH
HH(POPMALMOHHBIX CHCTEM.

3aganue 1. Bompocsl 11st 00Cy)aeHus

1. IToxxoapl k oGecrieueHno HHPOPMAITMOHHOM O€30MaCHOCTH.

dopMyHpoBaHWE OCHOBHBIX TOJIOKEHUH HMHPOPMAIIMOHHBIX MTOJI0KEHUH.



2. [Tpunnumer obecniedenust nHGOpPMaAITMOHHON Oe30macHOCTH. CUCTEMHOCTb,
KOMILJIEKCHOCTb, HEIPEPBIBHOCTh, Pa3yMHasl IOCTATOYHOCTh, THOKOCT,
OTKPBITOCTh AJITOPUTMOB, IPOCTOTA IPUMEHEHHS.

3. ®opmMarnbHbIe MOJIeTHU A0cTyna K JaHHbIM. Kitaccudukanus moeneil.
4. JIucKkpenoHHAsi MOJEIb.

5. MannaTtHas MOJEJb.

6. MoHuTop 6€30MacHOCTH U ero QyHKITUH.

3aganue 2. [Ipaktuueckas padora.

[Ipaktuueckas padora 1.. Ya3Bumoctu Linux-cuctem.

1. IToHsiTHE OTKPBITOrO MPOrpaMMHOTo obecnedenus, [lpenmyiecrsa u
HEJOCTATKHU.

2. AnropuTMa 3aiuThl HHPOPMaLUU, UCIIONIb3yeMble B Linux.

3. OCHOBHBIE THUIIBI YSI3BUMOCTH U BO3MOKHOCTH UX MUHHUMH3ALIUH.
[TpakTrueckas padbota 2. 3auuTa OT KOIMPOBAHUS IEPEHOCHBIX HOCUTEIIEH.
1. MeroaMku 3a1uThl MPOIPAMMHBIX U YCTAHOBOYHBIX TUCKOB.

2. Meroauka 3aluThl TUCKOB C TaHHBIMHU.

3. Cucrema 3amuTthl StarForce.

4. CoBpeMEHHBIE CPEACTBA 3aIIUTHI BUICOINCKOB.

5. OnucaHne HEKOTOPBIX METOAOJIOTHI B3JIOMA IIEPEHOCHBIX HOCUTENEH.
Tema 6. IToanTuka 0e30MaCHOCTH HH(POPMAITUOHHBIX CHCTEM.
3ananme 1. Bonpocsl auis1 00cy KaeHust

1. AIMUHUCTPATUBHBIN YPOBEHB 3aIIUThI HHPOPMALIUH.

2. Paznenenne noauTHKK O€30MACHOCTH 1O YpOBHAM. Onucanue QpyHKIui
aJIMUHUCTPATUBHOTO YPOBHS O€30MaCHOCTH.

3. Pa3zpaboTka u peanuzaius MOIUTHKH 0€30TIaCHOCTH.



4. OyHKIUY MOIUTUKHA 0€30IaCHOCTH MO YpOBHSIM. Bompockl, pemaemble npu
pa3paboTKe MOJUTHKU O0€30MaCHOCTH.

5. TakcoHOMUS HapYLIEHUN NH()OPMAIMOHHON O€301IaCHOCTH BBIYUCIUTEIBHON
CUCTEMBI U IPUYMHBI, 00YCIIaBINBAIOIINE UX CYILIECTBOBAHUE.

6. BeIsiBII€HNE HEOCTATKOB 3TUX ONEPALIMOHHBIX CUCTEM, IPUBOIAIINX K
CHIDKEHHUIO YPOBHS O€30M1aCHOCTH.

7. AHanu3 crnocoOOB HApYIICHUI 0€30MTaCHOCTH.

3aganue 2. [Ipaktuueckas padora.

[Ipaktrueckas pabora 1.. Mogenu pacipocTpaHeHuUs: TPOTPaMMHOTO 0OecIieUeHuUs
u

CBSI3aHHBIC C 3TUM 33Ja4M 3aIIUTHI IPOTPAMM.
1. Moaenu pacnpocTpaHeHUs! TPOTPaAMM.

2. BriOop Mojienu pactipocTpaHEHUsI.

3. MeToMKu 3aluThl TPOTPAMMHOTO 00ECTICUEHUSI.

4. BeiOOp METOIUKH B 3aBUCHMOCTH OT BHIOPAHHOW MOJIENI PacHpOCTPAHEHHUS.
IIpakTnueckas padora 1.. Annmaparablie KJIKYH 3aIIUTHI.

1. OcHOBHBIE BU/IbI alllIapaTHBIX KIHOYEH.

2. MeTonuku 00X0/1a arnmapaTHBIX KITHOYEH.

3. Hemocrarku anmapaTHbBIX KIHOUYEH

3ananue 3. TecrupoBanue

1. IlonpITKa peamu3anuu yrpo3bsl — 310 ...

A. ySI3BUMOCTb;

b. araka;

B. xoHbUIEHIINATBHOCTS;

I'. B311O0M.

2. YTo He ABIAETCS NPUMEPOM HAPYILICHUS] CTATUYECKOU LIEIOCTHOCTH



uHpopMaruu?

A. BBOJI HEBEPHBIX JIAHHBIX;

b. HeCaHKIIMOHMPOBAHHOE U3MEHEHHE JIaHHBIX;

B. u3MeHeHune nporpaMMHOT0O MOAYJIS BUPYCOM;

['. BHECeHHE IONOJIHUTEIBHBIX TAKETOB B CETEBOM TpaduK.

3. Yrpo3za yreuku nHpOopMaIui OrpaHMYE€HHOTO JOCTYIIA, XpaHsIIEHcs B
uHGOPMAIIMOHHON CHCTEME WJIM MepeIaloleics 0 KaHajaaM CBSI3U — 37O ...
A. yrpo3a HapyuieHus: KOH(pHUIEHIHATbHOCTH;

b. yrpo3a HapyleHus: HeJI0CTHOCTH;

B. yrpo3a oTkaza ciayxo0;

I'. Bce nepedncieHHbIE.

4. Kakas yrpo3a oTkaza cliy0 yCcTpaHseTCsl aIMUHUCTPATUBHO-ITPABOBBIMU
MeToxaMu?

A. 0TKa3 Nonb30BaTeiei;

b. oTka3 nporpaMMHOro obecrneueHus;

B. HapyuieHue paboT cucteM CBSI3H;

I'. pa3pylieHre U MOBPEXICHUE TOMEIICHUH.

5. BBICOKOKBaTM(PUIIMPOBAHHOTO CIIELIMAIIMCTA, CTPEMSIIIETOCS OO0NTH 3aLIUTY
KOMITBIOTEPHON CUCTEMBI, BHE 3aBUCUMOCTH OT TOT'O, TIOJIYYAET JIU OH OT 3TOrO
KOMMEPYECKYIO BBITOly, U ITPECIEAYIOTCA JIU 110 3aKOHY €r0 JIeWCTBUS,
Ha3bIBAIOT:

A. FREEKker;

b. HACKer;

B. SLASHer;

I'. CRACKer.



6. UTo He OTHOCHUTCS K KOCBEHHBIM KaHaiaM yTeuku uHpopmanun?

A. mepexBaT MOOOYHOTO IEKTPOMATHUTHOTO U3IIy4YCHHUS;

b. ucnonb3oBaHre NOACIYIINBAIOLIIUX CPEJCTB;

B. c60p npou3BOICTBEHHBIX OTXOJ0B C HH(OpMALIUEH;

I'. AMcTaHIMOHHOE BUECOHAOIOICHNUE.

7. UTO OTHOCUTCS K KaHaJIaM, IPEAIIOIaratoliuM U3MEHEHHUE 2JIEMEHTOB
UH(POPMAITMOHHOHN CTPYKTYPHI?

A. HaMepeHHOe KonupoBaHue paiiioB U HocuTeNnel nHdopMaluy;

b. MackupoBKa o APYyTUX MOJIb30BATENEH, TyTEM OXUIIEHUE
uAeHTUpULIKpYyroLel nX nH(OpMaluy;

B. xumnienne Hocuresnei nHpopMaiuu;

I'. He3aKOHHOE MOAKIIIOYEHNE CIIENUATbHON PErUCTPUPYIOIECH annapaTypsl K
YCTPOMCTBAM CBS3HU.

8. Kakas HampaBJIEHHOCTb aTak HEBEpHO c(hopMynupoBaHa?

A. aTaky Ha ypOBHE ONIEPALMOHHON CUCTEMBI;

b. aTaku Ha ypOBHE CHCTEMHOT'O aIMUHHUCTPATOPA;

B. aTaku Ha ypOBHE CETEBOr0 MPOTPAMMHOI0 00ECTIEUEHHUS;

['. aTaku Ha ypOBHE CUCTEM yIpaBieHHs 0a3aMu JaHHbBIX.

9. 3axBaT pecypcoB ¢ MOMOILBIO XaKePCKUX Mporpamm, boMOapaArpoBKa
3alpocamMy CEpPBEPA U AHAJIOTUYHBIE aTaKU OTHOCSTCS K BUY:

A. oTKa3 B 00CIIy’)KMBaHHH;

b. npeBbllIeHUs TTOJTHOMOYNH;

B. Moaudukaius noToka JaHHBIX;

I'. co3ganue 10XKHOro MOTOKAa JaHHBIX.

10. HauGonee 3amuiieHHbIM 3JIEMEHTOM HH(POPMAIIMOHHON CUCTEMBI OOBIYHO



ABJISIETCA ...

A. OnepanmoHHasi CUCTEMa;

b. Ilepconau;

B. Cuctema ynpaBnenust 6azamMu JaHHBIX;

I'. CeTeBble MOOKIIIOUEHUS.

11. Yto HE OTHOCHUTCS K MPUHIIMIIAM UH(OPMAIIMOHHON 6€301acHOCTH?
A. OTKPBITOCTh aITOPUTMOB U MEXAHU3MOB 3aIUTHI;

b. npocToTa mpuMeHeHUs 3alUTHBIX MEp;

B. pazymHasi 1OCTaTOUYHOCTb;

['. opraHn30BaHHOCTH IO YPOBHSIM.

12. B kakoit MOJIeJIu 10CTYyTa OTHOIICHUS «CYObEKThI-O0BEKThD) MPEACTABICHBI B
BHUJIE MATPUIIbI 1OCTyIA?

A. MaHJIaTHOIA;

b. monmemn buba;

B. nuckpenmoHHoi;

I'. pactipenenénnom.

13. B kakoii MO UCTIONB3YIOTCS METKH CEKPETHOCTH?
A. MaHIaTHOIA;

b. monemn buoa;

B. nuckpenmonHoi;

I'. pacnpenenénnoi.

14. Kak no-apyromy Ha3bIBa€TCsi MOHUTOP 0€30MaCHOCTH?
A. CHCTEMHBII MOHUTOD;

b. aaMuHUCTPATOPCKUI MOHUTOD;

B. nucnieruep nocryma;



I'. nucnieTuepckrii MOHUTOD.

15. Kakoit u3 npuHIIMNOB HH(POPMAIMOHHON O€30MaCHOCTH TPEOYET MPOBEPKH HA
COOTBETCTBHE CTaHAApPTaM CPEACTB 3aIIUTHI?

A. CHUCTEeMHOCTB;

b. KoMIIeKCHOCTB;

B. PazymHast 1OCTaTO4HOCTB;

I'. OTKpBITOCTH AITOPUTMOB U MEXAHU3MOB 3aIIUTHI.

Tema 7. Opranu3zanuoHHO-NPaBOBbIe MeTOAbI HH(POPMALIMOHHOI
0€30I1aCHOCTH.

3ananue 1. Bonpocs! ajs1 00cyxaenust

1. OcHOBHBIE HOPMATHUBHBIE PYKOBOJIAIINE JOKYMEHTBI, KaCAIOIIHECs
roCyapCTBEHHOW TallHbI, HOPMATUBHO-CIPABOYHBIE IOKYMEHTHI.

2. YpoBHU IIpaBOBOTo oOecnedeHusi THGOPMAIIMOHHON 6€30MacHOCTH.

3. MecTo undpopmamoHHON O€30MaCHOCTH SKOHOMUYECKUX CUCTEM B
HaIIMOHAJIBHOW 0€30MacHOCTHU CTPaHbI.

4. OCHOBHBIE MTPUHITUIIBI 0OECTICUeHHs 0€30MMaCHOCTH.

5. Konnenmust nHGOpMaiMOHHON 0€301MacHOCTH.

6. loxtpuna nabopmarmonHoi 6ezonacHoctu Poccun.

7. UeTplpe OCHOBHBIE COCTABIISIOIIME HALIMOHAIBHBIX MHTEpECOB Poccuiickon
deneparuu B UHPOpMAIMOHHOM cdepe.

8. OcHoBHBIC 3a71aun 0oOecnieueHus] HGOPMAIMOHHOMN O6e3omacHocTu. [IpaBoBbIe
MeTOo 1l 00ecreueHrs MHPOPMaITMOHHOM 0€301TaCHOCTH

3ananme 2. [IpakTudeckasi padora.

IIpakTuyeckasi padora 1. 3ammura oT norepu nHGOPpMAIUU U OTKA30B
NMPOrpPaMMHBIX

CpPE/ICTB.



1. Pe3epBHOE KONMpPOBaHNE — ITPABUJIA IPOBEICHHUS.

2. ApxuBanus JaHHBIX.

3. Opranuzanus 0ecrnepeOONHOro MUTaHUSI KOMIIBIOTEPHOU CUCTEMBI.

4. AnnapatHble cpe/icTBa TyOIupoBaHus HHPOPMAIIUH.

Tema 8. OcHOBHBIE MOHATHSA KpUNTOrpadum.

3aganme 1. Bonpocsl 1uis1 00cyskaeHust

1. Onpenenenne 6a3oBbIX moHATHH. [loHsTHE KpUNITOrpaduu, mudpa, KIrova,
B3JI0Ma Mmudpa.

2. 3agauu u Metobl Kpunrorpaduu. CeKpeTHOCTb, ayTeHTU(UKALIHS,
LEJI0CTHOCT,

HEOCIIOPUMOCTB.

3. Bunsl mmdpoB. CUMMETPUYHBI, aCCUMETPUYHBIE, OJIOYHBIE U IOTOKOBBIE
mdpsl. [punmun Kepkxoddca.

4. Kpunrorpapuueckue npuMUTUBBL. X31-(QYHKIHS U €€ TPUMEHEHUS.
["'enepatopbl ICEBAOCTYHYANHBIX YHUCET.

3ananme 2. [IpakTudeckasi padora.

IIpakTnueckas padora 1.. Buasl mudgpos. Metoanka KOIMpOBaAHUA.

1. IToncranoBounsie mudpsl. [udp Lezaps.

2. IlepectanoBounbie mudpsl. TabauyHoe mMKUPPOBAHUE C KIFOYEBBIM CIIOBOM.
3. Cmemannble Mg psl. MaTpuuHbIN cOCO0.

4. ludp Tpuremuyca.

5. Kpunroananus. YacTOTHBINM U CTATUCTUYECKUN aHAJIN3.

6. CamocrosiTenbHast paboThl — METOAMKH MIHGPOBAHKS U paciudpoBaHUs
IIpakTnueckas padora 2. Kpunrocucremsr DES u RSA.

1. BBenenrie B KOMOMHATOPUKY.

2. Anroput™m mmdposanus DES.



3. BBeneHue B TEOpUIO CPAaBHEHHIA.

4. Anroputm mmmdpoBanusi RSA.

Tema 9. Kpunrorpaguyeckue npoToKoJibl.

3aganme 1. Bonpocsl 1uis1 00cyskaeHust

1. IlonsTHEe IpOTOKOIIA. OmpeeseHre NPOTOKOIa, YCIOBUSA IPOTOKOJIOB. Buibl
IIPOTOKOJIOB.

2. OcHoBHbIE Kpunrorpaduueckue NpoTokoasl. Cxema oOMeHa KII0UaMH,
ayTeHTU(PUKaLKs, pacipeieIeHue OTBETCTBEHHOCTH, HU(PpOBast MOAIKUCH.
BcnomoratenbHble KpUNTorpapuueckue mpoTOKOJIbI.

3. DnexTpoHHas U(ppoBas NOANUCH. 3aJa4uu, periaeMble UPPOBOM MOAMUCHIO.
Cxema co3iaHus ¥ MPOBEPKU ANEKTPOHHON IU(PPOBOI MOJIUCH.

4. Mopnenn OCHOBHBIX KPUNITOAHAIUTUYECKUX aTakK.

5. Ataka MeToz1I0M CBeJIeHUs K cepeanne. CiioBapHas araka.

6. UeTplpe OCHOBHBIX MOJXO0/a K aHAJIU3y KPUIITOTpapUueCKUX IPOTOKOJIOB.
3ananme 2. [IpakTudeckasi padora.

[Tpaktuueckas padora 1. Hludper Dnb-I'amans u Rijndael. TOCT.

1. ludp Snb-T'amans. AnroputM padoTbl. OCHOBHBIE JOCTOMHCTBA U HEAOCTATKH.
2. lIndp Rijndael. Huxnnueckoe npeodpazoBanrie, 0COOEHHOCTH UCIIOJIb30BaHUS.
3. T'OCT. OcHoBuble TpeboBanus. Otinuug ot DES. Ilpenmyinectsa u
HEJOCTATKHU.

IIpakTnueckas padora 2. AJIropuTMbI pacnpeaeleHus KiI4ei.

1. IIpoTokomabl pacnpeneneHus KIoJen.

2. BeipaboTka cekpeTHbIx Kitoueit no Juddu-Xemnmany.

3. Pacnipenenenue Kito4eil ¢ MOMOIIbIO aCUMMETPUYECKUX CUCTEM IIU(PPOBAHMUS.

4. BzanmHO€ MOATBEPKIECHUE TTOITTUHHOCTH P 0OMEHE COOOIIEHUSMH B CETH.



3ananme 3. TectupoBanue

1. Yto siBnsieTCSI OCHOBHOM 1I€JIBIO0 aIMUHUCTPATUBHOTO YPOBHS 0€30MacHOCTH?
A. oTiaznka MOHUTOpa 0€30MacHOCTH;

b. dpopMupoBanue noauTUKN OE30MACHOCTH;

B. peanuszanus qTuCKpeIMOHHON MOJENH;

I'. peanmu3anus MaHAATHOW MOJIEIIH.

2. K xakoMy ypOBHIO MOJTUTHKE O€30aCHOCTH OTHOCSITCSI BOIIPOCHI, KaCAIOIUECs
OTJIEJbHBIX ACIIEKTOB OpraHu3aIuu?

A. BEpXHETO ypOBHS;

b. agIMUHUCTPAaTUBHOTO YPOBHS;

B. cpennero ypoBHs;

['. HI>KHETO YPOBHSL.

3. BoiOepuTe TuIIHMi mar B mpoueaype pa3pad0TKH MOJUTUKHA HHPOPMAUOHHOM
0€30I1aCHOCTH.

A. pa3paboTka jKeJlaeMOM MOJUTUKH OC301TaCHOCTH;

b. BBIOOp CHCTEMBI 3aIlIUTHI;

B. crangapTU3anus CUCTEMBbI 3alUThI;

I'. onpenenenue TpeOOBaHUM, HE PEATU30BAHHBIX CUCTEMOM 3alUTHI.

4. YTo HEe OTHOCHUTCA K HEIOCTAaTKaM ONEPAIlMOHHBIX cucTeM cemeiicTB Windows?
A. HEBO3MOYKHO BCTPOEHHBIMU CPEJICTBAMU IAPAaHTUPOBAHHO yIAJSATH
OCTAaTOYHYIO HH(POPMAIIHIO;

b. HEBO3MOKHO BCTPOECHHBIMU CPENCTBAMHU 00ECIIEUUTh TIOJHOTY CUCTEMBI;

B. He oOecnieunBaeTcst perucTpalys BblJ1Iadyu JOKYMEHTOB Ha "TBEPAYIO KOMHUIO",
a TaKXe HEKOTOpbIe Ipyrue TpeOOBAHUS K PETUCTPALIMU COOBITHIA;

['. HeBO3MOKHO B 00IIIEM CiTydae 00eCeYnuTh 3aMKHYTOCTh (MJIH 1IeTOCTHOCTD)



IIPOTPAMMHOM CPEJIBI.

5. Kakue MeTopl HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA SIBJISIETCS. HAanboJee
pacnpocTpaHEHHBIMHE B orieparinoHHon cucreme Windows?

A. Tlo3Bosto1IMe HECAHKIITMOHUPOBAHHO 3aITyCTUTh UCIOIHAEMbIN KOJI;

b. [To3Bositoiire 000UTH yCTAHOBIICHHBIE pa3rpaHUYEHUs IIPpaB A0CTYIA;
B. TposiHCKME porpammsl;

I'. Ilo3BonsrOmMME OCYIIECTBUTH HECAHKIIMOHUPOBAHHBIE ONIEPALlUU
YyTeHUs1/3anucu (HaisIoBbIX U IPYTHUX 0OHEKTOB.

6. Haubouee pacpocTpaHEHHBIMU METOJJaMU HECAHKIITMOHUPOBAHHOTO JOCTYIIA B
ornepanioHHou cucreme Unix siBisieTcs ...

A. ITo3Bonsto1IKe HECAHKITMOHUPOBAHHO 3aITyCTUTh UCIIOJIHSIEMBIN KOJI;

b. ITo3Bonstomire 000NTH yCTaHOBJIEHHBIE pa3rpaHUUYEHUs MPaB JI0CTYIA;
B. TposiHCKME TPpOrpaMMBl;

I'. ITo3BOMsOIIME OCYIIECTBUTH HECAHKIIMOHUPOBAHHbBIE ONlEpallin
YTeHUS/3amucH (PailIOBBIX U IPYTUX OOBEKTOB.

7. YTO HE OTHOCUTCS K OCHOBHBIM MPUHIIAIIAM O00ECTICUCHHS HAIITMOHATbHOMN
0e3onacHoCcTH?

A. B3aMHasi OTBETCTBEHHOCTh JIMYHOCTH, OOIIECTBA M TOCY1apCTBa MO
oOecneyeHno OE30MacHOCTH;

b. 3aKOHHOCT®;

B. cobmonenne 6ananca Mexay cepaMmu OTBETCTBEHHOCTH JIMYHOCTH,
o0111eCTBa U TOCYJIapCTBA;

I'. cobmonenne OanaHca >KU3HEHHO BaXKHBIX HHTEPECOB JTMYHOCTH, OOIIECTBA U
rocyaapcTaa.

8. K mpaBoBbIM MeTO/1aM obecrieueHrst HHPOPMaIMOHHOM 0€30MacHOCTH HE
OTHOCST



A. onpeneneHue Leneil, 3a1a4 1 MEXaHU3MOB Y4aCTHS B OTOU J€ATEIBHOCTH
OOIIECTBEHHBIX 00BEAMHEHNN, OPraHU3aIMi U TPaXIaH;

b. onpenenenue 0TBETCTBEHHOCTU (PU3NUYECKUX U FOPUANUYECKUX JIUIT 32
HECaHKIIMOHUPOBAHHBIN IOCTYI K MH(OpMaLUY;

B. onpenenenue ypoBHel 6e30macHOCTEN B HHOOPMALIMOHHBIX CUCTEMAX;
I'. onpenenenue OTBETCTBEHHOCTU (PU3MUYECKUX U IOPUANUECKUX JIUIT 32
MPOTHUBOIIPABHOE PACKPHITUE KOH(DUIEHINATBLHON HH(POPMALIUH.

9. Kakoi AOKYMCHT IIPCACTABILACT cobo COBOKYIIHOCTD B3IV A0B HA LOCIIN, 3a1a41
u

MPUHITUIIBI U OCHOBHBIE HaIlpaBJieHUs1 oOecreueHus nHPOpMamoHHON
6e3onacHoctu Poccuiickoii denepanmu:

A. Konctutynus Poccuniickoit @enepanuu;

b. Konuenuus HanmoHnansHoM 6e3omacHocT Poccutickoit denepanuu;
B. oxTpuna napopmannoHHoii 0e3onacHoctu Poccuiickoit @enepanuu;
I'. ®enepanbublit 3akoH "O06 nHGOopManuu, HHOOPMATU3ALUN U 3AIIUTE
uHdopmaruu'.

10. K kakomy ypOBHIO IIPaBOBOTO oOecriedeHus: THHOPMAIIMOHHON 6€30MacHOCTH
otHocsATcs [locranoBnenus [IpaBurensctBa Poccuiickonn denepanun:

A. iepBoMmy;

b. BTOpOMY;

B. Tperpemy;

I'. ueTtBepTOMY.

11. OcHOBHOM 3a/1a4€il KpUNTOAHATIN3A ABJISETCH ...

A. KOMIIpOMETALIHS KIIH0Ya;

b. moy4eHue oTKphITOro TeKCTa 6€3 3HAHUS KITI0Ya;



B. nonyuenue mmpprexcra 0e3 3HaHUA KII0Ya;

['. momyuenue kirova u3 muppTeKcTa.

12. Uto He OTHOCUTCS K 3a/1a4aM Kpunrorpapuu?

A. ayreHTHUKALNSA;

b. nenocTHOCTD;

B. cucteMHOCTB;

I'. HEOCTIOPUMOCT®.

13. Kak Ha3bpIBalOTCS KPUOTOrpaAPUUECKUE aITOPUTMBI, 1JIsI KOTOPBIX KITIOY
3amn(pOBaHUs HE COBMAAET C KJIIIOUOM paciin(poBaHus?

A. 6104HBIE;

b. noTounkle;

B. cummerpuyHEIe;

I'. accumerpuyHbIe.

14. B yem cytb npunnumna Kepkxoddcea?

A. B KpHUINITOCUCTEME JOJKEH MCIOJIB30BATHCSI CMEHHBIN 3JIEMEHT, HA3bIBA€MBbII
KJIIFOYOM, U CEKPETHOCTh IH(pa 00eCIIeunBaETCsl CEKPETHOCTHIO KITH0Ya
¢ poBaHUS;

b. yCTOMYMBOCTH KPUIITOCUCTEMBI OOPATHO MPOMOPLIMOHATIEHA HHTETPAJIbHOM
MOITHOCTH UCITOJIb3YEMBIX JJISI B3JIOMa KOMIIBIOTEPOB;

B. yCTOWYMBOCTH KPUIITOCUCTEMBI IIOJTMHOMHAIBHO 3aBUCHUT OT JUIMHBI
UCIIOJIb3YEMOT0 KIII0Ya;

I'. B kpunrocucreMe MuUppoBaHUE TOKHO OCYUIECTBISATHCSA MOCUMBOJIBHO,
MPUYEM KQKIBIN CIEAYIOIIUMNA CUMBOJI HE TOJDKEH 3aBUCETh OT MPEABIIYIIUX.

15. Knacc oTHOCTOpOHHUX (DYHKIINI, MPUMEHSIEMBIX B Kpuntorpaduu,
Ha3bIBACTCH ...

A. TeHEepaTopbl CITyYaWHBIX YUCENT WU PHII-(DYHKITHS;



b. pynxuu Kepxxodpdea nnm kpde-pynkuus;

B. cunrn-gyukuus;

I'. xam-pyHKuus.

Tema 10. [IporpaMMHO-TEXHUYECKHUE METO/IbI 3AIUTHI.

3aganme 1. Bonpocsl 1uis1 00cyskaeHust

1. [IporpamMmMHoO-anmapaTHbIe CPEJICTBA.

2. [NonsiTrie nHGOPMALIMOHHOTO CepBHCa OE€30MaCHOCTH.

3. Bunbl cepBucOB 0€30MaCHOCTH.

4. OCHOBHBIE METO/Ibl UACHTU(PUKALUU U AyTCHTU(PUKALIH.

5. buoMeTrpuyeckre NoKas3aTely MoJIb30BaTeNIeH U BO3MOKHOCTH UX IPUMEHEHUS.
OCHOBHBIE METOAMKY UIEHTU(DUKALIUN IO OMOMETPUUECKUM [TOKA3ATEISM.
Henocrarku naeHTHPUKALMY 10 OMOMETPUYECKUM MTOKA3ATEISIM.

6. CepBUCHI yIIpaBJICHUS JOCTYIIOM. MaTpuiia COUCKOB JOCTyIa. AHAIU3
JUCKPELMOHHOIO U MAHIATHOI'O JOCTYIIA.

7. IIpOTOKOMpPOBAHUE U AyIUT.

8. Kypnan aynura. AKTUBHBIN ayJIuT.

9. OCHOBBI 3aLIUTHI KOPIMOPATUBHBIX IKOHOMHUECKUX UH(POPMALIMOHHBIX CUCTEM.
10.0OcHOBHBIE MOJ0XKEHU 0OMeHa MHPOpMaLIMel B OTKPBITHIX ceTsaX. [lonsaTue
MEXKCETEBOT0 3KpaHa. [I[porpaMmubie cpeacTBa 3amuThl [nternet-moaKtoueHui.
3aganue 2. [Ipaktrueckas padora.

[Ipaktrueckas pabora 1.. HaBecnas 3amura.

1. Meroanka yCTaHOBKH IIPOTEKTOPOB.

2. OcobeHHOCTH paboThl MPOTEKTOPOB.

3. Metoauka 06xoaa MpOTEKTOpA.

4. HepocTaTku MPOTEKTOPOB.



IIpakTnyeckas padora 2. 3amura HHPOPMALMH HA YPOBHE 0a3 TaHHBIX.

1. KonuenrtyanbHble BOIPOCHI IOCTPOCHUS YPOBHEN 3aILUTHI CUCTEM YIIPABIICHUS
0a3zaMu JaHHBIX.

2. O0s3aHHOCTH aIMUHHUCTPATOpPA 10 3alUTe 0a3 JaHHBIX OT
HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

3. OO01iee NOHATHE O LENOCTHOCTU 0a3bl JaHHBIX. THIBI OIIMOOK, BEAYIIUX K
HapPYILICHUIO LIEJTOCTHOCTH.

4. TIpob6iieMa HEMPOTUBOPEUMBOCTH MPHU MAPALIETbHON 00padOTKE JaHHBIX.

5. BoccranoBnenue 6a3nl JaHHbIX. OCOOEHHOCTH BOCCTAHOBJICHUS
pacnpeneneHHON

0a3bl IaHHBIX.

Tema 11. 3amura JaHHBIX U CEPBUCOB OT BO3JEHCTBHSI BPEIOHOCHBIX IPOIPAMM.
3amanue 1. Bonpocs! ass1 00cyxaennst

1. Bupycsl. Buasl Bupycos.

2. Knaccudukaiuu BUpycoB.

3. AHTUBHPYCHOE NMPOTPAMMHOE OOeCIIeUeHHE.

4. Metonuku 0OHapY>KEHUSI BUPYCOB M BUJIbl aHTUBUPYCHOTO MPOTPaMMHOTO
obecneuenus. HemocraTku aHTUBHPYCOB.

5. 3ammTa CUCTEMBI DJIEKTPOHHOM MTOYTBHI.

6. Cnam. Metoguku paboThl ciam-(uiIbTPOB.

3ananme 2. [IpakTudeckasi padora.

IIpakTnueckas padora 1.. BpenonocHoe nporpaMmmHoe odecneyeHue.

1. ITporpaMMBbI-IINUOHBL. 3alUTa OT IPOrpamMM IIMHOHOB.

2. TposiHCKHE TPOTPAMMBI.

3. "UHepBu", METOTUKN TPOHUKHOBEHUS.

4. Bupychbl, anropuT™MbI pabOoTHI.



5. AHTUBHUPYCHOE TPOTPaMMHOE 00ECIIEUEHUE: PEKOMEHTyEMbIE HACTPOUKH,
MpaBUJIa UCIIOJIb30BAHUA.

6. Ctparerus 3a01aroBpeMEHHON OATOTOBKH K 3()(PEKTUBHOM JIMKBUIAITAN
MOCJIEACTBUNA BUPYCHOM DITUIAEMUMU.

Tema 12. Ctanmapthl obecrieueHus HHPOPMAITMOHHON 6€30TaCHOCTH.
3aganue 1. Bompocsl 1is 00Cy)aeHus

1. Kputepuu 6e30macHOCTH KOMIBIOTEPHBIX CHCTEM MUHHCTEPCTBA OOOPOHBI
CIIA

(“OpanxeBast KHUTA”).

2. PyxoBomsmue nokymeHTsl ['ocrexkomuccnu Poceun.

3. Kiacchl 3anumieHHOCTH, TPYIIIBI U KJIACCHI TIOJIb30BaTelel, UX MpaBa u
BO3MO>KHOCTH.

4. MexnyHapoAHble CTaHIApThl HHPOpPMAIMOHHOM 6e3onacHocTH. CTaHIapT
ISO/IEC 15408 "O61mue kputepun'. Onucanue TpedboBaHuil 0€30MaCHOCTU U
XapaKTePUCTHK YIPO3.

5. Knaccor pyHK1noHanbHbIX TpeOoBanui. KnaccudukanmonHas CTaTUCTHKA.
Tema 13. OCHOBHBIE TEXHOJIOTUHU MTOCTPOCHUS 3AIIMUIIEHHBIX SKOHOMUUECKUX
UH(OPMAITMOHHBIX CUCTEM.

3ananue 1. Bonpock! ais o0cyxaeHus

1. O6mye NpUHIUIIEI TOCTPOCHHUS 3AIIUIIICHHBIX CHCTEM.

2. lenu 3amnuieHHbIX UHOOPMALIMOHHBIX CUCTEM: 0€30MacHOCTh, 0€30TKAa3HOCTh,
Je7I0Bast T00POCOBECTHOCTD.

3. Cpenctsa pa3pabOTKH ¥ MpaBUJIa UX peaTU3allnu.

4. OCHOBHBIE CPENICTBA, METOJMKA UX PEaTU3allii, MPAKTUYECKUE aCTIeKThI
(GYyHKIHOHUPOBAHMUS.

5. ®yHIaMeHTaIbHBIE TTPOOIEMbI, BOSHUKAIOIIME TTPHU MOCTPOCHHUH 3aIUIIICHHBIX



WH()OPMAITMOHHBIX CUCTEM.

3ananue 2. [Ipaktuueckas padora.

IIpakTnueckas padora 1. OcodenHocTH 3alIUTHI MHGOPMALIMM TIPU padoTe B
JIOKAJIbHOM CETH.

1. CpencrBa ynpaBiieHUS CETSIMU.

2. [IporpamMHBbIe cpesicTBa 0OecieUeHHs 3alUThl HH(POpPMAIIUU B JTOKAIbHON
CETH.

3. O6s3aHHOCTH AIMUHUCTPATOPA CETH, OTHOCSIIIHECS K O€30ITaCHOCTH
uH(popManuu.

IIpakTnueckasi padora 2. IlporpaMmmubie cpeacTBa 3alIUTHI HHGOPMALNH
JJIS1 KOPIIOPATHBHBIX CeTeil.

1. bpanamayspbl: BUABI 1 BAPUAHTHI UCTIOJIH30BAHUS.

2. CpexnctBa opraHu3allii BUPTYaJIbHBIX YaCTHBIX CETEH.

3. CpencrBa 0OHaApY>KEHHS CETEBBIX aTak.

4. CpenctBa 3alIUThl AIEKTPOHHBIX COOOIIEHUI ¢ TOMOLIBIO IU(PPOBOI MOIHUCH.
[Ipaktuueckas pabdora 3. bezonacHas pabora B Internet.

1. BeiOop caliToB J1st TOCEIICHUSI.

2. HacTpoiika BCTpOEHHBIX CPEJCTB 3alUThl HHPOPMAIIMK COBPEMEHHBIX
Opay3epoB.

3. O6paboTka cooOIIEeHNH ANEKTPOHHON MoUThl. CriaM-(UIBTPBHIL.

4. OrpannueHue J0CTyIa U3 JOKAILHOM ceTH B Internet ¢ momorsro
proxycepBepoB.

5. Tumbl MEXCETEBBIX IKPAHOB, UX JOCTOMHCTBA U HEAOCTATKH.

3ananue 3. TecrupoBanue.
1. Kak Ha3bIBaeTCs MOCIEN0BATENBHOCTD IAr0B, KOTOPBIE NPEATPUHUMAIOT
CTOPOHBI JIJIsl COBMECTHOT'O PEIICHUS 3a/1a4M, TpeOyroIIel MpuMeHeHne

KpUINTOTpaUueCKUX METO/I0B:



A. xpunrorpaduuecKue aJropuTMBI;

b. kpunrorpaduueckme mpoTOKOIIHI;

B. xpuntorpaduueckue GyHKINH;

I'. kpunTorpaduieckue OOMEHBI.

2. YOepuTe HeCyUIECTBYIOUUN KpunTorpadhuyecKuii MpoTOKOI.
A. IIpotokon ¢ HaOmoIeHuEM;

b. [IpoTokon ¢ apOuTpakem;

B. IIpoTokon ¢ cyaencTBoMm;

I'. CaMOyTBepKIOAIOMINICS TPOTOKOIL.

3. UTo HE OTHOCUTCS K OCHOBHBIM KPUOTOrPAPUUECKUM MTPOTOKOIaM?
A. oOMeH KJIIouamu;

b. nenonupoBanue KIOYEH;

B. nudposas noanuce;

I'. pacnipeienieHuEe OTBETCTBEHHOCTH.

4. C moMOIIIbI0 KAaKOTO TUTIA KPUTITOTPAQUUECKUX aJITOPUTMOB peaTn3yeTcs
AJIEKTPOHHAs U(poBast MOAMUCH?

A. ONOYHEIX;

b. notouHsbIX;

B. cumMeTpuyHBIX;

I'. accuMeTpuyHBbIX.

5. Uto He sIBNsieTCsl BUOM KPUNITOAHATIUTUYECKON aTaKu?

A. clioBapHas aTaka;

b. Opyrdopce-ataka,;

B. 6nuikpur-araka;

I'. MeToa cBeAEHMS K CepEeaUHE.



6. UTO HE OTHOCUTCS K OCHOBHBIM IPEUMYIIECTBAM ITPOTrPAMMHBIX CPE/ICTB
3aIUTHI?

A. mpocTOoTa THPAaKUPOBAHMS;

b. mpocTroTa gocrtymna K pecypcam;

B. npoctoTa npuMeHeHuUs;

I'. rubKoCTh HACTPOUKH.

7. UTO HE SIBASIETCSI BUOM CEPBUCOB 0€30MaCHOCTHU?

A. IPEBEHTUBHBIE MEPHI;

b. MpOEKTUBHBIE MEPBI;

B. MepsI 110 BBISBICHUIO HAPYILIECHUN;

. Mepbl BOCCTaHOBIIEHUS PEKUMBI 0€3011aCHOCTH.

8. UTo He SBISETCS METOI0M UACHTU(UKALIIH?

A. ucnosib30BaHUE NapOIbHON (Ppasbl;

b. meton "pykonoxarus";

B. meTon "BCTpeuyHOTO MPUBETCTBUS

I'. ucrionp30BaHne CMapT-KapT.

9. Kakas cucrema naeHTU(UKAUU 0 OMOMETPUUECKUM MOKA3aTeNsAM SIBIIIETCS
HauOoJiee pacIpoCTPaHEHHOM?

A. 110 oTIeyaTKam MajabIeB;

b. mo ceTuaTke rinasa;

B. no romnocy;

I'. mo xjIaBUaTypHOMY MOYEPKY.

10. Kakoii cepBUC MO3BOJSET KOHTPOIUPOBATH IEUCTBUS CYOBEKTOB HaJT
MH(OPMAITMOHHBIMU OObEKTaMU?

A. cepBUC KOHTPOJIS MOJIB30BATEIIECH;



b. cepBuc ynpaBiieHHs TOCTYIIOM;

B. cucremusli cepBuc;

I'. monb30BaTENBCKUN CEPBUC.

11. Kak Ha3pIBaeTCsl aHAIN3 HAKOIIJICHHOM CUCTEMHON MH(OPMAIH, POBOAUMBIN
ONEPATUBHO WJIU NEPUOANYECKU?

A. aynur;

b. nmporokonupoBaHnue;

B. nnentudukanus;

I'. cucremarnsanus.

12. K xakoMy BHly OIIMOOK OTHOCHUTCSI IIPOITYCK aTak Ha MH(POPMAIMOHHBIE
CUCTEMBI?

A. omOKH MEPBOTo PoJa;

b. ommbku BTOpOTO poja;

B. omnbxu Tpersero poaa;

I'. ommOKM YeTBepTOro poja.

13. UTto HE OTHOCUTCS K MOTEHLIUAIBHBIM yIpo3aM 0€301acCHOCTH UH(POpMAIIH B
JIOKaJIbHBIX BEIYUCIUTEIbHBIX CETAX?

A. HECAaHKIIMOHUPOBAHHBIN TOCTYII B JIOKAJbHYIO BEIYUCIUTEIBbHYIO CUCTEMY
CO CTOPOHBI IITATHBIX KOMIIBIOTEPOB;

b. HECaHKIIMOHMPOBAHHBIN JOCTYI CO CTOPOHBI JIMHUU CBSI3U;

B. HemTaTHpIE aIMUHACTPATUBHO-IIPABOBBIE CUTYALUH;

I'. aBapuiiHble CUTyallMK C 00OPYI0BAHUEM.

14. Kak Ha3pIBarOTCS MPOTPaMMHBIE WIIH alllIapaTHBIE CPEJICTBA PA3TPAHUYECHUS
JIOCTYTIa MEXY CETMEHTaMU JIOKaIbHOW BHIYMCIUTEILHON CETH?

A. aHTHUBUPYCHBIN 3KpaH;



b. MexxceTeBbIe IKPaHBI;

B. TpancniopTHbIN y3€;

I'. curHasIbHO-aNMmapaTHbIA y3€ll.

15. Kak Ha3bIBalOT BUJl KOMIIBIOTEPHBIX BUPYCOB, KOTOPHIE IEUCTBYIOT
CaMOCTOATENILHO U HE BHEAPSAIOTCS B Tesa Ipyrux Qaitnos?

A. "TposHbI";

b. crenc-Bupycsi;

B. nonumopdsr;

I'. "uepBu".

Tematuka pedepaToB

1. Annapathabie kiaroun HASP.

2. Annapatuseie ko Alladin.

3. ¥Vsa3Bumoctu Windows 2000 1 METOAMKY UX HEUTpATU3ALIUH.

4. Vazsumoctu Windows XP 1 MeToauKu UX HEUTpau3aIuy.

5. YVsazpumoctun Windows Vista 1 METOAMKH UX HEUTpaIU3aIUH.

6. Kpunrorpaduueckas cucrema DES. Anroputm paboThI.

7. Kpunrorpaduueckas cuctema RSA. Anroputm paboThl.

8. [Iporpamma, peannzytromas mudpa Llezaps, Ha s3pike Delphi.

9. IIporpamma, peanuzytromas mugpa Tpuremnyca, Ha si3b1ke Delphi.
10. Cucrema 3amuThl OoT KonupoBaHus Star Force.

11. MeTtoauku 3aiMThl BUJIEOJUCKOB.

12. Ucnons3oBanue u HacTpoiika firewall.

13. BOo3M0OXXHOCTH yJaJ€HHOTO B3JI0Ma KOMITBIOTEPHOM CUCTEMBI. MeTO b1
MIPOTHUBOICUCTBUS.

14. HacTpolika cpeACTB 3allMThI IIPU BbIX0€ B Internet.



15. Vicropus pa3zButusi Kpuntorpadguu u METOAUK KPUITOAHAIH3A.
16.00630p COBpEMEHHBIX METOAUK U allapaTypsbl JUIsl YJAJIEHHOTO CUNTHIBAHUS
uHGOpPMAIIUH C IEPCOHATFHOTO KOMITBIOTEPA.
17. Meronuk# 3aliUThl UH(YOPMALIMU, COCTABIISAIONIEH TOCYJapCTBEHHYIO TaliHYy.
IMPOMEXYTOYHASA ATTECTALIUA
BOIIPOCHI K DK3AMEHY
1. CTouMOCTHBIE XapaKTePUCTUKN HHPOPMAIIMH U UX COOTHOIIICHUSI.
2. Internet kak cpena st KOMIIBIOTEPHBIX NMPECTYIIICHUMN.
3. OcHoBHbI€ 3371a41 UHPOPMALIMOHHOMN 0€30I1aCHOCTH.
4. OcHOBHBIE METO/IbI 0OECTIEUEHUS 3aUTH HHPOPMAIIMOHHON CUCTEMBI.
5. Onpenenenue u KiaacCUPUKALUS YIpo3.
6. [loTeHIMaNbHBIE MPOTUBHUKHU: KIIACCU(PUKALIUS U XapaKTEPUCTHKA.
7. Kanainbl yreuku HHQOpMaLUU.
8. Kinaccuduxamus arak 1 UX XapakTEPUCTUKH.
9. CeTreBble aTaKU: OCHOBHBIE BUJIBI.
10. ®opMynrpoBaHre OCHOBHBIX TOJIOKEHUN HH(POPMAIIMOHHBIX MTOJIOXKEHUH.
11. ITpunimns odbecrnieueHrst ”HPOPMALMOHHOM 0€30MaCHOCTH.
12. ®opmanbHbIE MOJEIIH TOCTYNA K TAHHBIM.
13. MonuTop 0€30MacHOCTH U €ro (PyHKIIHH.
14. Tlonutrka 6e30macHOCTH UHGHOPMAITMOHHBIX CHCTEM
15. TakcoHomus HapymieHUI HHGOPMAIIMOHHON 0€30MaCHOCTH BEIYUCIUTEILHOMN
CUCTEMBI.
16. YpoBHHU npaBoBOro obdecrneueHrs nHPOopMamoOHHOM 0€30MaCHOCTH.
17. HoxtpuHa nadopmarimonHoi 6e3onacuoctu Poccun.

18. 3amauu 1 METOIBI KPUMITOTPAPUH.



19. Buas! mudpos. [punmun Kepkxodddca.

20. OcHOBHBIE KpUNITOTpadUIECKHE TPOTOKOIIBI.

21. Monenu OCHOBHBIX KPUINTOAHAIUTUYECKUX ATaK.

22. OCHOBHBIC dllIIapaTHbIC CPCACTBA 3alIUTHI. OcHOBHBIC IMpOorpaMMHBIC

CpCaACTBA 3allIUTHI.

23
24
25
26
27
28
29
30

. OCcHOBHBIE METO/IbI UJICHTU(DUKAIIUN U ayTeHTU(PUKALIUH.

. CepBuUCHI yNIpaBIeHUS JOCTYTIOM.

. [IporokonmpoBanue u ayauT. 3ajauu ayauTa.

. OcHOBBI 3a1UTHI Internet-nmoAKIHOYECHUIA.

. Bupycel. Bunsl BUpycos.

. AHTUBHPYCHOE MIPOrpaMMHOE 0OECIIeUeHHE.

. CrangapTtsl o6ecnieueHrss UHGOPMAIMOHHON OE30MTaCHOCTH.

. O6H_[I/Ie IIPUHOUIIBI TOCTPOCHUA 3allIUIIICHHBIX CUCTCM.
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