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1. ITACTIOPT [TIPOTPAMMBI I[TPO®ECCHUOHAJIBHOI'O MOAYJIA
IIM.01 BBITTIOJIHEHUE PABOT I10 ITPOEKTUPOBAHMIO CETEBOM MTHO®PACTPYKTYPhI

1.1. O6macTh npuMeHEeHHs pabodeli MporpaMMBbl

PaGouas nmporpamma npodeccronanbHoro moaynsa (aanee 1IM) — sBnsercs 4yacTtbio mpo-
rpamMMbl OATOTOBKU CHEUAIUCTOB cpeaHero 3BeHa B coorBerctBuM ¢ @I'OC CIIO no cneunans-
Hoctu 09.02.06 CeTreBoe M CHCTEMHOE aIMUHUCTPUPOBAHME B YaCTU OCBOEHHUS OCHOBHOI'O BHJIa
npodeccuonansHoi aesitenbHocTH (BII/]): BeimonHenune paboT mo MpoeKTUPOBAHUIO CETEBOUN WH-
(bpacTpyKTYphl U COOTBETCTBYIOIIUX MpodeccnoHanbHbIX kKoMrereHmi (I11K)

K 1.1. BEINONMHATE IPOEKTHPOBaHUE KaOCIBHON CTPYKTYPHI KOMITBIOTEPHOM CETH.

IK 1.2. OcyiecTBisITh  BBIOOP TEXHOJOTMHM, HMHCTPYMEHTAIbHBIX CPEICTB U  CPEICTB
BBIYUCIIUTENIFHOW TEXHUKH TPH OpPTaHU3aIlMH Tpolecca pa3paboTKH U HCCIICAOBAHUS
00BEKTOB PO eCCUOHATBHON AeSITENFHOCTH.

IK 1.3. OOGecneynBaTh 3amUTy HWH(POpPMANMM B CETHU C KCIOJIb30BAaHUEM MPOTPaAMMHO-
anmapaTHbIX CPEJICTB.
[IK 1.4 [IpunuMaThe y4yacTHe B MPHUEMO-CAATOYHBIX HCIBITAHUAX KOMIBIOTEPHBIX CETed U

CETEBOTO 0OOPYZOBAHMS PA3IMYHOIO YPOBHS M B OIICHKE KauyeCTBa U SKOHOMUYECKOMH
3¢ (EeKTUBHOCTH CETEBON TOMOJIOTHH.
IIK 1.5. BoinonHsATe TpeOOBaHMA HOPMATHUBHO-TEXHMUYECKON JOKYMEHTAllMd, WMETh OIBIT
o(opMIIeHUs TPOEKTHOM IOKYMEHTALIUU.
Pabouas nporpamma pazpaboTana 1jst 04HOM GopMbl 00yUueHHUs.

[IporpamMma BocmuTaHusi B paboueil mporpaMMe y4eOHOM AMCHUILIUHBI OTPaXKaeTcsl yepes
COJIepKaHUE HANpPABJIICHUI BOCIHUTATEIbHONW paOOThI, pa30UTHIX Ha CJIEAYIOIIUE BOCIUTATEIbHBIC
MOAYJIH:

Monynu nporpaMMbl Boc- CogepxaHue MOAYISI MPOTPaAaMMbl BOCTIUTAHUS
TTUTaHWS

Monyns 1 «IIpodeccuo- Lenv mMoOynsa: co3ganue yCIoBUl 7S YAOBIETBOPEHUS MOTPEOHO-

HAJIbHO-JTMYHOCTHOE BOC- CTeH 00YJArOIIMXCS B MHTEIUICKTYaIbHOM, KYJIbTYPHOM M HPaB-

MUTaHUE) CTBEHHOM Pa3BUTHUU B cepe TPYAOBBIX U COIMATBHO-
9KOHOMHYECKUX OTHOIIECHUH MOCPEICTBOM MPOPECCHOHATBHOTO Ca-
MOOMpEIeNEHHS.
3aoauu mooyns:

— pa3BUTHE OOIICCTBEHHOW aKTHBHOCTH O0YYarOIIUXCs, BOCIIH-
TaHHE B HUX CO3HATEILHOI'O OTHOIICHHUSI K TPYY M HAPOJIHO-
MY JIOCTOSTHHIO;

— (QopmupoBaHue y 00y4aONIUXCS TOTPEOHOCTH TPYIAUTHCS,
T0OPOCOBECTHO, OTBETCTBEHHO U TBOPYECKU OTHOCHTHCS K
Pa3HBIM BHJIaM TPYIOBOM JESATEIBHOCTH.

— dopmupoBanue npodhecCHOHATLHBIX KOMIIETCHITU;

— (¢dopMUpOBaHHE OCO3HAHUS TPO(HECCHOHATEHON HICHTHIHO-
ctH (0OCO3HAaHME CBOCH NMPUHAICKHOCTH K ONPENeIEHHON
npodeccuu u mpoPeccCHOHATHPHOMY COOOIIECTBY);

— (opmupoBaHHE YyBCTBa COUATLHO-TIPO(ECCHOHATILHOM OT-
BETCTBEHHOCTH, YCBOCHHUE MPO(ECCHOHATEHO-ITHIECKUX
HOPM,;




— OCO3HaHHBIN BEIOOP OyayIIero mpohecCHOHATBLHOTO Pa3BH-
THUS 1 BO3MOXKHOCTEH pean3alii COOCTBEHHBIX JKU3HEHHBIX
TUTaHOB,

— (dopMHUpOBaHHE OTHOIICHUS K MPOPECCHOHAITBHOMN IeATeIb-
HOCTH KaK BO3MOXXHOCTH y4acTHs B PEIICHUH JTUYHBIX, 001I1e-
CTBEHHBIX, TOCYJIaPCTBEHHBIX, OOIICHAIIMOHAIBHBIX MPOOJIEM.

Monyis 2

«I"paxkgaHcKo-
NaTPUOTUYECKOE BOCIIUTA-
HHE»

Lenv M0oOys: pa3BUTUE TUIHOCTU O0YJAIOIIETOCS! HA OCHOBE (hOp-
MUpPOBaHHS y 00YyUaIONIMXCS YyBCTBA MATPHOTH3MA, TPAXKIaHCTBEH-
HOCTH, YBOKEHUS K MaMsATH 3alUTHUKOB OTedyecTBa U moaBuram [ e-
poeB OTeuecTBa, 3aKOHY M ITPABONIOPSIKY.

3adauu moodynsa:

— ¢QopmupoBaHUE 3HAHUH 00YYAIOIIUXCsl 0 CUMBOJIHKE Poccuu;

— BOCHHTaHHUE Y 00YYaIOIIMXCsl TOTOBHOCTH K BBITIOJTHEHUIO
IPaXXIaHCKOTO JI0JITa U KOHCTUTYITUOHHBIX 00sI3aHHOCTEH 110
3ammute PoauHEL,

— (QopmupoBaHUe y 00y4aIOUIMXCS TATPHOTHYECKOTO CO3HAHUS,
9yBCTBA BEpHOCTH cBoeMy OTeuecTBy;

— pa3BUTHE y 00YYaIONIMXCS YBAKCHUS K MTAMSATH 3aIIUTHUKOB
OrteuectBa u nogsuram ['epoeB OTeuecTBa, HCTOPUUECKUM
CHUMBOJIaM M maMsiTHHKaM OTe4YecTBa;

— ¢QopMupoBaHUE POCCUICKON TPAKIAHCKON HICHTUYHOCTH,
IpaXXIaHCKOW TIO3HMIIMU aKTUBHOTO U OTBETCTBEHHOTO YJICHA
POCCHUICKOTO 00IIECTBA, OCO3HAIOIIETO CBOM KOHCTHTYIIHOH-
HBIC TIPaBa M 00s3aHHOCTH, YBXKAIOIIETO 3aKOH M ITPABOIIO-
PAIOK, 00J1a1at0IEr0 YyBCTBOM COOCTBEHHOTO IOCTOMHCTRBA,
OCO3HAHHO MPUHUMAIOIIETO TPAJAUIIMOHHBIC HAIIMOHATBHBIE U
o0IIeueoBeuecKrue TYMaHUCTHYECKHE U JICMOKPATHUSCKUC
LIEHHOCTH;

— pa3BUTHE MPABOBOW U MOJUTHICCKON KYJIbTYPhl 00yJarOIiX-
Csl, pacIIMPEeHNEe KOHCTPYKTHUBHOTO YYaCTHUs B IPUHSATHU Pe-
IICHHH, 3aTParuBaOIIMUX UX MpaBa U UHTEPECHI, B TOM YHCIIe
B pa3IMuHbIX (hopMax OOIIECTBEHHOW caMOOpraHu3aluy, ca-
MOYIIpaBJIeHUS, OOIIECTBEHHO 3HAYMMOM AESITENLHOCTH; pa3-
BHUTHE B MOJIOJIC)KHOU CpeJie OTBETCTBEHHOCTH, TPHHIIUIIOB
KOJUIEKTUBH3MA M COIIMAIbHOM COMUIAPHOCTH;

— (dopMHUpOBaHHE TPUBEPKECHHOCTH HJICSIM HWHTEPHAITMOHAIN 3~
Ma, Ipy>KOBI, paBEHCTBA, B3aMMOIIOMOIIM HAPOJIOB; BOCITATA-
HUE YBOKUTEIBHOTO OTHOIIICHUS K HAIIMOHALHOMY JIOCTOWH-
CTBY JIFOJICH, UX YYBCTBaM, PEIIMTHO3HBIM YOCKICHHSIM;

— (¢dopMHUpOBaHHE YCTAaHOBOK JIMYHOCTH, TIO3BOJISIOIINX MPOTHU-
BOCTOAThH UJICOJIOTHUH SKCTPEMHU3MA, HAIIHOHATN3MA, KCEHO-
(hobdun, KOpPyIIKHU, TUCKPUMUHAIIUH 110 COUATBHBIM, PeiTH-
THO3HBIM, PACOBBIM, HAIIHOHATHHBIM MIPU3HAKAM U IPYTHM
HETaTHBHBIM COIMATBHBIM SBIICHUSM;

— (dopMUpOBaHNE AHTUKOPPYIIIMOHHOTO MUPOBO33PEHUSI.

Monyinb 3 «Puszndeckas
KyJIBTYypa U 37J0pOBbecOe-
pEKEHHE»

Lenv mooynsa: hopmupoBaHue y 00yJaronuxcsi 9yBCTBa O€peKHOTO
OTHOIIEHHUA K KYJIbTYPHOMY HACJIEANIO U TPAJAULIUAM MHOTOHAIIUO-
HAJILHOTO Hapoja Poccun, KynbTyphl 310pOBbsl, 6€30M1aCHOTO TTOBE-
JICHUS], CTPEMJICHUS K 3I0pOBOMY 00pa3y *KHU3HU U 3aHATHSIM CIIOP-
TOM, BOCITUTAHUE TICUXHUYECKH 3/10pOBOH, PU3NUECKU PAa3BUTON U CO-
L[MaIbHO-a/IaITHPOBAHHON JIMYHOCTH.




3adauu mooynsa:

(dbopMHpOBaHKE CIIOCOOHOCTH K JyXOBHOMY pa3BUTHIO, pea-
JM3alMM TBOPYECKOT0 MOTeHIMaIa B y4eOHOH, npodeccuo-
HAaJIbHOM JIESATEIIbHOCTU HA OCHOBE HPABCTBEHHBIX YCTAHOBOK
U MOPAJIbHBIX HOPM, HEIIPEPHIBHOI'O 0Opa30BaHMsl, CaMOBOC-
IIATAHUS U YHUBEPCAIbHOM 1yXOBHO-HPAaBCTBEHHOM KOMIIE-
TEHIUH - «CTAHOBUTBCS JIyULIE);

(dhopMupoBaHHE y 00YJAIOIINXCsI OTBETCTBEHHOTO OTHOIIICHUS
K CBOEMY 3/I0pPOBBIO M MOTPEOHOCTH B 3J10POBOM 00pase Ku3-
HU, (PU3MUECKOM CaMOCOBEPILIEHCTBOBAHHUH, 3aHATHSX CIIOP-
THUBHO-03I0POBUTEIILHOM NEATEIBHOCTHIO, Pa3BUTHE KYJIBTY-
pbl 6€3011aCHOM JKU3HEAEATEIIBHOCTH, TPO(UIAKTUKY HApKO-
THYECKOH U aJIKOTOJIbHOW 3aBUCUMOCTH, TAOAKOKYpEHHS U
JPYTHUX BPEIHBIX IPUBBIYEK;

(dhopMupoBaHHE OEPEKHOT0, OTBETCTBEHHOTO M KOMITETCHT-
HOT'O OTHOILIEHHS K (PU3MYECKOMY U TICHXOJIOTHYECKOMY 3/10-
POBBIO - KaK COOCTBEHHOMY, TaK M JPYTuX JI0AeH, yMeHue
OKa3bIBaTh IIEPBYIO [IOMOILlb, PA3BUTUE KYJIbTYPHI 310pPOBOIO
IIUTaHUS.

Monyinb 4 «KynbrypHO-
TBOPYECKOE BOCITUTAHUE»

Lenb MoOyns: co3laHn€e YCIOBHM NI CAMOOTIPEICIICHUS U COLIMAIIN-
3a1My 00YYarOIIMXCsl HA OCHOBE COILIMOKYIBTYPHBIX, TyXOBHO-
HPABCTBEHHBIX IIEHHOCTEH M MPUHATHIX B POCCUHUCKOM 00I11€CTBE
MIpaBWJI U HOPM TOBEJICHUS B MHTEpecax 4eloBeKa, CeMbH, 001EeCTBa
Y TOCyJapcTBa, ((OPMHUPOBAHKE Y O0yUYAIONINXCS YBAKCHUS K CTap-
IEMY MOKOJICHHUIO.

3aoauu mooyns:

BOCIIUTaHHE 3/I0POBOIi, CHACTIINBOM, CBOOOTHON JIMYHOCTH,
(dopMHpoOBaHKE CIIOCOOHOCTH CTaBUTh LEJIU M CTPOUTD KH3-
HEHHBIC TUIAHBL;

peanu3anys 00yJarouMMUCs IPAaKTUK CAaMOPa3BUTHS U CaMO-
BOCIIUTaHUS B COOTBETCTBUU C OOIIEUEIIOBEUECKUMH LIEHHO-
CTSIMH U WJieaJlaMU TPaXk/1aHCKOTo OOIIeCTBa;

(opMHUpOBaHNE TO3UTUBHBIX )KU3HEHHBIX OPUEHTUPOB U I1j1a-
HOB;

(dopmupoBaHUEe y 00y4arOIIUXCsi TOTOBHOCTH U CIIOCOOHOCTH
K 00pa30BaHUIO, B TOM YHCIIE caMO0Opa30BaHUIO, HA IPOTSI-
YKEHUU BCEW JKM3HU; CO3HATEIbHOE OTHOIICHHUE K HEMPEPHIB-
HOMY 00pa30BaHHUIO KaK YCIOBHIO YCIIEIIHOM npodeccro-
HAJIbHOW M OOIIECTBEHHOMN JIEATEIIbHOCTH;

(opMHUpoBaHKE BBIPAXKEHHOHN B MOBEIEHUN HPAaBCTBEHHOU
MO3UIIMHU, B TOM YHCIIE CTIOCOOHOCTH K CO3HATEIILHOMY BBIOO-
py n00pa, HpaBCTBEHHOI'O CO3HAHUS U MOBEJICHHS Ha OCHOBE
YCBOCHHSI OOIIIEUENIOBEUECKUX IEHHOCTE! M HPAaBCTBEHHBIX
YyBCTB (4€CTH, JI0JITa, CIIPABEIJINBOCTH, MUJIOCEPAUS U JPY-
KEMoOus);

pa3BUTHE KYJIbTYpPbl MEKHALMOHAILHOTO OOILIEHUS;
(hopMHpOBaHNE YBAXKUTEIHLHOTO OTHOLICHHS K POIUTENSIM U
CTaplIeMy OKOJICHHUIO B LIEJIOM, TOTOBHOCTH MOHSATh UX I10-
3ULIUIO, IPUHATH UX 3200Ty, TOTOBHOCTH JIOTOBAPUBATHCA C
POIMTENAMU U YI€HAMU CEMbU B PEILIEHUH BOIPOCOB BEACHUS
JIOMAIITHET0 XO35HCTBA, pacnpeieIeHNus CEMEHHBIX 00s13aHHO-
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CTeli;

BOCIIUTaHHUE OTBETCTBEHHOI'O OTHOIICHHS K CO3aHUIO 1 CO-
XPaHEHHUIO CEMbH HA OCHOBE OCO3HAHHOTO MPUHSTHUS LIECHHO-
CTEH CeMEHHOM KU3HU;

(hopMHUpOBaHKE TOJIECPAHTHOTO CO3HAHMS U TIOBEICHHS B T10-
JIUKYJITYPHOM MHUPE, TOTOBHOCTH U CITOCOOHOCTH BECTH JHa-
JIOT C APYTUMH JIIOIbMHU, IOCTUTATh B HEM B3aMMOTIOHMMa-
HUSI, HAXOIUTh OOIIME LIETTU U COTPYIHUYATD JUISl KX JJOCTH-
JKCHUS.

Monyinb 5 «9xonoruue-
CKO€ BOCIIUTAHUE)

Lenv moodynsa: GopmupoBaHue y 00y4Jaronuxcsi 9yBCTBa OEpEKHOTO
OTHONICHHUS K XUBOH MPUPOJE U OKPYKAIOIICH cpelie, KyTbTypHOMY
HACJIC/IMIO U TPAJUIIUSM MHOTOHAIMOHAIBHOTO Hapoaa Poccuu.
3adauu moodynsa:

pasBuUTHE y 00Y4aIOIIUXCS IKOJIOTUYECKON KYIbTYpbI, O€-
PEXKHOTO OTHOIICHUS K POJHOM 3emiie, MPUPOJHBIM Oorat-
ctBaM Poccuu 1 Mupa, moHMMaHue BIUSHUS COIUATBHO-
SKOHOMHUYECKHX MPOLIECCOB HAa COCTOSIHUE MPUPOJIHOM U CO-
LIAAJIBHOM CPEJIbI;

BOCIIUTAHHUE YYBCTBA OTBETCTBEHHOCTH 33 COCTOSIHUE TIPU-
POIIHBIX pecypcoB, pOPMUPOBAHNE YMEHUN U HABBIKOB pa-
3YMHOT'0 NPUPOJIOTIOIb30BAHUSI, HETEPIIUMOIO OTHOILIEHUS K
JEHCTBUAM, IPUHOCAIIUM BpPe]] SKOJIOTUH; TPUOOpETEHHE
OTIbITa 3KOJIOTO-HAIIPABJIEHHOM J1€ATENbHOCTH;

BOCIIUTAHHUE FCTETUYECKOIO OTHOILLIEHHUS K MUPY, BKIIFOYAs 3C-
TETUKY OBbITa, HAYYHOTO U TEXHUYECKOTO TBOPUECTBA, CIIOPTA,
00IIECTBEHHBIX OTHOIIECHHUH;

(opMHUpOBaHKHE MHUPOBO33PEHHS], COOTBETCTBYIOIETO COBpE-
MEHHOMY YPOBHIO Pa3BUTHS HAYKU U OOIIECTBEHHON MPaKTH-
KM, OCHOBaHHOI'O Ha JUAJIOre KYJIbTYp, a TAKXKE Ha MpU3Ha-
HUU PA3JINYHBIX POPM OOIIECTBEHHOTO CO3HAHUS, IPEAOa-
TaroIlero OCO3HAHUE CBOETO MECTA B IOJIUKYJIBTYPHOM MUDE;
(dhopmupoBanue yyBCTBa Jt0OBH K PoiriHE HA OCHOBE U3yYe-
HUS KyJbTYPHOTO HACTEAUs U TPAJAUIIMA MHOTOHAITMOHAIb-
Horo Hapoja Poccum.

1.2. TpeboBaHus K pe3yiabTaTaM OCBOCHHS MPO(HECCHOHATBHOTO MOYJIS

esn u 3aga4u npo¢ecCUOHATIBLHOT0 MOYJIS

C uenpio OBIAJCHUS YKa3aHHBIM BUIOM MPOQPECCHOHAIBHON JCSITEIBHOCTA U COOTBETCTBYIONUMHU

HpO(I)CCCI/IOHaJ'ILHBIMI/I KOMIICTCHIIUAMHA o6yqaroumx05{ B XO0J€ OCBOCHU HpO(I)eCCI/IOHaHBHOPO MO-

AYJI JOJIKCH




Nmets -
MPAKTUYECKUI
ONBIT B _

yMETh -

3HaTb -

MIPOCKTUPOBAHUHU APXUTEKTYPhI JIOKAJTLHONW CETH B COOTBETCTBUH C
IIOCTaBJICHHOM 3aJaueH;

YCTaHOBKE U HACTPOMKE CETEBHIX MPOTOKOJIOB M CETEBOI0 00OPYAOBAHUS B
COOTBETCTBUHU C KOHKPETHOM 3aJ1a4eii;

BbIOOpPE TEXHOJOTUMH, MHCTPYMEHTAIbHBIX CPEACTB IPU OpPraHU3ALUU
npoliecca UCCIeI0BaHnsl 00BEKTOB CETEBOM HHPPACTPYKTYPHI;

obOecrieyeHnn 0€30MaCHOTO XpaHEHUs M Tepenayn HHPOpPMauu B
JIOKAJILHOM CETH;

WCIIOJIb30BAaHUM  CIICIIHAIIBHOTO  MPOrPaMMHOTO  OOecredeHust  Jyist
MOJCIIUPOBAHUSA, TPOSKTHPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX
ceTel.

MMPOCKTUPOBATH JIOKAJIbHYIO CCTh, BLI6I/IpaTL CCTCBBIC TOIIOJIOTHH,

HUCIIOJIB30BAaTh MHOFO(I)YHKLII/IOHEU'ILHHG HpI/I60pr MOHHUTOpHHIQ,
IMPpOrpaMMHO- alllIapaTHbIC CPCACTBA TCXHUYCCKOI'O KOHTPOJIA JIOKAJIbHOU
CCTH.

o0lIe  MPUHIMIBI ~ [OCTPOCHHSI  CETEe, CETEeBBIX  TOIOJIOTHIA,
MHorocoiHoi moaenu OS], TpeboBaHUi K KOMITBIOTEPHBIM CETSIM;
APXUTEKTYPY MIPOTOKOJIOB, CTaHJapTU3aLUU CeTel, JTaroB
MIPOSKTUPOBAHUS CETEBON HHPPACTPYKTYPHI,

0a3o0BEIE IMPOTOKOJIbI U TCXHOJIOI'MU JIOKAJIbHBIX CeTeﬁ;
MNPUHIMUIIBEI TOCTPOCHUSA BBICOKOCKOPOCTHBIX JIOKAJIbHBIX ceTeﬁ;

CTaHAapThl Kaleyel, OCHOBHbIE BUAbl KOMMYHUKAIIMOHHBIX YCTPOWCTB,
TEPMUHOB,  TIOHATHM,  CTaHJAPTOB M THUIIOBBIX  3JIEMEHTOB
CTPYKTYpUPOBAHHOM KaOEIbHON CHUCTEMBI.

1.3 KonruecTBO 4acoB Ha OCBOEHHE MPOrpaMMbl TPOPECCUOHATBHOTO MOAYIIS

O6nem [IM
MJIK.01.01 KomneroTepHble ceTu
Bun yuebnoit pabotbl O6beM yacoB
Ounas dpopma* | 3aounas op-
Mma*
O6wem MJIK 136
(KOHTaKTHas U caMOCTOsITelIbHasi paboTa)

[.KonrtaktHas pabota (paboTa Bo B3auMozeicTBuu ¢ o0yya- 132
FOLITUMUCS)

B ToM uucie:

Jlex1u, ypoku (TeopeTHyeckoe o0y4eHHe) 48

MPAKTUYECKHE 3aHATHUS (€CIIH MPEeyCMOTPEHO Y4eOHbIM Iuta- | 76

HOM)

nabopaTopHble 3aHATHS (€CIU TPEeLyCMOTPEHO Yy4eOHBIM

TIJIAHOM)

KYpPCOBOH NMPOEKT (€ciH MPeyCMOTPEHO YIEOHBIM TJIAHOM)

KOHCYJIbTAllMU IIEPEC] SK3aMCHOM

[\

IPOMEXYTOUHasi aTTecTalys B GopMe - FIK3aMeH 6




II. CamocTosTenpHas pabota oOydaromierocs (BCero) 4
M/K.01.02 Opranu3zamusi, TpUHIUIBI TIOCTPOCHUS U (HYHK-
[IUOHUPOBAHMS KOMITBIOTEPHBIX CETeH
O6bem MJIK 192
(KOHTaKTHAsI ¥ CAaMOCTOSITEIbHAs paboTa)
[.KonTakTHast pabora (paboTa BO B3auMOAEUCTBUH ¢ 00y4ya- | 188
FOIIIMHMCS] )
B ToM uucne:
Jlexiyu, ypoku (TeopeTHiecKkoe 00yueHHe) 56
MPAKTUYECKHUE 3aHATHUS (€CIH MPEeyCMOTPEHO Yy4eOHbIM Iuta- | 94
HOM)
nabopaTopHble 3aHATHS (€CIM MPEAYCMOTPEHO Y4eOHBIM
IJIAHOM)
KYpCOBOI1 MPOEKT (eciu NMpeaycMOTpeHo yueOHbIM tianoM) | 30
KOHCYJIbTAIIMH NIEPEe]] SK3aMEHOM
MIPOMEKYTOUHAS aTTecTanus B dbopme -16
nuHepeHITMPOBaHHBIHN 3a4eT U 9K3aMEH
II. CamocTtosTenbHas pabora oOyuaromerocs (BCero) 4
NTOI'O 110 IIM 700
O6bem [IM 700
(KOHTAKTHAsI ¥ CAaMOCTOSITEIbHAs paboTa)
I.KonraktHas pabota (paboTa Bo B3auMozeicTBuu ¢ o0yda- | 692
FOLITUMUCS)
B ToM uucne:
Jlexumu, ypoku (TeopeTH4ecKoe 00yueHHe) 104
NpPaKTUYECKHUE 3aHATUA (€CIIM MPeayCMOTpeHo yueOHbIM mia- | 170
HOM)
na0opaTOpHble 3aHATHS (€CIU TPEelyCMOTPEHO Yy4eOHBIM
IJIAHOM)
KYpCOBOH NMPOEKT(ECIU MPETyCMOTPEHO YYEOHBIM ILIIAHOM) 30
KOHCYJIbTallMK nepes sk3ameHoM (nmo MJIK) 4
IpOMEXXyTOuHasi arTecraiys B popme sx3amena no MJIK ** | 12
[IpakTrka yyeOHas 216
IIpakTHka npousBoacTBEHHAs * 144
Bu arrecrarm: kBanudUKaIMOHHBIN YK3aMEH 12
I1. CamocrositensHas pabota o0y4aromerocs (BCero) 8




2. PE3YJIbTATBI OCBOEHM A I[TPOPECCHOHAJIBHOI'O MOAYJIA

PesynpTarom ocBoeHMS MPO(hecCHOHATEHOTO MOIYIIS SIBIISICTCS OBJIAJICHUE O0YYAIOIIMMHUCS BUIIOM

npodeccuonanibHor nesrensHocTd (BII/]) BeimosineHue paGoT mo mMpoeKTHPOBAHHIO CeTEBOM

HHpacTpyKTYphl, B ToM unciie mpodeccuonanbabiMu (I1K) u 06mmmu (OK) komneTeHusMu

Kon HaumeHnoBaHue pe3ysbTaTta 00yueHHust
IK 1.1. BEImonHATE pOeKTHpOBaHNEe KabeIbHON CTPYKTYPhl KOMIBIOTEPHOH CETH.
IK 1.2. OcymiecTBIATE BHIOOP TEXHOJIOTHH, WHCTPYMEHTAJIBHBIX CPEACTB M CPEICTB BBIYHCIUTEIHHON
TEXHUKU NIPU OpPraHU3alUy IpoLecca pa3pabOTKU U UCCIEN0BaHUS 00bEKTOB MPO(heCCHOHANBHON
JIeSITEJIBHOCTH
IK 1.3. ObecrnieunBaTh 3alUTy HH(OpMALMU B CETH C HCIOJIB30BAHMEM MPOTrPaMMHO-ANIAPATHBIX
CPEACTB.
IIK 1.4. [IpuHKMMaTh yqacTHe B IPUEMO-CIATOYHBIX UCTIBITAHUAX KOMITBIOTEPHBIX CETeH U CETEeBOTO
000pyAOBaHMS PA3IUIHOTO YPOBHS U B OLICHKE Ka4eCTBA M SKOHOMHYECKOH 3(pPEeKTUBHOCTH
CETEBOM TONOJIOTUH.

IIK 1.5. BrinosHATE TpeOOBaHNS HOPMATHBHO-TEXHUYECKON JOKYMEHTAIUH, HIMETh OIIBIT O(OPMIICHUS
IPOECKTHON JOKYMCHTAIIHH.

OK1. BriOupaTts crocoObl pemeHus 3aAad NpOoGeCCUOHANBHON JESTENbHOCTH, MPUMEHUTENIBHO K
Pa3NUYHBIM KOHTEKCTaM

OK2. OcCyIecTBIATh NMOUCK, aHATM3 M MHTEPIpeTaluio HH(pOpManuu, HeOOXOAUMOM AJIS BBINOIHEHUS
3a7a4 NPo(eCCUOHAIBHOMN JIESITENbHOCTH

OK 3. T11aHUPOBaTh U PEATH30BBIBATH COOCTBEHHOE MPOPECCHOHATBHOE H JIMYHOCTHOE PA3BUTHE.

OK 4. PaGotath B KOJUIEKTHBE M KoOMaHne, J(P(EKTHBHO B3aMMOJENCTBOBATE €  KOJUIETAMH,
PYKOBOJICTBOM, KJINCHTaAMH.

OK5. OcCyIecTBIATh YCTHYIO M MUCBMEHHYI0 KOMMYHHKAIMIO Ha T'OCYAAPCTBEHHOM SI3BIKE C YUETOM
0COOEHHOCTEH COIMAILHOTO W KYJTbTYPHOTO KOHTEKCTa.

OK 6. ITposBIATH rpaskIaHCKO-TIATPHOTHIECKYIO TTO3UINIO, IEMOHCTPHPOBATH OCO3HAHHOE TTIOBECHUE Ha
OCHOBE TPaJNINOHHBIX 00IEYeIOBEUSCKIUX IIEHHOCTEH.

OK7. CopelicTBOBaTh  COXPAHEGHUIO OKpYXKamIlehd cpenpl, pecypcocOepexernto, 3(hdeKTHBHO
JIEIICTBOBATh B UpE3BbIYANHBIX CUTyallUsIX.

OK 8. Hcnone3oBath cpenctBa (GU3MUECKONW KyJNbTYPhI AT COXPAHEHHS M YKPEIUICHHUS 340POBBS B
nporecce NpohecCUOHANBHON NESITeNbHOCTH U MOAACPKaHUE HEOOXOUMOT0 YPOBHSI (hH3HUECKOIT
MOJTOTOBJICHHOCTH.

OK 9. Vcnonp3oBath HHQOpMALMOHHBIE TEXHOJIOTHUHU B PO ECCHOHATIBHOMN IS TEIFHOCTH

OK 10. ITonp30BaThes MPOQecCHOHATFHOM TOKYMEHTAIMEH Ha TOCyJapCTBEHHOM M HHOCTPAHHOM SI3BIKE.

OK 11. [TraHnpoBaTh NPeIIPHHAMATENBCKYIO AEITENFHOCTh B IPO(ECCHOHATIBHOM cdepe
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3. CTPYKTYPA U COAEP)KXAHUE I[TPO®ECCHUOHAJIBHOI'O MO VYJIA
3.1 TemaTnyeckuii miaan npodeccruonanproro Moayist [IM.01 BeimoaHenue paboT o MpOeKTUPOBAHUIO CETEBON MHPPACTPYKTYPHI

O0BeM BpeMEHH, OTBECHHBIN Ha OCBOSHUE MEXKIUCITUTLIIMHAPHOTO
Kypca (KypcoB)

IIpakrtuka, Hex.

Makcu- OO0s3arenbHas ayAUTOpHAas ydeOHas
Komet HanMeHOBAIHS pasie- | -\ g Harpyska o0yuaiomerocs IIponsBoncTBeHHAs
JIOB IpOhecCUOHAITb- I > S CamocrosTenpHast
OKu IIK Harpyska S A 0 348%E Yuebnas | (mo mpoduiro cre-
HOTO MOJTYJISI .98 L2358 E paborta
Bcero, e s Edeago (Henmenn) IUATBHOCTH)
Eag B g &g oOyJaromxcs
4acoB mS 9 m2§ T3 EF (Henmenn)
S5 Ef=gceg
K 1.1-1.5 MJK.01.01. Komrmsro- 136 124 76 4
TEPHBIE CETH
MK 1.1-1.5 MJIK.01.02. Opranu- 192 180 94 30 4
3a1usl, MPUHIUIIBI I10-
CTpoeHus u QyHKIINO-
HUPOBAHUS KOMITh-
IOTEPHBIX ceTel
Hroro 328 304 170 30 8
K 1.1-1.5 VI1.01.01 YueOnas 216
MPaKTHKA
IIK 1.1-1.5 [111.01.01 IIpowusBoa- 144 4
CTBEHHAs! MMPAKTHKA
Bcero: 700 304 | 170 30 8 4
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3.2. Coneprxanue o06ydeHus 1o npodeccuonaabaomy Moayito [IM.01 BeimonHeHrne paboT 1Mo MpoeKTUPOBAHHUIO CETEBON MHPPACTPYKTYPHI

HaunmenoBanne MJ/IK Ne Copepxanue yueOHOT0o MaTepHana, JabopaTopHble pa- E = & .
U TeM 3aHs- | OOTBI M MPAKTHYCCKHE 3aHATHUS, CAMOCTOSATE/IbHAS paboTa =l o = §
) < A4 o
— oOyyJaronmxcs g % 5 é S i} g =
o
g | 08¢ Z S g
= 2o 2 o = B =
Q 59 5 S =
&Q o 2 o = = O
() § S & = =5 o
o S O S %’ R
S X =y )
o E o)
= oo = p=
m
1 2 3 4 5 6 7
MJIK.01.01. KoMmnbroTepHbie ceTH 128 78
Tema 1.1. BBenenne B ce- | 1 KommneroTepHBIe ceTH 2 OK2,0K3, Monayns 1
TeBBIC TeXHOJIOTHHI CoBmectHas padora, IHTEpHET U COBPEMEHHEIC CETCBBIC OK5,0K7, OKS, Monyms 4
TEXHOJIOTHH - 00J1aCTh IPUMEHEHUS ¥ Ha3HaYeHue. Buabl 0OK9.0K11
v b b
KOMIBIOTEPHBIX ceTeil. | 100anbHbIC U TOKAJIbHEBIC CETH. MK1.1. TIK1.2
OaHOPAHTOBBIC M KIIMEHT-CEPBEPHBIC AaDXUTECKTYDHI. HI’<1 3 ’
OCHOBHBIC KOMIIOHEHTBI CETCH, CETEBas Cpeaa U CETEBBIC ‘
ycTpoiicTBa. TexXHoa0ruu NoaKIrYeHus K MHTepHET.
Koneprentaeie cetu. KauecTBO 1 HaACKHOCTh CETEH.
OCHOBHBIC ITOHITHUS CEeTEeBOI Oe3omacHoCTU. TeHaeHIINT
Pa3BUTHS CETEH.
2 KonconsHBIN JOCTVII, VAAJIEHHBIA JOCTVYII C TIOMOIIIBIO 2 OK35, OK9, Monayns 1
Telnet u SSH, ucnons3zoBanue nopra AUX. [IK1.2, TIK1.3
3 CeTteBble TPOTOKOIBI U KOMMYHUKAITUHT 2 2 OK2, OKS35, OKO, Mopyns 1
KonupoBanue u mapamerpsl cooOmenus. CeTeBbie ,TIK1.2, TIK1.3

IPOTOKOJILI. B3auMoaelicTeue npoTokoiaos. Hadbop
mpoTokos1oB TCP/IP u niportecc oOMeHa TaHHBIMU.
Opranmsanuu no craggaptuszanuu: ISOC, IAB, IETF,
IEEE, ISO. MuoroyposHeBsie Mmoaenu OSI u TCP/IP.
HNuxancynaimsa nagaeix. IIpoToOKoIBHBIE OJIOKH TaHHBIX
(PDU). Hoctyn k nokanbHBEIM pecypcaM. CeTeBast
anpecauus. MAC- u IP- anpeca. JlocTyn Kk y1an€éHHbIM
pecypcam. 111103 Mo ymoIdanuio.
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CeTeBOM JOCTVII

IIpoTokoasl 1 cTaHAAPTHI HDU3UYECKOTO YPOBHS.
Crnioco0sI moakroueHus k cetu. CeTeBbie HHTEp(PECHBIC
mwiatel (NIC). Cpenpl nepenayu JaHHBIX U UX
XapaKTEPUCTUKHU: IPOITYCKHAS CIIOCOOHOCTE,
[IPOU3BOIUTENILHOCTE. BUABI MEAHBIX CETEBBIX KaOeei:
UTP, STP, xoakcuanbHbliA. PasHOBHUIHOCTH,
0COOEHHOCTH MPOKJIAIKK U TECTUPOBAHUS KaOeIeH.
CTpyKTYpa M OCOOEHHOCTH MIPOKIAIKH OIITOBOJIOKOHHBIX
kabeneil. becnpoBoaHbIE CpecTBA epeiaun JAHHBIX.
Crannapt Wi-Fi IEEE 802.11.

KananpHEIM YPOBEHE U €r0 IIOAYPOBHU: YIIpaBIcHHUE
nornyeckuM kanajaoM (LLC) u Yupasienue 1ocTymnoM K
cpene nepenaun JaHHeIXx MAC. CTpykTypa Kaapa
KaHaJIbHOI'O YPOBHS U IIPUHLMUIILI €70 (HOPMUPOBAHUS.
CrangapTsl KaHAJILHOTO YpoBHS. Dusnueckas u
JIOTHYECKas TOIOJIOTHS CETH. TOIOJIOTUN «TOYKA-TOYKa,
«3Be311a», «IIOJHOCBSI3aHHAL, «KOJIbIIEBAS.
IMonyayniaekcHas ¥ HOIHOAYIUIEKCHAS epeaaya
naHHbIx. Ocobennoctr kanpoB LAN, WAN, Ethernet,
PPP, 802.11.

OKS5, OK9,
[IK1.1, I1IK1.2,
I1K1.3

Monayns 1
Mopyns 2
Monyns 5

CerteBnle Texuosoruu Ethernet

CeMmelicTBO ceTeBbIX TexHonoruil Ethernet. [Tpunimn
pa6oTtsl Ethernet. Bzaumonetictsue Ha nmogyposasax LLC
n MAC. YnopaBieHue TOCTYIIOM K cpeJie Iepeaadyn
mauaeiX (CSMA). MAC-anpec: naeHTUhAKALIAS
Ethernet. Atpu0ytsl kaapa Ethernet. [Ipeacrasinenus
MAC-agpecos. OgHO- 1 MHOT'0aJIPECHOM,
IIMPOKOBEIIAaTeNLHOHN pacchlnok. CKBO3HOE
noakirouenne, MAC- u IP-aapeca. IIpotokon
paspemenus aapecos (ARP): npuHIune padoTeI, POJIL B
MpoIecce YIAIEHHOT0 00OMeHa nanHbIMA. Taobmuier ARP
Ha ceTeBbIX ycTpoiicTBax. OCHOBHEIE HEIOCTATKU
nporokona ARP - Harpyska Ha cpeny nepenaun JaHHBIX
1 0€30I1aCHOCTb.

OcHoBHas nHGOPMaLUA 0 HOPTAX KOMMYTATOPA.
Tao6muma MAC-aapecoB koMmmyraropa. OyHkims Auto-
MDIX. CriocoObI epechlIKM Kajpa Ha KOMMYTaTopax
Cisco. bydepwusanus maMsTiH Ha KOMMYyTaTopax.

OK2, OK35, OK9,
[IK1.1, ITK1.2,
I1K1.3

Monyns 1

13




OuKcHpoBaHHAS ¥ MOYJIbHAS KOHMUTYPAITIH
KOMMYTaTOpoB. CpaBHEHHE KOMMYTAallul YPOBHA 2 U
ypoBHsl. Texnonorust Cisco Express Forwarding.
Buptvanensiii uatepdeiic kommyraropa (SVI),
Mapmpyrusupyemsiii mopt, EtherChannel yposns 3.
Kondurypanus MmapuipyTu3upyeMoro nopra

CeTteBoii YPDOBEHD

CeTteBoii YPOBEHB B IIPOLIECCE TTEPEAAYN JaHHBIX.
IIpoTokonsl ceTeBoro ypoBHsA. OCHOBHEIE Xapak-
tepuctuku IP-porokona. Crpykrypa nakeroB IPv4 u
IPv6. OCOOEHHOCTH U IPEUMYILIECTBA IPOTOKOIIA PVv6.
MeToapl MapIpyTH3alKX y3i10B. Tabnuma
MapIIPYTU3alHH V3JI0B U MapIIpyTU3aTopa Il
poTokoi10B [Pv4 u IPv6. YcrpoiicTBo MapiipyTuzaTopa
- IIponeccop, namMATh, OIEpallMOHHAS CUCTEMA.
ITonkimroyeHne K MapIIPyTU3aTOPY YEPE3 Pa3INUHbBIE
nopTel. HacTpolika HCXOIHBIX IapaMeTPOB,
uHTEephEeNCcoB, U032 M0 YMOIYAHHUIO U APYTUX
XapaKTEePUCTHUK MapIIpyTH3aTOpa.

OKS3, OKO,
I1K1.2, IIK1.3

Mopyns 1
Monaynb 5

TpancopTHBIA YPOBEHD

Hasnaduenue m 3a1a4uu TPaHCIIOPTHOT'O YPOBHSL.
MyAbTHILNIEKCUPOBAHUE CEaHCOB ¢Bs13u. Onucanue u
cpaBHenue npotokonoB TCP u UDP - HageXHOCTb U
[IPOU3BOIUTENIHLHOCTE, 00JIACTH IPUMEHEHUS. A Ipecalius
moptoB U cermenTanus TCP u UDP. O6MeH faHHBIMU IO
TCP. IIpouieccel TCP cepsepa. Ycranosnenue TCP-
COeIMHEHMS U ero 3aBeplieHue. [Ipuanunel
«TpéxcTopoHHEro pykonoxatus» TCP. Hanéxuocts n
yrpasieare notokoM TCP - IToarsepxaeHue moirydeHust
CErMEHTOB, MOTEPSI JAHHBIX Y MOBTOPHAS Mepeaya,
yipasieHnue moTokoM. OOMeH TaHHBIMHU C
ucnoin3osanueM UDP. ITponeccrl u 3anpocsl UDP-
cepBepa, UDP-nararpammel, nponeccel UDP-xnmenTa.
[Tpunoxenus, ncnons3yromue UDP u TCP.

OK2, OKS5, OK9,
[1IK1.2, IIK1.3

b

Monayns 1
Monyisb 2
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IP-anpecamus

Crpykrypa IPv4-anpecos. CereBad u y3iioBas 9acThb IP-
anpeca. [IpeoOpa3zoBanue aapecoB MEKAY ABOUYHBIM U
JIecITepUIHBIM IpeacTaBieHneM. Macka nojacetu [Pv4.
CeTteBoM azpec, aIpec y3Jia U IIHPOKOBEIaTeIbHBIH
anpec cetu IPv4. IIpucBoeHne Y311y CTAaTHYECKOTO U
muHamudeckoro IPv4- agpeca. MuoroaapecHas
nepenayva. [1yonuunsie u yactasie IPv4-anpeca. [Pv4-
azpeca crienMalbHOro HasHadeHus. IIpucsoenue IP-
aJIPECOB.

OKS5, OK9,
[1IK1.2, I[1IK1.3

Monayns 1

CoBMeCTHOE UCIOIb30BaHKE MPOTOKOJIOB [Pv4 u [Pv6:
JIBOWHOM CTEK, TyHHEJIMPOBaHHUE, TpeoOpa3oBaHue.
[TpencraBnenue [Pv6-anpecos. [IpaBuna cokpaiienus
3anucu [Pv6-anpecoB. UHauBHIyanbHBIM, PYIIIOBOM,
pou3BoJbHBIN TUIBl [PVv6-aapecoB. CTpyKTypbl
JIOKQJIBHOTO U II100aJIbHOTO MHAUBHUIYalbHBIX [PV6-
aapecoB. Ctatuueckas ¥ AMHAMUYECKasi KOHPUTYpaluu
100ankHOr0 HHIMBUAYanbHOTO anapeca. [Iponecc EUI-
64 1 cnyyaiiHO CreHepUPOBAaHHBIN UAECHTH(PUKATOP
uHTEepdeiica.

ICMP-cepBuchl. Otanuus uist npotokosoB [Pv4 u IPv6.
CooOuienust ICMPvI6 «3ampoc k Mapuipytuzaropy»,
«OOBsIBICHUE OT MAPIIPYTU3ATOPA», «3aMPOC COCETHETO
y31a» 1 «OObSIBICHHE COCETHETO y3l1a». TecTupoBaHue
CETH C MOMOMUIBIO IX0-3aIPOCOB. TpaccupoBka
MapuipyTa. Bpemst npoxo/ieHus CUrHaja B IPsIMOM U
obparaoMm HanpaBneHusix (RTT). Bpems xwuzuu (TTL)
IPv4 u penen nepexoioB IPv6-

OK2, OK35, OK9,
[1IK1.2, IIK1.3

Mopyns 1

10

Paznenenune IP-cereit Ha moaceTu

CermenTtanus [P-ceteit. OOMeH TaHHBIMH MEXIY
noacetamu. [InanupoBanue aapecauu B MOJICETX.
Pacuetnbie popmynsl 1uist cerMeHTauuu cetu. Pasouenue
Ha TOJICETH Ha OCHOBE TPeOOBAHUH y3JI0B M CETEH, B
COOTBETCTBUU C TpeOoBaHUsAMU ceTei. OnpeneneHue
Macku mnojiceTd. Pa3Ouenne Ha MoACceTH ¢
WCIIOJIb30BaHUEM Macku nepeMeHHoi ;b (VLSM).
bazoBas moaens u Ha3HadyeHue 0J10Kk0OB aapecoB VLSM.
[TnanupoBanue agpecanuu cetr. OcoOeHHOCTH
npoektupoBanus [Pv6-cetn. Pazbuenue Ha mojceTu ¢

OK35, OK9,
MK1.1, TIK1.2,
MK1.3

Monyns 1
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WCITOJIh30BaHNEM HJIeHTH(HUKAaTOpa nHTEpderica.

11

YpoBeHb NPUITOKEHUI

YpoBeHb NPUIIOKEHUH, YPOBEHD MIPEICTABICHUS U
CeaHCOBbII ypoBeHb. [IprMepsl pacipocTpaHEHHBIX
npuiokeHui. [IpoToKoIIbI YPOBHS IPUIIOKEHUH.
Onnopanroseie cetu (P2P). Monenb Thna «KiueHT-
cepsep». O630p npotokosnioB HTTP, HTTPS, SMTP,
POP u IMAP. Cnyx06a nomennsix uMéH (DNS). ®opmar
cooOuienuit u uepapxusi DNS. Yrunuta «nslookupy.
Cayx06a DHCP. [Ipotokon nepenauu ¢aiinos (FTP).
[Iporokos oOMeHa O6JI0KaMU CEPBEPHBIX COOOIICHHIA
(SMB). Konuenunu «Bceodsemmtonuit UuTepHeT»
BYOD. /loctaBka JaHHBIX 110 KOHBEPIeHTHEIM CETSM.

OK2, OK35, OKS9,
[IK1.2, I[IK1.3

Moayns 1
Monyib 2

12

Co3naHue 1 HaCcTPOMKa HeOOJIBIIION KOMIIBIOTEPHOM CETH
[TnanupoBaHue M co3MaHKEe HEOOIBIIOW KOMITBIOTEPHOM
CETHU: OIPEIEICHUE KIIFOUEBEIX (HaKTOPOB, BLIOOD
TOIOJIOTHH M CETEBBIX YCTPOMCTB, BLIOOD M HACTPOIKa
MIPOTOKOJIOB, CUCTEMBI aapecalii. Mepsl Mo
obecnieueHnio 0€30IMaCHOCTH CETH. Y I3BUMOCTH U
ceTeBbIe aTaku. Pa3BenpiBaTebHbBIE aTaku, ATakd
noctyma, Otkas B oociy:xuBanuu (DoS-atakn).
PesepBHOEe KomupoBanue, 0OHOBIECHUE U YCTAHOBKA
HCIIpaBIIeHNH. MexceTeBbIe DKpaHbl. AyTeHTUDUKALNS,
aBTopH3anysa 1 yaét. Bkarouenue nporokoaa SSH.
daiisToBBIe CHCTEMBI MAPIIPYTHU3aTOPOB B
KOMMYTaTOpOB. Pe3epBHOE KOITMPOBaHKWE U BOCCTAHOB-
JIEHHE C ITOMOIIIBIO TeKCTOBBIX (haitnos, mpotokona TFTP,
USB-nakomnurenst. BctpoeHHBIE CITYKOBI
Mapmpytusanuy. [logaepxka 6ecmpoBOIHBIX
noakatoyeHui. Hactpolika BCTpO€HHOTO MapuipyTH-
3aTopa.

OKS5, OK7, OK9,
MK1.1, TIK1.2,
MK1.3, TIK1 4,

MK1.5

Mopyns 1
Mopyns 4
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[TpakTnueckas padota 1
Cocrasnenue kaptsl ceti HTepHeT PING n
«traceroute»

OK1, OK4, OK5,
OKS8, OKO9,
MK1.1, TIK1.2,
MK1.3

Monyns 1
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14 [IpakTuueckas padora 2 OK1, OK4, OKS5, Monayns 1

Co3zpnanue npocToit cetu OK9, IIK1.1,
I1K1.2

15 [TpakTuaeckas padbora 3 OK1, OK5, OKS9, Monyns 1
YcTaHoBKa ceaHca KOHCOJIU € CETEBBIM 000pyI0BaHUEM [1K1.2, I1K1.3
11pu oMoy nporpammsl Tera Term

16 [TpakTuueckas pabora 4 OK1, OKS3, OK9, Mopyns 1
Hacrpoiika agpeca ynpasieHuss KOMMMYTaTOpOM [IK1.2, I[1IK1.3 Monyisb 3

17 [TpakTudeckas pabora 5 OK1, OK5, OKS9, Monyns 1
[IpocmoTp ceTeBoro Tpaduka ¢ MOMOIIbIO TPOrPAMMBbI [1K1.2, TIK1.3
Wireshark

18 [IpakTrueckas padora 6 OK1, OKS5, OK9, Mopyns 1
OripeziesieHe CETEBBIX YCTPOIMCTB U Kabenei [IK1.2, T1IK1.3 Mopyns 2

19 [IpakTuueckas padota 7 OK1, OKS35, OK9, Mopyns 1
[TpocMoOTp TaHHBIX O OECITPOBOIHBIX M MPOBOIHBIX [1K1.2, TIK1.3
CETEBBIX aJlalTePax

20 [TpakTuueckas pabota 8 OK1, OKS3, OK9, Mopyns 1
[Tpocmotp MAC-anpecoB ceTeBbIX YCTPOMCTB [IK1.2, [IK1.3

21 [TpakTuyeckas padora 9 OK1, OKS3, OKS9, Monyns 1
Nzyuenue kagpos Ethernet ¢ momotpio mporpaMmbl [IK1.2, [IK1.3
Wireshark

22 [IpakTuueckas padora 10 OK1, OKS5, OK9, Mopyns 1
[TpocmoTp ARP ¢ nomomisto nporpammsl Wireshark, [IK1.2, I[1K1.3
uHTepdeiicoB komanaHoi crpoku Windows u 10S

23 [TpakTuueckas pabora 11 OK1, OKS35, OK9, Mopyns 1
[TpocmoTtp Tabmuer MAC-aapecos OK4, OK2,

[IK1.2, T1IK1.3

24 [TpakTuyeckas padora 12 OK1, OK35, OKO9, Monyns 1

[TpocMoTp TabaMI] MapIIPyTU3AINH Y3JI0B [IK1.2, [1K1.3
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25 [IpakTrueckas padota 13 OK1, OK4, OKS5, Monayns 1
N3yuenne Hpu3NYecKuX XapakKTepUCTUK MapHIpyTU3aTopa OKO, IIK1.2,
IIK1.3
26 IIpakTuyeckas padora 14 OK1, OK4, OKS5, Moayns 1
Co3naHue ceTH, COCTOSIICH U3 KOMMYyTaTopa 1 OKO9, IIK1.1, Monyns 3
MapumipyTusaTopa I1K1.2, I1K1.3
27 IIpakTnueckas padora 15 OK1, OK2, OKS5, Moayns 1
Habmronenue 3a nmpormeccom TpEXCTOPOHHETO OKO9, , IIK1.2,
«pyxonoxatusi» TCP ¢ momomibto mporpammsl Wireshark [IK1.3
28 IIpakTuueckas pabora 16 OK1, OK2, OKS5, Mopyns 1
H3yuenne 3axBayeHHbIX JaHHBIX DNS UDP ¢ nomMoImeio OK9, TIK1.2,
nporpammbl Wireshark IK1.3
29 IIpakTuueckas pabora 17 OK1, OK2, OKS5, Mopyns 1
HN3yuenue 3axBaueHHLIX nakeToB FTP u TFTP ¢ OK9, TIK1.2,
noMoIkko nporpaMmmel Wireshark MK1.3
30 IIpakTuueckas padora 18 OK1, OK2, OKS5, Monyns 1
Hcnons3zoBanue kanbkynsropa Windows B pabote ¢ OKO9, 1K 1.2,
CETEBBIMU aJpecamMmu IK1.3
31 [IpakTuyeckas padora 19 OK1, OK2, OKS5, Mopyns 1
[TpeoOpazoBanue [Pv4-anpecoB B qBOMUHBIN popmar OKO, I1K1.2,
IIK1.3
32 ITpakTiueckas padora 20 OK1, OKS5, OK9, Monyns 1
Hacrpoiika IPv6-anpecoB Ha ceTeBbIX yCTPOHCTBAX I1K1.2, [IK1.3
CamocrosrenbHas paborta. Mcropus pa3BUTHS CETEBBIX OKS5, OK9, Monyns 1
TEXHOJIOTH, MPOTOKOJIOB, TEXHUYECKHUX CPECTB. [IK1.2 Moy 4
Monayns 5
Tema 1.2. [lpunnumsr | 33 BBenenue B KOMMyTHPYEMBIE CETH OKS5, OK9, Monyns 1
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MapLIpyTU3aLUd U KOMMY-
Taluu

O0benuHEHHBIE ceTu. Hepapxus B KOMMYTHPYEMOU
cetu. Pomp kommyTtupyembix cereil. Kommytupyemas
cpena. JlmHamudeckoe 3amosiHeHHe TaOymmbel MAC-
aJpecoB  KOMMyTaropa. Meroabsl NEpechbUIKH  Ha
koMmyTaTope. Kommyramuss ¢ IPOMEXYTOYHBIM
xpanenueMm. CkBo3Has kKoMMmyTaius. KoMMmyTanuoHHbIE
JoMeHbl. CHUKEHUE EPErpy30K CETH.

I1K1.2, I1IK1.3

34

OCHOBHbIE KOHIEIIIUNA U HACTPOMKA KOMMYTAIUU
OCHOBHBIE KOHIICTIIMM UM HACTPOMKAa KOMMYTallUH.
ITepBoHauanbHas HACTpPOWKa KOMMYTAaTopa U
BOCCTAHOBJICHHE IOCie cucteMHoro c6osi. Hacrtpoiika
JoCTyma it 0a30BOTO YIPaBJICHUS KOMMYTaTOPOM C
IPv4.  JymmekcHas  c¢BiI3b.  HacTtpoiika  mOpTOB
KOMMyTaropa Ha (U3UYECKOM ypoBHE. DyHKIUS
ABTOMATUYECKOTO oOlpeaencHuss Tuma kabens (Auto-
MDIX). IIpoBepka HacTpoek mopra kommyraropa. [louck
U ycTpaHeHHe MNpoOJeM Ha YpOBHE JOCTyNa K CETH.
be3onacHocTh kOMMyTaTopa. 3alIUIIEHHBIA YIaTEHHBIN
noctyn. Hacrpoitka SSH. Pacnpoctpanénubie yrpo3sl
O6e3onacHocTH: nepenoiaHeHue Tabmuibl MAC-anpecos,
DHCP-cniydwuHr, HCTIOJIb30BAHUE YA3BUMOCTEMN
nporokona CDP, Ataku Telnet u nap. Ayaur wu
MpaKTUYECKHEe  PEKOMEHJAlMU 10  O0ECIeYeHHIO
0e30macHOCTH ceTu. be3omacHOCTh mopTa KOMMyTaTopa.
OTcrexxuBaHue DHCP COOOIIIEHHI. OyHKIUS
Oe3omacHocTu TopTta. Buner 3amutel MAC-aapecos.
Pexumbl pearupoBaHUs Ha HapylieHHE OE30MaCHOCTH.
IIpoBepka u HacTpoiika mnoptoB. IIpoTtokon cereBoro
Bpemenu (NTP).

OK2, OK35, OKO,
I1K1.2, I1IK1.3

Mopyns 1
Monaynb 5

35

Bupryansablie mokanbubie cetd (VLAN)

Buprtvansanie JIOKaJIbHEBIE ceTH (VLAN) -
KnacCUuHUKAIAST U OCHOBHBIE XapaKTEPUCTHUKHA. TpaHKu
BUPTYAILHBIX ceTe. KOHTPOIL IIMPOKOBEMATEIbHBIX
nomeHoB B cersix VLAN. Teruposanune xaapos Ethernet
i uneatudukamun cett VLAN. Ceru native VLAN u
TETUPOBAHUE CTaH1apTa 802.1Q. TerupoBanue

OK2, OK5, OK7,
OK9, TIK1.2,
MK1.3

Monyns 1
Mopyns 2
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roiocoBoi VLAN. Peannzanun BUPTYAILHON JTOKAJIHHOM
cetn. Hasmauenme moprtoB cetsM VLAN. Hactpoiika
TPAHKOBBIX  KaHanoB. IIpoTOokon  IHMHAMHYECKOIO
co3maHusg TpankoBoro kaHaima (DTP). Ilouck wu
YCTpaHEHHE HEMOJaJ0K B BHPTVAIbHBIX JOKAJIBLHBIX
CeTAX W TPaHKOBBIX KaHamax. IIpoomemsr c¢ IP-
aapecanueit cetu VLAN. HecoBmagenuss pexuMOB
TPaHKO- BOM cBA3U. IIpoexkTUpoBaHue M OOECIICUECHUE
oeszomacHoct VLAN: hopping, cnyduHr KoMMyTaTopa,
ataka ¢ faBoMHBIM TerupoBanneM, Cers PVLAN
IEpUMETPA. IIpakTuueckue pPEKOMEH AN o
MIPOEKTUPOBAHUIO BUPTYAJIbHOM JIOKAJbHOW CETH.

36

Konuemnmnus mapmipyruzanuu

Hactpoiika Mapmpyru3zaTopa. MexaHH3MBI IEPECHIIKH
maketoB. IlonkiroueHMe ¥  HACTPOHMKA  VCTPOMCTB.
CBeTomMOOHBIE HMHIUKATOPEI Ha  MapIIpyTH3aTODE.
AxtuBanuss u Hactpowka IP- agpecamum. IlpoBepka
CBSI3HOCTH ceTel ¢ mpsIMBIM IToakiroueHueM. IIposepka
HacTpoek uurepdeiica. UabTpalva BEIXOIHBIX JaHHBIX
koMmaHx «showy. KoMMyTamnus makeToB MEXIY CETSAIMU.
Dyurus KOMMYTaI1 MapIIpyTH3aTopa.
Mapmpyruzanus nakeros. Omnpenenenue nyTtu. [Ipomecc
IIPUHATHASL pEILIEHUS O IIEPEChUIKE IIaKeTOB. BEIOOD
ontuManbHoro myru. IIporokonelr RIP, OSPF, EIGRP.
Pacnopenenenue Harpy3KH. AJIMUHHUCTPUPOBAHHE
pacctoguue (AD) m HameXHOCTHL Mapuipyra. AHaIu3
Ta0IUI[ MapIIPYTU3ALMU - UICTOYHHUK JaHHBIX, IPUHIIUIIGI
dbopMHUpoOBaHUE BO3MOXXHOCTH  HACTPOUKH.  3amucu
TaOIUIGI MapIIPYTH3ALUKA JUISI CETEM C MPSIMBIM
MOJKIIOYEHHEM. 3aJaHU€ CTAaTUUYECKUX MapIIPyTOB.
[IpoToKOaBl TMHaMHYECKOW MapmpyTu3zanuu cereit [Pv4
u IPv6.

OK2, OK5, OK7,
OK9, TIK1.2,
K1.3

Mopyns 1
Monyns 3

37

Mapmpyruzamus Mexany VLAN

IMTpuHmuner padoTtel Mapmpyruzammu Mexay VLAN.
Hactpoiika Mapiipyruzanuuyu Ha 0a3e MaplIpyTH3aTOPOB
C HECKOJBLKMMHM (U3MUYEeCKMMH HHTepdencamMu, ¢
HCIIOJIL30BaHMEM KOH(MUTYpauu router-on-a-stick, uepes
MHOT'OYPOBHEBBINI KOMMYTAaTop. ITpoOieMsl
MapIIpyTU3ALHH MEXIY VLAN. [IpoBepka

OK2, OKS, OK9,
[1IK1.2, I1K1.3

Monyns 1
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KOHbHUT'YparuU KOMMYTaTopa u HACTPOEK
Mapirpyruzaropa. Hemomanku B pabore uHTEpdeica.
Ommnoku B IP-ampecax u mackax noxacerd. Hacrpoiika u
paboTa KOMMYTAllMd Ha 3-M ypoBHE. MapIpyTusaius
Mexnay VLAN uepe3 BupryaibpHble HHTEPGhENCH
KOMMYTAaTopa, MaplIpyTU3upyeMble IOPThL. Hemonaaku B
HacTpOMKax KOMMYyTaTtopa 3-ro ypOBHSI.

38

Crarudeckas MapIIpyTH3aLus

[IpeuMytiiecTBa U 3a1a4M CTaTUYECKON MapIpyTHU3aIWH.
Tumel cTaTM4ecKUX MaplIpPyTOB: CTAHAAPTHBIM, IO
YMOJIYaHUIO, CyMMAapHbIi, TiaBaromuid. HacTpoiika
crarndeckux mapuipytoB IPv4 u IPv6. Komanma «ip
route». MapuipyT cleaymomero nepexoja. Hamnpsimyro
MOJIKIIOYEHHBIA  CTaTUYECKU MapuipyT. [loaHOCTBIO
3aJJaHHBIN CTaTUYECKUI MapIIpyT. Hactpoiika
CTaTUYECKOTO Mapuipyra 1o ymosuaHuto. KiaccoBas
anpecauus. KnaccoBele macku mnoxacetu. beckiaccoBas
MexaomenHas wmapmpyTtusamus CIDR. OO6benunenue
MapuipyTtoB. Opranuzanusi cynepcereid. Vcmonap3oBanue
Macok mojcetu uxkcupoBanHoi muHbl (FLSM). Macka
noacern mnepemennod mamuabl (VLSM). Hacrtpoiika
CyMMapHbIX M IUIABAIOMIMX CTAaTUYECKUX MapIIpyTOB.
Pacuér cymmapnoro mapmipyra. O0beMHEHUE CETEBBIX
aapecoB [Pv4 u IPv6. Ilouck u ycTpaHeHHe HEMOoNa/I0K B
HAaCTPOMKAaxX CTAaTMYECKOrO0 MapIIpyTa W Mapuipyra Io
YMOJTYAHUIO.

OK2, OK35, OK9,
I1K1.2, I1IK1.3

Mopyns 1
Monayns 3

39

JlnHaMu4eckas MapIpyTA3aius

ITpoTOKOIEI TUHAMUYECKON MapIIPyTU3AIUH -
Ha3HAYCHHE, IPUHITUTIBI PA0OTH U UCTOPUS PA3BUTHS.
CpaBHeHHE TUHAMHUYECKON U CTaTHUYECKON
Mapupyruzanuy. [IpuHIune padoTsl IPOTOKOIOB
MaplIpyTH3alMHU: IIYCK IT0CJIe BKIIFOUEHHS ITUTaHUS,
CereBoe obHapykeHue, OOMeH TJaHHBIMU
Mapipyrusannn, OdecrneueHne CX0IMMOCTH.
Knaccudukaiys npoToKOJI0B MapIIpyTU3AIHH.

OK2, OK4, OK5,
OK6, OKO,
MK1.2, IK1.3

Monyns 1

40

[Tporokomnsl IGP u EGP. [luctaHiinoHHO-BEKTOPHBIE

OK2, OKS5, OK9,

Monyns 1
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npotokoiisl RIP, IGRP. IIpoTokoibl MapipyTH3aIiu 1o
cocrostHMIo kaHaina OSPF u IS-IS. KnaccoBrie u
0OeCKJIacCOBBIE TPOTOKOJIBI MapIIPYTHU3ALUH.
XapaKTepUCTUKU U METPUKH IIPOTOKOJIOB.
JlnHaMHu4eckas JUCTAaHIIMOHHO-BEKTOPHAS
Mapupytusanus. J{ucTaHImOHHO-BEKTOPHBIN AJITOPUTM.
MexaHu3MBbI OTIIPABKU Y MOJYYEHHS JaHHBIX
MapIlpyTU3aUU, PacuéTa ONTUMAIBHBIX IYTEU U
n0o0aBIEHNS MAPIIPYTOB B TAOIMILY MapIIPYTU3ALNH,
OoOHapy:KEHUS U pearupoBaHus Ha U3MEHEHUS B
Tortoniorun. HacTpoiika nmpotokona RIP: BkiroueHme
RIPV2, oTKII04Y€HNE aBTOMATUUECKOIO O0BCIMHEHHS,
HACTPOMKa MaCCUBHBLIX MHTEPMENCOB, IIeEpegayua
MapuIpyTta no yMojg4aHuio 1o cetu. Hacrpoiika
npotokona RIPng.

I1K1.2, I1IK1.3

41

OSPF nns onnoit odnactu

CewmeticTBo nmpotokosioB OSPF. XapakTepucTuku,
npuHIMIE padoTel U KoMIIoHEeHTHI OSPF. Ocobennoctu
OSPF 11 o1HOM ¥ HECKOIBLKHAX 00JIacTeld.
MarucrpansHas obsacts. MHKAICYIAUg cOOOIeH i
OSPF. Tunsr nakeroB OSPF: maker npuBerctaus (hello),
rmaket omucanus 0a3el gaHueiXx (DBD), maker 3amnpoca
coctosHus kanana (LSR), makeT oOHOBJIEHHST COCTOSIHUS
kanazna (LSU). makeT moATBEPKIEHUS COCTOSHUS KaHala
(LSAck). ObHoBIIEHNS cOCTOSHUS KaHaa. Paboune co-
crositausg OSPF. Breinenennstii (DR) u pe3epBHEIt
BBIAEIEHHBIN Mapipyrtu3aTtop (BDR). Cunxporusanus
0a3 manaesix OSPF. Hactpoiika OSPFv2 ms ogHoi
obnactu. Pexum koHGHUTYyparuu uaeHTUhUKATOPHI
Mapipyrusaropa. Mcnons3oBanue uarepderica
loopback. Bxirouenne OSPF na unrepdeiicax.
Ta6nonnas macka. Komanna «network». Hactporika
macCUBHEBIX HHTEpPdeiicoB. Popmyia pacuéra METPUKHU
croumoct OSPF. Hactpoiika 3HaueHUN IPOIYCKHOM
cnocobonocty uarepderica. [IpoBepka cocequux
YCTPOMCTB, HACTPOEK IIPOTOKOJIA, JaHHEIX IpoIlecca U
npyrux xapaktepuctuk OSPF. Cpasuenue OSPFv2 u
OSPFv3. Anpeca tumna link-local. Tomonorus cetu
OSPFv3. Hactpoiika uaeHTudukaTopa MapuipyTusaropa

OK2, OK35, OKS9,
[IK1.2, [IK1.3

Mopyns 1
Monyns 3
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OSPFv3. Bxmouerne OSPFv3 Ha nHTEepdeiicax.

42

Crucku koHTpoasa gocryma (ACL)

Crucku kouTpoiasa gocrymna (ACL). I[Ipunnun padoTel
ACLcnuckos. Tunsl ACL-crinckos Cisco s [Pv4.
ITpucBanBanue HomepoB U UMEH ACL-crrckam. Pacuér
madionHoil Macku B ACL- cimckax. Pexomenpamuu mo
co3manuro 1 paszMenienuto ACL-cnuckoB. Pa3zmerienue
cTaHaapTHLIX U paciupeHHbx ACL-cuckoB.
Hactpoiika cranmapraoro ACL-coucka. IIpumenenue
cragmaptHeiXx ACL-crickoB Ha naTepdeiicax.
Kommentapuu k ACL-crimckaM. IIposepka u
pPENAKTUPOBAHUE CTAHIAPTHBIX HYMEPOBAHHBIX
ACLcruckoB. ACL-ctaructuka. 3amura moptoB VIY ¢
nomotubto ctanaaptaoro ACL-cnucka [Pv4. Ctpykrypa
n HacTpoiika pacmupeHHbIX ACL-crinckoB mist [IPv4.
DunpTpanusa Tpaduka ¢ UCHOIL30BAHUEM DACIIUDEHHBIX
ACL-cnouckos. Ilouck u ycrpanenne Henoaagok ACL-
couckoB. Pacipocrpanénusie ommbOkn ACL-crinckos.
CpaBuenue ACL-cniuckoB st IPv4 u IPv6. Hactpoiika u
npoBepka ACL-criuckoB mis [Pv6.

OK2, OK35, OKS9,
[IK1.2, I[1IK1.3

Moayns 1
Mopyns 2

43

ITporoxon DHCP

IIpotoxon DHCP. DHCPv4: 6a3oBas onepanus, hopMat
COOOIIIeHHH, COOOIIEHU OOHAPYKEHUS U IIPEIIOKEHHS.
Hactpoiika, mpoBepka U peTpaHCISIIHI IIPOCTOTO
DHCPv4-cepBepa. HacTpoiika MapiipyTusaTopa B
kauectBe DHCPv4-raNenra. Hactpoiika mapmpyrusaropa
kiacca SOHO. ITouck u ycTpaHeHHEe HEMONAI0K B
pabote mapmpyruzaropa DHCPv4. ITporokoir DHCPv6.
ABTOMaTHYECKas HACTPOMKA ajpeca 0e3 OTCIEKUBAHUS
cocrostaus (SLAACQC). ITpunimn padorel SLAAC ¢
DHCPv6. DHCPv6 ¢ u 6e3 oTclie)XUBaHUsSI COCTOSTHUS.
ITponeccert DHCPv6. HacTpoiika MapmipyTa3aTopa B
kagectBe DHCPv6-cepBepa 1 DHCPv6-xnumenTa. ITonck
U ycTpaHeHue HenoJiaok B pabore DHCPv6.

OK2, OK35, OK9,
[IK1.2, IIK1.3

Monyns 1

44

IIpeoOpasoBanue ceTeBBIX aapecos [Pv4
IIpeoOpa3oBanue ceTeBBIX aapecoB [Pv4.
KoHrnenryaabsHoe mpeo0pa3oBaHUE CETEBBIX aAPECOB
(NAT). Tepmunonorus v npuHouisl padotsl NAT.
ITpocTpancTBo yacTHbIX IPv4-aapecoB. Ctatudeckoe u

OK2, OK5, OKO,
MK1.2, IK1.3

Monyns 1
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IUHAMHAYECKOE MPe00pa30BaHUE CETEBLIX aAPECOB
(NAT). IIpeobpazosanue aagpecos noptoB (PAT).
Cpasuenne NAT u PAT. IlpeumyinecTsa u HEAOCTATKH
NAT. Anamu3 cratuueckoro npeodopasosanus NAT.
IMpunnun padorel gunamuyeckoro NAT Hacrpoiika u
npoBepka NAT, PAT. Ilepeangpecanus mopTos.
Hactpoiika NAT u nporokona IPv6. Ilouck u
ycTpaHeHHne Henoytaaok B padote NAT.

45 [MpakTuueckas padora 1 OK1, OK2, OKS5, Mopyns 1

Hacrpoiika napameTpoB 0€301MacHOCTH KOMMYTaTopa. OKO, TIK1.2, Monyns 3
I1K1.3

46 [IpakTrueckas padora 2 OK1, OKS5, OK9, Mopyns 1
Joctym k cereBbIM yCTpoKcTBaM 1o mnporokoay SSH [1K1.2, TIK1.3

47 IIpakTrueckas padora 3 OK1, OKS5, OK9, Mopyns 1
Kongurypamust cereit VLAN 1 TpaHKOBBIX KaHAJIOB [IK1.1, , [IK1.2,

I1K1.3

48 [IpakTrueckas padora 4 OK1, OKS5, OK9, Mopyns 1
[Touck u ycTpaHeHHE HETOoIaJ0K B KOHPUTypauu [IK1.2, I1IK1.3 Monyis 3
VLAN

49 IIpakTryeckas padora 5 OK1, OKS5, OK9, Mopyns 1
Peanu3zanus cucremsl 6e3onacuoctu cetu VLAN [1K1.2, 11K1.3 Monyib 2

50 IIpakTuyeckas padbora 6 OK1, OK4, OKS5, Mopyns 1
TecTtupoBaHUe CETEBOTO MOAKIKYECHHUSIC IIOMOIIBIO OKO9, IIK1.1,
KOMaHJ «ping» u «traceroute» IK1.2, TIK1.3

51 [TpaxTrueckas padota 7 OK1, OK2, OK5, Mopyns 1
Hacrpoiika mapmpyruzanuu mexay VLAN misa kaxmoro OK9, T1K1.2,
uHTepdeiica I1K1.3

52 IIpakTrueckas padora 8 OK1, OKS5, OK9, Monayns 1
Hactpoiika 6a3oBoro nporokona OSPFv2 mist oguoM [IK1.2, T1IK1.3
obnactu

53 [IpakTrueckas padota 9 OK1, OKS3, OKO, Monayns 1
Harnsnnoe npencrasienne pabotel ACL-cniucka T1IK1.2, TIK1.3

54 IIpakTryeckast padora 10 OK1, OK2, OKS5, Monayns 1
Hacrpoiika crannaptasix ACL-crinckos OKO9, IIK1.2,
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I1K1.3

55 [TpakTuaeckas pabora 11 2 2 OK1, OKS5, Mopyns 1
Hacrpoiika pacmpennbix ACL-CIUCKOB. OK9
56 [TpakTuaeckas padbora 12 2 2 OK1, OKS35, OK9, Mopyns 1
Ilouck u ycTpaHeHHe HENOJIaA0K B HACTPOUKE U [1K1.2, ITIK1.3 Monyis 3
pa3meriennu ACL-cnuckoB Monyib 4
57 [TpakTnueckas padota 13 2 2 OK1, OK4, OKS5, Monayns 1
bazoBas nacrpoitka DHCPv4 na mapipyrusartope OKO9, I1K1.2,
I1K1.3
58 [TpakTnueckas padora 14 2 2 OK1, OKS5, OK9,
[Touck u ycTpanenue Hernonanok B pabore DHCPv4 [1K1.2, 11K1.3
59 [Ipaktuueckas padota 15 2 2 OK1, OKS35, OK9, Mopyns 1
[Touck u yctpanenue Henonaaok B pabore DHCPv6 [1K1.2, 11K1.3
60 [IpakTnueckas pabora 16 2 2 OK1, OKS5, OK9, Mopyns 1
Wzyuenue npunnumna padbotel NAT [1K1.2, TIK1.3
61 [TpakTnueckas padora 17 2 2 OK1, OK2, OK5, Mopyns 1
Hacrpoiika cratnyeckoro u qunamuydeckoro NAT OKO9, I1K1.2,
I1K1.3
62 [IpakTuueckas pabora 18 2 2 OK1, OK2, OKS5, Monayns 1
IIpoBepka, MOMCK U YCTPAHEHHUE HEIOIAL0K OK9, IIK1.2,
koHurypauuii NAT I1K1.3
CamocTosTenpHas paboTa o0ydaronmxcs 4
Hroro mo MJIK: 128 78
MJIK.01.02. Opranuzarusi, IpUHIMIIBI TOCTPOEHUS U PYHKIIMOHUPOBAHUS KOMIIBIOTEPHBIX 184 126
ceren
1 Brenenne B MacmrabupoBaHue ceTen 2 OK2,0K4,0KS5, Monayns 1
Tema 2.1. Mapupytu3za- Peanuzanms npoekra cetu. [IpoekT nepapXxudeckoi ceTu. OK9,0K10 Moayis 3
oust u Pacmmpenue cetn. BeiOOp ceTeBBIX YCTPOMCTB. OKl11
KoMMmyTanusa. Macmrabu- KoMmmyTarnmonnoe o6opyaoBanue. MapiipyTu3aTopsl. IIK1.2., TIK1.3
pOBaHMeE ceTeit YpaBJistoIne yCTPOUCTBA. IK1.5.
2 BBenenue B MmacmrabupoBaHue ceTei 2 OKS5, OK9, Monayns 1
Peanmmzanus npoekrta cetu. [IpoekT nepapxmdyeckon ceTH. IK1.1, I1K1.2, Monyns 2
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Pacmupenue cetu. BeiOop ceTeBBIX YCTPOMCTB. I1K1.3

KommyranmonHoe o6opyaoBanue. MapiipyTu3aTopsl.

Ynpasiasiomme yCTporucTBa.

H30pITounoctsh LAN OKS5, OK9, Mopyns 1
IToustus npoTokoia spanning-tree. IlpenHasnauenne [1K1.1, TIK1.2,

npoTokosia spanning-tree. ITpuniun pa6orer STP. Tumnel K13

npotokosoB STP. Hacrpoiika nmporokona STP.

Hacrpoiika PVST+. Hactpoiika Rapid PVST+.

ITpoGiemsr HacTpoiiku STP.

N36p1TounOCTE LAN OK5, OK9, Moayns 1
[TonsiTus mporokona spanning-tree. IlpegHazHaueHue TIK1.1, IIK1.2,

nmpotokoja spanning-tree. ITpuniun padorer STP. Tumbt I1K1.3

npotokoioB  STP.  Hactpoiika mnportokona  STP.

Hacrtpoitka PVST+. Hacrpoitka Rapid PVST+.

[TpoGnembr HacTporiku STP.

ArperupoBaHue KaHaJIOB OKS5, OK9, Mopyns 1
OCHOBHBIE TIOHSITUSI AarPETUPOBAHUS KaHAJIOB. ATperupo- TIK1.1, IIK1.2, Monyns 3
Banue kaHamoB. [lpuamun pabotsl  EtherChannel. I1K1.3

Hacrtpoiika arperupoBanusi kanayioB. Hactpoiika Ether-

Channel. IlIpoBepka, MOUCK M YCTpaHEHHE HEMOJAJ0K B

pabote EtherChannel

ArperupoBanue KaHaJIOB OKS5, OK9, Monayns 1
OCHOBHBIE TIOHSITHS arperupoBaHus KaHAJIOB. ATperupo- IIK1.1, T1IK1.2, Monynb 2
Banue kaHanoB. [lpuHmun pabGotsl  EtherChannel. I1K1.3

Hactpoiika arperupoBanusi kananoB. Hactpoiika Ether-

Channel. IIpoBepka, MOUCK M YCTPaHEHHE HENOJAN0K B

pabote EtherChannel

becpoBoaHEIC IOKATBLHBIC CETH OKS5, OK9, Monayns 1
Konnernmmu GecripoBoiHOM CBsi3u. BBenenue B Gecmpo-

BOIHYIO cBs3b. KomnoneHTsl cereit WLAN. Tononorun IIK1.1, TIK1.2,

cereit WLAN 802.11. [Ipunnums! paboThl 6eCipoOBOAHOM IIK1.3

nokansHOM cetu. CTpykTypa kaapa 802.11. dyHKIMOHU-
poBaHue OECIPOBOJHON CBSI3M. YTIpaBJICHUE KaHAJIaMH.
BbezonacHocTh OeCIPOBOAHBIX JOKAJIBHBIX CETeH. YTPO3bI
st cereit WLAN. OGecnieuenne 6ezonacioctt WLAN.
Hactpoiika OecipoBOJHBIX JIOKAJIBHBIX ceTed. HacTpoii-

26




ka OecrpoBogHOrO Mapuipytuzatopa. Hactpoiika Oec-
MPOBOJHBIX KIMEHTOB. [ToWick W ycTpaHeHHE HETMOIaI0K
B pabore cereit WLAN.

becrnipoBoHEIE JIOKAJILHEBIE CETH

Konuenmuu 0ecripoBomHoil ¢Bsi3u. BBenenne B Oecrpo-
BOoIHVIO cBsa3b. KommoneHTs! cereii WLAN. Tomonoruu
ceter WLAN 802.11. [TpuHIms! padoTsl 0€CIIPOBOIHOM
JokaibHOM cetH. CTpykTypa Kaapa 802.11. OyHKIIMOHH-
poBaHue O€ECIPOBOIHON CBsI3M. YIPaBieHUE KaHAJIaMU.
BeszomacHocTh O€CIPOBOAHBIX JIOKAIBHBIX CETEH. YTDO3EI
st cete WLAN. Ob6ecnieuenue 0e3omacuoct WLAN.
Hactpoiika 6ecipoBOAHBIX JOKAIbHBIX cerei. Hactpoii-
Ka OecrnmpoBOMHOrO Mapiipyruzatopa. Hactpoiika Oec-
MIPOBOAHBIX KIMEHTOB. [loMck u ycTpaHeHHe HEemoJaJoK
B pabote cereir WLAN.

OKS3, OKO,
I1K1.1, IIK1.2,
I1K1.3

Mopyns 1
Monayns 3

Hacrpoiika u ycrpanenne Hernomnanaok B padore OSPF s
0JIHOI o0stacTu

Pacmupennsie nmapamerpsl npotokona OSPF nns ogHoi
obnactu. MapuipyTusanust Ha ypOBHSIX pacHpeesieHUs U
sanpa. OSPF B ceTsix ¢ MHOXeCTBEHHBIM jaocTynoMm. Pac-
MPOCTPAHEHHWE MapupyTa MO0 yMoiyaHuto. TouHas
HacTpoiika untepdericoB OSPF. 3ammura OSPF. Vcrpa-
HEHUE HenoJyiaJok peanuzauuu nporokonaa OSPF mns ox-
HOM oOnactu. CocTaBisioniye MpoUeAyphl INOHCKa HU
ycTpaHeHus Heronaaok B padore OSPF mis ogHoi o6:a-
ctu. [louck U ycTpaHeHHe HEMOoJIaI0K B MapIIpyTH3AIUN
OSPFV2 nns oapnoit oGmactu. Ilouck u ycTtpaHeHue
Henosanok B OSPFvV3 nns onHoit obiacti

OKS3, OKO,
IIK1.1, ITK1.2,
I1K1.3

Monyns 1

10

Hacrpoiika u ycrpanenue Henosnazok B pabore OSPF nns
OJTHOM 00acTi

Pacmmpennsie napametps! nportokosna OSPF mis ogHoM
oOnactu. MapupyTuszanus Ha ypOBHSIX pacIpe/ieIeHus U
sanpa. OSPF B ceTsix ¢ MHOX€CTBEHHBIM JOCTynoM. Pac-
IIPOCTPAaHEHHWE Mapupyra no yMoia4daHuio. TouHas
HacTpoiika untepdericoB OSPF. 3amurta OSPF. Vcrpa-
HEHHUE HEeMNoJIaZoK peanusaunu nporokona OSPF mia on-
HOM o6sactu. CocCTaBisIONIMe MNpOLENyphl MOHCKa H

OKS5, OKO,
MK1.1, TIK1.2,
MK1.3

Monyns 1
Mopyns 2
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ycTpaHeHus Henonaaok B pabore OSPF nis ogHoit o6a-
ctu. [Touck M ycTpaHEHHE HEIOJIaJIOK B MapIIpyTH3ALNH
OSPFv2 nns onmuoit oGnactu. Ilomck u ycTrpaHeHue
Henonagok B OSPFv3 s ogHol obmacTu

11 OSPF mis gHeckoapkux obiacteit OK35, OK9, Moayns 1

[Tpuntun paboter OSPF nmins Heckonbkux oO0macTei. IK1.1, [IK1.2,
Haznauenune OSPF s Heckonbkux oOnacrei. [IpuHImn TIIK1.3
pabotel makeroB LSA B OSPF mns Heckonpkux o06ia-

creit. Tabnuma MapmipyTH3allid W THIBl MapIIpyTOB
OSPF. Hacrtpoitka OSPF nis HECKONBKHX OO0JIacTei.
Hacrpoiika OSPF s Heckonbkux obOmiacteii. O0beau-
Henue MapuipytoB OSPF. Tlposepka OSPF niist Heckoib-
KUX 00JIacTeH.

12 OSPF mis Heckonpkux odiacreit OKS5, OK9, Mopyns 1
[Tpunnun paboter OSPF nmims HeckonbkuxX oO0macTei. IK1.1, [IK1.2, Monyns 3
Haznauenne OSPF mist Heckonpkux oOnacteid. [TpuHmmn [IK1.3
pabotel makeroB LSA B OSPF mns Heckonpkux o06ia-
creit. Tabnuma MapmpyTH3alldd W THIBI MapIIpyTOB
OSPF. Hacrtpoitka OSPF nis HECKONBKHX OO0JIacTEH.

Hactpoitka OSPF nns Heckonmbkux obnacteit. O0neau-
HeHnue mapuipytoB OSPF. IIposepka OSPF nns Heckosnb-
KUX 00JIacTeH.

13,14 | Ilpaktuyeckas pabora Ne 1 OK1, OKS5, Mopyns 1
PasBepTeiBaHME KOMMYTHPYEMOM CETH C pPE3EpBHBIMU ,OK10 IIK1.1, Monyns 2
KaHaJlaMu 1IK1.2

15,16 | Ilpaktuueckas pabota Ne 2 OK1, OKS5, Mopyns 1
Hactpoiika Rapid PVST+, PortFast u BPDU Guard OK9,0K10

[K1.1, TIK1.2

17,18 | IIpaktuueckas padota Ne 3 OK1, OKS5, Monyns 1

Hacrpoiika nporokona GLBP OK9,0K10
[IK1.1, TIK1.2

19,20 | IIpakTuueckas padota Ne 4 OK1, OKS3, Monayins 1

Onpenenenne TUMOBBIX OMKUOOK KoHpuryparuu STP OK9,0K10
[IK1.1, TIK1.2

28




21,22 | [Ipaktuueckas padota Ne 5 OK1, OKS35, Monayns 1
Hactpoiika EtherChannel OK9,0K10
ITK1.1, T1IK1.2
23,24 | IIpaktuueckas padora Ne 6 OK1,0K4, Mopyns 1
[Touck u ycrpanenue Henosaaok B padbore EtherChannel OKS5, Monayinb 3
OK9,0K10
ITK1.1, T1K1.2
25,26 | IIpaktuueckas padora Ne 7 OK1, OKS5, Monyns 1
Hacrpoiika VRRP u EtherChannel OK9,0K10 Monyns 2
[IK1.1, TIK1.2
27,28 | Ilpaktnueckas pabota Ne 8 OK1, OKS5, Mopyns 1
Hactpoiika 6a3zoBoro mnportokona OSPFv2 nns onnoit OK9,0K10
obnactu IIK1.1, IIK1.2
29,30 | IIpakTuueckas pabora Ne 9 OK1, OKS5, Monyns 1
Hacrpoiika OSPFV2 B ceTy MHOXECTBEHHOI'O JJOCTYIa OK9,0K10
[IK1.1, TIK1.2
31,32 | Ilpaktuueckas padora Ne 10 OK1, OKS5, Mopyns 1
Hacrpoiika pacmpennbix ¢pynkuuii OSPFv2 OK9,0K10
[TK1.1, TIK1.2
33,34 | IIpaktuueckast padota Ne 11 OK1, OKS5, Monyns 1
[Touick u ycTpaHeHHE HEMOJaJ0K B paboTe OCHOBHBIX OK9,0K10,
npotokonoB OSPFv2 u OSPFv3 nns ognoit o0nactu OK7IIK1.1,
I1K1.2
35,36 | I[Ipaxtuueckast padora Ne 12 OK1, OKS5, Mopyns 1
Ilonck ®W  vcTpaHeHHWE  HENoJdagoK B padore 0K9,0K10 Monyns 3
yCcoBepIeHCTBOBaHHOTO TnpoTokosia OSPFV2 nnst oxHoit [IK1.1, TIK1.2
obyactu
37,38 | Ilpaktuueckas padora Ne 13 OK1, OKS5, Monyns 1
Hactpoiika OSPFv2 nns Heckonpkux o0macreit OK9,0K10 Mopyns 2
[IK1.1, TIK1.2
39,40 | ITpaktuueckas padora Ne 14 OK1, OKS35, Mopyns 1
Hactpoiika OSPFv3 miist Heckoibkux obnacteit OK9,0K10
[1K1.1, TIK1.2
41,42 | Ilpaktuueckas pabora Ne 15 OK1, OKS, Monyns 1
ITouck m ycrpanenue Hemonagok B pabore OSPFv2 u OK9,0K10
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OSPFv3 g HeCcKOJIBKUX 00J1acTel

43

[Tonck m ycrpanenwe Hemolaaok B pabore OSPFv2 wu
OSPFv3 g HecKOJIBKUX 001acTei

OK35,0K9

Monayns 1

Tema 2.2. CoeqnneHue ce-
TeH

44

[TonkmoueHue K TI00aTBHON CeTH

O0630p TexHoJIOTHH TiI00ambHOU cetH. Llenb co3maHus
rnobanbHBIX cerei. [TpuHIun paboTel r100aaIbHOM CETH.
Bei6op TtexHomoruu rtnoOanbHON cetn. CepBUCHI TIIO-
OanpHOM cetH. MHGPaCTPpyKTyphl Y4acTHBIX T100aTbHBIX
cereii. MHpacTpykTypa O0OIIEIOCTYIIHONW TIJI00AJIBHOM
cetu. Be100p cepBUCOB TI100AIBHON CETH.

OK35,0K9
I1K1.3, ITIK1.5

Monayns 1

45

IToaxmroyeHue K riao0aIbHOM CeTH

O0630p TexHoJiornii rioOanbHOM ceTu. Lleab co3manwus
rimo0anbHEIX cerel. [IpuHum paGoTs! rII00aIEHON CETH.
Br1oop texnonorum rinobGanbHOM cetd. CepBHUCHI IJI0-
OanpHON cetr. UHMDDPACTPYKTYDHI YaCTHBIX I100aIbHBIX
ceteii. MudbpacTpykrypa 00IIEAOCTYIIHON TIII00AIBLHOM
cetn. BeiOOp cepBHCOB INI00ATLHON CETH.

OKS5,0K9
I1IK1.3, ITIK1.5

Monayns 1
Monaynsb 3

46

IMogxirouenue K riao0albLHON CeTH

O030p Texuomoruil riodampHOM ceru. Llens co3manus
rio0anbHEIX cerel. [IpuHum paGoTs! rII00aIBHON CETH.
Bri6op Texuosoruu riodOanbpHON ceru. CepBHUCHI TJIO-
OanpHOM cetu. MHMPACTPYKTYDPBI YAaCTHBIX IVIOOAIBHBIX
ceteri. MudbpacTpykTypa OOIIEIOCTYIIHON TJI00aIBLHOM
ceT. Be16Op cepBHUCOB I1100aIbHON CETH.

OK35,0K9
[IK1.3, I1IK1.5

Mopyns 1
Mopnyisb 2

47

CoenuHeHne «TOYKa-TOUKa»

0O030p TOCTENOBATENBHOTO COSAMHEHHS «TOYKA-TOUYKAY.
CBs3p IO MOcCHeAOBaTeIbHOMY KaHaly. MHkancymsius
HDLC. Ilpunuun pabotsl npotokoina PPP. TIpeumyie-
ctBa mporokosa PPP. LCP u NCP. Ceancei PPP.
Hactpoiika mporokona PPP. Hactpoiika nporokona PPP.
Aytentudukanus PPP. Otmanka coenmunenmii WAN.
Otnanxa PPP.

OK35,0K9
[IK1.3, I1IK1.5

Moayns 1

48

CoennHeHne «TOYKA-TOIKAY

O0630p MOCIIEA0BATEILHOI0 COEAUHEHHS «TOUYKA-TOYKAY.
CBsa3p 110 TIOCHENOBaTeNbHOMY KaHairy. MHKarcyasims
HDLC. Ipunnun pabotsl nporokona PPP. IIpeumyiie-
ctBa npotokosa PPP. LCP u NCP. Ceancst PPP.

OK35,0K9
I1IK1.3, ITIK1.5

Monyns 1
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Hactpotika nporokona PPP. HacTtpoiika npotoxoia PPP.
Avreatndbukamuss PPP. Ornanka coemuuennii WAN.
Otnanka PPP.

49

Pemenus mmpoKonogocHOro J0CTyma

VYnanéunas pabdora. [Ipeumymecta yaanéHHOW pabOTHI.
busnec-tpeboBanus it yoanéHHbIX paboTHUKOB. Cpas-
HEHHUE pElICHUN IIMPOKOIONIOCHOr0 noctyma. KaGensb.
DSL. BecnpoBojHbIe MHUPOKOIOJIOCHBIE CeTU. BBIOOD
peUIeHU MIMPOKONOJIOCHOTO aocTyna. Hacrpoiika mos-
kmouenuit xXDSL. O630p PPPoE. Hactpoiika PPPoE.

OK35,0K9
[IK1.3, ITIK1.5

Monyns 1

50

Pemenns mmpoKomIoI0CHOI0 JOCTYyHa

Vnanéunas padota. [IpenmymecTBa yaanéHHoONH pabOTHI.
busnec-tpeboBanus i yaanéHHbIX paboTHUKOB. Cpas-
HEHUE PEIICHU MIUPOKOMOJOCHOr0 aoctyma. Kabensb.
DSL. becnpoBoaHble IIMPOKOIOJIOCHBIE ceTH. Bribop
pElIEHU MIMPOKONOJIOCHOrO AocTtyna. Hacrpoiika mon-
kioueHnit xXDSL. O630p PPPoE. Hactpoiika PPPoE.

OKS5,0K9
[1IK1.3, I[1IK1.4

Moayns 1
Monaynsb 3

51

Pemennst mmpoKomoIOCHOTO JOCTYIIA

VY nanénnas pabora. IIpeumyiiecTtsa yananéHHoOW PaOOTHI.
busuec-tpeboBanus 11 yaaiaéHHBIX padoTHHKOB. Cpas-
HEHHE DPEIICHUN IIMPOKOIOJIOCHOro aoctyma. Kabens.
DSL. BecnpoBoaHble IIMPOKOIIOJIOCHBIE CETH. BBIOOD
pelIeHu IMHUPOKONOJoCHOro mocryma. Hacrpolika 1mon-
kioueHnit XDSL. O630p PPPoE. Hactpoiika PPPoE.

OK35,0K9
[IK1.3, ITIK1.5

Monayns 1
Moaynsb 2

52

3amuTa MeX(GHIHAILHON CBI3H

Cernu VPN. OchnoBwl cereit VPN. Tumnsr cereit VPN.
Tyunenrn GRE wmexny o6bektamu. OcHoBbl GRE.
Hactpoiika tynneneit GRE. O6mue cBenenust 06 [Psec.
3amura nporokona IP. Crpykrypa mnpotokona IPsec.
Vnanéunsiii noctyn. Pemenuss VPN s ynanéanoro no-
cryna. Cern VPN ynan€HHoro nocryna ¢ UCIOIb30BaHU-
eM [Psec.

OK35,0K9
[1IK1.3, ITIK1.5

Moayns 1

53

3amuTa MeK(OUTHATBHON CBSI3U

Cetu VPN. OcHoBbl cereit VPN. Tumnbl cereit VPN.
Tyunenn GRE wmexny o6bextamu. OcHoBbl GRE.
Hacrpoiika Tynneneii GRE. O6mue cBenenus o6 IPsec.
3amura nporokona IP. Crpykrypa mporokxona IPsec.

OKS5,0K9
MK1.3, TIK1.5

Monyns 1
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Vnanéunsiii noctyn. Pemenunss VPN nns ynanéunoro no-
cryna. Ceru VPN ynanéHHoro nocryna ¢ UCIOJIb30BaHU-
eM [Psec.

54

3amuTa MeK(GUINAILHON CBI3HU

Ceru VPN. OcnoBnl cereit VPN. Tunbr cereir VPN.
Tyanemu GRE wmexny o6bektamu. OcHoBbel  GRE.
Hacrpoiika tynneneit GRE. O6mue cBenenusi 06 [Psec.
3ammra nportokona IP. Crpykrypa mnpotokona IPsec.
VYnanéuusiil nocryn. Pemenuss VPN s ynanéHHoro J10-
cryna. Cetu VPN yaan€HHoro aoctyna ¢ MCIojb30BaHU-
eM IPsec.

OK35,0K9

Monayns 1

55

MounwnTopusr Cetn

Syslog. Ilpunmun pa6otel Syslog. Hactpoiika Syslog.
SNMP. Ilpunmun padorst SNMP. Hacrpoiika SNMP.
NetFlow. Ilpunnun pa6oter NetFlow. Hactpotika Net-
Flow. [TpoBepka moneneii Tpapuka.

OK35,0K9

Mopyns 1
Monyns 3

56

Monutopusr Cetu

Syslog. IMpuanun pabdotel Syslog. Hactpoiika Syslog.
SNMP. IIpunmun padorst SNMP. Hacrpoiika SNMP.
NetFlow. Ilpunmun pa6otsr NetFlow. Hactpoiika Net-
Flow. ITpoBepka mojenei Tpaduka.

OK35,0K9

Mopyns 1
Mopnyb 2

57

OTtiaaka cetu

[Touck u ycTpaHeHHe HEMOJIAOK C MCIIOJIb30BAHUEM CH-
creMHoro noaxoja. Jlokymenramnus o cetu. IIponeaypa
MOMCKA M yCTpaHEHUs HemoJanok. M3omsus mpooiieMbl
C TIOMOIIIBI0 MHOTOYPOBHEBBIX Mojeneil. OTnaaka CeTu.
CpencTBa moucka U yCTpaHeHHUs! HenoyiagoK. CUMITOMBI
Y NpUYUHBI OTNIagku ceTu. [louck u ycTtpaHnenue Hemnosna-
JIOK cBsA3M B ceTax IP.

OK35,0K9

Moayns 1

58

Otnanka cetn

[Touck u ycTpaHeHHe HEMOJIAOK C MCIIOIh30BAHUEM CH-
creMHoro noaxoja. Jlokymenrtamnus no cetu. IIponeaypa
MOMCKA M yCTpaHEHHUs HemoJanok. M3omsuus mpooieMsl
C TIOMOIILI0 MHOTOYPOBHEBBIX Mojeneil. OTinaaka CeTu.
CpencTBa moucka U yCTpaHeHHUsT HenoyagoK. CHMITOMBI
Y NpUYUHBI 0TNIaKku ceTu. [louck u ycTtpaHnenue Hemnosna-

OK35,0K9
[IK1.3, ITIK1.5
[1K1.4

Monyns 1
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JIOK cBs134 B ceTax [P.
59,60 | IIpaxtuueckas padora Ne 16 OK1, OKS5, Monyns 1
Hacrpoiika 6a3zoBoro PPP c ayrentudukanueit OK9,0K10 Monayins 3
[IK1.1, T1K1.2,
[1K1.3
61,62 | IIpakTuueckas padora Ne 17 OK1, OKS5,
Otnaaka 6a3zoBoro PPP ¢ ayrentudukanueit OK9,0K10
63 [TpaxTHueckas padora Ne 18 OK1, OKS5, Monyns 1
Hacrpoiika mapiipytusatopa B kadectBe kieHTta PPPoE OK9,0K10 Monayns 2
it noakiroyeHust DSL IIK1.3, IIK1.5
64,65 | IIpakruueckas padora Ne 18 OK1, OKS5, Mopyns 1
Hactpoiika mapupyruszaropa B kauecte kireHta PPPoE OK9,0K10
g noakirouenus DSL IIK1.3, IIK1.5
66,67 | IlpakTueckas padora Ne 19 OK1, OKS5, Mopyns 1
Hactpoiika TynHenss VPN GRE no cxeme «rodka-To4ka» OK9,0K10
I1K1.3, TIK1.5
68,69 | IIpakTuueckas padota Ne 20 OK1, OKS5, Mopyns 1
Hactpoiika Syslog u NTP OK9,0K10
70,71 | IlpakTtuueckas pabora No 22 OK1, OKS5, Monyns 1
Co6op u ananu3 nanasix NetFlow OK9,0K10
I1K1.3, TIK1.5
72 [TpakTuueckast paborta Ne 22 OK1, OKS5, Mopyns 1
Co6op u ananu3 nanabix NetFlow OK9,0K10 Monyns 3
I1K1.3, TIK1.5
73,74 | Ilpaktuueckas padota Ne 23 OK1, OKS5, Mopyns 1
WHcTpyMeHTapuii  CETEBOTO  aJAMUHHUCTpaTopa s OK9,0K10 Monyns 2
HaOJIIOICHUS IIK1.3, IIK1.5
75 ITpakTrueckas padora Ne 23 OK1, OKS35, Mopyns 1
WNHcTpyMeHTapuili  CETEBOTO  aAMHUHHCTpAToOpa  AJIA OK9,0K10
HaOJIIOIeHUA T1K1.3, I1K1.2,
I1K1.4 TIK1.5
CamocTtosarenpHas pabota. I[IpodeccruoHanbHbIN CTaH- OK10,0K11
JapT CETEBOTO aaMUHHCTpaTopa. M3yunth TpebGoBanHms IIK1.5
HR k cnenumanucram pa3Horo ypoBHsl.

CamocTosTenbHas paboTa o0ydaronmxcs
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OO0s3aTenbHas ayIuTOpHAas yueOHasi Harpy3Ka 1o KypcoBOMY ITPOCKTUPOBAHHUIO 30 30
Hroro mo MJIK: 184 126
YyeOnas npaktuka (YI1.01.01) 216
[Tpon3BoaCTBEHHAS MPAKTHKA (TI0 MPOQHUITIO CIIEITUATBHOCTH ) 144
Bcero no [IM 700
B toMm uucne 100
Teopernueckoe 00yueHue
[IpakTuueckue 3aHATHS 170
JlaboparopHble 3aHATHS
CeMuHapCKue 3aHITHUS 4
CamocTtosrenbpHas paboTta 8
Kypcosoii npoekt 30
YueOHas mpakTHKa 216
[Ipoun3BocTBEHHAS PAKTUKA 144
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4 YCJIOBUSA PEAJTIM3ALINU ITPOOPECCHUOHAJIBHOT'O MOIVYJIA

4.1 MatepuaibHO-TEXHUIECKOE 00eCIIeUCHHE

Peanuzanus nporpamMMsl mpoecCHOHAIBHOTO MOAYJISL OCYIIECTBIISICTCS 10 TPEOOBAHHSIM
OI'OC u peanusyercs B 1a00paTOpUy OpraHU3AIMK U MPUHIUIIOB OCTPOSHUSI KOMITBIOTEPHBIX
cucreM JI-508 st mpoBeneHUs 3aHATHH JIGKITMOHHOTO THIIA, TPAKTUYECKUX pabOT, CEMHUHA-
CKOT'O THIIa, TPYNIIOBBIX U WHAMBUIYAIbHBIX KOHCYJIBTAMN U B CTYIHH MPOCKTHUPOBAHUS U JIU-
3aiiHa CETEBBIX APXUTEKTYP M MHXKEHEPHOW rpaduKu IS MPOBEACHUS 3aHITUNH CEMHHAPCKOTO
TUIIA, TPYNIIOBBIX U UHIUBUIYaIbHBIX KOHCYJIbTALUN. IPAKTUYECKUX pabOT, yueOHOM MpaKTUKH,

O06opynoBaHue J1a00PaTOPHH:

Yuebnas mebens, 16 [IDBME3300/1Gb/40/ASUS 19, cepsep B nabopaTopuu, makeT Ju-
[IEH3MOHHOT'O IPOTPaMMHOTO OOecrieueHusi, MyJIbTHMEIHNIHOe 000py/I0OBaHNEe, HHTEPAKTUBHAS
JI0CKa, HOPMATHUBHO-TEXHUYECKasi TOKyMEHTaIus, nepudepuitHoe o00opy1oBaHUe, TUIIOBOM CO-
CTaB JUIsl MOHTaXKa (KaOeau pa3iuyHOro TUMA, 00KUMHOM MHCTPYMEHT, KOHHEKTOpBI RJ-45, Te-
CTEpHI JUIs Kabellst, KpOCC-HOXKH, KPOCC- TIAHENN U HAJIAJKH KOMITBIOTEPHOM CETH), MapIIpyTH3a-
TOPBI, KOMMYTATOPBI, TEJIEKOMMYHHKAIIMOHHAs CTOIKa, OecripoBoiHas Touka jnocryma; [P Teme-
(boHBI, MPOrpaMMHO-aNNapaTHbIE U036l O€30MACHOCTH, KOMITBIOTEP TSl JIa0OpATOPHBIX 3aHsI-
tuit ¢ OC Microsoft Windows Server, Linux u cucremamu BUpTyaau3aluu, IpUMep MPOSKTHON
JIOKYMEHTalH, Y4eOHO-HAaIJISIIHbIE IOCO0USI.

O6opynoBaHue CTyIUu:

VYuyebHast meOenb, 12 KOMIBIOTEPOB, OOBbEMHEHHBIX B JIOKAJIIbHYIO CETh C JIMIIEH3UOHHBIM
IpOorpaMMHBIM oOecriedeHrneM; pabouee MeCTO MpenoAaBaresis, 000py10BaHHOE KOMIIbIOTEPOM,
BUJICONIPOEKTOPOM, 3KpaHOM; HIKa( A XpaHEHUs KOMIUIEKTa Y4eOHO - METOAMYECKOM JIOKY-
MEHTAIH, KOMIUIEKTa Y4eOHUKOB (y4eOHBIX MOCOOUI), KOMIIAKT-IUCKOB C 00yYarolUMH Mpo-
rpaMMaMM; TEMAaTUYEeCKUe MarkKu JUJIAKTUYEeCKUX MaTepualioB; MUKpO(OH, aKycTHYEeCKHE KO-
JIOHKH; MpUHTEp A3, IBETHOW, CKaHEep, KOMMPOBAJIbHBIN ammapar, opucHbeli MonbOepT (¢um-

4yapT), MapKepHasi J0CKa.

4.2 JIutepatypa, UHTEPHET- U3AAHUS

[lepeueHp pekoMeHyeMbIX yueOHBIX M3aHui, VIHTepHeT-pecypcoB, AOMOIHUTENBHON IUTEpa-

TYpbI
OcHOBHas nuTeparypa:

1. Kysun, A.B. Komnerorepnsie cetu : yue6. nocodue / A.B. Ky3un, JI.A. Ky3un. — 4-e
u31., nepepad. u gon. — M. : ®OPYM : UHOPA-M, 2019. — 190 c. — (Cpennee
npodeccuonansHoe 00pazoBanue). - Pexxum nocryna:

http://znanium.com/catalog/product/983172 - JloroBop Ne 5669 ot 10.01.2022 1.
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JlononHuTENbHAS TUTEPATYpa:

Maxkcumos, H.B. Komnbrotepasie cetu : yue6. mocodbue / H.B. Makcumos, 1.1. Tlomnos..
— 6-¢ usn., nepepad. u mon. — M. : ®OPYM : UHDPA-M, 2018. — 464 c. —
(Cpennee npo¢eCCuOHAIBHOE o0OpasoBaHue). - Pexum JOCTYTIA:
http://znanium.com/catalog/product/792686 - Jlorosop Ne 5669 ot 10.01.2022 r.
Ceicoes, D.B. AnmunuctpupoBanue komnblotepHbix cereit /3.B. Coicoes, A.B. Tepe-
xoB, E.B. ByprieBa; MunncrepctBo obpa3zoBanus u Hayku Poccuiickoii @enepanu,
®denepalibHOE TOCYAApCTBEHHOE OI0KETHOE 00pa30BaTEIbHOE YUPEKICHUE BBICIIETO
oOpazoBanus «TaMOOBCKHIT TOCYIapCTBEHHBIN TEXHUYCCKUN YHUBEPCUTET». — TamMOOB:
MzparensctBo ®I'BOY BIIO «TI'TY», 2017. — 80 c. : un. — Pexxum gocrymna:— URL:
http://biblioclub.ru/index.php?page=book&id=499414. — bubnuorp. B ka. — ObC YHu-

BepcuTeTcKas OubamoTexa

NHTEepHEeT-UCTOYHUKNY:

. XKypnan cereBbix pemenuit LAN [Dnextponssiii pecypc]. — Pexum pocryna:
URL:http://www.osp.ru/lan/#/home

. ’KypHasl 0 KOMIIBIOTEPHBIX CETSIX U TEIEKOMMYHHMKAIIMOHHBIX TeXHoJorusax «Cetu
U CHUCTeMbl CBsi3W» [OnekTpoHHbI pecypc]. — Pexum nocrynma: URL:
http://www.ccc.ru/

Hay4Ho-TexHMUYEeCKHIl 1 HayYyHO-IIPOM3BOICTBEHHBIH xypHal «HpopMalnoHHbIe
TEXHOJOTHUM»  [DJeKTpoHHBIM  pecypc]. —  Pexmm  pgocryma:  URL:
http://www.novtex.ru/I'T/

. Hammonanpueni Otkperteii YHUBepcuTeT «MHTYUTY [DnexktponHsblii pecypce].
— Pexxum nocryna: URL: http://www.intuit.ru/

. Kypnan CHIP [Onextponneni pecypc]. — Pexum pocryma: URL:
http://www.ichip.ru/

. XKypuan "ComputerBild" [Dnextponnsiii pecypc]. — Pexum nocryma: URL:
http://www.computerbild.ru

[TpoexTrpoBaHue ceTeBoit MHPpAcTpyKTypbl Ha 6aze Windows Server 2008: Bu-
JIeoKypc <DIeKTpOHHBIN pecypc™>. - Pexxum poctyma: http://soft-wins.net/video-
lessons/4495-video-kurs-m6435-proektirovanie-setevoy-infrastruktury-na-baze-

windjws- server-2008.html.
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5. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHUA
MNPO®ECCHUOHAJIBHOI'O MOAYJIA

[IM.01 Brimonnenue paboT 1o MpoeKTUPOBAHUIO CETEBOI HHAPACTPYKTYPHI

KOHTpOHB H OLICHKA PE3YyJIbTAaTOB OCBOCHUA MOAYJIA OCYHICCTBIIACTCA MMPCIIOAABATCIICM B

IIPOLIECCE MPOBEIECHUS TPAKTUUECKUX 3aHATUN, TECTUPOBAHNUS, yYEOHON U IPOU3BOJCTBEHHON

IMPAKTHUKH, DK3aMCHA KBaJ'II/I(bI/IKaHI/IOHHOFO, a TaK>KC IIPU BBIIIOJHCHHAA O6y‘laIOIHI/IMI/IC$I HWHAWUBU-

AYyaJIbHbIX SaI[aHI/Iﬁ pPEeIICHUA CUTYAllUOHHBIX 3a/ia4, TCCTUPOBAHUA U Pa3JIMYHBIX BUJ0OB OIIpOCa,

MHAMBUAYaJIbHBIX 3a/laHUM, KypCOBOW pabOThI, MCCIEAOBAHUH.

Pesynbrarsl (0CBO-
SHHBIC TIPOeccro-

OcHOBHBIC TTOKa3aTeIU OLICHKHU pcC-

q)OpMI)I M MCTOABI KOHTPOJIA U

HaJIbHbIE KOMIIE- 3ynbTara OLICHKHU
TEHIUH)
K 1.1. - BBITIOJIHEHHE BCEr0 KOMILIEKCA OueHka pe3yabTaToB
BeinosnHaTh IIPOEKTHBIX PabOT, CBA3AHHBIX C JeSTEeIbHOCTH 00yJaroImuxcs B
INPOEKTUPOBAHUE | CO3/1aHHMEM KOMIIBIOTEPHOM ceTel (1o | mpolecce OCBOCHUs
KabeIbHON KITI0Y); 00pa3oBaTeNbHON POrPaMMBbI:
CTPYKTYPBI - obecrieunBaTh rPaMOTHOCTh - Ha IPAaKTUYECKUX 3aHATHSX (IIpU
KOMITBIOTEPHOM ucnonb3oBaHus IT-TexHOI0ruil, B TOM | BBINOJHEHUH U 3alUTE
ceTu. YUCJIE CIIELMATN3UPOBAHHOTO 71a00paTOPHBIX (MIPAKTUYECKHUX)
IPOrpaMMHOI0 00eCIIeYeHusl, IPH pabor);
MPOEKTUPOBAHUH KOMITBIOTEPHBIX - IPY TIOATOTOBKE U y4aCTHH B
cereii; CeMHHapax, py MOJr0TOBKE
- Ka4ecTBO OpraHu3aluu pador 1o pedepaToB, TOKIAI0B U T.1.);
MIPOEKTHUPOBAHUIO KOMITBIOTEPHBIX - TIpY BBITMIOJIHEHUH U 3aIllUTe
ceTel; KypCcOBOii paboThI;
- obecrieunBaTh OECKOH(IMKTHOE - TIpH BBIMOJIHEHUH PabOT Ha
BHE/IPEHHE U BBOJ B HKCIUTyaTaIHIO pa3NMYHBIX 3Tanax y4eOHOH u
CO3/1aBa€MOr0 OOBEKTa; MPOM3BOJCTBEHHON MPAKTHKH;
- TIPY IPOEKTHPOBAHUH 00eCIIeUnBaTh | - MPU IPOBEIECHUH KOHTPOIBHBIX
MEePCIEKTUBbI I OyayIero pasButus | padoT, 3a4€TOB, SK3aMEHOB 110
KOMIIBIOTEPHOM CETH. MJK, TIM.
IK 1.2. - 11es1eco00pa3HoCTh ocyliecTBieHus: | OueHka pe3ynbTaToB
OcymecTBisTh BbIOOpa TEXHOJIOTUH, JESATEIbHOCTH 00YYaroIUXCs B
BbIOOp TEXHOJIOTUH, MHCTPYMEHTAJIbHBIX CPEACTB U CPEACTB| MPOLIECCE OCBOCHUS
WHCTpyMeHTabHEI | BT; 00pa3oBaTeNbHOM MTPOTPAMMBI:
X CPEJIICTB U - TPAaMOTHOCTH TUITAHUPOBAHUS U - Ha IPAaKTUYECKUX 3aHATHSX (IIpH
CpezicTB MIPOBEIEHUS] HEOOXOAUMBIX TECTOBBIX | BBIIIOJHEHUH M 3aIIUTE
BBIUUCITUTEIBHON | MPOBEPOK M MPOPUIAKTHIECKUX 71a00paTOPHBIX (MIPAKTUYECKUX )
TEXHUKHU TPU OCMOTpOB; pabor);
OpraHu3aIH - KBIN(UIIMPOBAHHOCTH OPTaHMU3ALUH | - IIPU OJATOTOBKE M y4acTHUU B
nporecca U OCYLIECTBIIEHUS] MOHUTOPHHTIA CEeMMHapax, pU NOATOTOBKE
pa3paboTKu U UCIOJIb30BaHUsI BEIYUCIUTENBHOMU ceTH;| pedepaTos, JOKIAI0B U T.1.);
UCCIIEI0BaHUs - TOYHOCTb U CKPYIYJIE3HOCTb - TIpY BBINOJIHEHUH PaboOT HA
00BEKTOB (uKcupoBaHUs U aHaIN3a COOEB B pasNINYHBIX 3Tanax y4eOHOH u
npoQecCuoHaNbHOM| paboTe CepBEPHOrO U CETEBOIO IPOM3BOJCTBEHHON IIPAKTUKY;
JESITEIbHOCTH. 000py0BaHMsl, CBOEBPEMEHHOCTh - TIpY [IPOBEACHUH KOHTPOJIbHbIX
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MIPUHSITUS PEIICHUSI O BHEOUEPETHOM
00CITy)KHBaHHH TTPOTPAMMHO-
TEXHUYECKUX CPEJICTB;

- CBOEBPEMEHHOCTH BBITIOJTHEHHUSI
MEJIKOTO PEMOHTa 000pYyTIOBaHHUS;

- TPaMOTHOCTh M aKKyPaTHOCTh
BEJICHUS TEXHUYECKON M OTYECTHOU
JIOKYMEHTAITIHN

paboT, 3a4eTOB, 3K3aMECHOB I10
MJIK, ITM.

[1K
OO0ecreunBaTh
3aIuTy
nHpopManuu B
CCTHU C
HCIIOJIb30BaHHEM
POrPaMMHO-
armapaTHBIX
CPEIICTB.

1.3,

- TIOJTHOTA O0eCTeueHMs HaJTU4uus U
paboToCIOCOOHOCTH POTPAaMMHO-
TEXHUYECKUX CPEJICTB cOOpa JaHHBIX
JUIs aHAJIA3a ToKa3aTesaei
WCTIOJIb30BaHUs U (PYHKIIMOHUPOBAHHUS
KOMITBIOTEPHOM CETH;

- TPAaMOTHOCTb U CBOEBPEMEHHOCTh
JIEUCTBUH 110 aAMUHUCTPUPOBAHUIO
CETEBBIX PECYPCOB;

- Oecriepe0OMHOCTD MOAIEPKAHUS
CETEBBIX PECYPCOB B aKTyaJIbHOM
COCTOSTHHH;

- TIIATEIbHOCTh MOHUTOPHUHTA
HCIO0Jb30BaHus ceTd VIHTepHeT u
JJIEKTPOHHOM MOYTHI;

- pPeryJsipHOCTb BBOJIa B JICHCTBUE
HOBBIX TEXHOJIOTHI CHCTEMHOTO
aJIMMHUCTPUPOBAHUS

OueHka pe3yabTaToB
JEeSATEeIbHOCTH 00yJaroIuXcs B
IpoIecCe OCBOCHUS
00pa3oBaTeNbHON MPOTPAMMBIL:

- Ha IPAaKTUYECKUX 3aHATHSX (IIpU
BBITIOJIHCHUH U 3aIUTE
71a00PaTOPHBIX (TPAKTUICCKHX )
pabor);

- TIpY MTOJITOTOBKE U YYaCTHH B
CEeMMHapax, IPU MOATOTOBKE
pedeparoB, TOKIAI0B | T.1.);

- TIPY BBITIOJIHCHUH U 3aIUTE
KypcoBOii paOoThI;

- TIpY BBINOJIHEHUH PabOT Ha
pa3IMYHBIX 3Tanax y4eOHOH u
MPOM3BOJCTBEHHON TPAKTHKH,

- TIPH MIPOBEICHUH KOHTPOJIbHBIX
paboTt, 3a4eTOB, IK3aMEHOB I10
MJIK, TIM.

IK 1.4. IIpuHumartp
y4dacThe B TPUEMO-
CIaTOYHBIX
MCIIBITAHUSIX
KOMITbIOTEPHBIX
CeTel M CETEBOIO
000pyI0BaHUS
Pa3IMYHOTO YPOBHS
14 B OIICHKE
KaueCTBa u
PKOHOMUYECKOMN

b pexTuBHOCTH
CETEBOM TOIOJIOTHH.

- IPOIYKTUBHOE Y4aCTUE B PUEMO-
CIATOYHBIX UCTIBITAHUSIX
KOMIIBIOTEPHBIX CETEN U CETEBOTO
o0opyIoBaHUS;

- IPaBWJIBHOCTD U
apryMEHTUPOBAHHOCTb OLIEHKH
KavecTBa U 3KOHOMHUYECKOH

3 PEKTUBHOCTH CETEBOM TOIMOJIOTHH;

- TPaMOTHOCTb TPUMEHEHUS
HOPMAaTUBHO-TEXHUYECKOU
JOKYMEHTAIMH B O0JIACTH
MH(OPMALMOHHBIX TEXHOJIOTHIA;

- OCO3HaHHOCTb IPUMEHEHUS
OTEUYECTBEHHOTO H 3apy0e)KHOTO OTIhITa
HCIIOB30BaHUS TPOTPaAMMHO-
TEXHUYECKUX CPEJICTB

OreHka pe3ynbTaToB
JEeSTeIbHOCTH 00yJaroIuXcs B
IpoIecce OCBOCHUS
00pa3oBaTeNbHON MPOTPAMMBI:

- Ha TMPAKTUYECKUX 3aHATHAX (TIpH
BBITIOJTHEHHUH | 3AIIUTE
1a60paTOPHBIX (TPAKTUIECKHX)
pabor);

- IpY TIOATOTOBKE U y4aCTHU B
CeMHUHapax, Ipy MOJr0TOBKE
pedepaToB, TOKIAIOB U T.1.);

- TIpY BBIIOJIHEHUH paboT Ha
Pa3IUYHbIX 3Tanax y4eOHOH U
IIPOU3BOACTBEHHON NPAKTHKU;

- TIPH TIPOBEICHUH KOHTPOJIBHBIX
paboT, 3a4eToB, SK3aMEHOB TIO
MJIK, ITM.

TIK 1.5. BBIMOTHATH
TpeOoBaHUS
HOPMAaTHBHO-
TEXHUISCKOMU
TOKyMEHTAINH,
HMETh OIIBIT
o opmITeHUS
[MPOEKTHOMN

- IPaBWJILHOCTD, TEXHUYECKAS U
IOpUAMYECKas TPaMOTHOCTD
MPUMEHEHUsI HOPMaTUBHO-
TEXHUYECKON TOKYMEHTAIUH B
o0nact HHGOPMAITMOHHBIX
TEXHOJIOTH;

- IPOYKTUBHOCTb Y4acTHs B
IUTAHUPOBAHUHU PA3BUTHSI IPOTrPAMMHO-

OrueHka pe3ynbTaToB
JIESTEIIbHOCTH 00y4JatoIuXcs B
IpOLIECCe OCBOCHUS
00pa3oBaTeNbHOM MPOrpaMMBI:

- Ha MPaKTUYECKUX 3aHATUSAX (TIpU
BBITIOJTHEHUHU U 3aIIHUTE
71a00paTOPHBIX (MPAKTUYECKHUX)
pabor);
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TOKYMEHTAITUH.

TEXHUYECKON OpTraHU3allNY;

- apTyMEHTHPOBAHHOCTH 0OOCHOBAHHUS
MPETIOKEHUH IO peaTn3aliu
CTpaTerHH OPTaHU3aIMU B 00JIACTH
MH(POPMALMOHHBIX TEXHOJIOTHIA;

- IPOAYKTUBHOCTD y4acCTHs B HAYYHBIX
KOH(EPEeHIHIX, CEMUHApaX;

- TOYHOCTb U TPAMOTHOCTb

- TIpH MTOJITOTOBKE U YYaCTHH B
CEeMHHApPaXx, MPU HOATOTOBKE
pedeparoB, TOKIAIOB | T.1.);

- TIPY BHITIOJIHEHUH U 3aIUTE
KypCOBOM paboTHI;

- TIpY BBIMIOJIHEHUH Pa0oOT Ha
pa3IMYHBIX dTanax y4eOHOU H
MIPOU3BOACTBEHHOM NMPAKTHUKU;

o opMIIEHUST TEXHOJIOTUYECKON
JIOKYMEHTAIMH, €€ COOTBETCTBHE
JIEHCTBYIOIUM TIPABUIIaM H
PYKOBOACTBaM

- HpI/I HpOBCI[CHI/II/I KOHTpOHLHBIX
paboT, 3a4eToB, IK3aMEHOB I10
MJK, IIM..

CDOpMBI U MCETOJbI KOHTPOJIA U OLUCHKHU PC3YJIbTATOB O6y‘IeHI/I${ JOJIDKHBI ITO3BOJIATH IIPO-

BECpATH Yy o6yqafomnxc;1 HEC TOJIBKO C(i)OpMI/IPOBaHHOCTB HpO(i)CCCI/IOHaJIBHLIX KOMHeTeHHHﬁ, HO

Y pa3BUTHE OOLIMX KOMIIETEHIIUI U 00€CIIeYMBAIOIINX UX YMEHUH.

PesynbraThl (OCBOCHHBIE
0011Ie KOMITETCHIINH )

OCHOBHBIE NTOKa3aTEIN OLEHKHU PE3yib-
Tara

DOpMBI U METObI
KOHTPOJISI U OLIEHKHU

OK 01. Beibupars crioco-
OBl pelieHus 3a1a4 npo-
beccroHaNbHOMN J1eSITeNb-
HOCTH, TPUMEHUTEIBHO K
pPa3IUYHBIM KOHTEKCTAM.

PacrioznaBaTh Ci10XKHBIE TPOOIEMBI B
3HAKOMBIX CUTYallUsIX.

Bbiaenars ciio)xHble COCTaBHbIE YAaCTH
npo0JIeMbl U ONUCHIBATH €€ MPUYNHBI U
pecypchl, HEOOXOUMBIE [Tl €€ PeLIeHUs
B LIEJIOM.

Omnpenensats NoTpeOHOCTH B HH(pOpMa-
LUU U IPENPUHUMATD YCUIIHS JUIS €€
MOMCKa.

Bb1ensaTh rioaBHbIE U allbTEPHATUBHBIE
MCTOYHUKH HYKHBIX PECYPCOB.
PazpabarsiBaTh JAeTanbHbBIN IAH JEH-
CTBMI U IPUAEPKUBATHCS €TO.

KaudecTBO pe3ynbTaTa, B LIEJIOM, COOT-
BETCTBYET TPeOOBAHUSAM.

OneHuBarth pe3ynbTaT cBoei paboThl,
BBIICNIATH B HEM CHJIbHBIE U Cl1a0ble CTO-
POHBI.

HaOnronenue u
OIlCHKA JEeITEIbHO-
CTH 00y4YaroIerocs
BO BpeMs yUeOHBIX
3aHSATUN U MPAKTUKHU

OK 02. OcymiecTBasiTh
MOWCK, aHAJIU3 U UHTEP-
npeTtanuio nHopManuu,
HEOOXOIUMOMN I BBI-
MOJTHEeHU S 3aj71a4 rpodec-
CHOHAJIbHOM 1€ TEIbHO-
CTH.

[TnanupoBaTh HHGOPMALIMOHHBII TOUCK
U3 MHUPOKOro Habopa UCTOYHUKOB, He-
00X0IMMOTO JIJISI BBITTOJTHEHUS TIpodec-
CHOHAJIBHBIX 3a/1a4

[IpoBoaUTH aHATM3 MOJYYEHHOU UH-
dbopMarnuu, BEIICISITh B HEW TJIaBHBIE
ACIEKTHI

CTpyKTypupoBaTh 0TOOpaHHYIO UH()OP-
MAalHXI0 B COOTBETCTBUHU C ITapaMeTpamMu
MOUCKa

NutepnpeTupoBaTh NOJYYEHHYIO UH-

HaGmonenue n
OIIEHKA JIesITeIbHO-
CTH 00yyarolerocs
BO BpeMs y4eOHBIX
3aHATUN U IPAKTUKHU
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dbopMarnuio B KOHTEKCTE mpodeccruo-
HaJbHOU OEeATEIHLHOCTH

OK 03. [InanupoBath 1
peanu3oBbIBaTh CO0-
CTBeHHOe mpodeccuo-
HaJbHOE U JTUYHOCTHOE
pa3BUTHE.

Hcrnosib30BaTh aKTyaIbHYHO HOPMATHUB-
HO- MPABOBYIO JOKYMEHTAIIHIO TI0 MPO-
beccun (cnenuaIbHOCTH)

[TpuMeHSATh COBPEMEHHYIO HAYYHO IPO-
(heccHOHAIBHYIO TEPMUHOJIOTHIO
Onpenensars TpaeKTOPHIO Mpodeccruo-
HAJHHOTO PAa3BUTHUS U caM000Opa3oBaHuUs

Habmronenue u
OIl€HKA JEeSITEIbHO-
CTH 00ydYaroIerocs
BO BpeMs yUeOHBIX
3aHATHU U MPAKTUKHU

OK 04. Paboratb B KOJI-
JEKTHBE U KOMaH[e, (-
(EeKTUBHO B3aMMOJIEHi-
CTBOBATh C KOJUICTAMH,
PYKOBOJCTBOM, KITMEHTA-
MM

Y4acTBOBaTh B JICIOBOM OOIICHUU IS

3 PEKTUBHOTO pEIICHUS IETOBBIX 3a1a4
[TnanupoBath mpodecCuoHATBHYIO Jes-
TEILHOCTh

HaOironenue u oeH-
Ka J1eATeIbHOCTH 00Y-
JAIOIIETOCS BO BPEMs
yueOHBIX 3aHATHH U
[IPAaKTUKU

OK 05. OcyuiectBusTh
YCTHYIO U MUCbMEHHYIO
KOMMYHHKAIIMIO Ha TOCY-
JTAPCTBEHHOM $I3BIKE C
y4€TOM OCOOEHHOCTEH
COLIMAJILHOTO U KYJIBTYP-
HOI'O KOHTEKCTA.

I'paMOTHO YCTHO ¥ IMCBMEHHO U3J1araTh
CBOM MBICIIU IO PO ecCuOHANIbHON Te-
MAaTHKE Ha FOCYAapCTBEHHOM S3bIKE
[IposBIATH TOJEPAHTHOCTH B paboyem
KOJIJIEKTUBE

HaOmronenue u omeH-
Ka JICSATEeILHOCTH 00Y-
JaIOIEr0oCsl BO BpeMs
y4eOHBIX 3aHATHH U
[PAKTHKU

OK 06. [IposBaATh Tpax-
JTAHCKO- MaTPUOTUUYECKYIO
MO3UIUIO0, TEMOHCTPUPO-
BaTh OCO3HAHHOC ITOBE-
JIEHHE Ha OCHOBE TPaJIU-
MUOHHEBIX O0IIleYeIoBeUe-
CKHUX IIEHHOCTEH.

[ToHnMaTh 3HAYUMOCTH CBOCH mpodec-
cuu (CIeIUaIbHOCTH)
JleMOHCTpUpOBaTh TIOBEICHHE HA OCHOBE
001IeYeIIOBEYECKHUX I[EHHOCTECH.

HaOmnroieHue u oleH-
Ka J1eATeIbHOCTH 00Y-
JAFOIIErOCsl BO BpeMs
y4eOHBIX 3aHATHH U
[IPAKTUKU

OK 07. ConeiicTBOBaThH
COXPaHEHHIO OKPYKalo-
el cpensl, pecypcocoe-
pexenuto, 3pHeKTUBHO
JIENICTBOBATh B UPE3BbI-
YallHBIX CHUTYalHsX.

CobnroaTh mpaBuiia YKOJIOTUIECKOM
0€301acHOCTH NPHU BeJeHUU mpodeccro-
HaJIbHOU JESITCIbHOCTH,

OOGecneunBaTh pecypcocOepexeHrue Ha
pabouyeM mMecTe MecTe

HaOmnroienue 1 oleH-
Ka JesTeIbHOCTH 00Y-
JAIOIIEeroCsl BO BpeMs
Y4eOHBIX 3aHATUH U
[IPAKTUKU

OK 08. Ucnonb3oBaTh
cpeacTBa puU3nUECcKOi
KYJIBTYPBI I COXpaHe-
HUS U YKPETUICHUS 3/10-
POBBS B IIpoIIecce MPo-
(dbeccuoHanbHOMN NeITeNb-
HOCTH U TTOJACPIKAHUS
HEO0OXO0MMOI0 YPOBHS
($bU3UIEeCKON MOATOTOB-
JICHHOCTH.

CoxpaHsATb U YKPEIUIATh 310POBbE I10-
CPE/ICTBOM HCIIOJIb30BaHUS CPEACTB PHU-
3U4ECKOM KYJIbTYpPBI

[TonnepxuBaTh ypoBeHb (HU3UUECKOM
MOATOTOBIEHHOCTH JIJIsl yCIENIHOM pea-
Jau3anuu npopecCuOHaIbHON JIeATeNb-
HOCTH.

HaOmioieHue u oleH-
Ka JeATEITbHOCTH 00Y-
JaIOIIEeroCsl BO BpeMs
YIeOHBIX 3aHATHH U
[PAKTHKU
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OK 09. Ucnonp3oBaTh

WH(POPMALIMOHHBIE TEX-
HOJIOTUU B npodeccuo-
HaJIbHOMN JIeATEeNbHOCTH.

[IpuMensTh cpeacTBa UHPOPMATUZALTIT
Y MHQOPMALIMOHHBIX TEXHOJIOTUHN IS
peanuzanuu npodeccuoHalbHON J1es-
TEIbHOCTU

HaOmronenue u oreH-
Ka JIeSTeIbHOCTH 00Y-
YAIOIIETOCS BO BPEMS
VICOHBIX 3aHATHHA U
[PaKTUKH

OK 10. ITomp3oBaThCs
npohecCHoOHAIBHOM J10-
KyMEHTAaIMel Ha ToCy-
JIapCTBEHHOM U UHO-
CTPAHHOM SI3bIKaX.

[IpumeHnsaThs B mpodeccuoHaIbHOM /1es-
TEJIbHOCTU UHCTPYKIUIA Ha Tocyaap-
CTBEHHOM U MHOCTPAHHOM S3bIKE.
Bectu oOmenune Ha mpodeccuoHaaIbHbIC
TEeMBbI

HaOmronenue u onex-
Ka JeSATEeIbHOCTH 00Y-
YAIOIIETOCS BO BPEMSI
VICOHBIX 3aHATHHA H
[PaKTUKH

OK 11. IInanupoBathb
npeAnpUHUMATENbCKYIO
NeATeNIbHOCTh B Ipodec-
CHOHAJIBHOU cdepe.

OnpenensaTs HHBECTULIMOHHYIO ITPUBIIC-
KaTeJIbHOCTh KOMMEPUYECKUX UIEH B
pamKax npodeccuoHaIbHOM 1eATeNbHO-
cTH

CocraBisaTh OM3HEC-IIIIaH
[Tpe3enToBaTh OM3HEC-UILIO
Onpenensars HCTOYHUKU (PUHAHCUPOBA-
HUS

IIpuMeHsATh rpaMOTHBIE KPEIUTHBIE
IPOAYKTHI

HaOmronenue u oneH-
Ka JeSATEeIbHOCTH 00Y-
JAIOIIETOCS BO BpeMs
YICOHBIX 3aHATHHA U
[PAKTUKH
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6.JIMCT U3SMEHEHMI1 1 JOTIOJTHEHWM, BHECEHHBIX B PABOUYIO IIPOTPAMMY

No u3MeHeHul, naTa BHECEHUS U3MEHEHUI; Ne CTpaHUIbl C U3MEHEHUEM.

BbIJIO

CTAJIO
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