
1 

 

Ф��� АЛЬ��� А���"!"�� ��Л������ ������ " А�!�� "А 

(989D4?PAB9 7BEG84DEF69AAB9 5R8:9FAB9 B5D4;B64F9?PAB9 GKD9:89A<9  
6OEL97B  B5D4;B64A<S  

«�D>GFE><= 7BEG84DEF69AAO= GA<69DE<F9F CGF9= EBB5M9A<S» 
 %<5<DE><= >B??98: FD4AECBDF4 < EFDB<F9?PEF64 

 

 

 

 

 

 

 
 
 

 

$��"+�3 #$"�$�  � #$"(�%%�"!��0!"�"  "�'�3 

(BKAB= HBD@O B5GK9A<S) 

# .01 �/#"�!�!�� $��"& #" #$"��&�$"��!�2 %�&��"� 

�!($�%&$'�&'$/  

8?S EC9J<4?PABEF<  

09.02.06 %9F96B9 < E<EF9@AB9 48@<A<EFD<DB64A<9 

547B64я CB87BFB6>4  

ED98A97B CDBH9EE8BA4?ьAB7B B5D47B64A8я 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

�D>GFE> 2022 

Электронный документ выгружен из ЕИС ФГБОУ ВО ИрГУПС и соответствует оригиналу

Подписант ФГБОУ ВО ИрГУПС Трофимов Ю.А.
00a73c5b7b623a969ccad43a81ab346d50 с 08.12.2022 14:32 по 02.03.2024 14:32 GMT+03:00
Подпись соответствует файлу документа



2 

 

$45BK4S CDB7D4@@4 8<EJ<C?<AO D4;D45BF4A4 A4 BEAB69 (989D4?PAB7B 7BEG84DEF69AAB7B 
B5D4;B64F9?PAB7B EF4A84DF4 CB EC9J<4?PABEF< ED98A97B CDBH9EE<BA4?PAB7B B5D4;B64-
A<S  09.02.06 %9F96B9 < E<EF9@AB9 48@<A<EFD<DB64A<9, GF69D:89AAB7B CD<>4;B@  <A<-
EF9DEF64 B5D4;B64A<S < A4G>< $( BF 09.12.2016 N 1548 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

$4;D45BFK<><: (<F<EB64 !.!.,  CD9CB8464F9?P  6OEL9= >4F97BD<<  %<5<DE>B7B >B??98:4 
FD4AECBDF4 < EFDB<F9?PEF64 (��"' �" «�D>GFE><= 7BEG84DEF69AAO= GA<69DE<F9F CGF9= 
EBB5M9A<S», 
%4>69A>B &.�., CD9CB8464F9?P C9D6B= >4F97BD<< %<5<DE>B7B >B??98:4 FD4AECBDF4 < EFDB-
<F9?PEF64 (��"' �" «�D>GFE><= 7BEG84DEF69AAO= GA<69DE<F9F CGF9= EBB5M9A<S» 



3 

 

 

%"��$��!�� 

 

1. #4ECBDF CDB7D4@@O CDBH9EE<BA4?PAB7B @B8G?S .................................................................. 4 

2. $9;G?PF4FO BE6B9A<S CDBH9EE<BA4?PAB7B @B8G?S ............................................................... 10 

3. %FDG>FGD4 < EB89D:4A<9 CDBH9EE<BA4?PAB7B @B8G?S ......................................................... 11 

4. 'E?B6<S D94?<;4J<< CDBH9EE<BA4?PAB7B @B8G?S ................................................................ 35 

5. �BAFDB?P < BJ9A>4 D9;G?PF4FB6 BE6B9A<S CDBH9EE<BA4?PAB7B @B8G?S C@.01 .................. 37 

6. �<EF <;@9A9A<= < 8BCB?A9A<=, 6A9E9AAOI 6 D45BKGR CDB7D4@@G .................................... 42 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



4 

 

1. #�%#"$& #$"�$�  / #$"(�%%�"!��0!"�"  "�'�3  

# .01 �/#"�!�!�� $��"& #" #$"��&�$"��!�2 %�&��"� �!($�%&$'�&'$/ 

1.1. "5?4EFP CD<@9A9A<S D45BK9= CDB7D4@@O 

$45BK4S CDB7D4@@4 CDBH9EE<BA4?PAB7B @B8G?S (84?99 # ) 3 S6?S9FES K4EFPR CDB-

7D4@@O CB87BFB6>< EC9J<4?<EFB6 ED98A97B ;69A4 6 EBBF69FEF6<< E (�"% %#" CB EC9J<4?P-

ABEF< 09.02.06 %9F96B9 < E<EF9@AB9 48@<A<EFD<DB64A<9 6 K4EF< BE6B9A<S BEAB6AB7B 6<84 

CDBH9EE<BA4?PAB= 89SF9?PABEF< (�#�): �OCB?A9A<9 D45BF CB CDB9>F<DB64A<R E9F96B= <A-

HD4EFDG>FGDO < EBBF69FEF6GRM<I CDBH9EE<BA4?PAOI >B@C9F9AJ<= (#�)  

#� 1.1. �OCB?ASFP CDB9>F<DB64A<9 >459?PAB= EFDG>FGDO >B@CPRF9DAB= E9F<. 

#� 1.2. "EGM9EF6?SFP 6O5BD F9IAB?B7<<, <AEFDG@9AF4?PAOI ED98EF6 < ED98EF6 
6OK<E?<F9?PAB= F9IA<>< CD< BD74A<;4J<< CDBJ9EE4 D4;D45BF>< < <EE?98B64A<S 
B5N9>FB6 CDBH9EE<BA4?PAB= 89SF9?PABEF<. 

#� 1.3. "59EC9K<64FP ;4M<FG <AHBD@4J<< 6 E9F< E <ECB?P;B64A<9@ CDB7D4@@AB- 
4CC4D4FAOI ED98EF6. 

#� 1.4 #D<A<@4FP GK4EF<9 6 CD<9@B-E84FBKAOI <ECOF4A<SI >B@CPRF9DAOI E9F9= < 
E9F96B7B B5BDG8B64A<S D4;?<KAB7B GDB6AS < 6 BJ9A>9 >4K9EF64 < Q>BAB@<K9E>B= 
QHH9>F<6ABEF< E9F96B= FBCB?B7<<. 

#� 1.5. �OCB?ASFP FD95B64A<S ABD@4F<6AB-F9IA<K9E>B= 8B>G@9AF4J<<, <@9FP BCOF 
BHBD@?9A<S CDB9>FAB= 8B>G@9AF4J<<. 

$45BK4S CDB7D4@@4 D4;D45BF4A4 8?S BKAB= HBD@O B5GK9A<S. 

#DB7D4@@4 6BEC<F4A<S 6 D45BK9= CDB7D4@@9 GK95AB= 8<EJ<C?<AO BFD4:49FES K9D9; 
EB89D:4A<9 A4CD46?9A<= 6BEC<F4F9?PAB= D45BFO, D4;5<FOI A4 E?98GRM<9 6BEC<F4F9?PAO9 
@B8G?<: 
 

 B8G?< CDB7D4@@O 6BE-
C<F4A<S 

%B89D:4A<9 @B8G?S CDB7D4@@O 6BEC<F4A<S 

 B8G?P 1 «#DBH9EE<B-
A4?PAB-?<KABEFAB9 6BE-
C<F4A<9» 

Ц9?ь @B8G?я: EB;84A<9 GE?B6<= 8?S G8B6?9F6BD9A<S CBFD95AB-
EF9= B5GK4RM<IES 6 <AF9??9>FG4?PAB@, >G?PFGDAB@ < AD46-
EF69AAB@ D4;6<F<< 6 EH9D9 FDG8B6OI < EBJ<4?PAB-
Q>BAB@<K9E><I BFABL9A<= CBED98EF6B@ CDBH9EE<BA4?PAB7B E4-
@BBCD989?9A<S. 
З484ч8 @B8G?я: 

 D4;6<F<9 B5M9EF69AAB= 4>F<6ABEF< B5GK4RM<IES, 6BEC<-
F4A<9 6 A<I EB;A4F9?PAB7B BFABL9A<S > FDG8G < A4DB8AB-
@G 8BEFBSA<R; 

 HBD@<DB64A<9 G B5GK4RM<IES CBFD95ABEF< FDG8<FPES, 
8B5DBEB69EFAB, BF69FEF69AAB < F6BDK9E>< BFABE<FPES > 
D4;AO@ 6<84@ FDG8B6B= 89SF9?PABEF<. 

 HBD@<DB64A<9 CDBH9EE<BA4?PAOI >B@C9F9AJ<=; 
 HBD@<DB64A<9 BEB;A4A<S CDBH9EE<BA4?PAB= <89AF<KAB-
EF< (BEB;A4A<9 E6B9= CD<A48?9:ABEF< > BCD989?TAAB= 
CDBH9EE<< < CDBH9EE<BA4?PAB@G EBB5M9EF6G); 

 HBD@<DB64A<9 KG6EF64 EBJ<4?PAB-CDBH9EE<BA4?PAB= BF-
69FEF69AABEF<, GE6B9A<9 CDBH9EE<BA4?PAB-QF<K9E><I 
ABD@; 
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 BEB;A4AAO= 6O5BD 5G8GM97B CDBH9EE<BA4?PAB7B D4;6<-
F<S < 6B;@B:ABEF9= D94?<;4J<< EB5EF69AAOI :<;A9AAOI 
C?4AB6; 

 HBD@<DB64A<9 BFABL9A<S > CDBH9EE<BA4?PAB= 89SF9?P-
ABEF< >4> 6B;@B:ABEF< GK4EF<S 6 D9L9A<< ?<KAOI, B5M9-
EF69AAOI, 7BEG84DEF69AAOI, B5M9A4J<BA4?PAOI CDB5?9@. 

 B8G?P 2 
 «�D4:84AE>B-
C4FD<BF<K9E>B9 6BEC<F4-
A<9» 

Ц9?ь @B8G?я: D4;6<F<9 ?<KABEF< B5GK4RM97BES A4 BEAB69 HBD-
@<DB64A<S G B5GK4RM<IES KG6EF64 C4FD<BF<;@4, 7D4:84AEF69A-
ABEF<, G64:9A<S > C4@SF< ;4M<FA<>B6 "F9K9EF64 < CB86<74@ �9-
DB96 "F9K9EF64, ;4>BAG < CD46BCBDS8>G. 
З484ч8 @B8G?я: 

 HBD@<DB64A<9 ;A4A<= B5GK4RM<IES B E<@6B?<>9 $BEE<<; 
 6BEC<F4A<9 G B5GK4RM<IES 7BFB6ABEF< > 6OCB?A9A<R 
7D4:84AE>B7B 8B?74 < >BAEF<FGJ<BAAOI B5S;4AABEF9= CB 
;4M<F9 $B8<AO; 

 HBD@<DB64A<9 G B5GK4RM<IES C4FD<BF<K9E>B7B EB;A4A<S, 
KG6EF64 69DABEF< E6B9@G "F9K9EF6G; 

 D4;6<F<9 G B5GK4RM<IES G64:9A<S > C4@SF< ;4M<FA<>B6 
"F9K9EF64 < CB86<74@ �9DB96 "F9K9EF64, <EFBD<K9E><@ 
E<@6B?4@ < C4@SFA<>4@ "F9K9EF64; 

 HBD@<DB64A<9 DBEE<=E>B= 7D4:84AE>B= <89AF<KABEF<, 
7D4:84AE>B= CB;<J<< 4>F<6AB7B < BF69FEF69AAB7B K?9A4 
DBEE<=E>B7B B5M9EF64, BEB;A4RM97B E6B< >BAEF<FGJ<BA-
AO9 CD464 < B5S;4AABEF<, G64:4RM97B ;4>BA < CD46BCB-
DS8B>, B5?484RM97B KG6EF6B@ EB5EF69AAB7B 8BEFB<AEF64, 
BEB;A4AAB CD<A<@4RM97B FD48<J<BAAO9 A4J<BA4?PAO9 < 
B5M9K9?B69K9E><9 7G@4A<EF<K9E><9 < 89@B>D4F<K9E><9 
J9AABEF<; 

 D4;6<F<9 CD46B6B= < CB?<F<K9E>B= >G?PFGDO B5GK4RM<I-
ES, D4EL<D9A<9 >BAEFDG>F<6AB7B GK4EF<S 6 CD<ASF<< D9-
L9A<=, ;4FD47<64RM<I <I CD464 < <AF9D9EO, 6 FB@ K<E?9 
6 D4;?<KAOI HBD@4I B5M9EF69AAB= E4@BBD74A<;4J<<, E4-
@BGCD46?9A<S, B5M9EF69AAB ;A4K<@B= 89SF9?PABEF<; D4;-
6<F<9 6 @B?B89:AB= ED989 BF69FEF69AABEF<, CD<AJ<CB6 
>B??9>F<6<;@4 < EBJ<4?PAB= EB?<84DABEF<; 

 HBD@<DB64A<9 CD<69D:9AABEF< <89S@ <AF9DA4J<BA4?<;-
@4, 8DG:5O, D469AEF64, 6;4<@BCB@BM< A4DB8B6; 6BEC<F4-
A<9 G64:<F9?PAB7B BFABL9A<S > A4J<BA4?PAB@G 8BEFB<A-
EF6G ?R89=, <I KG6EF64@, D9?<7<B;AO@ G59:89A<S@; 

 HBD@<DB64A<9 GEF4AB6B> ?<KABEF<, CB;6B?SRM<I CDBF<-
6BEFBSFP <89B?B7<< Q>EFD9@<;@4, A4J<BA4?<;@4, >E9AB-
HB5<<, >BDDGCJ<<, 8<E>D<@<A4J<< CB EBJ<4?PAO@, D9?<-
7<B;AO@, D4EB6O@, A4J<BA4?PAO@ CD<;A4>4@ < 8DG7<@ 
A974F<6AO@ EBJ<4?PAO@ S6?9A<S@; 

 HBD@<DB64A<9 4AF<>BDDGCJ<BAAB7B @<DB6B;;D9A<S. 
 B8G?P 3 «(<;<K9E>4S 
>G?PFGD4 < ;8BDB6P9E59-
D9:9A<9» 

Ц9?ь @B8G?я: HBD@<DB64A<9 G B5GK4RM<IES KG6EF64 59D9:AB7B 
BFABL9A<S > >G?PFGDAB@G A4E?98<R < FD48<J<S@ @AB7BA4J<B-
A4?PAB7B A4DB84 $BEE<<, >G?PFGDO ;8BDB6PS, 59;BC4EAB7B CB69-
89A<S, EFD9@?9A<S > ;8BDB6B@G B5D4;G :<;A< < ;4ASF<S@ ECBD-
FB@, 6BEC<F4A<9 CE<I<K9E>< ;8BDB6B=, H<;<K9E>< D4;6<FB= < EB-
J<4?PAB-484CF<DB64AAB= ?<KABEF<. 



6 

 

З484ч8 @B8G?я: 
 HBD@<DB64A<9 ECBEB5ABEF< > 8GIB6AB@G D4;6<F<R, D94-
?<;4J<< F6BDK9E>B7B CBF9AJ<4?4 6 GK95AB=, CDBH9EE<B-
A4?PAB= 89SF9?PABEF< A4 BEAB69 AD46EF69AAOI GEF4AB6B> 
< @BD4?PAOI ABD@, A9CD9DO6AB7B B5D4;B64A<S, E4@B6BE-
C<F4A<S < GA<69DE4?PAB= 8GIB6AB-AD46EF69AAB= >B@C9-
F9AJ<< - «EF4AB6<FPES ?GKL9»; 

 HBD@<DB64A<9 G B5GK4RM<IES BF69FEF69AAB7B BFABL9A<S 
> E6B9@G ;8BDB6PR < CBFD95ABEF< 6 ;8BDB6B@ B5D4;9 :<;-
A<, H<;<K9E>B@ E4@BEB69DL9AEF6B64A<<, ;4ASF<SI ECBD-
F<6AB-B;8BDB6<F9?PAB= 89SF9?PABEFPR, D4;6<F<9 >G?PFG-
DO 59;BC4EAB= :<;A989SF9?PABEF<, CDBH<?4>F<>G A4D>B-
F<K9E>B= < 4?>B7B?PAB= ;46<E<@BEF<, F454>B>GD9A<S < 
8DG7<I 6D98AOI CD<6OK9>; 

 HBD@<DB64A<9 59D9:AB7B, BF69FEF69AAB7B < >B@C9F9AF-
AB7B BFABL9A<S > H<;<K9E>B@G < CE<IB?B7<K9E>B@G ;8B-
DB6PR - >4> EB5EF69AAB@G, F4> < 8DG7<I ?R89=, G@9A<9 
B>4;O64FP C9D6GR CB@BMP, D4;6<F<9 >G?PFGDO ;8BDB6B7B 
C<F4A<S. 

 B8G?P 4 «�G?PFGDAB-
F6BDK9E>B9 6BEC<F4A<9» 
 

Ц9?ь @B8G?я: EB;84A<9 GE?B6<= 8?S E4@BBCD989?9A<S < EBJ<4?<-
;4J<< B5GK4RM<IES A4 BEAB69 EBJ<B>G?PFGDAOI, 8GIB6AB-
AD46EF69AAOI J9AABEF9= < CD<ASFOI 6 DBEE<=E>B@ B5M9EF69 
CD46<? < ABD@ CB6989A<S 6 <AF9D9E4I K9?B69>4, E9@P<, B5M9EF64 
< 7BEG84DEF64, HBD@<DB64A<9 G B5GK4RM<IES G64:9A<S > EF4D-
L9@G CB>B?9A<R. 
З484ч8 @B8G?я: 

 6BEC<F4A<9 ;8BDB6B=, EK4EF?<6B=, E6B5B8AB= ?<KABEF<, 
HBD@<DB64A<9 ECBEB5ABEF< EF46<FP J9?< < EFDB<FP :<;-
A9AAO9 C?4AO; 

 D94?<;4J<S B5GK4RM<@<ES CD4>F<> E4@BD4;6<F<S < E4@B-
6BEC<F4A<S 6 EBBF69FEF6<< E B5M9K9?B69K9E><@< J9AAB-
EFS@< < <894?4@< 7D4:84AE>B7B B5M9EF64; 

 HBD@<DB64A<9 CB;<F<6AOI :<;A9AAOI BD<9AF<DB6 < C?4-
AB6; 

 HBD@<DB64A<9 G B5GK4RM<IES 7BFB6ABEF< < ECBEB5ABEF< 
> B5D4;B64A<R, 6 FB@ K<E?9 E4@BB5D4;B64A<R, A4 CDBFS-
:9A<< 6E9= :<;A<; EB;A4F9?PAB9 BFABL9A<9 > A9CD9DO6-
AB@G B5D4;B64A<R >4> GE?B6<R GEC9LAB= CDBH9EE<B-
A4?PAB= < B5M9EF69AAB= 89SF9?PABEF<; 

 HBD@<DB64A<9 6OD4:9AAB= 6 CB6989A<< AD46EF69AAB= 
CB;<J<<, 6 FB@ K<E?9 ECBEB5ABEF< > EB;A4F9?PAB@G 6O5B-
DG 8B5D4, AD46EF69AAB7B EB;A4A<S < CB6989A<S A4 BEAB69 
GE6B9A<S B5M9K9?B69K9E><I J9AABEF9= < AD46EF69AAOI 
KG6EF6 (K9EF<, 8B?74, ECD4698?<6BEF<, @<?BE9D8<S < 8DG-
:9?R5<S); 

 D4;6<F<9 >G?PFGDO @9:A4J<BA4?PAB7B B5M9A<S; 
 HBD@<DB64A<9 G64:<F9?PAB7B BFABL9A<S > DB8<F9?S@ < 
EF4DL9@G CB>B?9A<R 6 J9?B@, 7BFB6ABEF< CBASFP <I CB-
;<J<R, CD<ASFP <I ;45BFG, 7BFB6ABEF< 8B7B64D<64FPES E 
DB8<F9?S@< < K?9A4@< E9@P< 6 D9L9A<< 6BCDBEB6 6989A<S 
8B@4LA97B IB;S=EF64, D4ECD989?9A<S E9@9=AOI B5S;4AAB-
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EF9=; 
 6BEC<F4A<9 BF69FEF69AAB7B BFABL9A<S > EB;84A<R < EB-
ID4A9A<R E9@P< A4 BEAB69 BEB;A4AAB7B CD<ASF<S J9AAB-
EF9= E9@9=AB= :<;A<; 

 HBD@<DB64A<9 FB?9D4AFAB7B EB;A4A<S < CB6989A<S 6 CB-
?<>G?PFGDAB@ @<D9, 7BFB6ABEF< < ECBEB5ABEF< 69EF< 8<4-
?B7 E 8DG7<@< ?R8P@<, 8BEF<74FP 6 A9@ 6;4<@BCBA<@4-
A<S, A4IB8<FP B5M<9 J9?< < EBFDG8A<K4FP 8?S <I 8BEF<-
:9A<S. 

 B8G?P 5 «1>B?B7<K9-
E>B9 6BEC<F4A<9» 
 

Ц9?ь @B8G?я: HBD@<DB64A<9 G B5GK4RM<IES KG6EF64 59D9:AB7B 
BFABL9A<S > :<6B= CD<DB89 < B>DG:4RM9= ED989, >G?PFGDAB@G 
A4E?98<R < FD48<J<S@ @AB7BA4J<BA4?PAB7B A4DB84 $BEE<<. 
З484ч8 @B8G?я: 

 D4;6<F<9 G B5GK4RM<IES Q>B?B7<K9E>B= >G?PFGDO, 59-
D9:AB7B BFABL9A<S > DB8AB= ;9@?9, CD<DB8AO@ 5B74F-
EF64@ $BEE<< < @<D4, CBA<@4A<9 6?<SA<S EBJ<4?PAB-
Q>BAB@<K9E><I CDBJ9EEB6 A4 EBEFBSA<9 CD<DB8AB= < EB-
J<4?PAB= ED98O; 

 6BEC<F4A<9 KG6EF64 BF69FEF69AABEF< ;4 EBEFBSA<9 CD<-
DB8AOI D9EGDEB6, HBD@<DB64A<9 G@9A<= < A46O>B6 D4-
;G@AB7B CD<DB8BCB?P;B64A<S, A9F9DC<@B7B BFABL9A<S > 
89=EF6<S@, CD<ABESM<@ 6D98 Q>B?B7<<; CD<B5D9F9A<9 
BCOF4 Q>B?B7B-A4CD46?9AAB= 89SF9?PABEF<; 

 6BEC<F4A<9 QEF9F<K9E>B7B BFABL9A<S > @<DG, 6>?RK4S QE-
F9F<>G 5OF4, A4GKAB7B < F9IA<K9E>B7B F6BDK9EF64, ECBDF4, 
B5M9EF69AAOI BFABL9A<=; 

 HBD@<DB64A<9 @<DB6B;;D9A<S, EBBF69FEF6GRM97B EB6D9-
@9AAB@G GDB6AR D4;6<F<S A4G>< < B5M9EF69AAB= CD4>F<-
><, BEAB64AAB7B A4 8<4?B79 >G?PFGD, 4 F4>:9 A4 CD<;A4-
A<< D4;?<KAOI HBD@ B5M9EF69AAB7B EB;A4A<S, CD98CB?4-
74RM97B BEB;A4A<9 E6B97B @9EF4 6 CB?<>G?PFGDAB@ @<D9; 

 HBD@<DB64A<9 KG6EF64 ?R56< > $B8<A9 A4 BEAB69 <;GK9-
A<S >G?PFGDAB7B A4E?98<S < FD48<J<= @AB7BA4J<BA4?P-
AB7B A4DB84 $BEE<<. 

 

1.2. &D95B64A<S > D9;G?PF4F4@ BE6B9A<S CDBH9EE<BA4?PAB7B @B8G?S 

Ц5;8 8 7040ч8 ?@>D5AA8>=0;P=>3> <>4C;O 

% J9?PR B6?489A<S G>4;4AAO@ 6<8B@ CDBH9EE<BA4?PAB= 89SF9?PABEF< < EBBF69FEF6GRM<@< 

CDBH9EE<BA4?PAO@< >B@C9F9AJ<S@< B5GK4RM<IES 6 IB89 BE6B9A<S CDBH9EE<BA4?PAB7B @B-

8G?S 8B?:9A  
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�@9FP 
CD4>F<K9E><= 
BCOF 6 

- CDB9>F<DB64A<< 4DI<F9>FGDO ?B>4?PAB= E9F< 6 EBBF69FEF6<< E 
CBEF46?9AAB= ;484K9=; 

- GEF4AB6>9 < A4EFDB=>9 E9F96OI CDBFB>B?B6 < E9F96B7B B5BDG8B64A<S 6 
EBBF69FEF6<< E >BA>D9FAB= ;484K9=; 

- 6O5BD9 F9IAB?B7<<, <AEFDG@9AF4?PAOI ED98EF6 CD< BD74A<;4J<< 
CDBJ9EE4 <EE?98B64A<S B5N9>FB6 E9F96B= <AHD4EFDG>FGDO; 

- B59EC9K9A<< 59;BC4EAB7B ID4A9A<S < C9D984K< <AHBD@4J<< 6 
?B>4?PAB= E9F<; 

- <ECB?P;B64A<< EC9J<4?PAB7B CDB7D4@@AB7B B59EC9K9A<S 8?S 
@B89?<DB64A<S, CDB9>F<DB64A<S < F9EF<DB64A<S >B@CPRF9DAOI 
E9F9=. 

G@9FP - CDB9>F<DB64FP ?B>4?PAGR E9FP, 6O5<D4FP E9F96O9 FBCB?B7<<; 

- <ECB?P;B64FP @AB7BHGA>J<BA4?PAO9 CD<5BDO @BA<FBD<A74, 
CDB7D4@@AB- 4CC4D4FAO9 ED98EF64 F9IA<K9E>B7B >BAFDB?S ?B>4?PAB= 
E9F<. 

;A4FP - B5M<9 CD<AJ<CO CBEFDB9A<S E9F9=, E9F96OI FBCB?B7<=, 
@AB7BE?B=AB= @B89?< OSI, FD95B64A<= > >B@CPRF9DAO@ E9FS@; 

- 4DI<F9>FGDG CDBFB>B?B6, EF4A84DF<;4J<< E9F9=, QF4CB6 
CDB9>F<DB64A<S E9F96B= <AHD4EFDG>FGDO; 

- 54;B6O9 CDBFB>B?O < F9IAB?B7<< ?B>4?PAOI E9F9=; 

- CD<AJ<CO CBEFDB9A<S 6OEB>BE>BDBEFAOI ?B>4?PAOI E9F9=; 

- EF4A84DFO >459?9=, BEAB6AO9 6<8O >B@@GA<>4J<BAAOI GEFDB=EF6, 
F9D@<AB6, CBASF<=, EF4A84DFB6 < F<CB6OI Q?9@9AFB6 
EFDG>FGD<DB64AAB= >459?PAB= E<EF9@O. 

 

1.3 �B?<K9EF6B K4EB6 A4 BE6B9A<9 CDB7D4@@O CDBH9EE<BA4?PAB7B @B8G?S  

"5N9@ #  

 ��.01.01 �B@CPRF9DAO9 E9F< 

�<8 GK95AB= D45BFO "5N9@ K4EB6 
"KA4S HBD@4* �4BKA4S HBD-

@4* 
"5N9@  �� 

(>BAF4>FA4S < E4@BEFBSF9?PA4S D45BF4) 
136  

I.�BAF4>FA4S D45BF4 (D45BF4 6B 6;4<@B89=EF6<< E B5GK4-
RM<@<ES) 

132  

� FB@ K<E?9:   

�9>J<<, GDB>< (F9BD9F<K9E>B9 B5GK9A<9) 48  

CD4>F<K9E><9 ;4ASF<S (9E?< CD98GE@BFD9AB GK95AO@ C?4-
AB@) 

76  

?45BD4FBDAO9 ;4ASF<S (9E?< CD98GE@BFD9AB GK95AO@ 
C?4AB@) 

  

>GDEB6B= CDB9>F (9E?< CD98GE@BFD9AB GK95AO@ C?4AB@)   

>BAEG?PF4J<< C9D98 Q>;4@9AB@ 2  

CDB@9:GFBKA4S  4FF9EF4J<S 6 HBD@9 - Q>;4@9A  6  
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II. %4@BEFBSF9?PA4S D45BF4 B5GK4RM97BES (6E97B) 4  

   

 ��.01.02 "D74A<;4J<S, CD<AJ<CO CBEFDB9A<S < HGA>-
J<BA<DB64A<S >B@CPRF9DAOI E9F9= 

  

"5N9@  �� 

(>BAF4>FA4S < E4@BEFBSF9?PA4S D45BF4) 
192  

I.�BAF4>FA4S D45BF4 (D45BF4 6B 6;4<@B89=EF6<< E B5GK4-
RM<@<ES) 

188  

� FB@ K<E?9:   

�9>J<<, GDB>< (F9BD9F<K9E>B9 B5GK9A<9) 56  

CD4>F<K9E><9 ;4ASF<S (9E?< CD98GE@BFD9AB GK95AO@ C?4-
AB@) 

94  

?45BD4FBDAO9 ;4ASF<S (9E?< CD98GE@BFD9AB GK95AO@ 
C?4AB@) 

  

>GDEB6B= CDB9>F (9E?< CD98GE@BFD9AB GK95AO@ C?4AB@) 30  

>BAEG?PF4J<< C9D98 Q>;4@9AB@   

CDB@9:GFBKA4S  4FF9EF4J<S 6 HBD@9 -

8<HH9D9AJ<DB64AAO= ;4K9F <  Q>;4@9A 

6  

II. %4@BEFBSF9?PA4S D45BF4 B5GK4RM97BES (6E97B) 4  

   

�&"�" #" #  700  

   

"5N9@ #  

(>BAF4>FA4S < E4@BEFBSF9?PA4S D45BF4) 
700  

I.�BAF4>FA4S D45BF4 (D45BF4 6B 6;4<@B89=EF6<< E B5GK4-
RM<@<ES) 

692  

� FB@ K<E?9:   

�9>J<<, GDB>< (F9BD9F<K9E>B9 B5GK9A<9) 104  

CD4>F<K9E><9 ;4ASF<S (9E?< CD98GE@BFD9AB GK95AO@ C?4-
AB@) 

170  

?45BD4FBDAO9 ;4ASF<S (9E?< CD98GE@BFD9AB GK95AO@ 
C?4AB@) 

  

>GDEB6B= CDB9>F(9E?< CD98GE@BFD9AB GK95AO@ C?4AB@) 30  

>BAEG?PF4J<< C9D98 Q>;4@9AB@ (CB  ��) 4  

CDB@9:GFBKA4S  4FF9EF4J<S 6 HBD@9 Q>;4@9A4 CB  �� **  12  

#D4>F<>4 GK95A4S 216  

#D4>F<>4 CDB<;6B8EF69AA4S * 144  

�<8 4FF9EF4J<<: >64?<H<>4J<BAAO= Q>;4@9A 12  

II. %4@BEFBSF9?PA4S D45BF4 B5GK4RM97BES (6E97B) 8  
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2. $��'�0&�&/ "%�"�!�3 #$"(�%%�"!��0!"�"  "�'�3  
 

$9;G?PF4FB@ BE6B9A<S CDBH9EE<BA4?PAB7B @B8G?S S6?S9FES B6?489A<9 B5GK4RM<@<ES 6<8B@ 

CDBH9EE<BA4?PAB= 89SF9?PABEF< (�#�) �O?>;=5=85 @01>B ?> ?@>5:B8@>20=8N A5B52>9 
8=D@0AB@C:BC@O, 6 FB@ K<E?9 CDBH9EE<BA4?PAO@< (#�) < B5M<@< ("�) >B@C9F9AJ<S@<  

�>4 !08<5=>20=85 @57C;PB0B0 >1Cч5=8O 

#� 1.1.  �OCB?ASFP CDB9>F<DB64A<9 >459?PAB= EFDG>FGDO >B@CPRF9DAB= E9F<. 
#� 1.2.  "EGM9EF6?SFP 6O5BD F9IAB?B7<<, <AEFDG@9AF4?PAOI ED98EF6 < ED98EF6 6OK<E?<F9?PAB= 

F9IA<>< CD< BD74A<;4J<< CDBJ9EE4 D4;D45BF>< < <EE?98B64A<S B5N9>FB6 CDBH9EE<BA4?PAB= 
89SF9?PABEF< 

#� 1.3.  "59EC9K<64FP ;4M<FG <AHBD@4J<< 6 E9F< E <ECB?P;B64A<9@ CDB7D4@@AB-4CC4D4FAOI 
ED98EF6. 

#� 1.4.  #D<A<@4FP GK4EF<9 6 CD<9@B-E84FBKAOI <ECOF4A<SI >B@CPRF9DAOI E9F9= < E9F96B7B 
B5BDG8B64A<S D4;?<KAB7B GDB6AS < 6 BJ9A>9 >4K9EF64 < Q>BAB@<K9E>B= QHH9>F<6ABEF< 
E9F96B= FBCB?B7<<. 

#� 1.5. �OCB?ASFP FD95B64A<S ABD@4F<6AB-F9IA<K9E>B= 8B>G@9AF4J<<, <@9FP BCOF BHBD@?9A<S 
CDB9>FAB= 8B>G@9AF4J<<. 

"� 1. �O5<D4FP ECBEB5O D9L9A<S ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF<, CD<@9A<F9?PAB > 
D4;?<KAO@ >BAF9>EF4@ 

"� 2. "EGM9EF6?SFP CB<E>, 4A4?<; < <AF9DCD9F4J<R <AHBD@4J<<, A9B5IB8<@B= 8?S 6OCB?A9A<S 
;484K CDBH9EE<BA4?PAB= 89SF9?PABEF< 

"� 3. #?4A<DB64FP < D94?<;B6O64FP EB5EF69AAB9 CDBH9EE<BA4?PAB9 < ?<KABEFAB9 D4;6<F<9. 
"� 4. $45BF4FP 6 >B??9>F<69 < >B@4A89, QHH9>F<6AB 6;4<@B89=EF6B64FP E >B??974@<, 

DG>B6B8EF6B@, >?<9AF4@<. 
"� 5. "EGM9EF6?SFP GEFAGR < C<EP@9AAGR >B@@GA<>4J<R A4 7BEG84DEF69AAB@ S;O>9 E GK9FB@ 

BEB59AABEF9= EBJ<4?PAB7B < >G?PFGDAB7B >BAF9>EF4. 
"� 6. #DBS6?SFP 7D4:84AE>B-C4FD<BF<K9E>GR CB;<J<R, 89@BAEFD<DB64FP BEB;A4AAB9 CB6989A<9 A4 

BEAB69 FD48<J<BAAOI B5M9K9?B69K9E><I J9AABEF9=. 
"� 7. %B89=EF6B64FP EBID4A9A<R B>DG:4RM9= ED98O, D9EGDEBE59D9:9A<R, QHH9>F<6AB 

89=EF6B64FP 6 KD9;6OK4=AOI E<FG4J<SI. 
"� 8. �ECB?P;B64FP ED98EF64 H<;<K9E>B= >G?PFGDO 8?S EBID4A9A<S < G>D9C?9A<S ;8BDB6PS 6 

CDBJ9EE9 CDBH9EE<BA4?PAB= 89SF9?PABEF< < CB889D:4A<9 A9B5IB8<@B7B GDB6AS H<;<K9E>B= 
CB87BFB6?9AABEF<. 

"� 9. �ECB?P;B64FP <AHBD@4J<BAAO9 F9IAB?B7<< 6 CDBH9EE<BA4?PAB= 89SF9?PABEF< 
"� 10. #B?P;B64FPES CDBH9EE<BA4?PAB= 8B>G@9AF4J<9= A4 7BEG84DEF69AAB@ < <ABEFD4AAB@ S;O>9. 
"� 11. #?4A<DB64FP CD98CD<A<@4F9?PE>GR 89SF9?PABEFP 6 CDBH9EE<BA4?PAB= EH9D9 
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3. %&$'�&'$� � %"��$��!�� #$"(�%%�"!��0!"�"  "�'�3  

3.1 &9@4F<K9E><= C?4A CDBH9EE<BA4?PAB7B @B8G?S # .01 �OCB?A9A<9 D45BF CB CDB9>F<DB64A<R E9F96B= <AHD4EFDG>FGDO 

�B8O 

"� < #�   

!4<@9AB64A<S D4;89-
?B6 CDBH9EE<BA4?P-
AB7B @B8G?S*

 

 4>E<-
@4?PA4S 
A47DG;>4 

 

"5N9@ 6D9@9A<, BF6989AAO= A4 BE6B9A<9 @9:8<EJ<C?<A4DAB7B 
>GDE4 (>GDEB6) #D4>F<>4, A98. 

"5S;4F9?PA4S 4G8<FBDA4S GK95A4S 
A47DG;>4 B5GK4RM97BES 

%4@BEFBSF9?PA4S 
D45BF4 

B5GK4RM<IES 

'K95A4S 
(A989?<) 

#DB<;6B8EF69AA4S 
(CB CDBH<?R EC9-
J<4?PABEF<) 
(A989?<) 

�E97B, 
K4EB6 6 

F.
K.
 

?4
5B
D4
FB
DA

O
9 
D4
5B
FO
, 

K4
EB
6

6 
F.
K.
 

CD
4>
F<
K9
E>

<9
 ;4
AS
F<
S,

 

K4
EB
6

6 
F.
K.
 >
GD
-

EB
64
S 
D4
5B
-

F4
 (C
DB
9>
F)
, 

K4
EB
6 

#� 1.1-1.5  ��.01.01. �B@CPR-
F9DAO9 E9F<  

136 124  76  4   

#� 1.1-1.5  ��.01.02. "D74A<-
;4J<S, CD<AJ<CO CB-
EFDB9A<S < HGA>J<B-
A<DB64A<S >B@CP-
RF9DAOI E9F9= 

192 180  94 30 4   

 �FB7B 328 304  170 30 8   

#� 1.1-1.5 '#.01.01 'K95A4S 
CD4>F<>4 

216  6  

#� 1.1-1.5 ##.01.01 #DB<;6B8-
EF69AA4S CD4>F<>4 

144   4 

�E97B: 700 304 170 30 8 6 4 
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3.2. %B89D:4A<9 B5GK9A<S CB CDBH9EE<BA4?PAB@G @B8G?R # .01 �OCB?A9A<9 D45BF CB CDB9>F<DB64A<R E9F96B= <AHD4EFDG>FGDO  

!4<@9AB64A<9   �� 

< F9@ 

№ 
;4AS-
F<S 

 

%B89D:4A<9 GK95AB7B @4F9D<4?4, ?45BD4FBDAO9  D4-
5BFO < CD4>F<K9E><9 ;4ASF<S, E4@BEFBSF9?PA4S D45BF4 

B5GK4RM<IES 

"
5N
9@
 K
4E
B6

 

� 
FB
@ 
K<
E?
9,
 E
6S
;4
AA
OI

 

E 
CD
BH
9E
E<
BA
4?
PA
B=
 

89
SF
9?
PA
BE
FP
R

 

(
BD
@<
DG
9@
O9
 >
B@
C9
-

F9
AJ
<<

 

 
B8
G?
< 
 C
DB
7D
4@
@O
 

6B
EC
<F
4A
<S

 

1 2 3 4 5 6 7 

 ��.01.01. �B@CPRF9DAO9 E9F< 128 78   

&9@4 1.1. �6989A<9 6 E9-
F96O9 F9IAB?B7<< 

1 �B@CPRF9DAO9 E9F< 
%B6@9EFA4S D45BF4, �AF9DA9F < EB6D9@9AAO9 E9F96O9 
F9IAB?B7<< - B5?4EFP CD<@9A9A<S < A4;A4K9A<9. �<8O 
>B@CPRF9DAOI E9F9=. �?B54?PAO9 < ?B>4?PAO9 E9F<. 
"8ABD4A7B6O9 < >?<9AF-E9D69DAO9 4DI<F9>FGDO. 
"EAB6AO9 >B@CBA9AFO E9F9=, E9F964S ED984 < E9F96O9 
GEFDB=EF64. &9IAB?B7<< CB8>?RK9A<S > �AF9DA9F. 
�BA69D79AFAO9 E9F<. �4K9EF6B < A489:ABEFP E9F9=. 
"EAB6AO9 CBASF<S E9F96B= 59;BC4EABEF<. &9A89AJ<< 
D4;6<F<S E9F9=. 

2  "�2,"�3, 
"�5,"�7, "�8, 
"�9,"�11, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 
 B8G?P 4 

 

 2 �BAEB?PAO= 8BEFGC, G84?9AAO= 8BEFGC E CB@BMPR 
Telnet < SSH, <ECB?P;B64A<9 CBDF4 AUX. 

2  "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 
 

3 %9F96O9 CDBFB>B?O < >B@@GA<>4J<< 
�B8<DB64A<9 < C4D4@9FDO EBB5M9A<S. %9F96O9 
CDBFB>B?O. �;4<@B89=EF6<9 CDBFB>B?B6. !45BD 
CDBFB>B?B6 TCP/IP < CDBJ9EE B5@9A4 84AAO@<. 
"D74A<;4J<< CB EF4A84DF<;4J<<: ISOC, IAB, IETF, 
IEEE, ISO.  AB7BGDB6A96O9 @B89?< OSI < TCP/IP. 
�A>4CEG?SJ<S 84AAOI. #DBFB>B?PAO9 5?B>< 84AAOI 
(PDU). �BEFGC > ?B>4?PAO@ D9EGDE4@. %9F964S 
48D9E4J<S. MAC- < IP- 48D9E4. �BEFGC > G84?TAAO@ 
D9EGDE4@. ,?R; CB G@B?K4A<R. 

2 2 "�2, "�5, "�9, 
, #�1.2, #�1.3 

 

 B8G?P 1 
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 4 %9F96B= 8BEFGC 
#DBFB>B?O < EF4A84DFO H<;<K9E>B7B GDB6AS. 
%CBEB5O CB8>?RK9A<S > E9F<. %9F96O9 <AF9DH9=EAO9 
C?4FO (NIC). %D98O C9D984K< 84AAOI < <I 
I4D4>F9D<EF<><: CDBCGE>A4S ECBEB5ABEFP, 
CDB<;6B8<F9?PABEFP. �<8O @98AOI E9F96OI >459?9=: 
UTP, STP, >B4>E<4?PAO=. $4;AB6<8ABEF<, 
BEB59AABEF< CDB>?48>< < F9EF<DB64A<S >459?9=. 
%FDG>FGD4 < BEB59AABEF< CDB>?48>< BCFB6B?B>BAAOI 
>459?9=. �9ECDB6B8AO9 ED98EF64 C9D984K< 84AAOI. 
%F4A84DF Wi-Fi IEEE 802.11. 
�4A4?PAO= GDB69AP < 97B CB8GDB6A<: 'CD46?9A<9 
?B7<K9E><@ >4A4?B@ (LLC) < 'CD46?9A<9 8BEFGCB@ > 
ED989 C9D984K< 84AAOI MAC. %FDG>FGD4 >48D4 
>4A4?PAB7B GDB6AS < CD<AJ<CO 97B HBD@<DB64A<S. 
%F4A84DFO >4A4?PAB7B GDB6AS. (<;<K9E>4S < 
?B7<K9E>4S FBCB?B7<S E9F<. &BCB?B7<< «FBK>4-FBK>4», 
«;69;84», «CB?ABE6S;4AA4S», «>B?PJ964S». 
#B?G8GC?9>EA4S < CB?AB8GC?9>EA4S C9D984K4 
84AAOI. "EB59AABEF< >48DB6 LAN, WAN, Ethernet, 
PPP, 802.11. 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 
 B8G?P 2 
 B8G?P 5 

5 %9F96O9 F9IAB?B7<< Ethernet 
%9@9=EF6B E9F96OI F9IAB?B7<= Ethernet. #D<AJ<C 
D45BFO Ethernet. �;4<@B89=EF6<9 A4 CB8GDB6ASI LLC 
< MAC. 'CD46?9A<9 8BEFGCB@ > ED989 C9D984K< 
84AAOI (CSMA). MAC-48D9E: <89AF<H<>4J<S 
Ethernet. �FD<5GFO >48D4 Ethernet. #D98EF46?9A<S 
MAC-48D9EB6. "8AB- < @AB7B48D9EAB=, 
L<DB>B69M4F9?PAB= D4EEO?B>. %>6B;AB9 
CB8>?RK9A<9, MAC- < IP-48D9E4. #DBFB>B? 
D4;D9L9A<S 48D9EB6 (ARP): CD<AJ<CO D45BFO, DB?P 6 
CDBJ9EE9 G84?9AAB7B B5@9A4 84AAO@<. &45?<JO ARP 
A4 E9F96OI GEFDB=EF64I. "EAB6AO9 A98BEF4F>< 
CDBFB>B?4 ARP - !47DG;>4 A4 ED98G C9D984K< 84AAOI 
< 59;BC4EABEFP. 
"EAB6A4S <AHBD@4J<S B CBDF4I >B@@GF4FBD4. 
&45?<J4 MAC-48D9EB6 >B@@GF4FBD4. (GA>J<S Auto-
MDIX. %CBEB5O C9D9EO?>< >48D4 A4 >B@@GF4FBD4I 
Cisco. �GH9D<;4J<S C4@SF< A4 >B@@GF4FBD4I. 

2  "�2, "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 
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(<>E<DB64AA4S < @B8G?PA4S >BAH<7GD4J<< 
>B@@GF4FBDB6. %D46A9A<9 >B@@GF4J<< GDB6AS 2 < 
GDB6AS. &9IAB?B7<S Cisco Express Forwarding. 
�<DFG4?PAO= <AF9DH9=E >B@@GF4FBD4 (SVI), 
 4DLDGF<;<DG9@O= CBDF, EtherChannel GDB6AS 3. 
�BAH<7GD4J<S @4DLDGF<;<DG9@B7B CBDF4 

6 %9F96B= GDB69AP 
%9F96B= GDB69AP 6 CDBJ9EE9 C9D984K< 84AAOI. 
#DBFB>B?O E9F96B7B GDB6AS. "EAB6AO9 I4D4>-
F9D<EF<>< IP-CDBFB>B?4. %FDG>FGD4 C4>9FB6 IPv4 < 
IPv6. "EB59AABEF< < CD9<@GM9EF64 CDBFB>B?4 Pv6. 
 9FB8O @4DLDGF<;4J<< G;?B6. &45?<J4 
@4DLDGF<;4J<< G;?B6 < @4DLDGF<;4FBD4 8?S 
CDBFB>B?B6 IPv4 < IPv6. 'EFDB=EF6B @4DLDGF<;4FBD4 
- #DBJ9EEBD, C4@SFP, BC9D4J<BAA4S E<EF9@4. 
#B8>?RK9A<9 > @4DLDGF<;4FBDG K9D9; D4;?<KAO9 
CBDFO. !4EFDB=>4 <EIB8AOI C4D4@9FDB6, 
<AF9DH9=EB6, L?R;4 CB G@B?K4A<R < 8DG7<I 
I4D4>F9D<EF<> @4DLDGF<;4FBD4. 

2  "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 
 B8G?P 5 

 

7 &D4AECBDFAO= GDB69AP 
!4;A4K9A<9 < ;484K< FD4AECBDFAB7B GDB6AS. 
 G?PF<C?9>E<DB64A<9 E94AEB6 E6S;<. "C<E4A<9 < 
ED46A9A<9 CDBFB>B?B6 TCP < UDP - A489:ABEFP < 
CDB<;6B8<F9?PABEFP, B5?4EFP CD<@9A9A<S. �8D9E4J<S 
CBDFB6 < E97@9AF4J<S TCP < UDP. "5@9A 84AAO@< CB 
TCP. #DBJ9EEO TCP E9D69D4. 'EF4AB6?9A<9 TCP-
EB98<A9A<S < 97B ;469DL9A<9. #D<AJ<CO 
«FDTIEFBDBAA97B DG>BCB:4F<S» TCP. !48T:ABEFP < 
GCD46?9A<9 CBFB>B@ TCP - #B8F69D:89A<9 CB?GK9A<S 
E97@9AFB6, CBF9DS 84AAOI < CB6FBDA4S C9D984K4, 
GCD46?9A<9 CBFB>B@. "5@9A 84AAO@< E 
<ECB?P;B64A<9@ UDP. #DBJ9EEO < ;4CDBEO UDP- 
E9D69D4, UDP-84F47D4@@O, CDBJ9EEO UDP->?<9AF4. 
#D<?B:9A<S, <ECB?P;GRM<9 UDP < TCP. 

2  "�2, "�5, "�9, 
#�1.2, #�1.3 

, 

 B8G?P 1 
 B8G?P 2 
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 8 IP-48D9E4J<S 
%FDG>FGD4 IPv4-48D9EB6. %9F964S < G;?B64S K4EFP IP-
48D9E4. #D9B5D4;B64A<9 48D9EB6 @9:8G 86B<KAO@ < 
89ESF9D<KAO@ CD98EF46?9A<9@.  4E>4 CB8E9F< IPv4. 
%9F96B= 48D9E, 48D9E G;?4 < L<DB>B69M4F9?PAO= 
48D9E E9F< IPv4. #D<E6B9A<9 G;?G EF4F<K9E>B7B < 
8<A4@<K9E>B7B IPv4- 48D9E4.  AB7B48D9EA4S 
C9D984K4. #G5?<KAO9 < K4EFAO9 IPv4-48D9E4. IPv4-
48D9E4 EC9J<4?PAB7B A4;A4K9A<S. #D<E6B9A<9 IP-
48D9EB6. 

2  "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 

9 %B6@9EFAB9 <ECB?P;B64A<9 CDBFB>B?B6 IPv4 < IPv6: 
86B=AB= EF9>, FGAA9?<DB64A<9, CD9B5D4;B64A<9. 
#D98EF46?9A<9 IPv6-48D9EB6. #D46<?4 EB>D4M9A<S 
;4C<E< IPv6-48D9EB6. �A8<6<8G4?PAO=, 7DGCCB6B=, 
CDB<;6B?PAO= F<CO IPv6-48D9EB6. %FDG>FGDO 
?B>4?PAB7B < 7?B54?PAB7B <A8<6<8G4?PAOI IPv6-
48D9EB6. %F4F<K9E>4S < 8<A4@<K9E>4S >BAH<7GD4J<< 
7?B54?PAB7B <A8<6<8G4?PAB7B 48D9E4. #DBJ9EE EUI-
64 < E?GK4=AB E79A9D<DB64AAO= <89AF<H<>4FBD 
<AF9DH9=E4. 
ICMP-E9D6<EO. "F?<K<S 8?S CDBFB>B?B6 IPv4 < IPv6. 
%BB5M9A<S ICMPvI6 «�4CDBE > @4DLDGF<;4FBDG», 
«"5NS6?9A<9 BF @4DLDGF<;4FBD4», «�4CDBE EBE98A97B 
G;?4» < «"5NS6?9A<9 EBE98A97B G;?4». &9EF<DB64A<9 
E9F< E CB@BMPR QIB-;4CDBEB6. &D4EE<DB6>4 
@4DLDGF4. �D9@S CDBIB:89A<S E<7A4?4 6 CDS@B@ < 
B5D4FAB@ A4CD46?9A<SI (RTT). �D9@S :<;A< (TTL) 
IPv4 < CD989? C9D9IB8B6 IPv6- 

2  "�2, "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 

10 $4;89?9A<9 IP-E9F9= A4 CB8E9F< 
%97@9AF4J<S IP-E9F9=. "5@9A 84AAO@< @9:8G 
CB8E9FS@<. #?4A<DB64A<9 48D9E4J<< 6 CB8E9FSI. 
$4EK9FAO9 HBD@G?O 8?S E97@9AF4J<< E9F<. $4;5<9A<9 
A4 CB8E9F< A4 BEAB69 FD95B64A<= G;?B6 < E9F9=, 6 
EBBF69FEF6<< E FD95B64A<S@< E9F9=. "CD989?9A<9 
@4E>< CB8E9F<. $4;5<9A<9 A4 CB8E9F< E 
<ECB?P;B64A<9@ @4E>< C9D9@9AAB= 8?<AO (VLSM). 
�4;B64S @B89?P < A4;A4K9A<9 5?B>B6 48D9EB6 VLSM. 
#?4A<DB64A<9 48D9E4J<< E9F<. "EB59AABEF< 
CDB9>F<DB64A<S IPv6-E9F<. $4;5<9A<9 A4 CB8E9F< E 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 
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<ECB?P;B64A<9@ <89AF<H<>4FBD4 <AF9DH9=E4. 
11 'DB69AP CD<?B:9A<= 

'DB69AP CD<?B:9A<=, GDB69AP CD98EF46?9A<S < 
E94AEB6O= GDB69AP. #D<@9DO D4ECDBEFD4A9AAOI 
CD<?B:9A<=. #DBFB>B?O GDB6AS CD<?B:9A<=. 
"8ABD4A7B6O9 E9F< (P2P).  B89?P F<C4 «>?<9AF-
E9D69D». "5;BD CDBFB>B?B6 HTTP, HTTPS, SMTP, 
POP < IMAP. %?G:54 8B@9AAOI <@TA (DNS). (BD@4F 
EBB5M9A<= < <9D4DI<S DNS. 'F<?<F4 «nslookup». 
%?G:54 DHCP. #DBFB>B? C9D984K< H4=?B6 (FTP). 
#DBFB>B? B5@9A4 5?B>4@< E9D69DAOI EBB5M9A<= 
(SMB). �BAJ9CJ<< «�E9B5N9@?RM<= �AF9DA9F» 
BYOD. �BEF46>4 84AAOI CB >BA69D79AFAO@ E9FS@. 

2  "�2, "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 
 B8G?P 2 

 12 %B;84A<9 < A4EFDB=>4 A95B?PLB= >B@CPRF9DAB= E9F< 
#?4A<DB64A<9 < EB;84A<9 A95B?PLB= >B@CPRF9DAB= 
E9F<: BCD989?9A<9 >?RK96OI H4>FBDB6, 6O5BD 
FBCB?B7<< < E9F96OI GEFDB=EF6, 6O5BD < A4EFDB=>4 
CDBFB>B?B6, E<EF9@O 48D9E4J<<.  9DO CB 
B59EC9K9A<R 59;BC4EABEF< E9F<. 'S;6<@BEF< < 
E9F96O9 4F4><. $4;698O64F9?PAO9 4F4><, �F4>< 
8BEFGC4, "F>4; 6 B5E?G:<64A<< (DoS-4F4><). 
$9;9D6AB9 >BC<DB64A<9, B5AB6?9A<9 < GEF4AB6>4 
<ECD46?9A<=.  9:E9F96O9 Q>D4AO. �GF9AF<H<>4J<S, 
46FBD<;4J<S < GKTF. �>?RK9A<9 CDBFB>B?4 SSH. 
(4=?B6O9 E<EF9@O @4DLDGF<;4FBDB6 < 
>B@@GF4FBDB6. $9;9D6AB9 >BC<DB64A<9 < 6BEEF4AB6-
?9A<9 E CB@BMPR F9>EFB6OI H4=?B6, CDBFB>B?4 TFTP, 
USB-A4>BC<F9?S. �EFDB9AAO9 E?G:5O 
@4DLDGF<;4J<<. #B889D:>4 59ECDB6B8AOI 
CB8>?RK9A<=. !4EFDB=>4 6EFDB9AAB7B @4DLDGF<-
;4FBD4. 

2  "�5, "�7, "�9, 
#�1.1, #�1.2, 
#�1.3, #�1.4, 
#�1.5 

 

 B8G?P 1 
 B8G?P 4 

13 #D4>F<K9E>4S D45BF4 1 
%BEF46?9A<9 >4DFO E9F< �AF9DA9F PING  < 
«traceroute» 

2 2 "�1, "�4, "�5, 
"�8,  "�9, 

#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 
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14 #D4>F<K9E>4S D45BF4 2 

%B;84A<9 CDBEFB= E9F< 

2 2 "�1, "�4, "�5, 
"�9, #�1.1, 
#�1.2 

 B8G?P 1 

15 #D4>F<K9E>4S D45BF4 3 

'EF4AB6>4 E94AE4 >BAEB?< E E9F96O@ B5BDG8B64A<9@ 
CD< CB@BM< CDB7D4@@O Tera Term 

2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 

 B8G?P 1 

16 #D4>F<K9E>4S D45BF4 4 

!4EFDB=>4 48D9E4 GCD46?9A<S >B@@@GF4FBDB@ 

2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 

 B8G?P 1 
 B8G?P 3 

17 #D4>F<K9E>4S D45BF4 5 
#DBE@BFD E9F96B7B FD4H<>4 E CB@BMPR CDB7D4@@O 
Wireshark 

2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 

 B8G?P 1 
 

18 #D4>F<K9E>4S D45BF4 6 

"CD989?9A<9 E9F96OI GEFDB=EF6  < >459?9= 

2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 

 B8G?P 1  
 B8G?P 2 

19 #D4>F<K9E>4S D45BF4 7 

#DBE@BFD 84AAOI B 59ECDB6B8AOI < CDB6B8AOI 
E9F96OI 484CF9D4I 

2  "�1, "�5, "�9, 

#�1.2, #�1.3 
 

 B8G?P 1 

20 #D4>F<K9E>4S D45BF4 8 
#DBE@BFD MAC-48D9EB6 E9F96OI GEFDB=EF6 

2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 

 B8G?P 1 

 21 #D4>F<K9E>4S D45BF4 9 
�;GK9A<9 >48DB6 Ethernet E CB@BMPR CDB7D4@@O 
Wireshark 

2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 

 B8G?P 1 

 22 #D4>F<K9E>4S D45BF4 10  

#DBE@BFD ARP E CB@BMPR CDB7D4@@O Wireshark, 
<AF9DH9=EB6 >B@4A8AB= EFDB>< Windows < IOS 

2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 

 B8G?P 1 

 23 #D4>F<K9E>4S D45BF4 11 

#DBE@BFD F45?<JO MAC-48D9EB6 
2 2 "�1, "�5, "�9, 

"�4, "�2, 
#�1.2, #�1.3 

 

 B8G?P 1 
 

 24 #D4>F<K9E>4S D45BF4 12 

#DBE@BFD F45?<J @4DLDGF<;4J<< G;?B6 
2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 

 B8G?P 1 
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 25  #D4>F<K9E>4S D45BF4 13 

�;GK9A<9 H<;<K9E><I I4D4>F9D<EF<> @4DLDGF<;4FBD4 
2 2 "�1, "�4, "�5, 

"�9, #�1.2, 
#�1.3 

 

 B8G?P 1 

 26 #D4>F<K9E>4S D45BF4 14 
%B;84A<9 E9F<, EBEFBSM9= <; >B@@GF4FBD4 < 
@4DLDGF<;4FBD4 

2 2 "�1, "�4, "�5, 
"�9, #�1.1, 
#�1.2, #�1.3 

 

 B8G?P 1 
 B8G?P 3 

 27 #D4>F<K9E>4S D45BF4 15 
!45?R89A<9 ;4 CDBJ9EEB@ FDTIEFBDBAA97B 
«DG>BCB:4F<S» TCP E CB@BMPR CDB7D4@@O Wireshark 

2 2 "�1, "�2, "�5, 
"�9, , #�1.2, 
#�1.3 

 B8G?P 1 

 28 #D4>F<K9E>4S D45BF4 16 
�;GK9A<9 ;4I64K9AAOI 84AAOI DNS UDP E CB@BMPR 
CDB7D4@@O Wireshark 

2 2 "�1, "�2, "�5, 
"�9, #�1.2, 
#�1.3 

 

 B8G?P 1 

 29 #D4>F<K9E>4S D45BF4 17 
�;GK9A<9 ;4I64K9AAOI C4>9FB6 FTP < TFTP E 
CB@BMPR CDB7D4@@O Wireshark 

2 2 "�1, "�2, "�5, 
"�9, #�1.2, 
#�1.3 

 

 B8G?P 1 
 

 30 #D4>F<K9E>4S D45BF4 18 
�ECB?P;B64A<9 >4?P>G?SFBD4 Windows 6 D45BF9 E 
E9F96O@< 48D9E4@< 

2 2 "�1, "�2, "�5, 
"�9, #�1.2, 
#�1.3 

 

 B8G?P 1 
 

 31 #D4>F<K9E>4S D45BF4 19 
#D9B5D4;B64A<9 IPv4-48D9EB6 6 86B<KAO= HBD@4F 

2 2 "�1, "�2, "�5, 
"�9, #�1.2, 
#�1.3 

 

 B8G?P 1 

 32 #D4>F<K9E>4S D45BF4 20 
!4EFDB=>4 IPv6-48D9EB6 A4 E9F96OI GEFDB=EF64I 

2 2 "�1, "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 

  %4@BEFBSF9?PA4S D45BF4. �EFBD<S D4;6<F<S E9F96OI 
F9IAB?B7<=, CDBFB>B?B6, F9IA<K9E><I ED98EF6.  

4  "�5, "�9, 
#�1.2 

 

 B8G?P 1 
 B8G?P 4 
 B8G?P 5 

 

&9@4 1.2. #D<AJ<CO 33 �6989A<9 6 >B@@GF<DG9@O9 E9F< 2  "�5, "�9,  B8G?P 1 
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@4DLDGF<;4J<< < >B@@G-
F4J<< 

"5N98<ATAAO9 E9F<. �9D4DI<S 6 >B@@GF<DG9@B= 
E9F<. $B?P >B@@GF<DG9@OI E9F9=. �B@@GF<DG9@4S 
ED984. �<A4@<K9E>B9 ;4CB?A9A<9 F45?<JO  �%-

48D9EB6 >B@@GF4FBD4.  9FB8O C9D9EO?>< A4 
>B@@GF4FBD9. �B@@GF4J<S E CDB@9:GFBKAO@ 
ID4A9A<9@. %>6B;A4S >B@@GF4J<S. �B@@GF4J<BAAO9 
8B@9AO. %A<:9A<9 C9D97DG;B> E9F<. 

#�1.2, #�1.3 
 

 34 "EAB6AO9 >BAJ9CJ<< < A4EFDB=>4 >B@@GF4J<< 
"EAB6AO9 >BAJ9CJ<< < A4EFDB=>4 >B@@GF4J<<. 
#9D6BA4K4?PA4S A4EFDB=>4 >B@@GF4FBD4 < 
6BEEF4AB6?9A<9 CBE?9 E<EF9@AB7B E5BS. !4EFDB=>4 
8BEFGC4 8?S 54;B6B7B GCD46?9A<S >B@@GF4FBDB@ E 
IPv4. �GC?9>EA4S E6S;P. !4EFDB=>4 CBDFB6 
>B@@GF4FBD4 A4 H<;<K9E>B@ GDB6A9. (GA>J<S 
46FB@4F<K9E>B7B BCD989?9A<S F<C4 >459?S (Auto-
MDIX). #DB69D>4 A4EFDB9> CBDF4 >B@@GF4FBD4. #B<E> 
< GEFD4A9A<9 CDB5?9@ A4 GDB6A9 8BEFGC4 > E9F<. 
�9;BC4EABEFP >B@@GF4FBD4. �4M<MTAAO= G84?TAAO= 
8BEFGC. !4EFDB=>4 SSH. $4ECDBEFD4ATAAO9 G7DB;O 
59;BC4EABEF<: C9D9CB?A9A<9 F45?<JO  �%-48D9EB6, 
DHCP-ECGH<A7, <ECB?P;B64A<9 GS;6<@BEF9= 
CDBFB>B?4 CDP, �F4>< Telnet < 8D. �G8<F < 
CD4>F<K9E><9 D9>B@9A84J<< CB B59EC9K9A<R 
59;BC4EABEF< E9F<. �9;BC4EABEFP CBDF4 >B@@GF4FBD4. 
"FE?9:<64A<9 DHCP EBB5M9A<=. (GA>J<S 
59;BC4EABEF< CBDF4. �<8O ;4M<FO  �%-48D9EB6. 
$9:<@O D947<DB64A<S A4 A4DGL9A<9 59;BC4EABEF<. 
#DB69D>4 < A4EFDB=>4 CBDFB6. #DBFB>B? E9F96B7B 
6D9@9A< (NTP). 

2  "�2, "�5, "�9, 

#�1.2, #�1.3 
 

 B8G?P 1 
 B8G?P 5 

 

 35 �<DFG4?PAO9 ?B>4?PAO9 E9F< (VLAN) 
�<DFG4?PAO9 ?B>4?PAO9 E9F< (VLAN) - 
>?4EE<H<>4J<S < BEAB6AO9 I4D4>F9D<EF<><. &D4A>< 
6<DFG4?PAOI E9F9=. �BAFDB?P L<DB>B69M4F9?PAOI 
8B@9AB6 6 E9FSI VLAN. &97<DB64A<9 >48DB6 Ethernet 
8?S <89AF<H<>4J<< E9F< VLAN. %9F< native VLAN < 
F97<DB64A<9 EF4A84DF4 802.1Q. &97<DB64A<9 

2  "�2, "�5, "�7, 
"�9, #�1.2, 
#�1.3 

 

 B8G?P 1 
 B8G?P 2 
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7B?BEB6B= VLAN. $94?<;4J<< 6<DFG4?PAB= ?B>4?PAB= 
E9F<. !4;A4K9A<9 CBDFB6 E9FS@ VLAN. !4EFDB=>4 
FD4A>B6OI >4A4?B6. #DBFB>B? 8<A4@<K9E>B7B 
EB;84A<S FD4A>B6B7B >4A4?4 (DTP). #B<E> < 
GEFD4A9A<9 A9CB?48B> 6 6<DFG4?PAOI ?B>4?PAOI 
E9FSI < FD4A>B6OI >4A4?4I. #DB5?9@O E IP-
48D9E4J<9= E9F< VLAN. !9EB6C489A<S D9:<@B6 
FD4A>B- 6B= E6S;<. #DB9>F<DB64A<9 < B59EC9K9A<9 
59;BC4EABEF< VLAN: hopping, ECGH<A7 >B@@GF4FBD4, 
4F4>4 E 86B=AO@ F97<DB64A<9@, C9FP PVLAN 
C9D<@9FD4. #D4>F<K9E><9 D9>B@9A84J<< CB 
CDB9>F<DB64A<R 6<DFG4?PAB= ?B>4?PAB= E9F<. 

 36 �BAJ9CJ<S @4DLDGF<;4J<< 
!4EFDB=>4 @4DLDGF<;4FBD4.  9I4A<;@O C9D9EO?>< 
C4>9FB6. #B8>?RK9A<9 < A4EFDB=>4 GEFDB=EF6. 
%69FB8<B8AO9 <A8<>4FBDO A4 @4DLDGF<;4FBD9. 
�>F<64J<S < A4EFDB=>4 IP- 48D9E4J<<. #DB69D>4 
E6S;ABEF< E9F9= E CDS@O@ CB8>?RK9A<9@. #DB69D>4 
A4EFDB9> <AF9DH9=E4. (<?PFD4J<S 6OIB8AOI 84AAOI 
>B@4A8 «show». �B@@GF4J<S C4>9FB6 @9:8G E9FS@<. 
(GA>J<S >B@@GF4J<< @4DLDGF<;4FBD4. 
 4DLDGF<;4J<S C4>9FB6. "CD989?9A<9 CGF<. #DBJ9EE 
CD<ASF<S D9L9A<S B C9D9EO?>9 C4>9FB6. �O5BD 
BCF<@4?PAB7B CGF<. #DBFB>B?O RIP, OSPF, EIGRP. 
$4ECD989?9A<9 A47DG;><. �8@<A<EFD<DB64A<9 
D4EEFBSA<9 (AD) < A489:ABEFP @4DLDGF4. �A4?<; 
F45?<J @4DLDGF<;4J<< - <EFBKA<> 84AAOI, CD<AJ<CO 
HBD@<DB64A<9 6B;@B:ABEF< A4EFDB=><. �4C<E< 
F45?<JO @4DLDGF<;4J<< 8?S E9F9= E CDS@O@ 
CB8>?RK9A<9@. �484A<9 EF4F<K9E><I @4DLDGFB6. 
#DBFB>B?O 8<A4@<K9E>B= @4DLDGF<;4J<< E9F9= IPv4 
< IPv6. 

2  "�2, "�5, "�7, 
"�9, #�1.2, 
#�1.3 

 

 B8G?P 1 
 B8G?P 3 

 37  4DLDGF<;4J<S @9:8G VLAN 
#D<AJ<CO D45BFO @4DLDGF<;4J<< @9:8G VLAN. 
!4EFDB=>4 @4DLDGF<;4J<< A4 54;9 @4DLDGF<;4FBDB6 
E A9E>B?P><@< H<;<K9E><@< <AF9DH9=E4@<, E 
<ECB?P;B64A<9@ >BAH<7GD4J<< router-on-a-stick, K9D9; 
@AB7BGDB6A96O= >B@@GF4FBD. #DB5?9@O 
@4DLDGF<;4J<< @9:8G VLAN. #DB69D>4 

2  "�2, "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 
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>BAH<7GD4J<< >B@@GF4FBD4 < A4EFDB9> 
@4DLDGF<;4FBD4. !9CB?48>< 6 D45BF9 <AF9DH9=E4. 
"L<5>< 6 IP-48D9E4I < @4E>4I CB8E9F<. !4EFDB=>4 < 
D45BF4 >B@@GF4J<< A4 3-@ GDB6A9.  4DLDGF<;4J<S 
@9:8G VLAN K9D9; 6<DFG4?PAO9 <AF9DH9=EO 
>B@@GF4FBD4, @4DLDGF<;<DG9@O9 CBDFO. !9CB?48>< 6 
A4EFDB=>4I >B@@GF4FBD4 3-7B GDB6AS. 

 38 %F4F<K9E>4S @4DLDGF<;4J<S 
#D9<@GM9EF64 < ;484K< EF4F<K9E>B= @4DLDGF<;4J<<. 
&<CO EF4F<K9E><I @4DLDGFB6: EF4A84DFAO=, CB 
G@B?K4A<R, EG@@4DAO=, C?464RM<=. !4EFDB=>4 
EF4F<K9E><I @4DLDGFB6 IPv4 < IPv6. �B@4A84 «ip 

route».  4DLDGF E?98GRM97B C9D9IB84. !4CDS@GR 
CB8>?RKTAAO= EF4F<K9E><= @4DLDGF. #B?ABEFPR 
;484AAO= EF4F<K9E><= @4DLDGF. !4EFDB=>4 
EF4F<K9E>B7B @4DLDGF4 CB G@B?K4A<R. �?4EEB64S 
48D9E4J<S. �?4EEB6O9 @4E>< CB8E9F<. �9E>?4EEB64S 
@9:8B@9AA4S @4DLDGF<;4J<S CIDR. "5N98<A9A<9 
@4DLDGFB6. "D74A<;4J<S EGC9DE9F9=. �ECB?P;B64A<9 
@4EB> CB8E9F< H<>E<DB64AAB= 8?<AO (FLSM).  4E>4 
CB8E9F< C9D9@9AAB= 8?<AO (VLSM). !4EFDB=>4 
EG@@4DAOI < C?464RM<I EF4F<K9E><I @4DLDGFB6. 
$4EKTF EG@@4DAB7B @4DLDGF4. "5N98<A9A<9 E9F96OI 
48D9EB6 IPv4 < IPv6. #B<E> < GEFD4A9A<9 A9CB?48B> 6 
A4EFDB=>4I EF4F<K9E>B7B @4DLDGF4 < @4DLDGF4 CB 
G@B?K4A<R. 

2  "�2, "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 
 B8G?P 3 

 39 �<A4@<K9E>4S @4DLDGF<;4J<S 
#DBFB>B?O 8<A4@<K9E>B= @4DLDGF<;4J<< - 
A4;A4K9A<9, CD<AJ<CO D45BFO < <EFBD<S D4;6<F<S. 
%D46A9A<9 8<A4@<K9E>B= < EF4F<K9E>B= 
@4DLDGF<;4J<<. #D<AJ<CO D45BFO CDBFB>B?B6 
@4DLDGF<;4J<<: CGE> CBE?9 6>?RK9A<S C<F4A<S, 
%9F96B9 B5A4DG:9A<9, "5@9A 84AAO@< 
@4DLDGF<;4J<<, "59EC9K9A<9 EIB8<@BEF<. 
�?4EE<H<>4J<S CDBFB>B?B6 @4DLDGF<;4J<<.  
  

2  "�2, "�4, "�5, 
"�6, "�9, 
#�1.2, #�1.3 

 B8G?P 1 
 

 40 #DBFB>B?O IGP < EGP. �<EF4AJ<BAAB-69>FBDAO9 2  "�2, "�5, "�9,  B8G?P 1 
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CDBFB>B?O RIP, IGRP. #DBFB>B?O @4DLDGF<;4J<< CB 
EBEFBSA<R >4A4?4 OSPF < IS-IS. �?4EEB6O9 < 
59E>?4EEB6O9 CDBFB>B?O @4DLDGF<;4J<<. 
)4D4>F9D<EF<>< < @9FD<>< CDBFB>B?B6. 
�<A4@<K9E>4S 8<EF4AJ<BAAB-69>FBDA4S 
@4DLDGF<;4J<S. �<EF4AJ<BAAB-69>FBDAO= 4?7BD<F@. 
 9I4A<;@O BFCD46>< < CB?GK9A<S 84AAOI 
@4DLDGF<;4J<<, D4EKTF4 BCF<@4?PAOI CGF9= < 
8B546?9A<S @4DLDGFB6 6 F45?<JG @4DLDGF<;4J<<, 
B5A4DG:9A<S < D947<DB64A<S A4 <;@9A9A<S 6 
FBCB?B7<<. !4EFDB=>4 CDBFB>B?4 RIP: 6>?RK9A<9 
RIPv2, BF>?RK9A<9 46FB@4F<K9E>B7B B5N98<A9A<S, 
A4EFDB=>4 C4EE<6AOI <AF9DH9=EB6, C9D984K4 
@4DLDGF4 CB G@B?K4A<R CB E9F<. !4EFDB=>4 
CDBFB>B?4 RIPng. 

#�1.2, #�1.3 
 

 41 OSPF 8?S B8AB= B5?4EF< 
%9@9=EF6B CDBFB>B?B6 OSPF. )4D4>F9D<EF<><, 
CD<AJ<CO D45BFO < >B@CBA9AFO OSPF. "EB59AABEF< 
OSPF 8?S B8AB= < A9E>B?P><I B5?4EF9=. 
 47<EFD4?PA4S B5?4EFP. �A>4CEG?SJ<S EBB5M9A<= 
OSPF. &<CO C4>9FB6 OSPF: C4>9F CD<69FEF6<S (hello), 
C4>9F BC<E4A<S 54;O 84AAOI (DBD), C4>9F ;4CDBE4 
EBEFBSA<S >4A4?4 (LSR), C4>9F B5AB6?9A<S EBEFBSA<S 
>4A4?4 (LSU). C4>9F CB8F69D:89A<S EBEFBSA<S >4A4?4 
(LSAck). "5AB6?9A<S EBEFBSA<S >4A4?4. $45BK<9 EB-
EFBSA<S OSPF. �O89?9AAO= (DR) < D9;9D6AO= 
6O89?9AAO= @4DLDGF<;4FBD (BDR). %<AIDBA<;4J<S 
54; 84AAOI OSPF. !4EFDB=>4 OSPFv2 8?S B8AB= 
B5?4EF<. $9:<@ >BAH<7GD4J<< <89AF<H<>4FBDO 
@4DLDGF<;4FBD4. �ECB?P;B64A<9 <AF9DH9=E4 
loopback. �>?RK9A<9 OSPF A4 <AF9DH9=E4I. 
,45?BAA4S @4E>4. �B@4A84 «network». !4EFDB=>4 
C4EE<6AOI <AF9DH9=EB6. (BD@G?4 D4EKTF4 @9FD<>< 
EFB<@BEF< OSPF. !4EFDB=>4 ;A4K9A<= CDBCGE>AB= 
ECBEB5ABEF< <AF9DH9=E4. #DB69D>4 EBE98A<I 
GEFDB=EF6, A4EFDB9> CDBFB>B?4, 84AAOI CDBJ9EE4 < 
8DG7<I I4D4>F9D<EF<> OSPF. %D46A9A<9 OSPFv2 < 
OSPFv3. �8D9E4 F<C4 link-local. &BCB?B7<S E9F< 
OSPFv3. !4EFDB=>4 <89AF<H<>4FBD4 @4DLDGF<;4FBD4 

2  "�2, "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 
 B8G?P 3 
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OSPFv3. �>?RK9A<9 OSPFv3 A4 <AF9DH9=E4I. 
 42 %C<E>< >BAFDB?S 8BEFGC4 (ACL) 

%C<E>< >BAFDB?S 8BEFGC4 (ACL). #D<AJ<C D45BFO 
ACLEC<E>B6. &<CO ACL-EC<E>B6 Cisco 8?S IPv4. 
#D<E64<64A<9 AB@9DB6 < <@TA ACL-EC<E>4@. $4EKTF 
L45?BAAB= @4E>< 6 ACL- EC<E>4I. $9>B@9A84J<< CB 
EB;84A<R < D4;@9M9A<R ACL-EC<E>B6. $4;@9M9A<9 
EF4A84DFAOI < D4EL<D9AAOI ACL-EC<E>B6. 
!4EFDB=>4 EF4A84DFAB7B ACL-EC<E>4. #D<@9A9A<9 
EF4A84DFAOI ACL-EC<E>B6 A4 <AF9DH9=E4I. 
�B@@9AF4D<< > ACL-EC<E>4@. #DB69D>4 < 
D984>F<DB64A<9 EF4A84DFAOI AG@9DB64AAOI 
ACLEC<E>B6. ACL-EF4F<EF<>4. �4M<F4 CBDFB6 VTY E 
CB@BMPR EF4A84DFAB7B ACL-EC<E>4 IPv4. %FDG>FGD4 
< A4EFDB=>4 D4EL<D9AAOI ACL-EC<E>B6 8?S IPv4. 
(<?PFD4J<S FD4H<>4 E <ECB?P;B64A<9@ D4EL<D9AAOI 
ACL-EC<E>B6. #B<E> < GEFD4A9A<9 A9CB?48B> ACL-
EC<E>B6. $4ECDBEFD4ATAAO9 BL<5>< ACL-EC<E>B6. 
%D46A9A<9 ACL-EC<E>B6 8?S IPv4 < IPv6. !4EFDB=>4 < 
CDB69D>4 ACL-EC<E>B6 8?S IPv6. 

2  "�2, "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 
 B8G?P 2 

 43 #DBFB>B? DHCP 
#DBFB>B? DHCP. DHCPv4: 54;B64S BC9D4J<S, HBD@4F 
EBB5M9A<=, EBB5M9A<S B5A4DG:9A<S < CD98?B:9A<S. 
!4EFDB=>4, CDB69D>4 < D9FD4AE?SJ<S CDBEFB7B 
DHCPv4-E9D69D4. !4EFDB=>4 @4DLDGF<;4FBD4 6 
>4K9EF69 DHCPv4-ra№nra. !4EFDB=>4 @4DLDGF<;4FBD4 
>?4EE4 SOHO. #B<E> < GEFD4A9A<9 A9CB?48B> 6 
D45BF9 @4DLDGF<;4FBD4 DHCPv4. #DBFB>B? DHCPv6. 
�6FB@4F<K9E>4S A4EFDB=>4 48D9E4 59; BFE?9:<64A<S 
EBEFBSA<S (SLAAC). #D<AJ<C D45BFO SLAAC E 
DHCPv6. DHCPv6 E < 59; BFE?9:<64A<S EBEFBSA<S. 
#DBJ9EEO DHCPv6. !4EFDB=>4 @4DLDGF<;4FBD4 6 
>4K9EF69 DHCPv6-E9D69D4 < DHCPv6->?<9AF4. #B<E> 
< GEFD4A9A<9 A9CB?48B> 6 D45BF9 DHCPv6. 

2  "�2, "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 

 44 #D9B5D4;B64A<9 E9F96OI 48D9EB6 IPv4 
#D9B5D4;B64A<9 E9F96OI 48D9EB6 IPv4. 
�BAJ9CFG4?PAB9 CD9B5D4;B64A<9 E9F96OI 48D9EB6 
(NAT). &9D@<AB?B7<S < CD<AJ<CO D45BFO NAT. 
#DBEFD4AEF6B K4EFAOI IPv4-48D9EB6. %F4F<K9E>B9 < 

2  "�2, "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 
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8<A4@<K9E>B9 CD9B5D4;B64A<9 E9F96OI 48D9EB6 
(NAT). #D9B5D4;B64A<9 48D9EB6 CBDFB6 (PAT). 
%D46A9A<9 NAT < PAT. #D9<@GM9EF64 < A98BEF4F>< 
NAT. �A4?<; EF4F<K9E>B7B CD9B5D4;B64A<S NAT. 
#D<AJ<C D45BFO 8<A4@<K9E>B7B NAT !4EFDB=>4 < 
CDB69D>4 NAT, PAT. #9D948D9E4J<S CBDFB6. 
!4EFDB=>4 NAT < CDBFB>B?4 IPv6. #B<E> < 
GEFD4A9A<9 A9CB?48B> 6 D45BF9 NAT. 

 45 #D4>F<K9E>4S D45BF4 1 
!4EFDB=>4 C4D4@9FDB6 59;BC4EABEF< >B@@GF4FBD4. 

2 2 "�1, "�2, "�5, 
"�9, #�1.2, 
#�1.3 

 

 B8G?P 1 
 B8G?P 3 

 46 #D4>F<K9E>4S D45BF4 2 
�BEFGC > E9F96O@ GEFDB=EF64@ CB CDBFB>B?G SSH 

2 2 "�1, "�5, "�9, 
#�1.2, #�1.3 

 

 B8G?P 1 

 47 #D4>F<K9E>4S D45BF4 3 
�BAH<7GD4J<S E9F9= VLAN < FD4A>B6OI >4A4?B6 

2 2 "�1, "�5, "�9, 
#�1.1, , #�1.2, 

#�1.3 

 B8G?P 1 

 48 #D4>F<K9E>4S D45BF4 4 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 >BAH<7GD4J<< 
VLAN 

2 2 "�1, "�5, "�9, 
#�1.2, #�1.3 

 B8G?P 1  
 B8G?P 3 

 49 #D4>F<K9E>4S D45BF4 5 
$94?<;4J<S E<EF9@O 59;BC4EABEF< E9F< VLAN 

2 2 "�1, "�5, "�9, 
#�1.2, #�1.3 

 B8G?P 1 
 B8G?P 2 

 50 #D4>F<K9E>4S D45BF4 6 
&9EF<DB64A<9 E9F96B7B CB8>?RK9A<SE CB@BMPR 
>B@4A8 «ping» < «traceroute» 

2 2 "�1, "�4, "�5, 
"�9, #�1.1, 
#�1.2, #�1.3 

 B8G?P 1 
 

 51 #D4>F<K9E>4S D45BF4 7 

!4EFDB=>4 @4DLDGF<;4J<< @9:8G VLAN 8?S >4:8B7B 
<AF9DH9=E4 

2 2 "�1, "�2, "�5, 
"�9, #�1.2, 
#�1.3 

 B8G?P 1 
 

 52 #D4>F<K9E>4S D45BF4 8 
!4EFDB=>4 54;B6B7B CDBFB>B?4 OSPFv2 8?S B8AB= 
B5?4EF< 

2 2 "�1, "�5, "�9, 
#�1.2, #�1.3 

 B8G?P 1 

 53 #D4>F<K9E>4S D45BF4 9 

!47?S8AB9 CD98EF46?9A<9 D45BFO ACL-EC<E>4 
2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 B8G?P 1 

 54 #D4>F<K9E>4S D45BF4 10 
!4EFDB=>4 EF4A84DFAOI ACL-EC<E>B6 

2 2 "�1, "�2, "�5, 
"�9, #�1.2, 

 B8G?P 1 
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#�1.3 
 55 #D4>F<K9E>4S D45BF4 11 

!4EFDB=>4 D4EL<D9AAOI ACL-EC<E>B6. 
2 2 "�1, "�5, 

"�9 
 B8G?P 1 

 56 #D4>F<K9E>4S D45BF4 12 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 A4EFDB=>9 < 
D4;@9M9A<< ACL-EC<E>B6 

2 2 "�1, "�5, "�9, 
#�1.2, #�1.3 

 B8G?P 1 
 B8G?P 3 
 B8G?P 4 

 57 #D4>F<K9E>4S D45BF4 13 

�4;B64S A4EFDB=>4 DHCPv4 A4 @4DLDGF<;4FBD9 
2 2 "�1, "�4, "�5, 

"�9, #�1.2, 
#�1.3 

 B8G?P 1 
 

 58 #D4>F<K9E>4S D45BF4 14 

#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 DHCPv4 
2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 

 59 #D4>F<K9E>4S D45BF4 15 

#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 DHCPv6 
2 2 "�1, "�5, "�9, 

#�1.2, #�1.3 
 B8G?P 1 

 60 #D4>F<K9E>4S D45BF4 16 

�;GK9A<9 CD<AJ<C4 D45BFO NAT 

2 2 "�1, "�5, "�9, 
#�1.2, #�1.3 

 B8G?P 1 

 61 #D4>F<K9E>4S D45BF4 17 

!4EFDB=>4 EF4F<K9E>B7B < 8<A4@<K9E>B7B NAT 

2 2 "�1, "�2, "�5, 
"�9, #�1.2, 
#�1.3 

 B8G?P 1 

 62 #D4>F<K9E>4S D45BF4 18 

#DB69D>4, CB<E> < GEFD4A9A<9 A9CB?48B> 
>BAH<7GD4J<= NAT 

2 2 "�1, "�2, "�5, 
"�9, #�1.2, 
#�1.3 

 B8G?P 1 

%4@BEFBSF9?PA4S D45BF4 B5GK4RM<IES 
 

4    

�FB7B CB  ��: 128 78   

     

 ��.01.02. "D74A<;4J<S, CD<AJ<CO CBEFDB9A<S < HGA>J<BA<DB64A<S >B@CPRF9DAOI 
E9F9= 

184 126   

 

&9@4 2.1.  4DLDGF<;4-
J<S < 
>B@@GF4J<S.  4ELF45<-
DB64A<9 E9F9= 

 

1 �6989A<9 6 @4ELF45<DB64A<9 E9F9= 

$94?<;4J<S CDB9>F4 E9F<. #DB9>F <9D4DI<K9E>B= E9F<. 
$4EL<D9A<9 E9F<. �O5BD E9F96OI GEFDB=EF6. 
�B@@GF4J<BAAB9 B5BDG8B64A<9.  4DLDGF<;4FBDO. 
'CD46?SRM<9 GEFDB=EF64. 

2  "�2,"�4,"�5,
"�9,"�10 
"�11 

#�1.2., #�1.3 
#�1.5. 

 

 B8G?P 1 
 B8G?P 3 

2 �6989A<9 6 @4ELF45<DB64A<9 E9F9= 
$94?<;4J<S CDB9>F4 E9F<. #DB9>F <9D4DI<K9E>B= E9F<. 

2  "�5, "�9, 
#�1.1, #�1.2, 

 B8G?P 1 
 B8G?P 2 
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$4EL<D9A<9 E9F<. �O5BD E9F96OI GEFDB=EF6. 
�B@@GF4J<BAAB9 B5BDG8B64A<9.  4DLDGF<;4FBDO. 
'CD46?SRM<9 GEFDB=EF64. 

#�1.3 
 

3 �;5OFBKABEFP LAN 
#BASF<S CDBFB>B?4 spanning-tree. #D98A4;A4K9A<9 
CDBFB>B?4 spanning-tree. #D<AJ<C D45BFO STP. &<CO 
CDBFB>B?B6 STP. !4EFDB=>4 CDBFB>B?4 STP. 
!4EFDB=>4 PVST+. !4EFDB=>4 Rapid PVST+. 
#DB5?9@O A4EFDB=>< STP. 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 

4 �;5OFBKABEFP LAN 
#BASF<S CDBFB>B?4 spanning-tree. #D98A4;A4K9A<9 
CDBFB>B?4 spanning-tree. #D<AJ<C D45BFO STP. &<CO 
CDBFB>B?B6 STP. !4EFDB=>4 CDBFB>B?4 STP. 

!4EFDB=>4 PVST+. !4EFDB=>4 Rapid PVST+. 

#DB5?9@O A4EFDB=>< STP. 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 

5 �7D97<DB64A<9 >4A4?B6 
"EAB6AO9 CBASF<S 47D97<DB64A<S >4A4?B6. �7D97<DB-
64A<9 >4A4?B6. #D<AJ<C D45BFO EtherChannel. 

!4EFDB=>4 47D97<DB64A<S >4A4?B6. !4EFDB=>4 Ether-

Channel. #DB69D>4, CB<E> < GEFD4A9A<9 A9CB?48B> 6 
D45BF9 EtherChannel 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 
 B8G?P 3 

6 �7D97<DB64A<9 >4A4?B6 
"EAB6AO9 CBASF<S 47D97<DB64A<S >4A4?B6. �7D97<DB-
64A<9 >4A4?B6. #D<AJ<C D45BFO EtherChannel. 

!4EFDB=>4 47D97<DB64A<S >4A4?B6. !4EFDB=>4 Ether-

Channel. #DB69D>4, CB<E> < GEFD4A9A<9 A9CB?48B> 6 
D45BF9 EtherChannel 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 B8G?P 1 
 B8G?P 2 

7 �9ECDB6B8AO9 ?B>4?PAO9 E9F< 
�BAJ9CJ<< 59ECDB6B8AB= E6S;<. �6989A<9 6 59ECDB-
6B8AGR E6S;P. �B@CBA9AFO E9F9= WLAN. &BCB?B7<< 
E9F9= WLAN 802.11. #D<AJ<CO D45BFO 59ECDB6B8AB= 
?B>4?PAB= E9F<. %FDG>FGD4 >48D4 802.11. (GA>J<BA<-
DB64A<9 59ECDB6B8AB= E6S;<. 'CD46?9A<9 >4A4?4@<. 
�9;BC4EABEFP 59ECDB6B8AOI ?B>4?PAOI E9F9=. '7DB;O 
8?S E9F9= WLAN. "59EC9K9A<9 59;BC4EABEF< WLAN. 

!4EFDB=>4 59ECDB6B8AOI ?B>4?PAOI E9F9=. !4EFDB=-

2  "�5, "�9, 
 

#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 
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>4 59ECDB6B8AB7B @4DLDGF<;4FBD4. !4EFDB=>4 59E-
CDB6B8AOI >?<9AFB6. #B<E> < GEFD4A9A<9 A9CB?48B> 
6 D45BF9 E9F9= WLAN. 

8 �9ECDB6B8AO9 ?B>4?PAO9 E9F< 
�BAJ9CJ<< 59ECDB6B8AB= E6S;<. �6989A<9 6 59ECDB-
6B8AGR E6S;P. �B@CBA9AFO E9F9= WLAN. &BCB?B7<< 
E9F9= WLAN 802.11. #D<AJ<CO D45BFO 59ECDB6B8AB= 
?B>4?PAB= E9F<. %FDG>FGD4 >48D4 802.11. (GA>J<BA<-
DB64A<9 59ECDB6B8AB= E6S;<. 'CD46?9A<9 >4A4?4@<. 
�9;BC4EABEFP 59ECDB6B8AOI ?B>4?PAOI E9F9=. '7DB;O 
8?S E9F9= WLAN. "59EC9K9A<9 59;BC4EABEF< WLAN. 
!4EFDB=>4 59ECDB6B8AOI ?B>4?PAOI E9F9=. !4EFDB=-
>4 59ECDB6B8AB7B @4DLDGF<;4FBD4. !4EFDB=>4 59E-
CDB6B8AOI >?<9AFB6. #B<E> < GEFD4A9A<9 A9CB?48B> 
6 D45BF9 E9F9= WLAN. 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 
 B8G?P 3 

9 !4EFDB=>4 < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPF 8?S 
B8AB= B5?4EF< 
$4EL<D9AAO9 C4D4@9FDO CDBFB>B?4 OSPF 8?S B8AB= 
B5?4EF<.  4DLDGF<;4J<S A4 GDB6ASI D4ECD989?9A<S < 
S8D4. OSPF 6 E9FSI E @AB:9EF69AAO@ 8BEFGCB@. $4E-
CDBEFD4A9A<9 @4DLDGF4 CB G@B?K4A<R. &BKA4S 
A4EFDB=>4 <AF9DH9=EB6 OSPF. �4M<F4 OSPF. 'EFD4-
A9A<9 A9CB?48B> D94?<;4J<< CDBFB>B?4 OSPF 8?S B8-
AB= B5?4EF<. %BEF46?SRM<9 CDBJ98GDO CB<E>4 < 
GEFD4A9A<S A9CB?48B> 6 D45BF9 OSPF 8?S B8AB= B5?4-
EF<. #B<E> < GEFD4A9A<9 A9CB?48B> 6 @4DLDGF<;4J<< 
OSPFv2 8?S B8AB= B5?4EF<. #B<E> < GEFD4A9A<9 
A9CB?48B> 6 OSPFv3 8?S B8AB= B5?4EF< 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 

10 !4EFDB=>4 < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPF 8?S 
B8AB= B5?4EF< 
$4EL<D9AAO9 C4D4@9FDO CDBFB>B?4 OSPF 8?S B8AB= 
B5?4EF<.  4DLDGF<;4J<S A4 GDB6ASI D4ECD989?9A<S < 
S8D4. OSPF 6 E9FSI E @AB:9EF69AAO@ 8BEFGCB@. $4E-
CDBEFD4A9A<9 @4DLDGF4 CB G@B?K4A<R. &BKA4S 
A4EFDB=>4 <AF9DH9=EB6 OSPF. �4M<F4 OSPF. 'EFD4-
A9A<9 A9CB?48B> D94?<;4J<< CDBFB>B?4 OSPF 8?S B8-
AB= B5?4EF<. %BEF46?SRM<9 CDBJ98GDO CB<E>4 < 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 
 B8G?P 2 
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GEFD4A9A<S A9CB?48B> 6 D45BF9 OSPF 8?S B8AB= B5?4-
EF<. #B<E> < GEFD4A9A<9 A9CB?48B> 6 @4DLDGF<;4J<< 
OSPFv2 8?S B8AB= B5?4EF<. #B<E> < GEFD4A9A<9 
A9CB?48B> 6 OSPFv3 8?S B8AB= B5?4EF< 

 11 OSPF 8?S A9E>B?P><I B5?4EF9= 
#D<AJ<C D45BFO OSPF 8?S A9E>B?P><I B5?4EF9=. 
!4;A4K9A<9 OSPF 8?S A9E>B?P><I B5?4EF9=. #D<AJ<C 
D45BFO C4>9FB6 LSA 6 OSPF 8?S A9E>B?P><I B5?4-
EF9=. &45?<J4 @4DLDGF<;4J<< < F<CO @4DLDGFB6 
OSPF. !4EFDB=>4 OSPF 8?S A9E>B?P><I B5?4EF9=. 
!4EFDB=>4 OSPF 8?S A9E>B?P><I B5?4EF9=. "5N98<-
A9A<9 @4DLDGFB6 OSPF. #DB69D>4 OSPF 8?S A9E>B?P-
><I B5?4EF9=. 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 

12 OSPF 8?S A9E>B?P><I B5?4EF9= 
#D<AJ<C D45BFO OSPF 8?S A9E>B?P><I B5?4EF9=. 
!4;A4K9A<9 OSPF 8?S A9E>B?P><I B5?4EF9=. #D<AJ<C 
D45BFO C4>9FB6 LSA 6 OSPF 8?S A9E>B?P><I B5?4-
EF9=. &45?<J4 @4DLDGF<;4J<< < F<CO @4DLDGFB6 
OSPF. !4EFDB=>4 OSPF 8?S A9E>B?P><I B5?4EF9=. 
!4EFDB=>4 OSPF 8?S A9E>B?P><I B5?4EF9=. "5N98<-
A9A<9 @4DLDGFB6 OSPF. #DB69D>4 OSPF 8?S A9E>B?P-
><I B5?4EF9=. 

2  "�5, "�9, 
#�1.1, #�1.2, 
#�1.3 

 

 B8G?P 1 
 B8G?P 3 

13,14 #D4>F<K9E>4S D45BF4 № 1 
$4;69DFO64A<9 >B@@GF<DG9@B= E9F< E D9;9D6AO@< 
>4A4?4@< 

4 4 "�1, "�5, 
,"�10 #�1.1, 
#�1.2 

 

 B8G?P 1 
 B8G?P 2 

15,16 #D4>F<K9E>4S D45BF4 № 2 
!4EFDB=>4 Rapid PVST+, PortFast < BPDU Guard 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 

17,18 #D4>F<K9E>4S D45BF4 № 3 
!4EFDB=>4 CDBFB>B?4 GLBP 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 

19,20 #D4>F<K9E>4S D45BF4 № 4 
"CD989?9A<9 F<CB6OI BL<5B> >BAH<7GD4J<< STP 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 
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21,22 #D4>F<K9E>4S D45BF4 № 5 

!4EFDB=>4 EtherChannel 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 

23,24 #D4>F<K9E>4S D45BF4 № 6 
 #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 EtherChannel 

4 4 "�1,"�4, 
"�5, 

"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 
 B8G?P 3 

25,26 #D4>F<K9E>4S D45BF4 № 7 
!4EFDB=>4 VRRP < EtherChannel 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 
 B8G?P 2 

27,28 #D4>F<K9E>4S D45BF4 № 8 
!4EFDB=>4 54;B6B7B CDBFB>B?4 OSPFv2 8?S B8AB= 
B5?4EF< 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 

29,30 #D4>F<K9E>4S D45BF4 № 9 
!4EFDB=>4 OSPFv2 6 E9F< @AB:9EF69AAB7B 8BEFGC4 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 

31,32 #D4>F<K9E>4S D45BF4 № 10 
!4EFDB=>4 D4EL<D9AAOI HGA>J<= OSPFv2 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 

33,34 #D4>F<K9E>4S D45BF4 № 11 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 BEAB6AOI 
CDBFB>B?B6 OSPFv2 < OSPFv3 8?S B8AB= B5?4EF< 

4 4 "�1, "�5, 
"�9,"�10, 
"�7 #�1.1, 
#�1.2 

 B8G?P 1 

 35,36 #D4>F<K9E>4S D45BF4 № 12 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 
GEB69DL9AEF6B64AAB7B CDBFB>B?4 OSPFv2 8?S B8AB= 
B5?4EF< 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 
 B8G?P 3 

37,38 #D4>F<K9E>4S D45BF4 № 13 
!4EFDB=>4 OSPFv2 8?S A9E>B?P><I B5?4EF9= 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 
 B8G?P 2 

39,40 #D4>F<K9E>4S D45BF4 № 14 
!4EFDB=>4 OSPFv3 8?S A9E>B?P><I B5?4EF9= 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2 

 B8G?P 1 

41,42 #D4>F<K9E>4S D45BF4 № 15 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPFv2 < 

4 4 "�1, "�5, 
"�9,"�10 

 B8G?P 1 
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OSPFv3 8?S A9E>B?P><I B5?4EF9= 

43 #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 OSPFv2 < 
OSPFv3 8?S A9E>B?P><I B5?4EF9= 

2  "�5,"�9  B8G?P 1 

  

&9@4 2.2. %B98<A9A<9 E9-
F9= 

44 #B8>?RK9A<9 > 7?B54?PAB= E9F< 
"5;BD F9IAB?B7<= 7?B54?PAB= E9F<. *9?P EB;84A<S 
7?B54?PAOI E9F9=. #D<AJ<C D45BFO 7?B54?PAB= E9F<. 
�O5BD F9IAB?B7<< 7?B54?PAB= E9F<. %9D6<EO 7?B-
54?PAB= E9F<. �AHD4EFDG>FGDO K4EFAOI 7?B54?PAOI 
E9F9=. �AHD4EFDG>FGD4 B5M98BEFGCAB= 7?B54?PAB= 
E9F<. �O5BD E9D6<EB6 7?B54?PAB= E9F<. 

2  "�5,"�9 
#�1.3, #�1.5 

 B8G?P 1 

45 #B8>?RK9A<9 > 7?B54?PAB= E9F< 
"5;BD F9IAB?B7<= 7?B54?PAB= E9F<. *9?P EB;84A<S 
7?B54?PAOI E9F9=. #D<AJ<C D45BFO 7?B54?PAB= E9F<. 
�O5BD F9IAB?B7<< 7?B54?PAB= E9F<. %9D6<EO 7?B-
54?PAB= E9F<. �AHD4EFDG>FGDO K4EFAOI 7?B54?PAOI 
E9F9=. �AHD4EFDG>FGD4 B5M98BEFGCAB= 7?B54?PAB= 
E9F<. �O5BD E9D6<EB6 7?B54?PAB= E9F<. 

2  "�5,"�9 
#�1.3, #�1.5 

 B8G?P 1 
 B8G?P 3 

46 #B8>?RK9A<9 > 7?B54?PAB= E9F< 
"5;BD F9IAB?B7<= 7?B54?PAB= E9F<. *9?P EB;84A<S 
7?B54?PAOI E9F9=. #D<AJ<C D45BFO 7?B54?PAB= E9F<. 
�O5BD F9IAB?B7<< 7?B54?PAB= E9F<. %9D6<EO 7?B-
54?PAB= E9F<. �AHD4EFDG>FGDO K4EFAOI 7?B54?PAOI 
E9F9=. �AHD4EFDG>FGD4 B5M98BEFGCAB= 7?B54?PAB= 
E9F<. �O5BD E9D6<EB6 7?B54?PAB= E9F<. 

2  "�5,"�9 
#�1.3, #�1.5 

 B8G?P 1 
 B8G?P 2 

47 %B98<A9A<9 «FBK>4-FBK>4» 
"5;BD CBE?98B64F9?PAB7B EB98<A9A<S «FBK>4-FBK>4». 
%6S;P CB CBE?98B64F9?PAB@G >4A4?G. �A>4CEG?SJ<S 
HDLC. #D<AJ<C D45BFO CDBFB>B?4 PPP. #D9<@GM9-
EF64 CDBFB>B?4 PPP. LCP < NCP. %94AEO PPP. 

!4EFDB=>4 CDBFB>B?4 PPP. !4EFDB=>4 CDBFB>B?4 PPP. 

�GF9AF<H<>4J<S PPP. "F?48>4 EB98<A9A<= WAN. 
"F?48>4 PPP. 

2  "�5,"�9 
#�1.3, #�1.5 

 B8G?P 1 

48 %B98<A9A<9 «FBK>4-FBK>4» 
"5;BD CBE?98B64F9?PAB7B EB98<A9A<S «FBK>4-FBK>4». 
%6S;P CB CBE?98B64F9?PAB@G >4A4?G. �A>4CEG?SJ<S 
HDLC. #D<AJ<C D45BFO CDBFB>B?4 PPP. #D9<@GM9-
EF64 CDBFB>B?4 PPP. LCP < NCP. %94AEO PPP. 

2  "�5,"�9 
#�1.3, #�1.5 

 B8G?P 1 
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!4EFDB=>4 CDBFB>B?4 PPP. !4EFDB=>4 CDBFB>B?4 PPP. 
�GF9AF<H<>4J<S PPP. "F?48>4 EB98<A9A<= WAN. 
"F?48>4 PPP. 

49 $9L9A<S L<DB>BCB?BEAB7B 8BEFGC4 
'84?TAA4S D45BF4. #D9<@GM9EF64 G84?TAAB= D45BFO. 
�<;A9E-FD95B64A<S 8?S G84?TAAOI D45BFA<>B6. %D46-
A9A<9 D9L9A<= L<DB>BCB?BEAB7B 8BEFGC4. �459?P. 
DSL. �9ECDB6B8AO9 L<DB>BCB?BEAO9 E9F<. �O5BD 
D9L9A<= L<DB>BCB?BEAB7B 8BEFGC4. !4EFDB=>4 CB8-
>?RK9A<= xDSL. "5;BD PPPoE. !4EFDB=>4 PPPoE. 

2  "�5,"�9 
#�1.3, #�1.5 

 B8G?P 1 

50 $9L9A<S L<DB>BCB?BEAB7B 8BEFGC4 
'84?TAA4S D45BF4. #D9<@GM9EF64 G84?TAAB= D45BFO. 
�<;A9E-FD95B64A<S 8?S G84?TAAOI D45BFA<>B6. %D46-
A9A<9 D9L9A<= L<DB>BCB?BEAB7B 8BEFGC4. �459?P. 
DSL. �9ECDB6B8AO9 L<DB>BCB?BEAO9 E9F<. �O5BD 
D9L9A<= L<DB>BCB?BEAB7B 8BEFGC4. !4EFDB=>4 CB8-
>?RK9A<= xDSL. "5;BD PPPoE. !4EFDB=>4 PPPoE. 

2  "�5,"�9 
#�1.3, #�1.4 

 

 B8G?P 1 
 B8G?P 3 

51 $9L9A<S L<DB>BCB?BEAB7B 8BEFGC4 
'84?TAA4S D45BF4. #D9<@GM9EF64 G84?TAAB= D45BFO. 
�<;A9E-FD95B64A<S 8?S G84?TAAOI D45BFA<>B6. %D46-
A9A<9 D9L9A<= L<DB>BCB?BEAB7B 8BEFGC4. �459?P. 
DSL. �9ECDB6B8AO9 L<DB>BCB?BEAO9 E9F<. �O5BD 
D9L9A<= L<DB>BCB?BEAB7B 8BEFGC4. !4EFDB=>4 CB8-
>?RK9A<= xDSL. "5;BD PPPoE. !4EFDB=>4 PPPoE. 

2  "�5,"�9 
#�1.3, #�1.5 

 B8G?P 1 
 B8G?P 2 

52 �4M<F4 @9:H<?<4?PAB= E6S;< 
%9F< VPN. "EAB6O E9F9= VPN. &<CO E9F9= VPN. 

&GAA9?< GRE @9:8G B5N9>F4@<. "EAB6O GRE. 

!4EFDB=>4 FGAA9?9= GRE. "5M<9 E6989A<S B5 IPsec. 

�4M<F4 CDBFB>B?4 IP. %FDG>FGD4 CDBFB>B?4 IPsec. 

'84?TAAO= 8BEFGC. $9L9A<S VPN 8?S G84?TAAB7B 8B-
EFGC4. %9F< VPN G84?TAAB7B 8BEFGC4 E <ECB?P;B64A<-
9@ IPsec. 

2  "�5,"�9 
#�1.3, #�1.5 

 B8G?P 1 

53 �4M<F4 @9:H<?<4?PAB= E6S;< 
%9F< VPN. "EAB6O E9F9= VPN. &<CO E9F9= VPN. 

&GAA9?< GRE @9:8G B5N9>F4@<. "EAB6O GRE. 

!4EFDB=>4 FGAA9?9= GRE. "5M<9 E6989A<S B5 IPsec. 

�4M<F4 CDBFB>B?4 IP. %FDG>FGD4 CDBFB>B?4 IPsec. 

2  "�5,"�9 
#�1.3, #�1.5 

 B8G?P 1 



32 

 

'84?TAAO= 8BEFGC. $9L9A<S VPN 8?S G84?TAAB7B 8B-
EFGC4. %9F< VPN G84?TAAB7B 8BEFGC4 E <ECB?P;B64A<-
9@ IPsec. 

54 �4M<F4 @9:H<?<4?PAB= E6S;< 
%9F< VPN. "EAB6O E9F9= VPN. &<CO E9F9= VPN. 

&GAA9?< GRE @9:8G B5N9>F4@<. "EAB6O GRE. 

!4EFDB=>4 FGAA9?9= GRE. "5M<9 E6989A<S B5 IPsec. 

�4M<F4 CDBFB>B?4 IP. %FDG>FGD4 CDBFB>B?4 IPsec. 

'84?TAAO= 8BEFGC. $9L9A<S VPN 8?S G84?TAAB7B 8B-
EFGC4. %9F< VPN G84?TAAB7B 8BEFGC4 E <ECB?P;B64A<-
9@ IPsec. 

2  "�5,"�9  B8G?P 1 

55  BA<FBD<A7 %9F< 
Syslog. #D<AJ<C D45BFO Syslog. !4EFDB=>4 Syslog. 

SNMP. #D<AJ<C D45BFO SNMP. !4EFDB=>4 SNMP. 

NetFlow. #D<AJ<C D45BFO NetFlow. !4EFDB=>4 Net-

Flow. #DB69D>4 @B89?9= FD4H<>4. 

2  "�5,"�9  B8G?P 1 
 B8G?P 3 

 56  BA<FBD<A7 %9F< 
Syslog. #D<AJ<C D45BFO Syslog. !4EFDB=>4 Syslog. 
SNMP. #D<AJ<C D45BFO SNMP. !4EFDB=>4 SNMP. 
NetFlow. #D<AJ<C D45BFO NetFlow. !4EFDB=>4 Net-
Flow. #DB69D>4 @B89?9= FD4H<>4. 

2  "�5,"�9  B8G?P 1 
 B8G?P 2 

57 "F?48>4 E9F< 
#B<E> < GEFD4A9A<9 A9CB?48B> E <ECB?P;B64A<9@ E<-
EF9@AB7B CB8IB84. �B>G@9AF4J<S CB E9F<. #DBJ98GD4 
CB<E>4 < GEFD4A9A<S A9CB?48B>. �;B?SJ<S CDB5?9@O 
E CB@BMPR @AB7BGDB6A96OI @B89?9=. "F?48>4 E9F<. 
%D98EF64 CB<E>4 < GEFD4A9A<S A9CB?48B>. %<@CFB@O 
< CD<K<AO BF?48>< E9F<. #B<E> < GEFD4A9A<9 A9CB?4-
8B> E6S;< 6 E9FSI IP. 

2 2 "�5,"�9  B8G?P 1 

58 "F?48>4 E9F< 
#B<E> < GEFD4A9A<9 A9CB?48B> E <ECB?P;B64A<9@ E<-
EF9@AB7B CB8IB84. �B>G@9AF4J<S CB E9F<. #DBJ98GD4 
CB<E>4 < GEFD4A9A<S A9CB?48B>. �;B?SJ<S CDB5?9@O 
E CB@BMPR @AB7BGDB6A96OI @B89?9=. "F?48>4 E9F<. 
%D98EF64 CB<E>4 < GEFD4A9A<S A9CB?48B>. %<@CFB@O 
< CD<K<AO BF?48>< E9F<. #B<E> < GEFD4A9A<9 A9CB?4-

2  "�5,"�9 
#�1.3, #�1.5 
#�1.4 

 B8G?P 1 
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8B> E6S;< 6 E9FSI IP. 
59,60 #D4>F<K9E>4S D45BF4 № 16 

!4EFDB=>4 54;B6B7B PPP E 4GF9AF<H<>4J<9= 

4 4 "�1, "�5, 
"�9,"�10 
#�1.1, #�1.2, 
#�1.3 

 B8G?P 1 
 B8G?P 3 

61,62 #D4>F<K9E>4S D45BF4 № 17 
"F?48>4 54;B6B7B PPP E 4GF9AF<H<>4J<9= 

4 4 "�1, "�5, 
"�9,"�10 

 

63 #D4>F<K9E>4S D45BF4 № 18 
!4EFDB=>4 @4DLDGF<;4FBD4 6 >4K9EF69 >?<9AF4 PPPoE 

8?S CB8>?RK9A<S DSL 

2 2 "�1, "�5, 
"�9,"�10 
#�1.3, #�1.5 

 B8G?P 1 
 B8G?P 2 

64,65 #D4>F<K9E>4S D45BF4 № 18 
!4EFDB=>4 @4DLDGF<;4FBD4 6 >4K9EF69 >?<9AF4 PPPoE 

8?S CB8>?RK9A<S DSL 

4 4 "�1, "�5, 
"�9,"�10 
#�1.3, #�1.5 

 B8G?P 1 

66,67 #D4>F<K9E>4S D45BF4 № 19 
!4EFDB=>4 FGAA9?S VPN GRE CB EI9@9 «FBK>4-FBK>4» 

4 4 "�1, "�5, 
"�9,"�10 
#�1.3, #�1.5 

 B8G?P 1 

68,69 #D4>F<K9E>4S D45BF4 № 20 
!4EFDB=>4 Syslog < NTP 

4 4 "�1, "�5, 
"�9,"�10 

 B8G?P 1 

70,71 #D4>F<K9E>4S D45BF4 № 22 
%5BD < 4A4?<; 84AAOI NetFlow 

4 4 "�1, "�5, 
"�9,"�10 
#�1.3, #�1.5 

 B8G?P 1 

72 #D4>F<K9E>4S D45BF4 № 22 
%5BD < 4A4?<; 84AAOI NetFlow 

2 2 "�1, "�5, 
"�9,"�10 
#�1.3, #�1.5 

 B8G?P 1 
 B8G?P 3 

73,74 #D4>F<K9E>4S D45BF4 № 23 
�AEFDG@9AF4D<= E9F96B7B 48@<A<EFD4FBD4 8?S 
A45?R89A<S 

4 4 "�1, "�5, 
"�9,"�10 
#�1.3, #�1.5 

 B8G?P 1 
 B8G?P 2 

 75 #D4>F<K9E>4S D45BF4 № 23 
�AEFDG@9AF4D<= E9F96B7B 48@<A<EFD4FBD4 8?S 
A45?R89A<S 

2 2 "�1, "�5, 
"�9,"�10 
#�1.3, #�1.2, 
#�1.4 #�1.5 

 B8G?P 1 

  %4@BEFBSF9?PA4S D45BF4. #DBH9EE<BA4?PAO= EF4A-
84DF E9F96B7B 48@<A<EFD4FBD4. �;GK<FP FD95B64A<S 
HR > EC9J<4?<EF4@ D4;AB7B GDB6AS.  

4  "�10,"�11 
#�1.5 

 

%4@BEFBSF9?PA4S D45BF4 B5GK4RM<IES 4    



34 

 

 

"5S;4F9?PA4S 4G8<FBDA4S GK95A4S A47DG;>4 CB >GDEB6B@G CDB9>F<DB64A<R 

 

30 30   

�FB7B CB  ��: 184 126   

'K95A4S CD4>F<>4 ('#.01.01) 216    

#DB<;6B8EF69AA4S CD4>F<>4 (CB CDBH<?R EC9J<4?PABEF<) 144    

 

�E97B CB #  700    

� FB@ K<E?9 
&9BD9F<K9E>B9 B5GK9A<9 

100    

#D4>F<K9E><9 ;4ASF<S 170    

�45BD4FBDAO9 ;4ASF<S     

%9@<A4DE><9 ;4ASF<S 4    

%4@BEFBSF9?PA4S D45BF4 8    

�GDEB6B= CDB9>F 30    

'K95A4S CD4>F<>4 216    

#DB<;6B8EF69AA4S CD4>F<>4 144    
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4 '%�"��3 $������*�� #$"(�%%�"!��0!"�"  "�'�3  

4.1  4F9D<4?PAB-F9IA<K9E>B9 B59EC9K9A<9 

$94?<;4J<S CDB7D4@@O CDBH9EE<BA4?PAB7B @B8G?S BEGM9EF6?S9FES CB FD95B64A<S@ 

(�"% < D94?<;G9FES 6 ?45BD4FBD<< BD74A<;4J<< < CD<AJ<CB6 CBEFDB9A<S >B@CPRF9DAOI 

E<EF9@ �-508 8?S CDB6989A<S ;4ASF<= ?9>J<BAAB7B F<C4, CD4>F<K9E><I D45BF, E9@<A4D-

E>B7B F<C4, 7DGCCB6OI < <A8<6<8G4?PAOI >BAEG?PF4J<= < 6 EFG8<< CDB9>F<DB64A<S < 8<-

;4=A4 E9F96OI 4DI<F9>FGD < <A:9A9DAB= 7D4H<>< 8?S CDB6989A<S ;4ASF<= E9@<A4DE>B7B 

F<C4, 7DGCCB6OI < <A8<6<8G4?PAOI >BAEG?PF4J<=. CD4>F<K9E><I D45BF, GK95AB= CD4>F<><, 

"5BDG8B64A<9 ?45BD4FBD<<:  

'K95A4S @959?P, 16 #1� �3300/1Gb/40/ASUS 19, E9D69D 6 ?45BD4FBD<<, C4>9F ?<-

J9A;<BAAB7B CDB7D4@@AB7B B59EC9K9A<S, @G?PF<@98<=AB9 B5BDG8B64A<9, <AF9D4>F<6A4S 

8BE>4, ABD@4F<6AB-F9IA<K9E>4S 8B>G@9AF4J<S, C9D<H9D<=AB9 B5BDG8B64A<9, F<CB6B= EB-

EF46 8?S @BAF4:4 (>459?< D4;?<KAB7B F<C4, B5:<@AB= <AEFDG@9AF, >BAA9>FBDO RJ-45, F9-

EF9DO 8?S >459?S, >DBEE-AB:<, >DBEE- C4A9?< < A4?48>< >B@CPRF9DAB= E9F<), @4DLDGF<;4-

FBDO, >B@@GF4FBDO, F9?9>B@@GA<>4J<BAA4S EFB=>4, 59ECDB6B8A4S FBK>4 8BEFGC4; IP F9?9-

HBAO, CDB7D4@@AB-4CC4D4FAO9 L?R;O 59;BC4EABEF<, >B@CPRF9D 8?S ?45BD4FBDAOI ;4AS-

F<= E "% Microsoft Windows Server, Linux < E<EF9@4@< 6<DFG4?<;4J<<, CD<@9D CDB9>FAB= 

8B>G@9AF4J<<, GK95AB-A47?S8AO9 CBEB5<S. 

 "5BDG8B64A<9 EFG8<<: 

'K95A4S @959?P, 12 >B@CPRF9DB6, B5N98<A9AAOI 6 ?B>4?PAGR E9FP E ?<J9A;<BAAO@ 

CDB7D4@@AO@ B59EC9K9A<9@; D45BK99 @9EFB CD9CB8464F9?S, B5BDG8B64AAB9 >B@CPRF9DB@, 

6<89BCDB9>FBDB@, Q>D4AB@; L>4H 8?S ID4A9A<S >B@C?9>F4 GK95AB - @9FB8<K9E>B= 8B>G-

@9AF4J<<, >B@C?9>F4 GK95A<>B6 (GK95AOI CBEB5<=), >B@C4>F-8<E>B6 E B5GK4RM<@< CDB-

7D4@@4@<; F9@4F<K9E><9 C4C>< 8<84>F<K9E><I @4F9D<4?B6; @<>DBHBA, 4>GEF<K9E><9 >B-

?BA><; CD<AF9D A3, J69FAB=, E>4A9D, >BC<DB64?PAO= 4CC4D4F, BH<EAO= @B?P59DF (H?<C-

K4DF), @4D>9DA4S 8BE>4. 

 

4.2 �<F9D4FGD4, <AF9DA9F- <;84A<S 

#9D9K9AP D9>B@9A8G9@OI GK95AOI <;84A<=, �AF9DA9F-D9EGDEB6, 8BCB?A<F9?PAB= ?<F9D4-
FGDO 

"EAB6A4S ?<F9D4FGD4: 
1. �G;<A, �.�. �B@CPRF9DAO9 E9F< : GK95. CBEB5<9 / �.�. �G;<A, �.�. �G;<A. 4 4-9 

<;8., C9D9D45. < 8BC. 4  . : ("$'  : �!($�- , 2019. 4 190 E. 4 (%D98A99 

CDBH9EE<BA4?PAB9 B5D4;B64A<9). - $9:<@ 8BEFGC4: 

http://znanium.com/catalog/product/983172  - �B7B6BD № 5669  BF 10.01.2022 7.   
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�BCB?A<F9?PA4S ?<F9D4FGD4:  

1.  4>E<@B6, !.�. �B@CPRF9DAO9 E9F< : GK95. CBEB5<9 / !.�.  4>E<@B6, �.�. #BCB6. 

4 6-9 <;8., C9D9D45. < 8BC. 4  . : ("$'  : �!($�- , 2018. 4 464 E. 4 

(%D98A99 CDBH9EE<BA4?PAB9 B5D4;B64A<9). - $9:<@ 8BEFGC4: 

http://znanium.com/catalog/product/792686  - �B7B6BD № 5669  BF 10.01.2022 7.   

2. %OEB96, 1.�. �8@<A<EFD<DB64A<9 >B@CPRF9DAOI E9F9= /1.�. %OEB96, �.�. &9D9-

IB6, �.�. �GDJ964;   <A<EF9DEF6B B5D4;B64A<S < A4G>< $BEE<=E>B= (989D4J<<, 

(989D4?PAB9 7BEG84DEF69AAB9 5R8:9FAB9 B5D4;B64F9?PAB9 GKD9:89A<9 6OEL97B 

B5D4;B64A<S «&4@5B6E><= 7BEG84DEF69AAO= F9IA<K9E><= GA<69DE<F9F». 3 &4@5B6: 

�;84F9?PEF6B (��"' �#" «&�&'», 2017. 3 80 E. : <?. 3 $9:<@ 8BEFGC4:3 URL: 

http://biblioclub.ru/index.php?page=book&id=499414. 3 �<5?<B7D. 6 >A. 3 1�% 'A<-

69DE<F9FE>4S 5<5?<BF9>4   

 

�AF9DA9F-<EFBKA<><:  

1. �GDA4? E9F96OI D9L9A<= LAN [1?9>FDBAAO= D9EGDE]. 4 $9:<@ 8BEFGC4: 

URL:http://www.osp.ru/lan/#/home  

2. �GDA4? B >B@CPRF9DAOI E9FSI < F9?9>B@@GA<>4J<BAAOI F9IAB?B7<SI «%9F< 

< E<EF9@O E6S;<» [1?9>FDBAAO= D9EGDE]. 4 $9:<@ 8BEFGC4: URL: 

http://www.ccc.ru/  

3. !4GKAB-F9IA<K9E><= < A4GKAB-CDB<;6B8EF69AAO= :GDA4? «�AHBD@4J<BAAO9 

F9IAB?B7<<» [1?9>FDBAAO= D9EGDE]. 4 $9:<@ 8BEFGC4: URL: 

http://www.novtex.ru/IT/  

4. !4J<BA4?PAO= "F>DOFO= 'A<69DE<F9F «�!&'�&» [1?9>FDBAAO= D9EGDE]. 

4 $9:<@ 8BEFGC4: URL: http://www.intuit.ru/  

5. �GDA4? CHIP [1?9>FDBAAO= D9EGDE]. 4 $9:<@ 8BEFGC4: URL: 

http://www.ichip.ru/  

6. �GDA4? "ComputerBild" [1?9>FDBAAO= D9EGDE]. 4 $9:<@ 8BEFGC4: URL: 

http://www.computerbild.ru  

7. #DB9>F<DB64A<9 E9F96B= <AHD4EFDG>FGDO A4 54;9 Windows Server 2008: 6<-

89B>GDE <1?9>FDBAAO= D9EGDE>. - $9:<@ 8BEFGC4: http://soft-wins.net/video- 

lessons/4495-video-kurs-m6435-proektirovanie-setevoy-infrastruktury-na-baze-

windjws- server-2008.html. 
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5. �"!&$"�Ь � "Ц�!�А $��'�Ь&А&"� "%�"�!�/ 

#$"(�%%�"!А�Ь!"�"  "�'�/  
# .01 �OCB?A9A<9 D45BF CB CDB9>F<DB64A<R E9F96B= <AHD4EFDG>FGDO  

 

�BAFDB?P < BJ9A>4 D9;G?PF4FB6 BE6B9A<S @B8G?S BEGM9EF6?S9FES CD9CB8464F9?9@ 6 

CDBJ9EE9 CDB6989A<S CD4>F<K9E><I ;4ASF<=, F9EF<DB64A<S, GK95AB= < CDB<;6B8EF69AAB=  

CD4>F<><, Q>;4@9A4 >64?<H<>4J<BAAB7B, 4 F4>:9 CD< 6OCB?A9A<S B5GK4RM<@<ES <A8<6<-

8G4?PAOI ;484A<= D9L9A<S E<FG4J<BAAOI ;484K, F9EF<DB64A<S < D4;?<KAOI 6<8B6 BCDBE4, 

<A8<6<8G4?PAOI ;484A<=, >GDEB6B= D45BFO, <EE?98B64A<=. 

$9;G?PF4FO (BE6B-
9AAO9 CDBH9EE<B-
A4?PAO9 >B@C9-
F9AJ<<) 

"EAB6AO9 CB>4;4F9?< BJ9A>< D9-
;G?PF4F4 

(BD@O < @9FB8O >BAFDB?S < 
BJ9A>< 

#� 1.1. 
�OCB?ASFP 
CDB9>F<DB64A<9 
>459?PAB= 
EFDG>FGDO 
>B@CPRF9DAB= 
E9F<. 

- 6OCB?A9A<9 6E97B >B@C?9>E4 
CDB9>FAOI D45BF, E6S;4AAOI E 
EB;84A<9@ >B@CPRF9DAB= E9F9= (CB8 
>?RK); 
- B59EC9K<64FP 7D4@BFABEFP 
<ECB?P;B64A<S IT-F9IAB?B7<=, 6 FB@ 
K<E?9 EC9J<4?<;<DB64AAB7B 
CDB7D4@@AB7B B59EC9K9A<S, CD< 
CDB9>F<DB64A<< >B@CPRF9DAOI 
E9F9=; 
- >4K9EF6B BD74A<;4J<< D45BF CB 
CDB9>F<DB64A<R >B@CPRF9DAOI 
E9F9=; 
- B59EC9K<64FP 59E>BAH?<>FAB9 
6A98D9A<9 < 66B8 6 Q>EC?G4F4J<R 
EB;84649@B7B B5N9>F4; 
- CD< CDB9>F<DB64A<< B59EC9K<64FP 
C9DEC9>F<6O 8?S 5G8GM97B D4;6<F<S 
>B@CPRF9DAB= E9F<. 

"J9A>4 D9;G?PF4FB6 
89SF9?PABEF< B5GK4RM<IES 6 
CDBJ9EE9 BE6B9A<S 
B5D4;B64F9?PAB= CDB7D4@@O: 
- A4 CD4>F<K9E><I ;4ASF<SI (CD< 
6OCB?A9A<< < ;4M<F9 
?45BD4FBDAOI (CD4>F<K9E><I) 
D45BF); 
- CD< CB87BFB6>9 < GK4EF<< 6 
E9@<A4D4I, CD< CB87BFB6>9 
D9H9D4FB6, 8B>?48B6 < F.8.); 
- CD< 6OCB?A9A<< < ;4M<F9 
>GDEB6B= D45BFO; 

- CD< 6OCB?A9A<< D45BF A4 
D4;?<KAOI QF4C4I  GK95AB=  <  
CDB<;6B8EF69AAB= CD4>F<><; 
- CD< CDB6989A<< >BAFDB?PAOI 
D45BF, ;4K9FB6, Q>;4@9AB6 CB 
 ��, # . 

#� 1.2. 
"EGM9EF6?SFP 
6O5BD F9IAB?B7<<, 
<AEFDG@9AF4?PAO
I ED98EF6 < 
ED98EF6 
6OK<E?<F9?PAB= 
F9IA<>< CD< 
BD74A<;4J<< 
CDBJ9EE4 
D4;D45BF>< < 
<EE?98B64A<S 
B5N9>FB6 
CDBH9EE<BA4?PAB= 
89SF9?PABEF<. 

- J9?9EBB5D4;ABEFP BEGM9EF6?9A<S 
6O5BD4 F9IAB?B7<<, 
<AEFDG@9AF4?PAOI ED98EF6 < ED98EF6 
�&; 
- 7D4@BFABEFP C?4A<DB64A<S < 
CDB6989A<S A9B5IB8<@OI F9EFB6OI 
CDB69DB> < CDBH<?4>F<K9E><I 
BE@BFDB6; 
- >64?<H<J<DB64AABEFP BD74A<;4J<< 
< BEGM9EF6?9A<S @BA<FBD<A74 
<ECB?P;B64A<S 6OK<E?<F9?PAB= E9F<; 
- FBKABEFP < E>DGCG?T;ABEFP 
H<>E<DB64A<S < 4A4?<;4 E5B96 6 
D45BF9 E9D69DAB7B < E9F96B7B 
B5BDG8B64A<S, E6B96D9@9AABEFP 

"J9A>4 D9;G?PF4FB6 
89SF9?PABEF< B5GK4RM<IES 6 
CDBJ9EE9 BE6B9A<S 
B5D4;B64F9?PAB= CDB7D4@@O: 
- A4 CD4>F<K9E><I ;4ASF<SI (CD< 
6OCB?A9A<< < ;4M<F9 
?45BD4FBDAOI (CD4>F<K9E><I) 
D45BF); 
- CD< CB87BFB6>9 < GK4EF<< 6 
E9@<A4D4I, CD< CB87BFB6>9 
D9H9D4FB6, 8B>?48B6 < F.8.); 
- CD< 6OCB?A9A<< D45BF A4 
D4;?<KAOI QF4C4I  GK95AB=  <  
CDB<;6B8EF69AAB= CD4>F<><; 
- CD< CDB6989A<< >BAFDB?PAOI 
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CD<ASF<S D9L9A<S B 6A9BK9D98AB@ 
B5E?G:<64A<< CDB7D4@@AB- 
F9IA<K9E><I ED98EF6; 
- E6B96D9@9AABEFP 6OCB?A9A<S 
@9?>B7B D9@BAF4 B5BDG8B64A<S; 
- 7D4@BFABEFP < 4>>GD4FABEFP 
6989A<S F9IA<K9E>B= < BFK9FAB= 
8B>G@9AF4J<< 

D45BF, ;4K9FB6, Q>;4@9AB6 CB 
 ��, # . 

#� 1.3. 

"59EC9K<64FP 
;4M<FG 
<AHBD@4J<< 6 
E9F< E 
<ECB?P;B64A<9@ 
CDB7D4@@AB- 
4CC4D4FAOI 
ED98EF6. 

- CB?ABF4 B59EC9K9A<S A4?<K<S < 
D45BFBECBEB5ABEF< CDB7D4@@AB- 
F9IA<K9E><I ED98EF6 E5BD4 84AAOI 
8?S 4A4?<;4 CB>4;4F9?9= 
<ECB?P;B64A<S < HGA>J<BA<DB64A<S 
>B@CPRF9DAB= E9F<; 
- 7D4@BFABEFP < E6B96D9@9AABEFP 
89=EF6<= CB 48@<A<EFD<DB64A<R 
E9F96OI D9EGDEB6; 
- 59EC9D95B=ABEFP CB889D:4A<S 
E9F96OI D9EGDEB6 6 4>FG4?PAB@ 
EBEFBSA<<; 
- FM4F9?PABEFP @BA<FBD<A74 
<ECB?P;B64A<S E9F< �AF9DA9F < 
Q?9>FDBAAB= CBKFO; 
- D97G?SDABEFP 66B84 6 89=EF6<9 
AB6OI F9IAB?B7<= E<EF9@AB7B 
48@<A<EFD<DB64A<S 

"J9A>4 D9;G?PF4FB6 
89SF9?PABEF< B5GK4RM<IES 6 
CDBJ9EE9 BE6B9A<S 
B5D4;B64F9?PAB= CDB7D4@@O: 
- A4 CD4>F<K9E><I ;4ASF<SI (CD< 
6OCB?A9A<< < ;4M<F9 
?45BD4FBDAOI (CD4>F<K9E><I) 
D45BF); 
- CD< CB87BFB6>9 < GK4EF<< 6 
E9@<A4D4I, CD< CB87BFB6>9 
D9H9D4FB6, 8B>?48B6 < F.8.); 
- CD< 6OCB?A9A<< < ;4M<F9 
>GDEB6B= D45BFO; 
- CD< 6OCB?A9A<< D45BF A4 
D4;?<KAOI QF4C4I  GK95AB=  <  
CDB<;6B8EF69AAB= CD4>F<><; 
- CD< CDB6989A<< >BAFDB?PAOI 
D45BF, ;4K9FB6, Q>;4@9AB6 CB 
 ��, # . 

#� 1.4. #D<A<@4FP 
GK4EF<9 6 CD<9@B-
E84FBKAOI 
<ECOF4A<SI 
>B@CPRF9DAOI 
E9F9= < E9F96B7B 
B5BDG8B64A<S 
D4;?<KAB7B GDB6AS 
< 6 BJ9A>9 
>4K9EF64 < 
Q>BAB@<K9E>B= 
QHH9>F<6ABEF< 
E9F96B= FBCB?B7<<. 

- CDB8G>F<6AB9 GK4EF<9 6 CD<9@B-
E84FBKAOI <ECOF4A<SI 
>B@CPRF9DAOI E9F9= < E9F96B7B 
B5BDG8B64A<S; 
- CD46<?PABEFP < 
4D7G@9AF<DB64AABEFP BJ9A>< 
>4K9EF64 < Q>BAB@<K9E>B= 
QHH9>F<6ABEF< E9F96B= FBCB?B7<<; 
- 7D4@BFABEFP CD<@9A9A<S 
ABD@4F<6AB-F9IA<K9E>B= 
8B>G@9AF4J<< 6 B5?4EF< 
<AHBD@4J<BAAOI F9IAB?B7<=; 
- BEB;A4AABEFP CD<@9A9A<S 
BF9K9EF69AAB7B < ;4DG59:AB7B BCOF4 
<ECB?P;B64A<S CDB7D4@@AB- 
F9IA<K9E><I ED98EF6 

"J9A>4 D9;G?PF4FB6 
89SF9?PABEF< B5GK4RM<IES 6 
CDBJ9EE9 BE6B9A<S 
B5D4;B64F9?PAB= CDB7D4@@O: 
- A4 CD4>F<K9E><I ;4ASF<SI (CD< 
6OCB?A9A<< < ;4M<F9 
?45BD4FBDAOI (CD4>F<K9E><I) 
D45BF); 
- CD< CB87BFB6>9 < GK4EF<< 6 
E9@<A4D4I, CD< CB87BFB6>9 
D9H9D4FB6, 8B>?48B6 < F.8.); 
- CD< 6OCB?A9A<< D45BF A4 
D4;?<KAOI QF4C4I  GK95AB=  <  
CDB<;6B8EF69AAB= CD4>F<><; 
- CD< CDB6989A<< >BAFDB?PAOI 
D45BF, ;4K9FB6, Q>;4@9AB6 CB 
 ��, # . 

#� 1.5. �OCB?ASFP 
FD95B64A<S 
ABD@4F<6AB-
F9IA<K9E>B= 
8B>G@9AF4J<<, 
<@9FP BCOF 
BHBD@?9A<S 
CDB9>FAB= 

- CD46<?PABEFP, F9IA<K9E>4S < 
RD<8<K9E>4S 7D4@BFABEFP 
CD<@9A9A<S ABD@4F<6AB- 
F9IA<K9E>B= 8B>G@9AF4J<< 6 
B5?4EF< <AHBD@4J<BAAOI 
F9IAB?B7<=; 
- CDB8G>F<6ABEFP GK4EF<S 6 
C?4A<DB64A<< D4;6<F<S CDB7D4@@AB-

"J9A>4 D9;G?PF4FB6 
89SF9?PABEF< B5GK4RM<IES 6 
CDBJ9EE9 BE6B9A<S 
B5D4;B64F9?PAB= CDB7D4@@O: 
- A4 CD4>F<K9E><I ;4ASF<SI (CD< 
6OCB?A9A<< < ;4M<F9 
?45BD4FBDAOI (CD4>F<K9E><I) 
D45BF); 
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