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1 #�%#"$& #$"�$�  / 

#�.01.01 #ЧЕ���/ � �К"ИК� 

CDBH9EE<BA4?PAB7B @B8G?S 

# .01  �OCB?A9A<9 D45BF CB CDB9>F<DB64A<R E9F96B= <AHD4EFDG>FGDO 

 

1.1. "5?4EFP CD<@9A9A<S CDB7D4@@O 

#DB7D4@@4 '#.01.01 '+��!�3 #$��&��� S6?S9FES K4EFPR CDB7D4@@O 

CB87BFB6>< EC9J<4?<EFB6 ED98A97B ;69A4 EC9J<4?PABEF<  09.02.06 %9F96B9 < E<EF9@AB9 

48@<A<EFD<DB64A<9 54;B6B= CB87BFB6>< 6 EBBF69FEF6<< E (�"% %#". 

$45BK4S CDB7D4@@4 D4;D45BF4A4 8?S BKAB= HBD@O B5GK9A<S. 

1.2.  *9?< < ;484K< GK95AB= CD4>F<><  

% J9?PR B6?489A<S G>4;4AAO@ 6<8B@ CDBH9EE<BA4?PAB= 89SF9?PABEF< < 

EBBF69FEF6GRM<@< CDBH9EE<BA4?PAO@< >B@C9F9AJ<S@< EFG89AF 6 IB89 BE6B9A<S 

CDBH9EE<BA4?PAB7B @B8G?S 8B?:9A: 

 

<@9FP CD4>F<K9E><= BCOF 6: 

- CDB9>F<DB64A<< 4DI<F9>FGDO ?B>4?PAB= E9F< 6 EBBF69FEF6<< E CBEF46?9AAB= 

;484K9=; 

- GEF4AB6>9 < A4EFDB=>9 E9F96OI CDBFB>B?B6 < E9F96B7B B5BDG8B64A<S 6 

EBBF69FEF6<< E >BA>D9FAB= ;484K9=; 

- 6O5BD9 F9IAB?B7<<, <AEFDG@9AF4?PAOI ED98EF6 CD< BD74A<;4J<< CDBJ9EE4 

<EE?98B64A<S B5N9>FB6 E9F96B= <AHD4EFDG>FGDO; 

- B59EC9K9A<< 59;BC4EAB7B ID4A9A<S < C9D984K< <AHBD@4J<< 6 ?B>4?PAB= E9F<; 

G@9FP:  

- CDB9>F<DB64FP ?B>4?PAGR E9FP, 6O5<D4FP E9F96O9 FBCB?B7<<; 

- <ECB?P;B64FP @AB7BHGA>J<BA4?PAO9 CD<5BDO @BA<FBD<A74, CDB7D4@@AB- 

4CC4D4FAO9 ED98EF64 F9IA<K9E>B7B >BAFDB?S ?B>4?PAB= E9F<. 

-  

- BCD989?SFP CB>4;4F9?< A489:ABEF< < 8464FP BJ9A>G >4K9EF64 ED98EF6 

6OK<E?<F9?PAB= F9IA<>< (84?99 - %�&); 

- 6OCB?ASFP FD95B64A<S ABD@4F<6AB-F9IA<K9E>B= 8B>G@9AF4J<< 

;A4FP: 

- B5M<9 CD<AJ<CO CBEFDB9A<S E9F9=, E9F96OI FBCB?B7<=, @AB7BE?B=AB= @B89?< OSI, 

FD95B64A<= > >B@CPRF9DAO@ E9FS@; 

- 4DI<F9>FGDG CDBFB>B?B6, EF4A84DF<;4J<< E9F9=, QF4CB6 CDB9>F<DB64A<S E9F96B= 
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<AHD4EFDG>FGDO; 

- 54;B6O9 CDBFB>B?O < F9IAB?B7<< ?B>4?PAOI E9F9=; 

- CD<AJ<CO CBEFDB9A<S 6OEB>BE>BDBEFAOI ?B>4?PAOI E9F9=; 

- EF4A84DFO >459?9=, BEAB6AO9 6<8O >B@@GA<>4J<BAAOI GEFDB=EF6, F9D@<AB6, 

CBASF<=, EF4A84DFB6 < F<CB6OI Q?9@9AFB6 EFDG>FGD<DB64AAB= >459?PAB= E<EF9@O 

1.3. �B?<K9EF6B K4EB6 A4 BE6B9A<9 CDB7D4@@O GK95AB= CD4>F<><: 

 4>E<@4?PAB= GK95AB= A47DG;>< EFG89AF4 3 216   K4EB6. 
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2. $��'�0&�&/ "%�"�!�3 '+��!"� #$��&��� 

$9;G?PF4FB@ BE6B9A<S GK95AB= CD4>F<>< S6?S9FES  B6?489A<S B5GK4RM<@<ES 6<8B@ 

CDBH9EE<BA4?PAB= 89SF9?PABEF<  #DB9>F<DB64A<9 J<HDB6OI GEFDB=EF6, 6 FB@ K<E?9 

CDBH9EE<BA4?PAO@< >B@C9F9AJ<S@< (#�), G>4;4AAO@< 6 (�"% CB EC9J<4?PABEF< 

09.02.06 %9F96B9 < E<EF9@AB9 48@<A<EFD<DB64A<9 B6?489A<R CDBH9EE<BA4?PAO@< 

>B@C9F9AJ<S@< (#�):  

�B8 !4<@9AB64A<9 D9;G?PF4F4 B5GK9A<S 

#� 1.1. �OCB?ASFP CDB9>F<DB64A<9 >459?PAB= EFDG>FGDO >B@CPRF9DAB= E9F<. 
#� 1.2. "EGM9EF6?SFP 6O5BD F9IAB?B7<<, <AEFDG@9AF4?PAOI ED98EF6 < ED98EF6 

6OK<E?<F9?PAB= F9IA<>< CD< BD74A<;4J<< CDBJ9EE4 D4;D45BF>< < 
<EE?98B64A<S B5N9>FB6 CDBH9EE<BA4?PAB= 89SF9?PABEF<. 

#� 1.3. "59EC9K<64FP ;4M<FG <AHBD@4J<< 6 E9F< E <ECB?P;B64A<9@ CDB7D4@@AB- 
4CC4D4FAOI ED98EF6. 

#� 1.4 #D<A<@4FP GK4EF<9 6 CD<9@B-E84FBKAOI <ECOF4A<SI >B@CPRF9DAOI E9F9= 
< E9F96B7B B5BDG8B64A<S D4;?<KAB7B GDB6AS < 6 BJ9A>9 >4K9EF64 < 
Q>BAB@<K9E>B= QHH9>F<6ABEF< E9F96B= FBCB?B7<<. 

#� 1.5. �OCB?ASFP FD95B64A<S ABD@4F<6AB-F9IA<K9E>B= 8B>G@9AF4J<<, <@9FP 
BCOF BHBD@?9A<S CDB9>FAB= 8B>G@9AF4J<<. 

 

� CDBJ9EE9 BE6B9A<S GK95AB= CD4>F<>< EFG89AFO  8B?:AO B6?489FP B5M<@<  

>B@C9F9AJ<S@< ("�):  

 

�B8 

 
!4<@9AB64A<9 D9;G?PF4F4 B5GK9A<S 

"� 1. �O5<D4FP ECBEB5O D9L9A<S ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF<, 
CD<@9A<F9?PAB > D4;?<KAO@ >BAF9>EF4@. 

"� 2. "EGM9EF6?SFP CB<E>, 4A4?<; < <AF9DCD9F4J<R <AHBD@4J<<, A9B5IB8<@B= 
8?S 6OCB?A9A<S ;484K CDBH9EE<BA4?PAB= 89SF9?PABEF<. 

"� 3. #?4A<DB64FP < D94?<;B6O64FP EB5EF69AAB9 CDBH9EE<BA4?PAB9 < ?<KABEFAB9 
D4;6<F<9. 

"� 4. $45BF4FP 6 >B??9>F<69 < >B@4A89, QHH9>F<6AB 6;4<@B89=EF6B64FP E 
>B??974@<, DG>B6B8EF6B@, >?<9AF4@<. 

"� 5. "EGM9EF6?SFP GEFAGR < C<EP@9AAGR >B@@GA<>4J<R A4 7BEG84DEF69AAB@ 
S;O>9 E GK9FB@ BEB59AABEF9= EBJ<4?PAB7B < >G?PFGDAB7B >BAF9>EF4. 

"� 6. #DBS6?SFP 7D4:84AE>B-C4FD<BF<K9E>GR CB;<J<R, 89@BAEFD<DB64FP 
BEB;A4AAB9 CB6989A<9 A4 BEAB69 FD48<J<BAAOI B5M9K9?B69K9E><I 
J9AABEF9=. 

"� 7. %B89=EF6B64FP EBID4A9A<R B>DG:4RM9= ED98O, D9EGDEBE59D9:9A<R, 
QHH9>F<6AB 89=EF6B64FP 6 KD9;6OK4=AOI E<FG4J<SI. 

"� 8. �ECB?P;B64FP ED98EF64 H<;<K9E>B= >G?PFGDO 8?S EBID4A9A<S < G>D9C?9A<S 
;8BDB6PS 6 CDBJ9EE9 CDBH9EE<BA4?PAB= 89SF9?PABEF< < CB889D:4A<S 
A9B5IB8<@B7B GDB6AS H<;<K9E>B= CB87BFB6?9AABEF<. 
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"� 9. �ECB?P;B64FP <AHBD@4J<BAAO9 F9IAB?B7<< 6 CDBH9EE<BA4?PAB= 
89SF9?PABEF<. 

"� 10. #B?P;B64FPES CDBH9EE<BA4?PAB= 8B>G@9AF4J<9= A4 7BEG84DEF69AAB@ < 
<ABEFD4AAB@ S;O>4I. 

"� 11. #?4A<DB64FP CD98CD<A<@4F9?PE>GR 89SF9?PABEFP 6 CDBH9EE<BA4?PAB= 
EH9D9. 
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3. %&$'�&'$�  � %"��$��!�� '+��!"� #$��&��� 

3.1.  &9@4F<K9E><= C?4A GK95AB= CD4>F<>< 

 

�B8O 

CDBH9EE<BA4?P
AOI 
>B@C9F9AJ<= 

№ 
C/C 

!4<@9AB64A<9 6<8B6 D45BF �E97B 
K4EB6 

� F. K. 
B5N9@O  
6D9@9A< A4 
6<8O D45BF, 
K4EB6 
CB?9-
6O9 

>4@9
D4?P
AO9 

1 2 3 4 5 6 

#� 1.1. 
#� 1.2. 
 

1 

 

 

2 

 

 

�ECB?P;B64A<9 ED98EF6 >B@CPRF9DAB= 
7D4H<>< 6 CDB9>F<DB64A<<  

 

"D74A<;4J<S  < 
>BAH<7GD<DB64A<9  >B@CPRF9DAB= E9F< 

 

72 

 

 

 

36 

 

  

#� 1.3.  
#� 1.4. 

3 

 

 

4 

 

!4EFDB=>4 D45BFO E9F96B7B B5BDG8B64A<S 
 

�BAH<7GD<DB64A<9 E9F96OI CDBFB>B?B6 < 
E?G:5.  

36 

 

 

54 

 

  

#� 1.5. 
5 �OCB?A9A<9 FD95B64A<= ABD@4F<6AB-

F9IA<K9E>B= 8B>G@9AF4J<<, BHBD@?9A<9 
BFK9F4. 

18 

  

  �E97B 216   

 

%FB?5JO №5-6 F45.3.1 CD98A4;A4K9AO FB?P>B 8?S CD4>F<>< CB 79B89;<< < 79B?B7<<. 
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3.2.  %B89D:4A<9 GK95AB= CD4>F<>< 

!4<@9AB64A<9 6<8B6 
D45BF 

 

%B89D:4A<9 GK95AB= CD4>F<>< 

 

"5N9@ K4EB6 

1 �ECB?P;B64A<9 ED98EF6 
>B@CPRF9DAB= 7D4H<>< 6 
CDB9>F<DB64A<< 

 72 

 #DB6989A<9 <AEFDG>F4:4 CB F9IA<>9 
59;BC4EABEF<. ";A4>B@?9A<9 E C?4AB@ 
CDB6989A<S GK95AB= CD4>F<><. #B?GK9A<9 
;484A<= CB F9@4F<>9. 

6 

1.1  "E6B9A<9 D4EFDB6B= 
7D4H<>< 

$4EFDB6O= D984>FBD GIMP. �AF9DH9=E 
CDB7D4@@O. %B;84A<9 <;B5D4:9A<= 

�O89?9A<9 D4;?<KAOI B5?4EF9= A4 
<;B5D4:9A<< 6 D4EFDB6B@ D984>FBD9. 
&BAB64S >BDD9>J<S <;B5D4:9A<=, B5D9;>4 < 
CB6BDBF. 

6 

 $45BF4 E J69FB@, ;4@9A4 J69F4, BE69F?9A<9, 
;4F9@A9A<9 <;B5D4:9A<= 

%?B<. $45BF4 EB E?BS@< 

%B;84A<9 5OEFDB= @4E>< >4> ECBEB5 
6O89?9A<S <;B5D4:9A<= 

6 

 %B;84A<9 >B??4:4 
$45BF4 EB EF<?S@< 6  6 D4EFDB6B@ D984>FBD9 
$45BF4 E F9>EFB@ 6  6 D4EFDB6B@ D984>FBD9 
�EFDB9AAO9 E?B<.  4E>< E?B96 
#D<@9A9A<9 H<?PFDB6, F9>EFB6O9 QHH9>FO 

6 

 1.2."E6B9A<9 E<EF9@ 
46FB@4F<;<DB64AAB7B 
CDB9>F<DB64A<S �B@C4E 3D 
(AutoCAD, Inventor) 

!4;A4K9A<9 CDB7D4@@O, EB;84A<9 < 
EBID4A9A<9 K9DF9:9=. 
%CBEB5O 66B84 >B@4A8.  
�BBD8<A4FO FBK><.  
#DBEFO9 CD<@<F<6O  
%B;84A<9, D984>F<DB64A<9 K9DF9:9= 

6 

 #BEFDB9A<9 D45BK97B K9DF9:4 89F4?< 

"HBD@?9A<9 K9DF9:9= 

6 

 �OCB?A9A<9 D4;D9;4 89F4?<. #BEFDB9A<9 
K9DF9:4 89F4?< E 
6OCB?A9A<9@ D4;D9;4 

6 

 �OCB?A9A<9 E9K9A<= 89F4?<. #BEFDB9A<9 
K9DF9:4 89F4?<  E 6OCB?A9A<9@ E9K9A<S 

6 

 �OCB?A9A<9 Q?9>FD<K9E><I 
CD<AJ<C<4?PAOI EI9@. �OCB?A9A<9 C9D9KAS 
Q?9@9AFB6 

6 

 "EB59AABEF< 7D4H<K9E>B7B BHBD@?9A<S 
EI9@ J<HDB6B= 6OK<E?<F9?PAB= F9IA<>< 

�OCB?A9A<9 EI9@O B5N9>FB6 
E9F96B= <AHD4EFDG>FGDO.. 

6 

 %B;84A<9 < D984>F<DB64A<9  FD9I@9DAOI 
B5N9>FB6 

6 
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 %B;84A<9 E5BDBKAB7B K9DF9:4 89F4?< 6 

2 "D74A<;4J<S  < 
>BAH<7GD<DB64A<9  
>B@CPRF9DAB= E9F<. 
3 !4EFDB=>4 D45BFO 
E9F96B7B B5BDG8B64A<S. 
4 �BAH<7GD<DB64A<9 
E9F96OI CDBFB>B?B6 < 
E?G:5.. 

  

 %B;84A<9 >BAEB?PAB= E9EE<< E CB@BMPR 
Tera Term %B;84A<9 CDBEFB= E9F< 

�BAH<7GD4J<S 48D9E4 GCD46?9A<S 
>B@@GF4FBD4@< #BEFDB9A<9 C9D9>DTEFAB7B 
>459?S Ethernet 

#DBE@BFD <AHBD@4J<< B E9F96B= 
<AF9DH9=EAB= C?4F9 CDB6B8AOI < 
59ECDB6B8AOI E9F9= 

6 

 "5;BD MAC-48D9EB6 E9F96OI GEFDB=EF6 
$4EE@BFD9A<9 ARP E CB@BMPR Windows 

CLI, IOS CLI < Wireshark �ECB?P;B64A<9 
<AF9DH9=E4 >B@4A8AB= EFDB>< IOS E 
F45?<J4@<  �%-48D9EB6 >B@@GF4FBD4 

6 

 �;GK9A<9 H<;<K9E><I I4D4>F9D<EF<> 
@4DLDGF<;4FBD4 %B;84A<9 E9F<, EBEFBSM9= 
<; >B@@GF4FBD4 < @4DLDGF<;4FBD4 

6 

 �ECB?P;B64A<9 CDB7D4@@O Wireshark 8?S 
4A4?<;4 ;4I64F4 E94AEB6 FTP < TFTP 

!4EFDB=>4 IPv6-48D9EB6 A4 E9F96OI 
GEFDB=EF64I 
&9EF<DB64A<9 E9F96B7B CB8>?RK9A<S E 
CB@BMPR >B@4A8 «ping» < «traceroute» 

6 

 $4;D45BF>4 < 6A98D9A<9 EFDG>FGDO 
48D9E4J<< IPv4-E9F<, D4;89?TAAB= A4 
CB8E9F< 
$4;D45BF>4 < 6A98D9A<9 EFDG>FGDO 
48D9E4J<< VLSM 

6 

 �BEFGC > E9F96O@ GEFDB=EF64@ K9D9; 
CDBFB>B? SSH "59EC9K9A<9 59;BC4EABEF< 
E9F96OI GEFDB=EF6 

6 

 �ECB?P;B64A<9 <AF9DH9=E4 >B@4A8AB= 
EFDB>< (CLI) 8?S E5BD4 E6989A<= B E9F96OI 
GEFDB=EF64I 
'CD46?9A<9 H4=?4@< >BAH<7GD4J<< 
@4DLDGF<;4FBD4 E CB@BMPR CDB7D4@@AB7B 
B59EC9K9A<S Q@G?SJ<< F9D@<A4?4  

6 

 'CD46?9A<9 H4=?4@< >BAH<7GD4J<< 
GEFDB=EF6 E <ECB?P;B64A<9@ TFTP-E9D69D4, 
H?9L C4@SF< < USB-A4>BC<F9?S 

6 

 �4;B64S A4EFDB=>4 >B@@GF4FBD4 
!4EFDB=>4 C4D4@9FDB6 59;BC4EABEF< 

6 
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>B@@GF4FBD4 

 �BAH<7GD4J<S E9F9= VLAN < FD4A>B6OI 
>4A4?B6 #B<E> < GEFD4A9A<9 A9CB?48B> 6 
>BAH<7GD4J<< VLAN $94?<;4J<S E<EF9@O 
59;BC4EABEF< E9F< VLAN 

6 

 !4EFDB=>4 54;B6OI C4D4@9FDB6 
@4DLDGF<;4FBD4 E CB@BMPR <AF9DH9=E4 
>B@4A8AB= EFDB>< (CLI) E<EF9@O Cisco IOS 

!4EFDB=>4 54;B6OI C4D4@9FDB6 
@4DLDGF<;4FBD4 E CB@BMPR CCP 

6 

 !4EFDB=>4 @4DLDGF<;4J<< @9:8G VLAN 

8?S >4:8B7B <AF9DH9=E4 !4EFDB=>4 
@4DLDGF<;4J<< @9:8G VLAN A4 BEAB69 
EF4A84DF4 802.1Q < FD4A>B6B7B >4A4?4 

6 

 !4EFDB=>4 @4DLDGF<;4J<< @9:8G VLAN 

A4 BEAB69 EF4A84DF4 802.1Q < FD4A>B6B7B 
>4A4?4 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 
@4DLDGF<;4J<< @9:8G E9FS@< VLAN 

6 

 !4EFDB=>4 EF4F<K9E><I @4DLDGFB6 < 
@4DLDGFB6 IPv4 CB G@B?K4A<R 

!4EFDB=>4 EF4F<K9E><I @4DLDGFB6 IPv6 < 
@4DLDGFB6 IPv6 CB G@B?K4A<R 

6 

 $4;D45BF>4 < D94?<;4J<S EI9@O 48D9E4J<< 
IPv4 E <ECB?P;B64A<9@ VLSM 

$4EKTF EG@@4DAOI @4DLDGFB6 IPv4 < IPv6 
#B<E> < GEFD4A9A<9 A9CB?48B> EF4F<K9E><I 
@4DLDGFB6 IPv4 < IPv6 

6 

 !4EFDB=>4 CDBFB>B?B6 RIPv2 < RIPng 

!4EFDB=>4 54;B6B7B CDBFB>B?4 OSPFv2 8?S 
B8AB= B5?4EF< 

�4;B64S A4EFDB=>4 CDBFB>B?4 OSPFv3 8?S 
B8AB= B5?4EF< 

6 

 !4EFDB=>4 < CDB69D>4 EF4A84DFAOI ACL-

EC<E>B6 
!4EFDB=>4 < CDB69D>4 B7D4A<K9A<= VTY 

!4EFDB=>4 < CDB69D>4 D4EL<D9AAOI ACL-

EC<E>B6 

6 

 #B<E> < GEFD4A9A<9 A9CB?48B> 6 A4EFDB=>9 
< D4;@9M9A<< ACL-EC<E>B6 
!4EFDB=>4 < CDB69D>4 ACL-EC<E>B6 8?S 
IPv6 

6 

 �4;B64S A4EFDB=>4 DHCPv4 A4 
@4DLDGF<;4FBD9 �4;B64S A4EFDB=>4 
DHCPv4 A4 >B@@GF4FBD9 #B<E> < 
GEFD4A9A<9 A9CB?48B> 6 D45BF9 DHCPv4 

6 

 !4EFDB=>4 E9D69D4 DHCPv6 59; 
BFE?9:<64A<S EBEFBSA<S < E 
BFE?9:<64A<9@ EBEFBSA<S 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 

6 
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DHCPv6 

 !4EFDB=>4 8<A4@<K9E>B7B < EF4F<K9E>B7B 
NAT !4EFDB=>4 NAT-CG?4 E C9D97DG;>B= < 
PAT #B<E> < GEFD4A9A<9 A9CB?48B> 
>BAH<7GD4J<= NAT 

6 

3 �OCB?A9A<9 FD95B64A<= 
ABD@4F<6AB-F9IA<K9E>B= 
8B>G@9AF4J<<, 
BHBD@?9A<9 BFK9F4. 

  

 "HBD@?9A<9 BFK9F4 CB GK95AB= CD4>F<>9.  12 

 �4M<F4  BFK9F4 CB GK95AB= CD4>F<>9 6 

 �FB7B 216 
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4 '%�"��3 $������*�� '+��!"� #$��&��� 

 

4.1 �48DB6B9 B59EC9K9A<9 B5D4;B64F9?PAB7B CDBJ9EE4 

 4EF9D4 CDB<;6B8EF69AAB7B B5GK9A<S, BEGM9EF6?SRM<9  DG>B6B8EF6B GK95AB=  CD4>F<>B= 

B5GK4RM<IES,  8B?:AO <@9FP   >64?<H<>4J<BAAO= D4;DS8 CB CDBH9EE<< A4 1-2 D4;DS84 

6OL9, K9@ CD98GE@4FD<649F (�"%, 6OEL99 <?< ED98A99 CDBH9EE<BA4?PAB9 B5D4;B64A<9 

CB CDBH<?R CDBH9EE<<, CDBIB8<FP B5S;4F9?PAGR EF4:<DB6>G 6 CDBH<?PAOI BD74A<;4J<SI 

A9 D9:9 1-7B D4;4 6 3 7B84 

4.2  4F9D<4?PAB-F9IA<K9E>B9 B59EC9K9A<9 

$94?<;4J<S CDB7D4@@O CDBH9EE<BA4?PAB7B @B8G?S BEGM9EF6?S9FES CB FD95B64A<S@ 

(�"% < D94?<;G9FES 6 ?45BD4FBD<< BD74A<;4J<< < CD<AJ<CB6 CBEFDB9A<S >B@CPRF9DAOI 

E<EF9@ �-508 8?S CDB6989A<S ;4ASF<= ?9>J<BAAB7B F<C4, CD4>F<K9E><I D45BF, 

E9@<A4DE>B7B F<C4, 7DGCCB6OI < <A8<6<8G4?PAOI >BAEG?PF4J<= < 6 EFG8<< 

CDB9>F<DB64A<S < 8<;4=A4 E9F96OI 4DI<F9>FGD < <A:9A9DAB= 7D4H<>< 8?S CDB6989A<S 

;4ASF<= E9@<A4DE>B7B F<C4, 7DGCCB6OI < <A8<6<8G4?PAOI >BAEG?PF4J<=. CD4>F<K9E><I 

D45BF, GK95AB= CD4>F<><, 

"5BDG8B64A<9 ?45BD4FBD<<:  

'K95A4S @959?P, 16 #1� �3300/1Gb/40/ASUS 19, E9D69D 6 ?45BD4FBD<<, C4>9F 

?<J9A;<BAAB7B CDB7D4@@AB7B B59EC9K9A<S, @G?PF<@98<=AB9 B5BDG8B64A<9, 

<AF9D4>F<6A4S 8BE>4, ABD@4F<6AB-F9IA<K9E>4S 8B>G@9AF4J<S, C9D<H9D<=AB9 

B5BDG8B64A<9, F<CB6B= EBEF46 8?S @BAF4:4 (>459?< D4;?<KAB7B F<C4, B5:<@AB= 

<AEFDG@9AF, >BAA9>FBDO RJ-45, F9EF9DO 8?S >459?S, >DBEE-AB:<, >DBEE- C4A9?< < A4?48>< 

>B@CPRF9DAB= E9F<), @4DLDGF<;4FBDO, >B@@GF4FBDO, F9?9>B@@GA<>4J<BAA4S EFB=>4, 

59ECDB6B8A4S FBK>4 8BEFGC4; IP F9?9HBAO, CDB7D4@@AB-4CC4D4FAO9 L?R;O 59;BC4EABEF<, 

>B@CPRF9D 8?S ?45BD4FBDAOI ;4ASF<= E "% Microsoft Windows Server, Linux < E<EF9@4@< 

6<DFG4?<;4J<<, CD<@9D CDB9>FAB= 8B>G@9AF4J<<, GK95AB-A47?S8AO9 CBEB5<S. 

 "5BDG8B64A<9 EFG8<<: 

'K95A4S @959?P, 12 >B@CPRF9DB6, B5N98<A9AAOI 6 ?B>4?PAGR E9FP E ?<J9A;<BAAO@ 

CDB7D4@@AO@ B59EC9K9A<9@; D45BK99 @9EFB CD9CB8464F9?S, B5BDG8B64AAB9 >B@CPRF9DB@, 

6<89BCDB9>FBDB@, Q>D4AB@; L>4H 8?S ID4A9A<S >B@C?9>F4 GK95AB - @9FB8<K9E>B= 

8B>G@9AF4J<<, >B@C?9>F4 GK95A<>B6 (GK95AOI CBEB5<=), >B@C4>F-8<E>B6 E B5GK4RM<@< 

CDB7D4@@4@<; F9@4F<K9E><9 C4C>< 8<84>F<K9E><I @4F9D<4?B6; @<>DBHBA, 4>GEF<K9E><9 

>B?BA><; CD<AF9D A3, J69FAB=, E>4A9D, >BC<DB64?PAO= 4CC4D4F, BH<EAO= @B?P59DF 

(H?<CK4DF), @4D>9DA4S 8BE>4. 
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4.3. �<F9D4FGD4, <AF9DA9F- <;84A<S 

#9D9K9AP D9>B@9A8G9@OI GK95AOI <;84A<=, �AF9DA9F-D9EGDEB6, 8BCB?A<F9?PAB= 
?<F9D4FGDO 

 

"EAB6A4S ?<F9D4FGD4: 
1. �G;<A, �.�. �B@CPRF9DAO9 E9F< : GK95. CBEB5<9 / �.�. �G;<A, �.�. �G;<A. 4 4-9 

<;8., C9D9D45. < 8BC. 4  . : ("$'  : �!($�- , 2019. 4 190 E. 4 (%D98A99 

CDBH9EE<BA4?PAB9 B5D4;B64A<9). - $9:<@ 8BEFGC4: 

http://znanium.com/catalog/product/983172  - �B7B6BD № 5669  BF 10.01.2022 7.   

�BCB?A<F9?PA4S ?<F9D4FGD4:  

1.  4>E<@B6, !.�. �B@CPRF9DAO9 E9F< : GK95. CBEB5<9 / !.�.  4>E<@B6, �.�. #BCB6. 

4 6-9 <;8., C9D9D45. < 8BC. 4  . : ("$'  : �!($�- , 2018. 4 464 E. 4 

(%D98A99 CDBH9EE<BA4?PAB9 B5D4;B64A<9). - $9:<@ 8BEFGC4: 

http://znanium.com/catalog/product/792686  - �B7B6BD № 5669  BF 10.01.2022 7.   

2. %OEB96, 1.�. �8@<A<EFD<DB64A<9 >B@CPRF9DAOI E9F9= /1.�. %OEB96, �.�. 

&9D9IB6, �.�. �GDJ964;   <A<EF9DEF6B B5D4;B64A<S < A4G>< $BEE<=E>B= 

(989D4J<<, (989D4?PAB9 7BEG84DEF69AAB9 5R8:9FAB9 B5D4;B64F9?PAB9 

GKD9:89A<9 6OEL97B B5D4;B64A<S «&4@5B6E><= 7BEG84DEF69AAO= F9IA<K9E><= 

GA<69DE<F9F». 3 &4@5B6: �;84F9?PEF6B (��"' �#" «&�&'», 2017. 3 80 E. : <?. 3 

$9:<@ 8BEFGC4:3 URL: http://biblioclub.ru/index.php?page=book&id=499414. 3 

�<5?<B7D. 6 >A. 3 1�% 'A<69DE<F9FE>4S 5<5?<BF9>4   

�AF9DA9F-<EFBKA<><:  

1. �GDA4? E9F96OI D9L9A<= LAN [1?9>FDBAAO= D9EGDE]. 4 $9:<@ 8BEFGC4: 

URL:http://www.osp.ru/lan/#/home  

2. �GDA4? B >B@CPRF9DAOI E9FSI < F9?9>B@@GA<>4J<BAAOI F9IAB?B7<SI «%9F< 

< E<EF9@O E6S;<» [1?9>FDBAAO= D9EGDE]. 4 $9:<@ 8BEFGC4: URL: 

http://www.ccc.ru/  

3. !4GKAB-F9IA<K9E><= < A4GKAB-CDB<;6B8EF69AAO= :GDA4? «�AHBD@4J<BAAO9 

F9IAB?B7<<» [1?9>FDBAAO= D9EGDE]. 4 $9:<@ 8BEFGC4: URL: 

http://www.novtex.ru/IT/  

4. !4J<BA4?PAO= "F>DOFO= 'A<69DE<F9F «�!&'�&» [1?9>FDBAAO= D9EGDE]. 

4 $9:<@ 8BEFGC4: URL: http://www.intuit.ru/  

5. �GDA4? CHIP [1?9>FDBAAO= D9EGDE]. 4 $9:<@ 8BEFGC4: URL: 

http://www.ichip.ru/  

6. �GDA4? "ComputerBild" [1?9>FDBAAO= D9EGDE]. 4 $9:<@ 8BEFGC4: URL: 

http://www.computerbild.ru  
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7. #DB9>F<DB64A<9 E9F96B= <AHD4EFDG>FGDO A4 54;9 Windows Server 2008: 

6<89B>GDE <1?9>FDBAAO= D9EGDE>. - $9:<@ 8BEFGC4: http://soft-wins.net/video- 

lessons/4495-video-kurs-m6435-proektirovanie-setevoy-infrastruktury-na-baze-

windjws- server-2008.html. 
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5.�"!&$"�0 � "*�!�� $��'�0&�&"� "%�"�!�3'+��!"� #$��&��� 

�BAFDB?P < BJ9A>4 D9;G?PF4FB6 BE6B9A<S GK95AB= CD4>F<>< BEGM9EF6?S9FES 

DG>B6B8<F9?9@ CD4>F<>< 6 CDBJ9EE9 CDB6989A<S GK95AOI ;4ASF<=,  6OCB?A9A<S 

CD4>F<K9E><I CDB69DBKAOI D45BF. � D9;G?PF4F9 BE6B9A<S  GK95AB= CD4>F<>< 6 D4@>4I 

CDBH9EE<BA4?PAOI @B8G?9= B5GK4RM<9ES CDBIB8SF CDB@9:GFBKAGR 4FF9EF4J<R 6 HBD@9 

;4K9F4. 

$9;G?PF4FO 

(BE6B9AAO9 
CDBH9EE<BA4?PAO9 
>B@C9F9AJ<<) 

"EAB6AO9 CB>4;4F9?< BJ9A>< D9;G?PF4F4 
(BD@O < @9FB8O 

>BAFDB?S < 
BJ9A>< 

#� 1.1. �OCB?ASFP 
CDB9>F<DB64A<9 
>459?PAB= 
EFDG>FGDO 
>B@CPRF9DAB= 
E9F<. 

%B;84A<9 >BAEB?PAB= E9EE<< E CB@BMPR Tera 

Term %B;84A<9 CDBEFB= E9F< 

�BAH<7GD4J<S 48D9E4 GCD46?9A<S 
>B@@GF4FBD4@< #BEFDB9A<9 C9D9>DTEFAB7B 
>459?S Ethernet #DBE@BFD <AHBD@4J<< B 
E9F96B= <AF9DH9=EAB= C?4F9 CDB6B8AOI < 
59ECDB6B8AOI E9F9= "5;BD MAC-48D9EB6 
E9F96OI GEFDB=EF6 �ECB?P;B64A<9 <AF9DH9=E4 
>B@4A8AB= EFDB>< IOS E F45?<J4@<  �%-

48D9EB6 >B@@GF4FBD4 �;GK9A<9 H<;<K9E><I 
I4D4>F9D<EF<> @4DLDGF<;4FBD4 %B;84A<9 E9F<, 
EBEFBSM9= <; >B@@GF4FBD4 < @4DLDGF<;4FBD4 
!4EFDB=>4 IPv6-48D9EB6 A4 E9F96OI GEFDB=EF64I 
$4;D45BF>4 < 6A98D9A<9 EFDG>FGDO 48D9E4J<< 
IPv4-E9F<, D4;89?TAAB= A4 CB8E9F< �4;B64S 
A4EFDB=>4 >B@@GF4FBD4. 

CDBE@BFD < 
CDB69D>4 
6OCB?A9AAOI 
CD4>F<K9E><I 
;484A<=. "CDBE 
CB ;484A<S@. 
"J9A>4 ;4 
6OCB?A9AAGR 
D45BFG. 

#� 1. 2. 
"EGM9EF6?SFP 
6O5BD F9IAB?B7<<, 
<AEFDG@9AF4?PAOI 
ED98EF6 < ED98EF6 
6OK<E?<F9?PAB= 
F9IA<>< CD< 
BD74A<;4J<< 
CDBJ9EE4 
D4;D45BF>< < 
<EE?98B64A<S 
B5N9>FB6 
CDBH9EE<BA4?PAB= 
89SF9?PABEF<. 

!4EFDB=>4 54;B6OI C4D4@9FDB6 @4DLDGF<;4FBD4 
E CB@BMPR <AF9DH9=E4 >B@4A8AB= EFDB>< (CLI) 

E<EF9@O Cisco IOS !4EFDB=>4 54;B6OI 
C4D4@9FDB6 @4DLDGF<;4FBD4 E CB@BMPR CCP 

�BAH<7GD4J<S E9F9= VLAN < FD4A>B6OI 
>4A4?B6. !4EFDB=>4 @4DLDGF<;4J<< @9:8G 
VLAN 8?S >4:8B7B <AF9DH9=E4 
!4EFDB=>4 @4DLDGF<;4J<< @9:8G VLAN A4 
BEAB69 EF4A84DF4 802.1Q < FD4A>B6B7B >4A4?4 
!4EFDB=>4 EF4F<K9E><I @4DLDGFB6 < @4DLDGFB6 
IPv4 CB G@B?K4A<R 

!4EFDB=>4 EF4F<K9E><I @4DLDGFB6 IPv6 < 
@4DLDGFB6 IPv6 CB G@B?K4A<R 

$4;D45BF>4 < D94?<;4J<S EI9@O 48D9E4J<< IPv4 

E 
<ECB?P;B64A<9@ VLSM 

$4EKTF EG@@4DAOI @4DLDGFB6 IPv4 < IPv6 

!4EFDB=>4 CDBFB>B?B6 RIPv2 < RIPng 

!4EFDB=>4 54;B6B7B CDBFB>B?4 OSPFv2 8?S 
B8AB= B5?4EF< 
�4;B64S A4EFDB=>4 CDBFB>B?4 OSPFv3 8?S B8AB= 
B5?4EF< 

CDBE@BFD < 
CDB69D>4 
6OCB?A9AAOI 
CD4>F<K9E><I 
;484A<=. "CDBE 
CB ;484A<S@. 
"J9A>4 ;4 
6OCB?A9AAGR 
D45BFG. 
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�4;B64S A4EFDB=>4 DHCPv4 A4 @4DLDGF<;4FBD9 
�4;B64S A4EFDB=>4 DHCPv4 A4 >B@@GF4FBD9 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 
DHCPv4 

!4EFDB=>4 E9D69D4 DHCPv6 59; BFE?9:<64A<S 
EBEFBSA<S < E 

#� 1. 3. 
"59EC9K<64FP 
;4M<FG 
<AHBD@4J<< 6 E9F< 
E <ECB?P;B64A<9@ 
CDB7D4@@AB-
4CC4D4FAOI 
ED98EF6. 

!4EFDB=>4 C4D4@9FDB6 59;BC4EABEF< 
>B@@GF4FBD4 $94?<;4J<S E<EF9@O 59;BC4EABEF< 
E9F< VLAN !4EFDB=>4 < CDB69D>4 EF4A84DFAOI 
ACL-EC<E>B6 !4EFDB=>4 < CDB69D>4 
B7D4A<K9A<= VTY !4EFDB=>4 < CDB69D>4 
D4EL<D9AAOI ACL-EC<E>B6 !4EFDB=>4 < 
CDB69D>4 ACL-EC<E>B6 8?S IPv6 

CDBE@BFD < 
CDB69D>4 
6OCB?A9AAOI 
CD4>F<K9E><I 
;484A<=. "CDBE 
CB ;484A<S@. 
"J9A>4 ;4 
6OCB?A9AAGR 
D45BFG. 

#� 1. 4. #D<A<@4FP 
GK4EF<9 6 CD<9@B-
E84FBKAOI 
<ECOF4A<SI 
>B@CPRF9DAOI 
E9F9= < E9F96B7B 
B5BDG8B64A<S 
D4;?<KAB7B GDB6AS 
< 6 BJ9A>9 >4K9EF64 
< Q>BAB@<K9E>B= 
QHH9>F<6ABEF< 
E9F96B= FBCB?B7<<. 

�ECB?P;B64A<9 <AF9DH9=E4 >B@4A8AB= EFDB>< 
(CLI) 8?S E5BD4 E6989A<= B E9F96OI 
GEFDB=EF64I. 'CD46?9A<9 H4=?4@< 
>BAH<7GD4J<< @4DLDGF<;4FBD4 E CB@BMPR 
CDB7D4@@AB7B B59EC9K9A<S Q@G?SJ<< 
F9D@<A4?4 'CD46?9A<9 H4=?4@< >BAH<7GD4J<< 
GEFDB=EF6 E <ECB?P;B64A<9@ TFTP-E9D69D4, 
H?9L C4@SF< < USB- A4>BC<F9?S. 
&9EF<DB64A<9 E9F96B7B CB8>?RK9A<S E 
CB@BMPR >B@4A8 «ping» < «traceroute». 
�BEFGC > E9F96O@ GEFDB=EF64@ K9D9; CDBFB>B? 
SSH. "59EC9K9A<9 59;BC4EABEF< E9F96OI 
GEFDB=EF6. �ECB?P;B64A<9 CDB7D4@@O Wireshark 

8?S 4A4?<;4 ;4I64F4 E94AEB6 FTP < TFTP. 

$4EE@BFD9A<9 ARP E CB@BMPR Windows CLI, 

IOS CLI < Wireshark. 

CDBE@BFD < 
CDB69D>4 
6OCB?A9AAOI 
CD4>F<K9E><I 
;484A<=. "CDBE 
CB ;484A<S@. 
"J9A>4 ;4 
6OCB?A9AAGR 
D45BFG. 

#� 1. 5. �OCB?ASFP 
FD95B64A<S 
ABD@4F<6AB- 
F9IA<K9E>B= 
8B>G@9AF4J<<, 
<@9FP BCOF 
BHBD@?9A<S 
CDB9>FAB= 
8B>G@9AF4J<<. 

#B<E> < GEFD4A9A<9 A9CB?48B> 6 >BAH<7GD4J<< 
VLAN #B<E> < GEFD4A9A<9 A9CB?48B> 
EF4F<K9E><I @4DLDGFB6 IPv4 < IPv6 

#B<E> < GEFD4A9A<9 A9CB?48B> >BAH<7GD4J<= 
NAT #B<E> < GEFD4A9A<9 A9CB?48B> 6 D45BF9 
DHCPv6 #B<E> < GEFD4A9A<9 A9CB?48B> 6 
A4EFDB=>9 < D4;@9M9A<< ACL-EC<E>B6 
#B<E> < GEFD4A9A<9 A9CB?48B> 6 
@4DLDGF<;4J<< @9:8G E9FS@< VLAN 

CDBE@BFD < 
CDB69D>4 
6OCB?A9AAOI 
CD4>F<K9E><I 
;484A<=. "CDBE 
CB ;484A<S@. 
"J9A>4 ;4 
6OCB?A9AAGR 
D45BFG. 
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(BD@O < @9FB8O >BAFDB?S < BJ9A>< D9;G?PF4FB6 BE6B9A<S 8B?:AO CB;6B?SFP 

CDB69DSFP G B5GK4RM<IES A9 FB?P>B EHBD@<DB64AAO9 CDBH9EE<BA4?PAO9 >B@C9F9AJ<<, 

AB < D4;6<F<9 B5M<I >B@C9F9AJ<= < B59EC9K<64RM<I <I G@9A<= 

$9;G?PF4FO 
(BE6B9AAO9 B5M<9 
>B@C9F9AJ<<) 

"EAB6AO9 CB>4;4F9?< BJ9A>< 
D9;G?PF4F4 

(BD@O < @9FB8O 
>BAFDB?S < BJ9A>< 

"� 01. �O5<D4FP 
ECBEB5O D9L9A<S 
;484K 
CDBH9EE<BA4?PAB= 
89SF9?PABEF<, 
CD<@9A<F9?PAB > 
D4;?<KAO@ 
>BAF9>EF4@. 

$4ECB;A464FP E?B:AO9 CDB5?9@O 6 
;A4>B@OI E<FG4J<SI. 
�O89?SFP E?B:AO9 EBEF46AO9 K4EF< 
CDB5?9@O < BC<EO64FP 99 CD<K<AO < 
D9EGDEO, A9B5IB8<@O9 8?S 99 
D9L9A<S 6 J9?B@. 
"CD989?SFP CBFD95ABEFP 6 
<AHBD@4J<< < CD98CD<A<@4FP 
GE<?<S 8?S 99 CB<E>4. 
�O89?SFP 7?46AO9 < 4?PF9DA4F<6AO9 
<EFBKA<>< AG:AOI D9EGDEB6. 
$4;D454FO64FP 89F4?PAO= C?4A 
89=EF6<= < CD<89D:<64FPES 97B. 
�4K9EF6B D9;G?PF4F4, 6 J9?B@, 
EBBF69FEF6G9F FD95B64A<S@. 
"J9A<64FP D9;G?PF4F E6B9= D45BFO, 
6O89?SFP 6 A9@ E<?PAO9 < E?45O9 
EFBDBAO. 
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