OEJIEPAJIBHOE ATEHTCTBO XEJIE3HOJJOPOXKHOI'O TPAHCIIOPTA

denepanbHOE TOCYAAPCTBEHHOE OFOKETHOE 00Pa30BaTENbHOE YUPEKIACHUE
BbICLIEr0 00pa30BaHuUs
«MpKyTCKH TOCYAapCTBEHHBIH YHUBEPCUTET MTyTEH COOOIICHUS»
(®I'bOY BO UpI'VIIC)

YTBEPXJIEHA
MPUKAa30M PEKTOpa
oT «29» Mmas 2026 r. Ne 49

b1.0.30 IIporpaMmmMHoO-annapaTHbie CPeICTBA 3alUUTHI HH(POPMALIUU

pabouyas mporpaMma JUCHHUILIAHBI
CrenmmansHocTh/Hanpasienue nmoarotosku — 10.03.01 MudopmarmonHas 6€30macHOCTh
Crenmanu3zanust/mpoguib — be3onacHocTh aBTOMATU3UPOBAHHBIX CUCTEM (IO OTpaciau UK B cepe
poheCCHOHAIBLHON AeATEIbHOCTH)
KBanuduxanus BeimyckHHKa — bakanaBp
®opma u cpok 00yueHus — ouHas ¢popma 4 roaa
Kagenpa-pazpaborunk nporpammsl — MHGOpMalMOHHbBIE CUCTEMBI U 3a1iiTa UHQOpMAIK

OO611ast TpyAOEMKOCTS B 3.€. — 4 DopMBI IPOMEKYTOUHOM aTTecTaluu
Yacos mo yuebnomy ruiany (YII) — 144 ouHast (popma o0ydIeHUS:
3K3aM€H 7 ceMecTp

Ounas popma 00yueHust Pacnpenesenue 4acoB JUCUHMILVIMHBI 10 ceMecTpaM
Cemectp 7 Hroro
Buj 3ansatui Yacos o VII Yacos no YII

AyIuTOpHAasi KOHTAKTHAS

padora no BuaAaM yuyeOHbIX 56 56

3aHATHIH/

B T.4. B popme ITIT*

— JICKITUH 28 28

— IpakTHYECKHE (CEeMHUHAPCKUeE) 14 14

— n1abopaTopHBIE 14 14

CamocrosiTesibHasi pagoTa 52 52

JK3aMeH 36 36
Hroro 144 144

HNPKYTCK

ONEeKTPOHHbIV AOKYMEHT BbirpyxeH n3 EMC ®IrbOY BO Upl'YTC n cooTBeTCTBYET OpUrnHany

B
H

Mopnucant ®re0Y BO UplYTC Tpodumos HO.A. ,Cll _

0x00F585A1671E22C14CEA47AE86A14054D5 ¢ 27 dpeBpanst 2026 r. no 23 masi 2027 r.Moanucs

COOTBETCTBYET (haviny AOKyMeHTa I/IPI'V \_\C.




PabGovast mporpamma IHUCHMIUIMHBI pa3pab0TaHa B COOTBETCTBUU C (eaepaibHbIM
rOCyJapCTBEHHBIM 00pa30BaTeNbHBIM CTaHIAPTOM BBICIIEro oOpa3oBaHUs — OakajaBpuaT IO
HamnpasieHuto nmoaroroBku 10.03.01 Mudopmanmonnas 6€30mMacHOCTh, YTBEpKIAESHHBIM [Iprkazom
MunucTepcTBa HayKH 1 Bbiciiero oopasosanus Poccuiickoii @eneparun ot 17.11.2020 Ne 1427.

[Mporpammy coctaBui(u):
K.(.-M.H., noueHT, A.A. Bytun

Pabouas mporpamma paccMOTpeHa U 0100peHa Ui UCIOIB30BaHUS B yUeOHOM IMpoliecce Ha
3acenannu Kadenpol «HDOpMAMOHHBIE CUCTEMBI M 3aluTa UHOOpMALMKUY», TPOTOKONI OT «20»
Mast 2026 r. Ne 12

3aB. kadenpoi, K. 3. H, JOLUCHT T.K. Kupuosa



1 IIEJIb U 3AJAYM JUCHUTLINHBI

1.1 Heap (ucuUmIHHBI

1 M3YYCHHE TEXHOJOTHH IIOCTPOCHMSI COBPEMEHHBIX cHCTeM 3amuThl uHpopMmamuu (C3U) Ha Oasze
POTpaMMHO-aNIapaTHBIX CPEACTB
1.2 3ajaum QTUCHUILUINHBI
1 NOJydYeHHe 3HAaHUKA O MNpHUHIMIAX (QYHKIMOHUPOBAHHS M BO3MOXKHOCTAX MPOTPaMMHO-aNIapaTHBIX
cpeactsax 3amuThl nHGopMarmu (ITAC3U) B aBromarnsupoBanHbix cucremax (AC)
2 M3ydeHHe TEXHOJIOTHYECKIX 0COOEHHOCTEH IpeicTaBuTeNel pa3nuaHbIx KinaccoB [IAC3U
3 MOJyYeHHE NTPAKTUUECKUX HABBIKOB aJIMHHUCTPUPOBaHus 1o6aBounbix [IAC3U

1.3 Ilejib BOCIUTAHHS ¥ 32/1a4H BOCIUTATEJLHOMH PadoThl B pAMKAX AUCHHILINHBI

[IpodeccrnoHanbHO-TPYIOBOE BOCTIHUTAHNE 00yUJaOIINXCs

Lens npodeccroHanbHO-TPYAOBOrO BOCHHUTaHUS — (POPMHUPOBAHUE Y 00yUarOLIMXCsl OCO3HAHHON NMpodeccHOHAIBHON
OpHEHTALMH, TIOHMMaHMS OOILIECTBEHHOTO CMBICIA TPyAa W 3HAYMMOCTH €ro uisi ce0sl JMYHO, OTBETCTBEHHOTO,
CO3HATEJIBHOIO M TBOPYECKOTO OTHOWICHWS K Oyaymieill NesTeNbHOCTH, NMPO(eCcCHOHATBHOW ITHKH, CHOCOOHOCTH
MIPEABHUACTh W3MECHEHHS, KOTOPbIE MOTYT BO3HHKHYTH B NMPO(ECCHOHATBHON NESTENBHOCTH, W YMEHHIO padoTaTh B

I/ISMeHéHHLIX, BHOBbB CO3JaHHBIX yCJIOBUAX TpyJa.

Llenp mocTHraeTcs O Mepe PeIIeHUs B €AUHCTBE CICIYIOINX 3a/1a4:

— (opMHpOBaHUE CO3HATEILHOTO OTHOIICHHS K BEIOpaHHON Tpodeccu;

— BOCIIUTaHUE YECTH, TOPIOCTH, JTIOOBH K MpO(ecchH, CO3HATENHFHOrO OTHOLICHHS K MPO(ECCHOHATEHOMY IOJITY,
MOHMMAaeMOMY KakK JIMYHAsi OTBETCTBEHHOCTh U 00S3aHHOCTE;

— (popmupoBaHKE NICHXOIOTUH NpodeccHoHana;

— ¢opmupoBanue MpoheCCHOHATIBHOMN KYIBTYPhI, 3TUKU MPOPECCHOHATLHOTO OOIICHUS;
— (hopMUpOBaHUE COIUATLHON KOMIIETCHTHOCTH U JPYTUE 3a/1a4M, CBA3aHHBIC ¢ UMHDKEM MPOGECCHU U aBTOPUTETOM

TPaHCIIOPTHOM OTpaciu

2 MECTO JMCIIMIIVIMHBI B CTPYKTYPE OIIOII

Biok/uacts OITOIT | Biok 1. luctumuubl / OGs3atenbHas 4acTb

2.1 IncuMnJMHbI ¥ IPAKTUKH, HA KOTOPBIX OCHOBBIBAETCSI H3yYeHHEe JAHHOM 1M CHMIIJIMHbI

[EEN

b1.0.28 AnmnapaTHble cpe/ICTBa BHIUUCINUTEIbHON TEXHUKH

N

b1.0.32 3ammra nHbDOpMAIMH OT YTEUKH MO TEXHUYECKUM KaHATaM

3 b1.0.33 Cetn u cuctemsl epenavyn HHGOpMAaITIH

2.2 I[I/[CIII/IHJ'[I/IHLI U MPAKTUHKH, 11 KOTOPbBIX U3YyYCHUE JTAHHOM M CHMIIJIHHBI
HeoﬁXOIlﬂMO Kak NpeamecTByoiee

[E=Y

b1.0.46 KommekcHoe obecnieueHre HHPOPMAITHOHHON 0€30IMaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM

N

b3.01(J1) IloaroroBka K mpoIeAype 3alMThl BEIMYCKHON KBaTU(UKAIIMOHHON pabOThI

3 b3.02(J1) 3amuTa BEITYCKHON KBaMU(pUKAIIMOHHON pabOThI

3 IIJIAHUPYEMBIE PE3YJIbTATBIOBYUEHMUS 11O AUCHUIIIUHE,
COOTHECEHHBIE C TPEBOBAHUSAMMU K PE3YJIBTATAM OCBOEHUA
OBPA3OBATEJIBHOM ITPOT' PAMMBI

Ko n
HAMMEHOBaHHUe
KOMIIETEHIM U

Koa m HauMeHnoBanune
HHIUKATOPA A0CTHKEHH
KOMIIETEHIMH

I[Inanupyemble pe3yJbTaThl 00yUeHHs

OIIK-4.3 Cnocoben
BEITIOJTHATE pabOTHI
0 YCTaHOBKE,
HacTpoiike,
aJIMHHUCTPHUPOBAHUIO,
00CITy)KUBaHUIO U
MPOBEPKE
paborocnocobHOCTH
OT/IEJIbHBIX
MIPOTrPaMMHBIX,
IIPOTrPaMMHO-
anmapaTHbIX (B TOM
qucIe
KPHIITOTpaUuecKux)
1 TEXHUYECKHUX
CPEZCTB 3alHThI
nHpOpMaIN
ABTOMAaTH3HPOBAHHBIX
CHUCTEM;

OIIK-4.3.1 3HaeT OCHOBHI
CHCTEMHOTO
aJIMUHUCTPHPOBAHUS,
aamunuctpupoBanust CYB/,
COBpPEMEHHBIE CTAaHJAPThI
nH(pOpMaMOHHOTO
B3aMMOJICHCTBHS CHCTEM,
TEXHUYECKHE CPEACTBA
3aIUTHl HHPOPMALUU
aBTOMATH3UPOBAHHBIX CUCTEM

3HAaTh: METOIUIECKHE OCHOBHI HCIIOIh30BaHUS MIPOTPAMMHO-
amnmmapaTHBIX CPEICTB 00ecIieueHusT HHQOPMAIIOHHOMH
6esonmacaoctr (MB) AC; nmpuHIHITE () yHKIIHOHHPOBAaHUS
I[TAC3U; BO3MOXXHOCTH IPEICTABUTENEH OCHOBHBIX KJIACCOB
IMAC3U

Ymers: npoBoanTs BeIOOp [TAC3U a5t ncnosb30BaHus UX B
coctaBe AC c 1espio obecredeHus TpedyeMoro ypoBHs
3alUIIEHHOCTU

BrnageTs: mpakTHIeCKUMU HABBIKAMHE UCITOJIb30BaHUS
MPOTpaMMHO-aNapaTHEIX cpeacT obecreuenus b AC (Ha
OCHOBE MPOrPaMMHO-TEXHHUUECKHUX U MPOTrPaMMHBIX
00pasIoB)

OIIK-4.3.2 Ymeer
YCTaHaBJIMBATb U
HAacTpauBarTh, IPOBEPATH
paboTococOOHOCTH
HOPOrPaMMHBIX H TIPOTPaMMHO-
anmnapaTHBIX CPEJICTB 3aLIUThI
nHpopmanuu

3HATh: YCIOBUS SKCIUTyaTalliy MPOrPaMMHO-aMMapaTHbIX
cpencts obecnieuenus Ub AC

VYwmers: agmuancTpupoBath [IAC3U; co3naBath
HeoOxoauMbIe ycIoBus ucoiab3oBanus [TAC3U mist
obecneuenus b

Brnanets: HaBeikamu HacTpoiiku [TAC3U

OIIK-4.3.3 UMeeT HaBBIKK

3HaTh: c1IOCOOBI YCTPaHEHHUS HEIITATHBIX CUTYAINH B




aJIMUHUCTPHPOBAHUS,

nponecce pynknuonupoBanus [IAC3U

WHCTAJUIAIUH IPOTPAMMHOTO YMeTh: MPOBOAKTH MPOBEPKY pabOTOCIIOCOOHOCTH U
U anmapaTHoro 00ecreYeHUs agmuaucTpupoBanue [TAC3U1

nH(OPMALMOHHBIX U
aBTOMAaTU3UPOBAHHBIX CUCTEM

I[TAC3U
110 3aIIUTe HHPOPMAIIH

BHaIIeTLZ TMPAKTUICCKUMHU HaBbIKaMH aIMUHUCTPUPOBAHU

4 CTPYKTYPA U COAEPXAHHUE JUCHUIIJIMHBI

Ounas ¢popma *Kon

Kon HaunmMenoBaHue pa3jeJioB, TeM H BHIOB padoT Cemect Hacet g:él:lul::::zz

P Jlex Hp J1a6 CP KOMIIETEHIIUH

1.0 | Pa3gen 1. O6ocHoBaHMe MPpUMEHEHUS 100aBOYHBIX CPE/ICTB;
ocHoBHBIe kJiaccel ITAC3H.

1.1 | Tema 1. OCHOBHBIE KJAacChl J00aBOYHBIX IPOrPaMMHO- OIlK-4.3.1
anmapaTHBIX CPEICTB, 00ECIIEUNBAIONINX ITOBBIILICHHBIH YPOBEHb 7 2 OIlK-4.3.2
3aIUTEI OIIK-4.3.3

1.2 | Tema 2. XapakTepuUCTHKa, OCHOBHBIC CEPBHCHI W MEXaHH3MBI 7 2
no6asounsix [TAC3U

1.3 | Tema 1.C3H VipNet 7 2

14 | Tema 2. DBuomerpmueckue MeTOABl HWACHTH(GHUKAINN U
ayreHTH(uKanuu. Ilponenypsl OHOMETPHUYECKOTO OIO3HAHHMS.

VYcrpoticTBa OmomMeTpryecKOn HICHTU(DHUKAITHN u 7 3
ayTeHTH(UKAIMK A1 aBTOMAaTH3MPOBAHHBIX CHUCTEM M BHIBI
KOHTPOJIS

1.5 | JTa6oparopnas pa6ora Ne 1. Pa6ota ¢ maketom «Kpuntoceii» 7 2

1.6 | JMa6oparopnas pa6ora Ne 2. Pa6ota ¢ naketaom «Kpunroogucy 7 2

2.0 | Pazngen 2. I[IporpaMmMHo-annapaTHbIe cpeacTBa,
peaju3yioniue OTAeJbHble (GYHKIMOHAJbHbIE TPeOOBaHMS
10 3alIuTe.

2.1 | Tema 3 Juneiixa C3U Acronis 7 2

2.2 | Tema 4. OOumme cBemeHWs O MeETOHaX ayTeHTH()HUKALINH.

WHTennekryanbHble KapThl. YCTPOWCTBO XpaHEHHUs KIHOYEH 7 4
tuna TouchMemory (iButton). DneKTpoHHBIE HACHTHPUKATOPEI
ruToken. I[ICK31 HIMTIKA

2.3 | Tema 3. IlporpaMMHO-ammapaTHbIi KOMIUIEKC  3aIHThI 7 4
nHpopManuu (JTuHEHKa) “AKKopx”

2.4 | Tema 4. DLP-cuctemsr Info Watch Traffic Monitor Enterprise 7 4
Edition. C3U Device Lock

2.5 | Tema 5. TeXHOJNOIWM aHTUBUPYCHOMH 3alIUTHl MHPOPMALIHH 7 1

2.6 | JlabopatopHas pa6ota Ne 4. CpejicTBa aHTHBMPYCHOM 3aILUThI 7 1

3.0 | Pazgen 3. MeToasl W cpeacTBa pa3srpaHHMYeHUs JOCTyNa K
KOMIIOHEHTaM AC; TeXHOJIOTHH 3aIUTHI oT
HEeCAaHKIMOHMPOBAHHOIO J0CTYNa K MHOPMAILUH.

3.1 | Tema 5. DnexrpoHHsIii 3aMok (33) «CoBOIL 7 4

3.2 | Tema 6. C3U ot HCJ] «DallasLock» 7 5

3.3 | Tema 7. C3U SecretNet 7 5

34 | Tema 8 . TexHONOTMM TOCTPOCHUSI YACTHBIX BHUPTYaIbHBIX
cereii (VPN). TIloctpoenne VPN na mnpumepe AIIKIII 7 4
«KoHTHHEHT»

3.5 | Jlaboparopnass pabora Ne 5. Oxcmiayaramus C3U or HCJ
«DallasLock» (ayrenTndumkanms, pasrpaHudeHHe [OCTYIIA, 7 4
3aMKHYyTasl IpOrpaMMHasl Cpeia, KOHTPOJIb IIEIOCTHOCTH, Yy IHT)

3.6 | Jlaboparopnass pabora Ne 6. Oxcmiayaranus C3U or HCJ
SecretNet (3amuTa «I0 BXOAY», pasTpaHHYEHHE IOCTYIIA, 7 5
3aMKHYyTasl IpOrpaMMHasl Cpeia, KOHTPOJIb LEIOCTOCTH, ay/InT)
dopma MpoMeXyTOYHOH aTTeCTallMy — 3K3aMeH 7
Hroro dacoB (6e3 yu€Ta 4acoB Ha MPOMEKYTOTHYIO 28 | 14 | 14 | 52
aTTeCTaINIO)




5 ®OHI OHEHOYHbIX CPEACTB /IS TPOBEJIEHUSA

TEKYIIEI'O KOHTPOJISI YCIIEBAEMOCTHA U ITIPOMEKYTOYHOM

ATTECTAIMU OBYYAIOIIIUXCA ITO JUCIUITJIMHE

@DoH/T OLEHOYHBIX CPEACTB Uil MPOBEJCHUS TEKYIIETO KOHTPOJIS YCIICBACMOCTH W TMPOMEXKYTOUHOM
aTTECTAIMU 0 AUCHUILTHHE 0(OopMIICH B BHJe mpuiaoxenus Ne 1 k paboueil mporpaMMe MUCHUIUIMHBI H Pa3MEIICH B
JJIEKTPOHHON HMH(GOPMAIIMOHHO-00pa30BaTENBHON Cpefic YHHBEpPCHTETa, JOCTYIHOH o0OydaromeMycs dYepe3 ero
JINYHBIA KaOUHET

6 YYHEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHHUE

T CIHATITAHBI

6.1 YueOHas quTeparypa

6.1.1 OcHoBHas TUTEpaTypa

Komn-Bo 3k3.
Bubmmorpaduueckoe onrcanue B OnbnmoTteke/
OHJIAMH
Byrun, A. A. IIporpaMMHO-anmapaTHBIE CPECTBA 3aIIUTH MHPOPMALNH : yued.
mocobue / A. A. byrun, H. 1. I'myxos, C. 1. HockoB ; ®enep. areHTCTBO X. 1.
6.1.1.1 N 24
TpaHc., UpkyT. Toc. yH-T myTei coodur. — M3a. 2-e, mepepad. u gom. — MpKyTCK :
HpI'VIIC, 2022. — 90 c. — TeKCT : HemoCpeACTBEHHBIH.
HudopmanmonHas 6€30macHOCTb U 3a1uTa HHPOPMAIMHK Ha JKEJE3HOTO0POKHOM
TpaHCHOPTE : y4eO. U CTYACHTOB, 00yJaromuxcs 1o crenuansHocta 090302.65
"NupopmanmorHas 6€30MaCHOCTH TEICKOMMYHUKAIMMOHHBIX cucteM" BITO : B 2 4.
6.1.1.2 / A. A. Kopnauenrko [u np.]. — M. : YMIL] no oOpazoBanuto Ha X.-I. TpaHCIH., 2014. 30
— Y. 2 : [IporpamMMHO-anmapaTHbeIe CPeACTBa oOecneyeHns! HHPOPMAIIMOHHON
0e30MacHOCTH Ha KeJIe3HOJOPOKHOM TpaHcnopte, 2014. — 447 ¢. — Teker :
HENOCPEACTBEHHBII.
Bynerués, I'. I'. TIporpaMMHo-anmapaTHeie cpeacTBa 3amuThl nHpopmarwm / . T
6.113 Bymneraés. — Mocksa : PTY MUPDA, 2022. — Y. 2. — 177 ¢c. — URL: Ornaiis
- https://e.lanbook.com/book/310784 (nata oopamenus: 18.03.2026). — TekcT :
3JIEKTPOHHBIM.
I'myxapes, M. JI. Texauueckue cpeacTBa 3aliuThl HHYOPMAINH : yaeOHOe mocobue
6.11.4 / M. JI. Tmyxape, M. @. Ucaea. — Cankt-IleTepoypr : [II'YIIC, 2018. — 55 c. Ornaiis
e — URL: https://e.lanbook.com/book/111736 (mata obpamenus: 18.03.2026). —
TeKcT : 3JIEKTPOHHBIH.
Homo3os, H. JI. [IporpamMMHbIe CPeaCTBa 3alIUTHI HHPOPMAIUU: KOHCICKT JCKIHIA :
kypc neknuit / H. JI. Jonozos, T. A. T'ynerseBa ; HoBocubupckmii
rOCyIapCTBEHHBIN TeXHUIECKHH YHUBepcuTeT. — Hoocubupck : HoBocubupckuit .
6.1.15 N . . Onnaiin
TOCyIapCTBEHHBIN TEXHUYECKHUH yHUBepcureT, 2015. — 63 ¢. — URL:
https://biblioclub.ru/index.php?page=book&id=438307 (nata obpamieHus:
19.03.2026). — TeKcT : 2NeKTPOHHBIN.
6.1.2 lonoJIHUTEIbHASA JINTEPATYpa
Kon-Bo 3k3.
Bubnuorpadudeckoe onrcaHue B Oubinorexe/
OHJIAliH
Kpaxosckwii, FO. M. MeTozp! 1 cpeacTBa 3alIUTH HHPOPMALIUH : yueb. mocodue /
6.1.2.1 10. M. Kpakosckuii. — Cankr-IletepOypr : Jlans, 2024. — 270 ¢. — Teker : 1
HENOCPEACTBEHHBII.
3pipsiHoB, C. A. [IporpamMmmHO-anmapaTHbele CpeACTBA 3aIUTHl HHPOPMALNH :
yueOHoe nocobue / C. A. 3pipsinoB, M. A. KysmmHos, U. A. Orres, . B.
6.1.2.2 Huxpomkun. — HoBocubupek : HI'TY, 2023. — 80 ¢. — URL: Omnnaitn
https://e.lanbook.com/book/404549 (nara oopamenus: 18.03.2026). — TekcT :
3JIEKTPOHHBIN.
[IporpammHO-anmapaTHbIe CpeCTBa 3alIUTH HHPOPMaIH : yueOHoe mocobue / B.
6.1.2.3 A. T'punsnes, 10. A. I'yockos, A. C. lepsoun, A. B. SIkoneB. — Tambos : TT'TY, Omnnaiis
- 2024. —Y. 3. — 82 c. — URL: https://e.lanbook.com/book/472298 (nata
obpamenusi: 18.03.2026). — TekcCT : 371€KTPOHHBIH.
6.1.3 YueOHO-MeTOANYECKHE PAa3PA0OTKH (B T. Y. VIS CAMOCTOSATEIbHOM pa60oThl 00y4aKOIINXCH)
Komn-Bo 9k3.
Bubmmorpadudeckoe onmcanue B Oubnmorexe/
OHJIAliH
BytuH, A.A. MeTtoamueckue yka3zaHus 0 u3ydeHuo qucuuiumesl 51.0.30
6.1.3.1 [IporpammHO-anmapaTHbBIE CPEACTBA 3AIIUTH HHPOPMAIIMH 110 HAIIPABJICHUIO Omnutaitn
noarotoBku 10.03.01 Muadopmanmonnas 6e3omacHoCTh, npoduis besonacHocTs




aBTOMATH3UPOBAHHBIX CHCTEM (IO OTpaciu WK B chepe mpodeccHoHaATbHON
nesrenbHocTH) / A.A. Bytun; UpI'YIIC. — Upkyrck : UpI'VIIC, 2023. - 13 c. -
Texcr: anexkrponnslit. - URL:
https://www.irgups.ru/eis/for_site/umkd_files/mu_69164 1480 2026 1 signed.pdf
6.2 Pecypchl HHPOPMAIIMOHHO-TEJIEKOMMYHHKAIIMOHHOM ceTH « MHTepHET»

6.2.1 OnexTpoHHO-OnONMMoTeyHas cucrema «M3mgarenscTBo Jlaney, https://e.Jlanbook.com/
6.2.2 OeKkTpoHHO-O0nbIMoTEe Has cucteMa «Y HUBEpCUTETCKasi OnbianoTeka oHainy, https://biblioclub.ru/
6.3 IIporpaMmMHoe o0ecnieuenre 1 HH(POPMAIHOHHbIE CIIPABOYHBIE CHCTEMBbI
6.3.1 bazoBoe nporpamMmMHoe o0ecnieueHue
6311 Microsoft Windows Professional 10, rocynapcrBennsrii  koHTpakT ot 20.07.2021 Ne
o 0334100010021000013-01
6.3.1.2 la/iicrosoft Office Russian 2010, rocynapctBennsiii koHTpakT oT 20.07.2021 Ne 0334100010021000013 -
6313 FoxitReader, cBOOOIHO pacrmpocTpaHseMmoe POrpaMMHOE obecrieueHne http:/free-
T software.com.ua/pdf-viewer/foxit-reader/
Adobe Acrobat Reader DC cBoOOZHO pacmpocTpaHseMOe MPOTpaMMHOE  OOECleucHUE
6.3.14 . ;
https://get.adobe.com/ru/reader/enterprise/
Annmexc. bpaysep. [puxmagaoe mnporpamMMHOe obecnedeHne oOmero HasHadeHus 1, OQUCHbBIC
6.3.1.5 MIPHIIOKEHUS, TUIEH3H — CBOOOIHO PacIpoCcTpaHsIeMoe porpaMMHOe obecrieueHre 1o TuteH3un BSD
License
6.3.2 Cnienua1u3upoOBaHHOE IPOrPAMMHOE o0ecreyeHue
6.3.2.1 VirtualBox (becmmataoe I10)
6322 C31 Dallas Lock 8.0 OC Windows (0ecrutaTHas JIHWIICH3WA i By30B 1o JloroBopy c
o MIPOU3BOIUTEIIEM)
6.3.2.3 C3U Dallas Lock 8.0 OC Linux (6ecruraTHasi TUIIEH3HS IS BY30B 110 JIorOBOpY ¢ IPOM3BOIUTEIIEM)
6.3.2.4 C3MU Secret Net (auuensus)
6.3.2.5 CpenctBo antuBupycHoit 3amutsl 360 Total Security (6ecrumatroe I10)
CpenctBo 3amutel AntuBupyc Kacmepckoro (nmuensus) CpenctBo KpHOTOrpaduuecKod 3aiuThl
6.3.2.6
napopmanuu «KpuntoAPM» (demo)
6.3.2.7 VYuebHas nmporpamma Kpunrocetid (demo)
6.3.2.8 YuebHas nporpamma Kpunrooguc (demo).
6.3.3 UndopmanuoHHbie cIpaBOYHbIE CHCTEMbI
6.3.3.1 ‘ He npenycmoTpeHsl
6.4 IlpaBoBble H HOPMATHBHBIE JOKYMEHTbI
6.4.1 ‘ He npenycMoTpeHsI

7 OHUCAHHUE MATEPUAJIbHO-TEXHUYECKOWM BA3bl,
HEOBXOIANMOMU Ui OCYIECTBJIEHUSA YYEBHOI'O TPOLECCA
1O JMCIUITJIMHE

Kopmyca A, b, B, I', [, E UpI'YIIC maxozasTcs no aapecy r. IpkyTtck, yi. UepHsIieBckoro, a. 15;
xopnyc JI UpI'YIIC waxoautcs — no aapecy r. Upkytck, yia. JlepmonTosa, 1.80

VYuebnas ayauropus J[-518 s npoBeneHns IEKIUOHHBIX W IPAKTUYECKUX 3aHATHIA, JA0OPaTOPHBIX padoT,
TPYIIOBBIX U HHINBUIYAIBHBIX KOHCYJIbTAlNH, KypCOBOTO NMPOSKTUPOBAHUS (BBITIOIHEHHUS KYPCOBBIX
paboT), TeKyIIero KOHTPOJISl ¥ MPOMEKYTOUHOH artectarui OCHOBHOE 000PY/I0BaHHE:
crienuaa3upoBaHHas MeOelb, MyJbTHMEIHANIPOCKTOD, IKpaH, (HOyTOYK MepeHOCHO)

Jlabopatopus 1-523 «MonenupoBanue 1 pa3paboTKa MPOTPAMMHBIX CHCTEM U 3aIUTa
nHpopmannm».«be30nacHOCTh MPOrpaMMHO-ANNAPATHBIX CPEACTB 3alIUTHl HHYOPMALIMI IS TPOBEICHHUS
JIEKIIMOHHBIX ¥ MPAKTHYECKNX 3aHATHH, JJaDOpaTOpHBIX paboT, IPYIIIOBBIX U HHINBUYaIBHBIX
KOHCYJIbTAIIMH, KypCOBOTO IIPOSKTHPOBAHMUS (BBITIOJIHEHHSI KypCOBBIX padoT), TEKYILETro KOHTPOIIS U
MIPOMEXYTOYHOH arTtecTarui. OCHOBHOE 000pyI0BaHUE: CIIEINATN3UPOBAHHAS MEOEIb,
MYJIbTUMEUATPOEKTOP (TIEPEHOCHOH), SKpaH (IepeHOCHOM ), KoMIbIoTep [lepcoHabHbIE HASHTHU(PUKATOPHI
ruToken (uaBenTapHsIil HOMep 101042001242); DnexrponHsIii 3aMok «Cobons-PCI» (MHBeHTapHBIN HOMEP
101042001241).

[MomemnieHuns 1t caMOCTOSTENbHON pabOThl 00YYAIOIINXCS OCHAILICHBI KOMITBIOTEPHOH TEXHUKOH,
MTOIKITFOYEHHOHN K HH)OPMAIIOHHO-TEJICKOMMYHHUKAIIMOHHON ceTn «VIHTepHeT», 1 00ecTIedeHbI JOCTYIIOM B
3JIEKTPOHHYI0 HH(OpMaMOHHO-00pa3oBaTenbhyto cpeny Vpl YIIC. [Tomemenus ais caMOCTOSATENbHOM
paboThl 00YJArOIIUXCSI:

— YHTAIbHBIC 3aJIBI;

— y4eOHbIe 3aJIbl BRIYUCIUTEIbHON Texuukn A-401, A-509, A-513, A-516, 1-501, 1-503, J1-505, J1-507;

— MOMEIIEHHs JUI XPaHeHHsl 1 TPO(UIAKTHYECKOro 00CIyKuBaHus yueOHoro obopyaoBanus — A-521

8§ METOANYECKHE YKA3AHUSA IS OBYYAIOIUXCA
1O OCBOEHHMIO JMCIIMITJIMHBbI




Bun yuebHoM
NEeSITENLHOCTH

Opranuzanus yueOHOH NesTeIbHOCTH 00y4aromerocs

Jlexus

Jlexuus (ot matuHCKOTO «lection» — YTeHHWE) — BUA AyIUTOPHBIX YUYCOHBIX 3aHATHH.
Jlexuus: 3aKkiagbpIBacT OCHOBBI HAyYHBIX 3HAHUM B CUCTEMAaTH3UPOBAHHOMW, MOCJIEN0BATEIBLHOM,
00001mIeHHON (hopMe; pPacCKpHIBACT COCTOSIHHE M TIEPCIIEKTUBBI PAa3BUTHA COOTBETCTBYIOMICH
00acTH HAyKW W TEXHHUKH; KOHIEHTPUPYET BHUMaHHE OOYUYAIOMIMXCS Ha HAMOOJIee CIIOXKHBIX,
Y3JIOBBIX BOIPOCAX; CTUMYJIUPYET [T03HABATEIbHYIO aKTHBHOCTH 00YJaIOINXCSI.

Bo BpeMsi NEKIMOHHBIX 3aHATHH OOYYArOLIMHCS MOJDKEH YMETh CKOHLEHTPUPOBATH
BHHMaHHME Ha HM3Yy4aeMbIX NpoOJieMax M BKIIOYHTH B paboTy BCce BHIBI IAMSTH: CJIOBECHYIO,
00pa3Hyl0 U MOTOPHO-JBHIraTeNIbHY0. J[J1s 5TOro Bech Marepual, u3jiaraeMblii penoaaBaTesem,
oOyuaromemMycsi HeoOXOAMMO KOHCHEKTUpOBaTh. Ha MoOJSX KOHCIEKTa ClieAyeT IOMevaTh
BOIIPOCHI, BBIJCNICHHBIC OOydYalOmWMCS [UIS KOHCYJNBTAIlMH C IIperojaBaTesieM. BEBIBOMEL,
MOJyYCHHBIE B BHIEC (QOPMYJN, PEKOMEHIYeTCS B KOHCIIEKTE NOIAYEPKHBATh WIH OOBOAWUTH
paMKoi, 9YTOOBI JTydIlle 3allOMUHAIICE. [10J1€3H0 COCTaBUTh KPATKHUil CIIPaBOYHUK, COEPIKAIINI
oTIpeneNeHus] BaXHEUIINX MOHATHH Jekunu. K KakaoMy 3aHATHIO CIIEAyeT pa3o0paTh MaTepuai
npenpiAymel Jekmun. V3ydas Marepwan 1O YYeOHWKY WM KOHCIIEKTY JICKIWH, CIeayeT
MEPEXOANUTH K CIEAYIOMIEMY BOIIPOCY TOIBKO B TOM ClIydae, KOTZIa XOPOIIO YCBOSH IpPEAbIAYIINI
BOIIpOC. Psii BOIPOCOB JMCHMIUIMHEI MOXET OBITh BBIHECEH HA CaMOCTOSTENBHOE H3ydYeHHE.
Takoe 3amaHue TpeOyeT OIEpaTHBHOTO BBHIMOJNHEHUS. B KoHcnekre Jeknuid Heo0X0oIuMo
OCTaBUTb MECTO I OCBCUICHHSA YIIOMAHYTBIX BOIIPOCOB. O603Ha‘-II/ITI> BOIIPOCHI, TCPMUHBEI,
MaTtepual, KOTOprfI BbI3BIBACT TPYAHOCTH, MNOMETHUTb W MOIBITATHCA HaWTH OTBET B
pexoMeHayeMoil nutepatype. Ecnu camocrosrensHo He ynaercs pa3o0paThCsi B MaTepuale, TO
HeoOxonuMo c(hOopMyIMpOBaTh BOIPOC M 3a/4aTh IIPENOJABATENI0 HA KOHCYJbTAIlMM, Ha
MPaKTUIECKOM 3aHATHH

IIpaktuueckoe
3aHATHE

[TpakTHyeckoe 3aHATHE — BUJ ayJUTOPHBIX y4eOHBIX 3aHSATHH, 1leJeHanpaBieHHas Gpopma
OpraHu3aIK y4eOHOro IMpoliecca, IPU peau3alii KOTOpoi oOydaroniecs Mo 3aJaHuI0 U O
PYKOBOJICTBOM IIpPEIOAABaTeNs BBIIOJMHAIOT IpakTHdeckue 3amaHus. I[IpakTudeckue 3amaHus
HanpasjeHbl Ha yriyOJleHHEe HAYYHO-TEOPETHMYECKUX 3HAHMH M OBJIAJCHHE OIpeleICHHBIMU
MeToJlaMH paboThl, B IPOIECCEe KOTOPBIX BHIPA0ATHIBAIOTCS YMEHHUS! M HABBIKH BBIIIOJTHEHHS TEX
WIN WHBIX y4eOHBIX IEHCTBHH B MaHHOW cdepe Hayku. [IpakTiueckne 3aHATHS Pa3BHBAIOT
HaydYHOE MBIIIICHHE M PEYb, MO3BOJIAIOT NPOBEPHUTH 3HAHMS OOYUYArONIMXCS, BBICTYNAIOT Kak
CpEe/CTBA OIEPATUBHOM 0OpaTHOM CBSI3H; IEJTb MPAKTUUCCKUX 3aHATHH — YIIyOJsITh, PACIIUpPSITH,
JeTAIN3UPOBATh 3HAHHS, IONyYCHHBIC Ha JIEKIUH, B 0000mEeHHON (opme M comelHcTBOBAaTH
BBIPA0OTKE HABBIKOB NPO(ECCHOHATBHOM AeATETbHOCTH.

Ha mnpakTuuecknx 3aHATHSAX HOAPOOHO PAcCMATPHBAIOTCS OCHOBHBIE  BOMPOCHI
JUCHHUIUIMHBI, Pa30MpAlOTCS OCHOBHBIE THMBI 33mad. K KaXIoMy NPaKTHYECKOMY 3aHATHIO
CleyeT 3apaHee CaMOCTOSITEIIBHO BBIMOJIHUTH JOMAIIHEe 3aJaHHe M BBIYYUTH JICKIIMOHHBIN
MaTepHai K cienyromiei reme. CucreMaTHyeckoe BBIIOJIHEHHE JOMAIIHUX 3a/laHUH 00s3aTeIbHO
U SIBJISIETCSI BOKHBIM (paKTOpPOM, CIIOCOOCTBYIOIUM YCIEITHOMY YCBOCHHUIO TUCHUTIIHMHBI

JlabopaTopras
pabota

OCHOBHOH LIeNIbI0  JIA0OPATOPHBIX pabOT SIBISIETCS TEOpeTHYeckoe 00OCHOBaHME,
HATJBIIHOE W/WIM  SKCICPUMEHTAIBHOE IMOATBEPKACHHEC W/WIM TPOBEPKA CYIIECTBEHHBIX
TEOPETUYECKUX TOJOXKEHHH (3aKOHOB, 3aKOHOMEPHOCTEH) aHAlM3 CYHIECTBYIOIIUX METOJIUK H
METOJIOB MX peanu3anuu ¥ T.J. OHU 3aHUMAIOT MPEUMYIIECTBEHHOE MECTO MpPH HW3YYEeHUHU
JUCHUTUIAH 00SI3aTEIbHOM YacTH M YacTH, (OPMHPYEMOW YY4aCTHHUKAMH O00pa30BaTEIbHBIX
otHotenuii biaoka 1.

Hcxons u3 nienmu, coliepkanreM J1abopaTOPHBIX pabOT MOTYT OBITh:

- OKCIIEpUMEHTAIbHAS IIPOBEPKa (POPMYIL, METOIUK PAacUeTa;

- TIPOBEJICHUE HATYpHBIX M3MEPCHUI CBOWCTB, pabOUYMX MapaMeTpPOB, PEKUMOB PaOOTHI
TIPY TIOMOIITH Ta0OPaTOPHOTO 000PYIOBAHMUS /VITH CTEHIOB H MAaKETOB;

- 03HAKOMJICHHE, aHAJIN3 U TEOPETHUSCKUE BBIKIAJKH 110 YCTPOUCTBY, IPUHIIHAITY JCHCTBUS
U crmocobdaM OOCTYy)XMBaHHUS —amliapaToB, JeTaled MalllMH, MEXaHH3MOB, IIPOIIECCOB,
MPOTEKAIONIUX B HAX MPHU 3TOM H T.1.;

- HarJsgHas Tpadudeckas HHTEPIPETAIU YepTekKel, cxeM, 00bEMHBIX TOBEPXHOCTEN U
T.J., BOCTIPOM3BOJIMMBIX C TIOMOIIBIO CTIIEIIMATU3NPOBAHHOTO MPOTPAMMHOTO 00ECTICUSHYIS;

- UMUTAIIMOHHOE MOJICIIMPOBAHKE TPOIECCOB, MPOTEKAIINUX B CIOKHBIX XUMHYECKHX,
(br3rUecKnx, MEXaHUIECKUX, JIEKTPUUECKHX U MpP. 00BEKTAX;

- HaDSIHOE IIPEJCTaBICHHE O pabdoTe NepCOHANla KOHKPETHOW OpraHM3alluil MU
noapaszaenenuss OAO «PXKI» nmocpeacTBOM MOAEIMPOBAHUS IUTATHBIX M BHEIITATHBIX CUTYyalul
B BUPTYaJbHBIX CIIeNHAIN3APOBaHHEIX APM (aBTOMaTH3MPOBAaHHBIX PabOOYUX MECT);

- YCTAaHOBJICHHWE W TOATBEPKJCHHUE 3aKOHOMEPHOCTEH (ITyTeM CpPaBHEHUS IMPOBEACHHOIO
IKCIIEPUMEHTA M PACCUYNTAHHBIX 3HAYCHUHN) U T.11.;

- O3HAKOMJIEHHE C METOJMKaMU MPOBEJACHHS SKCIIEPUMEHTOB, HATJSIHBIM yCTPOWCTBOM
CTEH/I-MaKeTOB U TIp.;

- YCTaHOBJIEHUE CBOWCTB BEUIECTB, UX KAUECTBEHHBIX U KOJIMYECTBEHHBIX XapPaKTEPHUCTHK;

- aHAJIN3 Pa3NIUYHBIX XapaKTEPUCTUK MIPOIIECCOB, B TOM YHCJIE€ MMPOU3BOJICTBEHHBIX U WHBIX




TPOIIECCOB;

- pacuer mapamMeTpOB PAa3IMYHBIX SIBICHHHA W MPOLECCOB, CMOJEIMPOBATH KOTOPHIE HE
BO3MOJKHO B PEabHBIX YCIOBHSX (HAPUMED, YPE3BbIUAHbIC CUTYAIIUH U TIP.);

- HAOMIOJICHUE PA3BUTHS ABJIICHHUHN, TPOIIECCOB U JIP.

JlomyckaeTcst MHOE CoJiepKaHue JabopaTOpHBIX PaboT, eclid 3TO OYIeT CrocoOCTBOBAThH
peanu3aiyy 1ejiei u 3a1a4 AUCHUTUTUHBL U (OPMHUPOBAHUIO COOTBETCTBYIOIIHUX KOMITETCHITHIA.

o xapakTepy BHITOJHAEMBIX JIAOOPATOPHBIX PaboT BO3MOKHEL:

- O3HAKOMHUTENBHBIE  pabOTHI, WCIOJAB3YEMBIC JUIS  3aKPEIUICHHS  M3YYCHHOTO
TEOPETHUECCKOTO MATEPHAIIBI;

- aHATUTHYECKUE Pa0OTHI, UCTIONB3yeMbIE IS TIOMYUEHUS HOBOM MH(OPMAIMH Ha OCHOBE
(hopMaTM30BaHHEIX METOJIOB;

- TBOpYECKHE pabOThl, OPUCHTHPOBAHHBIC Ha CAMOCTOSTCIBHBIA BBHIOOP TIOJXOIOB
pelIeHus 3a/1ad.

Ipexae, 4eM NPHUCTYNHTh K JaOOPATOPHBIM 3aHATHSIM, OOYYAIOIUMCSA HEOOXOIUMO
MOBTOPHUTH TEOPETUUECKUIT MaTepual mo Teme paboTel. Kaxknas maboparopHas paboTa ocHaIIeHa
METOIUUECKUMH YKa3aHUSIMHU, pa3pab0TaHHBIMU MPENOAaBATESIMU, BEAYIIUMHU TUCIUTUIAHY

CamocTosTenbHas
pabota

OOyuenue mo aucuumuinHe «[IporpaMMHO-anmapaTHble CPEeACTBA 3aAIUTHl HHOOPMALIUI
MpeyCMaTpUBAaeT aKTHBHYI) CaMOCTOSTEIBbHYIO paboTy oOydatomierocs. B pasmene 4 paboueit
OpOrpaMMbl, KOTOpBIit HaspiBaeTcs «CTPYKTypa W COJCp)KaHHE TUCHHUIUIMHBI», BCE Yachl
CaMOCTOSTENBHON PabOThl pacluCaHbl MO0 TEMaM M BOIMPOCAM, a TaKKe yKa3zaHa HeoOXoaumas
yueOHas iuTeparypa: o0yJaromuiics u3ydaeT yueOHbIi MaTepHal, pa3doupaeT IpUMEphI U pelacT
Pa3sHOYPOBHEBBIC 3aJadid B paMKaX BBIIIOJTHECHUA KakK O6I_HI/IX JOMaIlTHUX SaﬂaHHﬁ, Tak H
MHIUBHIYalIbHbIX JoMamHuX 3amanuii (UJ3) u npyrux BumoB paboT, MpPeayCMOTPEHHBIX
paboueii mporpaMMol JWUCHUIUTUHBEL [IpU BBIMONHEHUH JOMAIIHUX 33JaHuil 00yd4aromeMycs
clielyeT OOpaTHThCS K 3a7adaM, pEIICHHBIM HA MPEABIAYIIMX MPAKTHISCKUX 3aHSATHUSIX,
PELICHHBIM JOMAIIHUM paboTam, a TaKkXke K MpUMEpaM, MPUBOJMMBIM JiekTopoM. Ecmu 3TOrO0
OyZIeT HeIOCTATOYHO JUIS BBITOJHEHHUS] BCeU pabOThl MOXKHO JOMONHHUTEILHO BOCIOIb30BATHCS
yueOHBIMH TIOCOOUSAMH, MPUBEACHHBIMU B paszaeie 6.1 «YuebHas mureparypay». Eciu, HecMOTpst
HA H3y4YCHHBIH MaTepHal, 3aJaHhe BBINOJHUTH HE YAAeTCs, TO B 00sA3aTEIBHOM MOPSIKE
HeO6XOI[I/IMO MOCCTUTH KOHCYJIbTAlUIO MPEeTogaBaTelid, BEAYIICTO MPAKTUYCCKUC 3aHATHA, I/I/I/IJ'II/I
KOHCYJIBTAIIMIO JIEKTOPA.

I[OMaIlIHI/Ie 3aJaHusd, HWHAWBUAYAJIbHBIC JOMAalllHUE 3aJlaHud W ApYrue pa6OTLI,
NpeIyCMOTPEHHBIE  pabouell  mporpaMMoil  JAMCIUIUIMHBI  JOJDKHBI  OBITH  BBIMTOJHCHBI
o0yJaromuMcsi B YCTAHOBJICHHBIC MPENOaBaTeleM CPOKH B COOTBETCTBHU C TPEOOBAHUSIMH K
oopMIIeHHIO TEKCTOBOW M TpadUuecKoil JTOKYMEHTAIUH, CPOPMYIHpPOBaHHBIM B [looKeHUH
«TpeboBanus K 0POPMIICHUIO TEKCTOBOM 1 rpaduueckoil TokyMeHTau. HopMOKOHTPOIIBY

Kommieke y4e6HO-MEeTOINYEeCKUX MaTepHalIOB 10 BCEM BHJAM Y4eOHOH NesATeTbHOCTH, IPEAyCMOTPEHHBIM paboueil
MIPOTpaMMO¥ AUCITUITIIMHEI (MOAYIIS), pa3MeIlleH B MIEKTPOHHON HHpOpMamoHHO-00pa3oBatensHoi cpene Upl'YIIC,
JIOCTYITHOU 00ydaromemMycs 4epe3 ero JUIHbIN KabuHeT




IIpuio:xkenne Ne 1 k padoueil mporpamme

POH/I OHEHOYHBLIX CPEJICTB

JJIS1 IPOBe/IeHN sl TEKYIEro KOHTPOJIsl YCIIeBAeMOCTH
U IPOMEKYTOYHOM aTTecTAlluN



1. O01mme moJ10KeHus

®onx  oueHouyHslx cpeActB  (POC) sBaseTcss COCTaBHOM YacThl0 HOPMATHUBHO-
METOJUYECKOr0  OOecreueHusi CHUCTEMbl OLEHKM KadecTBa OCBOEHHUS  0O0ydaroIMMUCS
00pa30BaTebHOI POrpaMMBl.

@OHJI OLIGHOYHBIX CPEJICTB IMpeJHa3HayeH JJs UCIHOJb30BaHUS OOydYarolUMHUcs,
npenogaBarensamu, anmuuuctpanued Hpl'VIIC, a Takke CTOpOHHUMH 00pa30BaTeIbHBIMU
OpraHM3alUsIMHU JJIsl OLIEHWBaHUs KayecTBa OCBOCHHS 00pa30BaTEIbHOM MPOrpaMMbl U YpPOBHS
c(OPMHPOBAHHOCTH KOMITETCHIIUN Y 00yYarOIUXCS.

3amauamu POC aBnAr0oTCA:

— OLICHKA JIOCTHKEHUH 00YJArOMIMXCs B IPOIECCEe U3YICHUS TUCIIUTLIINHBL

— of0ecrieueHHWE  COOTBETCTBHMSI ~ pE3yJbTaTOB  OOydeHHMs]  3ajadaMm  Oynyiei
npo(heCCHOHANTLHOM ACSITETLHOCTH Yepe3 COBEPIICHCTBOBAHHWE TPATUIIMOHHBIX M BHEAPEHUE
MHHOBAIIMOHHBIX METO0B 00y4YeHHsI B 00pa30BaTeIbHbBIN MpoIlece;

— CaMOIIO/ITOTOBKA U CAMOKOHTPOJIb O0YUAIONINXCS B MPOIIecce 00yueHUsI.

@DOH/I OIICHOYHBIX CPEACTB COPMUPOBAH HA OCHOBE KITFOUEBBIX MPUHIMUIIOB OLICHUBAHMUS:
BaJIMIHOCTh, HaJIS)KHOCTh, 00bEKTHBHOCTh, 3PPEKTUBHOCTD.

Jns oueHku YpoBHA CPOPMHUPOBAHHOCTH KOMIIETEHIMI HCIOIB3YyeTCsl TPEeXypOBHEBAs
cucreMa:

— MHUHHUMAJbHBI ypOBEHb OCBOCHHS, O0Os3aTeNbHBIM Ui BCeX OOYyYalOIIUXCS IO
3aBEPIICHUI0 OCBOCHHS 0O0pa30oBaTEIbHON MpPOrpaMMbl; JaeT OOIlee MPEeICTaBICHUEe O BHUIC
JESITEIbHOCTH, OCHOBHBIX 3aKOHOMEPHOCTSX (YHKIIMOHUPOBAHUS OOBEKTOB MPOGeCCHOHATBHON
JeATEeTIbHOCTH, METOJIOB ¥ QJITOPUTMOB PEIICHUS TPAKTUYECKUX 3a]1a4;

— 0a30BBIi  ypOBEHb OCBOCHHS, TMPEBBIIIEHUE MHUHUMAIBHBIX  XapaKTEPUCTHK
c(hOpMUPOBAHHOCTH  KOMIIETEHIIMWA; TO3BOJISIET  pellaTh TUIOBBIE 3aJaud, [PUHUMATH
npodeccuoHaNbHbIE W YIPABICHYECKUE PEIICHHs [0 W3BECTHBIM arOpUTMaM, MpaBWIaM U
METOIUKAM;

— BBICOKUH YpOBEHb OCBOCHHS, MAKCHMAaJIbHO BO3MOXKHAs! BBIPAXKEHHOCTh XapaKTEPUCTUK
KOMIIETEHIIM; IpeanoiaraeT roTOBHOCTh pelaTh MPaKTUYECKHUE 3aJa4M MOBBIIIEHHOMN CIOXHOCTH,
HETHUIIOBBIE 3a/lau, MPUHUMATh NMPOGECCHOHATBHBIE M YIPABICHUYECKUE PEIICHUS B YCIOBHSIX
HEIMOJIHOW  ONpPENEN€HHOCTH, TMPU  HEJOCTATOYHOM  JIOKYMEHTaJbHOM, HOPMATHUBHOM H
METOJMYECKOM 00ECTICUEHHUH.



2. llepeyeHb KOMMNETEHIUI, B ()OPMHUPOBAHUMN KOTOPBIX Y4aCTBYET
AUCUMILIAHA.
IIporpaMMa KOHTPOJIbHO-OLEHOYHBIX MEPONIPUATHIA.
IToxka3zaresin OEHUBAHUSA KOMIECTCHIUA, KPUTEPUH OLCHKHU

Jucruminna «[IporpaMMHo-anmapaTHbIE CpeACTBa 3alIUTHl MHYOpMALUN») Yy4acTBYET B
(bopMHpPOBaHUN KOMITETCHIIUHA:

OIIK-4.3.

aJIMUHUACTPUPOBAHHUIO,
MPOrPaMMHBIX, IPOrpaMMHO-ANMapaTHhIX (B TOM 4YHCIE KPUOTOrpaUUECKUX) U TEXHUYECKUX
CPEJICTB 3alUThl HHPOPMAITUH aBTOMATU3UPOBAHHBIX CUCTEM;

IIporpaMmma KOHTPOJIbHO-OLEHOYHBIX MEPONPUATHIA

Crocoben
00CITyXUBaHUIO U

BBITIOJIHATDH

paboThI
MPOBEpKE

110

paboTOCIOCOOHOCTH

HaCTpOMKe,
OTJIETTbHBIX

YCTaHOBKCE,

o4Hasi popmMa 00yYeHHUs

Haumenosanue
Kon nnaukatopa | HauMeHoBaHHE OLIEHOYHOTO
KOHTPOJILHO-
No OOBEKT KOHTPOJIS JIOCTHKEHUS cpenctsa (popma
OLIEHOYHOTO *
KOMITETECHIINN MIPOBEACHNUS *)
MEpOIIPUATHS
7 cemecTp
1.0 Pasznea 1. O6ocHOBaHUe NpUMeHeHHs1 100aBOYHBIX CPeICTB; 0OCHOBHBIE KJaaccehl [TIAC3U
Tema 1. OcHOBHBIE KJIACCHI
J00aBOYHBIX TIPOTPAMMHO- OIlK-4.3.1 TectupoBanue
1.1 | Tekymuuit KOHTPOIH amImapaTHBIX CPEJICTB, OIlK-4.3.2 (KOMITBIOTEpHBIC
00€eCTIIEYNBAIOIINX TTOBBIIIIEHHBIIN OIIK-4.3.3 TEXHOJIOTHH)
YPOBEHb 3aIIUTHI
Tema 2. XapakTepucTuka, OIlK-4.3.1 TectupoBanue
1.2 | Tekyuuit KOHTPOIH OCHOBHBIC CEPBHCHI U MEXaHHU3MEI OIlK-4.3.2 (KOMITBIOTEpHBIC
nobasounsix [IAC3U OIIK-4.3.3 TEXHOJIOTHH)
OIlK-4.3.1
1.3 | Tekymmii KOHTPOJIB Tema 1.C3U VipNet OIlK-4.3.2 Joxiaz (ycTHO)
OIlK-4.3.3
Tema 2. buomeTpudeckue METOAbI
UACHTU(DHUKAIIMA U
ayrenTudukamu. [Tpouenyps
OMOMETPHUYECKOTO OTIO3HAHUSI. OIlK-4.3.1
1.4 | Tekymmii KOHTPOJIb YcrpoiicTBa GnoMeTpUUecKoit OIlK-4.3.2 Joxiaz (ycTHO)
UACHTU(DUKAIIAA U OI1K-4.3.3
ayTeHTH(UKAINN JUIs
aBTOMATH3UPOBaHHBIX CHCTEM U
BU/IBI KOHTPOJIS
. JIabopaTopHast pabota Ne 1. OrK-4.3.1 JlaGoparopHas pabota
1.5 | Tekyuuif KOHTPOJIH N OIlK-4.3.2
Pabora ¢ makerom «Kpumrocetid»» (TIMCEMEHHO/YCTHO)
OIIK-4.3.3
Jlaboparopnas pabota Ne 2. OIlK-4.3.1 1146 6
1.6 | Tekymmii KOHTPOJIb Pabota ¢ nakeraom OIlK-4.3.2 abopatopHas pabota
«Kpunrooducy OIlK-4.3.3 (nmepMerRo/yeTHO)
20 Paznen 2. [lporpaMmHo-annapaTHblie CPeICTBA, peain3yloniue oT1e/bHble (YHKIHOHATbHBIE TPeOOBaAHMUS
1o 3auIuTe
OIlK-4.3.1 TectupoBanue
2.1 | Texyuuii KOHTPOJb Tema 3 JIuneiixka C31 Acronis OIlK-4.3.2 (KoMIBIOTEpHBIC
OIIK-4.3.3 TEXHOJIOTHH)
Tema 4. O6ume cBeneHus o
METO/1aX ayTeHTH(HUKAIINH.
HnTennekryanbHble KapThl. OIlK-4.3.1 TectupoBanue
2.2 | Texyuuii KOHTPOJIb Y CTpolcTBO XpaHEHUs KIItoUei OIlK-4.3.2 (KoMIBIOTEpHBIC
tuna TouchMemory (iButton). OIlK-4.3.3 TEXHOJIOTHH)
DJeKTPOHHbBIE AECHTU(HUKATOPHI
ruToken. I[ICK3U HINITKA
Tewma 3. IIporpaMMHo-anmapaTHbIi OIlK-4.3.1
2.3 | Texyuuii KOHTPOIb KOMIUIEKC 3alUThl HH)OpMALUH OIlK-4.3.2 Joxiaz (ycTHO)
(yinHeiika) “Axkkopa” OIIK-4.3.3
24 | Texyumpii KoHTpOb TeMa_4. DL_P—CI/ICTeMLI _Info V_\/_atch OIlK-4.3.1 Toksaz (yetHo)
' Traffic Monitor Enterprise Edition. OIIK-4.3.2




C3MU Device Lock OIIK-4.3.3

Tema 5. Texunonoruu OIlK-4.3.1
2.5 | Tekymuii KOHTPOJIb AHTHBHUPYCHOM 3aIUTHI OIIK-4.3.2 Joknan (yCTHO)
nHpOPMAUN OI1K-4.3.3
OIIK-4.3.1
26 | Texympii KoHTpOTS JlabGopaTopHas paboTa N}» 4. OITK-4.3.2 JlabopaTopHast paboTa
CpencTBa aHTHBHPYCHOH 3aIIUTHI OITK-4.3.3 (TICEMEHHO/yCTHO)

Pasznen 3. Metoasl u CpeacTBa pas’srpaHMvucHusi J0CTylla K KOMIIOHCEHTaAM AC; TEXHOJIOTHHM 3AaIIIUTBI 0T
HECAHKIIHOHUPOBAHHOI0 JO0CTYyIIA K I/lH(l)OpMaIIl/II/I

3.0

OIlIK-4.3.1 TectupoBanue
OIlK-4.3.2 (KOMIIBIOTEpHBIE
OIlK-4.3.3 TEXHOJIOTHH)

Tema 5. DnekrponHsIi 3amMok (93)

3.1 | Texymuuii KOHTPOJIb «CoGonby

OIlK-4.3.1 TectupoBanue
OI1K-4.3.2 (KOMITBIOTEpHBIE
OI1K-4.3.3 TEXHOJIOTHH)

Tema 6. C3U ot HC]],

3.2 | Texymuit KOHTPOIb «DallasLock

OIlIK-4.3.1 TectupoBanue
3.3 | Texymmuit KOHTPOIB Tema 7. C3U SecretNet OI1K-4.3.2 (KOMITBIOTEpHBIE
OI1K-4.3.3 TEXHOJIOTHH)

Tewma 8 . TexHOIOrHM MOCTPOCHUS
YaCTHBIX BUPTYaJIbHBIX CeTeH
(VPN). IToctpoenne VPN nHa
npumepe AIIKII «KoHTHHEHT»

OIlK-4.3.1 TectupoBanue
OIlK-4.3.2 (KOMIIBIOTEpHBIE
OIIK-4.3.3 TEXHOJIOTHH)

3.4 | Texyuuii KOHTPOJIb

Jlaboparopnas pabota Ne 5.
Oxkcmyaranus C3U or HC/|

35 | Texympii KOHTpOb «DallasLock» (ayrenTuduxanus, 8g§j§; JlabopaTopHast paboTa
pasrpaHHYCHHE IOCTYTIA, OITK-4.3.3 (TICEMEHHO/yCTHO)
3aMKHYTas IPOrpaMMHasi cpela,

KOHTPOJIb LISIOCTHOCTH, ayJIUT)
Jlaboparopnas pabota Ne 6.
Oxkcmyaranus C3U or HC/| OIK-4.3.1

36 | Texymii KOHTpOb SecretNet (3amuTa «mo BX0Oay», OITK-4.3.2 JlabopaTopnas pabota
pasrpaHHYCHHE IOCTYTIA, OITK-4.3.3 (TIMCEMEHHO/yCTHO)
3aMKHYTas IPOrpaMMHasi cpena,

KOHTPOJIb LIEJIOCTOCTH, ayJIHT)
— orkagy | e (eonan
arTecTanys Bee paspenr OIIK-4.3.2 (KOMITBIOTEpHBIC
OIIK-4.3.3
TEXHOJIOTHH)

*CDopMa IMPOBCACHUA KOHTPOJIBbHO-OLICHOYHOI'0O MCPONIPUATHA: YCTHO, IMCbMCHHO, KOMIIBIOTCPHBLIC
TCXHOJIOTHH.
Onucanue nmokasarejei u KPpUTEPUEB OCHUBAHUA KOMHETeHHHﬁ.
Onucanue MKAaJI OI¢CHUBaAHUA

Kontponp kadyecTBa OCBOCHMSI NUCHMIUIMHBI BKIIOYAaeT B C€e0s TEKYIIUH KOHTPOJb
YCIIEBAEMOCTH M IPOMEKYTOUHYH) aTTECTAlMI0. TEeKyIIMd KOHTPOJIb YCIEBAEMOCTH U
MIPOMEKYTOUHAs aTTeCTAaIUsl OOYYAIOIIUXCS MPOBOISTCS B IENSIX YCTAHOBJIEHUS COOTBETCTBUS
JMOCTHIKEHUH  O0yJarommxcs TMO3TamHbIM —TpeboBaHUSM 00pa3oBaTeNbHON MpOrpamMmbl K
pe3ynbpTaTam oOydeHusi 1 GOPMUPOBAHUS KOMIICTCHITHI.

Tekylmuii KOHTPOJIb YCIIEBAEMOCTH — OCHOBHOM BHJl CUCTEMATHYECKOM NPOBEPKHU 3HAHUU,
YMEHUH, HABBIKOB OOYyYaIOIMUXCSA. 3ajadya TEKYIIErO KOHTPOJISI — OMEpPaTUBHOE U PETYJIIPHOE
yhpaBieHHEe y4yeOHOW JeATENbHOCThIO OOYyYaloIMXCS Ha OCHOBE OOpaTHOW CBSI3U U
KOPPEKTUPOBKH. Pe3ylbTaThl OLIEHUBAHUS YUUTHIBAIOTCSA B BUJE CPEIHEN OIEHKU MPU MPOBEACHUU
MIPOMEXYTOUYHOU ATTECTALIUH.

Jlnst  olleHMBaAHUS PE3yJbTAaTOB OOYYEHHWs HCIOJIB3YETCS YeThIpeXOaJibHAs — IIKaja:
COTJIIMYHOY, «XOPOIIOY», «YAOBIETBOPUTEIHHOY, «HEYAOBICTBOPUTEIILHO» U JBYXOAIbHAS IIKAJA!
«3aYTCHOY, «HE 3aUTCHOY.

IlepeueHb OLIEHOYHBIX CPEACTB, HMCIOJIB3YEMBIX JUIsI OLIEHUBAHUS KOMIIETCHIIMM, a TaKXe
KpaTKasi XapaKTepUCTHUKA dTUX CPEJICTB MPUBEICHBI B TAOIHIIE.




Tekymuii KOHTPOJIb

IIpencraBnenue
HaunmenoBanue
Ne Kpartkast xapakTepuCTHKa OIIEHOYHOTO CPEICTBA OIIEHOYHOTO
OIIGHOYHOTO CPE/ICTBA
cpenctea B DOC
[Mponykr  camocTositensHOW — paboThl  OOywarolerocs,
MPEJCTABISIOMUN  co00M IyONUYHOE BBICTYIUICHHE IIO
MPEJCTABICHUIO  TOJYYCHHBIX  PE3yJIbTATOB  PCIICHHUS
1 | Jokman OTIpeieIeHHOH Y9eOHO-TIPAKTHYECKOH, yaeOHO- | TeMsI TOKITa0B
HCCIIEI0BATENbCKOM WIIM HAYYHOUM TEMBI.
MoeT OBITh WCHOJB30BAHO Ui ONECHKH 3HAHUH, yMEHHH,
HAaBBIKOB U (MJIN) OTBITA JESITEIHPHOCTH 00YJIarOIIUXCS
CuctemMa CTaHIAPTU3UPOBAHHBIX 3aJIaHUM, MMO3BOJISIOIIAS
TectupoBanue ABTOMAaTH3HPOBATH IIPOIIC M3MEpEHUs] YPOBHS 3HAHHUU H
p N P poueaypy p P DoHg TeCTOBBIX
2 | (KOMIIBIOTEpHBIE YMEHHH 00y9aromerocs. sazanuii
TEXHOJIOTHH) MoeT OBITh HWCHOJB30BAHO I ONCHKH 3HAHWH, yMEHWH,
HABBIKOB U (MJIN) OTBITA JESITEIPHOCTH 00YJIarOIIUXCS
CpencTBo, MO3BOJSIONICE OICHUTh YMEHHE oOyuaromierocs | OOpaserl 3amaHus
MMMCHbMEHHO/YCTHO U3Jaratb CyTh IIOCTaBICHHOM 3aJadd, | I BHITONHEHHS
CaMOCTOSTENIFHO TPHMEHATh CTAHIAPTHBIE METOMABI PEUICHUs | JTabopaTopHOU
MOCTAaBJIGHHOW 3aJjadd C WCIIONB30BaHHEM HMeIomieiics | paboTh u
3 | JlabopartopHas pabora . .
nmabopaTopHOil 0a3pl, MPOBOOUTH AaHAJIHM3 IMOJIYYCHHOTO | IPUMEPHBII
pe3ynbTara paboTHL. MepevYeHb
MoskeT OBITh HCIIONBF30BaHO U OLICHKH YMEHHUH, HABBIKOB M | BOIPOCOB JIJISI €€
(W) OTIBITA AEATEIBLHOCTH O0YUAIOIIUXCS 3aIUThI
HpOMe)I(YTO‘lHaH arrecranus
[IpencraBnenue
HaumenoBanue pedl
Ne Kpatkast xapakTepuCTHKa OLIEHOYHOTO CPEICTBA OIICHOYHOTO
OIICHOYHOTO CPE/ICTBA
cpencta B POC
Ilepeuens
TEOPETUYECKUX
CpeZ[CTBO, TO3BOJIAIOIIEC OLCHUTL 3HAHUA, YMCHUS, HABBIKOB BOIIDOCOB 1
u (W) oOmbITa JEATENBHOCTH  O0ydaromerocs — Io P
MPAKTUIECKUX
1 | Dx3amen TUCHIUTUTAHE. N
o . | 3amaHmit (oOpasen
MoeT OBITh HCHOJB30BAHO I ONCHKH 3HAHWH, yMEHUH,
9K3aMEHAIIHOHHOTO
HABBIKOB U (WJIN) OTBITA JESITEIHPHOCTH 00YJIarOIIUXCs
ownrera) K
SK3aMEeHY
CuctemMa  aBTOMATH3UPOBAHHOTO  KOHTPOJIS  OCBOCHHS
KOMICTEHINHA (4acTH KOMIICTECHIIMK) OOyJaroImuMcs TIo
Tect — mpomexxyTouHast
TUCHUTUIAHE (MOIYIIO) C MCIOJIh30BaHUEM WH(POPMAIHOHHO- | DOHI TECTOBBIX
2 | arrecranms B hopme

OK3aMCHa

KOMMYHUKAIIMOHHBIX TEXHOJIOTHH.
MoskeT ObITh HCIIOJIB30BAHO JJIA OLICHKH 3HaHPII7[, yMeHHﬁ,
HaBBbIKOB U (I/IJ'II/I) OIIbITa ACATCIBPHOCTHU 06yqa}0m1/1x051

3aJaHuN

Kpurepun u mkajbl OeHUBAHUS KOMIIETEHIUI B pe3yJibTaTe H3y4YeHUs IMCUHMIIHHBI
NPHU NPOBEJIeHUN NMPOMEKYTOYHON aTTecTanuus (popme dk3amena. lllkajia onenuBanus

YPOBHSI OCBOCHUSI KOMIIETEeH Ui

YpoBeHb
IlIkana oueHuBaHUA Kpurepuu oneHnBaHus OCBOCHUS
KOMTIETCHITNH
OO0yJaronmiicss IPaBUIBHO OTBETHI HAa TEOPETHIECKHE BOIIPOCHL.
ITokazanm OTIWYHBIE 3HAHWUS B paMKax y4eOHOTO MaTepuaia.
IIpaBunbHO BBHIMOJTHWI TpakTHYeCKWe 3amaHus. [lokazan
«OTJIIMYHOY OTJIMYHBIE YMEHHUSI M BIIAJEHUS] HaBbIKAMH MPUMEHEHUs Bricokuit

IMOJTYYCHHBIX 3HAHHH U yMeHI/Iﬁ Ipu peHICHUU 3aJla4 B paMKax
y‘le6HOl"O MaTtepuaja. OtBeTHJI Ha BCe JOIIOJTHUTCIIBHBIC
BOIPOCHL




«XOpOIIO»

OOyyaronuiicss ¢ HEOOJNBIIMMU HETOYHOCTSMH OTBETHJI Ha
Teopernyeckue Bompochl. [lokaszan xopouiue 3HaHUS B paMKax
yueoHoro marepuaina. C HeOOMBIIMMI HETOYHOCTSMH BBITIOJTHUIT
npakThdeckue 3ananus. [lokasanx xopoire yMeHHs: U BIaJeHUS
HAaBbIKAMU TPUMEHEHHUS TONYYCHHBIX 3HAHHH W yMEHHH OpU
pemieHnH 3amad B pamkax ydeOHOro Mmartepuana. OTBETHI Ha
OOJIBIIMHCTBO JIOTIOIHUTENLHBIX BOIPOCOB

bazoBwrit

«YAOBJICTBOPUTCIILHO»

OOyuaromuiicst ¢ CyIIECTBEHHBIMH HETOYHOCTSIMH OTBETHJ Ha
TeopeTHYecKne BONPOCHl. [1oKkas3an y10BIeTBOPUTENbHbIEC 3HAHNS
B paMkax yueOHoro Mmartepuana. C  CyIIECTBEHHBIMHU
HETOYHOCTSAMHU BBINOJMHUJ IpakTHueckue 3anaHus. Iloxaszan
YIOBJICTBOPUTENILHBIE ~ YMEHUS M BIAJCHHUS  HaBBIKAMHU
NPUMEHEHHUS] TIOJIyYeHHBIX 3HAaHWH M yMEHHH NpHU pEIIeHUU
3aJad B paMKax ydeOHoro wmarepuana. JlomycTwsi MHOTO
HETOYHOCTEH IPU OTBETE HAa JOMOIHUTEIbHBIE BOIPOCH

MuHuManbHBIN

«CHEYOOBJIETBOPUTECIBHOY

OOyJaroniuiicss IPH OTBETE HAa TCOPETUUECKHE BOMPOCH M IPH
BBINIOJTHEHUN TIPAKTUYECKUX 3aJaHAN  MPOAEMOHCTPUPOBAI
HEAO0CTAaTOYHBIH YPOBEHb 3HAHUI U YMEHUI NpU pELICHUU 3a7ad

KoMmnerenmus

B paMmkax y4yeOHoro Marepmanma. Ilpm orBetax Ha He chopMupoBaHa

JOIIOJTHUTCIIbHBIC
HCTIPABUJIBHBIX OTBCTOB

BOIIPOCHI ObLIO JOIMYHICHO  MHOXCCTBO

Tect — IIPOMCIKYTOYHAA aTTCCTAllUs B (I)opMe OK3aMCHa

Kpurepun onienuBanust [IIxana oneHUBaHUS

OOyuaromuiicst BepHOo oTBeTHA Ha 90 — 100 % TecToBBIX 3amaHUil TIpU

MNPOXOKACHUU TECTUPOBAHU

«OTIUYHO»

OOyuaromuiicst BepHO otBeTHa Ha 80 — 89 % TecTOBBIX 3amaHMi mpU

MNPOXOKACHUU TCCTUPOBAHU S

«XOPOLIO»

OOyuaromuiicst BepHO otBeTHa Ha 70 — 79 % TecTOBBIX 3aJaHWi MpHU

MPOXOKACHUU TCCTUPOBAHU S

«YyAOBJICTBOPUTCIIBHO»

OOyuaromuiicst BEepHO OTBETHI Ha 69 % W MeHee TECTOBBIX 3aJaHUH HpH

MNPOXOKACHUUN TCCTUPOBAHU

«HCYAOBJICTBOPUTCIBHO»

KpnTeplm N IIKAJbI OHCHUBAHUA PE3yJibTaTOB oﬁyqe}mﬂ IPHA NPOBECACHUHN
TEKYLIECTr0 KOHTPOJIA YCIIEBAEMOCTH

Jloxmang

IIIxane1 olileHUBaHUS

Kpurepuu oneHnBaHus

COTJIIUYHO»

«XOpPOoIo»

«YAOBJICTBOPUTCIILHO»

«3a4YTCHO»

Joknan co3gaH € WCIIONB30BaHMEM  KOMIIBIOTEPHBIX — TEXHOJIOTHA
(mpesenrarmst PowerPoint, Flash-mnpesenTanus, Bumeo-npeseHTatms u ap.)
Hcrionb3oBaHbl JOMONHUTENBHBIE UCTOYHUKK HH(popManmu. ConeprkaHie
3aJIAHHOH TeMbI PaCKPBITO B MOJHOM 00beMe. OTpaykeHa CTPYKTypa JIOKJIa1a
(BCTyIUICHHE, OCHOBHAsl 4acThb, 3aKIIOYCHHE, IPUCYTCTBYIOT BBIBOJBI H
nprMepsl). OdopmiteHre padboTel. OpHTHHAIFHOCTE BHITIONHEHUS (pabota
CJIeTIaHa CaMOCTOSITENBHO, TIPECTABIICHA BIICPBbIC)

Joknan co3qaH € WCIONB30BAHHEM  KOMITBIOTEPHBIX — TEXHOJIOTHid
(mpesenrarust PowerPoint, Flash-npesenTanus, Buneo-npesenHTamys u ap.)
Conepxanvie JOKIaa BKIIOYaeT B ceOs MH(OpMAMio W3 OCHOBHBIX
HCTOYHUKOB (METOAMYECKOE TIOCOOWE), JIOTIONHHUTENbHBIE HCTOYHUKH
nHbopMaIu He ucob30Baich. CoepykaHnue 3a]AHHON TEMBI PaCKPBITO
He B TomHOM o0O0beMme. CTpykTypa JOKIaIa COXpaHeHa (BCTYIUICHUE,
OCHOBHAsI YaCTh, 3aKJTFOYCHHUE, TIPACYTCTBYIOT BEIBOJIBI M IPUMEPHI)

Hoknan cnenaH ycTHO, 0€3 MCIOJIB30BaHUS KOMITBIOTEPHBIX TEXHOJIOTHH.
ConmepkaHue  JIOKIajga  OrpaHMdeHo  MHQopManmeil  TOIbKO U3
MeToaudeckoro nocoous. ConepikaHne 3aJaHHOM TeMbI PacKphlTo HE B
MOJTHOM 00beMe. OTCYTCTBYIOT BBIBOJBI W TpUMeEpbl. OpHTHHAIBHOCTH
BBITIOJIHEHHS] HU3Kast

«CHEYIOBJIETBOPUTEIBLHO»

«HEC 3a4YTCHO»

Joknan cnenan ycTHO, Oe3 MCIONBb30BaHMsT KOMITBIOTEPHBIX TEXHOJIOTUH 1
JIPYruxX HarBHBIX MarepuanioB. CojepikaHue orpaHuueHo MH(OopMarmen
TOJNIBKO M3 METOAMYECKOro NocoOust. 3aJjaHHast TeMa JI0KIIafa HE PacKphbITa,
OCHOBHas1 MBICJIb IOKJI3JIa HE TIepe/iaHa




TectupoBanue

IIIkamer onleHUBaHUS

Kpurepun oneHnBaHus

«OTIHYHO»

«XOopomo» «3a4YTCHO»

«YHOOBJIETBOPUTEIIBHO)

O6yqatommmiicst BepHO oTBeTII Ha 90 — 100 % TecToBBIX 3amaHUiA
IPH IPOXOXKICHUH TECTUPOBAHUS

OO6yuqatommmiicss BepHo otBeTHa Ha 80 — 89 % TEecTOBBIX 3amaHMA
[P TPOXOXKICHUN TECTUPOBAHUS

OO6yuatommmiicss BepHO oTBeTHN HAa 70 — 79 % TEeCcTOBBIX 3amaHMA
[P TPOXOXKICHUU TECTUPOBAHUS

«HEYIOBJICTBOPUTEIBEHOY «HEC 3a4YTCHO»

OOyuaromuiicss BepHO OTBeTHI Ha 69 % W MEHee TECTOBBIX
3aJaHui IPU NPOXOXKJICHUU TECTUPOBAHUS

JlabopaTtopHnast pabora

IIIxane! olileHUBaHUS

Kpurepun onieHuBaHus

«OTIIUYIHO»

«BadyTCHO»
«XOpOoUIo»

«YAOBJICTBOPUTCIILHO»

JlabopaTtopHast paboTa BEINOJHEHa B 00O3HAUEHHBIH IIperojaBaTelieM
CPOK, MMCBMEHHBII oT4eT 03 3aMeuaHui.

JlabopaTtopHast paboTa BbINOJIHEHA OOy4aroUMMCs B MOJHOM o0beMme ¢
coOMofeHneM HeoOXOAMMOIl mocienoBaTeNbHOCTH. OOyJaroImuiics
paboTall TOJNHOCTBIO CAMOCTOSTENBHO; MOKa3ajl HEOOXOIUMBIC VIS
NPOBENICHUsI PaOOTHl TEOPETUUESCKUE 3HAHUS, NMPAKTHYCCKHE YMEHUS U
HaBBIKH. Pabora (otuer) ocdopmieHa akKypaTHO, B Hamboiee
ONITUMAJIBHOM Il PUKCAUH Pe3ynbTaToB hopme

JlaGopaTtopHasi paboTa BbINONHEHA B 00O3HAYEHHBIH MpernogaBaTelieM
CPOK, MMCHbMEHHBIH OTUET ¢ HEOOIBIINMH HEIOYETAMU.

JlabopaTopHas paboTa BBIMOJHCHA OOYYAIONIMMCS B MOJHOM 00BEME U
CaMoCTOATENbHO.  JlOmylIeHsl  OTKJIOHEHHS  OT  HeOoOXOquMOM
TMOCJICAOBATCIIbHOCTHU BBINIOJTHEHUA, HE BJIUMAIOMIME Ha HNPaBUIIBHOCTH
KOHEYHOrO pe3ynprarta. Pabora TOKa3hiBaeT 3HAHHE OOYYAIOIIHMCSI
OCHOBHOTO TEOPETHYECKOTO MaTepHana M OBJaJCHHE yMEHHSIMH,
HeO6XO,Z[I/IMLIMI/I JJIs1 CaMOCTOATCIIBHOT'O BBIIIOJIHCHUA pa6OTI>I.
JlonyieHpl HETOYHOCTH M HEOPEKHOCTh B O(POPMIICHHH PE3YJIbTATOB
paboThI (oTyeTa)

JlaGoparopHas paboTa BBINOJHEHA C 33JICPXKKOM, MMCEMEHHBIA OTYET C
HEJI0YeTaMH.

JlabopaTopHast paboTa BBITONMHSAETCS W O(GOPMISETCS OOYJarOIIIMCS
NpH HOCTOpPOHHEH momorud. Ha BbimosHeHWe paboThl 3aTpayrBacTCs
MHOro BpeMeHH. OOydaronuiicss MOKa3bIBaeT 3HAHUS TEOPETHYECKOTO
Marepuasa, HO UCIIBITBIBAET 3aTPyJHEHUE MIPU CAMOCTOSTEIbHON padoTe
C MCTOYHMKAMH 3HaHUI WK Tpudopamu

«HCYAOBJIECTBOPUTCIBHO» «HEC 3a4YTCHO»

JlabGopatopHas paboTa He BBINOJIHEHA, NHCHMEHHBIH OTYET HE
Mpe/ICTaBJICH.

Pesysnbrarel, moiydyeHHblE OOy4alOUIMMCS, HE II03BOJISIIOT CJeJaTh
MpaBUJIbHBIX BBIBOAOB U TIOJIHOCTBIO PACXOIATCA C MOCTaBJICHHOM
nenbio. TToka3plBaeTCsl MIIOX0€ 3HAHHE TEOPETHYECKOrO MaTepHana U
OTCYTCTBUE HEOOXOAUMBIX YMEHHUH.

JlaGopatopHasi paboTa He BBINOJIHEHA, y YYallerocsi OTCYTCTBYIOT
HEOOXOAUMBIC JUIS TMPOBEACHHs pPabOTHI TEOPETUYECKUE 3HAHWUS,
MPAKTHYECKUE YMEHHSI U HABBIKU

3. TunoBble KOHTPOJILHBbIE 3a]aHNs UJIH HHbIE MATEPHAJIbI, HEOOX0IMMbIe
JJISl OLlEHKH 3HAHUI, YMEHUI1, HABBIKOB U (MJIM) ONBITA AeSATeJbHOCTH

3.1TunoBbie KOHTPOJIbHbIE TEMBI /IJIS HAMUCAHUS TOKJIA10B

KOHTp OJIbHBIC  BapHaHTbI

3aJaHUN  BBUIOKEHBI B  3JEKTPOHHOM  HMH(OPMAIOHHO-

obpazoBarensHoii cpene Upl YIIC, noctymHo# oOyuaroiiemycs 4yepe3 ero TUIHbII KaOUHET.
Hioxe IMPUBCACH o6pa3eu TUIIOBBIX BAPMAHTOB TEM JJIA HAITMCAHUA JOKIIA10B.

OO6pa3zerr TeM JOKIIaI0B
«Tema 1.C3U VipNet»




OO6pa3serr TeM JOKIIaI0B
«Tema 2. buomerpudeckue MeToabl uaeHTUGUKau U ayreHTudukanuu. [Iponenypot
OMOMETPUUYECKOTO OMO3HAHUS. Y CTPOMCTBA OMOMETPUIECKON MACHTH(UKAIIMKN U ayTeHTU(DUKAITIN
JUISl aBTOMATU3UPOBAHHBIX CUCTEM U BHUJIbI KOHTPOJIS»

OO0paserr TeM JT0KIIaI0B
«Tewma 3. IIporpamMmmHO-anmapaTHbIA KOMILIEKC 3aIlIUThl HHDOpMaIuu (JIMHEHKa) “AKKOpI’»

OOpa3serl TeM JTOKJIaJI0B
«Tema 4. DLP-cucrems! Info Watch Traffic Monitor Enterprise Edition. C31 DeviceLock»

O0pa3ser| TeM J10KJI1aJJ0B
«Tema 5. TexHONIOTMM aHTUBUPYCHOMN 3aIIUTHI HHPOPMALIUN

3.2TunoBble KOHTPOJIbHBIC 3aIaHUA IJIA IPOBECACHUA TECTUPOBAHUSA
(DOHI[ TECTOBBIX SaﬂaHI/Iﬁ 10 AMCHUILIMHE COACPKUT TECTOBBIC 3aaHusA, paCIIPpCACICHHBIC 10

pasaciaM U TeMaM, €C YKa3aHUCM UX KOJIMYECTBA U TUIIA.

Crpykrypa (hoHIa TECTOBBIX 3aaHHI 1O TUCITUTUINHE

KommuectBo
WNunukatop
TECTOBBIX
JOCTHKEHUS Tema B cooTBercTBUM € PII/] Xapaxktepuctuka T3 E—
KOMITETEHIINU )
Tunsl T3
OIlK-4.3.1 Tema 1. OcHOBHBIE KJIacChl 10OABOYHBIX IPOTPAMMHO- 3HaHUE cOCTaBa KJIacChl 2_ 0T3
OIIK-4.3.2 anmapaTHBIX CPEACTB, 00ECIIEYNBAIONINX MOBBIIICHHBIH J00aBOYHBIX TPOTPAMMHO- 2_ 373
OIIK-4.3.3 YPOBEHB 3aIUTHI annapaTHbIX CPEICTB
3HaHHE OCHOBHBIX
Tema 2. XapakTepuCTHKa, OCHOBHBIE CEPBUCHI U TEXHOIOMHH IDOIDAMM-MHO 5-0T3
MexaHu3Mbl n00aBouHbIX [TAC3U porb 5— 3T3
anmnapaTHBIX CPEICTB
3HaHHEe OCHOBHBIX 3alMTHBIX
. . 5-0T3
Tewma 3 Jluneiika C3U Acronis MEXAaHU3MOB IIPOrpaMMMHO- 5_ 373
anmnapaTHOTO CPE/ICTBA
Tema 4. O01IHE CBEICHUS 0 METOIaX Ay TeHTU(DUKAIUH.
. 3HaHUEe OCHOBHBIX 3alIUTHBIX
WHTemiekTyanbHble KapThl. Y CTPOMCTBO XpaHEHUS MCXAHIAMOB IDOLDAMMMHO 5-0T3
xmoueit Tama TouchMemory (iButton). DmekTpoHHEIE SN, aTHOl“I()) CrpeZ[CTBa 5- 3T3
uneatudukaropsl ruToken. [ICK3U HIUITKA P P
3HaHHEe OCHOBHBIX 3aLUTHBIX
. 5-0T3
Tema 5. OnexrponHsIi 3aMok (23) «Cobomb» MEXaHHU3MOB ITPOrPaMMMHO- 5_ 373
anmnapaTHOTO CPE/ICTBA
3HaHMEe OCHOBHBIX 3aIMTHBIX 5_OT3
Tema 6. C3U ot HC «DallasLock» MEXaHU3MOB ITPOTPaMMMHO- 5_ 373
anmnapaTHOTO CPE/ICTBA
3HaHHE OCHOBHBIX 3alUTHBIX
8- 0T3
Tema 7. C3U SecretNet MEXaHU3MOB MPOTrPaMMMHO- 8 3T3
anmnapaTHOrO CPE/ICTBA
Tema 8 . TexHONOrMM MOCTPOCHMUS YaCTHBIX 3HaHHE OCHOBHBIX 3alUTHBIX 5_0T3
BuptyansHbIX cereil (VPN). [Tocrpoenne VPN Ha MEXaHHU3MOB IIPOrpaMMMHO- 6_ 313
npumepe ATIKII «KonTuneHT» aImnapaTHOro CpencTsa
Hroro 40-0T3
41— 3T3

[Tomapiit kommuiekT OT3 XpaHUTCS B SIEKTPOHHON MH(HOPMAITMOHHO-00pa30BaTEIHLHON cpesie
HpI'VIIC u obyvaromuiics UMEET BOZMOKHOCTh O3HAKOMHUTHCS C JJIEMOHCTPAIIMOHHBIM BapHAHTOM
OT3.




Hwxe npuBeneH oOpasell THIIOBOTO BapuaHTa HTOTOBOTO TECTa, MPEIYCMOTPEHHOTO pabodei
POTPaMMO¥ TUCIIUITIIHHBI.

3.3 TunoBsble 3aJaHus /Il BBINOJHEHHS J1a00paTOPHOi padoThl U NPUMePHBIii NepeyeHb
BOIIPOCOB /IS ee 3alUThI

KoHTponbHBIE BapWaHThl 3aJaHUW  BBUIOKEHBI B  DJIEKTPOHHOW  HMH(OPMAIMOHHO-
obpaszoBarensHoil cpene Upl YIIC, noctymHo# oOyyaroniemMycs 4epe3 ero JTUYHbINH KaOUHET.

Hwxke mpuBeneH oOpasel TUIMOBBIX BApUAHTOB 3aJaHH JIJIS BBIMOJIHEHHUS J1a00OpaTOPHBIX
paboT U MPUMEPHBIH ePEUCHb BOIIPOCOB JIJISl UX 3aIUTHI.

1. K pekoMeHyeMbIM METO/IaM M CIIOc00aM 3aiiuThl HHPOpMauu B HHPOPMAIIMOHHBIX CUCTEMax
OTHOCSTCS (BBIOEpUTE BCE BEPHbIE BAPUAHTHI OTBETOB):

a) MeTObI M CNOCO0OBI 3AIMTHI HHPOPMAIMH OT HECAHKIIMOHMPOBAHHOIO IOCTYIIA;

0) MeTOAbI M CTIOCOOBI COKPHITUS MH(OPMAIIUY OT BHYTPEHHHUX HAPYIIUTEJICH;

B) METOJIbI U CITIOCOOBI YCTpaHEHHUsI KOHKYPEHTOB;

I) METO/JbI U CIOCOOBI 3a1IUTHI HH(POPMALIMH OT YTEUKH M0 TEXHUYECKHM KaHAJIaM

2. «HecaHKIIMOHUPOBAHHBIN 1OCTYN K UH(POPMALUN» - 3TO:

a) JOCTYI, peau3yIoIUi BO3MOKHOCTH COBOKYITHOCTH (PU3UYECKOM Cpe/ibl
pacrpocTpaHeHust ”HHOPMATUBHOTO CUTHAJIA U CPEICTB, KOTOPHIMU JOOBIBACTCS
3anuiaeMas HHGoOpMaLus;

0) noctyn k nHGopManuM WM AeicTBUS ¢ HHGopManMeil, Hapyaue NpaBuiIa
pasrpaHu4YeHys J0CTYIA C HCIOJIb30BAHHEM IITATHBIX CPEICTB;

B) JIOCTYII C UCIIOJIb30BAaHUEM COBOKYITHOCTH CPEACTB TEXHUUECKON pa3BEAKH U IPOUYUX

CpPEeACTB, KOTOPBIMU JOOBIBAETCA 3alMIaeMas HHPOpMaLus;

T') AOCTYN K HH(OpMAINH, peann3yeMblil IyTEM YHHUTOXKCHHUS TEXHUIECKUX CPECTB
MH(POPMALIMOHHOM CUCTEMBI

3. JlobaBouHbIE Cpe/icTBa TOBEPEHHOM 3arpy3ku 00eCeunBarOT 3amyCcK ONepalOHHOU
CUCTEMEI,

- INTATHOM

- CIICIHAIbHOU

- IONOJHUTEIbHOM

4. MHOTO(YHKIIMOHATIFHBIE CPEICTBA 3AIIUTHI, KaK IPABHUIIO, UMEIOT B CBOEM COCTaBE MEXAaHU3M
pasrpaHudeHus JOCTyNa, HEOOXOIUMBIN TTPH 3aIUTE CBEACHUHN, COCTaBIIA-

IOLUX TOCTAalHYy
OTBeT: MAHAATHOI0/TIOJTHOMOYHOIO

5. CTEIHAIM3UPOBAHHOE TIPOTPaMMHOE 00ecIIeUeHIE, TPeTHA3HAYCHHOE
qutst 3amuThl AC OT yTeuek nHpopMaIun

- DLP - cucrema

- SIEM - cucrema

6. SBIISICTCS. MUKPOKOHTPOJUIEPHBIM YCTPOHCTBOM 0€3 COOCTBEHHOM
BBIUMCIUTEIbHON MOIIHOCTH U ¢ HEOOIBIIUM 00BEMOM XpaHEHUs, HO C BECbMa BHICOKUMU
XapaKTepUCTHUKAMU HA/IEKHOCTH:

- TouchMemory (iButton)

- Cmapr-Kkapra

7. OCHOBY KJIFOUE€BOTO HOCHUTEJSI POCCUIICKOTO IPOU3BOJICTBA COCTAaBJISIET
MUKPOKOHTPOJUIEP, BHITOJIHAIOMNN KpunTorpaduiyeckoe npeodpa3oBaHre JaHHBIX, U IaMSTh, B
KOTOPOH XpaHATCs JaHHbIE MTOJIb30BaTeNs (apoJid, cepTU(UKATEL, KIH0UX IHU(POBAHUS U T.1I.)



Oteer: ruToken

8. Kommiekc "CoOoup" mpegHa3zHayueH A1 NpeaoTBpaleHUs JIOCTyTa
MMOCTOPOHHUX JIMIL K pecypcam 3allMIIaeMoro KOMIboTepa

- HeCAHKIIMOHUPOBAHHOTO

- YIaJnEHHOrO

- pactpeiesIEHHOTO

9. YcrpotictBo 233 "Cobonp" obecnieyrBaeT YCHICHHYIO (IBYX(haKTOPHYIO)
MI0JIb30BATENICH IPU MX BXOJIC B CHCTEMY
OtBeT: ayTeHTH(PUKAIHIO

10. Ceprudukarer OCTOK monTBepx maroT, YTO 3JIEKTPOHHBIA 3aMOK «Co00JIb» MOXKET
UCIOJb30BaThCsl B  aBTOMATHU3MPOBAHHBIX CHCTEMaxX Kjacca 3allMIIEHHOCTH 10
BKJIFOUUTEIIBHO

-1b

- 1A

11. C3U DallasLock mpenna3nadena 1ist pe0TBPALICHUS OIYUYCHHUS 3aIIUIIAeMOM
UH(POPMAIIUU 3aMHTEPECOBAHHBIMHU JIMIIAMU C HAPYIICHHEM YCTAaHOBJICHHBIX HOPM U

- MpaBWJI pa3srpaHUYeHusi 10CTyNa

- c1oco00B OIeHKH MX () (PEKTUBHOCTH

12. C3U1 DallasLock moxket ObITh HCTIONB30BAHA:
npu co3aanuu 3amumeHusx AC 10 Kjacca 3amuieHHocTd 1B BKI0YHTEILHO
nuist o6ecniedennst 1 ypoBHSI 3aIIMIIEHHOCTH MEPCOHATBHBIX JAHHBIX

13. B coctaB cucremsl SN BXOJIUT MEXaHU3M YIPABJIECHUA JOCTYIIOM K pecypcam
¢aitnoBoil  cucTeMbl, KOTOpBIH, B YacCTHOCTH, OOECleYMBaeT pa3rpaHUuYEHUE JI0CTyma
noJb30BarTesiel K ”HPOpMaluu, KOTOPOl Ha3HaYeHa KaTeropus KOH(GpUICHINATbHOCTH

OTBeT: MAHAATHOI0/TIOJTHOMOYHOI0

14. 3alUTHI - 3TO CIEUHUAIbHBI HOPMATUBHBIM JOKYMEHT, IPEACTaBISIOUINI coO0
COBOKYITHOCTb 3a/1a4 3aIlIUThl, (PYHKIIMOHAIBHBIX TpeOoBaHUM, TpeOOBaHMI aJeKBaTHOCTH M MX
000CHOBaHHE

OtBer: npodunian

15. Jlna 3amuTsl UHpOpPMALMM HEOOXOJUMO UCIONb30BaTh CPEACTBA
3alllMThl HE HIDKE 6 Kilacca 3alMIIEHHOCTH.
OtBer: KOHPUACHINATBHOI

16. O6paboTka MH(MOPMALIUKA OTPAHUYCHHOTO JOCTYIA, COJAEpIKAIleH CBENEHHUS, COCTABIIAIOIINE
rOCyIapCTBEHHYIO TailHy, mpou3Boautcs B AC He HUKE KJIacca 3aluiEHHOCTH.
OtBer: 1B

17. JobGaBouHbIe CpeACTBa JOBEPEHHOM 3arpy3Ku OOecleurBalOT B TOM YHCIIE
CyObeKTa 103arpy3Ku ONEpaiiOHHON CUCTEMBI.
OtBeT: ayTeHTH(PUKALUIO

18. bazosbrit npunnun padotrel DLP cuctem — 310 KOHTEHTa [0 COJEPKAHUI0
noToka wHGOpMANKMK: Ha pabOYMX CTAaHIUSIX W B (HAWIOBBIX XpaHWJIHMIIAX TPH OTIPaBKE 3a
MEePUMETpP CETH WM B 00JIaKO.

OTtBer: puabTpanus




3.3 TunoBble 3a1aHus I BHINOJHEHUS J1a00PaTOPHOIi padoThl M IPUMEPHBIIi NepeYeHb
BOIIPOCOB /ISl €€ 321U ThI

OOpa3erl 3aIaHu# JUTs BBITOJHEHHS Ja00paTOPHBIX pabOT ¥ MPUMEPHBIH MTEPEYCHb BOIIPOCOB IS
UX 3aIUTHI
«Jlaboparopnast pabota Ne 1. Pa6ora ¢ makerom «Kpunrocerh»»

OO0pas3er 3a1aHul 17151 BBIMOJTHEHUS 1a00paTOPHBIX PadOT U MPUMEPHBINA IEPEYEHBb BOIIPOCOB IS
WX 3aIIUTHI
«JIaboparopnas padora Ne 2. Pabora ¢ makeraom «Kpunrooducym»

O6paszer 3a1aHui 1715 BBIOJIHEHUS J1a00paTOPHBIX padOT U MPUMEPHBINA IEpeYeHb BOIIPOCOB AJIs
WX 3aIUTHI
«JIaboparopnas padota Ne 4. CpencTBa aHTUBUPYCHOM 3aIlIATHI»

OOpa3zerl 3a1aHui ISl BBITOJHEHHS Ja00paTOPHBIX padOT ¥ MPUMEPHBIH MTEPEYSHb BOIIPOCOB IS
WX 3aIUTHI
«Jlabopatopras padora Ne 5. Dkcrutyararus C3U ot HCJI «DallasLock» (ayrentuduxarus,
pasrpaHUYCHHE OCTYIIA, 3aMKHYTask IPOrpaMMHasi Cpejia, KOHTPOIb IIEIIOCTHOCTH, AY/INT)»

O0pa3zer 3a1aHuii IS BBITTOJHEHHS Ta00paTOPHBIX padOT M MPUMEPHBIH MTEPEYeHb BOIIPOCOB IS
UX 3aIIUTHI
«Jlaboparopras padota Ne 6. Dkcruryaranust C3U1 or HCJI SecretNet (3ammra «mo BXO1y»,
pasrpaHHyYeHHE IOCTYIA, 3aMKHYTas IPOTrpaMMHasi cpeJia, KOHTPOJIb IIEJIOCTOCTH, ay/IHT)»

3.4 IlepeyeHb TeopeTHYECKUX BONMPOCOB K IK3aMEHY
(nIIs OTICHKY 3HAHMIH )

1. OGocHOBaHME HEOOXOAMMOCTH MTPUMEHEHHUs 100aBouHbIX C3U;

2. XapaKkTepucTuka, OCHOBHbBIE CEPBUCKHI U MeXaHU3Mbl J00aBouHbIX [TAC3U;

3. OOmue cBeieHUs 0 METO/IaX ayTeHTHU(PHUKAIMU. MarHUTHBIE M HHTEIUIEKTYallbHbIE KapThl;

4. YerpoiicTtBo xpaHeHus kitoueit Tuna Touch Memory (iButton). Dnexkrponnbie
unentudukartopsl ruToken;

5. TICK3U LIUNIIKA;

6. DnexkTpoHHbIH 3aMOK (33) «Cobob»: Ha3HaUeHNE, BAPHAHThI IPUMEHEHHMSI, TPeOOBaHUS K
obopynoBanuto u [10, komMIuiekTanus;

7. 33 «Co007b»: OCHOBHBIE IPUHLUIBI ()YHKIIMOHUPOBAHUS;

8. 93 «C0001b»: aAIMUHUCTPUPOBAHNUE;

9. C3U ot HC]] «Dallas Lock» (DL): Ha3HaueHue ¥ COCTaB CUCTEMBI 3aIllUTHI,

10. C3U ot HCJ «Dallas Lock» (DL): oOuiyie npuHIMIBI OpraHU3aliH 3alllUThl PECYPCOB;

11. C3U ot HCJ] «Dallas Lock» (DL): MexaHU3MBbI yIIpaBaeHHs JOCTYIIOM U 3aIUTHI
00BEKTOB;

12. C3U SecretNet: apXuTeKTypa 1 KOMIIOHEHTBI CUCTEMBI;

13. C3MU SecretNet: 3amMTHbIE MEXaHU3MbI; HA3HAUEHUE U BApUAHTHI IPUMEHEHUS CUCTEMBIL;

14. C3U SecretNet: ynpaBieHne JOCTYIIOM II0JIb30BaTENEN K pecypcam;

15. C3U SecretNet: cpeacTa HEHTPATU30BAHHOIO U ONIEPATUBHOTO YIIPABIICHNUS;

16. [IporpammHo-anmnapaTHbId KoMIuieke 3amuTsl nHopmaru or HCJI “Axkkopn’”;

17. DLP-cucrema Info Watch Traffic Monitor Enterprise Edition;

18. TexHOMIOTMM AHTUBUPYCHOM 3aIIUTHI HH(POPMALIUH.

19. TToctpoenue VPN na npumepe cuctem smHeiiku ATIKII «KonTraeHTY.



4. MeToan4ueckne MaTepUAaJIbl, ONpPeAe/IsoNue Npoueaypy OlleHUBAHUSA
3HAHUUH, YMEHUI, HABBIKOB U (MJIH) ONBITA 1eATeJIbHOCTH
B Ta6J'II/IHe IIPUBCACHBI OIIMCAHHUA IPoUCAYypP IMPOBEACHHA KOHTPOJIbHO-OLCHOYHBIX

MEPOTPHUSTHIA ¥ TPOIEAYP OLECHUBAHUS PE3YITATOB O0YUEHUS C IIOMOIIBIO OIIEHOYHBIX CPEJICTB B
COOTBETCTBUU C paboyeil mporpaMMoi JUCIUILIHNHBL.

HaumeHnoBaHue
OLICHOMHOTO Onucanus NpoIeayphl NPOBEACHUS KOHTPOIBHO-0LIEHOYHOTO MEPOIPUSITUS U TPOLEAYPHI
OIICHUBAHHMS PE3YJIBTATOB O0YUYCHHUS
CpeacTBa

3ammra TOKJIAN0B, MPEIYCMOTPEHHBIX paboYel MpOorpaMMON JUCHHUILUIMHBI, TPOBOIUTCS BO

Jloknan BpeMs  NpakTHdeckux  3aHaTud. llpenonmaBatens Ha  NpPakTUYECKOM  3aHATHH,
MPEIICCTBYIONIEM 3aHATHIO TPOBEICHHUS KOHTPOJS, JOBOJUT JO OOYYAIOIIMXCS: TEMY
JIOKJIAJIOB M TPEOOBAHUsI, IPEABSIBISICMBIC K UX BHIMIOJIHCHHUIO U 3AIUTE
TecTupoBaHuEe NPOBOAUTCS MO PE3yJIbTaTaM OCBOEHHUS TEM WJIM Pa3/A€iOB AUCLUUIUIMHBI UIU
[0 OKOHYAHHUIO €€ M3y4YeHHUs BO BpeMs IpPaKTUUECKUX 3aHATUI. Bo Bpems mpoBeneHus

TectupoBanue TECTHPOBAHUS TIOJB30BAThCA yYCOHHMKAMH, CIPABOYHHUKAMH, KOHCIICKTAMH JICKIIUH,

(KOMMBIOTEpHBIE TeTpajgsiMH JI1 MPAaKTUUYECKUX 3aHATUH He paspeuieHo. [IpemnopaBaTens Ha MPaAKTUUECKOM

TEXHOJIOTHH) 3aHATHH, MPEIIICCTBYIOIIEM 3aHATHIO MPOBEACHUS TECTA, TOBOJUT J0 O0YUYAIOIIUXCS: TEMBI,

KOJIMYECTBO Sa)laHI/II‘/’I B TECTC, BpPEMsA BBIIIOJHCHUA. PeSyﬂbTaTI)I TCCTUPOBAHUA BHUJIHBL
obydaronieMycst Ha KOMITBIOTEpE Cpa3y MOCIIe MPOXOKICHHUS TeCTa

3amuTa nabopaTopHBIX pabOT MPOBOAMTCS BO BpeMsl JIAOOpATOpHBIX 3aHATHH. Bo Bpems
MPOBEACHUS 3allIUThI JTAOOPATOPHON PaOOTHI MOJIL30BATHCS YUCOHMKAMHU, CHPABOYHHUKAMH,
KOHCIIEKTaMH JIKLIUi, TETpaJsiIMH HE Pa3pelieHo.

[Ipenopasarenp Ha Ja0OpaTOpPHOU pabOTe, MPEALISCTBYIOICH 3aHATHIO POBEACHHS 3aLUTHI
J1a00paTOPHO# pabOThI, JAOBOMUT A0 OOYYAIOIIUXCSA: HOMEP 3allUIIacMOl JabopaTOpHOM
paboThI, BpeMst Ha 3aIUTy JTabopaTOpHOI pabOTHI.

[Mpenopasaresb nHGOPMUPYET OOYUAIOLIMXCS O PE3yJIbTATaX 3aIUTHI JJAOOPATOPHOI paboThI
cpa3y Moclie ee KOHTPOIbHO-OLEHOYHOT0 MEPOTIPUATHS

JlabopaTopnast pabota

I[JI?I opraHusalvi M IPOBCACHUA HpOMG)Ky’I‘O'—IHOﬁ aTTeCTallii COCTaBJJIAIOTCA THIIOBBIC
KOHTPOJIbHBIE 3aJaHusl WM WHBIE MaTepHajbl, HEOOXOAMMBIC IS OLCHKM 3HAHUM, yMEHHH,
HAaBBIKOB U (WJIM) ONBITA JIEATEIBHOCTH, XapaKTEPU3YIOIIUX ATanbl (POPMUPOBAHUS KOMIIETEHIINH B
npoliecce OCBOCHUsI 00pa30BaTeNbHON MPOTrpaMMBI.

HepequL TCOPCTUYCCKHUX BOIPOCOB MW THUIIOBLIC IMPAKTUYCCKUE 3aJJaHUA PA3HOTO YPOBHMA
CJIO)KHOCTU JJISl TPOBEJCHHsI NMPOMEXKYTOUHOM arTecTaluu oOydaroluecs MOJy4aioT B Hayaje
ceMecTpa 4epe3 JJIEKTPOHHYI0 HH(OpMalnoHHO-o0pa3zoBarenbHyo cpeny Hpl'YIIC (imunbiii
KaOWHET 00yJaronierocs).

Onucanue npouenyp NpoBeJeHUsi NPOMEKYTOYHOM aTTeCTAMH B (pOpMe IK3aMeHA
U OLICHMBAHUS Pe3yJbTATOB 00y4eHHs
ITpomerxyTounas aTTectanus B popMe sK3aMeHa MPOBOJIUTCS MyTEM YCTHOTO coOece10BaHUs
1o OuseraM Win B popMe KOMITbIOTEPHOTO TECTUPOBAHUSI.

IIpu mpoBeaeHHWH TPOMEXKYTOUHOH aTrecTalMu B (opme cobeceoBaHUS OUIIETHI
COCTaBJISIIOTCS TAKUM 00pa30M, YTOOBI KaXKJIbIi M3 HUX BKJIIOYAT B €05l TEOPETUUECKHE BOIIPOCHI U
IIPAKTUYECKHE 3a1aHuUs.

buner conmepxut: nBa TEOpPETHUYECKHMX BOIpoca g OLEHKH 3HaHui. Teopernueckue
BOIPOCHI BBIOUPAIOTCS U3 MEPEUHs BOMPOCOB K IK3aMEHY; JIBAa NMPAKTHUECKUX 3aJaHUA: OJHO M3
HUX JJIS OLEHKU YMeHUH (BbIOMpaeTcs U3 MepedHsl THIMOBBIX MPOCTBIX MPAKTHUYECKHUX 3aJaHuN K
9K3aMeHy); JApPYyroe NpakTUYecKoe 3aJaHue JJIsi OLIEHKH HABBIKOB U (MJIM) OMbITA JIEATEIbHOCTH
(BBIOMpAIOTCS W3 MEPEUHS TUIOBBIX MPAKTUYECKUX 3a/laHUH K IK3aMEHY).

Pacrnipenienenre TeOpeTUUECKHUX BOIIPOCOB U MPAKTUYECKUX 33JaHUI M0 IK3aMEHALOHHBIM
OusieTaM HaxOJUTCS B 3aKPBITOM JJIsl oOydaromuxcs aoctyne. Pa3paboTaHHbI KOMIUIEKT OUIIETOB
(25-30 OmneroB) He BBICTABISCTCS B JJICKTPOHHYIO HH(POPMAIIMOHHO-00Pa30BATEIBLHYIO CPELy
UpI'VIIC, a xpanurcs Ha kadenpe-pazpaboTurke (pOHIOB OLIEHOYHBIX CPEACTB.




Ha sx3amene oOyuatommiicst 6epetr OwiIeT, i MOATOTOBKM OTBETAa Ha YK3aMEHAIIMOHHBIN
omtet o0yuaroniemMycst OTBOJUTCS BpeMs B mpejaenax 45 MuHyT. B mporiecce oTBera o0ydaromerocs
Ha BOIIPOCHI M 3aJjaHus OMiIeTa, MpenoaBaTesib MOXKET 33/1aBaTh JIOMOJHUTEIBLHBIE BOTIPOCHI.

Kaxnpiii Bompoc/3afanue OwiieTa OLEHUBASTCS IO YEThIpeXOayuIbHON cucTeme, a aalee
BBIYHCIIICTCSI CpelHee apu(PMETHYSCKOE OIICHOK, IOJYYCHHBIX 3a KaXKIblii BOMPOC/3ajaHuE.
Cpennee apuMeTHUECKOE OLIEHOK OKPYTIISIETCS JI0 IEJIOTO IO IPABHIIaM OKPYTIICHHS

[Ipu mpoBeneHWHM TPOMEKYTOUHOM arTecTanuu B (GopMe KOMITBIOTEPHOTO TECTHPOBAHUS
BapHaHT TECTOBOTO 3amaHus Qopmupyercs u3 (oHAA TECTOBBIX 3aJaHUN IO JUCIHILIAHE
ciIy4aliHbIM 00pa3om, HO ¢ ycioBueM: 50 % 3agaHuil JOKHBI OBITh 3aJaHUSIMH OTKPBITOTO THIIA U
50 % 3amaHuil — 3aKpHITOrO THUIIA.

Oo0pa3sen 3k3aMeHAIIMOHHOT0 OuJieTa

DK3aMeHaNMOHHbIH Omaer Ne 1 VrBepikaaro:
o lf
no aucuuiinie «IlporpaMMHo-annapaTHbie cpeacTBa 3aBenyrommii kKapeapoi
2’%{) T —VZE)\Q 3alUThl HHQOPMALK)) UCu3U UpI'YIIC

Y4eOHBII o]




