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18
(ounas)
Ounasi ¢popma o0yuyeHUst Pacnpenesienne 4acoB JUCHUIIJIMHBI 10 CEMECTPaM
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1 IIEJIA Y 3AJAYM JUCHUTIINHBI

1.1 Heau TUCUMIITAHBI

1 M3YyYEeHHE 00YJAIOIIMMHUCS TEXHOJIOTHH, METOJIOB U CPENICTB 0OecTiedeH s HHPOPMAITMOHHON O€30ITaCHOCTH
OTKPBITHIX HH(OPMAITHOHHBIX CHCTEM

2 HAy4YHuTh OOyuaromuxcs GopmupoBaTh 1 3Q(HEKTUBHO MPUMEHSITh KOMIUIEKC MEp C IIeJbI0 00CCIeYCHUs
WH(POPMAIMOHHOM 0€30MAaCHOCTH OTKPHITHIX HH(pOpMaIMOHHEIX crcteM (OUC)

1.2 3agaun TUCHUILIMHBI

1 03HAKOMUTP YUAIIUXCS C OCHOBaMH IOCTpoeHwHs 3anumeHHbx OMC

2 MO3HAKOMHTD yUAIIUXCs ¢ 0a30BBIMU YS3BHMOCTSMHU M yrpo3aMu HH(QOpMaIuoHHoi OezomacHoctu (UB)
ouc

3 00yJYeHHE yJaluXxcs pa3aIHyHbIM TOAX0JaM U METoIaM obecrieueHus] HHGOPMAIIMOHHOH 6e30MacHOCTH

1.3 Ilesi> BoCHUTaHNS M 321241 BOCIIUTATEIbHOI PadoThl B paMKaxX TUCHUILINHBI

IIpodeccroHanbHO-TPYI0BOE BOCIIUTAHUE 00yUYAIOIIUXCS

Lens npodeccrnoHaNIsHO-TPYIOBOTO BOCIIUTAHIS — (POPMHUPOBAHUE y 00YJaIONINXCS OCO3HAHHOM MpodecCHoHaNbHOM
OpHEHTALMK, TOHMMaHUsI OOLIECTBEHHOTO CMBIC/A TPYyAa M 3HAYUMOCTH €ro JJsi ceds JIMYHO, OTBETCTBEHHOTO,
CO3HATEJIBHOI'O M TBOPYECKOTO OTHOLICHUsS K OyAylled HesTeNbHOCTH, NMPOEeCcCHOHAIBHONW 3THKH, CIIOCOOHOCTH
NIPEABUACTh W3MEHEHHs, KOTOPhle MOTYT BO3HHKHYTh B NMPO(ECCHOHAIBLHON NEeATeNIbHOCTH, U YMEHHIO paboTaTh B
N3MEHEHHBIX, BHOBb CO3/IaHHBIX YCIIOBHUSX TPYy/Aa.

Lenp nocTuraeTcs Mo Mepe peleHus B ANHCTBE CIIEAYIOINX 3a/1a4:

— (popmMupoOBaHHE CO3HATENHLHOTO OTHOIICHHS K BRIOpaHHOI ITpodeccuu;

— BOCIIMTaHUE YECTH, TOPAOCTH, JIOOBH K IMPO(ECcCHn, CO3HATEIBHOIO OTHOIICHHWA K NPO(ecCHOHANBHOMY IOMTY,
MTOHMMAEMOMY KaK JJUYHAsI OTBETCTBEHHOCTh M O0SI3aHHOCTD;

— (popmupoBaHKE NICHXOIOTHH NpodeccroHana;

— (popmupoBaHue TPohecCHOHATBHON KYIbTYpPbI, STUKH MPOHECCHOHATBHOTO OOIICHUS;

— (opMHUpPOBaHHE COIMATHHON KOMIETEHTHOCTH 1 APYTHE 3a/1a4M, CBA3aHHbIE C UMUIKEM MPO(eccHn 1 aBTOPUTETOM
TPaHCIIOPTHOM OTpaciu

2 MECTO JMCIIMIIVIMHBI B CTPYKTYPE OIIOII

Brox/gacts OIIOII ‘ Brnok 1. Auctumumunel / YacTts, popMupyemast yqacTHUKaMH 00pa30BaTEbHBIX OTHOIICHIH

2.1 I[I/ICIII/IHJ'H/IH])I U NIPAKTUHKHU, HA KOTOPLIX OCHOBBIBA€TCH U3YYCHUEC JTAHHOM JUCIUIIMHbI

1 b1.B.JIB.02.01 3ammmra 1 00paboTka KOHPHICHINATEHEIX TOKYMESHTOB

2 b1.B.JIB.07.01 DxoHOMUKA 3a1IUTH HHGOpPMAITHA

2.2 I[I/[CIII/IHJ'[I/IHLI U IMMPAKTUHKH, JISI KOTOPBIX U3YyYCHUE JAHHOM M CHMIIJIHHBI
HeOﬁXOHﬂMO KaK npeamecTByruiee

1 B52.B.02(I1x) ITpon3BoacTBeHHAS - TIPS TUILIOMHAS PAKTHKA
2 B3.01() [ToaroroBka K mpoueaype 3alXThH BBITYCKHOH KBATH(UKAIIHOHHON pabOTHI
3 b3.02(/1) 3amuTa BHITYCKHOI KBaIN(UKALMOHHOH paboThI
3 IIVIAHUPYEMBIE PE3YJIbTATBIOBYUYEHUSA IO ANCHUIIVIMHE,
COOTHECEHHBIE C TPEBOBAHUSMMU K PE3YJIBTATAM OCBOEHUSA
OBPA3OBATEJIBHOMN ITPOI'PAMMBI
Koa n Koa n HauMeHnoBaHune
HanMeHOBaHHe HHIUKATOPA 10CTUKEHUS IInannpyemMble pe3yJbTaThbl 00y4eHUs!
KOMIIETeHII UM KOMIETeHIIUH
3HaTh: IPUHIMUIIBI U CTaHJAPTHI TOCTPOSHHS COBPEMEHHBIX
OMUC u noxxoas! k unrerpanuu cereit B OUC; ocHOBHBIE
METO/IBI ¥ CPEACTBA PEATN3AINH YIAICHHBIX CETEBBIX aTak
Ha ONC; KOMIUIEKCHBIN MOIX0] K HOCTPOEHUIO
smIenoHnpoBaHHOoN 3amuTh! 11t OMC; ocHOBHEBIE
ysi3BuMocTH 1 yrpo3sl Ub st OVC; ocHOBHBIE TEHICHITNH U
ITK-2 Criocoben 3aKOHOMEPHOCTH Pa3BUTHUS CPEJICTB M METOAOB 3AIIUTHI
HCII0JIb30BaTh IK-2.1 Opranusyer nHpopmanuu B OVC ;0cHOBHBIE TOHITHS
METO/bI HAaCTPOWKH CPEJICTB 3AIUTHI aJIMUHUCTPHUPOBAHUS TTOICUCTEMBI HH(POPMAITNOHHON
obecrieueHus nHdopmanuu B 0€3011acHOCTH; ITOJIMTUKHN OE30MaCHOCTH ¥ MEPHI 3al[UTHI B
paboTOCIOCOOHOCTH | ABTOMAaTHU3MPOBAHHBIX ounc
CHCTEM 3aIIUThHI cucreMax YMeTh: aHaTU3UpOBaTh TeKymiee cocrosaue b Ha
nHpOpMaIUN MIPEIIPHUATHH C IETBI0 pa3paboTKu TpeOoBaHU K
sammunieHHsIM OWC; onpenensaTs u yCTpaHATh OCHOBHBIE
yrpo3sl Ub qiit OUC; BBISBAATE U YCTPaHATh yA3BUMOCTH B
ocHOBHBIX KoMnoHeHTax ONC; oOHapyXuBaTh, IPEPHIBATH U
NIPE0TBPALIATh Y/IAICHHBIE CETEBbIE aTAKU 110 UX
XapaKTepHBIM MTPU3HAKaM; IPUMEHSTh CTaHapTHbIC
pemenust uist 3anutsl HHGopmanuu B OVC u




KBATN(HUIIMPOBAHHO OLICHMBATh X Ka4eCTBO; PEaN30BBIBATh
cucteMsl 3auThl nHpopmannu B OMIC B cOOTBETCTBHH €O
CTaH/IapTaMU I10 OLICHKE 3aIIUIIEHHBIX CUCTEM; IPUMEHSTh
KOMILIEKCHEIH noaxon k ooecneuenuto UC mis OUC;
OCYIIECTBIISITH YIIPaBJICHUE U aIMUHUCTPHPOBAHNE
samuieHHbx ONUC; aqMUHUCTPUPOBATH MOACUCTEMBI
WHPOPMAMOHHOHN O€30MTaCHOCTH OTIEPAIMOHHBIX CHCTEM,
CHCTEM YIIpaBICHUs 0a3aMU JaHHbIX, KOMITBIOTEPHBIX CeTell;
CTpOUTH MOZETH yrpo3 u Hapymmrens Ub nins OUC;
mpoekTHpoBath 3amumieHasie OVIC; nenonp3ys
COBpPEMEHHBIE METOABI M CPENICTBA, pa3pabaThBaTh MOJIUTHKY
B mna OUC

BrameTts: HaBBEIKaMH paciio3HaBaHUS ceTeBHIX aTak Ha OUC;
HaBBIKAMH aIMHUHUCTPHUPOBAHUS MTOJCUCTEM
WHPOPMAMOHHOW OE30TTaCHOCTH OTIEPAIMOHHBIX CHCTEM,
CHCTEM YIpaBJICHHs 0a3aMM JaHHbBIX, KOMIIBIOTEPHBIX CETEH;
TEPMHUHOJIOTHEH U CHCTEMHBIM MOAXO0A0M MOCTPOCHHS
samueHHsx OMC; HaBeikamu aHanu3a yrpos Ub u
ysizBuMoctell B OVIC; HaBbIkamu pa3paboTku noautuk b
s OUC

4 CTPYKTYPA U COAEPKAHUE JUCHHUIIJIMHBI

Kon

HaumeHoBaHue pa3/ie/10B, TeM H BHI0B padoT

OuHnas ¢popma *Kon
Yacsl HMHIMKATOpa

OCTH/KEHUS
Jex | Mp | Ja6 | cp | ™
KOMIIEeTCHIUH

Cemectp

1.0

Paznen 1. OcHOBHBIE 3JIEMEHTBI TEXHOJIOTHH OTKPLITBIX
I/IH(l)OpMalIl/IOHHI)IX CHUCTEM.

11

Tema 1. OCHOBHBIC 3JEMEHTHl TEXHOJIOTHU OTKPBITHIX
UH()OPMAITUOHHBIX
cucreM. [lepeHOCMMOCTB 1 CLIOCOOHOCTH K B3aUMOACHCTBHIO.

CoBMECTUMOCTH

OTKPBITBIX

baszoBas Mojmens MHGOPMAIMOHHOW CHCTEMBI. PacmupeHue 8 2 2 IK-2.1

0a3oBOli  MoOJCIH
B3anMOJIeHCTBYIOMUX crucTeM. OCHOBHBIE MOJIETTH OTKPBITHIX

CUCTEM.

nHQOPMAMOHHON ~ CHCTeMBI  JUIs

1.2

Tema 2. UWHTpaHeT Kak OTKpbITas cuctema. CTpyKTypa
MHTpaHeTa. JTaJIOHHAsl MOJIENb MHTPAaHETa. DTallbl CO3aHUS
WHTpaHeTa. Bupl
WHTpaHeT Kak 4acTh Cpelbl OTKPBITBIX CUCTEM. MIHTpaHeT u
skcrpaser . [lopTan u uHTpaHerT.

HHTpaHeTa. 8 2 2 [K-2.1

13

Jlabopatoprast pabora Ne 1. HccremoBaHme HOpPMAaTHBHO-
MIPaBOBOM 6a3sbl

IpEAIPUITHSL.

nH(pOpPMAIIMOHHON

0e30IacHOCTH 8 4/4 T1IK-2.1

2.0

Paznen 2. VA3BUMOCTH OTKPBITBIX CHCTeM. ATAKM Ha
OTKPBIThIE CHCTEMBI.

2.1

Tema 3. YA3BUMOCTb OTKPBITHIX cUCTEM. OCHOBHBIE OHSTHS.
Yrpo3bl OTKPBITHIX CHCTEM (B TOM 4YHCIIE WHTpaHETa) H
MPWIHHBL UX PeaTH3alni. Y S3BUMOCTH apXUTEKTYPhI KIIHEHT-
cepBep: YSA3BUMOCTH ONEPAIIOHHBIX CHUCTEM; YS3BHUMOCTH
CEpBEpOB; YSA3BUMOCTh pPabOUYMX CTaHIIHA;

KaHaJIOB CBs3U.

8 2 2 [K-2.1

YA3BUMOCTD

2.2

Tema 4. VYsa3BUMOCTH
CHUCTEMHBIX YTHJIUT, KOMAH]I U CETEBBIX CEPBUCOB.

Cnaboctu 8 5 2 K21

2.3

Tema 5. Knaccuueckue

HCII0JIb3YEMBIC

OTKPBITHIE CUCTEMBI.
MPOCIYIIMBAIOIINX —PUIIOKEHUH.
rpadudeckux uHTepdeticax. 3. [logMeHa CHCTEMHBIX YTHIIUT.
4. ATak¥ ¢ UCIIOJIb30BAaHIEM CETEBBIX POTOKOJIOB.(358)

COBPEMEHHBIE ~ METOJBI,
MIPOHUKHOBEHUS B
1. TlepexBaT JaHHBIX U OOHApYKEHUE
2. Monuropusr B

HamajaronmM s

8 2 2 [K-2.1

24

Tema 6. CnabocTtu

COBPEMEHHBIX

TEXHOJIOTUH

nporpaMMmupoBanus. OMMIOKY B TPOTrPaMMHOM 00€CTICUSHHUH. 8 2 2 IK-2.1

CerteBble BUPYCHL.

2.5

JlabopaTopHnas
0€30IaCHOCTH.

IIpumepsl  HOJUTHK
UCIOJIb30BaHUs
nHTpaHera. Ilonutuka B oTHowmeHuu napoiaeil. IlomuTuka

pecypcoB 8 4/4 IK-2.1




4 CTPYKTYPA U COAEP KAHUE JUCHHUIIJINHBI

Kon

HaumenoBanue pa3aejioB, TEM U BU/10B pa60T

Ounas ¢opma

Cemectp

Yacsl

Jlek

Ilp

Jlad

CP

*Koa
HHIMKaTOpa
JOCTHKEHUST

KOMIIeTEHIUH

muppoBaHus. AHTUBUPYCHAs MOJUTHKA. [loMUTHKA OLEHKH
puckoB. Ilomutuka aynuta. [lomuTuka sl IpOrpaMMHBIX
Mapuipytu3aTopos. IlonuTHka yAaaeHHOro JOCTyma.

2.6

Jlabopatoprass pabora Ne 3. Ilpumepbl MOJUTHK
6ezomacHoctu. IlonnTHKa MONKITIOYEHUS MOApa3/eNICHUH K
HUHTpaHETYy. [Monutuka st KOH(HICHIIUATHHON
6esomacnoctu. [lomutuka mns  BeO-cepBepa. [lonmrtuka
NEePEChUTKH 3JIEKTPOHHOW MOYTHI. [lOJHMTHKA MOAKIIOYCHHS
HOBBIX YCTPOHCTB B HHTPAHET.

44

[K-2.1

3.0

Paznea 3. O6ecneuenne HHPOPMAIIMOHHOMH 0€30MACHOCTH
B OTKPBITHIX CHCTEMAX.

3.1

Tema 7. YeTblpexypoBHEBas MOJENb OTKPBITOH CHCTEMBI.
Crnennduka 3amThl peCypcoB OTKPBITBIX CHCTEM Ha IIPUMEpPE
UHTpaHeTa. BrpIOOp cereBOil TOmONOrMM WHTpaHETa IpH
MOAKIIOYCHUN K JPYTMM BHCHIHUM CETIAM. dusnyeckas
H30JIA1 . I/ISOHXHI/ISI IIPOTOKOJIOB. Bbl)leﬂeHHI)Ie KaHaJlbl "
MapupyTuzatopbl. IIpuHOUNBI cO3MaHUA  3alUIIEHHBIX
CpCACTB CBA3U O6'I)€KTOB B OTKPBITBIX CUCTEMAX.

[K-2.1

3.2

Tema 8. MexcereBble 5KpaHbl. DYHKIUH MEXKCETEBBIX
sKpaHoB. PykoBoasmuii nokyMeHTt ['ocrexkomuccun Poccun
MO MEXCETeBbIM dKpaHaM. [Ipo¢umu  3ammrThl  AjIs
MEXKCETEBBIX  JKpaHOB. THIIBI MEXCETEeBBIX HKPAHOB.
OCHOBHBIE KOMITIOHEHTBI MEKCETEBOTO IKpaHa.

[K-2.1

3.3

Tema 9. CpeacrtBa ofecredeHuss WHPOPMATUOHHON
O6e3omacHOCTM B OTKpHITBIX  cucrtemax.  Co3naHue
KOMIUIEKCHOM  cuCTeMbl ~ oOecredeHHs  Oe30IacHOCTH
OTKPBITBIX CHCTEM. YTIpaBleHHE OE30MacCHOCTH OTKPBITHIX
cucreM. PekomMeHanmm no odecrnedeHno HHHOPMALUOHHOM
6€30I1aCHOCTH OTKPBITBIX CUCTEM.

[K-2.1

3.4

Tema 10. CepBuchI 0e30MacHOCTH
(unentudukanys/ayreHTUGUKALMS, pa3rpaHHyeHne I0CTYIIa,
SKpaHUpPOBaHKE, IIN(PPOBAHUE, YIIPABICHHUE U JIP.).

[K-2.1

3.5

Tema 11. BupryaibHble  BBIYUCIUTENbHBIE  CETH.
OnpezneneHue BHUPTYyalbHBIX YaCTHBIX BBIYUCIUTEIBHBIX
cereit. Llenm wm 3amaum nocrpoenuss BUBC. Cneuunduka
noctpoeanss BUBC. TynuemupoBanme B BUBC. Cxema
BUBC. Ionutuku 6e3omacuoctu aiss BUBC. CrangapTHeie
nportokousl noctpoenuss BUBC. TIpobneMbl U ysI3BUMOCTH
coBpemenHbix BUBC.

[K-2.1

3.6

Tema 12. CranpaptHble npoTokonbl noctpoenuss BUBC.
Buaer BUBC B 3aBUCHMOCTH OT pelaeMbixX 3a7a4. Tomonoruu
BUBC. BupryanbHble JOKaIbHbIE BEIYUCIUTEIbHbBIE CETH.

[K-2.1

3.7

JlabopatopHast pabora Ne 4. CxeMbl TOJKIIOYEHHS
MEKCETeBBIX SKpaHOB. CraboCTH MEXCETEeBbIX HKPAHOB.
Br10op peanuzanmii MeKCETEBbIX SKPAHOB.

6/3

[K-2.1

3.8

Jlabopatoprast pabora Ne 5. HccrnemoBaHue MOTOYHBIX H
OJIOYHBIX ANTOPUTMOB IMU(poBaHHs. lcmonp3oBaHUE X3II-
(hyHKIHA.

6/3

[K-2.1

dopma IPOMEKYTOUHON aTTeCTalluH — 3a4eT

[K-2.1

Hroro vacos (6e3 yuéra 4acoB Ha MPOMEKYTOTHYIO
aTTECTaIUIO)

24

24/18

24

S ®OHJl OHEHOYHbIX CPEACTB IS TPOBEIEHUWA _
TEKYHWEI'O KOHTPOJISI YCIIEBAEMOCTHU U ITPOMEXYTOYHOU
ATTECTAIIMHA OBYYAIOIIIUXCH 11O JUCHHUITVIMHE

CDOH)I OLICHOYHBIX CPEACTB JJIA MMPOBCACHUA TEKYIICTO KOHTPOJIA YCIIEBAEMOCTH 1 HpOMe)KyTO‘-IHOﬁ aTTecTalnnu
10 JUCIUIUTHHE oopMileH B Bue npuitoxeHus Ne 1 k pabodeit mporpamme TUCIUIUIMHEL M pa3MeEIieH B 3JIEKTPOHHON
nH(OPMAIMOHHO-00pa30BaTENILHON cpeie Y HUBEPCUTETA, IOCTYITHOW 00yJaronieMycst 4epe3 ero JUIHbIA KaOWHET




6 YHEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHHE

JTACIATLITAHBI

6.1 YueOHas JuTepaTypa

6.1.1 OcHoBHasi TUTEpaTypa

Bubmmorpadudeckoe onucanme

Koi-Bo 3k3.
B OuoOmorexe/
OHJIAMH

6.1.1.1

Kpaxosckwuii, FO. M. MeTozs! 1 cpeacTBa 3auThl HHPOpMAauH : yued. mocodue /
10. M. Kpakosckuit. — Cankr-IlerepOypr : Jlans, 2024. — 270 ¢. — Tekcer :
HEINOCPEICTBEHHBIH.

1

6.1.1.2

Kpunrorpaduueckue merons! 3ammrsl nHbpopMarun / A. A. Kopuuenko, M. JI.
I'myxapeB. — Canxr-IlerepOypr : III'YIIC, 2018. — Y. 2. — 63 ¢. — URL:
https://e.lanbook.com/book/138103 (mara obpamenms: 18.03.2026). — TekcT :
3JIEKTPOHHBIH.

Onaitn

6.1.1.3

I'Bozznesa, T. B. [IpoextrpoBanue nudopmannonueix cucteM. CTaHgapTH3aIs,
TEXHHUYECKOE JOKYMEHTUPOBaHHE MHOPMALIOHHBIX CUCTEM : ydeOHOe nocobue /
T. B. I'Bo3znesa, b. A. bamon. — 2-e uzn., crep. — Cankr-IlerepOypr : Jlans,
2021. — 216 c¢. — URL: https://e.lanbook.com/book/176672 (nara oOpareHus:
18.03.2026). — TekcT : 3MeKTPOHHBIH.

Ounaiu

6.1.14

Munocnasckas, H. I'. CeteBble aTaki Ha OTKPBIThIE CUCTEMBI Ha IPUMEPE
Wurtpanera : yueOHoe nocobue aist By3oB / H. I'. Munocnasckas. — Mocksa :
HUAY MUDU, 2012. — 64 c. — URL:
http://e.lanbook.com/books/element.php?pll_id=75789 (nara obpareHwus:
18.03.2026). — TekcT : 3MeKTPOHHBIN.

Onnaiu

6.1.1.5

Kynpsmos, B. A. OTkpbiThIe HHPOPMAIIMOHHBIE CUCTEMBI M CETH © y4e0. Uil
nocobwue : ansbom / Kyapsimos B. A. — M. : YMK MIIC Poccun, 2001. — 43 ¢. —
TekcT : HenmoCPEICTBEHHBIN.

6.1.1.6

bacens, E. A. CuctemMHOe agMUHHCTpUpOBaHKE U HHpOpMaLMOHHAsE 6€30MaCHOCTh
: yue6. nocobue / E. A. baceiasa. — HoBocubupck : HI'TVY, 2018. — 79 ¢. — URL:
https://e.lanbook.com/book/118259 (aara obpamenwus: 18.03.2026). — TekcT :
3JIEKTPOHHBIN.

Onnaiu

6.1.1.7

Bopo6ses, C. I1. KoMmmbioTepHbIe ceTH U ceTeBasi 6€30MacHOCTb : yueOHOe ocodue
/ C. I1. Bopooses, C. H. Illupo6okora, P. K. Jlutesik. — HoBouepkacck : FOPI'TIY
(HIIN), 2022. — 216 ¢. — URL.: https://e.lanbook.com/book/292247 (nata
obpamenus: 18.03.2026). — TekcT : SIEKTPOHHBIH.

Omnnaiu

6.1.1.8

Kyxynus, /1. C. CereBast 6€301macHOCTb B CHCTEMaXx Iepesiady JaHHBIX : yueOHoe
nocobue / 1. C. Kykynun, A. A. bepeskun, A. B. bopozxo, P. B. Kupnaek. —
Canxr-TlerepOypr : CII6I'YT um. M.A. bonu-bpyesuua, 2025. — 89 ¢. — URL:
https://e.lanbook.com/book/508651 (aara obpamenwus: 18.03.2026). — TekcT :
3JIEKTPOHHBIN.

Ownnaiu

6.1.1.9

VYuebHo-mMeTouueckoe nocobue mo aucuuiuinie CereBasi 6€30MacHOCTD : y4eOHO-
MeToqudecKuii komiuiekc. — Mocksa : MTYCH, 2021. — 72 ¢c. — URL.:
https://e.lanbook.com/book/333782 (nara obparuenus: 18.03.2026). — Tekcr :
3JIEKTPOHHBIN.

Ounnaiu

6.1.1.10

3bipsiHOB, C. A. [IporpaMMHO-amapaTHbIe CPEICTBA 3aIUTHl HHPOPMALHUH :
yaebHoe mocooue / C. A. 3sipstHOB, M. A. KyBmunos, 1. A. Orsres, 1. B.
Hukpomkma. — HoBocubupcek : HI'TY, 2023. — 80 ¢. — URL:
https://e.lanbook.com/book/404549 (nata oopamenus: 18.03.2026). — TekcT :
3JIEKTPOHHBIN.

Ounnaia

6.1.1.11

Buzun, JI. Y. Buptyansssie yactHble cetr (VPN) : yueOHO-MeTomueckoe mocodue
K BBINOJIHEHHMIO Jlaboparopubix pabdot / 1. U. busun, O. H. KoBanenko. — Omck :
OMI'VIIC, 2019. — 37 c. — URL: https://e.lanbook.com/book/165629 (nata
obpamenus: 18.03.2026). — TeKcT : 37EKTPOHHBIH.

Ounnaiu

6.1.2 JlonoJHATEIbHAS JUTEPATYPA

Bubnmuorpadudeckoe onucanmne

Kom-Bo 3k3.
B OmOmmoreke/
OHJIAMH

6.1.2.1

I'punienko, 0. b. BeraucnutenbHbIE CHCTEMBI, CETH B TEIEKOMMYHUKAIINH |
yuebHoe nmocooue / 1O. b. I'punienko. — Mocksa : TYCVYP, 2015. — 134 ¢c. —
URL: https://e.lanbook.com/book/110295 (nara obpamenus: 18.03.2026). — Tekct
: DJIEKTPOHHBIN.

Ownnaig

6.1.2.2

YepesatoBa, T. ®. HopmartusHoe obecnieuenune B cepe HHPOPMaINOHHBIX
TEXHOJIOTHi U cucteM : yueOHoe nocodue s crio / T. @. UepeBaToBa. — 2-€ U3 1.,
crep. — Cankr-IletepOypr : Jlaub, 2024. — 84 ¢. — URL:

Ounnaiu




https://e.lanbook.com/book/398513 (mara o6pamenus: 18.03.2026). — Tekcer :
9JEKTPOHHBIIL.

Kykos, B. I'. adopmarmonHas 6€301macHOCTh OTKPBITBIX CUCTEM : yueOHOe
nocobue / B. IT'. XKyxos, H. IO. [Tapotekun, B. A. Mopo3zos, . A. JIyoxua. —

6.1.2.3 Kpacuosipck : Cubl'Y um. akagemnka M. @. Pemernéa, 2024. — 78 ¢. — URL: Omnnaitn
https://e.lanbook.com/book/479324 (nata obpamenus: 18.03.2026). — TekcT :
9JIEKTPOHHBI.
6.1.3 YueOHO-MeTOAUYECKHE PAa3PA0OTKH (B T. Y. VI CAMOCTOSATEIbHOI pa0doThl 00y4aIOIINXCH)
Kon-Bo 3Kk3.
bubnunorpadpuueckoe onucanue B Oubmnoreke/
OHJIANH
Hacenxun I[1.H. MeTtoanueckue yka3aHust O U3Y4EHHIO AUCIMIUINHBI
b1.B.JIB.06.01 UudopmannonHas 6€30MaCHOCTh OTKPHITHIX CHCTEM I10
HarpasieHuro noarorosku 10.03.01 MuapopmarrionHas 6e30MacHOCTb, IPOGHIIb:
6.1.3.1 Be3zomacHOCTh aBTOMaTH3UPOBAHHBIX CHCTEM (110 OTPACIIU WK B chepe Omnnaitn
npodeccuonansHoit nesrensHoctn) / I1.H. Hacenkun ; UpI'YIIC. — UpkyTck :
UpI'VIIC, 2025. — 13 c. - Teker: anexrponHsiid. - URL:
https://www.irgups.ru/eis/for_site/umkd_files/mu_69150 1480 2026 1 signed.pdf
6.2 Pecypchbl nH(pOPMAaNIMOHHO-TEJIeKOMMYHHKAINOHHOI ceTn « MHTEepHET»
6.2.1 DnexTpoHHO-O0ubMoTeuHas cucreMa «/3mgarenscTBo JlaHY, https://e.lanbook.com/
6.2.2 DIeKTPOHHO-OMOIMOTEHAs CIicTeMa «Y HUBEpCUTETCKast OMOInoTeka oHaiiny, https://biblioclub.ru/
6.3 IlporpammHoe o0ecneyenne 1 HHGOPMALMOHHbIE CIIPABOYHbIE CHCTEMBI
6.3.1 bazoBoe nporpamMmMHoe o0ecrieyeHue
6311 Microsoft Windows Professional 10, rocymapctBeHHblli KOHTpakT oT 20.07.2021 Ne
T 0334100010021000013-01
6.3.12 g/iicrosoft Office Russian 2010, rocyaapctBennsiid kKoHTpakT oT 20.07.2021 Ne 0334100010021000013 -
6313 FoxitReader, cBob0HO pacnpocTpaHseMoe mporpammuoe obecrnedenue http://free-software.com.ua/pdf-
o viewer/foxit-reader/
Adobe Acrobat Reader DC cBoOomHO pacmpocTpaHseMoe TIporpaMMHOe — oOecrieucHHe
6.3.14 . .
https://get.adobe.com/ru/reader/enterprise/
Sunekc. bpaysep. IlpuknagHoe mnporpamMmHoe ofOecrieueHne ooOmiero HasHaueHus, OducHble
6.3.1.5 MIPUJIOKCHUS, JTUIICH3HS — CBOOOIHO PacIpoCTpaHsIeMoe MporpaMMHOE obecrieueHue 1o JuieH3nu BSD
License
6.3.2 Cnenuaau3upoBaHHOE NPOrPaMMHoe odecnieyeHne
6.3.2.1 https://docs.python.org/3/license.html
6.3.2.2 Dev-C++, cBoOogHas HMHTETpHUpOBaHHas cpela  pa3pabOTKH  NPHIOKEHMH  JUIS  S3BIKOB
T nporpammupoBanust C/C++, https://code-live.ru/post/dev-cpp-free-cpp-ide-for-windows/
6.3.2.3 MatLab Classroom, R2015a, R2015b, koutpakt ot 09.07.2014 Ne 0334100010014000028-0000756-01.
MatLab Classroom, R2010a, R2010b, muuensus ot 16.03.2011 Ne 689810, T'K Ne
6.3.2.4 0334100010011000032-00000756-01. IIporp.cpeactBo 3ammtel or HCJ/ Secret Net4.0, kmueHT
o ceps.6e3or. Secret Net 4.0, cepsep 6ezonmacHoctr C Secret Net4.0, cucrema pasrp.nocryma Dallas Lock
7.0
6325 MathCAD _student 15.0 Academic_License, Customer Number 434692, xonrpakt ot 03.12.2012 Ne
T 0334100010012000148-0000756-01
6326 Python 3.9, CcB0OOOTHO pacrnpocTpaHseMoe MIPOrpaMMHOE obecrneyeHue
T https://docs.python.org/3/license.html
6.3.2.9 MatLab Classroom, R2010a, R2010b, muuensus ot 16.03.2011 Ne 689810, T'K Ne
T 0334100010011000032-00000756-01.
6.3.3 UndopmanuoHHbie CIPABOYHbIE CHCTEMbI
6.3.3.1 ‘ He npeagycMoTpeHbl
6.4 IIpaBoBBIC M HOPMATHBHBIE JOKYMEHTBI
6.4.1 ‘ He npenycmoTpenst

7 OMIUCAHUE MATEPUAJBHO-TEXHUYECKOM BA3bI,

HEOBXOJINMOM JIJIsSI OCYIIECTBJEHHNS YYEBHOI'O ITPOIIECCA

MO JUCHMILINHE

Kopnyca A, b, B, T, /I, E UpI'VIIC naxonstcs no aapecy r. Upkyrck, yia. UepHsimeBckoro, . 15;

1

kopmyc JI UpI' VIIC waxoautes — no aapecy r. UpkyTck, yiu. JlepmonTosa, a1.80

Yuebnas aymutopus J[-521 11 nmpoBeaeHNs JIEKIHOHHBIX M IPAKTUYECKUX 3aHATHI, 1a00paTOpHBIX pabdoT,
2 TPYIIIOBBIX U HHAUBUIYAIbHBIX KOHCYJIBTAIMHA, KypPCOBOTO MPOEKTHPOBAHMUS (BBITIOTHEHUS KYPCOBBIX

paboT), TEKyIIero KOHTPOJISI ¥ MPOMEKYTOUHOH arTtectanui. OCHOBHOE 000pya0BaHuE :
CHenHaTu3upOBaHHast MeOeTb, MyJIbTHMEINAIPOEKTOP, IKPaH, (HOYTOYK ITEpEHOCHOM)




Jlaboparopus [1-523 «MopgennpoBaHre U pa3pad0TKa MPOrpPaMMHBIX CUCTEM U 3aluTa
uHpopManun».«be3onacHOCTh MPOrpaMMHO-aIIAPATHRIX CPEICTB 3AIMUTH HHOOPMAIHI IS IPOBEACHUS
JICKI[MOHHBIX U MPAKTHYCCKUX 3aHITHH, Ta00PATOPHBIX pabOT, TPYIIOBBIX U HHIMBHYaTbHBIX

3 KOHCYJIbTaIlMi, KypCOBOTO IIPOSKTUPOBAHNUS (BBIIOIHEHHSI KyPCOBBIX paboT), TEKYIET0 KOHTPOJIS U

003-M3

NPOMEXyTOYHOI aTTectaruyu. OCHOBHOE 000pyIOBaHUE: ClIEHAIN3UPOBaHHas MeOeb,
MYJIbTUMEAHANPOEKTOP (IIEPEHOCHOIT), SKpaH (IEPEeHOCHOH ), KOMIBIOTEP M3MEPUTEIh IIYMOB M BUOpaIiK

YueOHas ayauropus JI-518 st mpoBeneHns JIEKIMOHHBIX U IPAKTHYECKUX 3aHSTHI, JJaOOpaTOpHBIX padoT,
TPYIIOBBIX U HHAWBUYaIbHBIX KOHCYJIBTAIMH, KyPCOBOTO MPOSKTUPOBAHUS (BBIIIOIHEHHS KYPCOBBIX
paboT), TeKyIIero KOHTPOJISA U MPOMEXYTOUHOH aTTecTaun OCHOBHOE 000pyJOBaHHE!
CrelMaIn3upoBaHHas MeOellb, MyJIbTUMEIHAIPOEKTOP, 3KpaH, (HOyTOYK MEepeHOCHOH)

ITomemeHus A1 cCaMOCTOSTEIBHOM PabOThI 00YUAIOIINXCS OCHAIICHBI KOMITBIOTEPHOM TEXHUKOM,
MOJIKJIFOUEHHOM K HH(OPMAIIMOHHO-TEICKOMMYHUKAIIMOHHOH ceTu «HTepHeT», U 00eCIeueHbI TOCTYIIOM B
3JIEKTPOHHYI0 HHPOPMAMOHHO-00pa3oBaTenbHyto cpeay Upl YIIC. [TomemeHus 111 caMOCTOSTEIBHOMN

5 pabOThI OOYUAIOIINXCS:

— YUTAIbHBIC 3aJIb;
— y4eOHbIe 3abl BEIUUCIUTENBHON Texaukn A-401, A-509, A-513, A-516, [1-501, 1-503, 1-505, J1-507;
— TIOMEIIEHHS U XPaHEeHUS B IPOPIIIAKTHIECKOTo 00CIy )KUBaHU yaeOHOTO 060opynoBarns — A-521

8§ METOANYECKHUE YKA3AHUSA 1A OBYYAIOIIUXCA

1O OCBOEHUMIO JTNCHUMITJIMHBI

Bun yue6HOM
LIEATEIILHOCTH

Opranuzanus yuaeOHOH NeITeIbHOCTH 00yJaromerocs

Jlekus

Jlexmust (ot matmHCKOTO «lection» — dYTeHWeE) — BHJ ayAHTOPHBIX YUEOHBIX 3aHATHH.
Jlexumsi: 3aKianpIBaeT OCHOBBI HAayYHBIX 3HAHWH B CHCTEMAaTH3UPOBAHHOM, MOCIEIOBATEIBHOM,
0000meHHON (opMe; pacKphIBA€T COCTOSHHE M TEPCIEKTHUBBI Pa3BUTUS COOTBETCTBYIOLICH
o0nacTn HayKW W TEXHHKH; KOHLEHTPHUPYET BHUMAHHE OOYdYarOIIMXCsl Ha HanOoJiee CIIOKHBIX,
Y3JIOBBIX BOIIPOCAX; CTUMYJIUPYET ITO3HABATEIbHYIO aKTHBHOCTH 00YJaIOIINXCSI.

Bo Bpems JEKIMOHHBIX 3aHATHH OOydYaroOmuiics IOJDKEH YMETh CKOHLEHTPHPOBATh
BHUMaHHE Ha HM3Yy4aeMbIX HpoOJieMaX M BKIIOYUTH B pabOTy BCe BUABI MaMsTH: CIIOBECHYIO,
00pa3Hyl0 U MOTOPHO-JBHUIaTeNnbHy0. [l 3TOro BeCch MaTepHall, U3JaracMblil IIpernoaaBaTelieM,
oOyuaronieMycss HEOOXOAUMO KOHCIEKTHpoBaTh. Ha moJAX KOHCIEKTa clefyeT I[oMedarh
BOIPOCHI, BBIACICHHbIE OOydalOIMMCSl Uil KOHCYJIbTAallMM C IpernojasareiieM. BBIBOJIbI,
NOJyYeHHBIE B BUE POPMYJI, PEKOMEH/IyeTCsl B KOHCIIEKTE TIOI4ePKUBATh UIIK 00BOJUTH PAMKOH,
4yToOBl JIydllle 3alOMHHANUCH. [lOJIE3HO COCTAaBUTh KpaTKUil CIPaBOYHMK, COZIEPIKaIlHi
OTIpeJieTICHUs] BaKHEHIINX MOHATHH Jeknnu. K KaXIoMy 3aHATHIO cieayeT pa3odpars MaTepral
npeablaymed sekuuu. M3ydas Martepuan 1o y4eOHHWKY WM KOHCIIEKTY JIEKIHMH, ciemyer
TIEPEXOUTH K CIIETYIOIIEMY BOIIPOCY TOJIBKO B TOM CIIydae, KOTJa XOpOIIO YCBOEH MPEIbL YN
BOIIpOC. P51t BONPOCOB TUCIUIIIMHBI MOXKET OBITh BBIHECEH Ha CaMOCTOsITEIbHOE H3yueHne. Takoe
3a7aHue TpeOyeT ONepaTHBHOIO BHIOJHEHUS. B KOHCIIeKTe JIeKIuif HEOOXOMMO OCTaBUTh MECTO
JUISL OCBEICHUS YIOMSHYTBIX BONpocoB. O003HAYMTH BONPOCHI, TEPMHUHBI, MaTepuall, KOTOPbIH
BBI3BIBAET TPYIHOCTH, IOMETUTD U MOIBITATHCS HANTH OTBET B peKOMEHAyeMol nurepatype. Eciu
CaMOCTOSITENIBHO HE yaaeTcs pa3o0paThes B MaTepHale, To He0OOX0AUMO ChopMyIHPOBATH BOIPOC
W 3a]1aTh MPENOoJIaBATEII0 HA KOHCYJIbTALUH, Ha IIPAKTUYECKOM 3aHSATHU

IIpaktuueckoe
3aHATHE

[MpakTHyeckoe 3aHATHE — BUJ ayJJUTOPHBIX y4eOHBIX 3aHITHI, IeJIeHaNpaBiIeHHas hopma
OpraHM3aly y4eOHOTo mpolecca, MU peaan3alii KOTOpOoi 00ydaromuecs 1Mo 3aaHU0 U 10JT
PYKOBOJCTBOM IIPENOJABaTelsl BBIIOJIHAIOT IpakThdeckue 3ajganus. Ilpaktuueckue 3anaHus
HaTpaBJIeHbl Ha YTIIyOJeHHE HAayYHO-TCOPETHUECKUX 3HAHWHA M OBJAJIEHHE OIpeJeIeHHBIMU
MeTOJaMH PaboTHI, B MPOIECCe KOTOPHIX BHIPAOATHIBAIOTCS YMEHHS M HABBIKH BBITIOJHEHUS TEX
WIA WHBIX Y49eOHBIX NeHcTBHUI B maHHOW cdepe Haykd. lIpakTuueckue 3aHATHS DPAa3BHUBAIOT
HAayYHOE MBIIUIEHHE W Peyb, MTO3BOJSIOT NMPOBEPHUTH 3HAHUS OOYYAIOIIMXCS, BBICTYIAIOT KaK
CpEICTBa ONEepaTHBHOIN 0OPaTHOM CBS3H; HETh MPAKTUUECKUX 3aHATUH — YIIyONIsATh, paCIIUPATS,
JICTATU3UPOBaTh 3HAHMS, IIOJydeHHBIE Ha JIEKIMH, B 000OIIEeHHOW (opMe M CcOJelCTBOBATh
BBIPabOTKE HaBBIKOB NMPO(ECCHOHAILHOM eI TEIEHOCTH.

Ha npaktudecknx 3aHATHSX MOJPOOHO paccMaTpHBAIOTCS OCHOBHBIE  BONPOCHI
JMCIUTUIMHBI, pa30MpatoTcs OCHOBHBIE THITHI 3a71a4. K Ka)koMy IpakTHYECKOMY 3aHSATHIO CIEIyeT
3apaHee CaMOCTOSTENILHO BBHINONHUTH JOMAIHEE 3aJaHie U BbIyYMTh JIEKIIMOHHBIH MaTepuan K
cnenyromei Teme. CucTreMaTudecKoe BBIMOIHEHNE JOMAITHNX 3aJaHnil 00s3aTENbHO U SIBIISETCA
BaXXHBIM (paKTOPOM, CIIOCOOCTBYIOIIMM YCIEITHOMY YCBOSHHIO JUCIIUILUIHHBI

JlabopartopHas
pabora

OcHOBHOH 8510530 na6opaT0pHHx pa60T SABJIACTCA TCOPETUYCCKOC 060CHOBaHI/IC, HarjsiaHoe
H/WIH OKCIICPUMEHTAJIbBHOC NOATBCPIKACHUC i0h70) 0’1 MIPOBEpKa CYHIECTBEHHBIX TCOPECTUUYCCKUX
IIOJIOKEHHI (BaKOHOB, BaKOHOMCpHOCTCfI) aHaJiu3 CYLECTBYIOIIUX METOAUK W MCETOAOB HX
peajim3anmu U T.A. OHHU 3aHHMAIOT MNPpCUMYIICCTBEHHOC MECTO IIpU HU3YUCHUU JUCIHUIIIAH




00s13aTeILHOM YacTH U 4acTH, GopMUpyeMOl ydacTHUKaMH 00pa30BaTeIbHBIX OTHOIICHHWH biioka
1.

Hcxons u3 1ienu, cofepanrueM 1ab0opaTOPHBIX pabOT MOTYT OBITh:

- OKCIICPUMCHTAJIbHAS MPOBEPKa (POPMYJI, METOJIUK PacyeTa;

- IPOBEJICHUE HATYPHBIX U3MEPEHHIA CBONCTB, pa00YHX TApaMETPOB, PSKUMOB PaOOTHI MPH
MOMOIIY 1a00PaTOPHOTO 000PYJOBAHUS /MU CTEHOB U MAKETOB;

- 03HAKOMJICHHE, aHAJIN3 ¥ TEOPETHUECKHE BRIKJIAAKH [0 YCTPOHCTBY, IPUHITUITY ACHCTBHS
1 criocobaM 00CTy)KMBaHUS allllapaToB, JeTajeld MaIliH, MEXaHU3MOB, IPOIIECCOB, IPOTEKAIOIMINX
B HUX TIPU 3TOM H T.1.;

- HarJsgHAsA rpaduveckas WHTepIpeTanus depTekeil, cxem, 0OBEeMHBIX OBEPXHOCTEH H
T.J1., BOCIPOHM3BOJUMBIX C IOMOIIBIO CHEIHATH3UPOBAHHOTO IPOTPAMMHOTO 0OECIICUCHHS;

- IMHTAIlMOHHOE MOCIHPOBAHHE MPOILECCOB, MPOTEKAOMNX B CIOXHBIX XHUMHUYECKHX,
(U3NYECKUX, MEXaHHUYCCKHUX, FJICKTPUUCCKUX U MpP. 00BEKTAX;

- HaDSOHOE NPEACTaBICHHME O paboTe MepcoHalla KOHKPETHOH OpraHu3aliyd WIH
nonpaznenenuss OAO «PXK/I» mocpencTBOM MOJICIMPOBAHUS MITATHBIX M BHEIITATHBIX CUTYAI[HHA
B BUPTYaJbHBIX CHCIUATH3UPOBAHHBIX APM (aBTOMATH3MPOBAHHBIX PAOOYUX MECT);

- YCTaHOBJICHUE W MOJTBEPXKICHUEC 3aKOHOMEPHOCTEH (MyTeM CpaBHCHHUS MPOBEICHHOTO
9KCICPUMCHTA M PACCUYMTAHHBIX 3HAYCHUH) U T.11.;

- O03HAKOMJICHHE C METOIUKAMH IPOBEACHUS SKCIEPUMEHTOB, HATJSIIHBIM YCTPOWCTBOM
CTCHJ-MaKeTOB U TIp.;

- YCTaHOBJICHHE CBOWCTB BEIIECTB, X KAUECTBCHHBIX M KOJTHMYCCTBEHHBIX XapaKTEPUCTHK;

- aHANH3 Pa3IMIHBIX XapaKTEPUCTHK MPOIECCOB, B TOM YHUCIE MPOU3BOJACTBEHHBIX U MHBIX
TIPOIIECCOB;

- pacueT napaMeTpoB pPa3JIMYHBIX SIBJICHUH U ImpoueccoB, CMOACINPOBATE KOTOPLIC HE
BO3MO’KHO B PEaJIbHBIX YCIOBUAX (HapUMep, Ype3BbIUaifHbIe CUTYAIUH U TIp.);

- HaOJIOZICHUE PA3BUTHS SIBJICHUM, POIICCCOB | JIP.

JlomyckaeTcst HHOE COJICpKaHUE JIAOOPaTOPHBIX paboT, eciau 3T0 OymeT CIOCOOCTBOBATH
peanu3alyy 1esiei 1 3a1a4 TUCIUIUIMHBL 1 POPMHUPOBAHHIO COOTBETCTBYIOIIUX KOMITCTCHIIUH.

[To xapakTepy BBIIOJIHAEMBIX Ja00PaTOPHBIX PAOOT BO3MOXKHBI:

- O3HAKOMHTEIBHBIE PAa0OTBI, HCIONB3YeMbIE IS  3aKPEIUICHUS  H3YYCHHOTO
TEOPETHUYECKOTO MaTEPHAIIEI;

- aHaJUTHIEeCKHEe paboThI, HCIIONB3yeMbIe IS TIOTYICHUS HOBOH MH(QOPMAIIMH Ha OCHOBE
(hopMaTM30BaHHBIX METOJIOB;

- TBOpUYECKHUE PaOOTHI, OpPUSHTUPOBAHHEIC HA CAMOCTOSTEIHHBIN BEIOOP IMOIXOI0B PEIICHHS
3amad.

[pexae, 4em NOPUCTYNUTh K J1a0OPATOPHBIM 3aHATHSAM, OOYYalOUIMMCS HEOOXOAMMO
MIOBTOPUTH TEOPETHUECKUN MaTepHal mo Teme pabothl. Kaxknas nmaboparopHas pabota ocHaileHa
MCTOANYCCKUMHU YKa3aHUSIMHU, pa3pa6OTaHHI)IMI/I npenoagaBaTeJisiMu, BEAYITUMHA JUCHUIITINHY

CamocrosiTenbHast
pabota

OOyvyenne no pucuumianHe «MH(DOpMalMoHHAs O€30MaCHOCTh OTKPBITBIX CHCTEM)
TIPeAyCMaTpHBAET aKTUBHYIO CaMOCTOSITENIbHYIO paboTy oOydaromerocs. B paszpene 4 paboueit
IIpOrpaMMBbl, KOTOpHIH Ha3bBaeTcs «CTpyKTypa M COAEp)KaHHE TUCHUIUIMHBI», BCE YaChI
CaMOCTOSTENIbHOM PaboThl paclucaHbl 10 TEMaM M BONpOCaM, a TaKXKe ykazaHa HeoOXxoaumas
yueOHas TuTeparypa: o0ydJaroluics u3ydaeT y4eOHbli MaTepual, pa3oupaeT NpUMephl U pelaer
pa3HOYPOBHEBbIE 33Ja4l B paMKaX BBIOJHEHUS Kak OONIMX JOMAIlHUX 3aJaHuil, Tak U
WHIUBHIYaIBHBIX JoMalnrHuX 3aaanuii (M/13) u ipyrux BuIOB paboT, MPeJyCMOTPEHHBIX paboueii
MIPOrpaMMOil AUCHUIUIMHBL. [IpH BBIMOTHEHMH JOMAIIHUX 3aJaHUM 0O0ydarolmieMycsl ClleayeT
oOpaTuThCsl K 3ajadaM, PEUICHHBIM Ha MPEIbIIYIINX INPAKTHYECKUX 3aHATHAX, DPEIICHHBIM
JoMalntHuM paboTaM, a TakKe K IpUMepaMm, NPHBOJUMBIM JiekTopoM. Ecimm asroro Oyner
HEJIOCTaTOYHO JUISl BBIOJHEHHWS Bce pabOTBl MOKHO JOMOJHHUTENHFHO BOCIIOJIB30BATHCS
y4eOHBIMH TIOCOOMSMH, NTPUBEAEHHBIMU B pa3zene 6.1 «YuebHas auteparypa». Ecin, HecMoTps
Ha M3Y4YCHHBIH MaTepHaj, 3aJaHHe BBINOJIHWUTH HE YHAeTCs, TO B 00SA3aTEIbHOM HOpSIKE
HEOOXOAMMO MOCETUTh KOHCYJIBTALUIO MPETIojaBaTessl, BEAYIIEro MPakTUIeCKHe 3aHsATHS, 1/ HIH
KOHCYJBTAIIHIO JIEKTOPA.

JomamHue 3anaHds, WHIUBUAYaJbHbIE JOMAIIHME 3aJaHusi W Jpyrue pa60TLI,
MIPEeIyCMOTPEHHBIE paboUel mporpaMMon JUCIUIUINHBI JOJDKHBI OBITH BBITTIOJIHEHB! 00y4JaroIInMCs
B YCTaHOBJICHHBIE IIPETIOAaBATENIEeM CPOKHM B COOTBETCTBHU C TPEOOBaHMAMH K O(QOPMIICHHIO
TEKCTOBOH M TpaduuecKkoi JOKyMeHTanuu, copmynupoBanHbM B [Tonoxennn «TpeboBaHus K
0 OpMIICHHIO TEKCTOBOHU M rpaduueckoil JokyMeHTanuu. HopMOKOHTpOIIb»

KomMreke yq4eOHO-METOANUECKUX MAaTepHAIOB TI0 BCEM BUIAM YY€OHOU JEeSATEILHOCTH, MPEILyCMOTPEHHBIM padoueit
MIPOTPaMMO¥ AUCIMITIIMHEI (MOIYJIS), pa3MeIleH B NIEKTPOHHOW HH(POPMAIIMOHHO -00pazoBaTensHoi cpeae Upl VIIC,
JIOCTYITHOU 00ydaromemMycs 4epe3 ero JUIHbIN KaOuHeT




IIpuio:xxkenne Ne 1 k paboueid nporpamme

POH/I OHEHOYHBLIX CPEJICTB

JJIS1 IPOBe/IeHN sl TEKYIEro KOHTPOJIsl YCIIeBAeMOCTH
U IPOMEKYTOYHOM aTTecTAlluN



1. O01mme moJ10KeHus

®onx  oueHouyHslx cpeActB  (POC) sBaseTcss COCTaBHOM YacThl0 HOPMATHUBHO-
METOJUYECKOr0  OOEeCreueHusi CHUCTEeMbl OLEHKM KadyecTBa OCBOCHHS  OOy4YarolUMUCS
00pa30BaTebHOI POrpaMMBl.

@OHJI OLIGHOYHBIX CPEJICTB IMpeJHa3HayeH JJs UCIHOJb30BaHUS OOydYarolUMHUcs,
npenogaBarensamu, anmuuuctpanuein Hpl'VIIC, a Takke CTOPOHHUMH 00pa3oBaTeIbHBIMU
OpraHM3alUsIMHU JJIsl OLIEHWBAaHUS KauyecTBa OCBOCHHUS 00pa30BaTeIbHOW MPOrpaMMbl U YpPOBHS
c(OPMHPOBAHHOCTH KOMITETCHIIUN Y 00yYarOIUXCS.

3amauamu POC aBnAr0oTCA:

— OLICHKA TOCTHIKEHHUH 00YJArOIIMXCs B TIPOIECCE U3YUCHHSI TUCIUTUIHHEI;

— obecrieyeHre COOTBETCTBUS pe3ybTaToB 00ydeHus 3a7auaM Oynyiei npohecCuoHaIbHON
JIeATETLHOCTH Yepe3 COBEPILCHCTBOBAHUE TPATUIIMOHHBIX U BHEAPEHHE WHHOBAIIMOHHBIX METO/IOB
oOydeHus B 00pa3oBaTeNIbHBIIN Mpo1ece;

— CaMOIIOATOTOBKA M CAMOKOHTPOJIb 00YYAIOIINXCS B IIpoLiecce 00yueHHsl.

@DOH/JI OIICHOYHBIX CPEACTB COPMUPOBAH HA OCHOBE KIFOUEBBIX MPHUHIIMIIOB OIICHUBAHUS:
BaJIMIHOCTh, HaJIS)KHOCTh, 00bEKTHBHOCTD, 3(PPEKTUBHOCTD.

Jns oueHku YpoBHA CPOPMHUPOBAHHOCTH KOMIIETEHIMI HCIOIB3YyeTCsl TPEeXypOBHEBAs
CUCTEMA:

— MHUHHUMAJbHBI ypOBEHb OCBOCHHS, O0Os3aTeNbHBIM Ui BCeX OOYyYalOIIUXCS IO
3aBEpUICHUI0 OCBOEHHMS 00pa3oBaTelIbHONM IpOrpamMmbl; JaeT oOllee IpeACTaBICHUE O BHJE
JESITEIbHOCTH, OCHOBHBIX 3aKOHOMEPHOCTSX (YHKIIMOHUPOBAHUS OOBEKTOB MPOGeCCHOHATBHON
JeATEeTIbHOCTH, METOJIOB ¥ QJITOPUTMOB PEIICHUS TPAKTUYECKUX 3a]1a4;

— 0a30BBIi  ypOBEHb OCBOCHHS, TMPEBBIIIEHHE MHUHUMAIbHBIX  XapaKTEPUCTHUK
c(hOpMUPOBAHHOCTH  KOMIETEHIIMWA; TO3BOJISIET  peliaTh TUIOBBIE  3a/Jaud, [PUHUMATH
npodeccuoHaNbHbIE W YIPABICHYECKUE PEIICHHs [0 W3BECTHBIM arOpUTMaM, MpaBWIaM U
METOMKAM;

— BBICOKUH YpOBEHb OCBOCHHS, MAKCHMAaJIbHO BO3MOXKHAs! BBIPAXKEHHOCTh XapaKTEPUCTUK
KOMIIETEHIIMI; IpeAnoIaraeT roTOBHOCTh pelaTh NPaKTUYECKHUE 3aa4l MOBBIIIEHHOM CII0AKHOCTH,
HETHUIIOBBIE 3a/lau, MPUHUMATh NMPOGECCHOHATBHBIE M YIPABICHUYECKUE PEIICHUS B YCIOBHSIX
HEIMOJIHOW  ONpPENENeHHOCTH, TMPU  HEJOCTATOYHOM  JIOKYMEHTaJbHOM, HOPMAaTUBHOM H
METOIUYECKOM 00€CTICYEHHH.



2. llepeyeHb KOMMNETEHIUI, B ()OPMHUPOBAHUM KOTOPBIX Y4aCTBYET
AUCUMILIAHA.
IIporpaMMa KOHTPOJIbHO-OLEHOYHBIX MEPONIPUATHIMA.
IToxka3zaresin OEHUBAHUSA KOMIECTCHIUA, KPUTEPUH OLCHKHU

HucnummmHa «MHbopManonHas 0€301acHOCTh OTKPBITBIX CHCTEM» ydYacTBYEeT B
(bopMHpPOBaHUN KOMITETEHIIUHA:

IIK-2. CmocobeH HCIoab30BaTh METOAbI O0ECTeUeHHs] pabOTOCIIOCOOHOCTH CHUCTEM
3alUThl HH(pOpMAIUU
IIporpaMmma KOHTPOJIbHO-OLEHOYHBIX MEPONPUATHI o4yHas ¢opma 00yueHus1

HaumeHoBaHue Kon
KOHTPOJILHO- UHJMKATOpa
P OOBEKT KOHTPOJIA A P
OLIEHOYHOTO JOCTHKEHHA
MEDPOIPHUSITHS KOMITCTEHIAN

HanmeHoBaHHE OLICHOYHOTO
cpenctsa (popma
TIpOBeACHUSI*)

Ne

8 cemecTp

1.0 Pasnes 1. OcHOBHBIE 3J1eMEHThI TEXHOJIOTMH OTKPBIThIX HHPOPMALMOHHBIX CHCTEM

Tema 1. OcHOBHBIE JIEMEHTEI
TEXHOJIOTHH OTKPBITBIX
WHPOPMALMOHHBIX CHCTEM.
CoBMECTUMOCTH OTKPBITBIX
cucreM. [lepeHocumMocTh 1

11 Texymumii CIIOCOOHOCTH K B3aNMMOIENCTBHIO.

' KOHTPOJIb BazoBas Mozenb HHPOPMAIIMOHHOM
cuctembl. Pacmmpenue 6a30Boii
Moienu HH(OPMAITHOHHON
CUCTEMBI JJIs1 B3aUMOJIEHCTBYIOIIUX
cucteM. OCHOBHEIE MOJIETH
OTKPBITBHIX CHCTEM.

IK-2.1 CobecenoBanne (yCTHO)

Tewma 2. MHTpaHeT KaKk OTKpbITas
cucrema. CTpykTypa HHTpaHeTa.
OTanoHHas MOJEh UHTPAHeTa.
Texymuit Dransl co371aHusI HHTpaHeTa. Bupl
KOHTPOJIb uHTpanera. CTaHAAPTHI HHTPAHEeTA.
WnTpaneT kak 4acTh cpebl
OTKPBITBIX cUCTEM. VIHTpaHeT u
sKkcTpaHer . [TopTan u MHTpaHeT.

1.2 IK-2.1 CobecenoBanue (yCTHO)

JlaboparopHnas pabota
(MCHEMEHHO/YCTHO)
IK-2.1 B pamkax TTIT**:
JlaboparopHas paboTa
(TTHCBEMEHHO/YCTHO)

Jlaboparopnas pabota Ne 1.
Texymuii HccnenoBanue HOpMaTUBHO-
KOHTpPOJIb IIpaBOBOH 0a3bl HHPOPMALMOHHOM
0€3011acCHOCTH MPEITPHUSATHSL.

13

2.0 Pa3nen 2. YA3BUMOCTH OTKPBITBIX CUCTEM. ATaku Ha OTKPBITBIC CUCTEMbI

Tema 3. YSI3BUMOCTb OTKPBITBIX
cucteM. OCHOBHBIE TIOHATHS.
YTpo36I OTKPHITEIX CHCTEM (B TOM
YHcJie UHTpaHeTa) U IPUYHUHBI UX
Texymuii peanuzanuu. Y si3BUMOCTH
KOHTPOJIb apXHUTEKTYpBl KIIHEHT-CEpBEP:
YSI3BUMOCTH OTIEPAIIMOHHBIX
CHCTEM; YS3BUMOCTb CEPBEPOB;
YSI3BUMOCTb Pa0OYMX CTAHIIMH;
ySI3BUMOCTb KaHAaJOB CBSI3H.

2.1 IK-2.1 CobecenoBanue (yCTHO)

Tema 4. YSA3BUMOCTBH OTKPBITBIX
29 Texymuii cuctem. C1aboCTH CHCTEMHBIX
KOHTPOJIb YTHIIUT, KOMaH] U CETEBbIX
CEPBHCOB.

IK-2.1 CobecenoBanue (yCTHO)

Tema 5. Kimaccuueckue u
COBPEMEHHBIE METO/IbI,

23 Texymuii HCIO0JI3YEMbIE HAITAIAOIINAM JIJISI
KOHTPOJIb TIPOHUKHOBEHUS B OTKPHITHIE
cuctembl. 1. IlepexBar JaHHBIX U
00HapyKEHHE TMPOCTYIIHBAIOIIIX

IK-2.1 CobecenoBanue (yCTHO)




MIPUIIOKEHUH. 2. MOHUTOPHUHT B
rpaduyeckux uHTEpdeicax. 3.
IToamena cucTeMHbIX YTUIUT. 4.
ATaku ¢ UCTIOJIb30BAaHUEM CETEBBIX
MPOTOKO0JIOB.(358)

24

Texymmii
KOHTPOJIb

Tema 6. Cnabocti COBpeMEHHBIX
TEXHOJIOTHI IPOrPaMMHUPOBaHHUS.
OwmnbKu B MPOrpaMMHOM
obecnieyeHnu. CeTeBble BUPYCHI.

[K-2.1

CobecenoBanue (YCTHO)

2.5

Texymmii
KOHTPOJIb

JlabopartopHas padota Ne 2.
[IpumMeps! mOMMTHK 0€30TTacHOCTH.
ITonuTtrka UCTIONIB30BAHUS
pecypcoB unTpasera. [lonutuka B
oTHolIeHuH napoiied. [lonuruka
udpoBaHus. AHTHBHPYCHAs
nonutuka. [lonmutuka oueHku
puckoB. [lomuTuka ayaura.
Ilonurtuka 11t IpOrpaMMHBIX
MapupyTu3atopos. [lomutuka
YAQJIEHHOr0 IOCTyNa.

[K-2.1

JlaboparopHas padoTa
(TTMCHEMEHHO/YCTHO)

B pamkax TTIT**:
JlaboparopHnas paboTa
(TTMCHEMEHHO/YCTHO)

2.6

Texymumii
KOHTPOJIb

Jlaboparopnas pabota Ne 3.
[Tpumeps! monUTHK OE30MaCHOCTH.
TlonuTHKa MOAKIIOYEHHUS
MOIpa3IeIeHUi K HHTPaHEeTy.
[Nomutuka nist KOHQUICHINAIEHON
oesomacHoctH. [Tonmuruka st Be6-
cepsepa. [lonuTHka mepecbuIKn
3JIEKTpOHHOU NouThl. [TonuTHka
TIO/IKJIFOUEHUST HOBBIX YCTPOICTB B
HWHTpPAHET.

[K-2.1

JlaboparopHas paboTa
(TTMCBEMEHHO/YCTHO)

B pamxax TTIT**:
JlaboparopHas paboTa
(TTMCBEMEHHO/YCTHO)

3.0

Pasnea 3. O0ecneyenne nHGOPMALMOHHOI 0€30MIACHOCTH B OTKPBITHIX

CHCTEeMaXx

3.1

Texymumii
KOHTPOJIb

Tema 7. YeTslpexypoBHEBas
MOJIETb OTKPBITON CUCTEMBI.
Cneumnduka 3aIuTEl pecypcoB
OTKPBITBIX CUCTEM Ha IIPUMEpE
uHTpaHeTa. Brr6op ceteBoit
TOTOJIOTUU UHTPAHETA IpU
MOJKIIOYEHUH K JPYTUM BHEITHUM
ceTaM. duznyeckas U3OIALH.
M3onauus npoTOKOIOB.
BrineneHHbIe KaHATIB U
MapuIpyTu3aTopsl. [IpuHITUITEL
CO3JIaHMSI 3ALUIIEHHBIX CPEACTB
CBSI3H OOBEKTOB B OTKPBITHIX
cucTeMax.

[K-2.1

CobecenoBanue (yCTHO)

3.2

Texymuit
KOHTPOJIb

Tema 8. MexceTeBbIe SKpaHHI.
DYHKIHUUA MEKCETEBBIX IKPAHOB.
PykoBoasmuil 1oKymMeHT
T'octexxomuccun Poccun mo
MEXKCETeBBIM 3KkpaHaM. [Ipodrmn
3aIIUTHI JJIsI MEXKCETEBBIX SKPAHOB.
Turbl MEXCETEBBIX SKPAHOB.
OCHOBHEIE KOMITOHEHTEI
MEKCETEBOr0 dKpaHa.

[K-2.1

CobecenoBanue (yCTHO)

3.3

Texymumii
KOHTPOJIb

Tema 9. CpenctBa obecnieueHus
nH(pOpManMOHHOH 6e30MacHOCTH B
OTKpBITHIX cuctemax. Co3anne
KOMIUIEKCHOH CHCTEMBI
obecrnieyeHns1 6€30MaCHOCTH
OTKPBITHIX CUCTEM. YIIpaBJICHHE
0€3011aCHOCTH OTKPBITHIX CHCTEM.
Pexomenmanmu o obecriedeHuIo
nHPOPMAMOHHON 6€30MIaCHOCTH
OTKPBITBIX CUCTEM.

[K-2.1

CobecenoBanue (yCTHO)




Tema 10. CepBrchl 6€30MTaCHOCTH
. naeHTHUKaLUs/ayTeHTH UKL
Texymumii (uneHTHuKaLUs/ayTeHTHUKAILMS,
3.4 KOHIPOID pasrpaHUYeHHe A0CTYIa, [K-2.1 CobecenoBanue (YCTHO)
P 9KpaHUPOBaHUE, MU(PPOBAHUE,
yIpaBJIeHUE U Jp.).

Tema 11. BupryanbsHeie
BBIYHCIIUTENHBIE CETH.
OmnpeneneHue BUPTYaIbHBIX
YaCTHBIX BHIYUCIUTENILHBIX CETEH.
Ienu u 3anadn noctpoenus BUBC.
Texymumii Cneunduka nocrpoenns BUBC.
KOHTPOJIb Tynnenuposanrne B BUBC. Cxema
BUBC. Ilonutnkn 6e30macHOCTH
st BUBC. CrannaptHeie
mpoTokousl moctpoerns BUBC.
[Ipob6nems! 1 ySI3BUMOCTH
coBpemeHHbIX BUBC.

3.5 [K-2.1 CobGecenoBanue (YCTHO)

Tema 12. CranmapTHBIE IPOTOKOIIBI
Tervimii noctpoerans BUBC. Bugst BUBC B
3.6 yi 3aBHCHUMOCTH OT pPeIIacMbIX 3a1a4. [K-2.1 CobecenoBanne (yCTHO)

KOHTPOJITb
p Tononorun BUBC. Buptyanbshsie
JIOKJIbHBIC BEIYUCIUTEIILHbIC CETH.

JlabopartopHas pabota Ne 4. JlaboparopHas paboTa
Texvimii CxeMbl MOJIKITIOYCHNUS] MEKCETEBBIX (TMCBMEHHO/YCTHO)
3.7 i 9KpaHoB. C1aboCTH MEKCETEBBIX [K-2.1 B pamxax TTIT**:
KOHTPOITb o
9KpaHoB. Br1bop peanmsanmit JlaboparopHas paboTa
ME)KCETEBBIX DKPAHOB. (TMCHMEHHO/YCTHO)
JlaboparopHas pabota Ne 5. JlabopatopHas paboTa
Tervimii HccaenoBaHue MOTOYHBIX U (TTMCBEMEHHO/YCTHO)
3.8 yi OJIOYHBIX AITOPUTMOB [K-2.1 B pamxax TTIT**:
KOHTPOJITb
mmdposanus. Mcnonp3oBaHne JlaboparopHas paboTa
X311-() YHKITHH. (TTCBEMEHHO/YCTHO)
3auer (cobecenoBaHue)
IIpomexyTounas 3a4er - TECTUPOBAHUE
P yT Bce paznensr T1IK-2.1 P
aTTecTanys (KOMIIBIOTEpHBIE

TEXHOJIOTHH)

*®opMa MpoBeIeHUsT KOHTPOJIBbHO-OIEHOYHOTO MEPOIPHITHS: YCTHO, MUCEMEHHO, KOMITBIOTEPHBIE
TEXHOJIOTHH.
**1I1 — mpakTHYecKas MOATOTOBKA
Onucanue noka3sarejieil 1 KpUTEPUEB OIEHMBAHUSI KOMIETEHIIHIA.
Onucanue MKAaJ OLeHUBAHNUS

KoHTponb KkauecTBa OCBOGHHS JUCHMIUIMHBI BKIIOYaeT B ce0sd TEKYUIMH KOHTPOJIb
yCIIEBAEMOCTH M IMPOMEXKYTOUHYIO aTTecTaluio. TeKymMil KOHTpOJb YCHEBAEMOCTH U
IPOMEXYTOUHasl aTTecTalys OOy4yaroIMXCs MPOBOIATCA B LEISIX YCTAHOBJICHHMS COOTBETCTBHUS
JOCTHXKEHUIN 0oO0yJaromuxcs MO3TalmHbIM TpeOoBaHUSAM 00pa3oBaTeNbHON MporpamMmbl K
pe3yibTaTtaM 00ydeHus: 1 GOpMUPOBAHHS KOMIETEHIIUH.

Tekylmuii KOHTPOJb YCIIEBAEMOCTH — OCHOBHOM BHJl CUCTEMATHYECKOM MPOBEPKH 3HAHUU,
YMEHUH, HAaBBHIKOB OOyYaromIMXcs. 3ajadya TEKYIIEro KOHTPOJS — ONEpaTHBHOE U DPETrYIsIpHOE
yrpaBieHHe y4eOHOM NesTeIbHOCThIO 00yUaroINXCcs Ha OCHOBE 00paTHOM CBSI3U U KOPPEKTUPOBKH.
Pe3ynbTarhl OLIEHNBAaHUS YUUTHIBAIOTCS B BUJIE CPEHEN OLIEHKH NIPU IPOBEACHUH TPOMEKYTOUHON
aTTeCTallUU.

Jl1st O1leHUBaHUS Pe3yIbTaTOB 00YyUSHHSI UCTIONb3YETCs YeThIpeX0allIbHas IIKaja: «OTIUYHOY,
«XOpOILIO», «YIOBIETBOPUTEIHHOY», «HEYTOBIETBOPUTEILHO» U JBYXOa/UIbHAS IIKAJA: «3aU4TEHOY,
«HE 3aUTEHOY.

[lepeueHb OLIEHOYHBIX CPEICTB, MCIOJb3YEMbIX JUISl OLEHUBAHUS KOMIIETEHIMH, a TaKkKe
KpaTKasi XapaKTepUCTHKa STHUX CPEICTB MPUBEACHBI B TAOJIHIIE.

Texymuii KOHTPOJIb



Hanmenosanue
OLICHOYHOI'O Cpe/ICTBa

Kpatkas xapakTepucTHKa OLIEHOYHOI'O CPECTBA

IIpencraBnenue
OLICHOYHOT'O
cpenctea B ®OC

1 | CobecenoBanue

CpencTtBo  KOHTpOJAS ~ Ha  NPAKTHYECKOM  3aHITHUH,
OpPTraHM30BAHHOE KaK CIEIHabHas Occema MpernogaBaTels
oOyJarompMcs Ha TEMbI, CBS3aHHBIE C  HM3Yy4acMOH
JHUCIUIUIMHOMN, M PAaCCYNTAaHHOE Ha BBISICHEHHE 00beMa 3HaHUI

Bormpocs! mis
cobecenoBanus 10

00yJaroIierocs Mo onpeaeIeHHOMY pa3aeiy, TeMe, mpobiieMe | TeMam/paszenam
U T.IL JACITUTTTHHBI
MoxeT ObITh  HCHOJB30BAHO  JUISi  OLEHKH  3HAHUHN

o0yJaronuxcs

2 | JlaboparopHas pabora

CpencTBo, MO3BOJSIONICE OICHUTh YMEHHE OOYYaroIIerocs
MUCBMEHHO/YCTHO W3JIaraTh CyTh IIOCTABJICHHOW 3a/ayH,
CaMOCTOSTEIIFHO MPUMEHATh CTAHIAAPTHBIC METOMBI PEIICHUS
IIOCTABJIEHHOW 3aJadyd C HCIOJL30BAHUEM HMEIOIIENCs
nmabopaTopHOil  0a3bl, MNPOBOJUTH AaHAIHM3 MOJYYCHHOTO
pe3yabTata paboThI.

MooxeT ObITh HCIOJIB30BAHO /ISl OLCHKUA YMEHHIA, HABBIKOB H
(vmH) oTIbITa IEATETFHOCTH 00YJaIOIINXCS

Oo6pa3ser| 3ajaHus
JUTSL BBITIOJTHEHUS
n1a00paTOPHOIA
paboTHI 1
IIPUMEPHBIN
nepeyeHb
BOIIPOCOB TSI €€
3aIIUTHI

IIpomMexxyTouHas arrecrauus

IIpencraBnenue
Haumenosanue
Ne Kpatkas xapakTepuCTHKa OLIEHOYHOI'O CPEICTBA OIIEHOYHOTO
OIIEHOYHOT'O CPeACTBa
cpenctea B ©OC
[lepeuenn
CpezncTBo, MO3BOJIAIONIEE OLICHUTh 3HAHMS, YMEHHSI, HAaBHIKOB
TEOPETHYECKUX
1 (WJIH) OTBITA AEATETHHOCTH 00YJaOMIErocs N0 TUCIUILIIHHE.
1 | 3auer N . | BOIIPOCOB U
Mosxet 6I)ITI> HCIIOJIB30BaHO [JI1 OUCHKW 3HaHWH, YMCHUHU,
MPAKTUYECKUX

HaBBIKOB U (MJIM) ONBITA AESTEIbHOCTH 00Y4aIOIINXCS

3a/laHul K 3a4eTy

Tect — mpoMexyTOUHAs
2 | arrectanus B popme
3a4era

CucteMa  aBTOMaTH3UPOBAaHHOTO  KOHTPOJS  OCBOCHHS
KOMICTEHIINHA (YacTH KOMIICTCHIMK) OOyJaroImuMcs TIo
TUCHUTUIAHE (MOIYIIO) C MCIOJIH30BAaHUEM WH(POPMALMOHHO-
KOMMYHHUKAITUOHHBIX TEXHOJIOTHA.

MoxeT ObITh HCHOJB30BAHO I OLCHKH 3HAHWH, YMCHUH,
HABBIKOB M (MJIH) OTIBITA AEATEIBHOCTH 00YJarONTIXCS

®doHg TeCTOBBIX
3aJlaHuK

KpnTeplm H IIKAJbI OEHUBAHNA KOMIIETEHIIMH B pe3yiabTaTe H3y4YCeHUs TUCHUITIINHBI

NPH NPOBeIeHNH MPOMeKYTOYHOI aTTecTannu B (popme 3avera. lllkana onennBanust ypoBHs

OCBOCHHUSA KOMIIeTEeHIHI

IIIkana oneHUBaHUS

Kpurepun onennBanus

YpoBeHb
OCBOCHHUS
KOMIETEHITHA

«Ba4YTCHO»

OOyyaromuiicsi MPaBUIBHO OTBETHJ HA TEOPETHYCCKHUE
Borpockl. [loka3an OTJIMYHbIC 3HAHUSI B paMKax y4eGHOTOo
marepuaia. [IpaBuiibHO BBIMTOIHUI MPAKTHUECKHUE 33 JaHUSL.
[Mokazanm OTIWYHBIE YMEHHWS U BIaJCHUS HaBBIKAMU
MPUMEHEHUS ITOJTyYCHHBIX 3HAHUU M YMEHHIA IPU PEIICHUA
3a/71a4 B pamKkax ydeOHoro marepuana. OTBEeTHI Ha BCe
JOIIOJTHUTECIIbHBIC BOIIPOCHI

Bricokmii

OOGyyaroniuiicst ¢ HeOONMBIIMMU HETOYHOCTSIMH OTBETHIT HA
TEOPETHYECKHE BOMPOCHL. IloKa3aa XOpoIlnWe 3HAHHS B
pamkax  ydeObHoro wmatepuaima. C  HeOONBIITUMHU
HETOYHOCTSIMH  BBIMTOJIHMJI ~ MPAKTAYECKUE  3aTaHMs.
[Mokazam xopomme YyMEHHS W BIAQJCHUS HaBBIKAMU
MPUMEHEHUS ITOJTyYCHHBIX 3HAHUN W YMEHHH MPH PEIICHUN
3aJad B paMKax ydeOHoro wmarepuana. OTBeTwsn Ha
OOJIBITMHCTBO JIOMOJHUTEIBHBIX BOITPOCOB

bazoBrrit

O6yqa}0m1/n‘/ic;1 C CyHI€CTBEHHBIMU HETOYHOCTAMU OTBETUIT
Ha TCOPETUYCCKHUEC BOIIPOCHI. Ilokazan
YAOBJICTBOPUTCIIbHBIC  3HAHUSA B  paMKax yqe6H0r0
Martepuaja. C CYIECTBEHHBIMHU HETOYHOCTAMMU BBITTOJIHUII

MuHuManLHBIN




mpakTudeckue 3agaHus. [lokasan yaOBIETBOPUTENLHBIE
YMEHHUS U BJIAJICHUS] HaBbIKAMM IMPUMEHEHUS MOJyYCHHBIX
3HAHWHA U YMEHHH MPY PEIICHUH 3a71a4 B paMKax y4eOHOTO
Matepuana. JlonycTua MHOTO HETOYHOCTEHN MPU OTBETE HA
JTOTIOJTHUTEHHBIE BOIPOCH

«HE 3a4TCHO»

OO0yJaroniuiicsi IpA OTBETE HAa TEOPETHUYECKHIE BOIIPOCH U
pu BBINIOJTHEHUH MPaKTHYECKUX 3a7aHuH
MIPOJEMOHCTPUPOBAJI HEJOCTATOUHBIM YPOBEHb 3HAHUM U
YMEHHH TpH pEUmIeHHH 3a7ad B paMKax yd4eOHOTO
Mmarepuana. [Ipu oTBeTax Ha JONOJHHUTENBHBIE BOMPOCHI

KoMmnerenuus
He cpopMupoBaHa

OBLIO JONMYHICHO MHOYKCECTBO HEIIPABUJIbHBIX OTBETOB

Tect — npomexxyToyHas arrectaius B popme 3a4era

[IIxana oneHUBaHUS

Kpurepun onieHuBanust

«3a4YTCHO»
TCCTUPOBAHUSA

OOyuaromuiicst BepHO oTBeTHI Ha 70 % U Ooiee TECTOBBIX 3aJaHMM MPU MPOXOKIACHUH

«HE 3a4YTCHO»

TCCTUPOBAHUSA

OOyuaromuiicst BEpHO OTBETWII Ha 69 % M MEHee TECTOBBIX 33laHUH NPH MPOXOXKICHUH

Kputepun u mkaJjbl olleHUBaHUS Pe3yJbTATOB 00y4eHUsI MPHU MPOBeAeHUN
TeKYIIero KOHTPOJIsl yCleBaeMoOCTH

ColecenoBanue

IIxanbl OLICHUBAHUS

Kpurepuu oneHuBanus

«OTIIUYHO»

«XOPOLLIO»
«3aUTCHOY

«YHOBJICTBOPUTCIILHO»

I'myGokoe U mpoYHOE YCBOEHHE MPOrpaMMHOr0O Matepuaia. IlosHbie,
MOCJIe/IOBaTeIbHBIC, TPAMOTHBIE U JIOTHUSCKH H3JIaracMble OTBETHI IIPH
BHJIOM3MEHEHUH 3afanus. OOydaromuiics CBOOOJHO CIpaBIIACTCA C
MTOCTABJICHHBIMH 3a/1adyaMH, MOXET O0OOCHOBATh NPHHATHIC PEIICHHS,
JEMOHCTPHPYET BIAJICHAE Pa3HOCTOPOHHUMH HAaBBHIKAMH U TPUEMaMH
BBITIOJTHEHUSI TPAKTHICCKHUX padboT

3HaHue OporpaMMHOIoO Marcpuajia, I'paMOTHOC H3JI0KCHHUC, 6e3
CYHICCTBEHHBIX HETOYHOCTEH B OTBETEC Ha BOIIPOC, TMPaBUIBHOEC
NPpUMCHEHUE TCOPCTUUYCCKUX 3HaHHﬁ, BJIAACHUC H606XOI[I/IMI)IMI/I
HaBbIKaMM IPH BBINIOJTHCHUU NPAKTHUYCCKUX 3ada4

OObyuaronmiicss TEMOHCTPUPYET YCBOCHHE OCHOBHOTO MaTepHana, pu
OTBETE€ JOMYCKAIOTCS HETOYHOCTH, NPH OTBETe HEJIOCTATOYHO
npaBUiIbHBIC  (HOPMYJIMPOBKH, HAPYIICHHUE IOCICAOBATCIBHOCTH B
W3JI0KEHUU TPOTPAMMHOTO MaTepHala, 3aTPYJAHEHHS B BBINOJHEHUH
MPAKTHICCKUX 3aIaHUH

Cnaboe 3HaHHWE TPOTPaMMHOTO MaTepwaia, P OTBETE BO3HHUKAIOT
OImMOKH, 3aTPyTHCHHUS IPU BBIITOJHEHNH PAKTHYECKUX PadOT

«HCYAOBJICTBOPUTCIBLHO» «HEC 3a4YTCHO»

He ObLIO MOMIBITKU BEIIIOJIHUTH 3a/1aHueC

JlabopaTtopHnast pabora

IIxanbl OLlEHUBAHUS

Kpurepun onennBanus

«OTIIHUYIHO»

«3a4YTCHO»

«XOpPOLIOo»

JlaboparopHasi paboTa BBIIIOJHEHA B 0003HAYCHHBIN IPEIOIaBaTelIeM
CPOK, TUCbMEHHBIN OTYET 0e3 3aMeUaHuil.

JlaboparopHas paboTa BBITIOJHEHA 00YUYAIONTUMCS B TIOJTHOM 00bEeMe ¢
cobOmroenreM HeoOXoauMoi mocieaoBareabHocTH. OOydaromuics
paboTan MOJHOCTBIO CaMOCTOSITEIBHO; IMOKAa3al HEOOXOMWMBIC IS
TIPOBCACHUA pa6OTLI TCOPECTUUYCCKUEC 3HAHUA, TPAKTUICCKUE YMCHUA U
HaBeIKH. Paborta (oT4er) odopmieHa axkKypaTHo, B Hamboiee
ONTUMAIIBHOH JUIs QUKCAIIH PE3yIBTAaTOB (hopMe

JlaGopaTopHast paboTa BEIIIOJIHEHa B 0003HAYEHHBIH NperoiaBaTeieM
CPOK, INCHbMEHHBIH OTYET ¢ HEOOIBIINMH HeJI0YEeTaMU.

JlaGopaTopHast paboTa BBINOJHEHa 00yJYarONIMMCS B TIOJIHOM 00beMe U
CaMOCTOSATENbHO.  JIOMyIIeHsl  OTKJIIOHEHHMST OT  HEeoOXOAMMOK
TIOCIIEI0BATEIbHOCTH BBITIOJHEHMS, HE BIMAIOIINE HA IPABHIBHOCTH
KOHEYHOTrO pe3ynbraTa. Pabora mokasbiBaeT 3HaHHE OOYYarOIIMMCS
OCHOBHOTO TEOPETHYECKOr0 Marepuaja ¥ OBJIaJCHHE YMEHUSIMH,
HEOOXOJMMBIMH Ul CAMOCTOSITEJIbHOTO  BBINOJHEHUs]  pabOThL




JlonyIeHbl HETOYHOCTH U HEOPEXKHOCTH B OPOPMIICHHN PE3yIbTAaTOB
pabortsl (oTyera)

JlabGopaTopHast paboTa BBINOJIHEHA C 33JIP)KKOH, TMCbMEHHBII OTYET ¢
HEJ0YeTaMH.

JlaboparopHasi paboTa BBIMOIHIETCS M O(GOPMIIAETCS O0YJAIOUIIMCS
«yIOBJICTBOPHTEIIHHO IpH HOCTOpoHHeH nmomomy. Ha BbImonmHeHHe padoThl 3aTpaynBacTCs
MHOr0 BpeMeHH. OO0yJaromuics MOKa3bIBaeT 3HAHHUS TEOPETHIESCKOTO
Marepuana, HO WCHBITBIBACT 3aTPyJHEHHE IIPU CaMOCTOSATENBHOM
paboTe ¢ ICTOYHUKAMH 3HAHUHA WM IPHOOpaMu

JlabopatopHass paboTa HE BBINOJIHEHa, IHUCHMEHHBIH OTYET HE
MIPE/ICTaBIICH.

PesynbraThl, MosydeHHbIE OOYYarOUIMMCS, HE MO3BOJISIIOT ClEIaTh
MIPaBWJIBHBIX BBIBOJOB W IOJHOCTBIO PAacXOMAATCS C IMOCTAaBICHHOMN
«HEYIOBIICTBOPUTEIBLHOY» | «HE 3a4TeHO» | 1enblo. [TokaspiBaeTcs MmIoXoe 3HaHHE TEOPETHYECKOTro MaTephajia H
OTCYTCTBHE HEOOXONMBIX YMEHUH.

JlaboparopHast paboTa He BEHINONHEHA, y YYallerocss OTCYTCTBYIOT
HEoOXOIMMbIe JUI1 TNPOBEHNCHHS paldOThl TEOPETHYCCKHE 3HAHMS,
NPaKTHYECKUE YMEHUS U HABBIKH

3. TunoBbie KOHTPOJIbHbIE 32IaHNSI UJIV MHbIE MATEPHAJIbI, HEOOX0AMMbIE
JJIS1 OIl€HKM 3HAHMIA, YMEeHHH, HABBIKOB M (WJIN) ONBITA J1eATEJIbHOCTH

3.1 TunoBble KOHTPOJILHBIE 32/1aHUsI IJIsS IPOBeeHHs coDeceJOBAHMS
KoHTposibHBIE BapuaHTBl 3aJlaHUM  BBUIOKEHBI B DJIGKTPOHHOM  HMH(POPMALIMOHHO-
obpazoBarenbHoil cpeae Upl YIIC, noctynHoi oOyyaroniemycs 4yepe3 ero JUYHbII KaOUHET.
Hwxe nmpuBeneH o0pasel TUITOBBIX BAPUAHTOB 3aJaHHI [T IPOBEICHUST COOECETOBaHUM.
OO6pazel TUIIOBOTO BapuaHTa BOIIPOCOB JJIsl IPOBEACHHS cOOeceI0BaHM
«Tema 1. OCHOBHBIE 3JIEMEHTBI TEXHOJIOTHH OTKPBITHIX HH(POPMAIIMOHHBIX CHCTEM.
CoBMeECTUMOCTb OTKPBITBHIX cucTeM. [lepeHOCMMOCTh M CTOCOOHOCTH K B3auMoIeicTBHII0. bazoBas
MOJIeTThb TH(POPMAITMOHHOM cucTeMbl. Pacimpenue 6a30Boi Mojienn HHPOPMAIIMOHHONW CUCTEMBI
JUTSL B3aUMOJICHCTBYIOIIUX CUCTEM. OCHOBHBIE MOJENIH OTKPBITBIX CUCTEM.)

1. Kakue OCHOBHBIC 3JIEMCHTHI BKIIIOYAET B CeOSl TEXHOJIOTHUS OTKPBITBHIX I/IHCI)OpMaI_II/IOHHBIX

cucrem?
2. Yro Takoe COBMECTUMOCTb OTKpBITBIX CHCTEM M IIOYEMY OHa BaXHa [UId MX
(GyHKIIMOHUPOBAHUS?

3. Kakme Monenum OTKpPBITBIX CHCTEM CYHIECTBYIOT, M KaK OHM IIOMOTal0T B IMOHMMaHHUH
B3aMMOJIEHCTBUS MEXKIY CUCTEMaMU?

OO6pa3zer; THIIOBOTO BapHaHTa BOMPOCOB JJIs MPOBEACHUS coOeceT0BaHUS
«Tema 2. MHTpaHeT Kak OTKpbITas cucreMa. CTpyKTypa HHTpaHeTa. JTaloHHAs MOJIEIb
HWHTpaHCTA. Dransl CO3aHHA MHTPAHCTA. BI/I}IBI HWHTpaHCTA. CTaHHapTI)I HWHTpPAHCTA.
WHTpaHeT Kak 4yacTh cpeibl OTKPBITHIX cucTeM. MHTpaHeT u skcTpanert . [Topran u
HHTPAHCT.»

1. KaxoBa cTpykTypa UHTpaHeTa, U KaKk OHa OTJIMYAETCS OT JAPYTrUX TUIOB MH(OPMALMOHHBIX

cuctem?

2. Kaxwe sTanbl HEOOXOAMMO TIPOUTH JIJIS CO3/IaHUS MHTPAHETa, U KaKKe dTalbl pa3pabOTKH OH
BKJTIOYaeT?

3. Kak wHTpaHeT CBS3aH C MOHATHAMH JKCTpPaHETa M IMOpTaja, U KaKk OHU JIOMOJHSIOT JAPYT
npyra?

OO6pa3zer] THIIOBOTO BapHaHTa BOIIPOCOB ISl IPOBEIEHUS cOOece10BaHMs
«Tema 3. YSI3BUMOCTb OTKPHITBIX cucTeM. OCHOBHBIE MOHATHS. YTPO3bl OTKPBITHIX CUCTEM (B TOM
YHCJIe MHTPAHETa) U IPUYMHBI UX pealln3alii. Y I3BUMOCTH apXUTEKTYphl KJIMEHT-CEpBEp:
YSI3BUMOCTH OIEPAIlMOHHBIX CUCTEM; YSI3BUMOCTh CEPBEPOB; YA3BUMOCTh PA0OUNX CTAHIIUMI;
ySI3BUMOCTb KQHAJIOB CBSI3H.)»



1. Kakue ys13BUMOCTH MOT'YT CYILIECTBOBATh B apXUTEKTYPE KIMEHT-CEPBEPHBIX CUCTEM, U KaK
OHHM MOTYT OBITh UCTIOJIb30BAHBI 3JI0YMBIIIJICHHUKAMHE?

2. Kakue yrpossl IpeaCcTaBISIIOT YSI3BUMOCTH OTEPAIMOHHBIX CHCTEM, CEPBEPOB M pabOUmMX
CTaHIIMH B OTKPBITBIX CUCTEMAX ?

3. Kakwue Mepbl MOTYT OBITh IPEANPHHSTHI JJIS 3AIIUTHI OT YTPO3, CBI3aHHBIX C YSI3BUMOCTSIMH
OTKPBITBIX CHCTEM?

OO6pazel THIIOBOTO BapHaHTa BOIIPOCOB JIJIsl MPOBEACHUS coOece0BaHUs
«Tema 4. Y3BUMOCTb OTKPBITBIX cucTeM. C1aboCcT CUCTEMHBIX YTHIIUT, KOMaH]l U CETEBbBIX
CEPBHCOB.»

1. Kakue mnpumepsl ciaboCTel CHCTEMHBIX YTHJIMT W KOMaHJ MOTYT OBITh Hai/leHbl B
OIEPALIMOHHBIX chUcTeMax?

2. Kakue MoryT OBITh MOCIIEACTBUS HCIIOJIB30BAHMS CIA00CTEeH CHCTEMHBIX YTUJIMT M KOMaH]
3JI0yMBIIIJIEHHUKAMU?

3. Kaxum oOpa3om ceTeBble CepBHCHI MOTYT CTaTh OOBEKTOM aTaK, U KaKHe ySI3BUMOCTH OHH
MOTYT UMETh?

OOpa3zer; THIIOBOT'O BapuaHTa BOIIPOCOB ISl IPOBEIEHUS cOOece10BaHMs
«Tema 5. Knnaccuueckue v COBPEMEHHBIE METO/IbI, HCIIOIb3YEMBIE HAIAAAFOLIUM IS
IPOHUKHOBEHUS B OTKpbIThIE cucTeMbl. 1. [lepexBaT 1aHHBIX U OOHApYXEHHE IPOCTYHIIMBAIOIIUX
npuioxeHuid. 2. MonuTopuHr B rpadudeckux uarepgeiicax. 3. [lonmeHa cUCTEMHBIX yTHIUT. 4.
ATaKy ¢ UCTOJIb30BaHUEM CETEBBIX MTPOTOKOIOB.(358)»

1. Kakue MeToabl HCIOJIB3YIOTCS 3J0YMBIIUIEHHUKAMHU JJIs IepexBara JaHHBIX M 00xona
MEXAaHU3MOB 3allUThI?

2. Kakue Buapl arak MOIyT OBbITh OCYIIECTBJIEHBl 4Yepe3 MOHMTOPUHI TIpapUuecKux
UHTEp(ENcoB U MOJMEHY CUCTEMHBIX YTHIIUT?

3. Kak M0xHO 00HapyXUTb M NPEIOTBPATUTh aTaKH C UCIIOJIb30BAaHUEM CETEBbIX POTOKOJIOB?

OOpa3zer] THIIOBOTO BapHaHTa BOIIPOCOB ISl IPOBEIEHUS cOOece10BaHMs
«Tema 6. CtabocTH COBpEMEHHBIX TEXHOJOTUH NMporpaMmupoBaHusi. OmnOKH B IPOrpaMMHOM
oOecnieueHnn. CeTeBbIE BUPYCHL.»

1. Kakue THUnNUYHbIE OIIMOKM B MPOrpaMMHOM OOECIIEYEeHHH MOTYT CTaTh NPUYUHOU
ySI3BUMOCTEH?

2. Kakue MeTopl CyIIECTBYIOT JUIsl OOHapy)KEHHs M YCTpaHEHHs OMIMOOK B MPOrpaMMHOM
koze?

3. Kak cereBple BUpYCBI MOTYT OBbITh HCIHOJB30BaHbI 3JOYMBIIUIEHHUKAMH JUIsI aTak Ha
MH(OpPMaLMOHHBIE CUCTEMBI?

OO6pa3zer; THTOBOTO BapuaHTa BOTIPOCOB JJIS MPOBEACHUS coOeceT0BaHUS
«Tema 7. YeTslpexypoBHEBasi MOJIeb OTKPBITOM cucTeMbl. Criennduka 3auTh pECypCcoB
OTKPBITBIX CHCTEM Ha NMpUMepe MHTpaHeTa. BeIOOp ceTeBol TOMOJIOTHU HHTPAHETA MPH
MOAKJIIOYEHUH K IPYTUM BHEIIHUM ceTsaM. Pusndeckas uzonsuus. N3o0ms1us npoToKoJIoB.
Brinenennsie kKaHAIBI M MapIIpyTU3aTOPhI. [[pUHITMIIBI CO3/TaHMS 3AIUIIEHHBIX CPEICTB CBIA3U
O00BEKTOB B OTKPBITHIX CUCTEMAX.)»
1. Yto mpencrapisier coO0i YETHIPEXypOBHEBASI MOJIEh OTKPHITOW CUCTEMBI, M KaKue YPOBHHU
OHa BKJIFOYaeT?
2. Kakwe crenmduyeckne MeTOIbI U Mephl 0€30MMaCHOCTH MOTYT OBITh WCIOJIB30BAHBI JIIS
3allUThl PECYPCOB OTKPBITHIX CUCTEM, B YACTHOCTH, UHTpaHETa?
3. Kak BBIOOp ceTeBOH TOITOJIOTHH BIUSET Ha 0€30MacHOCTh WHTPAHETA MPU MOJKITIOUCHUHU K
JPYTUM BHEIIHUM CETAM?



OOpa3ser] THIIOBOTO BapuaHTa BOIIPOCOB I IPOBEIEHUS cOOECe10BaHMS
«Tema 8. MexcereBble 3kpaHbl. DYHKIIMM MEXKCETEBBIX 3KPaHOB. PykoBoASIIINN JOKYMEHT
I'ocrexxomuccun Poccun no mexxcereBbIM 3kpaHaM. [Ipoduiy 3auTsl 4715 MEAKCETEBBIX
9KpaHOB. THIIBI MEXCETEBBIX 3KpaHOB. OCHOBHBIE KOMIIOHEHTHI MEKCETEBOI0 3KPaHa.»

1. Kakue QyHKIIUH BBITOIHSAIOT MEKCETEBbIE IKPAHBL, M TOYEMY OHH BaXKHBI [ 0€30MaCHOCTH
ceren?

2. Kaxkue pykoBosIue TOKYMEHTHI PEerJIAMEHTUPYIOT Pab0OTy MEXKCETEBBIX SKPAHOB
3. Kakue Tunbl MexKCeTeBbIX 9KPaHOB CYIIECTBYIOT, M B UEM 3aKJIF0UaeTCs UX crernuduka’?
4. Kakue KOMIIOHEHThI COCTaBIISIIOT OCHOBY MEKCETEBOI0 SKpaHa, M Kak OHH B3aUMOJICHCTBYIOT

i1 obecrieueHnsa 0€30IMacHOCTH CETH?
5. Kakwue npo¢uiu 3auThl MOTYT ObITh YCTAHOBJICHBI JJISI MEKCETEBBIX SKPAaHOB, M KaK OHHU
BIIUSIOT Ha OOIIYI0 6€3011acHOCTh CeTH?

OOpaser THIIOBOrO BapuaHTa BOIIPOCOB IS IPOBEICHHS COOECEI0BAHUS
«Tema 9. CpencrBa obecriedeHusI HHPOPMAIIMOHHONW O€30IaCHOCTH B OTKPBHITHIX CUCTEMAX.
Co3naHne KOMIUIEKCHOM CUCTeMBI o0ecrieueHus 0€30IacHOCTH OTKPBITHIX CUCTEM. Y TIpaBIICHUE
0€301acHOCTH OTKPHITHIX cUCTeM. Pekomenaau no odecneyeHnto nHGpopManoHHON
0€30MaCHOCTH OTKPBITBIX CUCTEM.»

1. Kax MOXHO co3/1aTh KOMILIEKCHYIO CUCTEMY 00ecIiedeH sl 0€30IaCHOCTH OTKPBITHIX CUCTEM,
Y KaKHe JIEMEHTBI OHa BKJIK0YAeT?

2. Kak mpoucxoaut yrpaBiieHHe 0€30MacCHOCTHIO OTKPBITBIX CHCTEM, U KaKHE METOJbI MOTYT
OBbITh UCIIOJIB30BAHBI [Tl 00ecrieyeHHst 6e301MacHOCTH?

3. Kakme pexoMeHmanuu MOTYT OBITh TNPENJIOKEHBI JUIs obOecriedyeHus WH(GOPMAIMOHHOM
0€30I1aCHOCTH OTKPBITBIX CUCTEM, YUUTBIBAsI OCHOBHBIE YTPO3bI U YA3BUMOCTH?

OO6pazel TUIIOBOTO BapuaHTa BOMIPOCOB JIJIsl MPOBEACHUS cOOeceI0OBaHMS
«Tema 10. CepBucskl 6e3omacHocTy (MaeHTUDUKAIUSA/ayTeHTH(UKAITUS, pa3TpaHUYeHUe JOCTYyTa,
SKpaHUpOBaHUE, MUPPOBAHUE, YIIPABICHUE U JIP.).»

1. Kakue OCHOBHBIE CEpPBUCHI 0O€30MAaCHOCTH HCHOJB3YIOTCA JJS  3alIUThl  OTKPBITHIX
MH(OPMALIMOHHBIX CUCTEM, U KaK OHU pabOTaroT?

2. Kakue wMeronpl M NPOTOKOJBI HPUMEHSIOTCS A peaju3alud HAeHTHU(QUKALUu U
ayTeHTH (KA TTOTb30BaTeNeii B OTKPBITHIX CHCTeMax?

3. Kakum oOpa3zoMm muppoBaHHe JaHHBIX M YIpaBIEHUE JOCTYIIOM CIOCOOCTBYIOT
oOecrnieyeHno 0€30MacCHOCTH MHPOPMAIUHU B OTKPBITHIX CUCTEMAX ?

OO6pa3zer; TUTIOBOTO BapuaHTa BOMIPOCOB ISl POBEJCHUSI COOECEIOBaHUS
«Tema 11. BupryasbHble BBIYMCINUTENBHBIE CETH. ONpeIeNIeHHe BUPTYaIbHBIX YaCTHBIX
BBIYHCIUTENBHBIX ceTel. Llenu u 3amaun noctpoenust BUBC. Crnenuduka nocrpoenuss BUBC.
Tynnenuposanue B BUBC. Cxema BUBC. Ilonutuku 6e3onacuoctu it BUBC. CrannaptHble
npotokoJibl noctpoerust BUBC. [IpoGiems! u ysa3Bumoctu coBpeMeHHbIX BUBC.»

1. B dyem 3akitouaeTcsl MOHATHE BUPTYAIbHBIX YACTHBIX BBIYMCIHUTEIBHBIX CETEH, U Kakue
3a/1a4i OHYU pelIaroT?

2. Kakme cymecTByIOT CTaHOapTHBIE MPOTOKOJBI JUISl TIOCTPOCHHUS BHPTYAIBHBIX YaCTHBIX
ceTel, M Kak OHM 00eCieuynBaroT 3alUTy HHpopMaun?

3. Kakme mpoOieMbl ¥ yS3BUMOCTH MOTYT BO3HHUKHYTh MPH HCIIOJIB30BAaHHHA COBPEMEHHBIX
BUPTYaJIbHBIX BBIYMCIUTENIBHBIX CETEN, U KaK UX MOYKHO PEIINUTH?

OO6pa3er THIIOBOTO BapuaHTa BOMIPOCOB JIJIsl MPOBEACHUS cOOEceI0BaHMS
«Tema 12. Crangaptasie mpotokoisl noctpoenuss BUBC. Bunst BUBC B 3aBucuMOCTH OT
pemaemsbix 3a1a4. Tononorun BUBC. BupTtyanbHble I0KalbHbIE BEBIUYUCIUTEIbHBIE CETH.)



1. Kakue BuABI BUPTYaJbHBIX YaCTHBIX CETE€H CYLIECTBYIOT, U KaK OHHM OTJIMYAIOTCS IIO
(YHKLINOHATBHOCTH U IPUMEHEHUIO?

2. Kakue Tomosjoruu MOryT OBITh HCIOJB30BAaHBI MPH MOCTPOSCHHHM BUPTYaTbHBIX YACTHBIX
ceTel, U KaK OHM BIIMSIOT Ha O0Iy0 6€30MacHOCTh CeTH?

3. Kak BupryanbHble JOKaJIbHBIE BEIYUCIUTENIBHBIC CETH CIIOCOOCTBYIOT 3alIUTe HH(OpMAIH
U 00ecrieunBaroT €€ KOH(UACHIUAIBHOCTD?

3.2 TunoBble 3a]aHUs 1)1 BHINOJHEHHS J1a00PaTOPHOii padoThl M IPUMEPHBIIi NepeyeHb
BOIIPOCOB ISl €€ 321U ThI
KoHTponbHbIE BapWaHThl 3aJaHUN  BBUIOKCHBI B JJIGKTPOHHOW  WH(POPMAIMOHHO-
obpazoarenbHoli cpeae pl VIIC, noctynHoit oOydaroniemMycs uepe3 ero JUYHbIA KaOMHET.
Hwxe nmpuenen oOpasell THIOBBIX BAapHAHTOB 3aJaHHUN JJI BBIMOJIHEHUS JT1A00PATOPHBIX
paboT ¥ MPUMEPHBII NepedeHb BOMPOCOB JIsl UX 3AIUTHI.

O6paser 3a1aHuil 1715 BBIOJIHEHUS 1a00paTOPHBIX padOT U MPUMEPHBIN IEpeYeHb BOIIPOCOB AJIs
WX 3aIIUTHI

«Jlaboparopnas pabota Ne 1. McciiemoBanre HOpMaTUBHO-TIPABOBO# 0a3bl MHPOPMAITMOHHON
0€30MMacCHOCTH MPEANPHUATHS.)

3amanud:

1. M3yunTe HOpMATUBHBIC JOKYMEHTHI, PErYJIUPYIONIEe HHPOPMAOHHYIO 0€30MacHOCTh Ha
HNPEAIPUATHH.
2. Omnpenenute KiIOueBble TpeOoBaHMS K  3aluTe MHPOpPMALUHU, YCTaHOBJICHHBIE
HOPMAaTUBHBIMH aKTaMH.
3. Ilpoanamu3upyiiTe COOTBETCTBHE JCHCTBYIONIMX IIOJOXKEHUH W pEaTM30BaHHBIX Ha
HOPEeIPUITHHA Mep 10 00ecrieueHu 0 HH(OPMALIMOHHON O€30M1aCHOCTH.
Bomnpock! u1s 3amTh:

— Kakne HoOpMaTHBHO-IIPaBOBBIE aKThl PETYIMPYIOT HWHGOPMALMOHHYIO O€30MacHOCTh Ha
IpeaIpUsITHHA?

— Kaxkue ocHOBHbIE TpeOOBaHUs K 3allUTe MH(POPMAIIMK YCTAHOBJIEHBI B 3TUX aKTax?

— Kakne wmepsl mo oOecneueHuto WHGOPMAIMOHHON O€30MaCHOCTH pealn30BaHbl Ha
IpeaIpUsITHHA?

O06pazer 3a1aHui 17151 BBIOJIHEHUS 1a00paTOPHBIX pabOT U MPUMEPHBINA IEpeYeHb BOIIPOCOB AJIs
UX 3aLIUThI
«Jlaboparopnas padota Ne 2. [Ipumepsr nonutuk 6e3omacHocTu. [lonuTrka ucnoib30BaHus
pecypcoB nnTpanerta. [loautrka B oTHomenun naposueit. [lonuruka mmdpoBanus. AHTUBHpPYCHAS
nonutuka. [lonutrka onenkn puckoB. [lomuTrka aynuta. [TomuTrka Uit mporpaMMHBIX
Mapuipytusaropo. [loauTuka ynaneHHoro 1ocTyna.»
Samanus:
1. W3yuute mnpuMepbl MOJUTHK OE€30MACHOCTH, OXBATHIBAIOIIMX pa3JIMYHbIE ACHEKTHI
MH(GOPMaLlMOHHON 0€30M1aCHOCTH.
2. OnuiuTe MOJIUTUKY HCIIOJIb30BaHUS PECYPCOB MHTPAHETA, BKIIIOUYas paBUia I0CTYyIa K BeO-
caiitam, 3arpy3ke (aiisioB 1 0OMeHy nHdopmaIuei.
3. Pa3pabotaiiTe NOIUTHKY B OTHOLLIEHUU MApOJIeH, ONPEAeSIONIy0 TpeOOBaHUS K CO3/IaHHIO,
XPaHEHHIO U MCIIOJIb30BaHUIO MTAPOJIel COTPYAHUKAMHU.
4. Ormpenenute MOMUTHKY IMU(GPOBAHMS, YCTAHABIUBAIOIIYIO TPEOOBAHUS K MCIIOJIH30BaHUIO
i poBaHus IS 3aIUTH KOHPHICHIIHATHHON HH(DOpMAIK B XpaHWINIIAX TaHHBIX H MTPH
nepeaaye JaHHbBIX 1O CEeTH.



Pa3paboraiiTe aHTHBHPYCHYIO TIOJHMTHKY, ONPEIESISIONIYI0 TPOIEIYpPhl 0 OOHAPYKEHUIO,
NPEOTBPALICHUIO U YAAJICHUIO BUPYCOB HAa KOMITBIOTEPAX U CEpBEPax.

[ToaroTOBETE TMOJMTHKY OIIEHKHA PUCKOB, ONPEICISIONIYI0 METOABl M KPUTEPHUH OICHKU
YS3BUMOCTEH U OTEHIMAIBHBIX YIrPO3 HHPOPMALIMOHHOM OE30MaCHOCTH.

Pa3paboraiiTe MOMUTHKY ayauTa, OMPEACISIONIYIO MPOIEAYpPhl MOHUTOPHUHTA M aHAU3a
coOBITHIT 0€30mMacHOCTH It OOHAPYKEHUS] HHIIUICHTOB.

Onpeaenute NOTUTUKY JUTSI TPOrPAMMHBIX MapIIPyTH3aTOPOB, YCTAHABIUBAIOIIYIO PaBUIIa
dbunbpTpanuu TpaduKa U 3alIUTH CETeBON MHPPACTPYKTYPHI.

PazpaboraiiTe MOMUTHKY YAAJICHHOTO JIOCTYIA, YCTAHABIMBAIOIIYIO MIPABHIIA U TIPOIIECTYPHI
JUTs1 0€30TIACHOTO MOAKIIIOYCHUS K KOPITOPATHBHOM CETH U3BHE.

IIpumepHBIe BONIPOCHI JUIsS 3aLUTHI:

Kakue 0CHOBHBIE 3JIEMEHTBI 10JIKHBI ObITh BKJIFOUEHBI B IIOJTUTHKY UCIIOJIb30BaHUS PECYPCOB
WHTpaHeTa?

Kakue TpeOGoBaHMs JOIDKHBI TPEABSIBISATHCS K MAPOJISIM COTJIACHO MOJIUTHUKE Oe30MacHOCTH?
Kakne wmerompl mudpoBaHHs MOTYT HCIOJB30BATECS B COOTBETCTBUU C IOJUTHKOU
mmdpoBaHus?

Kakue maru mpeanpuHUMAIOTCS B paMKax AaHTUBUPYCHOW TOJUTHKU JJS 3alIUTHl OT
BPEIOHOCHBIX MporpamMm?

Kakne OCHOBHBIE IIaru BKIIIOYAET B CeOsl MPOLECC OIEHKHM PUCKOB B COOTBETCTBHH C
MOJIMTUKOM OLIEHKU PUCKOB?

Kakue Mepbl npeaycMOTpeHbl B MOJUTUKE aylduTa IJis OOHAPY)KEHHUS U pearupoBaHUs Ha
MHIUICHTHI 0€301MacHOCTHU?

Kakwue npaBuia gunbTparmu Tpaduka NpuMEHSIOTCS K IPOTPaMMHBIM MapIIpyTH3aToOpaM B
COOTBETCTBUU C MOJUTUKOHN AJII MPOrPaMMHBIX MapIIPyTH3aTOPOB?

Kakue meTozp! ynaaeHHOro JoCcTyna pa3pelieHbl COracHO MOJUTUKE YIaJeHHOrO 10CTYIa,
¥ KaKue Mepbl 0€30MaCHOCTH MPUMEHSIOTCS K TAKOMY JIO0CTYITy?

OOpaser 3a1aHui U1 BBIOJHEHHS 1a00paTOPHBIX pabOT U MPUMEPHBIH IepedeHb BOIPOCOB IS

X 3alllUTHI

«Jlaboparopnast pad6ota Ne 3. [Ipumepsl monutuk 6e3onacHocT. [loauTHKa MOAKITIOYSHHUS
nojapasjaeneHuii Kk uaTpanety. [lomutuka ns koHduaeHuanpHoi 6e3onacHoctu. [lomuTuka nms
BeO-cepBepa. [lonuTrka nmepecbuiky 3JIeKTPOHHOM mouThl. [TonuTrKa MOAKIIOUEHUST HOBBIX

YCTPOMCTB B UHTPAHET.»

SagaHus:

1. W3yuute mnpuMepbl MOJUTHK OE€30MACHOCTH, OXBATBIBAIOIIMX pa3IMYHbIE ACHEKTHI
MH(}OPMaLlMOHHON OE3011aCHOCTH.

2. PazpabotaiiTe MOMMTUKY MOIKITIOUEHHS TOApPA3eNeHU K MHTPAHETy, YCTaHABIMBAOLIYIO
IPOIIEeTypHI M TIPaBHIa ISl 0€301MacHOTO TIOJKITFOUEHHSI K KOPIIOPATHBHOM CETH.

3. Ompenenurte NOJIUTUKY A oOecrieueHHs] KOH(PUIEHIMANbHOCTH HWH(GOpPMALUY, BKIIOYAs
npaBmia KiacCu(hUKAUK TaHHBIX, MEXaHU3MbI ITU(PPOBAHMS U KOHTPOJIb JOCTYIIA.

4. PazpaboTaiiTe MOMUTUKY ISl 0€30MAaCHOCTH BeO-cepBepa, ONMPEAETSIONyI0 KOHPUTYPAIUIO
cepBepa, MpaBwiIa ayTeHTU()UKAMY 1 aBTOPHU3AINH, & TAKXKE MEPbI 3alIUTHI OT aTak.

5. OmnpenenuTe MONUTUKY MEPECBUIKM 3JIEKTPOHHOM MOYTHI, BKIIOYAIOIIYI0 TpeOOBaHUS K
0e30MacHOCTH NpH Nnepeaade KOHPUACHINAaIbHOW HH(OPMAIIMKU TI0 AJIEKTPOHHOHU TMOYTe.

6. PaspabotaiiTe NOIUTUKY AJIS HOJKIIOUEHUS HOBBIX YCTPOHCTB K HHTPAHETY, ONPEAEIISIONIYI0

MIPOIIEIYPHI PETUCTPALINH, AYTEHTU(DHUKAIIMN U TIPOBEPKH Ha O€30ITaCHOCTH HOBBIX YCTPOWCTB.

HpI/IMepHLIC BOIIPOCHI AJI 3alIUTHI:

— Kakue ocHOBHbBIC npaBujia M HOpoueAypbl MNMPCAYCMOTPCHBI B IIOJIUTUKC TIOAKIHOUCHUA

Mo/pa3/iesIieHuid K UHTPAHETY?

— Kakune wmepbl  0€30MacHOCTH  TNPHUMEHSIOTCS B TOJWTHKE JUJIT  OOecredeHus



KOoH(puAeHIIMAIbHOCTH HHpOopMarun?

— Kakue koH}urypannoHHbsie napaMeTpsl BKIIOUEHBI B TOJIMTUKY 6e301macHOCTH BeO-cepBepa?

— Kakne mexanu3Mpl ayTeHTH(PHKALIUN HCTIONB3YIOTCS B TOJUTHKE Ui BeO-cepBepa?

— Kakne wMepbl 0e30macHOCTH MPUMEHSIOTCS TMPH  TEPEChUIKE  KOH(UACHIUAILHON
UH(OPMALINH TI0 SJICKTPOHHOM MOYTE B COOTBETCTBUU C MOTUTUKOM?

— Kaxkue nponenypbl npegycMOTPEHBI B IOJUTHKE UIS TOAKIIOYEHUS HOBBIX YCTPOMCTB K
MHTPAHETY, ¥ KaKKe MIPOBEPKU MPOXOAAT HOBBIE YCTPOMCTBA MEpe/T pa3pelIeHueM J0CTyIa K
cetu?

O6paser 3a1aHul 1715 BBIOJIHEHUS J1a00paTOPHBIX padOT U MPUMEPHBIN IEpeYeHb BOIPOCOB AJIs
WX 3aIUTHI
«JIaboparopnas pabota Ne 4. Cxembl MOJKITIOUEHUS MEKCETEBBIX dKpaHoB. Cnaboctu
MEXKCETEBbIX 3KpaHOB. BrIOOp peanu3zaiinii MEKCETEBBIX YKPAHOB.»

SagaHus:

1. Usyuurte cxembl NOJIKIIOUEHUS MEKCETEBBIX IKPAHOB.
2. Omnpenenute OCHOBHBIE CIA00CTH MEXKCETEBBIX IKPAHOB.
3. Bribepure noaxoasiye peatn3anuyi MEKCETEBBIX SKPAHOB.

Bonpocs! 11 3amuThr:

— Kakue Tunsl cxeMm MoAKIII0OUEHUS! MEKCETEBBIX IKPAHOB CYILIECTBYIOT?
— Kakue ys3BUMOCTH MOTYT IPUCYTCTBOBATh Y MEKCETEBBIX IKPAHOB?
— Kakue kputepuu cieyer yuuThIBaTh IIPU BBIOOPE peanu3alii MEKCETEBOro dKpaHa?

O0pa3ser1 3a1aHui JU1s BBITOJHEHHS 1a00paTOPHBIX pabOT U MIPUMEPHBIH MepedeHb BOIPOCOB JUIS
UX 3allUThI
«Jlabopatopnas pabora Ne 5. MccnenoBanue MOTOYHBIX U OJIOYHBIX alTOPUTMOB HIM(POBAHUS.
Hcnonb3oBanue X3uI-QyHKIMMA.»

3amanus s mabopaTopHoi paboTer Ne 5:
1. Usyuurte npuHIMIBI paOOTHI MOTOYHBIX U OJOYHBIX AJITOPUTMOB HIM(PPOBAHUSI.
2. TlpoBeaute uccienoBaHNe MOTOYHBIX AITOPUTMOB MUGPOBAHUS, BKIIOYAs UX 0COOEHHOCTH,
IIPEUMYIIECTBA U HEOCTATKH.
3. IIpoBeaure uccrnenoBaHue OJIOYHBIX AITOPUTMOB MIKU(POBAHUS, OLEHUB UX Y3PPEKTUBHOCTD
Y CTOMKOCTB K aTaKaM.
N3yuute npUHLIMIBI paOOTHI X3UI-QYHKIMHA U UX IPUMEHEHUE B KpUITOrpauH.
5. Ouenure 3pPeKTUBHOCTh U O€30MaCHOCTh PA3INYHBIX XAII-(QYHKIUN IPU UCIIOJIB30BAHNUH B
Pa3IMYHBIX KPUNTOTPAPUUECKUX MPOTOKOIAX U MPHUIOKEHHSIX.
[TprimepHBbIe BONIPOCHI JIsI 3aIUTHI:

e

— B 4em ocHOBHBIE pa3iruusi MEXKAY IIOTOYHBIME U OJIOYHBIMH aJTOPUTMAMHU MIH(PPOBAHUS?

— Kakue anroput™bl OTHOCSTCS K TOTOYHBIM K (paM, U Kak OHU paboTaroT?

— Kakue anroput™bl OTHOCSTCS K OJI0YHBIM IH(ppaM, U KAKOBbI OCHOBHBIE 3TaIlbl UX PaOOTHI?

— Kakne xpunrorpaduyeckue XapakTepUCTHUKH BaXKHbI HpPU BBIOOpE XAII-(QDYHKIMH IS
KOHKPETHOT'O TIPUIIOKEHUS?

— Kakne merompl aTtaku MOTYT OBITh HCIOJB30BAaHBI JIsi B3JIOMa OJIOYHBIX aJTOPUTMOB
mdpoBaHus?

— Kakue cymiecTBytoT ctanapTHble Xo1I-(PYHKINH, ¥ U KAKUX 11eJIei OHU 0OBIYHO
UCIIONB3YIOTCS?



3.3 TunoBble KOHTPOJIbHBIE 32aHUsI 1JIs1 IPOBeeHUs TeCTHPOBAHUS
@DoH/1 TECTOBBIX 3a/IaHUN MO TUCLMIUIMHE COJAEPKUT TECTOBBIC 3aJaHUs, paclpeieJICHHbIE 10
paszzesiaM ¥ TeMaM, C YKa3aHUEM MX KOJIMYEeCTBa U TUIA.

Crpykrypa (hoHaa TECTOBBIX 3aJaHUN MO TUCIUIUINHE

Konngectso
Mupuxartop
XapakTepucTHKa | TECTOBBIX
JOCTHXKEHUS Tema B cootBercTBuM ¢ PII]] N
T3 3aJJaHMH,
KOMIIETEHINU Tuns! T3
Tema 1. OcHOBHBIE 2I€MEHTHI TEXHOJIOTUH OTKPBITHIX 3nanmne 2-0T3
UHPOPMATNOHHBIX cuCTeM. COBMECTUMOCTD OTKPBITBIX CHCTEM. 1-3T3
[TeperocuMocTh 1 CIOCOOHOCTH K B3aMMOACHCTBHIO. bazoBas 2-0T3
IK-2.1 ., ., Ymenue
MoiesTb MH(pOpMaMoHHOH cucTeMbl. Pacmmpenne 6a30Boit 1-3T3
MoJeTH MH)OPMALIMOHHOW CHCTEMBI JJIs1 B3aNMOICHCTBYFOIIIIX . 0-0T3
JHelictBue
cucteM. OCHOBHBIE MOJICIIH OTKPHITHIX CHCTEM. 0-3T3
2-0T3
Tema 2. MHTpaHeT Kak OTKpbITas cucrema. CTpyKTypa UHTpaHeTa. | 3HaHHE 1-3T3
OTanoHHas MOJENIb HHTPaHEeTa. DTaIlbl CO3AaHMs HHTPAHETA. 2 OT3
[K-2.1 Bunp! untpanera. CrangapTel UHTpaHeTa. IHTpaHET Kak 4acThb YMenue 1-3T3
Cpenbl OTKPHITHIX cucteM. MHTpaHeT u s3kctpanert . [Topran u 0-0T3
MHTpPAHET. HeticTBue 0-3T3
2-0T3
Tema 3. Ys3BUMOCTb OTKPBITBIX cucTeM. OCHOBHBIE MOHSTHSL. 3HaHue 1-3T3
YTPO3bI OTKPBITHIX CHCTEM (B TOM YHCIIC HHTPAHETA) U IPUIHHBI 2 0OT3
[K-2.1 UX pean3aniy. Y I3BUMOCTH apXUTEKTyphl KIIHEHT-CEPBEP: YmeHue 1-3T3
YSI3BUMOCTH OIEPAIlMOHHBIX CHCTEM; YSI3BUMOCTh CEPBEPOB; 0-0T3
YSI3BUMOCTb PabOYMX CTaHIMH; YSI3BUMOCTh KaHAJIOB CBSI3H. [eiictBue 0_3T3
2-0T3
3HaHue 1-3T3
Tema 4. YsI3BUMOCTb OTKPBITHIX cucteM. Ci1aboCcTH CUCTEMHBIX 2-0T3
IK-2.1 Ymenune
YTUIINT, KOMaHJ U CETEBBIX CEPBHUCOB. 1-3T3
HeticTBue 0-OT3
0-3T3
Tema 5. Kimaccuueckne 1 COBpeMEHHBIE METOIBI, HICTIONIB3YyEeMbIe 3Hamme 2-0T3
HalaJaroIlnuM JUISI IPOHUKHOBEHHS B OTKPBIThIE CUCTEMBI. 1. 1-3T3
IlepexBat maHHBIX U OOHAPYXKEHHE MPOCTYIIHBAIOIIIX 2-0T3
IK-2.1 o . YMmenue
NpUIOKEeHUH. 2. MOHUTOPHHT B rpaduyeckux unrepdeiicax. 3. 1-3T3
[TonMeHa CUCTEMHBIX YTHIIUT. 4. ATaku ¢ UCTIOJb30BAaHUEM . 0-0T3
JelicTBue
CETEBBIX MPOTOKOJIOB.(358) 0-3T3
2-0T3
3HaHue 1-3T3
Tema 6. CrabocT COBPEMEHHBIX TEXHOJIOTUH 2013
IK-2.1 nporpaMMupoBanust. OmUOKH B TPOTPaMMHOM 00€CTICUCHHH. YMeHue 1-3T3
CeTteBbie BUPYCHI. —
Py [HelictBue 0-0T3
0-3T3
Tema 7. YeTblpexypoBHEBas MOJEIb OTKPLITON CUCTEMBIL. 1-0T3
3HaHue
Crierdvika 3aIIuThl PECYPCOB OTKPHITHIX CHCTEM Ha TIpUMeEpe 1-3T3
MHTpaHeTa. BEIOOp ceTeBol TOMOIOrMH HHTPaHEeTa IpU Verie 1-0T3
IK-2.1 MOJKITIOYEHUH K APYTUM BHEITHUM ceTsM. Pu3ndeckas N30 AIH. 1-3T3
W3omanus npoTokosIoB. BrineneHHbIe KaHAIBI 1 0-OT3
MapIIpyTu3aTopsl. [IpHHINIB CO3/1aHNS 3aIIHUIIICHHBIX CPEICTB [eiicTBue 0-3T3
CBSI3U OOBEKTOB B OTKPBITHIX CHCTEMAX.
1-0T3
Tema 8. MexcereBble 3kpaHbl. DyHKIIUU MEXKCETEBBIX 3KPAHOB. 3HaHue 1-3T3
PykoBomsuuii nokyment I'ocrexkomuccuu Poccun o 1-0T3
[K-2.1 MEKCETEBBIM KpaHaM. [Ipoduiy 3amuThl U1 MEXKCETEBBIX Ymenune 1-3T3
9KpaHOB. THITEI MEKCETEBBIX AKpaHOB. OCHOBHBIE KOMIIOHEHTHI 0-0T3
ME)KCETEBOr0 DKpaHa. elficTBue
P A 0-3T3
Tema 9. Cpencrea obecnieueHnss HHHOPMAIMOHHON 0€30MMaCHOCTH Snanne 1-0T3
MK-2.1 B OTKPBITHIX cucTeMax. Co3/laHue KOMIUIEKCHON CHCTEMBbI 1-3T3
' obecrieueHnst 6€30MaCHOCTH OTKPHITHIX CUCTEM. YIIpaBJeHHE Verie 1-0T3
0€30MaCHOCTH OTKPBITHIX CUCTEM. PekoMeHaauu mo 1-3T3




obecreueHnIO HHPOPMAITMOHHON 0€30IaCHOCTH OTKPBITHIX N 0-0T3
HeticTBue
CHCTEM. 0-3T3
3nanue i B 8333
Tema 10. CepBuchl 6€30MacHOCTH 1-0T3
[K-2.1 (unentudukanms/ayreHTH(UKAIMSA, pa3rpaHUYeHUE JOCTYIIA, Ymenue 1-3T3
SKpaHUpOBaHUE, MU(POBAHIE, YIIPABICHHE H Jp.). 0-0T3
JelictBue 0-3T3
Tema 11. BupryanbHbie BEIUUCIUTENbHBIE ceTH. OlpeneneHue 3 1-0T3
o HaHUE
BUPTYJIbHBIX YaCTHBIX BBIYUCIUTENBHBIX ceTeil. Llenu u 3anaun 1-3T3
noctpoernss BUBC. Crenuduxka moctpoenns BUBC. 1-0T13
lK-2.1 Tynnenuposaane B BUBC. Cxema BUBC. [Tonutuku Yuenne 1-3T3
6e3omacaoctu st BUBC. CrangapTHBIE IPOTOKOIBI IIOCTPOSHHS . 0-0T3
BUBC. IIpo6iemsr u ys3BuMocT coBpeMeHHBIX BUBC. Aeiictaue 0-3T3
3uHanue i - BOTTB3
Tema 12. CranmapTHBIe TpoTOKOIE TocTpoeHnss BUBC. Bust 1-0T3
T1IK-2.1 BUBC B 3aBuCHMOCTH OT pemaeMbIX 3a1ad. Tonoxornu BUBC. VYMenne 1-3T3
BupryanbHble TOKaIbHBIE BEIYHCIUTEIBHBIEC CETH. 0-0T3
JelictBue 0-3T3
Uroro 36 -0T3
24 —3T3

[Tonuerit kommiekT OT3 XpaHUTCS B ANEKTPOHHON UH(POPMAIIMOHHO-00pa30BaTENbHOMN Cpefie
UpI'VIIC u obyuaromuiics UMEET BO3MOKHOCTh O3HAKOMUTBHCS C JIEMOHCTPALIMOHHBIM BapHUAHTOM
OT3.

Hwxe npuBenen o0paser THIIOBOTO BapuaHTa UTOTOBOTO TECTA, MPEIYCMOTPEHHOTO pabodei
IpOrpaMMoOi TUCLMILIUHBI.

3.4 IlepeyeHb TeOPeTHYECKUX BONMPOCOB K 3a4eTy
(71 OLIEHKH 3HAHUM)

Yrpo3sl UH(YOPMAIIMOHHON 0€301MacHOCTH (OCHOBHBIE ONpPENENIEeHUs U KPUTEPUU KIIaCCU(PHUKALUN
yrpo3). CpeacTBa 3alliuThI.
2. Cuenapum  peasm3zauuy  yrpo3  HMH(POPMALMOHHOW  Oe3omacHOCTH  (pasriialleHue
KOH(UICHIMATBEHON HHPOPMAIIMK U 00X0J1 CPEACTB 3aUTHI OT pas3rialleHuss KOH()UIEHIUAIbHON
uHpoOpMalUK; Kpaxa KOH(UICHUMANbHOM WHPOpPMALMK; HapylleHHe aBTOPCKMX IpaB Ha
MH(}OpPMaLIMIO; HELEIEBOE UCIIOIb30BaHUE PECYPCOB).
3. Bpenonocnas mnporpamma. Kitaccuduxanms BpeZOHOCHBIX HporpaMM (BUPYCHI; YEpBH;
TPOSIHCKHE IPOrpaMMBbI; CIaMm; JIpYyrue BpelIoHOCHbIE MporpaMMsbl). CrocoObl pacnpoCTpaHeHus
BPEIOHOCHBIX ITPOTPAMM.
4. OcHOBBI 00pBOBI ¢ BpEIOHOCHBIMU TIporpaMMaMu. JlnarHocTrka 3apakxeHusi BpeIOHOCHBIMHU
nporpaMMamMu. AHTUBHPYCHOE ITporpaMMHoe o0ecrieueHre. KoMIuiekcHble cpesicTBa aHTUBUPYCHON
3alUTHI.
S. Vazsumoctu OUC. [Tpuunns! yszsumoctu MC. Knaccudukanus ysa3BUMOCTEH.
6. VA3BUMOCTH  apXUTEKTyphl KJIMEHT-cepBep (KOH(UTYypalMs CHCTEMbI, YA3BUMOCTb
OTIEPALIMOHHBIX CUCTEM, YI3BUMOCTh CEPBEPOB, YSI3BUMOCTh pa00OUYMX CTAHIMH, YSI3BUMOCTh KaHAJIOB
CBSI3H).

7. VYS3BUMOCTh CUCTEMHBIX YTHJIUT, KOMaHJ] U CETEBBIX CEPBUCOB. YS3BUMOCTb COBPEMEHHBIX
TEXHOJIOTHH MporpaMMupoBaHust. OmMOKHA B IPOrpaMMHOM O0OECTICYSHH.

8. Mogpens yrpo3 Ub. Monens napymmurenei b. MHcanaeps! u ayrcanaepsl.

9. ATaku Ha OTKpPBITBIE CUCTEMBI. Y IaJleHHbIE aTaKh Ha OTKPBIThIe cucTeMbl. Knaccupukarus
yIIAJICHHBIX aTaK.

10.  Anamu3 cereBoro Tpaduka. Ilommena moBepeHHOro 0OBEKTa MM CYOBEKTa CHUCTEMBI.
BHenpenwne 10)XKHOTO 00BEKTa B CHCTEMY.

11.  TumnuyHbIe CLIEHAPUH U YPOBHU aTak. Y JaJ€HHBIA KOHTPOJIb HAJ CTAHLIUEH B CETH.

12. Kiaccuueckue MeTos! B3j10Ma (B3710M MapoJibHOM 3antuThl). COBpEeMEHHBIE METOIbI B3JIOMA!

NEepeXBaT HAaHHBIX IPU HUX MECPEMCHICHUHU IO KaHAJIaM CBA3U U IICPEXBAT BBOAA C KIIABHUATYPHLI;



MOHMTOPUHI B Tpaduueckux uHTepdelicax; MOAMEHA CHUCTEMHBIX YTWINT;, HaMaJeHUs C
MCIIOJIb30BAHUEM CETEBBIX IIPOTOKOJIOB.

13. Ob6ecneuenne MHGOPMAITMOHHOW OE30MACHOCTH B OTKPBITHIX cHcTeMaX. KOMIUIEKCHBIN U
¢dparmenTapHblii moaxoabl k 3amute VC. YeTbipexypoBHEBast MOJIENb OTKPHITON CUCTEMBI.

14.  DOmenonupoBanHas 3amuTa OMC B 11e10M M OTJENIBHBIX €€ JIEMEHTOB. TOIOJIOTUS CeTH:
du3nveckas N3OALM; U30JSIIKS IPOTOKOJIA; BBIJCIICHHBIC KAHAJIBI.

15. OpraHu3anuoHHO-IIPABOBBIE METO/IbI 3ALUTHI OTKPBITHIX CUCTEM.

16.  Ilonmutuka wHpopMannoHHON Oe3omacHocTH. PasnoBuanoctn mnomutuk WbB. OcHOBHBIE
nosioxeHus nonutuku Ub.

17. HudopmanmoHHas 6€30I1aCHOCTb B II100AJIBHBIX CETAX. Y JAJCHHbIE aTaKU U MEXaHU3MBbI UX
pea3anuy B II00ATBHBIX CETAX.

18.  Kpunrorpaduyeckas 3ammra uHpopmauuu. [ToHATHA O CUMMETPHUUYHBIX KPUIITOCHUCTEMAX

(mmdpel  TepecTaHoOBKW; MMHUGPHI CIOXHON 3aMeHBl; OJHOpa3oBas cucTtemMa MH(pPOBaHUS;
mudpoBanue MeToioM rammuposanus; DES).

19.  Kpunrorpadudeckas 3amuta nadopmarmn. [Toaatus 00 aCHMMETPUYHBIX KPUTITOCUCTEMAX
(omHOHampaBiieHHbIE (DYyHKIMM; KpUnNTOcHCTeMa IIM(ppoBaHUS JaHHbIX RSA; snekrpoHHas
U (poBast MOAINHUCH).

20.  Kpunrorpaduueckas 3anmra vHGOpMAIHK. ANApaTHO-TIPOrPAMMHBIC KpUTITOTpadUIeCKUe
CpEeJICTBA 3aUTH HHPOPMAIUH.

21.  MexcereBbie 9kpanbl (firewall): mpuxiagHOoro ypoBHS; C TaKeTHOW (uiIbTpauei;
THOPUIHBIE MEKCETEBBIC SKPAHBI.

22. Opranu3zanus u dKCIUTyaTanus BUpTyaabHbIX YacTHBIX ceTtelt (VPN).

23.  Hepapxuueckas mozaens goBepusi. CereBasi MOJEIb JOBEPUSI.

24.  VYmupaBieHHE KIIOUYaMU U CePTUPHUKAILUS KITIOYCH.

25.  IIpotokon korpuaeHnHanpHoro oomMena nanabiMu SSL. I[Tpotokon WEP. IIporokon 802.1X
- KOHTPOJIb JIOCTYIA B CETh IO IIOPTaM.
26.  Cranpaptsl U cnenuuKanuy B 00J1acTi HHPOPMAITMOHHON OE30MaCHOCTH.

3.5 llepeyeHb THNOBBIX MPOCTHIX NPAKTHYECKUX 32/1aHMI K 3a4eTy
(m7st OLIEHKH YMEHMIA)
1 JIlnarHocTrka 3apaxeHus! BpeJOHOCHBIMU ITPOrpaMMaMH.
2 Ananu3 ceteBoro Tpaduka.
3 Y najieHHBIH KOHTPOJIh HAJl CTAHIIHEH B CETH.
4. Hactpolika NoJUTHK UH(OPMAIIMOHHON 0€30MacHOCTH.
5. Hactpolika MexceTeBoro sKpaHa.
6. Opranu3zanus 1 HaCTpolKa BUPTYaJIbHOW YaCTHON CETH.

3.6 IlepeyeHb THNOBBIX MPAKTHYECKHUX 3aJaHUH K 3a4eTy
(17151 OLIEHKH HABBIKOB U (MJIM) OTIBITA 1€ATEIHHOCTH)
1 JlnarnocTuka 3apa’keHust BpeIOHOCHBIMH ITPOrpaMMaMH.
2 Ananm3 ceteBoro Tpaduka.
3 Y naneHHbI KOHTPOJIb HAJl CTAHIIUEH B CETH.
4. Hactpoiika moauTuK nHGOpMaInoHHO#N 0€30MacHOCTH.
5. HacTtpolika MexXCceTeBOoro sKpaHa.
6. Opraau3zanys 1 HACTPOMKa BUPTYAJIbHON YaCTHOM CETH.

4. MeTtoanueckne MaTepuaJibl, ONpeaessiioniue npoueaypy oleHuBaHUsA
3HAHWUH, YMEHHUIl, HABBIKOB U (MJIH) ONBITA AeATeIbHOCTH

B rtabmuue mnpuBEeNeHBI ONMCAHUS MOPOLEAYp MPOBEAEHUS KOHTPOJIbHO-OLIEHOUHBIX
MEPONPUITHIA U MPOLEAYp OLEHUBAHUS PE3YIbTaTOB OOYUEHUs C IOMOILBIO OLIEHOYHBIX CPEJICTB B
COOTBETCTBHUH € paboyell mporpaMMoi TUCIUILTUHBI.

HaumenoBanue Onucanus npoueaypsl MpOBEACHUSA KOHTPOJIbHO-OUEHOYHOT'O MEPOIIPUATUA U ITPOLUCAYPbL
OLCHOYHOI'O OLICHUBAHUA PE3YJIbTATOB O6y‘{CHI/IH




cpencTaa

CobecenmoBanue, MpeayCMOTpEHHOE paboyeil mporpaMMoOi JHUCIUTUIMHEI, TPOBOJUTCS Ha
MPaKTHYECKOM 3aHATHH. IIpermomaBarenb Ha MPAKTHYECKOM 3aHSITHH, MPEAMICCTBYIOIIEM
CobecemoBanne 3aHSTHIO IPOBECHUSI KOHTPOJIS, JOBOAUT 0 OOYUYAIOIIMXCSI TEMY, BOIPOCHI ISl TOATOTOBKH
K cobecenoBanmio. Pe3ynbraTsl cobecetoBaHMUS MPEoIaBaTelb JOBOJUT 10 O0YJIarOIIUXCs
cpa3y moclie 3aBeplIeHusI coOece0BaHuUs

3ammTa 1a60paTOPHBIX pabOT MPOBOIUTCS BO BpeMs JTaOOPAaTOPHBIX 3aHATHH. Bo Bpems
MPOBEICHUS 3aIIUTHI Ta00PaTOPHOH PaOOTHI MONB30BATHCS yUEOHUKAMH, CIIPABOYHHKAMH,
KOHCIIEKTaMH JIEKIIH, TETPaIIMH HE Pa3pELICHO.

[IpenonaBaTens Ha TabOpPaTOPHOI PabOTe, MPEANIECTBYIOMIEH 3aHITHIO TPOBEACHHUS 3aIIUTHI
nmabopaTopHOH pabOoThHI, JOBOAWUT IO OOYYAIOUIMXCS: HOMEp 3aluIlaeMoil JabopaToOpHOM
paboThI, BpeMsi Ha 3alUTy J1a00paTOPHOH paboTHI.

[IpenonaBatens MHOOPMHUPYET OOYYAIOIIUXCS O pE3yJbTaTaX 3allUTHl J1A00PaTOPHON
paboTHI cpasy mocie ee KOHTPOJIbHO-OLIEHOYHOTO MEPOTIPHSTHS

JlabopaTopras pabora

JInst opraHu3alMd W TPOBEACHHS MPOMEKYTOYHOM AaTTECTAlMH COCTABJISIOTCS THIIOBBIC
KOHTPOJIbHBIC 3aJIaHUS UJIW MHBIC MaTCpUaJlbl, HCO6XOI[I/IMBIe JJIs1 OOCHKHU 3HaHHI>i, yMeHI/If/'I, HAaBBbIKOB
U (WJIK) OTBITA JACATSIBLHOCTH, XapaKTePHU3YIOIINX 3TaIlbl (GOPMHUPOBAHUS KOMIICTEHIIMH B TPOIIECCe
OCBOCHUS 00pa30BaTEIbHON POTrPAMMBI.

[TepeueHb TEOPETHUYECKUX BOMPOCOB W THUIIOBBIC MPAKTUYECKUE 3aJaHUSI Pa3HOrO YPOBHS
CIIOKHOCTH JIJIsl MPOBEICHHS MPOMEXKYTOUHON aTTeCTallMy OO0ydarolluecs MOJIydYaroT B Havalie
ceMecTpa uepe3 3JIEKTPOHHYH HH(OpMarmoHHo-o0pa3oBarenbayo cpeny HWpl'YIIC (auunbii
KaOWHET 00yJaromierocs).

Onucanue npouenyp nNpoBeieHus: IPOMeKYTOUHOM aTTecTauuu B (popMe 3a4eTa
U OLIeHUBAHUS Pe3yJIbTATOB 00y4YeHHUsI
[Ipu mpoBeneHUM MPOMEKYTOUHOW aTTeCTalMd B (OpME 3adera MpernojaBaTelb MOXKET
BOCII0JIb30BaThCsl pe3ybTaTaMy TEKYIIEro KOHTPOJIS yCIIeBaeMOCTH B TeueHue cemectpa. C 1enbro
MCIIOJIb30BaHUsl PE3yJIbTaTOB TEKYIIEr0 KOHTPOJS YCIEBAEMOCTH, IPENOAABaTElb MOJICUUTHIBAET
CPEIHIOI0 OLIEHKY YPOBHS C(OPMHUPOBAHHOCTH KOMIIETEHIMH oOydaromierocs (CyMMa OIICHOK,
HOJY4EHHBIX 00Y4aroIUMCs, AETUTCA Ha YUCIIO OLICHOK).

Ikasa u KpuTEepuM OLCHUBAHUS YPOBHS C(POPMUPOBAHHOCTH KOMIIETEHIMI B pe3yJjbTare
H3Y4YeHHS JUCUMILIMHBI IPH NPOBEJACHUM NPOMEKYTOYHOM aTTeCcTalluu

B (popMe 3a4eTa MO pe3yJIbTATAM TEKYIIEro KOHTPOJIsI

(0e3 1ONOJHUTEJIbHOT0 ATTECTAIIMOHHOT0 MCTILITAHUSA)
CpenHsisi OLIeHKa YPOBHS
c(hOpPMHUPOBAHHOCTH KOMITETSHIIUH lIkaa oLeHHBaHUS

[0 pe3ysbTaTaM TeKYILIEro KOHTPOIIs
Ouenka ©He Menee 3,0 ®W HET HU  OJHOU
HeyHOBHeTBOpHTeHLHOﬁ OLCHKH 10 TCKYIIEMY «3BadyTCHO»
KOHTPOJIIO

Onenka wmenee 3,0 wiaM mody4eHa XOTsS OBl OJHA
HEYJIOBJICTBOPUTEIIbHAS OIICHKA [0 TEKYIIEMY KOHTPOJIIO

«HEC 3a4YTCHO»

Ecimm onenka ypoBHS C(HOPMHPOBAHHOCTH KOMITETECHITUH OOYJaromIerocsi He COOTBETCTBYET
KpUTEpUSAM TIONIyU4eHHUsT 3adeTa 0e3 JOMOJHUTEIHHOIO aTTeCTAllMOHHOTO UCHBITAaHUS, TO
MIPOMEKYTOUHAs aTTeCTalusl MPOBOAUTCS B (opMe coOeceqoBaHUs IO MEPEYHI0 TEOPETHUECKUX
BOIPOCOB U TUTIOBBIX MPAKTUYECKUX 3a/1a4 WU B (OpME KOMITBIOTEPHOTO TECTUPOBAHMUS.

[TpoMexyTouHas arTecTaus B opMe 3a4eTa ¢ MPOBEICHUEM aTTECTAIIMOHHOTO MCIBITAHUS
MPOXOUT HA MOCIEAHEM 3aHITHH 10 IUCIUTUIHHE.

[Ipyn mpoBeneHUM MPOMEXKYTOUHOM aTTecTauuu B (OpMe KOMIBIOTEPHOTO TECTHPOBAHUS
BapHaHT TECTOBOTO 3aaHusl GopMUpYeTCs U3 POH/IA TECTOBBIX 33IaHUM 1O JUCIUILTHHE CITyIaliHBIM
ob6pazom, Ho ¢ ycioBueM: 50 % 3agaHuil JOIDKHBI OBITh 3aIaHUSIMU OTKPBITOrO TUMA U 50 % 3amanmii
— 3aKpBITOTO THUIIA.



