OEJIEPAJIBHOE ATEHTCTBO XEJIE3HOJJOPOXKHOI'O TPAHCIIOPTA

denepanbHOE TOCYAAPCTBEHHOE OFOKETHOE 00Pa30BaTENbHOE YUPEKIACHUE
BbICLIEr0 00pa30BaHuUs
«MpKyTCKH TOCYAapCTBEHHBIH YHUBEPCUTET MTyTEH COOOIICHUS»
(®I'bOY BO UpI'VIIC)

YTBEPXJIEHA
MPUKA30M PEKTOpa
oT «29» Mmas 2026 r. Ne 49

b1.0.36 AnxMuHMcTpUpPOBaHUE HHPOPMALMOHHBIX CUCTEM

paboyas mporpamMma JUCIUIIIUHbI
CrenuanpHoCcTh/Hampasienre noaroroBku — 09.03.02 MudbopMalmoHHbIE CHCTEMBI i TEXHOJIOTUU
Crneunanuzaus/mpoduns — MubopMalinoHHbIe CHCTEMBI M TEXHOJIOTUU
KBanudukanms BelTycKHIKA — bakanaBp
®opma u cpok 00yueHus — ounas ¢hopma 4 rona; 3aounas dhopma 5 JgeT
Kadenpa-pa3zpadborunk nmporpammsl — UHOOpMAIMOHHBIC CHCTEMBI U 3alMTa HHHOOPMAIIUN

OO1mas TpyI0eMKOCTh B 3.¢. — 5 DopMbI IPOMEKYTOYHON aTTECTALUH

Yacos mo yaeorOMYy many (YII) — 180 ouHas popma oOydIeHU:
9K3aMeH 8 cemecTp, KypcoBas paboTa 8 cemecTp
3ao4Has popma oOydeHuUs:

Ounasi ¢popma o0yyeHUst PacnpesesieHne 4acoB AUCHHUILINHBI N0 ceMecTpaM
Cemectp 8 Hroro
Bun 3ansaruii Yacos no YII Yacos no YII
AyauTopHasi KOHTAKTHas
padoTa no BMAAM y4eOHbIX 72 79
3aHATHH/
B T.4. B popme ITIT*
— JIEKL[UU 24 24
— IpaKTHYECKUe (CEMUHAPCKUE)
— 1abopaTopHBIE 48 48
CamocTosiTe1bHast padoTa 72 72
JK3aMeH 36 36
Hroro 180 180
3aounas ¢gopma o0yueHus Pacnpenesienne 4acoB JUCHUTIJIMHBI 0 CEMeECTPaM
Kypce 5 Hroro
Bup 3ansaruit Yacos no YII Yacos no YII
AyauTOpHasi KOHTAKTHasl
padoTa no BMAAM y4eOHbIX 16 16
3aHATHI/
B T.4. B popme ITIT*
— JIEKL[UU 6 6
— MpaKkTHYeCcKHe (CeMUHapCKHe)
— nmabopaTopHble 10 10
CamocrosiTesibHast padoTa 146 146
JK3amMeH 18 18
Hroro 180 180
HNPKYTCK

ONEeKTPOHHbIV AOKYMEHT BbirpyxeH n3 EMC ®IrbOY BO Upl'YTC n cooTBeTCTBYET OpUrnHany

%
H

Mopnucant ®re0Y BO UplYTC Tpodumos HO.A. ,Cll _

0x00F585A1671E22C14CEA47AE86A14054D5 ¢ 27 dpeBpanst 2026 r. no 23 masi 2027 r.Moanucs

COOTBETCTBYET (haviny AOKyMeHTa I/IPI'V \_\C.




PabGouast mporpamma IUCHUIUIMHBI pa3paboTaHa B COOTBETCTBUU C (eaepalbHBIM
rOCyJapCTBEHHBIM 00pa30BaTeNbHBIM CTaHIAPTOM BBICIIEro oOpa3oBaHUs — OakajaBpuaT IO
HarpasieHuto noarotoBku 09.03.02 MuadbopManoHHBIE CUCTEMBl U TEXHOJIOTHH, YTBEPKICHHBIM

[Tpuka3zom MuHHCcTEpCcTBa HAyKU U BhIciIero oopasoBanus Poccuiickoii @enepanuu ot 19.09.2017
Ne 926.

[Tporpammy cocraBui(u):
Crapmmit npenogasarens, F0.0. Kynmutman

PaGouas IporpamMma pacCMOTpCHa U 0no6peHa JJIA UCIIOJIBb30BAaHUS B y‘Ie6HOM IMpouecce Ha

3acenanuu kadeapsl «MHGOpMAIMOHHBIC CUCTEMBI U 3aIITa HHPOPMAIIHH, IIPOTOKOI OT «20» Mas
2026 1. Ne 12

3aB. kadenpoit, K. 3. H, JOLEHT T.K. Kupunnosa



1 IIEJIb U 3AJAYM JUCHUTLINHBI

1.1 Heap (ucuUmIHHBI

(opmupoBanre y 0OydYalOMMXCS OCHOBHBIX IIPEICTABICHHH O TEXHOJOTHUAX aJAMHUHUCTPHPOBAHUS
MIPOTPaMMHO-HH(POPMAIIMOHHBIX CUCTEM

1.2 3agaum AMCHUIIHHBI

N3Yy4YCHHUEC OCHOB CETCBOI0 aIMMHUCTPUPOBAHUA

M3y4ICHHE CTAHAAPTOB M TEXHOJIOTHH NPOESKTUPOBAHMS M aAMUHHCTPHPOBAHHMS CETEH

N3Yy4YCHUEC CCTCBBIX CJ'Iy)K6 1 IMPOTOKOJIOB JI CONPOBOKACHUS ceTen

u3ydeHue QYHKIMOHAIBHBIX U apPXUTEKTYPHBIX 0COOCHHOCTEH KOMIBIOTEPHBIX CeTEH

QA WN -

W3ydeHHe JOTHIeCKOH 1 pu3ndeckoil cTpykTyp Active Directory ¥ BEIYUCIUTEIBHBIX CeTeH

1.3 I_le.m, BOCIIMTAHHUSA U 3a1a4YU BOCIIUTATEJIbHOM paﬁon B paMKax JUCHUIIJIMHBI

[IpodeccrnonambHO-TPYOBOE BOCIHTAHNE 00yUJaOIINXCs

Ienp npodeccrHoHaNBEHO-TPYIOBOTO BOCIUTAHKS — (POPMHUPOBAHUE Y OOYUAIOLINXCS OCO3HAHHOM MPOdecCHOHANTBHOM
OpHUCHTAIIUH, MOHUMaHHS OOIICCTBEHHOTO CMBICIA TPyJa M 3HAYMMOCTH €ro JJjisl ce0s JIMYHO, OTBETCTBCHHOTO,
CO3HATEJIBHOIO M TBOPYECKOIO OTHOLICHUS K OyAyLIeH HesTenbHOCTH, MPOPEeCCHOHAIBHONW 3THKH, CIOCOOHOCTH
MpEeABUACTh W3MEHEHHS, KOTOPhIEe MOTYT BO3HHKHYTh B MPO(ECCHOHANBLHON NEATeNIbHOCTH, U YMEHHIO paboTaTh B
N3MEHEHHBIX, BHOBb CO3/IaHHBIX YCIOBUSIX TPY/A.

[enpb qocTHraeTCs MO MEpe PElIeHNUs B €IMHCTBE CICAYIOIINX 3a/1a4:

— (popMuUpOBaHKE CO3HATEIHLHOTO OTHOIICHHS K BRIOpaHHOI Ipodeccuu;

— BOCIHUTAaHUE YECTH, TOPAOCTH, JIIOOBH K MPO(EccHu, CO3HATEIbHOIO OTHOIIECHHS K Npo(deccCHOHAIBHOMY IOMrY,
MMOHUMACMOMY KaK JIMYHAsi OTBETCTBCHHOCTh M 00S3aHHOCTb;

— (opmupoBaHKe NCHX0JIOTUH NpodeccroHana;

— (opmupoBanue MpoeCCHOHATBHOMN KYIBTYPhI, 3ITUKU MPOPECCHOHATEHOTO OOIICHUS;

— (hopMHUpOBAHUE COIUATTLHON KOMIIECTCHTHOCTH U IPYTHE 33[1auH, CBSI3aHHBIC ¢ UMUKEM MPO(ECCHH U aBTOPHUTECTOM
TPaHCIIOPTHOM OTpaciu

2 MECTO JUMCIIMIIVIMHBI B CTPYKTYPE OIIOII

brox/gacte OIIOII ‘ brnok 1. luctuniuns! / O0s13aTenbHast 4acTh

2.1 IncuMnJjMHbI ¥ IPAKTUKH, HA KOTOPbIX OCHOBBIBAETCSl H3yYeHHEe JAHHOM 1M CHMIIIMHbI

B51.0.05 Pycckwuil A3bIK U KyJIbTypa peuu

b1.0.06 IlpaBoBeaenue

b1.0.08 NUudopmaTrka

B1.0.15 BBenenue B cuenaabHOCTD

b1.0.17 TexHonornu nmoucka nHGOpPMaUU

b1.0.26 TexHOonOrUM NporpaMMHUpOBaHUS

b1.0.27 Ynopasnenue JaHHBIMU

b1.0.28 NH)OKOMMYHHKAIIMOHHBIE CUCTEMBI U CETH

O O NO A WN -

51.0.31 Ananu3 OONBIINX JAHHBIX

10 B51.0.32 Basbl gaHHbIX

11 b1.0.33 Yupasnenne UT-poexkramu

12 b1.0.34 UHcTpymeHTalIbHBIE CpeACTBa HH)OPMAMOHHBIX CUCTEM

13 b1.0.35 HaTenmnekTyanbHpIe THPOPMAIMOHHBIE CHCTEMBI i TEXHOJIOTHH

14 b1.0.37 OnepanroHHBIE CHCTEMBI

15 B2.0.01(Y) YueOHas - 03HAKOMHUTEIIbHAS IPAKTHKA

16 Bb2.0.02(Y) YueOHas - 3KCIUTyaTallHOHHAS IPAKTHKA

17 b52.0.03(IT) [IpousBoacTBEHHAS - TEXHOJOTHUECKas (MPOEKTHO-TEXHOJIOTHYECKas) MPaKTHUKa

2.2 I[HCIII/IHJ'[I/IHLI U MPAKTUHKH, ISl KOTOPbIX U3YyYCHUE JTAHHON M CHMIIJIHHBI
HeOﬁXOHﬂMO KaK npeamecTByruiee

1 B52.0.04(I1x) [Ipon3BoaCTBEHHAS - MPEIUIDIOMHASI TPAKTHKA
2 Bb3.01(/1) BeimosmHeHNE BBITYCKHOM KBATU(UKAIIMOHHOMN paboThl
3 Bb3.02(/1) 3ammra BRITYCKHOM KBaTH(PUKAITMOHHONW PabOTHI
3 IIVIAHUPYEMBIE PE3YJIbTATBIOBYUYEHUA IO ANCHUIIVIMHE,
COOTHECEHHBIE C TPEBOBAHUSsIMU K PE3YJIBTATAM OCBOEHUA
OBPA3OBATEJbHOM ITPOI' PAMMBI
Koa n Koa n HanmeHnoBanue
HaHMeHOBaHHe HHANKATOPA J0CTH:KEHUS ILitannpyemblie pe3yabTaThl 00y4eHUs
KOMIeTeHIINN KOMIeTeHIInN
OIIK-2 Cnocoben OIIK-2.1 3Haer coBpeMeHHBIE | 3HATh: COBPEMEHHbIE HHPOPMAIMOHHBIE TEXHOJIOTHH 1
HCIIOJIb30BaTh nHpopMannoOHHbIE IPOTrpaMMHBIE CPEJICTBA ITPH aIMUHUCTPUPOBAHUH CeTel
COBpEMEHHbIE TEXHOJIOTUH U MPOrpaMMHbIe | YMeTh: aIMUHUCTPUPOBATH PACIPE/ICIICHHBIE CETH
nHpopMaInOHHbIE CpEe/CTBa, B TOM YHUCIIE Brnaners: MeTonosiorueil 1 HHCTPYMEHTAJIbHBIMU
TEXHOJIOTUH U OTE4ECTBEHHOTO CPEACTBAMH aAMUHHUCTPUPOBAHUS PACTIPEICICHHBIX CETEH




HPOrPaMMHBIC
CpeACTBa, B TOM
qucIe
OTEYECTBEHHOTO
MIPOM3BO/ICTBA, TIPH
peLIeHUH 3a1a4
po¢eCCHOHATBHOM
JesATEIEHOCTH

MIPOU3BOJICTBA TIPH PEUICHUN
3a71a4 IpoQeCcCHOHANTBHOM

JEATEILHOCTH
OIIK-2.2 Ymeet BHIOHpaTh 3HaTh: KIaCCH(HUKAINIO U OCHOBHBIC XapaKTEPUCTUKH
COBPEMEHHBIE BBIYHCIIMTEIBHBIX CeTel

nH(popMannOHHbIE YMeTb: IIIaHUPOBATh, COIPOBOXKAATE M PAa3BUBATh CETH C

TEXHOJIOTUH U MPOTPAMMHBIE
CpE/ICTBa, B TOM YHUCIIE
OTEYECTBEHHOTO
MPOM3BOJICTBA MPH PELICHUH
3a71a4 IpoQEeCcCHOHATBHOM
JIEATENHHOCTH

MIOMOIIBI0 COBPEMEHHBIX HH(OPMALIMOHHBIX TEXHOIOTHH 1
MPOTPaMMHBIX CPEACTB

BriageTs: npueMaMy peHH>)XUHUPHHTA U pa3padOTKH CETH C
y4eToM BBIOOpa HHPOPMALMOHHBIX TEXHOJIOTHH 1
IPOTPaMMHBIX CPEACTB

OIIK-2.3 Nmeet HaBBIKK
MPUMEHEHHUST COBPEMEHHBIX
WHPOPMAITNOHHBIX
TEXHOJIOTUH U MTPOTPAMMHBIX
CpPEICTB, B TOM YHCIIE
0TE4ECTBEHHOTO
MPOM3BOJICTBA, IPH PEIICHUN
3a7a4 IpoQeCcCHOHATBHOM
JIeATEINEHOCTH

3HATh: OCHOBHbBIE BHU/JIBI TOMOJOTHN U APXUTCKTYP CECTU

YMets: pa3pabaTeIBaTh, A AMUHUCTPHPOBATH U
COIPOBOXKIATh CETH PA3IMIHON CTPYKTYPHI C
WCIIOJIb30BaHUEM CMEIIAHHBIX apXUTEKTYP

Brnanets: coBpeMeHHBIMH HH()OPMALTMOHHBIMHU
TEXHOJIOTHSIMU U TIPOTPAMMHBIMHU CPEACTBAMH IIPH
pelieHnn 3a1a4 Npo(ecCHOHAIBHOM AeATeNbHOCTH,
CBSI3aHHOW C a/IMUHHUCTPHPOBAHHUEM CETEH U
MH(OpPMAIMOHHBIX CHCTEM

OIIK-4 Cnocoben
y4acTBOBAaTh B
pa3paboTke
TEXHUYECKOUN
JOKYMCHTAITUH,
CBSI3aHHOM C
po¢eCCHOHATBHOM
JEITENHHOCTBIO C
HCIIOJIB30BaHUEM
CTaHJAPTOB, HOPM H
MIPaBHII

OIIK-4.1 3HaeT oCHOBHBIE
cTaHAapThl 0hOPMIICHUS
TEXHUYECKOH JOKYMEHTAINU
Ha Pa3JIMYHbIX CTAIUIX
KHU3HEHHOTO IHKJIa
nH(pOpMaIMOHHOI CHCTEMBI

3HaTh: KIaCCH(UKAIHIO )KU3HEHHOTO [IUKJIA
nH(popManmoHHbIX cucTeM; DevOps TEXHOJIOTHIO U
0CcOOCHHOCTH €€ MPUMEHCHHS

YMeTh: BECTH TEXHUUYECKYIO JOKYMEHTAIUIO C Y94ETOM
9TAIOB )KU3HEHHOT'0 LUKJIA HH(POPMAIIHOHHON CUCTEMBI U
Ha ocHOBe DevOps TexHoIOrHH ¢ yuéToM e€ 0coOeHHOCTEH

Braners: ocHOBHBIMU cTaHAapTaMu oopMIIeHHS
TEXHUUYECKON NOKYMEHTALMY HA Pa3JIMYHbIX CTAIUIX
JKM3HEHHOT'O IIMKJIa HHPOPMAIIMOHHOMN CUCTEMBI

OIIK-4.2 YMmeeT npuMeHsTh
CTaHAApTH 0(OPMIICHNUS
TEXHHYECKOH JOKYMEHTAIlNU
Ha Pa3IMYHbIX CTaJnsIX
KHM3HEHHOTO IMKJIa
nH(pOpMaIMOHHOI CHCTEMBI

3HaTh: craHAapThl, paspadortannsie [SO ot CALS-
TEXHOJIOTUil

VMertsb: MPUMCHATHL JAHHBIC CTAHAAPThI OCI)OpMJ'IeHI/Iﬂ
TEXHUICCKOI JAOKYMCHTAINN

BrnaneTs: HaBRIKaMM IPUMEHEHUS CTAaHAAPTOB O(YOPMIIEHUS
TEXHUYECKOI TOKYMEHTAIH Ha Pa3INYHbBIX CTAIUIX
JKU3HEHHOTO [UKJIa pa3padboTku [10

OIIK-4.3 NUmeeT HaBbIKH
COCTaBJICHUS TEXHUIECKON
JOKYMEHTAINN HA Pa3JInIHBIX
JTanax >KU3HEHHOTO LIUKJIA
nH(pOpPMALMOHHOI CHCTEMBI

3Hatb: cranAapTel, pazpadorannsie FIPS mius CALS-
TEXHOJIOTUH

YMets: BEIOMpaTh CTaHIapTH! 0(OPMIICHHUS TEXHUIECKON
JIOKyMEHTAIMH 1101 pelleHHEe KOHKPETHOH 3a/1aun

BJ'IaI[eTLZ HaBbIKaMH MMPUMEHCHUSA MCKIAYHAPOAHBIX
CTaHJapTOB Oq)OpMHeHI/IH TEeXHUICCKOM AOKYMCHTAIMU

OIIK-5 Cnocoben
HWHCTAJUTUPOBATh
MPOTPaMMHOE U
amnmapaTHOe
obecrieueHue s
MHGOPMALNOHHBIX U
ABTOMATH3HUPOBAHHBIX
CHCTEM

OIIK-5.1 3Haet ocHOBBI
CHCTEMHOTO
aJIMUHUCTPHPOBAHUS,
agmuaucTpupoBanus CYB/],
COBpPEMEHHBIE CTaHapTHI
WHPOPMALTNOHHOTO
B3aMMOJIEHCTBUS CHCTEM

3HaTbZ OCHOBBI a):[MI/IHI/ICTpI/IpOBaHI/ISI B OHepaHI/IOHHI)IX
cucremax WINDOWS u UNIX

YMmeTh: HacTpauBath CIIyx0y KaTamoros Active Directory;
MOJHUMATh KOHTPOJUIEPp TOMEHA U BBOJAUTH KOMIIBIOTCPHI
MOJIL30BaTejIe B JOMCH; YIIPaBJIATH MOJIB30BATCIAMU U
CETEBBIMH PECYPCAMH CHCTEMBI

Brnanets: ocHOBaMH 1ocTpoeHus, pyHKIIMOHUPOBAHUS 1
HCIIOJIb30BaHUSI KOMIIBIOTEPHBIX CETEN Pa3InYHOIO
MaciTaba, BO3MOXKHOCTEH MX peannu3alii Ha OCHOBE
06a30BbIX TEXHOJIOTHH U CTAaHJAPTOB

OIIK-5.2 YMeeT BBITOIHATh
[apaMeTpU4ECKYI0 HaCTPOUKY
WH(POPMAIMOHHBIX H
ABTOMATU3UPOBAHHBIX CUCTEM

3HaTh: (GYHKIIMOHAIbHBIE BO3MOXHOCTH MOJIb30BaTEILCKON
MMC

YMeTh: co3/iaBaTh NpoQUIIM NOIb30BaTeNIei M yPaBIsATh
MOJIb30BATENSAMU C IPUMEHEHUEM TPYNIOBBIX MOJIUTHK

BrageTs: HaBbIKaMu pabOTHI C PEECTPOM KOMITBIOTEPA

OIIK-5.3 meeT HaBbIKH
HWHCTAJUIAIUH IPOTPAMMHOTO
1 anmnapaTHOro 00ecTeueHus
HHGOPMALMOHHBIX U
ABTOMAaTU3UPOBAHHBIX CUCTEM

3HATh: TEXHOJIOTHH HUHCTAJUIALIU NPOrpaMMHOI0 U
armapaTHoro obecrneueHus I/IH(I)OpMaL[I/IOHHI)IX u
ABTOMATU3UPOBAHHBIX CUCTEM

YMeTh: HacTpauBaTh, TUaArHOCTUPOBATH U BOCCTAHABIMBATD
npy c00sIX U 0TKa3ax paboTy anmapaTHOro U
POTrPaMMHOT0 00eCeYeHHsI B COCTaBe HH(POPMAIIMOHHBIX
Y aBTOMaTHU3UPOBAHHBIX CUCTEM




BJ'Ia,IICTBI HaBBIKOM COIIPSHKCHUS allliapaTHbIX U
MMpOTrpaMMHBIX CPEACTB B COCTABE I/IH(i)OpMaIII/IOHHI)IX n
ABTOMATU3UPOBAHHBIX CUCTEM C YUYCTOM CHCIII/I(I)I/IKI/I

4 CTPYKTYPA U COAEPKXAHUE JUCHHUIIVINHBI

Kon

HaumeHoBaHHe pa3/ie10B, TeM
H BHAOB padoT

OuHnas ¢popma

3aounas gopma

Cemectp

Yacsl

Jlek

Hp | Jla6

Cp

Kype

Yacsl

Jlek

Ilp

Jlad

CP

*Kon
HH/UKATOpa
JOCTHIKEHHUST

KOMIETeHIMH

1.0

Pasgen 1. BBenenue B
aJIMMHUCTPUPOBaHHE
HHGpOpPMaHOHHBIX
CHCTEM.

11

e u 3a/1a4u
aJIMUHUCTPUPOBAHHUS
UH(OPMALMOHHBIX CUCTEM.
TpeboBanus K
cHenuanucTam CITy)0
anmuHUCcTpHupoBanust HC.
Crannmapter paboter IC u
CTaHAAPTU3UPYIOIINE
OpTaHH3aIiA

S/ycT.

0.5

OIlK-2.1

1.2

OOBEKTHI
aJIMUHHACTPUPOBAHHUS u
MOJIEIH YITPABIICHHUS

S/ycT.

0.5

OIlK-2.2

1.3

Cpencrtaa
aJIMUHUCTPUPOBAHU
OTICPAIMOHHBIX CUCTEM

S/ycT.

OIlK-2.3

1.4

3HakoMcTBO ¢ VirtualBox

S/ycT.

OIlK-2.2

2.0

Paznen 2. Cayxoda
KATaJIOr0B Active
Directory ADDS.

21

DBomonus CITyXKOBI
KaTaJoroB. [Monsrue
ADDS. Ciry:xx6a ADDS

S/ycT.

OIIK-2.3

2.2

CrpykTypa CITY>KOBI
ADDS. O0BbeKThI KaTaaora
U HUX  HaWMMCHOBAHUS.
KommonenTe: ADDS

S/ycT.

0.5

OIlK-4.1

2.3

Hepapxus JIOMEHOB.
JloBepuTenbHbIE
OTHOILEHUS MEXIy
JoMeHamu. Ormnpenenenue
OpPraHMU3alOHHBIX €IHHUILL
JOMeHa

S/ycT.

0.5

OIIK-4.2

24

[InanupoBanue u
yIpaBJieHUE ADDS.
[InanupoBanue
MIPOCTPaHCTBA UMEH
ADDS. Vdernsle 3anucu
nonb3oBareneil.  I'pynmbl
TIOJIb30BATENEH 51
TPYTIIOBBIE TTOJTUTHKH

S/ycT.

0.5

OIlK-4.1

25

Bbe3onacHocts ADDS.
IMporokonsr Kerberos u
IPSecurity

Slyer.

0.5

OIIK-4.3

2.6

IlepBuunsle HACTPOUKH
Windows Server

Slyer.

OIlK-2.1

2.7

Hactpoiiku DHCP u DNS
Ha WS

S/ycr.

OIlK-2.2

2.8

BBong monw3oBarenieiin B
nomen AD

S/ycr.

OIlK-2.2

2.9

OOmas narka

Slyer.

OIIK-2.2

2.10

Hacrpoiixu Apache

Slyer.

OIIK-2.3




4 CTPYKTYPA U COAEPXAHUE JUCHUIIVINHBI

Ounas ¢opma 3aouHas ¢opma *Kon
Ko, HaumeHoBanmne pa3aejoB, TeM Yachbl Yacebl HHAUKATOpa
A U BHJIOB padoT Cemectp Jdex | Tp | Jag | CP Kypc Jdex | Mp | Jag | CP lilocnmcel-mn
OMIIETEHIIUH
211 | Momuropuir 8 31| shern 2 | OnK-23
IPOM3BOAUTENEHOCTH WS
3.0 | Pa3znea 3.
AJIMUHHCTPUPOBaHME
cerh Ha ocHoBe UNIX-
cepsepa.
3.1 | Pa6ora ¢ OC Linux 8 2 4 5/yer. | 0.5 4 OIIK-4.2
3.2 | Maiinosas cucrema Linux 8 2 2 5/yer. | 0.5 6 OIlK-4.2
3.3 | TMons3oBarenu 8 2 4 5/yer. | 0.5 4 OIlK-4.3
3.4 | Bash-ckpunTs 8 2 4 5/ycr. 6 OITK-4.1
3.5 | Hacrpoiika DNS u DHCP
UNIX Server 8 5 2 Slyer. 3 4 OIlK-2.3
3.6 | Hactpoiika  BeG-cepBepa 8 4 1 S/ver 2 4 OITK-4.1
Nginx yer. '
3.7 | Cucrema MOHUTOPHUHT
Zabbix 8 5 1 S/ycr. 2 4 OIIK-4.2
3.8 | Obmas mamka UNIX 8 4 2 S/ver 2 5 OIK-4.2
Server yer. '
4.0 | Pasgen 4.
IIpon3BoauTeILHOCTH
ceTH.
4.1 | ADIMHHUCTPUpPOBAHHE 8 05 2 5/yer 3 OITK-4.1
mporecca KOHQUTYpaun ' ) '
4.2 | AnMHUHHCTpUpPOBaHUE
mporiecca MTOWCKa u 8 0.5 2 S/ycT. 0.5 3 OIIK-4.2
JIMarHOCTHKH OIIHOOK
4.3 | Bpanamayapsl 8 1 2 S/ycr. 4 OIIK-4.3
4.4 | Cpencrsa BUpPTyanu3aluu 8 0.5 2 5/ycr. 4 OIIK-4.1
4.5 | YaaneHHslidi  JocTynm B
nH(pOpMaLMOHHBIX )
cucremax. Virtual Private 8 0.5 2 Syer. 4 OIK-4.1
Network (VPN)
4.6 | AIMHMHUCTpPUPOBaHHE  C
TIOMOUIBIO MPOTOKOJIOB 8 0.5 4 S/ycer. 3 OIlK-4.2
TELNET u SSH
4.7 | RAID-maccuBbl 8 0.5 2 5/yer. 3 OIlK-4.3
PopMa  TPOMEKYTOGHOH | g 36 5/3ummss 18 OIK-2.1
aTTecTalMu — 9K3aMeH
OIIK-2.1
OIIK-2.2
Kypcogas pabora 8 16 | 5/3umHss 16 8g§:ii
OIIK-4.2
OIlK-4.3
OIIK-4.1
KonrponbHas padora 0 5/3uMHsIA 16 OIIK-4.2
OIlK-4.3
Hroro gacos (6e3 yuéra
4acoB Ha IPOMEXKYTOUHYIO 24 48 | 72 6 10 | 146
aTTECTAIINIO)

S ®OHJl OHEHOYHbIX CPEACTB IS TPOBEIEHUA _
TEKYHWEI'O KOHTPOJISI YCIIEBAEMOCTHU U ITPOMEXYTOYHOU
ATTECTAIIMHX OBYYAIOIIIMUXCHA 1O JAUCHHUITVIMHE

@DOH/ OLIEHOYHBIX CPEACTB AJIS IPOBEICHUS TEKYIIEro KOHTPOII yCIEBAEMOCTH U IPOMEXKYTOUHOM aTTeCTaluu
110 AucUHIUIMHE 0(OpMIIeH B BHE npriioxkeHust Ne 1 k pabodeit mporpaMme AUCIMIUIMHBI M pa3MeIIeH B 3JIEKTPOHHON
nH}popMannoHHO-00pa3oBaTebHOM cpenie Y HUBEpCUTETa, JOCTYITHONW 00yYaromeMycst 4epe3 ero JMYHbIH KaOuHeT




6 YHEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHHE

JTACIATLITAHBI

6.1 YueOHas quTeparypa

6.1.1 OcHoBHasi TUTEpaTypa

Bubmmorpadudeckoe onucanme

Koi-Bo 3k3.
B OuoOmorexe/
OHJIAMH

6.1.1.1

Benenrpkas, M. H. AnMuHICTpHpOBaHNE B HHPOPMAIMOHHBIX CHCTEMaX : yaeOHOe
nocobue / M. H. benenrkas, C. T. Manunosckuii, H. B. fIkoBenko. — 2-e u3y.,
ucnp. u gon. — Mocksa : ['opstaas muaus — Tenexom, 2018. — 407 c. : cxem., .,
Tabn. — Pexxum nocryma: mo moarmmcke. — URL:
https://biblioclub.ru/index.php?page=book&id=599650 (nata obpanienus:
07.05.2026). — Bubauorp.: c. 375-377. — ISBN 978-5-9912-0418-7. — Tekcr :
9JIEKTPOHHBIH.

Onutaitn

6.1.1.2

Cricoes, D. B. AnMuHHCTpHpOBaHIEe KOMITBIOTEPHBIX ceTell : yuebHoe mocodue / .
B. Cricoes, A. B. Tepexos, E. B. bypriesa. — Tam60B : TamO0BCKHiA
rocynapcTBeHHbIN Texanaecknit yausepcuret (TI'TY), 2017. — 80 c. : . — Pexxum
nmocryna: mo moamnucke. — URL:
https://biblioclub.ru/index.php?page=book&id=499414 (nata oOpamicHus:
07.05.2026). — bubswuorp. B ku. — ISBN 978-5-8265-1802-1. — Tekcr :

3JIEKTPOHHBIN.

Onnaiu

6.1.1.3

OCHOBBI aIMUHUCTPHPOBAHHS MH(OPMAIIOHHBIX CUCTEM : y4eOHOE ocobue :
[16+] / O. O. boGsraueB, A. JI. Mapyxinenko, JI. O. Mapyxienko [u ap.]. — MockBa
; Bepnun : lupexkr-Menua, 2021. — 202 c. : wi., Tabn. — Pexxum nocryna: no
noanucke. — URL: https://biblioclub.ru/index.php?page=book&id=598955 (nata
oopamienus: 07.05.2026). — bubauorp. B ku. — ISBN 978-5-4499-1674-7. — DOI
10.23681/598955. — TeKCT : JJIEKTPOHHBIIA.

Omnnaiu

6.1.14

Baceins, E. A. CucteMHOe a IMUHUCTPUPOBAHUE U HH(POPMAIIMOHHAs 6€30I1aCHOCTh
: yueGHoe mocobue : [16+] / E. A. Bacwinst. — HoBocubupck : HoBocubupckuit
rOCy/apCTBEHHBIN TeXHUYECKUI yHUBepcuteT, 2018. — 79 c. : un. — Pexum
nocryna: mo noanucke. — URL:
https://biblioclub.ru/index.php?page=book&id=575325 (nata oOpamicHus:
07.05.2026). — bubswuorp. B ku. — ISBN 978-5-7782-3484-0. — Tekcr :
3JIEKTPOHHBIN.

Onnaiu

6.1.2 JlonoJHUTEIbHAS JUTEPATYpa

Bubmmorpadudeckoe onrcanue

Koi-Bo 3k3.
B OuOmMorexe/
OHJIAMH

6.1.2.1

[ep6a, E. B. [IpoTuBomeiicTBHE CETEBBIM aTaKaM B JIOKAIBHBIX CETX : yaeOHOe
mocobue : [16+]/ E. B. lllep6a, M. B. Illep0a, A. A. Maraszes ; pen. O. B. Maep ;
OMckuii rocy1apCTBEHHbIN TEXHUUECKUM yHUBEpcUTeT. — OMCK : OMCKHi
roCyIapCTBeHHBIH TexHUUeckuit yHuBepcureT (OMI'TY), 2021. — 119 c. : ni., Tadm.,
cxeM. — Pexxum nmocryma: no noamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=700833 (mata oOpamieHus:
07.05.2026). — bubswuorp. B ku. — ISBN 978-5-8149-3250-1. — Tekcr :

9JIEKTPOHHBIH.

Ounnaiu

6.1.2.2

Tepexos, A. B. UT-undpactpykrypa opranuzanuu : yaeoHoe nocobue / A. B.
Tepexos, B. H. Uepnsrmos, U. I1. Pak. — Tam6oB : TT'TY, 2017. — 97 ¢c. — ISBN
978-5-8265-1844-1. — TekcT : 3neKTpOHHEIH // JIaHb : 3IeKTpOHHO-ONOMHOTeTHAS

cucrema. — URL: https://e.lanbook.com/book/319799 (narta oGpareHus:
07.05.2026). — Pexum g0CTyIIa: [UTsl aBTOPH3. TOJIB30BATEIICH.

Ounnaia

6.1.3

YuyeOHO-MeTOAUYECKHE Pa3PA0OTKH (B T. Y. VIl CAMOCTOSTENbHOI padoThl 00y4aIOLIUXCST)

Bubnmuorpadudeckoe onucanmne

Kom-Bo 3k3.
B Ouomoreke/
OHJIAMH

6.1.3.1

Kymurman, F0.0. MeTonuveckue ykazaHusi o u3ydeHuto aucuuiiinael b1.0.36
AIMUHHCTpUpPOBaHNE HMH(POPMAITMOHHBIX CHCTEM 10 HAIIPABICHHIO MTOJITOTOBKH
09.03.02 NudopmMaiioHHbIE CHCTEMBI X TEXHOJIOTHH, pod s HbopMannoHHbIe
cuctemsl 1 Texaonoruu / F0.0. Kynurman ; UpI'YIIC. — Upkyrck : UpI' VIIC,
2023. — 16 c - Tekcr: anekrponHsId. - URL:
https://www.irgups.ru/eis/for_site/umkd_files/mu_69259 1396 2026_1 signed.pdf

Ownnaig

6.2 Pecypchbl HHPOPMAIIOHHO-TeJIEKOMMYHMKAIIMOHHOM ceTH «MHTepHeT»

6.2.1

DJeKTpoHHO-OMOIMOTEeHAs cucTeMa «Y HUBEpCUTETCKas OnbIoTeKa oHainy, https://biblioclub.ru/

6.2.2

DnekTpoHHO-O0nbIMoTeuHas cucrema «Mznarenscrso Jlansy, https://e.lanbook.com/




6.3 IlporpamMHoe obecniedeHne  HH(POPMAIIHOHHbIE CIPABOYHbIE CHCTEMBbI

6.3.1 bazoBoe mporpaMMHoe oGecrieueHue

Microsoft Windows Professional 10, rocymapcrBennbiii  koHTpakr ot  20.07.2021 Ne

6311 ' 1334100010021000013-01
6.3.1.2 g/iicrosoft Office Russian 2010, rocymapctBenasi kKoHTpakT oT 20.07.2021 Ne 0334100010021000013 -
6313 F_oxitReade_:r, CBOGOIHO pacmpocTpansieMoe mporpaMmmHoe obecrieuenue http://free-software.com.ua/pdf-
T viewer/foxit-reader/
Adobe Acrobat Reader DC cBoOomHO pacmpocTpaHseMOe TpPOrpaMMHOE  OOecreucHHe
6.3.14 . .
https://get.adobe.com/ru/reader/enterprise/
Sunexc. bpaysep. IlpukmagHoe mnporpamMmHOe obecniedyeHue ooOmero HasHaueHws, OducHbie
6.3.1.5 TIPUJIOKEHUS], JIMLEH3UsI — CBOOOIHO pacrpocTpaHsieMoe IporpaMMHOe odecriedeHue 1o guneHsuu BSD
License
6.3.2 Cnenyuajau3upoOBaHHOE MPOTPAMMHOE o0ecnedeHue
6.3.2.1 Oracle VM Virtual Box YU. ITPOII. https://www.virtualbox.org/
Packet Tracer ya. ITPOLI. VYHuBepcanbpHas o01ecTBEHHAS JIALIEH3UsA GNU,
6.3.2.2 .
http://www.packettracernetwork.com/
6.3.2.3 PuTTY cBoOOmHO pacmpocTpaHsIeMblii KIUEHT AJIS Pa3IHIHBIX MPOTOKOJIOB YAAIEHHOTO AocTyma YU.
o [TPOLL. http://www.putty.org/
6.3.3 UndopmanuoHHbie cipaBOYHbIe CHCTEMbI
6.3.3.1 ‘ He npexycMoTpeHb!
6.4 IlpaBoBble H HOPMATHBHbBIE JOKYMEHTbI
6.4.1 ‘ He npenycMoTpensl

7 OIUCAHUE MATEPHAJIBHO-TEXHHYECKOI BA3BI,
HEOBXOJIMMOI VISl OCYIECTBJEHMS YYEBHOT'O IMPOLIECCA
MO TUCHUTIIMHE

Kopmyca A, b, B, I', I, E UpI'VIIC naxogsrcs no agpecy r. UpkyTck, yin. YepHslieBckoro, 1. 15;
kopmyc JI UpI'VIIC wnaxoautcs — no aapecy 1. UpkyTck, yi. JlepmonTosa, a.80

YuebHas aymutopus J{-521 s mpoBeaeHNs ISKIUOHHBIX U MPAKTHICCKAX 3aHATHH, TPYIIIOBBIX 1
UHIMBUAYAJIBHBIX KOHCYJIBTAINH, KypCOBOTO MPOEKTUPOBAHUS (BBIIOIHEHUS KyPCOBBIX paboT), TEKYILEro
KOHTPOJISI ¥ IPOMEXYTOUHOH arTectaru. OcHOBHoe o0opynoBanue: Crienuaan3upoBaHHast MeOerb,
MYJIbTUMEAHANIPOEKTOP, 3KpaH, KoMIbloTep. s mpoBeeHUS 3aHATHIH UMEIOTCSl Y4eOHO-HarIsHbIe
nocoOust (pe3eHTaIH, TIIaKaThl).

Jlabopatopust [1-508 «H(pOpMAIIMOHHEIE CHCTEMBI U CETEBBIC TEXHOIOTUNY, «CETH B CUCTEMBI TIepeIadn
uHbOpMaLUU» IS IPOBEICHUS JIAOOPATOPHBIX PadoT, IPYIIIOBEIX U HHIMBUAYATbHBIX KOHCYIIbTALUH,
KypCOBOT'O MPOEKTUPOBAHUS (BBIIIOJIHEHUSI KYPCOBBIX paboT), TEKYILEr0 KOHTPOJIS U IIPOM EXKYTOYHO
aTTeCTaIlHH. OcHoBHOe o0opynoBanue: Crenuann3upoBaHHas MeOeb, KOMIBIOTEPHI ¢ TOAKITIOUYCHIEM
K ceTd [HTepHeT, o0ecnednBaomuye JOCTYI B 3IEKTPOHHYI0 HH(POPMAIIMOHHO-00pa30BaTe/IbHYIO CPELY
NpI'YTIC, yueGHO-HarIs iHbBIE TTOCOOHS (TIPe3eHTALNH, IIJIaKaThl). KOMMYTAIlMOHHAs CTOMKa — 1 mT.
Cepeep — 1 mt. cisco 2600 — 2 mt. switch catalyst 2900 — 2 mt. momem ZyXEL — 2 mt. Router cisco 1600 —
1 wr. Hub token ring — 1 wrr. Ten. agantep D-link DVG-7111S — 1 wir. YrpasinsieMblid KOMMyTaTop 2
ypoBas D-link DES-1210-10/ME — 1 wrt. Yrpasnsiembrit kommytatop 3 yposast D-link DGS-1500-28 -1 1ur.
MeskcereBoit skpan D-link DFL-260E — 1 wrt. Mapuipytuszarop D-Link DIR-100 - 1 wt. BecipoBognas
touka focryna D-Link DWL-3200AP — 1 wr. [NosocoBoit twtro3 D-Link DVG-7022S Gateway+Router ¢
noepkkoit SIP — 1 mrr. IP-kamepa D-Link DCS-2130 — 1wt. Kommyrarop D-link DES-1100-16 — 2 .
Kommyratop D-link DES-3028 — 1 1ur.

ITomemenns A caMOCTOATEIBHON PabOTHI 00YUYAIOIINKCST OCHAIIEHB KOMITBIOTEPHOW TEXHUKOM,
MOJKITFOUEHHON K HH(OPMAIIMOHHO-TEIEKOMMYHUKAITMOHHOH ceTh «HTepHeT», 1 00ecedeHbl JOCTYIIOM B
JNEKTPOHHYI0 HHPOPMAIMOHHO-00pa3oBaTenbHyto cpeny Upl YIIC. [TomemeHus 11 caMOCTOSTETbHOMN
paboTHl 00yUarOIMXCSL:

— YUTaJbHbIC 3aJIbL;

— y4eOHbIe 3Tkl BRIUUCIUTEIbHON Texaukn A-401, A-509, A-513, A-516, [1-501, 1-503, 1-505, J1-507;

— IIOMEIIEHHS JIJIs XpaHeHHs ¥ NpoduitakTHYeCcKoro o0CIy uBaHus yueOHoro obopynoBanus — A-521

8§ METOANYECKHE YKA3AHUSA JISA OBYYAIOIIUXCA
11O OCBOEHMIO TN CIUIIJIMHBI

Bun yue6HOM
JIeSITETIbHOCTH

Opranuzanus yaeOHO! AesITeNbHOCTH 00yUJatomEerocs

Jlexmst (ot matmHCKOTO «lection» — dYTeHWE) — BHJ AyAWTOPHBIX YUEOHBIX 3aHATHH.

Jlexus Jleknusi: 3aKkianbIBa€T OCHOBBI Hay4YHBIX 3HAaHUM B CHCTEMATHU3MPOBAHHOM, MOCJEI0BATEIbHOM,

00001meHHo (GopMe; PACKPHIBAET COCTOSIHME W TEPCHEKTUBHI Pa3BUTHS COOTBETCTBYIOLIEH




o0nacTn HayKM W TEXHHKH; KOHLECHTPHUPYET BHUMAHHE OOYdYarOIIMXCsl Ha HauOoJiee CIIOKHBIX,
Y3JIOBBIX BOIPOCAxX; CTUMYJIUPYET [MO3HABATEIBHYIO aKTHBHOCTD 00YYaIOIINXCSl.

Bo Bpemsi JIEKIMOHHBIX 3aHATHH OOy4YalOImIMICA JIOJDKEH YMETh CKOHLEHTPHPOBATh
BHUMaHHME Ha H3y4aeMbIX NpoOieMax M BKJIIOYUTH B PabOTy Bce BUABI IAMATHU: CIOBECHYIO,
00pa3HyI0 U MOTOPHO-JBHUIraTeNbHy0. 11 3TOro Bech MaTepual, u3jlaraéMblii pernoiaBaTeiem,
oOydaroremMycsi HEoOXOAMMO KOHCHEKTUpOBaTh. Ha MONSAX KOHCIEKTa ClexyeT IoMedaTh
BONPOCHI, BBIACICHHBIE OOYdYaIOIMMCS U KOHCYIbTALMM C TIpEerojaBareieM. BBIBOIHL,
MOJTyYeHHBIE B BUAE (POPMYI, PEKOMEHIYETCS B KOHCIIEKTE TTOAIEPKUBATH NN OOBOIUTH PaMKOH,
9TOOBI JIydIle 3alOMHUHANUCH. [lOJE3HO COCTaBUTH KpAaTKAH CIPAaBOYHHUK, COJICpPIKAIIUIl
OTIpEJICTICHUS] BaKHEHIINX MOHATHH Jeknnu. K kaXXnoMy 3aHATHIO CleayeT pa3odpars MaTeprall
npeaplaymed neknuu. M3ydas Martepuan mo y4eOHHMKY WM KOHCIIEKTY JIEKLIHH, Clemyet
MIEPEXOJUTH K CIETYIOMIEMY BOIIPOCY TOJIBKO B TOM CIy4Yae, KOTJa XOPOIIO YCBOEH MPEIbL YN
BOIPOC. P51t BONPOCOB TUCIUIUIMHBI MOXKET OBITh BBIHECEH Ha CaMOCTOsITEIbHOE H3yueHue. Takoe
3ajaHue TpeOyeT ONepaTHBHOIO BHINOIHEHUS. B KOHCIIeKTe JIeKIMii HE0OXOJMMO OCTaBUTh MECTO
JUISL OCBEILEHUS] YIOMSHYTBIX BOIpocoB. O003HAYMTH BONPOCHI, TEPMHHBI, MaTepual, KOTOPbIH
BBI3BIBAET TPYAHOCTHU, IOMETUTD U MOMBITATHCS HAMTH OTBET B peKOMeHAyeMoll mureparype. Eciu
CaMOCTOSTENLHO HE yaaeTcsi pa3o0paThesl B MaTepuale, To Heo0X0auMo chopMyIMpOBaTh BOIIPOC
U 33/1aTh NIPENOAABATEINI0 HA KOHCYJIBTAINY, HA MPAKTUYECKOM 3aHITUU

JlabopaTopHras
pabota

OCHOBHOI LIEJTBIO JTA0OPATOPHBIX PAdOT SBISETCS TCOPETUICCKOE 00OCHOBAHUE, HATIIAIHOC
W/WIHA SKCIICPUMEHTAIBHOE TOATBEPKICHUE HW/WIIM TMPOBEPKA CYIIECCTBEHHBIX TCOPETHUCCKUX
MOJIOKEHUH (3aKOHOB, 3aKOHOMEPHOCTEH) aHanu3 CYHIECTBYIOIIMX METOAMK M METOJOB HX
peammanuu 1 T.J. OHH 3aHUMAOT TNPEUMYIIECTBEHHOE MECTO MpPHU H3YYEHHH UCIUIUIMH
00513aTeNIbHOM YaCTH M YacTH, GOPMUPYEMOH y4acTHHKaMK 00pa30BaTeIbHBIX OTHOIICHHH biioka
1.

Hcxons u3 nienn, coaepkanrieM ITabopaTOPHBIX pabOT MOTYT OBITh:

- SKCIICpUMEHTAIbHAS TPOBEPKa POPMYIL, METOIUK PacdeTa;

- IpOBEICHIE HATYPHBIX N3MEPEHII CBOHCTB, pa00YNX TapaMeTPOB, PSKUMOB pabOTHI IPpH
MTOMOIIHN JTAOOPAaTOPHOTO 0OOPYIOBAHUS W/MITH CTEHIOB H MAaKETOB;

- 03HaKOMJIEHHE, aHAJIU3 U TEOPETUUECKUE BBIKIAAKH 110 YCTPONUCTBY, IPUHLIUITY NEHCTBUS
1 crioco0aM 00CTy)KMBaHUS allapaToB, eTajlei MalliH, MEXaHU3MOB, IPOIIECCOB, MPOTEKAIOIINX
B HUX MIPHU 3TOM H T.J.;

- HarsAaHas rpaduueckas WHTEPIpPETAIUs YePTeKeH, cXeM, 00bEMHBIX MOBEPXHOCTEH U
T.J1., BOCIPOHM3BOJUMBIX C IIOMOIIBIO CICIIHATH3UPOBAHHOTO IPOrPAMMHOI0 00CCIICYCHUS;

- UMHUTAIIMOHHOE MOJIEIMPOBAHME TMPOIIECCOB, MPOTEKAIOIIUX B CIOXKHBIX XUMUYECKHUX,
(U3NIECKUX, MEXaHMYECKUX, SJCKTPHUECKUX U MP. 00BEKTaX;

- HaBIOHOE TpEACTaBICHHE O paboTe TNepcoHasla KOHKPETHOH OpraHW3alid WIIH
noapaszaenenus OAO «PXI» nocpeacTBOM MOAEIMPOBAaHUS IITATHBIX U BHEIUTATHBIX CUTYal[i
B BUPTYaJbHBIX CIECIHATH3UPOBaHHBIX APM (aBTOMATH3MpPOBAaHHBIX pabOUMX MECT);

- YCTaHOBJICHHE W TOATBEPXKACHUE 3aKOHOMEpPHOCTEH (IIyTeM CpaBHEHHUS MPOBEICHHOTO
AKCIICPUMEHTA M PACCYMTAHHBIX 3HAYCHUH) U T.11.;

- O3HAKOMJICHHE C METOJMKAMHU MPOBEACHUS HKCIEPUMEHTOB, HATJISIIHBIM YCTPOHCTBOM
CTEH/I-MaKeTOB U TIp.;

- YCTaHOBJIEHHE CBOWCTB BEIIECTB, UX KAU€CTBEHHBIX U KOJIMYECTBEHHBIX XapaKTEPUCTHK;

- aHaNIM3 PA3IMYHBIX XapaKTEPUCTHK MPOIECCOB, B TOM YHCIE MPOU3BOACTBEHHBIX U MUHBIX
MIPOIIECCOB;

- pacueT mapameTpoB Pa3IMYHBIX SBJICHWH M MPOIECCOB, CMOJIEIMPOBATH KOTOPHIC HE
BO3MOJKHO B pealIbHBIX YCIOBHAX (HAIIPUMED, YpE3BBIYaiHbIC CUTYAIUH U TIP.);

- HAOIOICHUE Pa3BUTHS SIBIICHHUH, TIPOIICCCOB H JIP.

JormyckaeTcst MHOE COJepiKaHUE JTA0OPATOPHBIX paboT, eciau 3To OyIeT CIOCOOCTBOBATH
peanu3anyy Heneil u 3a1a4 TUCIUIUTHHEI 1 (POPMHUPOBAHUIO COOTBETCTBYIOIINX KOMIICTEHIIHIA.

[o xapakTepy BBIMOJIHACMBIX JTa00PATOPHBIX PA0OT BO3MOXKHEI:

- O3HAKOMHTCIIbHBIC  PAa0OTBI, HCIONB3YeMbIC IS  3aKPEIUICHUS  H3YYCHHOTO
TEOPETUIECKOTO MaTePHAIbI;

- aHATMTHYECKUE PabOTHI, UCMOIB3YEMBIE JIJIS TOTYIeHUST HOBOWH MH(OpMAIMK Ha OCHOBE
(hopManmu30BaHHBIX METO/IOB;

- TBOpYECKHE pabOThI, OPHEHTUPOBAHHBIE HA CAMOCTOSTEIBHBIN BRIOOD MOIX0/IOB PEIICHUS
3aja4.

[Ipexme, 4eM NPUCTYNHTH K JTa0OPATOPHBIM 3aHATHAM, OOYJarOIIUMCS HEOOXOIUMO
MTOBTOPUTHh TEOPETHUCCKUIM MaTepral rmo TeMe padotsl. Kaxias mabopaTopHas paboTa ocHaIeHa
METOJIMYCCKUMH YKa3aHHUSIMH, pa3pad0TaHHBIMH MPENOJABATEISIMH, BEIYIIUMH JUCIUTUINHY

CaMocTosTenbpHas
pabora

OO0ydeHne 10 JUCHUIUINHE «AIMHUHHCTPUPOBAHME WH(POPMALMOHHBIX  CHCTEM»
MpeIycMaTpruBaeT aKTHBHYIO CaMOCTOSITENbHYIO padoTy oOydaromerocs. B pasmene 4 paboueit
MIpOTpaMMBbl, KOTOpHIH Ha3bBaeTcs «CTpPyKTypa M COAEp)KaHHE TUCHUIUIMHBI», BCE YaCH
CaMOCTOSATENILHOM pabOThl pacmucaHbl MO TeMaM M BOIIPOcaM, a TaKkKe yKa3aHa HeoOXoaumas
ydeOHast JIuTeparypa: o0ydJaroluics u3yJaeT yueOHbIH MaTepral, pa3oupaeT NpUMEpHI U pelaeT




Pa3HOYPOBHEBBIC 3a/adi B DPAaMKaxX BBIIOJHEHHS KaK OOMIMX [OMAIlHUX 3aJaHWH, TaK H
WHIMBHUIYaJIBHBIX qoMamHuX 3axanuil (M/13) u aipyrux BuaoB paboT, IperyCMOTPEHHBIX paboueii
pOrpamMMoil TUCUUILIMHBL. [Ipy BBIOJHEHUH NOMAIIHMX 3allaHuil OOydaromemycs Cieayer
oOpaTuThCS K 3ajadyaM, PEUICHHBIM Ha MPEIbIIYyLIINX INPAKTUUYECKUX 3aHSATHSAX, DPEIICHHBIM
JoMalniHuM paboTaM, a TaKKe K IpUMepaM, MPUBOJMMBEIM JekrtopoMm. Ecmu storo Oymer
HEJIOCTaTOYHO JUISl BBIIIOJHEHHS Bced pabOThl MOKHO JOMOJHUTENBHO BOCIIOJIB30BATHCS
Y4eOHBIMH TOCOOMSIMH, TIPUBEACHHBIME B pazaene 6.1 «YdaebHas muteparypay». Ecim, HecMoTps
Ha M3Y4YCHHBIH MaTepHai, 3aJaHHE BBINOJIHWUTH HE YNACTCs, TO B OOS3aTEIHFHOM IOPSAKE
HEOOXOANMO MOCETUTh KOHCYJIBTALUIO MPETIOaBaTENs], BEAYIIETO IPAKTUIECKUE 3aHATHS, H/HIH
KOHCYJIBTAIIHIO JICKTOPA.

JomamHue 3ajaHWs, HWHIUBHAyalbHbIC [OMAallHWE 3aJaHus M JApyrue palboTsl,
IIPeAyCMOTPEHHBIE pabodeii IporpaMMON AUCIMIUINHBI TOJDKHBI OBITH BBIITOTHEHBI 00ydaoIuMCs
B YCTAQHOBJICHHBIE IPEIOJaBaTeIeM CPOKH B COOTBETCTBHHM C TPEOOBAHMAMH K O(QOPMIICHHIO
TEKCTOBOH M rpaduuecKkoil JoKyMeHTaluu, chopMmynupoBaHHbiM B [lonoxenun «TpeboBaHus K
odopMIIEHHIO TEKCTOBOH 1 rpaduueckoil JokyMeHTauuu. HopMOKOHTpOIIB

Kommekc yaeOHO-METOOMYIECKNX MAaTEpHAIOB 110 BCEM BUAAM y4eOHOH IEATeNIbHOCTH, MPELyCMOTPEHHBIM pabouei
MIPOTPaMMO¥ IUCIMITIMHEI (MOIYJIS), pa3MeIleH B IIEKTPOHHOW HH(POPMAIIMOHHO -00pazoBaTensHoit cpeae Upl VIIC,
JOCTYITHOU 00YYarOIIEMYCs Yepe3 ero JINYHbIA KaOWHET




IIpuio:xkenne Ne 1 k padoueil mporpamme

POH/I OHEHOYHBLIX CPEJICTB

JJIS1 IPOBe/IeHN sl TEKYIEro KOHTPOJIsl YCIIeBAeMOCTH
U IPOMEKYTOYHOM aTTecTAlluN



1. O01mme moJ10KeHus

®onx  oueHouyHslx cpeActB  (POC) sBaseTcss COCTaBHOM YacThl0 HOPMATHUBHO-
METOJUYECKOr0  OOecreueHusi CHUCTEMbl OLEHKM KadyecTBa OCBOEHHUS  OO0ydYaroIMMUCS
00pa30BaTebHOI POrpaMMBl.

@OHJI OLIGHOYHBIX CPEJICTB IMpeJHa3HayeH JJs UCIHOJb30BaHUS OOydYarolUMHUcs,
MpernoaaBaTeNisiMi, aJMUHHUCTPAIMC YHUBEPCHTETa, a TAKXKE CTOPOHHUMH 00pa30BaTeIbHBIMU
OpraHM3alUsIMHU JJIsl OLIEHWBaHUs KayecTBa OCBOCHHS 00pa30BaTEIbHOM MPOrpaMMbl U YpPOBHS
c(OPMHPOBAHHOCTH KOMITETCHIIUN Y 00yYarOIUXCS.

3amauamu POC aBnAr0oTCA:

— OLICHKA TOCTHIKEHHUH 00YJArOIIMXCs B TIPOIECCE U3YUCHHSI TUCIUTUIHHEI;

— obecrieyeHre COOTBETCTBUS Pe3ysIbTaToOB 00yueHHsI 3ajauaM OyayIiei npodeccuoHaaIbHON
JESTEIIbHOCTH Yepe3 COBEPIICHCTBOBAHUE TPAIUIIMOHHBIX ¥ BHEPCHHE MHHOBAIIMOHHBIX METOJIOB
oOydeHus B 00pa3oBaTeNIbHBIIN Mpo1ece;

— CaMOIIO/ITOTOBKA U CAMOKOHTPOJIb O0YUAIONINXCS B MPOIIecce 00yueHUsI.

@DOH/I OIICHOYHBIX CPEACTB COPMUPOBAH HA OCHOBE KITFOUEBBIX MPUHIMUIIOB OLICHUBAHMUS:
BaJIMTHOCTh, HaJIS)KHOCTh, 00bEKTHBHOCTh, 3PPEKTUBHOCTD.

Jns oueHku YpoBHA CPOPMHUPOBAHHOCTH KOMIIETEHIMI HCIOIB3YyeTCsl TPEeXypOBHEBAs
cucreMa:

— MHUHHUMAJbHBI ypOBEHb OCBOCHHS, O0Os3aTeNbHBIM Ui BCeX OOYyYalOIIUXCS IO
3aBEPIICHUIO OCBOCHHS 00pa30BaTEIbHON MpPOrpaMMbl; JaeT OOIlee MPEACTaBICHUE O BHUIC
JESITEIbHOCTH, OCHOBHBIX 3aKOHOMEPHOCTSX (YHKIIMOHUPOBAHUS OOBEKTOB MPOGeCCHOHATBHON
JESTSIILHOCTH, METOJIOB M AJITOPUTMOB PEIICHUS MPAKTHYSCKUX 3a/1a4;

— 0a30BBIi  ypOBEHb OCBOCHHS, TMPEBBIIIEHUE MHUHUMAIBHBIX  XapaKTEPUCTHK
c()OPMHUPOBAHHOCTH  KOMIICTCHIIMH; TMO3BOJIIET peIIaTh THUIOBBIE  3a7add, IMPUHUMATH
npodeccuoHaNbHbIE W YIPABICHYECKUE PEIICHHs [0 W3BECTHBIM arOpUTMaM, MpaBWIaM U
METOIUKAM;

— BBICOKHH YPOBEHb OCBOCHHS, MAaKCUMAJILHO BO3MOXKHAS BBIPAKEHHOCTHh XapaKTEPUCTHK
KOMIIETESHIIHI; MpeArnoiaaraeT TOTOBHOCTh peliaTh MPAKTHYECKUE 33/Ja4H MOBBIIIEHHONW CII0KHOCTH,
HETHUIIOBBIE 3aJ]aud, MPHHUMATH MPO(ECCHOHAIBHBIE W YIPABJICHYSCKUE DPEIICHUS B YCIIOBUSIX
HEMOJHOW  OMpEeAENEeHHOCTH, TMPU HEIOCTATOYHOM JOKYMEHTaJIbHOM, HOPMAaTHBHOM U
METOJMYECKOM 00ECTICUEHHUH.



2. llepeyeHb KOMMNETEHIUI, B ()OPMHUPOBAHUMN KOTOPBIX Y4aCTBYET
AUCUMILIAHA.
IIporpaMMa KOHTPOJIbHO-OLEHOYHBIX MEPONIPUATHIA.
IToxka3zaresin OEHUBAHUSA KOMIECTCHIUA, KPUTEPUH OLCHKHU

JucuummuHa  «AIMUHUCTPUPOBaHME HMH(POPMALIMOHHBIX  CHUCTEM)»  y4acTBYyeT B
(bopMHpPOBaHUN KOMITETCHIIUHA:

OIIK-2. CnocobeH HCIoNb30BaTh COBPEMEHHBIE WH()OPMAIMOHHBIE TEXHOJIOTHH |
IIPOrpaMMHBIE CPEJICTBA, B TOM YMCJIE OTEUECTBEHHOIO IIPOMU3BOJICTBA, IIPU PELIECHUU 3aaay
npodeccnoHabHO 1eATeIbHOCTH

OIIK-4. CniocobeH y4acTBOBaTh B Pa3padOTKEe TEXHUYECKOW JOKYMEHTAIUH, CBSI3aHHOM C
npodeccnoHaNbHOM eATEIbHOCTHIO C UCIIOIb30BAHUEM CTAaHAAPTOB, HOPM U MPaBUIL

OIIK-5. CnocobeH WHCTAIUIMPOBATH MPOTPAMMHOE U ammapaTHOe oOecredeHue s
MH(OPMALIMOHHBIX U ABTOMATU3UPOBAHHBIX CHCTEM

IIporpaMmma KOHTPOJIbHO-OLEHOYHBIX MEPONIPUATHI o4yHasi popma 00yueHUus
HaumenoBanue Kon
HanmeHoBaHME OLIEHOYHOTO
KOHTPOJILHO- HHIHKATOpa
Ne OOBEKT KOHTPOJIA cpexnctsa (popma
OLIEHOYHOT'O JIOCTHKEHUSI «
IIpOBEACHUS*)
MEpOIPHUATHS KOMITETEHIINU
8 cemecTp
1.0 Paznes 1. BBeienue B aIMUHHCTPHPOBaHI e HHPOPMAIMOHHBIX CHCTEM
Ilenu u 3amaun
aJIMUHUCTPUPOBAHHUS
. MH(OPMALMOHHBIX CUCTEM.
Texymuit
11 KOHIPOID TpeboBaHus K crienuagIncTamMm OIlK-2.1 CobecenoBanue (yCTHO)
p ciyx6 anmuHucTpupoBanus VC.
Cranpnaptsl padotsl VIC u
CTAaHJAPTU3UPYIOLIHE OPraHNU3aLIH
T =
12 eKyIIunit OOBEKTHI aIMUHUCTPUPOBAHUS U OIIK-2.2 CobecerioBantie (yCTHO)
KOHTPOJIb MOJIEIIH YIIPaBJICHUS
T i C
1.3 Gy PEACTBA a/IMHHHCTPHPOBATHA OIIK-2.3 CobecenoBanue (yCTHO)
KOHTPOJIb ONIePALOHHBIX CUCTEM
Texvimii JlaboparopHas paboTa
14 yi 3nakomcTBO ¢ VirtualBox OIIK-2.2 (TTHCBEMEHHO/YCTHO)
KOHTPOJTb

CobecenoBanne (yCTHO)

2.0 Pazgen 2. Cayx0a katanoros Active Directory ADDS

Texymmii OBoumoIus CITyKObI KaTaJIo0ToB.
2.1 KOHTPOJIb [Tonsatue ADDS. Ciryxx6a ADDS OlK-2.3 Cobecenosaime (ycTHo)
Crpyxkrypa ciayx0s1 ADDS.
2.2 Texymuuit OOnexThl Katasora u ux OIlK-4.1 CobecenoBanne (yCTHO)
KOHTPOITh HauMeHOBaHUs. KOMIOHEHTHI
ADDS
Hepapxust TOMEHOB.
23 Texymmii JloBepuTebHbIE OTHOLICHUS OITK-4.2 CoBecesioBantie (yCTHO)
KOHTPOITh Mexay nomeHamu. OnpezeneHue
OpTaHM3AIMOHHBIX EJMHHMIL JIOMEHA
[TnanupoBanue u ynpasieHue
ADDS. [1nanupoBaHue
24 Texyupit MPOCTPaHCTBa HMeH ADDS. . OIlK-4.1 CobGecenoBanue (YCTHO)
KOHTPOITb Y4eTHbIE 3aIMCH T0JIb30BATEICH.
I'pynmsl nons3oBateneit u
TpYIIOBBIC TOJIUTHKH
Texymuii Bbesonacnocts ADDS. TIpoTokoiisl
2:5 KOHTPOJIb Kerberos u [PSecurity OIIK-4.3 Cobecenosanue (ycrHo)
. . . JlaboparopHnas pabota
26 Texymumi [lepBuunsie HacTpoiiku Windows OIK-2.1 (MMCHMEHHO/yCTHO)
KOHTPOJIb Server
CobecenoBanue (YCTHO)
Tervimii JlaboparopHnas pabota
2.7 yi Hactpotiku DHCP u DNS na WS OIlK-2.2 (TMCBEMEHHO/YCTHO)

KOHTPOJIb
P CobecenoBanue (YCTHO)




Jlaboparopnas pabota

2.8 Texynuuit BBonx nons3oBareneii B fjomen AD OIIK-2.2 (TTMCHEMEHHO/YCTHO)
KOHTPOIIb
CobecenoBanue (yCTHO)
Tervimii JlaboparopHas paboTa
2.9 yi OO6mas mamka OIlK-2.2 (TTMCBEMEHHO/YCTHO)
KOHTPOITb
CobecenoBanne (yCTHO)
Tervimii JlaboparopHas paboTa
2.10 i Hactpotiku Apache OIIK-2.3 (TTMCBEMEHHO/YCTHO)
KOHTPOITb
CobecenoBanne (yCTHO)
. JlabGopaTopHast paboTa
211 Texyuuit Mouwropunr OIIK-2.3 (MMCBMEHHO/YCTHO)
KOHTPOITh MIPOU3BOAUTENEHOCTH WS
CobecenoBanne (yCTHO)
3.0 Pa3gen 3. AxMmununcrtpupoBanue cetu Ha ocHoBe UNIX-cepBepa
3.1 Texyuuuit Pa6ora ¢ OC Linux OIIK-4.2 CobecenoBanne (yCTHO)
KOHTPOJITb
3.2 Texyuuuit Qaiinosas cucrema Linux OIIK-4.2 CobecenoBanne (yCTHO)
KOHTPOJIIb
3.3 Texymmit TTonb3oBarenu OIIK-4.3 CobecenoBanue (yCTHO)
KOHTPOJITb
3.4 Texymuuit Bash-ckpurtst OIlK-4.1 CobGecenoBanue (YCTHO)
KOHTPOJIb
. . JlabopaTopHas paboTa
35 Texymumii Hacrpoiika DNS u DHCP UNIX OITK-2.3 (nHCHMeHHO/YCTHO)
KOHTPOJIb Server
CobecenoBanne (yCTHO)
o JlaboparopHnas pabota
3.6 yi Hactpotika Be6-cepBepa Nginx OIlK-4.1 (TTMCBEMEHHO/YCTHO)
KOHTPOITb
CobecenoBanne (YCTHO)
Texvimii JlaboparopHnas pabota
3.7 Y Cucrema MoHUTOpHHT Zabbix OIlK-4.2 (MMCBMEHHO/YCTHO)
KOHTPOJITb
CobecenoBanue (YyCTHO)
Texvimii JlaboparopHnas pabota
3.8 Y Oo6mas manka UNIX Server OIlK-4.2 (MMCBMEHHO/YCTHO)
KOHTPOJITb
CobecenoBanue (YyCTHO)
4.0 Pa3nex 4. [Ipon3BoAUTEIBHOCTD CETH
41 Texymuuit AZIMHRUCTPUPOBAHHE Mpo1Lecca OIlK-4.1 CobecenoBanue (yCTHO)
KOHTPOJIIb KOH(Urypauuu
4.2 Texyuuui AZMUHHCTPHPOBAHHE pOLECCa OIlK-4.2 CobecenoBanue (yCTHO)
KOHTPOJITb MOMCKA U JUarHOCTHKH OLIMOOK
Texymumii
4.3 KOHTPO Bpanamayspsl OIlK-4.3 CobGecenoBanue (YCTHO)
Texymumii
4.4 KOHTPOJTD CpencTsa BUpTyaIu3aIin OIlK-4.1 CobecenoBanue (yCTHO)
Texyimii YV naneHHslil JoCcTyn B
4.5 KOHi‘/H_(I)J'IB UH(OPMALMOHHBIX CUCTEMaX. OIIK-4.1 CobecenoBanue (yCTHO)
p Virtual Private Network (VPN)
Texymuii AIMMHUCTPUPOBAHHE C TOMOIIBIO )
4.6 KOHTPOJIb npotokosioB TELNET u SSH OlIK-4.2 Cobecenosanme (ycTHo)
4.7 Texymuid RAID-maccuBbI OIIK-4.3 CobecenoBanue (yCTHO)
KOHTPOJIIb
Pazpnen 1. Beenenue B
aJIMUHUCTPUPOBAHNE OTK-2.1
MH(OPMAMOHHBIX CUCTEM. '
OIIK-2.2
Paznen 2. Cnyx0a xarajaoros Kypcogas pabdora
IIpomexyTounas . . OIIK-2.3
Active Directory ADDS. (MCBMEHHO)
aTTeCTaLUs OIIK-4.1
Paznen 3. AnMuHHCTpHUpOBaHHUE OITK-4.2 Kypcogas pabora (ycTHO)
cetu Ha ocHoBe UNIX-cepgepa. '
OIlK-4.3
Paznen 4. [Ipon3BOAUTETHLHOCTD
CeTH.
Pazpnen 1. Beenenue B
IMITHHCTPHPOBAHHC Ok3ameH (cobecenoBanne)
IIpomexyTounas MH(OPMAIHOHHBIX CHCTEM. OK3aMeH - TECTHUPOBaHHE
aTl?reCTa - Pazpen 2. Cnyx0a karamoros OIlK-2.1 (KOMITHIOTEPHBIE
H Active Directory ADDS. P
TEXHOJIOTHH)

Paznen 3. AnMuHHECTpHUpOBaHHUE
cetu Ha ocHoBe UNIX-cepgepa.




Paznen 4. [Ipon3BOAUTETLHOCTD

CeTH.
IIporpaMMa KOHTPOJIbHO-OLEHOYHBIX MEPONPUATHIA 3ao4yHasi popma o0y4eHus
HaumenoBanue Kon
HaumeHOBaHNE OLIEHOYHOTO
KOHTPOJIBHO- HMHIUKATOpa
Ne OOBEKT KOHTPOJIA cpexnctsa (popma
OLIEHOYHOTO JOCTHKEHUS *
TIpOBeACHUSI *)
MEpONPHUATHS KOMITCTEHIIHU
5 Kypc, ceccusi yCTAHOBOYHAs
1.0 Paznes 1. BBeienne B aIMUHHCTPHPOBaHHE MH(OPMALMOHHBIX CHCTEM.
Ilenn u 3amaun
aZIMUHUCTPHUPOBAHHUS
. MH(OPMALMOHHBIX CUCTEM.
Texymuii
11 TpeboBaHus K crieIMaInCcTaM OIlK-2.1 CobecenoBanue (YCTHO)
KOHTPOJITb
ciyx6 anmuHucTpupoBanus VC.
Cranpgaptsl padotst VIC u
CTaH/apTH3UPYIOIIUE OPTaHU3AINH
12 Texymmmii OOBEKTH aIMUHICTPUPOBAHUS H OIK-2.2 CoBecenoBanue (yeTHO)
KOHTPOJIb MOJIEIIH YIIPaBJICHUs
1.3 Texymuuit CpeAcTBa aMHRNCTPUPOBAHIL OIIK-2.3 CobecenoBanne (yCTHO)
KOHTPOJIIb OIICPAIIMOHHBIX CHCTEM
Texvimii JlaboparopHnas pabota
14 ym 3nakomcTBO ¢ VirtualBox OIIK-2.2 (IMCHEMEHHO/YCTHO)
KOHTPOJITb
CobecenoBanne (yCTHO)
2.0 Pasnea 2. Cay:x0a katajioros Active Directory ADDS.
Texymumii OBomoIus CITyKObI KaTaJIoTOB.
2.1 KOHTPOJIb Honsarue ADDS. Ciry:x6a ADDS OIK-2.3 Cobecenosanme (ycTHo)
Crpyxkrypa cayx0s1 ADDS.
2.2 Texymuuit OOneKThI KaTasora u ux OIlK-4.1 CobecenoBanne (yCTHO)
KOHTPOITb HanMeHOBaHUs. KOMIOHEHTHI
ADDS
Hepapxus 10MEHOB.
23 Texymuii JloBepHuTENbHBIE OTHOLICHUS OITK-4.2 CoBeceioBantie (yeTHO)
KOHTPOITh Mexay qomeHamu. OnpezeneHue
OPTaHM3AIMOHHBIX €AWHHMIL JIOMEHA
[TnanupoBaHue U ynpasieHHe
ADDS. ITnanupoBaHue
24 Texymuuit MPOCTpaKCTBa nMeH ADDS. . OIlK-4.1 CobecenoBanue (yCTHO)
KOHTPOITh YdeTHBIE 3aIMCH TOJIb30BATEICH.
I'pynnsl nons3oBaTenei u
TpYIIOBBIC TOJTUTHKI
Texymuii Besonmacuocte ADDS. IIpoTokoss
2.5 KOHTPOJIb Kerberos u IPSecurity OIIK-4.3 Cobecenonanme (ycTHo)
26 Texymuii [lepBuunsie HacTpoiiku Windows OIK-2.1 CoBecenopanue (yCTHO)
KOHTPOJIb Server
2.7 Texymuuit Hactpotiku DHCP u DNS Ha WS OIIK-2.2 CobecenoBanue (yCTHO)
KOHTPOJIIb
2.8 Texymuuit BBog monp3oBareneii B tomeH AD OIIK-2.2 CobecenoBanue (yCTHO)
KOHTPOJIIb
2.9 Texyuuuit OO0ras nanka OIlK-2.2 CobecenoBanue (YCTHO)
KOHTPOJITh
2.10 Texynuuit Hacrpoiixu Apache OIlK-2.3 CobecenoBanue (YCTHO)
KOHTPOJITh
2.11 Texyupit MowHTOpHHI OIIK-2.3 CobGecenoBanue (YCTHO)
KOHTpPOJb IIPOU3BOAUTENBLHOCTH WS
3.0 Pa3nen 3. AnmunuctpupoBanue cetu Ha ocHoBe UNIX-cepBepa.
31 Texyuuuit Pa6ora ¢ OC Linux OIlK-4.2 CobecenoBanne (yCTHO)
KOHTPOJITh
3.2 Texymuid daiinosas cucrema Linux OIIK-4.2 CobecenoBanue (yCTHO)
KOHTPOJIIb
3.3 Texymwit TTonb3oBarenu OIIK-4.3 CobecenoBanue (yCTHO)
KOHTPOJIIb
3.4 Texymwit Bash-ckpunrsr OIIK-4.1 CobecenoBanue (yCTHO)
KOHTPOJITh




N . JlaboparopHas paboTa
35 Texymuii Hactpoiika DNS u DHCP UNIX OITK-2.3 (MUCHMEHHO/YCTHO)
KOHTPOJb Server
CobecenoBanue (yCTHO)
Tervimii JlaboparopHas paboTa
3.6 yi Hactpotika Be6-cepBepa Nginx OIlK-4.1 (TTMCBEMEHHO/YCTHO)
KOHTPOJIb
CobecenoBanne (yCTHO)
Tervimii JlaboparopHas paboTa
3.7 Y Cucrema MoHUTOpHHT Zabbix OIIK-4.2 (TMCBMEHHO/YCTHO)
KOHTPOJIb
CobecenoBanne (yCTHO)
o — JlaboparopHas padboTa
3.8 Y Oo6mas manka UNIX Server OIlK-4.2 (MMCBMEHHO/YCTHO)
KOHTPOJIb
CobecenoBanne (yCTHO)
4.0 Paznes 4. IIpou3BoIUTETHHOCTD CETH.
41 Texymumii AJIMUHHUCTPUPOBAaHUE IpoLECcca OIK-4.1 Cobecenosarme (ycTHO)
KOHTPOJIb KOH(pHUTypaIyn
4.2 Texymumii AJIMUHHUCTPUPOBAaHUE IpoLECcca OITK-4.2 Cobecenosarme (ycTHO)
KOHTPOJIb ITONCKA U THATHOCTHUKH OIHOOK
Texymmii
4.3 KOHTPO Bpanamayspsr OIIK-4.3 CobGecenoBanue (YCTHO)
Texymumii
4.4 KOHTPOITh CpencTBa BUPTyaJIn3aIiH OIIK-4.1 CobecenoBanue (yCTHO)
. VYV naneHHslil joctyn B
4.5 KOquf)m’ WH(POPMAMOHHBIX CHCTEMaX. OIlK-4.1 CobecenoBanne (yCTHO)
p Virtual Private Network (VPN)
Texywmuii AIMUHUCTPUPOBAHUE C TOMOILBIO )
4.6 KOHTPOJIb mpotokonoB TELNET u SSH OIIK-4.2 Cobecenosanme (ycTHo)
4.7 Texymumii RAID-maccuBbl OIIK-4.3 CobecenoBanue (yCTHO)
KOHTPOJIb
5 kypc, ceccusi 3UMHSAS
Pasnen 1. Beenenue B
aJIMAHUCTPUPOBAHUE OIMK-2.1
WHPOPMALNOHHBIX CHCTEM.
OIIK-2.2
Paznen 2. Cnyx0a xatajaoros Kypcogas pabota
IIpomexxyTounas . . OIIK-2.3
Active Directory ADDS. (TTMCHMEHHO)
arTecTalys OIlK-4.1
Pasnen 3. AnmMuHHECTpHpOBaHUE OITK-4.2 Kypcogast pabora (ycTHO)
cetn Ha ocHoBe UNIX-cepBepa. '
OIlK-4.3
Paznen 4. [Ipou3BOAUTENHHOCTD
CeTH.
Pasnen 1. Beenenue B
aJIMAHUCTPHPOBAHUE
UH(OPMALIMOHHBIX CUCTEM.
N Pazpen 2. Cnyx6a karamoros OIlK-4.1
Iggni?;: Active Directory ADDS. OIlK-4.2 5121};11;?;;:5);[ padora (KP)
p Paznen 3. AnMuUHHCTpUpOBaHHUE OIlK-4.3
cetu Ha ocHoBe UNIX-cepgepa.
Paznen 4. [Ipon3BOAUTETHLHOCTD
CeTH.
Paznen 1. Benenue B
aJIMUHUCTPUPOBAHUE
MH(OPMAIMOHHBIX CHCTEM. Ok3ameH (cobecenoBanue)
IIpomexxyTouHast Pa3%16n 2'. Ca1y6a Katajioros DK3aMeH - TeCTUPOBaHUE
P Active Directory ADDS. OIlK-2.1
aTTecTays (KOMIIBIOTEpHBIE
Pazpen 3. AnMuHucTpupoBaHue
TEXHOJIOTHH)
cet Ha ocHoBe UNIX-cepBepa.
Pazpnen 4. [Ipou3BOAUTENBHOCTD
CETH.

*®opMa MpoBeIeHUsT KOHTPOIBbHO-OIEHOYHOTO MEPOIPHUITHS: YCTHO, MMCbMEHHO, KOMITBIOTEPHBIE
TEXHOJIOTHH.
Onucanue nokasareseil 1 KpuTepueB OLICHUBAHUS KOMIIETEH M.
Onucanmne MIKaJ oleHUBaHUS



KoHTpons KauecTBa OCBOEGHHS JUCLMIUIMHBI BKIIOYaeT B ce0s TEKYUIMH KOHTPOJb
YCIIEBaEMOCTH U  TPOMEXKYTOUYHYIO aTTecTaluio. TeKylmMii KOHTPOJb YCIIEBAEMOCTH U
IPOMEKYTOUHAsl aTTecTalus OOy4yaroIIMXCsl MPOBOAATCS B LENAX YCTAHOBJIEHUS COOTBETCTBUS
JOCTIDKEHUH  00ydalommMxcsi IMO3TanHBIM — TpeOOBaHUSAM  OOpa30BaTEIbHOM MPOrpaMMbl K
pe3yibTaraM 00y4eHus 1 GOpMUPOBaHMS KOMIETEHIUH.

Tekylmuii KOHTPOJIb yCIIEBAEMOCTH — OCHOBHOM BHJl CUCTEMATHYECKOM NPOBEPKH 3HAHUU,
YMEHUH, HAaBBIKOB OOyd4aroliuxcs. 3ajada TEKYLIEro KOHTPOJIS — ONEpaTUBHOE U DPEryISIpHOE
yIpaBJIeHUE YUeOHOH NesTeTbHOCTHIO 00YUAIOIIMXCSl HA OCHOBE OOPAaTHOM CBSI3M U KOPPEKTUPOBKH.
Pe3ynbpTaThl OLIECHUBAHUS YUYUTHIBAIOTCS B BUJIE€ CPEAHEN OLIEHKU IIPU IPOBEIEHUH IPOMEXKYTOUHON
aTTeCTallHH.

J171st OlleHUBaHUS Pe3yIbTaTOB 00YUCHHSI UCTIONB3YETCS YeThIpeX0allIbHAs IIKAJA: «OTIUIHOY,
«XOpOUIO», «YAOBJIETBOPUTEIIBHOY, «HEYAOBIETBOPUTEILHO» M JIBYXOa/UIbHAs IIKaJIa: «3a4TEHOY,
«HE 324TCHO».

[lepedyeHb OLIEHOYHBIX CPEACTB, MCIOJIB3YEMbIX I OLEHUBAHHUSA KOMIIETCHLMH, a TaKxke

KpaTKasi XapaKTepUCTHKA STUX CPEACTB IPUBECHBI B TAOIUIIE.

Texymuii KOHTPOJIb

IIpencraBnenue
HanmenoBanue
Ne Kpatkast xapakTepuCTHKa OLIEHOYHOTO CPEICTBA OLIEHOYHOI'0
OIICHOYHOTO CPEICTBA
cpexnctea B OC
Ny TunoBoe 3amanue
CpeactBo [uisi MPOBEPKA YMEHUH MPUMEHSTHh TOJy4YeHHbBIS
. TS BBIIIOJTHEHHUS
3HAaHUS O 3apaHee OMpENCICHHOW METOMUKE IS PEIICHHUS o
KonTtponsHas pabora o KOHTPOJBHOM
1 (KP) 3a[a4q WK 3a/IaHUi [0 pa3/iely AUCIUILIIHNHEL. AGOTHL IO
MoeT OBITh HCHOJB30BAHO U1 OLCHKH 3HAHWH, YMEHUH, P
paszenam/Temam
HABBIKOB U (WJIN) ONBITA JEATCIHHOCTH 00yJarOIINXCs
JMCIIATUIMHBI

2 | CobGecenoBanue

CpenctBo KOHTPOJISI Ha MPAaKTUICCKOM 3aHATHH,
OpraHM30BaHHOE KaK CIelUaibHas Oecefa MpernogaBaTelns C
oOydJarommMcs Ha  TEMbl, CBSI3aHHbIE C  H3y4aeMoi
JMCUUIUIMHOMN, ¥ PACCYMTAHHOE HA BhISICHEHHE 00beMa 3HAHUI
00y4aIoIIerocs Mo OnpeelieHHOMY pa3jieiy, TemMe, mpobieme
U T.IL

Mosxer  OBITH
o0Oydaromuxcst

HCIIOJIB30BaHO JJIA OLICHKH 3HaHMI

Bormpocsr mst
cobecenoBaHus 110
TeMam/pazenam
JACHMILIAHEL

3 | JlaboparopHas pabora

CpencTBo, MO3BOJSIONICE OICHUTH YMEHHE OOydaromerocs
MMUCBMEHHO/YCTHO WU3Jarath CyThb IIOCTAaBICHHOW 3a/JadyH,
CaMOCTOSTENIFHO MPUMEHATh CTAHAAPTHBIC METOMBI PEIICHUS
MMOCTABICHHOW 3aJaddl C WCIIONB30BaHWEM HMeEIoIIeHcs
nabopaTropHoil  06a3bl, MPOBOJUTH aHAIM3 IIOJYYEHHOTO
pe3ynbTara paboThI.

MoskeT OBITh UCIIOJIL30BAHO ISl OIICHKH YMEHUH, HAaBBIKOB H
(nnn) ombITa ASSITENLHOCTH 00YJarOIINXCsI

OO6pa3zer 3aaHus
JUTSL BBITIOJTHEHUS
nmabopaTOpHOIA
paboTHI 1
IPUMEPHBIN
nepeyueHb
BOIIPOCOB TSI €€
3aIIUTHI

ITpomMexxyTouHas arrectanus

[IpencraBnenue
HanmenoBanue
Ne Kpatkast xapakTepuCTHKa OLIEHOYHOTO CPEICTBA OIIEHOYHOI'0
OLIEHOYHOI'O Cpe/ICTBa
cpencta B POC
Ilepeuenn
TEOPETUYECKUX
CpeacTBo, MO3BOJISIONIEE OLIEHUTh 3HAHUSI, YMEHUS, HABBIKOB | BOIIPOCOB U
1 | Sxsamen 1 (WIK) OTBITA JESITEIBHOCTH 00YYArOIIETOCs MO AUCIUIUTMHE. | MPAKTHICCKUX
MoeT OBITh HCHOJB30BAHO JUI OLCHKH 3HAHUM, YMEHWH, | 3amaHuii (0Opasers
HABBIKOB U (WJIN) OMBITA JESITEIBPHOCTH 00YJIarOIIUXCS JK3aMEHAIMOHHOIO
Omera) K
JK3aMEHY

Tect — mpomexyTouHas
2 | arrecranus B hopme
JK3aMeHa

Cucrema  aBTOMAaTU3UPOBAHHOIO  KOHTPOJII  OCBOCHHUSA
KOMIETCHIMA (4acTH KOMIICTCHIIMK) OOy4aroImuMcs o
JUCHUIUIAHE (MOJYJII0) C MCIOJIh30BaHUEM HWH(POPMAIIMOHHO-
KOMMYHHUKAIIUOHHBIX TEXHOJIOTHIA.

MoskeT OBITh HCTOJB30BAHO JUIS OICHKW 3HAHUH, YMEHUH,
HAaBBIKOB U (MJIN) OTBITA JESITEIHbHOCTH 00YJIarOIIHXCs

Don TECTOBBIX
3aJJaHuHA




3 | KypcoBas padota

I103BOJISICT OIICHUTH YMEHHUS O0YYarOIUXCs CaMOCTOSTECIBHO
KOHCTPYUPOBaTh CBOM 3HAHHS B MPOIECCEe PCHICHHS
MPAaKTUYCCKUX 3aJa4 W M[po0JieM, OpPUCHTUPOBATHCS B
HH(POPMAITUOHHOM MPOCTPAHCTBE u YPOBCHB
C(OPMHUPOBAHHOCTH  AHATUTHYCCKHUX, HCCICIOBATEIBCKIX
HABBIKOB, HABBIKOB MPAKTUYECKOT0 U TBOPUECKOTO MBINUICHUS.
MoXeT BBIMOMHATHCS B HMHAMBUAYaJIbHOM TOPSAKE WK
TPYIIION 00yYarOIINXCS.

MooeT ObITh HCIOJIb30BAHO /ISl OLCHKUA YMEHHIA, HABHIKOB H
(v ombITa AESITebHOCTH 00YYAIOIINXCS B IPEIMETHON WA
MEXKIIPEIMETHOM 001aCTIX

OO6pa3zer 3aaHus
JUISl BBITIOJTHEHUS
KypcoBOH paboThI
U IPUMEPHBIN
HIepEeUCHb
BOIIPOCOB IS €€
3aIIUTHI

Kpurtepun u mkaJjbl olleHUBAHUSI KOMIIETEHIIUI1 B pe3yJIbTaTe U3y4YeHHUs U CHUILTUHbI
MPH NPOBeIeHNH NPOMEKYTOUHOM aTTecTanum B popme 3k3amena. lllkana oneHuBanus

YPOBHSI OCBOCHUHA KOMIIeTeHII Uil

[IIxana onieHUBaHUS

Kpurepuu oneHnBanus

YpoBeHb
OCBOCHHUSA
KOMIICTCHIIUN

COTIIUYIHO»

OOyyaroumuiicss TNpaBWILHO OTBETWJI Ha TEOPETHYECKUE
Bonpochl. [lokasan oTiMYHBIE 3HAHHA B pPaMKax YydeOHOTO
MaTepuana. IIpaBHJIBHO BBINIOJIHMI MPAKTHYECKUE 3aTaHUS.
IMokazanm oOTIMYHBIE YMEHUS W  BIAJCHHUSA  HaBBIKAMHU
MIPUMCHEHHS TIOMYYCHHBIX 3HAHUA M YMEHHH IIPH pEIICHUH
3aJad B pamMKax ydeOHoro wmarepmana. OTBETHN Ha Bce
JIONIOJTHUTENBHBIE BOTIPOCHI

Bricokmit

«XOpOoUIo»

OOyyvaromuiicss ¢ HEOOJBIIMMH HETOYHOCTSIMH OTBETHJI HA
TeopeTndeckre Bonpocsl. ITokasan xopolre 3HaHUS B paMKax
yaeOHoro Marepuasa. C  HEOONBIIMMH  HETOYHOCTSIMHU
BBIIIOJIHWII IIpakTU4YecKue 3ananus. Ilokaszan xopomue ymeHus
U BIQJCHUS HABBIKAMU NPHUMEHEHHs IOIY4YEeHHBIX 3HAHUH U
yYMEHHI NpU pelIeHuH 3a7ad B paMKax y4eOHOro marepualia.
OtBeTHII Ha OOJIBIIMHCTBO JIONOJIHUTENBHBIX BOITPOCOB

ba3oBebrit

«YAOBJICTBOPUTCIILHO»

OOyyJaromuiics ¢ CyleCTBEHHBIMH HETOYHOCTSIMU OTBETHJI Ha
TeopeTHdeckue BOIpOChl. [lokazan  yHoOBIIETBOPUTEIbHBIE
3HAaHUS B paMKax ydeOHoro marepuasia. C CyIIECTBEHHBIMHU
HETOYHOCTSIMU BBIMOJMHUI HpaKTHYeCKue 3amanus. llokazan
yIOBJIETBOPUTEIbHbIE ~YMEHHUSI M  BIAJCHUS  HABBIKAMU
MPUMEHEHHsT TOJNYYCHHBIX 3HAHWUA W YMEHHH NpH pPEIlICHUU
3aja4 B pamkax ydeOHoro Marepuania. JIOmyCTHI MHOTO
HETOYHOCTEH MMPH OTBETE HA JIOMIOJHUTEIbHBIE BOMPOCHI

MuHUMaNLHBIN

«HEYIOOBJIECTBOPUTEIILHO»

OOyyaromumiicst IpH OTBETE HA TEOPETHYECKUE BOIIPOCHI U MPU
BBIIIOJJHEHUM IPAaKTHUYECKUX 3aJaHUi IPOJEMOHCTPUPOBAI
HEJOCTAaTOYHBIN YPOBEHb 3HAHUI U YMEHUH IIPU PELLICHUN 3a/1a4
B pamkax ydebHoro Matepmanma. Ilpu orTBetax Ha
JIOTIOJTHUTEIBHBIE BOMPOCH! OBUIO JIONMYIIEHO MHOECTBO

HCTIPABUJIbHBIX OTBETOB

Kommnerenus
He chopMUpoBaHa

Tect — IMPOMCIKYTOYHAA

aTrTecTanus B (I)OpMC OK3aMCHa

Kpurepun onieHnBanus

[IIkana orieHMBaHUS

OoOyuaronmiicss BepHOo orBeTwi Ha 90 — 100 % TecTOBBIX 3amaHUil mpu
TIPOXOXKJICHUH TECTUPOBAHUS

«OTIUYHO»

Obyuarommiicss BepHO oTBeTHs Ha 80 — 89 % TecTOBBIX 3agaHWN TPHU
TIPOXOKICHUUN TECTUPOBAHUA

«XOpOLIO»

Obyuarommiicss BepHO oTBeTHN Ha 70 — 79 % TeCcTOBBIX 3aJaHWN TPHU
TPOXOKICHUUN TECTUPOBAHUA

«YHOBJICTBOPHUTCIILHO»

OOyyJaromuiics BEpHO OTBeTHI Ha 69 % M MeHee TECTOBBIX 3aJaHUil MpH
TIPOXOKICHUUN TECTUPOBAHUA

«CHCYIOBJIETBOPUTECIIBLHOY

KypcoBas pabota

[IIxana onieHUBaHUS I

Kpurepuu onieHuBaHust




«OTIHYHO»

ConepxaHue KypcOBOH pabOTHI MOJIHOCTHIO COOTBETCTBYET 3aaaHuro. [IpencraBicHbBI
pe3yabTaThl 0030pa JIUTEPATYPHBIX M HHBIX UCTOYHUKOB. CTPYKTYpa KypCOBOM paboOThI
JIOTHYECKH M METOAUYECKH BblAepiKaHa. Bce BbIBOJBI U NPEIOKEHHsST yOeIUTENbHO
aprymeHTupoBanbl. OdopmiieHHe KypcoBOW pabOThI W TIOMyYEHHBIC pPE3yJIbTaThl
MOJHOCTHIO OTBEYAIOT TPEOOBAHUSIM, M3JI0KEHHBIM B METOIUYECKHX yKa3aHUsX. [Ipu
3alIUTe KypcoBOi paboThl 00YHAIOIIKIICS PAaBUIBHO U YBEPEHHO OTBEYAET HA BOMIPOCHI
npenoaaBaTess, ACMOHCTPUPYET TIyOOKOE 3HAHHE TEOPETUYECKOr0 MaTepHaa,
CIoco0eH apryMeHTHPOBATh COOCTBEHHBIE YTBEPIKACHHS U BBIBOJIBI

«XOpOoUIo»

CojneprxkaHue KypcoBoOil pabOThI MOJHOCTHIO COOTBETCTBYET 3ajaHui0. [IpescTaBiieHbI
pe3yabTaThl 0030pa JIUTEPATYPHBIX M HHBIX UCTOYHUKOB. CTPYKTypa KypCOBOI pabOThI
JIOTHYECKH W METOJWYECKH BBIJICpKaHA. BOJBIIMHCTBO BBIBOJOB U MPCJIOKCHHN
aprymeHTupoBaHo. OdopMieHHe KypCOBOU paOOTHI M MOTYYEHHBIC PE3YJIbTATHI B LIEJIOM
OTBEYAIOT TPEOOBAHUSIM, H3JI0KCHHBIM B METOJIMUCCKUX yKa3aHusAX. IMeroTcs oiHa-Be
HECYIIIECTBCHHBIC OMIMOKU B UCIOJIb30BAaHUH TEPMUHOB, B MOCTPOCHHBIX JHarpaMMax U
cxemax. HanudyecTByeT HE3HAYMTENBHOE KOJMYECTBO TPaMMATHUSCKUX — W/UITU
CTIIIMCTHIECKNX omuOoK. [Ipu 3amuTe KypcoBoi pabOThI 00yJaromuics MPaBWILHO U
YBEPEHHO OTBEYaeT Ha OOJBIIMHCTBO BOMPOCOB MPEMOAaBaTENsl, JAEMOHCTPHPYET
XOpollee 3HaHHEe TEOPETUIECKOr0 MaTepHaa, HO He BCerja Crioco0eH apryMeHTUPOBATh
COOCTBEHHBIC YTBEPXKACHHUS M BBIBOABI. [IpH HABOASAIIMX BOMPOCAX IMPEroaBaTess
HCMPABIISIET OIHOKU B OTBETE

«YZOBJIETBOPUTEIBHO»

Copnepxanre KypcoBOil pabOTBI YaCTHYHO HE COOTBETCTBYET 3alaHHIO. Pe3ynmbTarhbl
0030pa JTUTEPaTypHBIX ¥ UHBIX HCTOYHHKOB IPEACTABICHBI HEJJOCTATOYHO TOIHO. EcTh
HapyluleHus B JIOTHKE U3JI0KEHUSI MaTepuasa. ApryMeHTaIus BEIBOJIOB U TIPEJIOKESHUMA
cmabasi WIM OTCYTCTBYeT. VIMEIoTCs OJHO-BA CYIIECTBEHHBIX OTKJIOHEHWH OT
TpeOoBaHU# B OGOpMIICHHH KypCOBOH paboThl. [lonyueHHBIC pe3yabTaThl B LIEIOM
OTBEUaloT TpeOOBAHUIM, U3JI0KEHHBIM B METOIMYECKUX YKa3aHUsIX. IMeroTcs oHa-1Be
CYIIIECTBEHHBIX OIMHUOKM B MCIOJH30BaHUM TEPMHUHOB, B IIOCTPOCHHBIX AMAarpaMMax U
cxemMaX. MHOro TrpaMMaTHYeCKUX W/WIH CTHIHCTHYeCKHX ommobok. [Ipm 3ammre
KypcOBOH pabOTHI 00yJarOmUACs TOMyCKaeT rpyOble OIUOKH IIPH OTBETaX Ha BOIPOCHI
mperoaBaTesl W /Wid He Jan oTtBeT Oonee dem Ha 30% BOMPOCOB, IEMOHCTPHPYET
crmaboe 3HaHHWE TEOPETHUECKOTO MaTephaia, B OOJBIIMHCTBE CIy4aeB HE CHOCOOCH
YBEPEHHO aprYMEHTHPOBATh COOCTBCHHBIC YTBEPKICHHUS M BEIBOJIBI

«HEYIOBJICTBOPUTEIILHO»

ConeprxaHne KypcoBOil pabOTHI B IIEJIOM HE COOTBETCTBYET 3agaHuio. Mmerorcs Gosee
JIBYX CYILECTBEHHBIX OTKJIOHEHHI OT TpeOoBaHUN B O(OPMIICHUH KypCOBOH pabOTHI.
Bornpiioe KoMU4ecTBO CyIIeCTBEHHBIX OMINOOK 110 CYTH PabOThl, MHOTO IPaMMaTHYECKUX
U CTHJIMCTHYECKUX OIMOOK ¥ Jp. [TosydeHHbIe pe3yabTaThl HE OTBEYAIOT TPEOOBAHMUSM,
U3JIOKEHHBIM B METOJMYECKUX YyKa3aHusix. [Ipu 3amure KypcoBOM paboThI
oOyJaromuiicst JTeMOHCTpHUPYeT ciaboe MOHUMaHKUEe MIPOTPaAaMMHOTO MaTepHaa.
KypcoBas paborta He mpejacraBieHa mpenogaBarento. OOydaromuiics He SBUJICS Ha
3aIIUTY KypCcoBO# paboThI

Kpurtepuu u mkajiabl OlleHUBaHUS Pe3yJIbTATOB 00y4YeHHUs! IPU NPOBeIeHN U

KonTponbHas pabota

TEKYLIECT0 KOHTPOJIA YCIIEBAEMOCTH

IIIxaJibl OLlEeHUBAHUS Kputepun oneHuBanus

COTJIIUYHO»

«XOPOIOo»

«YHAOBJICTBOPUTCIILHO»

OOyuarommiicss TOJHOCTBIO M TIPABIWJIBHO BBINOJHWI — 3aJaHHe
KOHTPOJIbHOM paboThl. [Tokazan oTiaMYHbIe 3HAHUS U YMEHUS B paMKax
yCBOEGHHOTo ydeOHOro Matepuana. KoHrposibHas pabora odopmieHa
AKKypaTHO M B COOTBETCTBHH C IIPENbSIBISIEMBIMHU TPEOOBaHUSIMHA

OOyyvaromuiicst  BBIIIOJHWI  33JaHUE KOHTPOJBHOW paboTel ¢
HeOONbIIMMHU HeTOYHOCTsIMH. [lokaszan Xopolnue 3HaHUSI M YMEHHUS B
«3a4TEHO paMKax YCBOGHHOro YydeOHOro Matepuana. EcTp Hemocratkn B
oopMIICHHN KOHTPOJILHOM pabOTHI

OOyuaromuiicss BBIOJHWI  3aJaHUE KOHTPOJBHOW paboTBl ¢
CYIIECTBEHHBIMH HETOYHOCTSAMH. [lokaszanm yIOBIETBOPHUTEIHHBIC
3HaHWS W YMEHHsI B paMKaX YCBOGHHOTO Y4eOHOTO MaTepuana.
KauecTBo odopmiieHHsT KOHTPOJIBLHOW PabOTHl UMEET HEAOCTATOUHBIN
YPOBEHB

«HEYIOBJIETBOPUTEIBLHO)»

OOyuarommiicss HE MOJHOCTHIO BBINOJHMI 3aJaHUS KOHTPOJIBHOU

«HC 3a4YTCHO» o o <
pa6OTI)I, IIPY OTOM NPOABUIJI HETOCTATOYHBIN YPOBCHb 3HAHUN 1 YMCHHUU

ColecenoBanue




[IIkasbl oLieHHBaHUS

Kpurepun onieHnBanus

«OTIHYHO»

«XOPOIIIO)

«YOOBJICTBOPUTCIILHO»

«Ba4YTCHO»

I'mybokoe W mpoYHOE YCBOCHHE MpOrpaMMHOro marepuana. [lomHbie,
MocJie/ioBaTeabHbIC, TPAMOTHBIE U JIOTHUECKH H3JIaraeMble OTBETHI IIPH
BHIOM3MEHEHUH 3amanus. OOydaromuiicss cBOOOJHO CIpaBIIAeTCA C
[TOCTABJICHHBIMHU 3aJadaMM, MOYKET OOOCHOBATH IIPHHATHIC PEIICHUS,
JICMOHCTPHUPYET BJIAJCHUE PAa3HOCTOPOHHUMH HABBIKAMU M IIPUEMaMHU
BBIMOJHEHHSI IPAKTHYECKUX PaboT

3HaHWe MPOrpaMMHOTO MaTepualla, TpPaMOTHOE H3JIOKeHue, 0e3
CYIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOMNPOC, IPABUIBHOE
MPUMEHEHHE TEOPETUUSCKUX 3HAHHM, BIaJeHHE HEO0OXOIUMbIMU
HABBIKAMU TP BBHITIOJTHCHUH MPAKTHYCCKUX 32134

OOyuaronuiicss TEMOHCTPUPYET YCBOCHHUE OCHOBHOTO MAaTepUalia, MpH
OTBETC JOIYCKAIOTCS HETOYHOCTH, NPH OTBETE HEJOCTATOYHO
MpaBUIbHEIC (HOPMYTUPOBKH, HApPYIICHHE IOCIEIOBATCIFHOCTH B
U3JI0KCHUU TPOTPAMMHOIO MaTepuaia, 3aTPyJHCHHS B BBIMOJHCHUH
MPAKTUICCKUX 3aIaHUi

Cnaboe 3HaHWE TPOTPAMMHOTO MaTepHaja, MPH OTBETE BO3HHKAIOT
OUIMOKH, 3aTPYAHSHHUS IPH BHITIOJHEHUU MPAKTHYECKUX paboT

«CHEYIOBJICTBOPUTEIIBHOY

«HE 3a4TCHO»

He ObLIO TOMIBITKY BHITIOJIHATH 3aJaHueC

JlaGopaTopHnas pabota

IIIxanb! OLIEHUBAHUS

Kpurepun onennBanus

COTJIIUYHO»

«XOPOIIO»

«YHOBJICTBOPUTCIILHO»

«3BadYTCHO»

JlabopartopHasi paboTa BBIIOJIHEHa B 0003HAYCHHBII MperoaBaTeieM
CPOK, MICHbMEHHBIN OTYET 0e3 3aMeUaHui.

JlabopatopHasi paboTa BBITOJHEHA 00YUYAIOIIMMCS B ITOJHOM 00BEME C
co0roileHneM HEeoOXO0AUMOM mocieaoBaresbHoCTH.  OOyvarommiics
paboTan MOJHOCTBIO CAMOCTOSTENHHO; MOKAa3al HEOOXOIMMBIC s
IPOBCACHUA pa6OTLI TCOPCTUUYCCKUC 3HAHUA, TPAKTUICCKNUEC YMCHUA U
HaBbIKM. Paborta (oruer) odopmieHa akkypaTHo, B HauboJjee
ONTHUMABHOM I (PUKCAIIUK Pe3yIbTaToB hopme

JlabopatopHasi paboTa BBINOJIHEHA B 0003HAYCHHBIN MpPEIoIaBaTeIeM
CPOK, INCbMEHHBIH OTYET ¢ HEOOIBIINMH HEJOYETaMH.

JlabopatopHas paboTa BBITIOTHEHA 00YYAIOIIUMCS B TIOJTHOM 00BeMe H
CaMOCTOATENbHO.  JIOMyIIeHsl  OTKJIIOHEHHMST OT  HEoOXOAMMOH
TIOCIIEI0BATEIFHOCTH BBITIOJHEHHS, HE BIMAIOIINE HA IPaBHIBHOCTh
KOHEYHOTO pe3ynbraTa. Pabora mokasbiBaeT 3HaHWE OOydYaIOIIMMCS
OCHOBHOTO TEOpPETHYECKOr0 Marepuaja ¥ OBJI3JCHHE YMEHHUSIMH,
HEOOXOMMMBIMU  JUISI  CAMOCTOSITEJIBHOTO  BBINIOJHEHHsS  paboThI.
JlomyiieHbl HETOYHOCTH M HEOPEXXHOCTh B O0(OPMIICHHH PE3yIbTaTOB
paboTs! (oTUeTa)

Jlaboparopnas paboTa BBINIOJIHEHA C 3aJePKKOM, MUCHEMEHHBIN OTYET ¢
HEJJ04YeTaMHu.

JlaGopatopHast paboTa BBIMOJHIETCS M O(OPMIIAETCS 00YyJaroUHMCS
IpU TOCTOpoHHEH momomu. Ha BeimomHeHne paboThl 3aTpadyuBaeTcs
MHOro BpemeHH. OOyYaroInics MOKA3bIBACT 3HAHUS TEOPETUUECKOTO
MaTrepuaia, HO WCIBITBIBACT 3aTPYAHCHHE TPU CAMOCTOSTENLHON
paboTe ¢ NCTOYHUKAMU 3HAHUH WK Tpudopamu

«CHEYIOBJIETBOPUTEIBHO)

«HE 3a4TCHO»

JlaboparopHass pa0oTa HE BBINOJHCHA, IHCHMCHHBIA OTYET HE
NPeNICTaBIICH.

PesynbraThl, mosydeHHbIE OOy4aroUIMMCS, HE MO3BOJISIIOT CIEIaTh
MpaBUJIBHBIX BBIBOJOB U TIOJHOCTBIO PaACXoAATCA C MOCTaBJIICHHOM
nenbto. [TokaspIBaeTCs MI0X0€ 3HAHME TEOPETHYECKOro MaTepHala M
OTCYTCTBUE HEOOXOAUMBIX YMEHHUH.

JlaGoparopHast paboTa He BBINONHEHA, y YYallerocss OTCYTCTBYIOT
HeO6XO}II/IMBIe 1A TIPOBEACHUA pa6OTBI TCOPETUYCCKUE 3HAHUA,
MPAKTUICCKHUC YMCHHW U HABBIKU

3. TunoBble KOHTPOJIbLHBbIE 3a]aHHsI HJIH HHbIE MATEPHAJIbI, HEOOX0IMMbIE
JJI51 OLleHKH 3HAHUI, YMEeHM i, HABBIKOB U (MJIH) ONbITA AeATEJIbHOCTH

3.1 TunoBble KOHTPOJIbHBIC 3aJaHUA 1/ BbINNOJHCHUA KOHTPOJbHbBIX paﬁoT




Kontponbnas pabora (KP) cimyxut omgHOl u3 (GopM MpOBEpPKH MPOMEKYTOUHBIX 3HAHUH
oOyyaromuxcst 3a04Hoi (hopMbl 00yuenus. KontponabHas paboTa HarpaBiieHa Ha POBEPKY KauecTBa
YCBOEHHSI 3HAHWH TI0 JAUCIUILTHHE 33 NMEPUOJIbI BPEMEHU COOTBETCTBYIOIINE CEMECTPaM H3YyUeHHS
JUCITUTUIAHBI.

KontponbHast paboTa, mnpemycMOTpeHHas pabouell mporpaMMOi JUCHUIUIAHBI, HOCHUT
MPAKTUYECKUI XapaKTep.

[IpakTuyeckass  KOHTpPOJbHAas  paboTa  COACPKUT  TNpPUMEP W3  TPAKTUKUH 110
agmuuuctpupoBanuto Windows Server 2025. OOyuaromemycsi mpeajaracTcs HACTPOUTh Ha
BUPTYaJbHBIX MammnHax Tpu oneparuonusie cuctembl (OC): omna ¢ OC Windows Server 2025,
Bropas ¢ OC Windows 10, tpetss ¢ OC Linux. HactpouTs Mek 1y HUMH B3aUMOJICHCTBHE 110 CETH U
naneiire Hactpouth Ha OC Windows Server:

1. DHCP u DNS cepBucsr;

2. NOAHATH KOHTPOJJIEP JOMEHA, BBECTU B HETO MOJIb30BaTEIIEH;

3. co3nmaTh OOIIYIO MAlKYy.

Temaruka u pacnpejielieHne TPyI0eMKOCTH KOHTPOJIbHBIX paboT (3aouHas opMa oOyueHus)

Komuuecto
. Kypc/ 4acos, Pa3memnienue BapuaHToB
Homep 1 HanmMeHOBaHHE KOHTPOJIBHOW paboThI
CeMecCTp OTBOJUMOE Ha KP
BblnosiHEHUE KP
BHNOC WpI'VIIC
KonTtpoabnas padora Ne 1. . P
. 5/ycTaHOoBOYHAS 16 (JTaHBIH KaOHuHeT
«Anmunuctpupoanue Windows Servery
o0yyatorerocs)

Howmep BapuaHTa KOHTPOJIBHON pabOThl COOTBETCTBYET MOCiIeAHEN Luppe yueOHOro HoMepa
(mmdpa) oOyuaromerocsi. KonrponbHas paboTa 1omkKHA OBITH BBIOJIHEHA OOYdYaIOMIMMCS B
YCTAHOBJICHHbBIE IPEINOJIaBaTeIeM CPOKH U B COOTBETCTBUM ¢ TpeOoBaHusAMHU K odopmieHuto KP
(TekcToBoi W rpaduyeckoit yactu), copmynupoBaHHbIMH B Ilonmokenun «TpeGoBaHus K
o(opMIIEHHIO TEKCTOBOH U rpaduueckoil JokymMeHTauuln. HopMOKOHTPOIIb.

[lepen BbINOJIHEHNEM KOHTPOJIBHOU pabOThI 00y4aIOIIUICS TOJIKEH U3YUUTh TEOPETUUECKUN
MaTtepual M pa3o0paTh pelleHHs TUIOBBIX 3aJad, KOTOpble IPUBOJIATCS B TOCOOMSAX U
paccMaTpuBaINCh HA JEKUHUAX U MPAKTUYECKUX 3aHATHUSX.

3.2 TunoBble KOHTPOJIbHBIE 3aJaHUS 1151 IPOBeAeHUs codecel0BaHUS
KoHTponbHBIE BapHaHThl 3aJaHUNA  BBUJIOKEHBI B  AJIEKTPOHHOH  HMH(OPMAIMOHHO-
obpazoBarenbHoi cpene Upl'VIIC, noctynHoit oOy4daroniemMycs uepes ero JUYHbIN KaOMHET.
Hwxe npuBeneH o0pasel TUIIOBBIX BAPUAHTOB 3a1aHU [ IPOBEIEHUS cOOECeI0BaHUI.

OYHKIUN aIMUHUCTPUPOBAHMS HH(POPMAIIMOHHBIX CHCTEM.
[Mponerypst anmMuHUCTpHpOoBaHUs. OOBEKTH aIMUHHCTPUPOBAHUSI.
[TporpammMHas cTpykTypa.
4. Metoasl agIMHUHHCTPUPOBAaHUS WHGPOPMAMOHHBIX cucteM OCHOBHBIC TOHATHS U
OTIpeieNIeHusl.
[Tonp30BaTeNbCKHIE YUETHBIE 3AITHCH.
6. CrangapTHbIE TPYIIIbIL.
7. Cnyx0a KaTaJoros.
8. VYmnpaBieHue y4eTHBIMHU 3aITUCSIMM MTOJIb30BAaTENCH U TPYIII.
9. T'pynmoBble MOJUTUKH.
10. ITpodwiu nonp3oBatTeneii: CTPyKTypa, yIpaBieHHe.
11. ®dyHxuuoHaIbHBIE BO3MOXKHOCTH MOJIb30BaTenbckoit MMC.
12. Mogenu cereil.
13. Co3ngaHne COBMECTHO HCIOIB3YEMBIX TTAIIOK.
13. VYmnpasnenue 10cTynom.
14. Paspemenus ob6mux nanok u pazpemennst NTFS.
15. Pacnpenenennas gaiinosas cucrema DFS.

el

o



16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.

KoHnTpoinb noctyna k aitnam u mamkam.
Aynut oOpaiieHuii 1 UCTIOIb30BaHMSI PECYPCOB.
Co3nanne u Ha3HAYCHHUE CITY)KEOHOTO MPOUIIS TTOJIH30BATES.

CpenctBa ympapieHHUs OOIIETO MOJIb30BAHUS U UX BO3MOXHOCTH.

VYrpasieHue o0beKTaMu CITy>KObI KaTaJoroB.
[Touck 0OBEKTOB B KaTajJorax.
Pemukanus xaraiaoros.

VYnpasienue ciry>k6aMu U IPUIOKEHUSIMH B ceTax oA ynpasieHuem OC Windows.

VYrpasienue auckamu B ceTsax moa ynpasinearneM OC Windows.

Pennukanus naHHBIX.

Anmunuctpuposanue UC g nocryna us MHTepHeT.
MHOroTepMuHaJIBHBIE CUCTEMBI.

Pacripenenénnast oopadorka nanusix B MC.
[InaHnupoBaHue onepanuii nevyaT.

[Moaxrouenue GpusnyecKkux NPUHTEPOB (YCTPOWUCTB MEUaTH).
Cozanue NpuHTEPOB Ha CEpPBEPE.

Hactpoiika napameTpoB (CBOICTB) IpUHTEpA.

Hacrpoiika napameTpoB (CBOICTB) cepBepa IevaTu.
KomangHble (aiibl 1 clieHapuu pEruCTPaIiH.
YipaBiieHUE JIMYHBIM KaTajJoroOM.

AJIMUHUCTpPATUBHBIE CETEBbIE KOMAH/IbI.

CpenctBa KOHTPOJIS U ONTUMH3ALUH CETH.

Ocnactka «IIpou3BOIUTEIBHOCTH.

CeTeBOl MOHUTODP.

CHUCTEeMHBII MOHHUTOD.

Jucneruep 3aznad.

MOHHTOPHHT CETH ¢ TOMOIIbIO IPOCMOTpPA COOBITHIA.
OOHOBIIEHHE annapaTHbIX U MPOTrPAMMHBIX CPEJICTB.
ObecnieueHne 0€30MaCHOCTU CUCTEMBI.

Obecnieuenue OecriepeOOHON MOJauM MUTAHUS.
BoinonHeHue pe3epBHOTO KOMUPOBAHUS.

WNuctamnanus nHGOpMaMOHHON CUCTEMBI.
DKcmlyaTalys U CONpOBOXKACHUE NH()OPMALIMOHHON CUCTEMBI.
OnepaTHBHOE yNpaBJiIeHUE U periIaMEeHTHbIE pabOThI.
VYrpasieHue 1 00CIy)KUBaHUE TEXHUUYECKUX CPECTB.
ArnnapaTHO-IpOrpaMMHbI€ IIATGOPMbI aIMUHUCTPUPOBAHUS.
HNHupopmalinoHHbIE CUCTEMbI aIMUHUCTPUPOBAHMSI.
Opranuzanus 6a3 JaHHBIX aJIMUHUCTPUPOBAHUS.

Pabora ¢ napameTpamMyu KOMaHIAHON CTPOKU CLEHAPUS.
[TonkmtoueHue BHEMIHUX (ailioB.

[udposanue cueHapues.

udposas noanuck ais cueHapues WSH.

[Tomutrka 6e3onmacHoCcTH 117151 crieHapueB WSH.
BrinonHeHne 0OCHOBHBIX oneparuii ¢ ¢aitioBoit cucteMoi.
Otuer 00 UCTIONIB30BaHUU IUCKOBOTO IPOCTPAHCTBA.

VY nanenue BpeMeHHBIX (DAHIIOB C &KECTKOTO JTUCKA.

3.3 TunoBble 3aJaHU /151 BBINOJHEHHs J1a00PaTOPHOI padoThl H NPUMeEPHBIH NepeYeHb

KOHTp OJIbHBIC  BapUAHTBI 3aJlaHdil  BBUIOKEHBI B 3J'ICKTpOHHOI71

BOIIPOCOB JIJIA €€ 3allIUThI

UH(POPMALIMOHHO-

obpazoarenbHol cpene pl VIIC, noctymHoi#t oOydaroniemMycs 4epe3 ero JUYHbIN KaOUHET.
Hwxe nmpueaen oOpaszel] THIOBBIX BapHAHTOB 3aJaHHUN Ji BBIMOJIHEHUS J1a00PAaTOPHBIX
paboT ¥ MPUMEPHBII NepeueHb BOIMPOCOB JUISl UX 3AIMTHI.



JlabopaTtopHnast pabota Ne 1. 3HakomcTBO ¢ VirtualBox
ean padoTsr:

1. mayumThcs paboTath ¢ mporpammHbIM oOecriedennem Oracle VirtualBox;

2. HAy4YWTbCsS YyCTaHABIWBATh pa3iuuyHble onepanuoHHsle cucrtemsl (OC) B cpexe
supryanusamuu Oracle VirtualBox;

3. Hay4YHMThCS HACTPAUBATH CBA3b MEXKIY PA3HBIMH BUPTYaIbHBIMH MAlIHHAMHU.

3agaun:

1. ycraHOBUTH JBe BUpTyanbHbie MamHbl (BM): onny ¢ OC Windows, npyryto ¢ OC Linux;
2. HACTPOUTh MX CETEBbIE a/lalTephl Ha CIENYIOIME BApUAHThI paOOThI:
a. BM Moryr B3auMoaeiCTBOBATh TOJIBKO APYT C APYIOM, HO HE C XOCTOBOM, U3-3a YETrO
HE MMEIOT IOCTyIa B UHTEPHET;
b. BM moryT B3auMOACHCTBOBATH JAPYT C APYTrOM U C XOCTOBOIA;
C. kaxnaasg BM smynupyercs B ceTH Kak 0ObIuHas pu3nueckas.

KOHTpOJIbeIe BOITIPOCHI:

Uro Takoe BUpTyasibHas MamnHa? B uéMm e€ oriauune oT 00bI9HOM?
Kaxk coznate HoByro BM?
Yro comepskut daiin *.vdi? Uro comepxur aiin *.vbox?
B uém cBs3b Mex 1y HACTpOMKaMH BUPTYaJIbHOM MalIMHBI U XOCTOBOM?
5. CkoJIbKO THIIOB MOAKIIIOYEHHUS] CETeBOro aaamntepa cyiiectByer B VirtualBox? B uém ux
otnuyue?
6. Uro takoe netplan? Kak on HactpauBaercs?
7. Pacckaxwure ctpykrypy YAML-daiina.
8. Kak B Linux mpoBeputs aapec muio3a? Aapec DNS-cepsepa?

P

JIaGoparophas pabota Ne 2. [lepuunsie HacTpoiiku Windows Server
Hean padoThl: HAYIUTHCS TPOBOAUTH NepBUYHBIE HacTpoitku OC Windows Server.
3agaun:
1. ycranoBuTh cepBepuyro BM Windows Server 2022;
2. Hactpouth momeH Active Directory;
3. HaCTpPOWTH CBSI3b MEXIY cepBepHOi BM 1 KIIMEHTCKMMU CO CTATUYECKUMU aJIpecaMu.

KOHTpOJII)HbIe BOITPOCHI:

Yro Takoe Windows Server? B uém otimune ot 00sraroit OC Windows?

B uém pazuuna mexay Windows Server Standard u Windows Server Datacenter?
Yro Takoe Active Directory?

Urto takoe nomeH? Konrtposuiep qomena?

Pacckaxute npo JJucnetaep cepBepoB. UTo 310? UTO B HEM MOXKHO HACTPOUTH?
Cxonpko wHTEp(eiicoB y cepepa? C KakuMU THUIAMU TOAKITIOYCHHUS CETEBBIX
azanTepoB?

Kaxk y3naTh, yTo MammHa HaxoauTcs B JomeHe? Kak y3HaTh MMsI MalliuHbI?

8. Kak noGaButh HOBBIE poiu cepsepa? Kak ynamuts?

ouhkwdpE

~

JlabopaTtopnast pa6ota Ne 3. Hactpoitku DHCP u DNS Ha WS
Hean:

1. wayuuthcs HacTpauBaTh DNS-cepsep u DHCP-cepsep B OC Windows Server.

3agaun:
1. nactpouts DNS-cepBep;



2.
3.

Hactpouts DHCP-cepsep;
HacTpoutb Windows Server xak nuiro3 uist 1octyna B HTEpHET KIIMEHTCKUX MalllvH.

KOHTpOJILHLIe BOITIPOCHI:

1. Yto takoe DHCP? Kak nmpoucxoauT mpoliecc B3auMOJICHCTBUS KIIMEHTA C cepBEpPOM?

2. Ilpu nactpoiike DHCP xkakume cymectByroT mapameTpsl? ['7e OHM HacTpauBarTCi U
M3MEHSIOTCSI Ha CepBepe Mociie IEPBUYHON HacTpoiku uepe3 Mactep? I'ae kaxaplii mapaMerp
oTtoOpakaercs y KiIueHra?

3. Uro Takoe DNS? Kak nmporcxoauT nporiecc B3auMOoICHCTBHS KIIMEHTa C CepBepoM?

4. Yo Takoe in-addr.arpa? Uto Takoe 30Ha MpsSMOTo U 30Ha 00paTHOTO npocMoTpa? Kakue emié
30HbI ObIBatOT y DNS?

5. Yro Takoe aBroputatuBHbIi cepBep DNS? Uro Takoe Bropuunslii cepsep DNS?

6. Yro takoe WINS-cepsep? Ml uero on?

7. UYro Takoe NAT? [y 9yero HacTpamBaeTcs B JaHHOM j1abopaTtopHOil pabore?

JIaboparopHast pabota Ne 4. Beoj mosns3oBareneii B jomen AD
Hean:

1. nHayuuThCs 100aBIATH HOBBIX MOJIb30BaTenei Ha pasnuyHbix OC B jomen AD.

3agauu:

1. co3nath B JOMEHE MOpa3IeieHIe C HMEHEM TPYIINBI M B 3TO MOpa3IeieHIe J0OaBUTh IBYX
I10JIB30BATENEH;

2. BBectHu aBe pabouune ctaniuu (Windows u Ubuntu) B momen AD.

KoHTposbHbIE BONPOCHI:

1. Yro Takoe Ciyx06a Active Directory?
2. Uro takoe ADUC? Pacckaxure mipo He€ nmoapodHee?
3. Kakwue npenBapuTenbHble TpeOOBAHUS K MAIIHHE IS TPUCOSIMHCHHSI K IOMCHY?
4. Kakue cyliecTByIOT METO bl IprucoenHenus K fomeHy? Kak y3HaTh, 4To MammHa (Ha 11000
OC) yxe HaxoauTCcsa B JoMeHe?
5. Kak MOXHO OTKJIIOYUTH MAlIMHY OT JIOMEHa?
6. Yro takoe Kerberos?
7. T'’me MO>XHO U3MEHUTh MOJIUTUKY O€30MacCHOCTH 110 HapoJIsiM?
8. Pacckaxure, 4TO yCTaHABIMBAETCS B JAHHOW KOMaHJIE:
sudo apt install realmd samba-common-bin samba-libs sssd-tools krb5-user adcli
JlaGopaTtopHnast pa6ota Ne 5. O6mias nmamka
Hean:
1. HayuuThCs HacTpauBaTh OOIMI JOCTYM K MarkaMm Ha CepBepe.
3amaun:
1. cosnmars nBe nanku Ha Mammae Windows Server;
2. K OJHOI Mamke MpeI0oCTaBUTh JOCTYN 0e3 He0OXOIUMOCTH aBTOPU30BBIBATHCS;
3. KO BTOPOU Tarke MpoIucarh rnmpasa JOCTyIIa:
a. s Win KJIMeHTa BO3MOXHOCTh TOJBKO YTCHUS (haiIoB;
b. ansa Ubuntu kiimeHTa BO3MOXXHOCTD U3MEHEHHS U YaaleHus (Haiios.
4. 3aKkpenuTh MaNKd Ha KIMEHTCKUX MAaIllMHAX KaK CEeTeBOM [UCK, MOAKIIOYAIOIIUNACS

ABTOMAaTHUYCCKHU MPU BKIFOYCHUUN CUCTEMBIL.



KoHTpoJibHbIE BONIPOCHI:

Kak oTkpbITh 001Hii JocTym k manke Ha Windows?

Kak pa3nenuts npaBa 10CTyIa K pacuiapeHHOM mnamke?

Yrto Takoe cereBoil nuck? ECTh 11 oTiIMuMe OT ceTeBOi manku?
Yro takoe SMB u Samba?

Kak moakimrounts cereByro manky B Windows? B Ubuntu?

UYro otkpoeT komanaa SeCpol.msc? Uro MOKHO TaM HACTPOUTH?

ouhkwnE

JlabopaTtopHnas pabota Ne 6. Hactpoiiku Apache
Henan:

1. mayumthcs HacTpauBaTh Apache-cepsep 8 OC Windows Server.

3apaum:
1. macrpouts Apache-cepsep;
2. HACTPOUTH CBOM HEOOJbINOM caiiT Ha Apache-cepsepe.

KOHTpOJIbeIe BOITIPOCHI:

Yro Takoe Apache? [y gero on HyxeH?

UYro Ttakoe mary?

B kakoM (aiisie HacTpauBarOTCs OCHOBHbBIC KOHpuUryparu Apache?
Uro Takoe 11S? Kakoii mpocmymmBaer mopt?

Kak mpoBeputs padotocnocobnocts Apache?

Kak co3nate mpaBusio st Opanamayaspa’?

ouhkwdpE

JlabopaTtopHnast pabota Ne 7. MonuTopusr npousBoautenbHoctd Windows Server
Hean:

1. HayuuThCs  HACTpawBaTh M  OTCJICKMBATh  JIaHHBIE  BCTPOCHHBIX  CUETYMKOB
npousBoauTenbHocTH Performance Monitor.

3agaun:
1. HacTpouTh BCTPOEHHBIE CUETUYMKHU TPOU3BOAUTEIBHOCTH;
2. HACTPOUTH Ipymily COOPIIUKOB JaHHBIX.

KoHTpoJibHbBIE BONIPOCHI:

Urto takoe CucteMHubIiit Mouutop? Jliis yero on?

Kakumu cioco6amu MOYKHO €ro OTKPBITh?

Bo3moxuoctn Monutopa?

Yro Takoe Monurop Pecypcos? B uém otnnune ot CucteMHOro MOHUTOpPA?
Kaxkue 6pBatoT cuétunku? [’ 1e MOKHO MMOCMOTPETh UX CITUCOK?

Yro Takoe (haitn mogkauku?

Kakum 06pa3oM MOKHO MOCMOTPETh cOOpaHHble MOHUTOPOM JaHHbIE?

NoabkowhE

JIaGoparopnas pabota Ne 8. Hactpoiika DHCP u DNS UNIX Server
Henn:

1. mayuutbcs pabotats co ciyx6amu DNS u DHCP B UNIX-cucremax.

3apaum:
1. mactpouts Ha UNIX-cucreme ciyx6y DHCP;



2. nactpoutb Ha UNIX-cucreme cmyx0y DNS;
3. HaCTPOUTH MapIIPYTH3ALUIO Ha CEpPBEpE.

KOHTpOJILHLIe BOITIPOCHI:

Yro takoe DHCP?

Onuiute nomaroso noixy4yenue IP-agpeca kimentom ot cepsepa.
Kaxkue cymectBytoT coodmenust B DHCP?

Yro takoe DNS?

OnumrTe MomaroBo, KakuM 00pa3oM IMPOMCXOIUT COMocTaBiieHue uMeH u IP-anpecos.
B kakom daiine xpansrcs nactpoiiku DHCP?

Kaxkast komanna juist BeiBosia cratryca DHCP?

Uro Takoe FQDN?

. Kak mocMoTpeTh mojiHoe UMsI FOHUKC-MAaITuHBI?

10. Yro Takoe Bind?

11. Kakas komanna ass BeiBoja ctaryca DNS?

CoNoA~WNE

JlaboparopHast pabora Ne 9. Hactpoiika BeO-cepBepa Nginx
Leapb padoThl: HAyYUTHCS HacTpauBaTh BeO-cepBepa Nginx Ha UNIX.
3agauu:
1. Hacrpouts Ha UNIX-cepBepe BeO-cepBep Nginx.
2. Hacrpouts Ha UNIX-cepsepe PHP-FPM.

3. IIposeputh noctym Bed-cepBepa NgIinX u ero paboTocnocoOHOCTh HAa 000X KIHECHTAX.

KoHTposbHbIE BONPOCHI:
1. Yro Takoe BeO-cepBep? Uro takoe Nginx? Kakue emié ObiBatoT BeO-cepBepa?
[Mepeuncaure ormmuuns Nginx ot Apache.
Yro nenaer koManaa curl?
Yro Takoe penozuropuii? 3auem oH?
Kaxkue ceprudukarsl ecth y NginX? B kakoi TUPEKTOPUU OHH XPAHATCS?
Yro takoe PHP? Uro takoe PHP-FPM?
Uro Takoe cuMBonnueckas cchliika? C moMolpo Kakoi KoMaHabl OHa co3/1aéTcs?

Nogakown

JIaboparophast pabora Ne 10. Cucrema MmoruTOpHHT Zabbix
Iesb: Hay4YUTHCSI HACTpAUBATh CUCTEMY MOHMTOpUHTa Zabbix Ha UNIX.

3apaum:
1. nactpouts Ha UNIX-cepBepe BeG-cepep, MySQL u PHP nns nanbHeiimelt HacTponku
Zabbix;

2. wnactpouts Ha UNIX-cepBepe cucremy MoHuTOpuHTa Zabbix;
3. Hactpoutb Ha UNIX -knuenrte u Ha Windows-kireHTe Zabbix-areHToB.

KoHTpoJibHbIE BONIPOCHI:
Yro Takoe Zabbix? [lns yero on HyxeH? M3 KakuX KOMIIOHEHTOB OH COCTOMT?
Yro takoe MariaDB? 3auem 0HO HCITONB3yeTCS?
Yro nenaer komanga Wget? Komanma dpkg?
Yro Takoe pernosuropuii B Zabbix? 3auem on?

~wbdE

JlaboparopHas padota Ne 11. O6mas nanka UNIX Server
Heab: HAyIUTHCS OTKPHIBATH O0LIMIA goCcTyM g0 nanku Ha Ubuntu-cepsepe.
3apaum:
1. coznars Ha UNIX-cepBepe TpH manku ¢ pa3HbIM YPOBHEM JIOCTYIIA;



2. TOAKIIOYHUTH OOIIYIO MAanKy Kak OOIuil JUCK Ha 000MX KIIMEHTAX;
3. TpoBEepUTH PabOTOCTIOCOOHOCTD M JOCTYITHOCTH OOIIUX MAMOK C COOTBETCTBUEM MX HACTPOEK.

KouTpoJibHbIE BONPOCHI:
UYro Takoe Samba?
Yro takoe SMB / CIFS? Uem oHum ipyr OT Jipyra OTIMYAIOTCS?
PacckaxuTte npo ycinoBHble 0003HaYeHHs (JIaroB Mpas.
Yro Takoe Nautilus B Ubuntu?
UYro Takoe (aitioBas cuctema? Yto Takoe kopeHb? Kakue OCHOBHBIC TAIKH CYIIECTBYIOT B
KOpHe?
6. Kynma MOHTUpPYIOTCS BUPTYyaIbHBIC AUCKU U IPYTHE MOAKITIOYaeMbIe YCTPOHCTBA?

agrwdE

3.4 TunoBble KOHTPOJIbHbIE 32/IaHU IJIAA TPOBeeHUs TECTUPOBAHUS
®DoH/T TECTOBBIX 3aIaHUI MO TUCIMIUIMHE COJAEPKUT TECTOBBIC 3aJaHUs, pacipeieICHHbIC TI0
paszzenaM U TeMaM, C YKa3aHUEM MX KOJIMYEeCTBa U TUIIA.

Ctpykrypa (hoHAa TeCTOBBIX 3aJaHUIA MO TUCITUTINHE

Konnuectso
W ikarop TECTOBBIX
JOCTUKEHUS Tema B cooTBercTBUM € PII/] Xapakrepuctuka T3 3a .
KOMITETEHIINU JIaHUH,
Tunsl T3
2-0T3
3HaHue
2 —3T3
Lenu v 3a1a9u aAMUHUCTPUPOBAHUS HH()OPMAMOHHBIX 1-0T3
cucreM. TpeGoBaHMS K crienuanicTaM Ciryko0 Ymenue
OIIK-2.1 1 -3T3
apmuaucTpuposanus VIC. Cranmaptel padoter UC u
HaBpIk 1 (MiIH) OIIBIT
CTaH/IAPTU3UPYIOIINE OPTaHH3ALNH 1-0T13
EeSITENLHOCTH/
. 1 -3T3
JieiicTBHE
3 1-0T3
HaHue 1373
Ymenue 1-0T13
OIlK-2.2 OOBEKTH aIMUHICTPUPOBAHUS U MOJICITN YIIPABICHHUS 1 —-3T3
e 1 -3T3
JelicTBue
3 1-0T3
HaHue 1373
YMeHnue 1-oT3
OIIK-2.3 CpencTBa aJMUHUCTPUPOBAHUS OTIEPALIMOHHBIX CUCTEM 1 -3T3
ner 1 -3T3
JeicTBue
3HaHU 1-0T13
© 1 -3T3
v 1-0T3
OIIK-2.2 3nakomctBo ¢ VirtualBox Merme 1 -3T3
HaBeix (I/IJ‘II/I/) OUBIT | 4 T3
AEATENLHOCTH 1 313
JeiicTBHE
3HaHU 1-0T13
© 1 -3T3
1-0T3
OBomronus ciayx0s! karanoros. [Toustue ADDS. Ciryx0a Ymenue
OIIK-2.3 1 -3T3
ADDS m
aBbIK U (mm/) OMBIT | 4 73
AEATENLHOCTH 1313
JeiicTBHE
OIIK-4.1 3HaHNe 1-0T3




1 -3T3

VMenue 1-0T13
Crpyxkrypa ciayx0s1 ADDS. O6BeKTHI KaTajnora 1 uX 1 -3T3
HanMeHoBaHus. Komnonentst ADDS HaBbIk 1 (M111) ombIT 1-0T3
I[egTeJ‘II;HOCTI/I/ 1 313
JeHcTBHe
3Hanue 1-0T13
1 -3T3
1-0T3
OIK-4.2 Hepapxus nomeHOB. JlOBEpUTENIbHBIE OTHOLIEHUS MEKIY YMeHnue 1 -3T3
nomeHamu. OnpesieeHie OpraHn3aMOHHBIX €INHHMI] IOMEHA
HaBbik 1 (W11) OTIBIT 1-0T3
/:[evaTeJILHocm/ 1373
JeHcTBHE
3Hanue 2-0T3
2 —3T3
IInanupoBanue u ynpasiaenue ADDS. IInanuposanue VMeHe 1-0T3
OIlK-4.1 npoctpancTBa uMeH ADDS. YueTHsle 3anucu noiab3oBaTenei. 1 -3T3
['pynmsl nosp3oBateneii ¥ rpynnoBble HOJIUTHKH HaBbIk 1 (v1) ombIT 1-0T3
,I[egTeJ‘ILHOCTI/I/ 1373
JelcTBre
3HaHue 1-0T13
1 -3T3
1-0T3
. YMeHue
OIlK-4.3 bezonacuocts ADDS. IIpoTtokonsl Kerberos n IPSecurity 1 -3T3
HaBpix u (11n) onbiT
L[GSITGJII)HE)CTI/I/) 1-0T3
. 1 -3T3
JielicTBHE
3HaHue 1-0T13
1 -3T3
. YMenue 1-0T13
OIlK-2.1 [Tepsuunsie HacTpoiikn Windows Server 1 —-3T3
HaBpix u (n11) onsiT
ueﬁTeangCTH/) 1-0T3
. 1 -3T3
JielicTBHE
3HaHUe 1-oT3
1 -3T3
YMmenue 1-0T13
OIlK-2.2 Hactpoiiku DHCP u DNS ma WS 1 —-3T3
HagbIk 1 (v111) ombIT
,I[GSITGJ'ILH(()CTI/J 1-0T13
. 1 -3T3
JelicTBue
3HaHUe 1-oT3
1 -3T3
YMeHnue 1-oT3
OIlK-2.2 Bgon nons3oBarteneit B fomeH AD 1 -3T3
HagbIk 1 (v111) ombIT
,I[GSITGJ'ILH(()CTI/J 1-0T13
. 1 -3T3
JelicTBue
3HaHue 1-0T13
1 -3T3
YMeHnue 1-oT3
OIIK-2.2 OOmas marnka 1 -3T3
HagbIk 1 (1111) ombIT
]leﬂTeJ'lLHE)CTI/I/) ° 2-0T3
. 2 —-3T3
JielicTBHE
3HaHUe 1-0T13
1 -3T3
VmMenune 1-oT3
OIIK-2.3 Hacrpoiiku Apache 1 -3T3
Hagpix u (1s11) onbIT
JleﬂTeJ'lLHE)CTI/I/) 1-oT3
. 1 -3T3
JielicTBHe
2-0T3
OIlK-2.3 MOHHTOPHHT IPON3BOAUTENEHOCTH WS 3HaHNe

2 —3T13




1-0T3

Ymenue 1373
HaBpik u (v1m) onbIT
neﬂTeJILH(()CTH/) 1-0T13
. 1 -3T3
JIeHCTBHE
3HaHue 1-oT13
1 -3T3
. VMeHue 2-0T3
OIIK-4.2 Pa6ota ¢ OC Linux 2 —3T3
HaBpIk u (v1m) onbIT
uemenwfwm? 1-0T13
. 1 -3T3
JeHCTBHE
3HaHue 1-oT13
1 -3T3
. VMmeHue 1-0T3
OIIK-4.2 ®datiinoBas cucrtema Linux 1 -3T3
Happik 1 (111) OIBIT
z[ea;ITenLH(()cm3 ° 2-0T3
. 2 —3T3
JeHCTBHE
3HaHue 1-0T13
1 -3T3
Vmenne 2-0T3
OIIK-4.3 Tlonw3oBatenu 2 —3T3
Happik 1 (111) OIBIT
ueaTeangCTH/) 1-0T13
. 1 -3T3
JIeCTBHE
3HaHue 1-0T13
1 -3T3
Vmenne 1-0T13
OIlK-4.1 Bash-ckpumnsr 1 -3T3
HaBpik u (111) OIBIT
,I[eiITeJ'ILH(()CTI/J 1-0T13
. 1 -3T3
JIeHCTBHE
3HaHue 1-0T13
1 -3T3
Ymenue 1-0T13
OIlK-2.3 Hactpoiika DNS u DHCP UNIX Server 1 -3T3
HaBpik u (111) OIBIT
,I[eiITeJ'ILH(()CTI/J 1-0T13
. 1 -3T3
JeicTBHE
3HaHue 1-0T13
1 -3T3
. Ymenue 1-0T13
OIlIK-4.1 Hacrpoiika Be0-cepBepa Nginx 1 -3T3
HaBpik 1 (111) OMIBIT
JZ[GSITGJ'IBHE)CTI/I/) 1-0T13
. 1 -3T3
JefcTBHE
3HaHue 1-0T13
1 -3T3
. VMeHHe 1-0T13
OIIK-4.2 Cucrema MoHUTOpHHT Zabbix 1 -3T3
Hapwik u (111) OMBIT
,ZIGSITGJ'[LHE)CTI/I/) 1-0T13
. 1 -3T3
JIeHCTBHE
3HaHue 1-0T13
1 -3T3
VMeHHe 1-0T13
OIIK-4.2 O6mas manka UNIX Server 1 -3T3
Hagwik u (111) OIBIT
I[eHTCJ'IBH(()CTI/I; 1-0T13
. 1 -3T3
JIeHCTBHE
1-0T13
3HaHue
OIlK-4.1 AJZMUHHUCTPHPOBAHME IIpoliecca KOHQUTypannu 1 -3T3
Ymenue 1-0T3




1 -3T3

HaBbik 1 (W1u) OTBIT

eATENBLHOCTH/ 1-0T13
AeATEIBHOCTH 1313
JIeCTBHE
3 1-0T3
HaHUe 1373
A Ymenu 1-0T3
OTIK-4.2 JMHUHHCTPUPOBAaHUE IpoLiecca MMOUCKa U INarHOCTUKU eHHe 1313
oumGoK HaBbik 1 (W11) OTIBIT
eATENLHOCTH/ 1-0T13
JEATEILHOCTH 1 313
JelicTBHe
3namme 2-0T3
Han 2 313
VmMeHnue 1-0T13
OIIK-4.3 Bpannmayaspsl 1 -3T3
Hagsik u (wm} OMBIT | 4 1o
AEATEILHOCTH 1313
JericTBHe
3 1-0T3
HaHUE 1 313
YMenue 1-0T3
OIlK-4.1 CpencTBa BUPTyaJIU3aIIH 1 —-3T3
Hagbix u (MJIH/) OmBIT | 4 3
AEATENLHOCTH 1 313
JielicTBHE
3 1-0T3
HaHUe 1 313
. . 2-0T3
Y naneHHsli 10CTy B HHPOPMAIIMOHHBIX cucTeMax. Virtual Ymenue
OIlK-4.1 - 2 —3T3
Private Network (VPN)
HaBbIk 1 (WJT1) OTIBIT
/ 1-0T3
AeATEIBHOCTH 1 313
JIeCTBHE
3 2-0T3
HaHUe 2 _3T3
1-0T3
AnMuHHCTpUpOBaHKE C ToMoInbio mpoTokosioB TELNET u YMeHnue
OIIK-4.2 SSH 1 -3T3
Hageik n (I/IJ'II/I? OMBIT | 4 13
JeATEIbHOCTH 1313
JIeCTBHE
3 1-0T3
HaHUE 1313
v 1-0T3
OI1K-4.3 RAID-maccuBbI MeHHE 1 -3T3
Hagbix u (I/IJ'II/I/) OMBIT | 4 3
AeATENLHOCTH 1 313
JielicTBHe
" 100 -0T3
rore 100 —3T3

[Monusrit komriekT O T3 XxpaHUTCS B ANEKTPOHHON MH(POPMAIMOHHO-00pa30BaTeIbHOM cpesie
UpI'VIIC u obyuvaromuiics UMEET BO3MOKHOCTh O3HAKOMHUTBHCS C JIEMOHCTPALIMOHHBIM BapHaHTOM

DT3.

Huxe npuBenen obpasell TUIIOBOTO BapHaHTa UTOTOBOTO TECTA, MPEAYCMOTPEHHOTO paboueit

mnpor paMMOﬁ JUCHUITIIUHBI.

[Monusrit komriekT O T3 XxpaHUTCS B ANEKTPOHHON MH(POPMAIMOHHO-00pa30BaTeIbHOM cpesie
UpI'VIIC u obyvaromuiics ©UMEET BO3MOKHOCTh O3HAKOMHUTHCS C JIEMOHCTPALIMOHHBIM BapHaHTOM

DT3.

Hwxe npuBenen oOpa3zelr THIIOBOTO BapHaHTa UTOTOBOTO TECTA, MPEYCMOTPEHHOTO padoyeid

mnpor paMMOﬁ JUCHUITIIUHBI.

1. Kakue npoTOKOJIbl OTHOCATCS K TPAHCIIOPTHOMY YPOBHIO UETHIPEXYPOBHEBOW MOJIENIN CTEKA

nporokoioB TCP/IP?




a) ARP

b) TCP

c) UDP

d) IP

e) ICMP

f) BeiOepure Bce npaBHIbHBIC OTBETHI

2. Yto nporokoin [PSec nobapnser k makeram st ayTeHTU(UKAIIUN JAHHBIX ?
a) 3aros0Bok ayreHTH(UKauu (3aroaoBok AH)

b) 3aromoBok moamnucu (3aronoBok SH)

C) 3aros10BOK aBTOpHU3anuu (3arojaoBok AVH)

d) 3arosoBok mudpoBoii moamnucu (3aroaoBok DSH)

3. UTo M3 mpeI0’)KeHHOT'0 BXOAUT B Mpolieypy corinacoBanus [PSec?

a) Tonbko cormamenue 6e3onmacHoctu ISAKMP

b) Cornamrenue 6e3omacuoctu ISAKMP u oxHo cornamenne 6e3onacuoctu IPSec
¢) Cornamenue 6e3onacHoctu ISAKMP u nBa cornamienus 6ezomacuoctu IPSec
d) Tospko aBa cornamienus 6e3omacuHocTu IPSec

4. TIporokon ESP u3 IPSec:

a) ObecrnieunBaeT TOJbKO KOH(MUIACHIIMAIBHOCTH COOOIICHUS

b) ObGecnieurBaeT TOJBKO AyTCHTU(PHUKALNIO TAaHHBIX

c) OGecrieunBaeT KOHQUACHIIMATBHOCTD U AYTCHTH()UKAIMIO COOOIICHUSI
d) He obecnieunBaet H1 KOH(MUACHIIMATBHOCTD, HH AyTCHTU(DHKAIIUIO

5. BupTtyanbHble YacTHBIE CETH:

a) Ilepenarot 4acTHbIC IaHHBIC MO BBIACICHHBIM CETSIM

b) MHKkancymupyroT 4acTHbIC COOOIICHUS U MEPEAAI0T UX 1O OOIECTBEHHOI ceTH
¢) He ucnonw3yrores kauentamu Windows

d) Moryrt ucnonb3oBathest ¢ mpotokoiaamu L2TP wmu PPTP

6. OcHoBHble oTauuus npotokonoB L2TP u PPTP cocrosT B crnenyromem (BbiOepute Bce
BO3MO>KHbIE BapUAHTHI):

a) IIporokos L2TP obecrnieunBaet He KOHOUACHIIMATBHOCTD, & TOJBKO TYHHETUPOBAHHE

b) IIpotokon PPTP ucnone3yercs Tonbko s TynHenuposanust TCP/IP

c) IIporokon L2TP wmoxer wucmonb3oBatkest co ciyxbamu IPSec, a mportokon PPTP
UCTIOJTB3YETCSI CAMOCTOSATEIHHO

d) IIporokon PPTP momnepxuBaercs KpyMHEHIINMHU MPOU3BOJUTENSIMU, a POTokon L2TP
SIBIISICTCSL CTaHAapTOM Koproparuu Microsoft

7. Cnyx0a, OCYIIECTBIAIONIAS TMPUCBOCHHE peanbHBIX [P-aapecoB y3mam  3akpbITOM
MPUBATHOMN CETH, HA3bIBACTCS:

a) NAT

b) PAT

c) Proxy

d) DHCP

e) DNS

8. IlpaBwia, mpuMeHsieMbIe B OpaHaMaydpax, MO3BOJISIOT:

a) CHauasa 3anpeTuTh BCE JACHCTBHS, IIOTOM pa3peliath HEKOTOPbIe

b) CHauana pa3pemuTh Bce ACHCTBUS, IOTOM 3aMpeIiaTh HEKOTOPHIE

c) IlepenaBath cooOIeHUsT HA 0OPAOOTKY APYTUM MPUIIOKCHUSIM

d) IlepenaBath KoUK COOOIIECHHIA HA 00PAOOTKY IPYTUM MPHIOKECHUSIM
e) ac



f) b,cd
g) ab,cd

9. IIpotokon L2TP He uMeeT BCTPOCHHBIX MEXaHU3MOB
10. JIns ayreHTHGUKAIMT ¥ A(QPOBAHUS UCIIOIB3YETCS CIyKOa
11. bactuon — 3TO Tpymmna cepBEpPOB KOPHOPATUBHOW CETH, IPEIOCTABISAIOLIASL
y3J1aM BHEIIHUX ceTel
12. IIpotokos UDP B OCHOBHOM CITYXHT JUISl TIepeadn MyJIbTUMEINHHBIX JaHHBIX, TJI€ BaXKHEE
, @ HE HAJIeHOCTh JOCTaBKH
13. Kakoif mopT MOKET HCHOIb30BaThCS KIMEHTOM (CO CBOEW CTOPOHBI) MPH MOAKIIOUEHUH K
Web-cepsepy?
14. — (hU3UYECKUi apec KOMITbIoTepa
15. B onucanuu npaBui i MexxceTeBoro 3kpana FreeBSD uto o3nauaer aeiictBue fwd?
16. Ilepeuncaute ypoBHU Mojaenu cTeka nmpoTokosioB TCP/IP.
17. HazoBure otnuuns KOHIIEHTpaTopoB (hub) oT kommyTaTopoB 2-ro ypoBHs (switch)..
18. Ilepeuncaure ypoBuu moaenu OSI.

3.5 Tunosoe 3aanue AJs BHINOJTHEHHUSI KYPCOBOii padoThl

TunoBble 3aaHMs BBUIOKEHBI B AJIEKTPOHHOW HHGOPMAIMOHHO-00PAa30BaTEIbHOM cpele
UpI'VIIC, noctynHoil o0yyaromemMycsi Yepe3 ero JMUHbIM KaOuHeT.

Huxe npuBeieHbl TUIIOBBIE TEMBI JIJIS1 BBINIOJIHEHUS KYPCOBOIl paOOTHI.

1. CereBoe amMUHUCTpUPOBAaHKE. Y CTAaHOBKA, HACTpOIiKa u corpoBoxaeHne DNS cepsepa

2. CereBoe aIMUHUCTPUPOBaHKE. Y CTAaHOBKA, HACTpoiika u corpoBoxaenue DHCP cepsepa

3. Cuyx0bI KaTasioroB. Y cCTaHOBKa, HACTPOIiKa U conpoBoxaeHue Active Directory.

4. YnaneHHbI JOCTyn. YCTaHOBKA, HACTpOWKa M YOpPaBIEHUE CIYXO0aMu YIaJIeHHOTO
JOCTyTIA.

5. MHoronons30BaTeNbckas BbluMcauTenbHas cpena. Ciy:xkObl TEpMUHANOB. YCTaHOBKA,
HACTpOIiKa U yIpaBlieHUE Cly:K0aMU TEPMUHAIIOB.

6. CereBoe aJMUHUCTPUPOBaHME. YCTAaHOBKA, HACTPOlKa M CONPOBOXKAECHUE CIIYKO
COBMECTHOTO focTyna B VIHTepHeT.

7. CeteBoe afMUHHMCTpUpOBaHUE. MOHUTOPHUHT U MOJIZIEPKKA CETEBOM HHPPACTPYKTYPbI

8. CereBoe anMUHHUCTpUpOBaHME. VHCTPYMEHTHI OC30MACHOCTH B CETH. YTIPaBICHHUE
0€30I1aCHOCTBIO.

9. ObecnieueHne MEIOCTHOCTH JaHHBIX. Pe3epBHOE KONMMpPOBaHNE M BOCCTAHOBIICHUE JTAHHBIX.
Crpareruu pe3epBHOIO KOIIMPOBAHUS

10. YcranoBka, HacTpolika u conpoBoxacane SQL-ceppepa

11. Anmunuctpuponanue cepBepa bJI. Ctparernu pe3epBHOro KOMMPOBAHUS

12. AnpmunuctpupoBanue cepsepa bJI. Yrpasnenue monb3oBatensimu cepsepa bJ]

13. AnmunuctpupoBanue cepBepa b/I. MTHCTpyMeHTH HHPOPMALMOHHOM 6€301acHOCTH.

3.6 [lepeyeHnb TeoOpeTHYECKUX BOMPOCOB K IK3aMeHY
(1 OTICHKY 3HAHWI)
OYHKIUU aIMUHUCTPUPOBAHUS HH(OPMAIIMOHHBIX CUCTEM
[Tpornerypsl M METOTIBI AAMHHUCTPUPOBAHHSI
3anauu, eI U 00bEKTHI CeTEeBOr0 aIMUHUCTPHUPOBAHUS
OOBEeKTHI aIMUHUCTPUPOBAHHS
OyHKIUH U ci1y)k0bI cepBepHoit OC
Oynknnn agmMuHAcTpaTopa cepsepHoi OC u agmunuctparopa CYB/I
TpeboBaHMs K COBPEMEHHOMY CEPBEPY
[Tonb30BaTenbCKUE YUETHBIE 3AITUCU
. CranmapTHbI€ IpYIIIbI
10. Cnyx0a xatamoros AD

CoNoOAWNE



11. VmpaBneHue y4yeTHbIMHU 3aMUCAMU IOJIb30BATENEH U TPy

12. I'pynmnoBble MOJUTHKU

13. TIpodwim monp3oBareneit: CTpykTypa, yrpaBieHHE

14. Coznanue COBMECTHO UCIOJIb3YEMbIX MAIOK.

15. Vnpaienue 10CTymom.

16. Pa3pemenus ob6mux mamnok u paspemieanst NTFS.

17. Pacnpenenennas daitnoBas cucrema DFS.

18. Koutpons moctyna K ¢aiinam u nankam (ayJuT oOpalieHuii U UCTIOIb30BaHUS PECYPCOB).

19. CpenctBa ynpaiieHus 0OLIET0 MOIb30BAHUSI U UX BO3MOKHOCTH.

20. YmparieHue o0bEeKTaMH CITy>KObI KaTaJoroB.

21. Tlouck 0OBEKTOB B KaTaJIorax.

22. Perumkanus KaTajioros.

23. Mogenu mexcereBoro Bzaumozaeictus (Monaens OSI, monens DARPA).

24. OcHoBbl pyHkmonupoBanus mpotokona TCP/IP  (IP-agpec, Macka mojceTd, OCHOBHOM
[IUTIO3; JIEJIEHUE Ha MOJICETH C TOMOIIBIO MacKH MOJCETH; BBeJeHHEe B |P-MapipyTusaiuio).

25. Cnyxx6a DNS (momensl, 30HBI; 30HBI MPSIMOTO U OOPAaTHOTO MPOCMOTpPA; OCHOBHBIC H
JIOTIOJTHUTEIILHBIE 30HBI; PEKYPCHUBHBINA U HTEPATUBHBIN 3aIIPOCHI HA Pa3peICHNE HMEH ).

26. uarnoctuueckue yruautsl TCP/IP u DNS.

27. OCHOBHBIE TEPMHHBI U MOHATHSA (JI€C, IEPEBO, TOMEH, OPTaHU3AIMOHHOE NOIPa3/ICIICHUE).
[TnanupoBanue npoctpancTBa uMeH AD. YcraHoBKa KOHTPOJLIEPOB JJOMEHOB.

28. Jlormueckas u (pu3ndecKas CTPYKTYpbI, ynpasieHnue perumkanueir AD.

29. Cepsepsl ['106ansHOr0 KaTanora u Xo3seBa Oneparmii.

30. YmpaBneHue TOJB30BATEISIMA W TPYNIaMd. YTpaBJI€HHE OpPraHU3alMOHHBIMU
MoJIpa3ieNieHUsIMU, IeJIETUPOBAHNE TOTHOMOYHIA.

31. Cucrema Oe3onmacHoctu (mpoTtokon Kerberos, HacTpoiika mnapaMeTpoB CHCTEMBI
0€30MacHOCTH).

32. Ba3oBble 1 MMHAMHYECKHE OUCKH, TOMA.

33. ®aiinossie cucrtemsl FAT16, FAT32, NTFS.

34. TlpaBa nocryma, HacleIOBaHUE IPaB JOCTYIA, B3ATHE BO BIIAJCHUE, ayAUT JIOCTYyNa K
pecypcam.

35. Cxarme u mmppoBanue napopmarmu. Kotel. Jledpparmenramnusi.

36. TepMuHBI U IOHATHS CETEBOH MevyaTu. Y CTaHOBKA JpaiiBEpOB, HACTPOMKa IPUHTEPOB.

37. TIporoko: IPP (Internet Printing Protocol).

38. Ceresbie mpoTtokoibsl NetBEUI, [IPX/SPX.

39. Cayx6s1 DHCP, WINS, RRAS.

40. Yupasnenue ciyxbamu 1 npuioxeHusmu B cetsx OC Windows

41. VYupasnenue nuckamu B cetssx OC Windows.

42. TlnaHupoBaHUE ONepalyii evaTy.

43. TlopkmoyeHne GU3NIECKUX MTPUHTEPOB (YCTPOIHCTB MEYATH ).

44. CoznaHue MPUHTEPOB HA CEPBEPE.

45. Hacrpoiika mapameTpoB (CBOWCTB) MPUHTEpA.

46. Hactpoiika napamMeTpoB (CBOMCTB) cepBepa neyaTu

47. JloGaBieHue KOHTpoyuiepoB B qomenbl cetn OC Windows

48. TloakmoueHne paboYNX CTAHIIMA U CEPBEPOB.

49. KomanHbIe Qaiiibl U CIICHAPUN PETUCTPALINH.

50. YnpaBieHue JINYHBIM KaTaloroM.

51. AQMUHHCTpPATUBHBIE CETEBBIC KOMAH/IbI.

52. CpencTBa KOHTPOJIS U ONITUMM3ALIUU CETH.

53. OcHnactka «[IponsBogutensHOCTEY. Jucneruep 3aaay.

54. CeteBoii MOHHUTOD.

55. MOHUTOPHUHT CETH C MOMOUILI0 TPOCMOTPa COOBITUI

56. OOHOBJEHHUE aNnapaTHbIX U IPOrPAMMHBIX CPE/ICTB.

57. OOGecneueHre 6€30MACHOCTH CUCTEMBI.

58. Ob6ecmneuenue OGecriepeOOItHOM MOAAYH MUTAHHUS.



59. BeImosHEeHNE pe3epBHOTO KOMTUPOBAHMS.

60. JlmarHOCTHKa M BOCCTAHOBJICHUE CHCTEMBI.

61. Mucrammsinus nHOOPMAITMOHHOW CUCTEMBI.

62. DxcmryaTanus U COPOBOXKACHNUE HH(POPMAITMOHHON CHCTEMBI.

63. OmnepaTUBHOE yIPaBICHUE U PETJIAMEHTHBIE PaOOTHI.

64. YnpasieHue u 00CIy)KMBaHUE TEXHUYECKUX CPE/ICTB.

65. AnmapaTHoO - mporpamMMHbIe TIaTHOPMbI aIMUHUCTPUPOBAHHUSL.

66. WupopmanoHHbIe CUCTEMbI aMUHUCTPUPOBAHHUSL.

67. Opranmu3anus 0a3 JaHHBIX aIMUHUCTPUPOBAHUSI.

68. Ilpumepsl cucTeM aJMUHUCTPUPOBAHHUS.

69. Kaxkue s3p1xku moanepxkuaetr WSH?

70. OcHoBHble 00bekTEl WSH 1 00BACHITE Ha3HAYEHME KAaXKOI0 U3 HUX.

71. OcHOBHBIE CpeicTBA MHTEPAKTUBHOTO B3auMoeicTBus ckpunra WSH u nonb3oBaress.

72. Ilapametpsl 3amycka WSH-ckpunra

73. Paznmmune mexay oobexkramu WshArguments, WshNamed, WshUnnamed?

74. Kakue cpencTBa MO3BOJISIOT YIIPABIATH CTOPOHHUM MPUIIOKEHUEM?

75. Kakumu cpeacTBaMu MOKHO TOJIYYUTh JIOCTYNI K OOBeKTaM (haillIoBOW CUCTEMBI W3
ckpuntoB WSH?

76. Yro takoe texnomorust ADSI? Kakue agMUHUCTpaTHBHBIE 33]a4i OHA IIOMOTAET PEUIHTh.

77. Urto Takoe 00BEKT-KOJUIEKIIUA?

78. Kak coxpanuth pe3ynbTatsl padbotsl WSH-ckpunra B daiine?

3.7 IlepevyeHb THNOBBIX MPOCTHIX NPAKTHYECKUX 3aaHUI K IK3aMeHY
(7S OLIEHKH YMEHMI)

1. Ucnons3oBanne tmporokoiaoB TCP/IP  nmns  mocTpoeHUsT BBIYMCIUTEIBHBIX  CETEH.
VYnpasnenue agpecauueii B cetax [P.

2. OcHOBHBIC 337]a4¥ aAMHUHUCTpUpPOBaHus MapupyTtuzauuu ceteit TCP/IP.

3. Cepsepsl DNS, agmuaHCcTprpOoBanue cepepoB DNS.

4. TIpocMOTp M yHpaBji€HUE CETEBBIMH MOJKIIOUEHUSAMH (rpaduiyecKue YTUIIUTHI, YTHIINTHI
KOMAaHJTHOW CTPOKH).

5. Komangs! ynpasnenus mapupyruzanueir B OC Windows.. Komanasr NET. ITapamerps
KOMaH/1bl, IPUMEPHI UCTIOIb30BAHUSI.

6. Opranuzanuss ¥ HCHONb30BaHUE (ailoBoro cepBepa B cerax Microsoft. YTuinTsl
ynpasieHuss oOummMu ¢GainoBeIMH pecypcaMu (rpaduyecKue yTUIUTHI, YTUIUTHI KOMaHIHON
CTPOKH).

7. Ynpasnenue 6e30macHOCTbIO (pailioBBIX pecypcoB. PasrpanuueHnue aoctymna K pecypcam
daiinoBoro cepsepa (rpaduyeckue yTHINThI, YTHINTBI KOMaHIHOH cTpokn). LllnppoBanue JaHHBIX.

8. YmpaBieHue TOJNB30BATENIIMH B ONEpAIMOHHBIX cucTtemax. OCHOBHBIE —3a7adu
aMUHHUCTPUPOBAHUS T10JIb30BATEINIEH.

9. MHCTpYMEHTHI aIMUHUCTPHPOBAHUS TOJIb30BaTeNei B qoMeHax Microsoft (rpaduueckue
YTUJIMTBI, YTUIUTHI KOMaHIHOW CTPOKH).

10. MHCTpYMEHTHI aIMUHHCTPUPOBAHUS TPyNIaMu O€30MacHOCTH (TpapuuecKue YTHIUTHI,
YTUJIMTHI KOMaHIHOM CTPOKH, IPOrpaMMHBII HHTepQeiic).

11. OGecneuenne uHpopManMOHHON Oe3omacHocTH B ceTsix Microsoft. MHCTpyMeHTHI
aHaJM3a M yrpasiieHus: 6e30MacHOCThIO B ceTax Microsoft.

12. Ayrentudukanuss B pacmpeneleHHbIX cucremax. llpumenenume cxembl Kerberos B
nomeHax Windows.

13. Crucku mpaB A0ocTyna K 00bEKTaM ONEepaIliOHHONW CHCTEMBI, YIPaBIEHHUE JOCTYIOM K
daitnam u katanoram (rpadpuueckre YTHIUTBI, YTHINTHl KOMaHIHON CTPOKH).

14. Hcnonb3oBaHKe IPYNIOBHIX MOJUTUK JUIS 3a/1a4 aIMUHUCTPUPOBAHHUS.

15. Co3nanue W penakTUpOBaHHE OOBEKTOB TPYNIOBOM MOMUTUKU. VHCTPYMEHTBI
yIpaBiaeHUs TPYIIOBBIMU MOJUTUKAMHU.



16. MHCTpyMEHTHI yIipaBieHUs Ma0JIoHaMH 0€301TacHOCTH (TpaduUECKUe YTHIIUTHI, YTUITUTHI
KOMAaHJITHOM CTPOKH).

17. Pom xouTposuiepoB B cxeme Active Directory. Pemmukamusi OaHHBIX —MEXIY
KOHTPOJJIEPAMH JOMEHOB, IPOTOKOJIbI PETIIIMKALIMY.

18. VYmpaBieHue MHOTOMOJIb30BaTENIbCKON cpeoil. NHCTpYyMEHThl a AIMUHUCTPUPOBAHUS.

19. ApMuHuCTpaTHBHBIE 33a4u ynpasieHus cepsepoM b1

20. OcHOBHBIE 3a/1a41 aIMUHUCTPUPOBAHUSI 0a3 JTaHHBIX.

21. Crpykrypa 6a3sl ganabix B MS SQL Server 2008. CuctemMHble M IOJIb30BaTEIBCKUE
Tabnuubl. HazHauenue cucteMHbIX TaOIHUI], XPAHUMBIX TPOLEAYD.

22. 3amurta paHHbIX cpenctBamu  CYBJ[. Hcnonb3oBanue poneBoil Moxaenu. Posm
noJsib30Bareseil Ha ypoBHe cepsepa bJl. MHCTpyMeHTBI yIpaBiieHUs pOJIsIMU IIOJIb30BATEICH.

23. Cyonekthl OezomacHoctu bJI. Pomm monw3oBareneét Ha ypoBHE 0a3bl JIaHHBIX.
HMHCTpyMEHTBI ylIpaBJICHUs POJISIMU II0JIb30BaTene Ha yposHe b/1.

24. Victionb3oBaHUE CPEICTB MOHUTOPHHIA JUIsl MOBBIIICHHUS] MTPOU3BOJUTEIILHOCTH CepBepa
B/

25. VIHCTpyMEHTHI ynpaBjieHHs CIyxkO0aMu. YUeTHbIE 3alUCH JIsl aBTOMAaTUYECKOTO 3aIycKa
CITYX0.

26. MHCTpyMEHTHI CO3/1aHus, yAaaeHus U ynpapieHus dainamu b/, »kypHanamu TpaH3akuui.

27. PesepBHOE KONMPOBAHWE U BOCCTAHOBJICHHE JAaHHBIX. MOJIeT BOCCTAaHOBJICHHUS JaHHBIX,
ux ocobeHHocTu. CTpaTeruu pe3epBHOTO KOMMUPOBAHUS U UX CBSI3b C MOJIEJIIMU BOCCTAHOBJICHHUSI.

28. Co3pmanme u ynpasiieHue noiab3oBatenbekumu bJ1. [Ipucoenunenue u orcoequueHus b1,
PesepBHOe konupoBanue b/I.

29. OCHOBHBIE TPOTOKOJIBI MPUKIIAJHOTO YPOBHS, WCIOJIB3yEeMbIC IS MEpeadd JaHHBIX B
Wntepuer. KnueHT-cepBepHbIe TEXHOIOTHH.

30. Co3nmanme u ympabiieHue BeO-cepBepoMm ¢ momoribio Jucneruepa IIS. Coxpanenue
KOH(UTYpaluK U BOCCTaHOBJIEHHE pabOThI BeO-cepBepa.

31. Co3nmanme u xoH(purypupoBanue ftp-cepBepa. WHCTpyMEHTHI yIpaBlieHHs, pEIICHHE
OCHOBHBIX aJIMUHUCTPATUBHBIX 33/1a4.

32. 3amavym aAMUHUCTPUPOBAHKE MTOYTOBBIX CEPBEPOB.

33. YmpasneHue A0CTynoM K ¢aitnosiM pecypcam. LlIndposanue daitnoBsx pecypcos.

34. ludpposanue NuTepuet kananos. [Iporoxon SSL. [ludpossie ceprudurarol.

3.8 [lepeueHb THNMOBBIX MPAKTHYECKHUX 32JaHUH K IK3aMeEHY
(m7s1 OLIEHKM HABBIKOB U (WJIM) OTIBITA ACSITEIHLHOCTH)

1. YcranoBka, HacTpoiika u conpoBoxaeHue DNS cepsepa (Windows).

2. YcraHoBKa, HacTpoiika u conpoBoxaeHrne DHCP cepsepa (Windows).

3. YcraHoBKka, HacTpoiika u conpoBoxaeHnue Active Directory (Windows).

4. YcraHOBKa, HAaCTpoilka M ympaBieHHe ciyxOamu ynaneHHoro pgoctyna (Windows,
Linux/FreeBSD).

5. YcraHOoBKa, HacTpoiika u ynpasieHue ciyx6amu repmutHaioB (Windows, Linux/FreeBSD).

6. AIMUHHCTpUPOBAaHUE IOJIb3oBaTeei. [loMMTHKN OE30MacHOCTEeH, WX pealn3amnus B
oneparmonHbix cuctemax (Windows, Linux/FreeBSD).

7. YcTaHOBKa, HAcTpoOKa W CONPOBOXKJEHUE CIYKO COBMECTHOro noctyna B MHTepHeT
(Windows, Linux/FreeBSD).

8. MonuTOpuHT U Mo IepKKa cereBoit nHPpacTpykTypsl (Windows, Linux/FreeBSD).

9. MHcTpyMeHTBl  0Oe30macHOCTH B ceTU. YmpasieHue Oe3omacHocThio  (Windows,
Linux/FreeBSD).

10. ObecnieueHnne IENOCTHOCTH JAHHBIX. Pe3epBHOE KONMMPOBAaHHWE W BOCCTAHOBIICHHE
nanHbix. Ctpateruu pesepHoro konupoBanus (Windows, Linux/FreeBSD).

11. VYcranoBka, HacTpoiika u conpoBoxaenue SQL-cepsepa (Windows, Linux/FreeBSD).

12. WHcrammsanus, HacTporka u conpoBokaeHne Web-ceppepa (Windows, Linux/FreeBSD).

13. WMHcTannsanusi, HAcTpoWKa U COIPOBOXKICHHE SMTP-POP3-cepsepa (Windows,
Linux/FreeBSD).

14. WHcramnsaus, HacTpoiika u conpoBoxaeHue Router-a (Windows, Linux/FreeBSD).



15. Wncramnsaunus, Hactpoiika u conpoBoxacHue FTP-cepsepa (Windows, Linux/FreeBSD).

16. Wucramnsanus, HacTpoiika u conpoBoxaeHue VPN cepsepa (Windows, Linux/FreeBSD).

17. Wucramnsamnus, HacTporika u conpoBokaeHue Proxy-cepsepa (Windows, Linux/FreeBSD).

18. Wucramnsaus, HacTpoiika u conpoBoxaenue Firewall-a (Windows, Linux/FreeBSD).

19. MHcrammsamusi, HAcTpOHKa W COMPOBOXKIEHHE CHCTEM aHall3a CETeBOro Tpaduka
(Windows, Linux/FreeBSD).

20. Wucrammsius, HacTpolika u conpoBokaeHue ceprepa [P renedonun (Linux/FreeBSD)

21. Uncramiauusi, HACTpOMKa U  COIPOBOXKICHUE LDAP-cepsepa (Windows,
Linux/FreeBSD).

4. MeTtoanueckne MaTepuaJibl, ONpeaessiionue npoueaypy oneHnBaHus
3HAHUH, YMEeHHUI1, HABBIKOB U (MJIH) ONBITA JAeSATEIbHOCTH

B rtabmuue mpuBENeHBI OMHMCAHUS MOPOIEAYpP NPOBEACHUS KOHTPOIHHO-OIIEHOYHBIX
MEpONPUATHIA U MPOLEAYp OLICHUBAHUS PE3YJIbTATOB 00YUEHUS C IOMOIBIO OLIEHOUHBIX CPE/ICTB B
COOTBETCTBUU C paboyell mporpaMMoi AUCHIUILINHBIL.

HanmenoBanue
OLEHOUHOTO Onucanust MpoLeTyphl MPOBEICHUS KOHTPOJIBHO-OLIEHOUHOTO MEPONPUATHS U MPOIIETYPhI
OIICHUBAHUSA PE3YJILTATOB O0yUCHUS
cpencTBa

ITpenoxaBarenp HA yCTAHOBOYHOM 3aHATHU JOBOJMT N0 OOYYAIOIINXCS: TEMBI, KOJINIECTBO
3aJaHUi B KOHTpOJIHOH pabore. KoHTponbHast pabGora noibKHa OBITH BBINOJNHEHA B
YCTAQHOBJICHHBIH CPOK M B COOTBETCTBMM C MpaBWIaMH K O(QOPMIICHHIO (TEKCTOBOH H
rpadudeckoii yacteit), chopmynupoBanusiMu B [lonoxennu «TpeboBaHus K 0POPMIICHHIO
TEKCTOBOM M Tpaduyueckodl AOKyMeHTauud. HOpMOKOHTpONb» B IOCHEAHEH pelaKiHH.
BrinmonHeHHass KOHTposibHass paboTa IepemaeTcs Uil NPOBEPKH IPENojaBaTelio B
YCTaHOBJICHHBIE CPOKH. EcnM KOHTponbHas paboTa BBHINOJHEHA HE B COOTBETCTBHU C
yKa3aHUsIMU MJIM HE B II0JTHOM 00beMe, OHA BO3BPAIIAeTCsl Ha 10pabOTKY

KonrponbHas padborta

CobecenoBanue, NpeayCMOTpEHHOE pabouell MporpaMMoON TUCIUIUIMHBI, TPOBOJIUTCS Ha
MMPAKTUYECKOM 3aHATHU. HpenouaBaTenL Ha MOPAKTUYCCKOM 3aHATHH, MPECAHICCTBYIOMICEM
CobecenoBanue 3aHSATHIO IPOBEACHHUSI KOHTPOJIS, TOBOAUT JI0 OOYUAIOIIMXCSI TEMY, BOIIPOCHI IS TOATOTOBKH
K cobecenoBaHuio. Pe3ysbraThl codece10BaHMsI MPETo/iaBaTelb JOBOAUT A0 00YYaIOINXCS
cpasy nociie 3aBepiieHus codece10BaHusl

3amura 1a60paTOpHBIX PabOT MPOBOAHUTCSA BO BpeMs J1a0OpaTOPHBIX 3aHATHH. Bo Bpems
MIPOBEJICHUSI 3alMUTHI JIAOOPATOPHOH pabOThI MOJIB30BATHCS YUeOHUKAMH, CHPABOYHHUKAMH,
KOHCHEKTaMH JICKLIUi, TETpaJsIMH HE Pa3pelieHo.

[Ipenopasarespb Ha 1a0OPaTOPHON pabOTe, MPEALIECTBYIOIIEH 3aHATHIO IIPOBEACHHS 3AIUTHI
nabopatopHoi paboThl, JOBOJAUT J0 OOYYAIOIIMXCS: HOMEp 3alluiiaeMoin JadopaTopHOi
paboThl, BpeMs Ha 3aIIUTy Ja00paTOpHON paboTHI.

IpenopaBarens UHOOPMHUPYET OOYYAIOMIMXCS O pe3yibTarax 3alllUThl J1a00PaTOPHOU
paboThI cpasy mocie ee KOHTPOJIbHO-OIIEHOYHOTO MEPOIIPHUSITHS

JlaGoparopnas pabota

XoJ1 BBITIONHEHHS Pa3/ieNoB KypcoBOH paboThl B paMKaxX TEKYIIEro KOHTPOJIS OIICHUBACTCS
IpernoiaBaTesieM UCX0lsi M3 00BEMOB BBINOJIHEHHBIX PabOT B COOTBETCTBHE CO IIKAJIaMH
oueHuBaHus. [IpernonaBarenb MHPOPMUPYET OOYYAIONIMXCS O PE3yJbTaTax OLCHUBAHUS
Kypcogas pabora BBIIIOJIHEHUS KypCOBOI'O IIPOEKTA CPa3y MOCIIE KOHTPOJIBHO-OLIEHOYHOIO MEPOIPUATHU.

B xone 3ammTel KypcoBoil pabOThI 0O0yUArONIIMICS JIeNIaeT J0KIIa] NPOTSHKEHHOCTIO 5 — 7
MuHYT. [IpemomaBaTenb CTaBUT OKOHYATEIBHYIO OILCHKY 3a KYpPCOBYH) paboOTy mocie
3aBEpPLICHUS 3aIUThI, YUUTHIBAasl YPOBEHb €€ 3aLIUThI

21.]'[5{ opraHu3allii M TMPOBCACHUA HpOMe)KYTOqHOﬁ aTTeCcrallul COCTaBJIAKOTCSA THIIOBBIC
KOHTPOJIbHBIE 33JJaHUS UM UHBIE MaTepHalibl, HEOOXOJMMBbIE /IS OLIEHKU 3HAHUN, yMEHUH, HABBIKOB
U (WJIM) OTbITA IEATENbHOCTH, XapaKTePU3YIOUINX dTanbl GOopMUpOBaHUS KOMIIETEHLIUHN B Mpoliecce
OCBOEHMS 00pa30BaTEIbHON MPOrpaMMBbI.

HepequL TCOPECTUYCCKHUX BOIIPOCOB M THUIIOBBIC IMPAKTUYCCKHUE 3aJJaHUA PA3HOTO YPOBHMA
CJIO)KHOCTH JJISl TIPOBEJEHHsI MPOMEXKYTOUHOM arTecTaluy OoOydarouluecs MOJy4aloT B Hayaje
ceMecTpa 4epe3 3JIEKTPOHHYI0 HH(OpMaimoHHO-o0pa3zoBarenbHyo cpeny Hpl' YIIC (nmuunsblii
KaOMHET 00yJaroerocs).



Onucanue npoueayp npoBeaeHnsi NPOMeKYTOYHOM aTTecTaunu B popMe Ik3aMeHa
U OLlEHMBAHUSI Pe3yJbTATOB 00yYeHHU
[IpomexyTouHas arrecranus B (popMe 3K3aMeHa MPOBOAUTCS IyTEM YCTHOTO coOece10BaHus
1o 6uneram win B GopMe KOMIBIOTEPHOTO TECTUPOBAHMUS.

[Ipy mnpoBegeHMM NPOMEKYTOYHOM arTecTauuu B ¢opMe cobeceoBaHUsS OUIIETHI
COCTABIIIIOTCSL TAKUM 00pa3oM, YTOOBI KaXKAbIi M3 HUX BKIIOYAJ B c€0s TEOPETHUECKUE BOIIPOCH U
MPAKTUYECKHE 3a/1aHusl.

buner comepXuT: ABa TEOPETHUECKUX BOIpOca JJs OLEHKWM 3HaHuil. Teopermueckue
BOIPOCHI BEIOUPAIOTCS U3 IEPEYHS BOIPOCOB K SK3aMEHY; JIBa MPAKTUYECKUX 3a/1aHus: OJTHO U3 HUX
JUISL OLICHKH YMEHHI (BbIOMpaeTcss W3 MEepeyHsi THIOBBIX IPOCTBHIX MPAKTUYECKUX 3aJaHui K
9K3aMeHY); APYroe NpakTUYecKoe 3aJaHue JJIsi OLIEHKHM HABBIKOB U (MJIM) OMbBITA JEATEILHOCTH
(BBIOMpAIOTCA U3 MEPEUHs TUIOBBIX MPAKTUYECKUX 3a/IaHUH K DK3aMEHY).

Pacnpenenenne TeOpeTHUECKUX BOIIPOCOB M MPAKTUYECKUX 33aJJaHUN 10 3K3aMEHAIIMOHHBIM
OusieTaM HaxOJUTCS B 3aKPBITOM JJIsi oO0ydaromuxcs aoctymne. Pa3paboTaHHbIil KOMIUIEKT OUIETOB
(25-30 OwmseToB) HE BBICTABISACTCS B DJICKTPOHHYIO HH(OPMAIMOHHO-00PAa30BaTCIbHYIO CpEay
NpI'VIIC, a xpanutcs Ha kadeape-pa3padoTunke GOHIOB OIEHOYHBIX CPE/ICTB.

Ha sx3amene oOywaromuiicsi Oeper Ouier, Juis MOATOTOBKM OTBETa HA HK3aMEHAIIMOHHBIN
ouet o0yuaroniemMycs OTBOJUTCS BpeMs B mpenenax 45 Mmunyt. B mporecce oTBeTa o0yyaronierocs
Ha BOIIPOCHI M 3aJlaHusI OMJIeTa, IPEnoJaBaTeb MOXKET 33/1aBaTh JIOTIOJTHUTEIIbHBIE BOTIPOCHI.

Kaxnpiii Bompoc/3ajaHue Ouiieta OLEHUBAETCS MO 4eThIpexOayulbHOM cucTeme, a jgalnee
BBIUUCIISICTCS CpelHee apu(PMETHYECKOe OIEHOK, MOJYYEHHBIX 3a KaKIbId BOMPOC/3aJaHHE.
Cpennee apumMeTHUECKOE OLIEHOK OKPYTISETCS 10 LEeNIOro MO MpaBUiiaM OKPYTJICHHUS

[Ipy mpoBeneHUM TPOMEKYTOUYHOW aTTecTaliud B (POpME KOMITBIOTEPHOTO TECTHPOBAHUS
BapHaHT TECTOBOTO 3a7anus GopMupyeTcs U3 GoH/Ia TECTOBBIX 33JaHUM 110 JUCIUILTUHE CITy4aiiHbIM
o0pa3om, Ho ¢ ycioBueM: 50 % 3agaHuii JOIKHBI OBITh 33IaHUSIMH OTKPBITOTO THIA B 50 % 3amanuit
— 3aKpBITOTO THUIIA.

Oo0pa3sen 3xk3aMeHAIIMOHHOTO OnJIeTa



JK3aMeHaAMOHHBIH Ouitetr Ne 1 VrBepxknalo:

1o JUCHUILINHE KAIMHUHHUCTPUPOBaHME 3aBenyronmii kadeapoit
2’612‘? \2%_;% HHGOPMALIMOHHBIX CHCTEM» «Cu3W» UpI'VIIC
T.K. Kupunnosa

yueOHbIH roj

1. ®dusnyeckas u moruyeckas crpykrypa AD.
2. Cnyx6a DNS (momeHbl, 30HBI; 30HBI MPSIMOTO M OOpPAaTHOTO MPOCMOTPA; OCHOBHBIE U
JIONOJTHUTEIIbHBIEC 30HbI; PEKYPCHBHBIH U HTEPAaTUBHBIN 3aIIPOCHl HAa pa3pelIeHNe UMEH).

3. O0bscHHTE, KaKO# (haiii mpencTaBiieH Ha KapTUHKE. OOBSICHUTE KaXIYI0 CTPOKY.

option domain-name "jackal.org";
option domain-name-servers infinite.jackal.org, 8.8.8.8;

default-lease-time 600;
max- lease-time 7200;

ddns-update-style none;
authoritative;

log-facility local7;

subnet 192.168.14.0 netmask 255.255.255.0 {
range 192.168.14.100 192.168.14.120;
option routers 192.168.14.1;

1

4. O0bsCHUTE, UTO MIPUBEJCHO HAa KapTHUHKE. OOBACHUTE KAXKIIYIO CTPOKY.

1: lo: <LOOPBACK,UP,LOWER_UP= mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fgq_codel state UP group default glen 1000
link/ether 08:00:27:65:89:ce brd ff:ff:ff:ff:ff:ff
inet 192.168.0.14/24 metric 100 brd 192.168.0.255 scope global dynamic enp@s3
valid_1ft 83245sec preferred_Lft 83245sec
inet6 feB0::a0@:27ff:fe65:a9ce/64 scope link
valid_1ft forever preferred_1ft forever
3: enp0s8: <BROADCAST,MULTICAST,UP,LOWER_UP= mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:48:14:2c brd ff:ff:ff:ff:ff:ff
inet 192.168.14.1/24 brd 192.168.14.255 scope global enp®s8
valid_1ft forever preferred_1ft forever
inet6 feB0::a00:27ff:fed8:142c/64 scope link
valid_1ft forever preferred_1ft forever




