OEJIEPAJIBHOE ATEHTCTBO XEJIE3HOJJOPOXKHOI'O TPAHCIIOPTA

denepanbHOE TOCYAAPCTBEHHOE OFOKETHOE 00Pa30BaTENbHOE YUPEKIACHUE
BbICLIEr0 00pa30BaHuUs
«MpKyTCKH TOCYAapCTBEHHBIH YHUBEPCUTET MTyTEH COOOIICHUS»
(®I'bOY BO UpI'VIIC)

YTBEPXJIEHA
MPUKAa30M PEKTOpa
oT «29» Mmas 2026 r. Ne 49

b1.0.30 AxMuUHMCTPUPOBAHUE IPOrPAMMHO-UH(POPMALMOHHBIX
CHCTEM

paboyas mporpamma JUCIHUIIINHBI
CrennanpHOocTh/Hampasienne noarotoBku — 09.03.04 IporpamMmHas HHKSHEPHS
Crneunanu3zanus/mpoduns — PazpaboTka nporpaMMHO-HH(POPMAIIMOHHBIX CUCTEM
KBanmudukanms BelTycKHIKA — bakanaBp
®opma u cpok o0ydeHus — ouHas hopma 4 roaa
Kadenpa-pazpadborunk nmporpammsl — UHOOpMAIMOHHBIC CHCTEMBI U 3alMTa HHHOOPMAIIUN

OO1mast Tpy0eMKOCTh B 3.¢. — 6 DopMBI IPOMEKYTOUHOM aTTecTaluu
Yacos mo yuebnomy ruiany (YII) — 216 ouHast popma o0yUeHus:
3ayer 7, 8 cemectp

Ounas popma 00yueHust Pacnpenesnenue 4acoB JUCUHMILVIMHBI 10 ceMecTpaM
Cemectp 7 8 Hroro
Bup 3aHsTHit Yacos no YII Yacos o YII Yacos no YII

AyIuTOpHAasi KOHTAKTHAS

pa6ora no BuaaM yueOHbIX 70 48 118

3aHATHH/

B T.4. B popme IIIT*

— JICKITUH 28 24 52

— IpaKTHYECKUE (CEeMUHAPCKUE)

— J1ab0paTopHbIE 42 24 66

CamocrosiTesibHasi pagoTa 38 60 98
Hroro 108 108 216

HNPKYTCK

ONEeKTPOHHbIV AOKYMEHT BbirpyxeH n3 EMC ®IrbOY BO Upl'YTC n cooTBeTCTBYET OpUrnHany

s
Mopnucant ®re0Y BO UplYTC Tpodumos HO.A. fll _
0x00F585A1671E22C14CEA47AE86A14054D5 ¢ 27 dpeBpanst 2026 r. no 23 masi 2027 r.Moanucs

COOTBETCTBYET (haviny AOKyMeHTa I/IPI'V\_\C.




PabGouast mporpamma IUCHUIUIMHBI pa3paboTaHa B COOTBETCTBUU C (eaepalbHBIM
rOCyJapCTBEHHBIM 00pa30BaTeNbHBIM CTaHIAPTOM BBICIIEro oOpa3oBaHUs — OakajaBpuaT IO
HanpasieHuto noAroroBkn 09.03.04 IlporpammHas wuHXKeHepus, yTBepkAeHHbIM [Ipukazom
MunucTepcTBa HayKH | Bbiciero oopasosanus Poccuiickoit @eneparuu ot 19.09.2017 Ne 920,

[Mporpammy coctaBui(u):
Crapuuuii npenogasatens, F0.0. Kynutman

Pabouas mporpamma paccMOTpeHa U 0100peHa Ui UCIOIB30BaHUS B yUeOHOM IMpoliecce Ha
3acenannu Kadenpol «HDOpMAMOHHBIE CUCTEMBI M 3aluTa UHOOpMALMKUY», TPOTOKONI OT «20»
Mast 2026 r. Ne 12

3aB. kadenpoi, K. 3. H, JOLECHT T.K. Kupumniosa



1 IIEJIb U 3AJAYM JUCHUTLINHBI

1.1 Heap (ucuUmIHHBI

(opMupoBaHre y O0OYYaIONIMXCS OCHOBHBIX TIPEACTaBICHUH O TEXHOJOTHAX aJMHUHHUCTPUPOBAHHS
MIPOTPaMMHO-HH(POPMAIIMOHHBIX CUCTEM

1.2 3agaum JMCHUIIHHBI

N3Yy4YCHHUEC OCHOB CETCBOI0 aIMMHUCTPUPOBAHUA

W3y4ICHHE CTAaHAAPTOB M TEXHOIOTHH NPOESKTUPOBAHNS M aAMUHHUCTPHPOBAHHMS ceTeH

N3Yy4YCHUEC CCTCBBIX CJ'Iy)K6 1 IMPOTOKOJIOB JI CONPOBOXKACHUS ceTen

n3ydeHue QYHKIMOHAIBHBIX U ApPXUTEKTYPHBIX 0COOCHHOCTEH KOMIBIOTEPHBIX CeTEH

QA WN -

M3ydeHHE JOTHIECKON U GU3nIecKoil cTpykTyp Active Directory v BEIHCIUTEIBHBIX CeTEH

1.3 I_le.m, BOCIIMTAHHUSA U 3a1a4YU BOCIIUTATEJIbHOM paﬁon B paMKax JUCHUIIIMHBI

[IpodeccrnonanbHO-TPYOBOE BOCTIHUTAHIE 00yUJaOIINXCs

Lens — hopMupoBaHue y 00ydyaroImuXxcs 0CO3HAHHOW MPOQECCUOHATBHON OpUCHTAIIUH, TIOHUMAHUST OOIIECTBCHHOTO
CMBICHA TPyJa W 3HAYUMOCTH €ro JUiss ceOs JUYHO, OTBETCTBEHHOI'O, CO3HATEIBHOTO U TBOPYCCKOTO OTHOIICHHUS K
Oynyuiell [JesTeNbHOCTH, NPO(PECCHOHANBHON OTHKH, CHOCOOHOCTH MPEABHUACTh HW3MEHEHHsS, KOTOPbIE MOTYT
BO3HHUKHYTh B MPOPECCHOHATHHON ACATSIHHOCTH, U YMEHHUIO paboTaTh B U3MEHEHHBIX, BHOBb CO3aHHBIX YCIIOBHSIX
Tpyna.

[enp mpodeccrHoHaIbHO-TPYJ0BOTO BOCIIUTAHUS JOCTUTACTCS TI0 MEPE PEIICHUs B €IMHCTBE CICAYIOIINX 3a/1a4:

— (popmMuUpOBaHKE CO3HATEIHLHOTO OTHOIICHHS K BRIOPaHHOI Ipodeccuu;

— BOCIHTAaHUE YECTH, TOPAOCTH, JIOOBU K MPO(ECCUH, CO3HATEIHLHOIO OTHOLICHUS K NMPO(ECCHOHAIBHOMY Oy,
MMOHUMACMOMY KaK JIMYHasi OTBETCTBCHHOCTh M 00SI3aHHOCTb;

— (popmupoBaHKE NICHXOJIOTUH NpodeccHoHaa;

— (opmupoBanue MpoheCCHOHATBHON KYIBTYPBI, 3ITUKU IMPOPECCHOHATEHOTO OOIICHUS;

— (hopMHUpOBaHUE COIUATLHON KOMIIETCHTHOCTH U JPYTUE 3a/1a4M, CBA3aHHBIC ¢ HUMHDKEM MPOGECCHU U aBTOPUTETOM
TPaHCIIOPTHOM OTpaciu

2 MECTO JUMCIIMIIVIMHBI B CTPYKTYPE OIIOII

brox/gacte OIIOII ‘ brnok 1. luctunmuns / O0s13aTenbHast 4acTh

2.1 IncuMnJMHbI ¥ IPAKTUKH, HA KOTOPbIX OCHOBBIBAETCSI H3yYeHHEe JAHHOM 1M CHMIIIMHbI

b1.0.05 Pycckuif S3bIK M KyJIbTypa peun

b1.0.06 IlpaBoBenenue

b51.0.18 IIporpammupoBanue

B51.0.20 OcHOBBI POTrpaMMHOIN HHKEHEPHUU

b51.0.21 OnepannoHHble CUCTEMBI

b1.0.22 Bba3sl naHHBIX

b51.0.24 KomnbroTepHbIE€ CETH

B51.0.26 O0BeKTHO-OpHEHTHPOBAHHOE IPOTPaAMMHUPOBAHUE

OO NO O WN -

b51.0.32 MammHHO-3aBUCHMBIE SI3BIKU IPOTPAaMMHUPOBAHHUS

10 b1.0.33 CxeMoTeXxHHYECKHE OCHOBBI IPOrPAMMHO-BBIYUCIUTENBHBIX CHCTEM

11 Bb1.0.36 [IpoexTHpOBaHNE MIPOrPAMMHOTO 00ECTICUSHHS

12 b2.0.01(Y) YueOHas - 03HaKOMHUTEIbHAs IPAKTHUKA

13 Bb2.0.02(Y) YVuebHas - SKCIUTyaTaI[IOHHAS IPAKTHKA

14 B52.0.03(IT) [Tpou3BoaCTBEHHAS - TEXHOJOTHYECKas! (IPOCKTHO-TEXHOJIOTHIECKAs) TPAKTHKA

2.2 I[HCIII/IHJ'[I/IHLI U NMPAKTUHKH, VISl KOTOPbIX U3YyYCHUE JTAHHON M CHMIIJIHHDBI
HeOﬁXOHﬂMO KaK npeamecTByruiee

1 b1.0.25 TectupoBaHue 1 0TIaIKa IPOTPAMMHOTO 00ECIICUCHHUS
2 b1.0.27 HamexxHOCTh IPOTrpaMMHOTO 00eCTIeYeHU S
3 b52.0.04(I1n) TTpon3BoacTBEHHAS - IPEAAUIIIIOMHAS TPAKTHKA
4 B3.01(/]) BeimosHeHne BBITYCKHOM KBaM(UKaMOHHOMN padoThI
5 b3.02(J1) 3amuTa BEITYCKHON KBaTU(pUKAIIMOHHON pabOThI
3 IIVIAHUPYEMBIE PE3YJIBTATBIOBYYEHUA IO AUCHUIIVIMHE,
COOTHECEHHBIE C TPEBOBAHUSMMU K PE3YJIBbTATAM OCBOEHUSA
OBPA3OBATEJbHOM ITPOI'PAMMBI
Kon n Kon u HaumeHoBaHue
HanMeHOBaHHe HHIUKATOPA T0CTUHKEHUS IInanupyemsie pe3ybTaThbl 00y4eHUS
KOMIEeTeHIIHH KOMIETEeHIHH
OIIK-2 Cnocoben OIIK-2.1 3Haer coBpeMeHHble | 3HATh: COBPEMEHHbIE HHPOPMAIMOHHBIE TEXHOIOTHH 1
MOHUMATh NPUHIUIBL | WHPOPMAIMOHHbIE MIPOTPaMMHBIE CPEZCTBA IPH aIMHHHACTPUPOBAHIH CeTeH
paboTHI COBPEMEHHBIX | TEXHOJOTHH M MPOTPaMMHEIE YMeTh: aIMUHUCTPUPOBATH PACIPEICIICHHBIE CETH
MHPOPMATMOHHBIX CPEeICTBa, B TOM YHCIIE .
TeXHOTOIHH I OTCUCCTBCHHONO Bnagers: meTononoruei u HHCTPYMEHTAIIbHEIMH CECTBaMHU
aJIMUHHCTPHPOBAHHUS pacIipee]ICHHbIX CeTeH
IIPOTPaMMHBIX MIPOM3BOJICTBA IIPH PEIICHUH




CpEJCTB, B TOM YHCIIE
OTEYECTBEHHOTO
MIPOM3BOJICTBA, U
HCIIOJIB30BATh UX MPH
pEIIeHUH 33139
poeCCHOHATBHOM
JIeATENEHOCTH

3a/1a4 PO eCCUOHATBHON

JICSITETIbHOCTH
OIIK-2.2 YmeeT BoIOHpaTh 3HaTh: KJIaCCU(PUKAINIO U OCHOBHBIC XapaKTEPUCTUKH
COBPEMEHHBIE BBIYHCIIUTEIbHBIX CeTel

MHPOPMAINOHHBIC YMeTh: IIIaHUPOBATh, COIPOBOXKIIATH U Pa3BUBAThH CETH C

TEXHOJIOTHH U ITPOTPAMMHBIC
CpEJICTBA, B TOM YHCIIE
OTEYECTBEHHOTO
MPOU3BOJICTBA MPH PEIIICHUH
3a1a4 POoQeCcCuoHaIbHOI
JIeATEIbHOCTH

MIOMOIIBI0 COBPEMEHHBIX MH(OPMALMOHHBIX TEXHOIOTHH 1
MPOTPaMMHBIX CPEACTB

BriageTs: npueMaMy peHH>)XUHUPHHTA U pa3padOTKH CETH C
y4eToM BBIOOpa HHPOPMALIMOHHBIX TEXHOJIOTHH 1
IPOTPaMMHBIX CPEACTB

OIIK-2.3 NMeeT HaBBIKK
MPUMEHEHHUS COBPEMEHHBIX
HH(POPMAIMOHHBIX
TEXHOJIOTHI U TIPOTrPaAMMHBIX
CPEJCTB, B TOM YHUCIIC
OTEYECTBEHHOTO
MPOU3BOJICTBA, ITPU PEIICHUU
3a1a4 mpogecCHOHANBHON
JIEATENBHOCTH

3HATh: OCHOBHbBIE BHU/JIBI TOMOJOTHN U APXUTCKTYP CCTU

YMeTs: pa3pabaTbIBaTh, MPOSKTUPOBATH U COMPOBOXKIATH
CETH Pa3INIHON CTPYKTYPHI C UCIIOIB30BaHUEM CMEIIaHHBIX
APXHUTEKTYP

BrnaneTs: coBpeMeHHBIME HH(POPMAIIMOHHBIMU TEXHOJIOTUAMU
Y IPOTPaMMHBIMH CPEJICTBaMU NPU PELICHUU 3a7a4
MpOoQeCCUOHANBHOM JCSITEIBHOCTH

OIIK-4 Cnocoben
y4acTBOBAaTh B
pa3paboTke
CTaHJAPTOB, HOPM U
MPaBUJI, @ TAKIKE
TEXHUYECKOUN
JOKYMCHTAITUH,
CBSI3aHHOM C
po¢eCCHOHATBHOM
JIEATEILHOCTIO;

OIIK-4.1 3naer ocHOBHBIE
CTaH/apThl 0(OPMIICHUS
TEXHUYECKOH TOKYMCHTAI[UH
Ha Pa3IMIHBIX CTATUSIX
JKU3HCHHOTO LUKJIa
HH(POPMAITUOHHOW CHCTEMBI

3HaTh: KIacCH(UKAIMIO )KU3HEHHOTO LUK
nH(opMaMOHHBIX cucTeM; TexHosoruto DevOps u eé
0COOEHHOCTH

VMeTh: BecTn TCXHUYCCKYIO JOKYMCHTAIUIO C YUCTOM 3TAIlIOB
JKU3HCHHOTO ITUKJIa pa3padboTku [10

BJ'IaI[CTLZ OCHOBHBIMHU CTaHAAPTAMU O(I)OPMHGHI/IX
TEXHUICCKOI JAOKYMCHTAIIMU Ha PA3JIMYIHBIX CTAAUAX
JKU3HCHHOI'O IIUKJIa HH(l)OpMaHHOHHOIZ CHUCTCMBbI

OIIK-4.2 YMmeeT NpUMEHATH
CTaH/apThl 0(OPMIICHUS
TEXHUYECKOH JOKYMEHTALUU
Ha Pa3JIMYHbIX CTAIUAX
JKU3HEHHOTO IIMKJIA
MH(POPMALMOHHON CUCTEMBI

3HaTh: craHAapThl, paspadbortannsie [ISO ot CALS-
TEXHOJIOTHI

YMeTh: NPUMEHSTh AaHHbIE CTaHAAPTHI 0()OPMIICHUS
TEXHUYECKON NOKYMEHTALUH

Braners: HaBbIKaMy IPUMEHEHUS CTAHAPTOB 0(OPMIICHHS
TEXHUYECKOU JOKYMCHTAIlMU HAa PA3JIMYHBIX CTaAUAX
YKU3HEHHOTO IKKJIa pa3padbotku [10

OIIK-4.3 MmeeT HaBBIKH
COCTaBJICHUS TEXHUYECKOM
JIOKYMEHTAITIH Ha Pa3IMIHBIX
JTarax >KU3HEHHOI0 LMK
HHPOPMAIMOHHONW CHCTEMBI

3HaTh: craHAapThl, pa3padortannsie FIPS mis CALS-
TEXHOJIOTUil

YMets: BEIOMpaTh CTaHIapTH! 0(OPMIICHHUS TEXHUIECKON
JIOKyMEHTAIMH 110/ pelleHHEe KOHKPETHOH 3a/1aun

Bnaners: HaBbIKaMU MPUMEHEHUS] MEXAYHAPOIHbBIX
CTaHAapTOB 0(OPMIIEHHS TEXHHUECKON TOKYMEHTAINN

OIIK-5 Cnocoben
HWHCTAJUTUPOBATh
MIPOTrPaMMHOE H
anmapaTHOe
obecrieueHue s
MHGOPMALNOHHBIX U
ABTOMATH3HPOBAHHBIX
CHCTEM

OIIK-5.1 3naer ocHOBHI
CHUCTEMHOIO
aJMUHUCTPUPOBAHUS,
agmuauctpupoBanust CYB/I,
COBpPEMEHHBIE CTaHIAPTHI
HHPOPMALMOHHOTO
B3aUMOJEICTBUS CUCTEM

3HaTbZ OCHOBBI a}:[MI/IHI/ICTpI/IpOBaHI/ISI B OHepaHI/IOHHLIX
cucremax WINDOWS u UNIX

VMertsb: YIIpaABJIATH MOJIB30BATCIIAMU U CETEBBIMU pECYypCaMU
CUCTCMBI

Braners: ocHOBaMu nocTpoeHus1, pyHKIMOHUPOBAHHUS U
HCTIOJIb30BaHUsI KOMIIBIOTEPHBIX CETEN Pa3IHYHOrO
MaciTaba, BO3MOXKHOCTEH MX pealn3aliii Ha OCHOBE
0a30BBIX TEXHOJIOTHH M CTaH/IAPTOB

OIIK-5.2 YMeeT BBINOTHATD
[apaMeTpUUECKYIO0 HACTPOUKY
MHPOPMALMOHHBIX U
ABTOMATH3HPOBAHHBIX CUCTEM

3HaTh: QYHKIHMOHAIBHBIE BO3SMOXXHOCTH HOJIH30BATEIBCKOM
MMC

YMmeTs: co3maBaTh NPO(WIN MOIB30BATENEH W YIIPABIATH
MI0JIF30BATEISIMHU C TPUMEHEHHEM TPYIIOBBIX ITOJIUTHK

BHaHeTBZ HaBbIKaMH pa6OTLI C peeCTpOM KOMIIbKOTEpaA

OIIK-5.3 NmeeT HaBBIKH
WHCTAJUISAIIH IPOTPAMMHOTO
Y amnmnapaTHOTo 00ecTedeHs
MHPOPMALMOHHBIX U
ABTOMATH3UPOBAHHBIX CHCTEM

3HATh: TEXHOJIOTHH HHCTAJUIAOUA ITPOTPaMMHOTO U
armapaTHoro obecrneueHus I/IH(l)OpMaL[I/IOHHI)IX u
ABTOMATU3UPOBAHHBIX CUCTEM

YMeTh: HaCTpamBaTh, THArHOCTUPOBATH U BOCCTAHABIMBATH
npu cOO0sIX M 0TKa3ax paboTy anmapaTHOTO M MPOrPaMMHOTO
obecrieyeHns B COCTaBe HH(POPMAIMOHHBIX
ABTOMATH3MPOBAHHBIX CUCTEM

Bnaziets: HaBBIKOM CONPSKEHMSI aNapaTHbIX U
MPOTPaMMHBIX CPEJICTB B COCTaBE MHPOPMAITMOHHBIX U
aBTOMATH3UPOBAHHBIX CHCTEM C YUETOM CHEITUPUKU




4 CTPYKTYPA U COAEPXAHUE JUCHUIIJINHBI

OuHnas ¢popma *Kon
K Yacel HHIHKATOpa
o HaumeHoBaHue pa3aesioB, TeM U BUIOB padoT Cemecrp OCTIGKEHHST
Jlex Hp J1ab cp KOMIIETCHITMH
1.0 | Pa3amen 1. Beenenne B aIMHHUCTPHUPOBaHHE
HH(OPMALMOHHBIX CHCTEM.
1.1 | Henm w® 3amauu agMUHHUCTPUPOBaHHS HH(GOPMAIMOHHBIX
CHCTEM. TpeboBanus K CIETIHATACTaM CITyX0 7 1 4 2 OIK-2.1
anvmuauctpupoanus MC. Cragmapter  paborer MC u
CTaHAAPTU3UPYIOIINE OPTaHU3aALNH
1.2 | O6beKTHl aAMUHICTPUPOBAHHSA U MOJIEIU YIIPABICHHUS 7 2 2 OIlK-2.1
1.3 | Cpencrpa aAMMHACTPUPOBAHHUS OTIEPAIIMOHHBIX CHCTEM 7 1 2 OIIK-2.2
1.4 | AQMMHUCTPHPOBAaHHUE CETEBBIX CUCTEM 7 2 2 OIIK-2.3
1.5 | RAID-maccussl 7 2 4 OITK-4.1
2.0 | Paszaen 2. Cayx6a katanoros Active Directory.
2.1 | OBomonmst ciyx0b1 KaTtamoroB. Ilomstme ADDS. Ciyx6a 7 2 8 2 OIK-4.3
ADDS
2.2 | Ctpykrypa cunyx06s ADDS. OObekThl Katajiora W HUX 7 5 6 4 OIK-4.1
HanMmeHoBaHUs. Komnonents: ADDS
2.3 | Uepapxust nomeHOB. J[loBepuTelbHbIE OTHOLICHUS MEXIY OIIK-2.2
7 2 4
nomenamu. OnpesienieHrne OpraHu3alMOHHBIX eIUHUI] JOMEHa OIIK-2.3
2.4 | MlnaaupoBanme wu ympasnenune ADDS. IlmanupoBanue OIK-2.2
npoctpanctBa uMeH ADDS. VueTHble 3ammcu moiap30BaTeei. 7 2 6 2 OHK-2.3
['pynmsl monp30BaTeneil U rpymnIoBble TOJIUTHKA '
2.5 | Besonmachocts ADDS. ITpotoxonsl Kerberos u IPSecurity 7 2 2 OIlK-4.2
3.0 | Pasaen 3. IIpou3BOAUTENLHOCTH CETH.
3.1 | AxMUHHCTpUpOBaHHUE Hpolecca KOHUTYpaLuu 7 2 10 2 OIlK-2.1
3.2 | AIMMHUCTpUPOBaHHE TIpoIiecca TIIOMCKA W JAWarHOCTHKH 7 2 2 OIIK-2.2
OImnO0K
3.3 | Bpanamayspsl 7 1 8 2 OIIK-2.2
3.4 | CpencTsa BUPTyalIu3aluy 7 2 2 OIlK-2.3
3.5 | Ynanenusiit moctyn B MH(OpPMALMOHHBIX cucTeMax. Virtual :
Private Network (VPN) / . 6 2 OlK-2.3
3.6 g;[xHHI/ICTpI/IpOBaHI/Ie ¢ nomouipto nporokosioB TELNET u 7 5 2 OIK-2.3
OIIK-2.1
OIIK-2.2
. OIIK-2.3
®dopMma IpOMEKYTOUHON aTTECTAlUU — 3a4eT 7 OIK-4.1
OIIK-4.2
OIIK-4.3
4.0 | Pazgen 4. I[IporpammupoBanmne B cHcTeMax
aIMHHHUCTPHPOBaHMUSI.
41 CepBepHOe 1 KITMEHTCKOE MPOTpaMMHOE 00ecTieueHIe 8 2 4 10 83%:2;
4.2 IMporpammHbIe HHTEPdEHCHI 8 4 10 83&:3;
4.3 | Kanams (Pipes) 8 6 4 10 OIIK-4.3
4.4 | Vnanennsrii Be13os npouenyp (RPC) 8 4 6 10 | OIIK-4.3
4.5 | MHOronoTo4HbIe NPUIIOKEHUS 8 4 10 OIIK-4.2
4.6 | Pa3paboTKa CETEBEIX MPUIOKEHHIT HA OCHOBE WWW-CEpBepa 8 4 4 10 OIlK-4.1
OIlK-2.1
OIIK-2.2
@dopma NpOMEXKYTOYHOHN aTTeCTAllUK — 3a4eT 8 OIR-2.3
- OIlK-4.1
OIIK-4.2
OIIK-4.3
Hroro dacoB (6e3 yu€Ta 4acoB Ha MPOMEKYTOTHYIO 52 66 | 98
aTTeCTaINIO)




5 ®OHI OHEHOYHbIX CPEACTB /IS TPOBEJIEHUSA

TEKYIIEI'O KOHTPOJISI YCIIEBAEMOCTHA U ITIPOMEKYTOYHOM

ATTECTAIMU OBYYAIOIIIUXCA ITO JUCIUITJIMHE

@DoH/T OLEHOYHBIX CPEACTB Uil MPOBEJCHUS TEKYIIETO KOHTPOJIS YCIICBACMOCTH W TMPOMEXKYTOUHOM
aTTECTAIMU 0 AUCHUILTHHE 0(OopMIICH B BHJe mpuiaoxenus Ne 1 k paboueil mporpaMMe MUCHUIUIMHBI H Pa3MEIICH B
JJIEKTPOHHON HMH(GOPMAIIMOHHO-00pa30BaTENBHON Cpefic YHHBEpPCHTETa, JOCTYIHOH o0OydaromeMycs dYepe3 ero
JINYHBIA KaOUHET

6 YYHEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHHUE

A CIATLITAHBI

6.1 YueOHas quTeparypa

6.1.1 OcHoBHas TUTEpaTypa

Bubmmorpaduueckoe onrcanue

Kom-Bo 3Kk3.
B OuOnmmnoTteke/
OHJIATH

6.1.1.1

Benenpkas, M. H. AaMuHUCTpHpOBaHKE B HHPOPMAIMOHHBIX CHCTEMaX : yaeOHOE
nocobue / M. H. benenskas, C. T. Manunosckuii, H. B. fIkoBenko. — 2-e us.,
ucnp. u gon. — Mocksa : I'opsiuas munus — Tenekom, 2018. — 407 c. : cxem., ui.,
Tabn. — Pexxum nocryma: mo moammcke. — URL:
https://biblioclub.ru/index.php?page=book&id=599650 (naTa oOpameHus:
07.05.2026). — bubmnuorp.: ¢. 375-377. — ISBN 978-5-9912-0418-7. — Tekcr :
3JIEKTPOHHBIN.

Omnnaitn

6.1.1.2

Ceicoes, D. B. AnMuHHCTpHpOBaHHE KOMITBIOTEPHBIX ceTell : yueOHoe mocodue / 3.
B. Cricoes, A. B. Tepexos, E. B. bypresa. — Tam60B : TamOoBckwmi
rocyaapcTBeHHBIH TexHndeckuii yausepcureT (TTTVY), 2017. — 80 c. : w1 — Pexim
noctyna: mo noanucke. — URL:
https://biblioclub.ru/index.php?page=book&id=499414 (nata obpamuieHus:
07.05.2026). — Bubawuorp. B ku. — ISBN 978-5-8265-1802-1. — Tekcer :
3JIEKTPOHHBIN.

Omnmnaitu

6.1.1.3

OCHOBBI aIMUHUCTPUPOBAHNS HH(OPMAIIMOHHBIX CHCTEM : Y4eOHOE TIocooue :
[16+]/ . O. bo6siaLEB, A. JI. Mapyxinenko, JI. O. Mapyxienko [u np.]. — Mocksa
; bepiun : Tupext-Menua, 2021. — 202 c. : un., Taba. — Pexxum gocrtymna: mo
mommucke. — URL: https://biblioclub.ru/index.php?page=book&id=598955 (nara
obpamenust: 07.05.2026). — bubsmorp. B kH. — ISBN 978-5-4499-1674-7. — DOI
10.23681/598955. — TeKkCT : 2IEKTPOHHBIL.

Omnmnaiu

6.1.14

Baceins, E. A. CucreMHOE aAMAHUCTPHPOBAaHNE B HHPOPMAMOHHAS 0€301MacHOCTh
: yuebHoe mocodue : [16+] / E. A. Baceias. — HoBocubupck : HoBocubupckuit
rOCyIapCTBEHHBIA TeXHIUYECKUI yHUBepcHuTeT, 2018. — 79 c. : nin. — Pexum
noctyna: mo noanucke. — URL:
https://biblioclub.ru/index.php?page=book&id=575325 (nata obpamieHus:
07.05.2026). — bubmumorp. B kH. — ISBN 978-5-7782-3484-0. — Texkcr :
3JIEKTPOHHBIN.

Omnmnaitu

6.1.2 JlonoJHUTEIbHAS JUTEPATYpa

Bubmmorpadudeckoe onrcaHue

Komx-Bo 3k3.
B OuOnnoreke/
OHJIATH

6.1.2.1

Iep6a, E. B. [IpoTHBOACHCTBHE CETEBHIM aTaKaM B JIOKAIBHBIX CETAX : yueOHOE
nocobwue : [16+] / E. B. Illep6a, M. B. Illep0a, A. A. Maraszes ; pen. O. B. Maep ;
OMckuil rocyJapCcTBEHHBIN TeXHUUECKuil yHuBepcureT. — OMck : OMckuii
roCyAapcTBeHHBIN TexHnueckuil yausepcuret (OMI'TY), 2021. — 119 c. : ., Tadm.,
cxeM. — Pexxum nocryma: o moammcke. — URL:
https://biblioclub.ru/index.php?page=book&id=700833 (nara obpareHus:
07.05.2026). — bubawmorp. B k. — ISBN 978-5-8149-3250-1. — Tekcr :

3JIEKTPOHHBIN.

Omnmaitn

6.1.2.2

Tepexos, A. B. UT- nndpacrpykrypa opranuzanuu : yauebHoe nocodue / A. B.
Tepexos, B. H. Yepnsimos, 1. [1. Pak ; TamGoBckuii rocynapcTBeHHBIH
TEeXHUYECKHH yHHBepcuTeT. — TamO0B : TaMOOBCKHIA TroCcy1apCTBEHHBIN

texHnuecknit yausepcutet (TI'TY), 2017. — 97 c. : wi. — Pexxum octyma: o

noamucke. — URL: https://biblioclub.ru/index.php?page=book&id=499420 (nata
oopamienus: 07.05.2026). — bubmuorp.: ¢. 88-94. — ISBN 978-5-8265-1844-1. —
TekcT : 3JIeKTPOHHBIN.

Ownmnaita

6.1.3

Y4eOHO-MeTOAUYECKHE Pa3PA0OTKHU (B T. Y. JIsl CAMOCTOAITEJIbHOM PadoThl 00y4aI0LMXCs1)

Bubnuorpagpuueckoe onncanue

Koma-Bo 3Kk3.
B OnbanoTeke/




OHJIAltH

Kymutman, }0.0. MeTtoaudeckue ykazanus 1Mo u3ydeHuro aucuuiiinabl 51.0.30
AJZIMUHHCTPHPOBAHKE IPOTPAMMHO-UH(POPMAIIMOHHBIX CHCTEM 110 HATIPABIICHUIO
noarotoBku 09.03.04 IIporpammuas urxeHepus, mpodis Pazpaborka

6131 nporpaMmMmHO-uHGopMannoHHEIX cucteM / F0.0. Kymurman ; Upl'YIIC. — UpkyTck Onnaitn
: UpI'VIIC, 2023. — 13 c. - Tekcr: anexTponHsid. - URL:
https://www.irgups.ru/eis/for_site/umkd_files/mu_69321 1398 2026 1 signed.pdf
6.2 Pecypchl HHPOPMAIIMOHHO-TEJIEKOMMYHHKAIIMOHHOM ceTH « MHTepHET»
6.2.1 ‘ DeKkTpoHHO-O0nbIMOTE Has cucTeMa «Y HUBEpCUTETCKasi Onbianoreka oHainy, https://biblioclub.ru/
6.3 IIporpamMmmHoe odecnevyenne 1 HHPOPMANMOHHbIE CIIPABOYHbIE CHCTEMBI
6.3.1 ba3oBoe mporpaMMHoe odecrnevyeHne
6.3.11 Microsoft Windows Professional 10, rocynapcrBennsrii  konTpakr ot 20.07.2021 Ne
T 0334100010021000013-01
6.3.1.2 la/iicrosoft Office Russian 2010, rocynapctsennsiii koHTpakT oT 20.07.2021 Ne 0334100010021000013 -
FoxitReader, cBO0OOTHO pactmpocTpaHsieMoe MIPOTPaMMHOE obecrnieuenne http://free-
6.3.1.3 . .
software.com.ua/pdf-viewer/foxit-reader/
Adobe Acrobat Reader DC cBoOomHO pacmpocTpaHsieMoe HporpaMMHOE — oOecnedyeHue
6.3.14 . :
https://get.adobe.com/ru/reader/enterprise/
SAunexc. bpayszep. IlpukianHoe mporpammHoe oOecrieueHne oOmero Ha3HaueHus, OducHble
6.3.1.5 MIPWIIOKEHUS, JINLIEH3U — CBOOOIHO paclpoCcTpaHsIeMoe MporpaMmmMHoe obecrieuenre no Jumnen3uu BSD
License
6.3.2 Cnienua1u3upoOBaHHOE IPOrPAMMHOE o0ecrevyeHue
6321 Packet Tracer yu. ITPOLI. YHuBepcaibHast oOIecTBEHHAS JIUIICH3US GNU,
o http://www.packettracernetwork.com/
6.3.2.2 PuTTY cB0OOOAHO pacmpoCTpaHsIEMblii KIHCHT JJISl Pa3InYHbIX MPOTOKOJOB yaalnEéHHOro aoctyma Y.
o ITPOLI. http://www.putty.org/
6.3.3 UndopManiuoHHbIe CIPABOYHbIE CHCTEMbI
6.3.3.1 ‘ He npexycmoTpenst
6.4 IIpaBoBBIe H HOPMATHBHBIE JOKYMEHThI
6.4.1 ‘ He npexycmoTpenst

7 OIUCAHHUE MATEPUAJIBHO-TEXHUYECKOM BA3bl,
HEOBXOINMOMU JJIsA OCYIECTBJIEHUSA YYEBHOI'O NTPOLIECCA
1O JMCIUITJIMHE

Kopnyca A, b, B, I', /I, E UpI'YIIC naxonstcs no aapecy r. UpkyTck, yia. UepHbieBckoro, a. 15;
kopnyc JI UpI'VIIC naxoaurcs — no aapecy r. Upkyrck, yi. JlepmonTosa, 4.80

VYuebnas ayauropus J[-518* misg npoBeneHus JEKIIMOHHBIX U MPAKTHYECKUX 3aHATHH, Ta00paTOPHBIX padoT,
IPYIIOBBIX U HHIUBUIYAIbHBIX KOHCYJIbTAINM, KyPCOBOTO MMPOEKTUPOBAHUSI (BBIIIOJIHEHHUS KYPCOBBIX
paboT), TeKyIIero KOHTPOJISl ¥ MPOMEKYTOUHOH arTecTtanui. OCHOBHOE 000pyA0BaHUE:
CrHenuaIn3upoBaHHas MeOesb, MyJIbTUMEIHANIPOCKTOP, IKpaH, (HOyTOYK mepeHocHoit). [t mpoBe neHus
3aHATHA UMEIOTCS y4eOHO-HATIISIHBIC TOCOOUS (TIPE3eHTAIINN).

VYuebnas ayauropus J[-623 amsa npoBeaeHNs IEKIIMOHHBIX U MPAKTHYECKUX 3aHATHH, TPYNIOBBIX U
HWHAMBUIYaNbHBIX KOHCYJIBTAIN, KypCOBOTO MPOEKTUPOBAHUS (BBIIIOJHEHUS KyPCOBBIX PabOT), TEKYIIEro
KOHTPOJISI U IPOMEXYTOUHOH arrectanui. OCHOBHOE 000pYIOBaHHE: ClIeIIMAIN3UPOBaHHas MeOeb,
MYJBTUMEUATIPOEKTOP, IKpaH, (HOYTOYK MEPEHOCHOH).

Jla6opatopust [1-508 «MHpOpMAIMOHHBIE CUCTEMBI U CETEBBIE TEXHOJIOTUNY, «CETH M CUCTEMBI Mepeiadn
uH(bOPMAIUIY ISl TPOBEICHHUS TaOOPATOPHBIX PaboT, TPYIMOBBIX U HHAUBUAYATbHBIX KOHCYJIbTAIIHIH,
KypPCOBOTO MPOESKTUPOBAHUSI (BBITOIHEHHUSI KyPCOBBIX PabOT), TEKYIIETO KOHTPOJSI U MIPOMEKYTOUHOM
arrecraii. OCHOBHOE 000pYyIOBaHHE: ClIEIHAIN3UPOBAHHAs Me0eIb, KOMITBIOTEPHI C MOIKITIOYSHUEM K
cetu MHTEpHET, 00ecneunBaomye JOCTYI B JJIEKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTeIbHYIO Cpey
NpI'VIIC, mynbTiMeananpoeKkTop (epeHoCHO), SKpaH (IIepeHoCcHOit), kommbioTep. st mpoBeaeHus
3aHATHH UMEIOTCS yueOHO-HarIsAHbIe T0co0Hs (PE3eHTALMH ). KOMMYTAllMOHHas cToiika — 1 wT. CepBep —
1 . cisco 2600 — 2 wT. switch catalyst 2900 — 2 wt. mogem ZyXEL — 2 wt. Router cisco 1600 — 1 wr. Hub
token ring — 1 wT. Ten. agantep D-link DVG-7111S — 1 wt. Ynpasisemblii kommytatop 2 ypoBas D-link
DES-1210-10/ME — 1 wir. Yrpasnsiemslit kommytaTtop 3 ypoBrs D-link DGS-1500-28 -1 wt. MexcereBoit
skpan D-link DFL-260E — 1 wt. Mapupytuzatop D-Link DIR-100 - 1 urr. BecipoBonHast Touka goctyna D-
Link DWL-3200AP — 1 mrr. l'onocoBoii nutio3 D-Link DVG-7022S Gateway-+Router ¢ mogaepxkoit SIP — 1
nrr. [P-xkamepa D-Link DCS-2130 — 1urr. Kommyratop D-link DES-1100-16 — 2 mrr. KommyTatop D-link
DES-3028 — 1 mir.

[MomenieHns As1 CAMOCTOATENBHOM PadOTHI 00YJYAIOIINXCSI OCHAIIECHBI KOMITBIOTEPHOH TEXHUKOM,
MTOIKITFOYECHHOHN K HHQOPMAIIMOHHO-TEJICKOMMYHUKATMOHHOU ceTn «VHTepHeT», 1 00ecredeHbl JOCTYIIOM B
9JIEKTPOHHYI0 HH(OpMAMOHHO-00pa3oBaTenbhyio cpeny Vpl YIIC. [Tomemenus ais caMOCTOSTEIbHON
paboThl 00YJArOIIUXCSI:




— YHUTAJbHBIE 3QJIBI;
— y4eOHbIC 3abl BEIYUCTUTEIbHOM Texauku A-401, A-509, A-513, A-516, 1-501, 1-503, J1-505, 1-507;
— MOMEIIEHHMS JUI XPaHEHUsI M TPO(MIIAKTHYECKOT0 00CTy )KUBaHUs yueOHOro obopynoBanus — A-521

8§ METOANYECKHUE YKA3AHMUSA JJISA OBYYAIOIIUXCHA
110 OCBOEHHMIO JTUCIIMITJIMHbI

Bun yueOHoi
NESITEILHOCTH

Opranuzanus yueOHOH NesaTeIbHOCTH 00y4aromerocs

Jlexkmus

Jlekums (ot nmatuHCKOrO «lection» — YTeHHE) — BHUJI ayAUTOPHBIX Y4YeOHBIX 3aHSTHIL.
Jlexnus: 3aKkiafbpIBacT OCHOBBI HAYYHBIX 3HAHMI B CUCTEMAaTH3UPOBAHHOM, IOCJIECIOBATECIILHOM,
00001eHHON (opMe; pacKpbIBa€T COCTOSIHUE W TIEPCHEKTHBBI PAa3BUTHS COOTBETCTBYIOIIEH
00JIacTH HayKN W TEXHUKH;, KOHIEHTPUPYET BHUMaHHE OOYdaloIIMXCsl Ha Hanboliee CIIOKHBIX,
Y3JIOBBIX BOIPOCAX; CTUMYJIUPYET [T03HABATEIbHYIO aKTHBHOCTH 00YJaIOMINXCSI.

Bo BpeMs IJEKIIMOHHBIX 3aHATHH OOyYaromuiicss OOKEH YMETb CKOHIICHTPHPOBATH
BHIMAaHHME Ha HM3Y4acMbIX HpoOJIeMax W BKIIOYMTH B paboTy Bce BHIBI IAMATH: CIOBECHYIO,
00pa3HyI0 U MOTOPHO-JABHUTIaTENIbHYI0. J[JI1 3TOro Bech Marepual, u3JaracMblii IPENnoaaBaTeseM,
o0ydJaromeMycsi HEOOXOIMMO KOHCHEKTHpOBaTh. Ha MONSIX KOHCIIEKTa CIEAyeT IOMEJaTh
BOIIPOCHI, BBIACICHHBIC OOYdYalOIMMCS [UIi KOHCYJIBTAlMM C MperojaBaTeleM. BrIBompbl,
MOydCHHBIE B BHIE (DOPMYyJN, PEKOMEHIyeTCs B KOHCIIEKTE ITOJYEPKHBATh WM OOBOAWTH
paMKoi, 4yTOOBI JTydIlle 3allOMUHAIKCE. [101€3H0 COCTaBUTh KPAaTKHUil CIIPaBOUHHUK, COJIEPIKAILU
oIpe/ieIeHus BAKHEUIINX MOHATHH Jekiuu. K Ka)kaoMy 3aHATHIO clenyeT pa3o0paTh MaTepual
npeasiaymieit nekuuu. Y3ydas martepuan mo y4eOHHMKY WM KOHCIIEKTY JIEKIMH, CIlexyeT
MEPEXOJUTH K CIELYIOMIEMY BOIIPOCY TOJBKO B TOM CIIydae, KOIJa XOpOIIO YCBOEH NPEAbIAYIINI
BOIpOC. Psi/i BOIPOCOB JMCHMIUIMHBEI MOXET OBITh BBIHECEH HA CaMOCTOSTENBHOE H3yuYeHHE.
Takoe 3agaHue TpeOyeT OIEPaTHBHOTO BBHINOJNHEHMS. B KOHcHekTe JeKnuid Heo0X0oIuMo
OCTaBUTb MECTO JUI OCBEIIECHHS YHOMSHYTHIX BoNpocoB. OO0O3HAauUTH BOIPOCH], TEPMHHBI,
MaTepuan, KOTOPBIA BBI3BIBAET TPYAHOCTH, IOMETUTh M MONBITATECA HAWTH OTBET B
pekoMeHayeMoi nuteparype. Ecnm camocTosTenbHO HE ymaeTcs pa3oOparbcs B MaTepHaie, TO
HeoOxonuMo c(hOopMyIHpOBaTh BOIPOC M 3a4aTh IIPENONABATENI0 HA KOHCYIbTAIMM, Ha
MPaKTU4YECKOM 3aHATUU

JlaGopaTtopHas
pabota

OCHOBHOW IeNbI0 JTA0OPAaTOPHBIX pPAa0OT SBIAETCS TEOPETHYECKOEe OOOCHOBAHHE,
HATJBIMHOC W/WIM OKCICPUMEHTANBHOEC MOATBEP)KICHUE W/IIK TPOBEpPKAa CYIMIECTBEHHBIX
TEOPETHICCKUX TOJOKCHUH (3aKOHOB, 3aKOHOMEPHOCTEH) aHaJH3 CYIIECTBYIOIIUX METOIUK U
METOAOB WX peanm3anud W T.4. OHH 3aHHMAIOT MPEUMYIIECTBEHHOE MECTO MPH H3YYCHUH
JTUCHUTUIAH 00S3aTeIbHOW YacTH M YacTH, (OPMHPYEMOW YYaCTHHKAMH OOpa30BaTEIBHBIX
oTHOIIeHui bioka 1.

Hcxops u3 uenu, coepkaHueM Ja00paTOpHBIX padoT MOTYT OBIT:

- SKCIIEPUMEHTAIIbHAS IPOBEPKa POPMYJI, METOJUK PacieTa;

- TIPOBEJICHWE HATYypHBIX M3MEPEHHH CBOMCTB, pabOUYMX HMapaMeTpoB, PEXHUMOB PabOTHI
[PY TIOMOIITH JJa00PaTOPHOTO 000PYIOBAHHUS H/UIH CTCHIOB U MAKETOR,;

- O3HAKOMJICHUE, aHAJIU3 U TEOPETUYECKUE BBIKJIAJKU 110 YCTPOUCTBY, IPUHLUIY JEHCTBUS
U cmocobaM OOCTy)KMBaHHS —amIapaTroB, JeTalleld MallliH, MEXaHH3MOB, IIPOIIECCOB,
MPOTEKAOIUX B HUX MPH 3TOM H T.JI.;

- HarsAgHas rpadudeckas HHTEPIPETans YepTekeH, cXeM, 00bEMHBIX IMOBEPXHOCTEH U
T.JI., BOCIPOHU3BOIMMEIX C IOMOIIBIO CHEIAATN3UPOBAHHOTO IPOTPaMMHOT0 00ECIICUEeHUS;

- UMHTAIIMOHHOE MOJICITUPOBAHHE IPOIECCOB, MPOTEKAIOMINX B CIOKHBIX XUMHUYECKUX,
(hU3HIeCKUX, MEXaHMUECKUX, JCKTPUIECKUX U TP. 00BEKTAX;

- HarjsiHOE TIpelCTaBieHHe O paboTe NepcoHala KOHKPETHOH OpraHu3aluy I
noapazaeneHust OAO «PXK/» mocpencTBOM MOJIENMPOBAHMS IITATHRIX M BHEIITATHBIX CUTYallni
B BUPTYaJbHBIX CIIENHAIN3NPOBaHHBIX APM (aBTOMaTH3MPOBAaHHBIX PabOYUX MECT);

- YCTAaHOBJICHWE W TOATBEPKICHHE 3aKOHOMEPHOCTEH (ITyTeM CpaBHEHHS MPOBEIECHHOTO
HKCIEPUMEHTA U PACCYNTAHHBIX 3HAUCHUH) U T.11.;

- O3HAaKOMJICHHE C METOAMKAMH IPOBCIACHUA SKCHECPUMCEHTOB, HATJIAJHBIM yCTpOﬁCTBOM
CTEH/I-MaKETOB U Tp.;

- YCTaHOBJICHHE CBOWCTB BEIIECTB, X KAYECTBEHHBIX M KOJIMUECTBEHHBIX XapaKTEPUCTHK;

- aHAJIM3 Pa3IMYHBIX XapaKTEPUCTHK MPOLECCOB, B TOM YHCIIE MPOU3BOACTBEHHBIX U HHBIX
MPOLIECCOB;

- pacuer mapamMeTpoB DPa3IMYHBIX SBICHHH W IPOLECCOB, CMOJEIMPOBATH KOTOPHIE HE
BO3MOYKHO B pEaJIbHBIX YCIOBHAX (HAIpUMep, Ype3BbIYaifHbIE CUTYAIlUH U TIP.);

- HaOJII0JICHUE PA3BUTHS SBJICHHUH, TPOLIECCOB U JIP.

JlomyckaeTcsi MHOE colep)kaHue J1abopaTopHBIX PadoT, eciu 3To OyJeT crnocoOCTBOBAThH
peanu3aiuy 1esiei u 3a1a4 AUCUUIUTUHBL 1 JOPMUPOBAHHIO COOTBETCTBYIOIINX KOMIETEHIIU.

ITo xapakTepy BBIIOIHAEMBIX Ta0OPATOPHBIX pabOT BO3MOKHEI:

- O3HAKOMUTCIIBHBIC pa6OTI)I, HCIOJIB3yEMBIC JUISL 3aKpPCTIJICHU HU3Y4YCHHOTO
TEOPETHYECKOTO MaTeprallbl;




- QaHAINTHYIECKUE PabOThI, HCIIOJIB3yEMbIC AJISI TIOJTydeHUs] HOBOW MH(OpMaIy Ha OCHOBE
(hopMan30BaHHBIX METOIOB;

- TBOpYECKHME pabOThl, OPUCHTHPOBAHHBIC HAa CAMOCTOSTEIBbHBIA BHIOOP II0/XO/IOB
peleHus 3ajad.

[Ipexne, 4eM NPUCTYNHTh K JaOOPAaTOPHBIM 3aHATHSAM, OOydYaroIUMCs HEO0O0XOIUMO
MOBTOPUTH TEOPETUUECKUI MaTepuai 1o TeMe pabothl. Kaxnas naboparopHas paboTa ocHaleHa
METOIMUCCKUMH YKa3aHUSIMH, pa3pab0TaHHBIMU ITPENOAABATEISIMU, BEAYIIMMHU JTUCIUILIHNHY

CaMocTosTenpHas
pabota

OOy4yeHne 1O IUCLUIUIMHE «AJMUHUCTPHUPOBAHHME MPOrPaMMHO-HH(OPMAITOHHBIX
CHCTEM» NpelyCMaTpuBaeT aKTUBHYIO CaMOCTOSTENbHYIO paboTy oOydatomierocs. B pasmene 4
paboueli mporpaMMsbl, KOTOPBIN Has3biBaeTcst «CTPYKTypa U collepKaHHe AUCIMIUINHEBD), BCE 4achl
CaMOCTOATENLHOM PabOTHl pacHMCcaHbl MO TEMaM M BOIIPOCaM, a TaKkKe yKa3zaHa HeoO0XOoIuMas
yaeOHas muTepaTypa: 00yJaromuiics n3y4aeT yaeOHbIH MaTepral, pa3orpaeT MpuMephl U perraeT
pPa3sHOYPOBHEBBIC 33724l B paMKaxX BBIMOJHEHMS KaK OOIIMX NOMAIIHWX 3aJaHui, TaKk u
WHANBUAYyAIHBIX goMamHux 3amaHumid (UA3) w npyrux BumoB pabdoT, NpemrycMOTPEHHBIX
paboueii mporpamMMol AMCIUIUTAHEL. [IpW BBIONHEHWH MOMAITHUX 33JaHUH O0yJaromemycs
ciemyeT OOpaTHTBCS K 3ajadaM, pEIICHHBIM Ha MPEABIAYIINX MNPaKTHIECKUX 3aHATHIX,
pELIeHHBIM JOMAaIIHUM paboTaM, a Takke K MpUMepaM, MPUBOAMMBIM JiekTopoMm. Ecimm storo
OyzIeT HeIOCTATOYHO JUIS BBHITIOJIHEHUS BCel pabOThl MOXKHO JOIIOJHUTENILHO BOCIIOIB30BATHCS
yueOHBIMH TIOCOOUSIMH, NTPUBEACHHBIMU B paszaene 6.1 «YueOHas nurepatypa». Ecimu, HecMoTpst
Ha I/ISy‘IeHHbIﬁ Matepuall, 3aJaHUC BbINIOJHUTL HE YAacTCd, TO B O6H3aTeHLHOM TMOpsAaAKE
HeO6XOI[I/IMO MOCCTUTH KOHCYJIbTAlUIO MPEeTogaBaTelid, BEAYIICTO MPAKTUYCCKUC 3aHATHA, I/I/I/IJ'II/I
KOHCYJIBTAIIMIO JIEKTOPA.

I[OMaIlIHI/Ie 3aJaHus, WHAWBUAYAJIbHBIC JOMAallHUE 3alaHud W ApYrue pa6OTLI,
IpeTyCMOTPEHHBIE  pabodell  MporpaMMOM  QUCHHUIUIMHBI  JOJDKHBI  OBITH  BBIIIOJHEHBI
00ydJaromuMcst B yCTaHOBJICHHBIC INPENOABATENIEM CPOKH B COOTBETCTBHH C TPEOOBAHUSIMHU K
oopmileHHIO TEKCTOBOW M TpaMuecKoil IOKyMEHTALUH, ChOPMYIHpOBaHHBIM B IlomoxkeHuH
«TpeboBanus K 0poOpMIICHHIO TEKCTOBOH M TpaduuecKoil JoOKyMeHTaru. HopMOKOHTpOIB»

Komruieke y4eOHO-METOJMYECKUX MaTepHalloB IO BCEM BHAAaM Y4eOHOH NESITENbHOCTH, NMPEAYCMOTPEHHBIM padboueit
TIPOTPaMMO¥ TUCITUITUINHEI (MOAYIIS), pa3MeIleH B JJIEKTPOHHOH HHPOpMaInOHHO-00pa3oBatenbHoi cpene Upl YIIC,
JOCTYIHOX 00y4aromeMycs 9epe3 ero JINYHbIN KaOHMHEeT




IIpuio:xkenne Ne 1 k padoueii nporpamme

POH/I OHEHOYHBLIX CPEJICTB

JJIS1 IPOBe/IeHN sl TEKYIEro KOHTPOJIsl YCIIeBAeMOCTH
U IPOMEKYTOYHOM aTTecTAlluN



1. O01mme moJ10KeHus

®onx  oueHouyHslx cpeActB  (POC) sBaseTcss COCTaBHOM YacThl0 HOPMATHUBHO-
METOJUYECKOr0  OOecreueHusi CHCTEMbl OLIEHKM KayecTBa OCBOCHHS  00ydaroluMUCs
00pa30BaTebHOI POrpaMMBl.

@OHJI OLIGHOYHBIX CPEJICTB IMpeJHa3HayeH JJs UCIHOJb30BaHUS OOydYarolUMHUcs,
npenogaBarensamu, anmuuuctpanued Hpl'VIIC, a Takke CTOpOHHUMH 00pa30BaTeIbHBIMU
OpraHM3alUsIMHU JJIsl OLIEHWBaHUS KayecTBa OCBOCHHUS 00pa30BaTEIbHOW MPOrpaMMbl U YpPOBHS
c(OPMHPOBAHHOCTH KOMITETCHIIUN Y 00yYarOIUXCS.

3amauamu POC aBnAr0oTCA:

— OLICHKA TOCTHIKEHHUH 00YJArOIIMXCs B TIPOIECCE U3YUCHHSI TUCIUTUIHHEI;

— of0ecrieueHHWE  COOTBETCTBHMSI ~ pE3yJbTaTOB  OOydeHHMs]  3ajadaMm  Oynyiei
npo(heCCHOHANLHOM JCSITETLHOCTA Yepe3 COBEPIICHCTBOBAHHME TPATUIIMOHHBIX W BHEApPEHUE
MHHOBAIIMOHHBIX METO0B 00y4YeHHsI B 00pa30BaTeIbHbBIN MpoIlece;

— CaMOIIOATOTOBKA M CAMOKOHTPOJIb 00YYAIOIINXCS B IIpoLiecce 00yueHHsl.

@DOH/JT OIICHOYHBIX CPEACTB COPMUPOBAH HA OCHOBE KJIFOYEBBIX IMPUHIIUIIOB OILICHUBAHUS:
BaJIMIHOCTh, HaJIS)KHOCTh, 00bEKTHBHOCTD, 3(PPEKTUBHOCTD.

Jns oueHku YpoBHA CPOPMHUPOBAHHOCTH KOMIIETEHIMI HCIOIB3YyeTCsl TPEeXypOBHEBAs
CUCTEMA:

— MHUHHUMAJbHBI ypOBEHb OCBOCHHS, O0Os3aTeNbHBIM Ui BCeX OOYyYalOIIUXCS IO
3aBEpLICHUI0 OCBOEHHUS 00pa30oBaTeNbHON MpOrpamMmbl; JaeT oOllee MpeACTaBIECHUE O BUAC
JESITEIbHOCTH, OCHOBHBIX 3aKOHOMEPHOCTSX (YHKIIMOHUPOBAHUS OOBEKTOB MPOGeCCHOHATBHON
JeATEeTIbHOCTH, METOJIOB ¥ QJITOPUTMOB PEIICHUS TPAKTUYECKUX 3a]1a4;

— 0a30BBIi  ypOBEHb OCBOCHHS, TMPEBBIIIEHUE MHUHUMAIBHBIX  XapaKTEPUCTHK
chOpMUPOBAHHOCTH  KOMIIETEHIIMWA; TO3BOJISIET  pellaTh TUIOBBIC  3aJaud, [PUHUMATH
npodeccuoHaNbHbIE W YIPABICHYECKUE PEIICHHs [0 W3BECTHBIM arOpUTMaM, MpaBWIaM U
METOMKAM;

— BBICOKUH YpOBEHb OCBOCHHS, MAKCHMAaJIbHO BO3MOXKHAs! BBIPAXKEHHOCTh XapaKTEPUCTUK
KOMIIETEHIIMI; IpeanoiaraeT roTOBHOCTh pelaTh MPaKTUYECKHE 3aJJa4M MOBBIIIEHHOM CIOXHOCTH,
HETHUIIOBBIE 3a/lau, MPUHUMATh NMPOGECCHOHATBHBIE M YIPABICHUYECKUE PEIICHUS B YCIOBHSIX
HEIMOJIHOW  ONpPENEN€HHOCTH, TMPU  HEJOCTATOYHOM  JIOKYMEHTaJbHOM, HOPMATHUBHOM H
METOIUYECKOM 00€CTICUEHHH.



2. [lepeyeHb KOMINETEHIUI, B ()OPMHUPOBAHUMN KOTOPBIX Y4aCTBYET
AUCUMILIAHA.
IIporpaMMa KOHTPOJIbHO-OLEHOYHBIX MEPONIPUATHIA.
IToxka3zaresin OEHUBAHUSA KOMIECTCHIUA, KPUTEPUH OLCHKHU

JucuumniuHa « AIMUHUCTPUPOBAHUE NTPOTrPAMMHO-MH(GOPMAIIMOHHBIX CUCTEM) YYacTBYET

B (DOPMHUPOBAHUN KOMITETCHIIUHA:

TEXHOJIOTMM M IPOrPaMMHBIX CPEACTB,

OIIK-2. CnocobeH NOHMMATh NPUHIMIBI PabOThl COBPEMEHHBIX HH(GOPMAIIMOHHBIX
B TOM YHCIIE OTEYECTBEHHOrO0 IPOU3BOICTBA,

HCII0JIB30BAaTh UX IIPHU PCHICHUH 3aaa4 HpO(beCCHOHaHBHOﬁ JCATCIIBHOCTH

OIIK-4. CriocobeH ydacTBOBaTh B Pa3pabOTKE CTaHIAPTOB, HOPM M MPABWI, a TaKKe

TEXHHUYSCKOU JOKYMCHTAIlUH, CBS3aHHOM C HpO(l)eCCPIOHaJII)HOI;'I JACATCIIbHOCTBIO,

I/IH(l)OpMaHI/IOHHI)IX 1 aBTOMATU3HUPOBAHHBIX CUCTEM
IIporpaMmma KOHTPOJIbHO-OLEHOYHBIX MEPONPUATHI

OIIK-5. CrnocobeH HMHCTAIMPOBAaTh MPOTPAMMHOE U amnmnapaTHOEe oOecreueHue st

o4yHas popma o0yueHust

Hauverosare Kon HanmMeHnoBaHne oneHOYHOTO
Ne KOHTPOJIBHO OOBEKT KOHTPOIIS HHAKATOpa cpencrea (popma
OLIEHOYHOTO JIOCTHKEHUSI npoBeieHs )
MEpOIPUSTHS KOMITETEHIINU
7 cemecTp
1.0 Pa3nen 1. BBeieHue B aIMHHHCTPHPOBaHNe MHPOPMALMOHHBIX CHCTEM
Lenu u 3amaun
aJIMUHHCTPUPOBAHHUS
Texymyii HH(POPMALMOHHBIX CUCTEM. JlabopaTopHnas padota
11 KOHTPOITh TpeboBanus Kk crielHaInCTaM OIlK-2.1 (MMChMEHHO/YCTHO)
ciryxk0 aqmunuctpupoBanus UC. CobecenoBanue (YCTHO)
Cranpaptsl pabotsl UIC u
CTaH/IAPTU3UPYIOIINE OPTaHH3aALNH
12 Texymuii OOBEKTH aAMUHUCTPUPOBAHUS U OIK-2.1 CoBeceoBanne (yeTHO)
KOHTPOIIb MOJICIIH YIIPABJICHHS
13 Texymumii CpeacrBa aIMUHUCTPUPOBAHUS OITK-2.2 CoBecenopanue (ycTHO)
KOHTPOJIIb OTIEPAIIMOHHBIX CHCTEM
14 Texymumii AJIMUHUCTPUPOBAHHE CETEBBIX OIK-2.3 CoBecenopanue (ycTHO)
KOHTPOIIb cHCTEM
1.5 Texymmit RAID-maccuBsl OIlK-4.1 CobecenoBanue (yCTHO)
KOHTPOIIb
2.0 Pa3gen 2. Cayxoa katajaoros Active Directory
N JlabopaTopHast paboTa
Texymwuii DBOJIIONHNS CITY)KOBI KaTaIoroB.
2.1 KOHTPOJIb [onstue ADDS. Ciyx6a ADDS OIK-4.3 gfg:izzizggl({;);}m)
Crpyxkrypa ciayx0s1 ADDS.
Tekymumii O6i}éKT§KaTa}J]10ra U UX Jlabopatopras paGora
2.2 OIlK-4.1 (TIMCEMEHHO/YCTHO)
KOHTPOIIb HanMeHOBaHUs. KOMIIOHEHTHI CobeceioBante (yeTHO)
ADDS
Hepapxust 1TOMEHOB.
Texymmii JloBepUTENbHBIE OTHOIIEHUS OIIK-2.2
2.3 KOHi]“pOJ'IL Memul; nomeHamu. OnpeneneHue OIIK-2.3 Cobecenopanue (ycTHO)
OpTaHM3aIMOHHBIX €AWHHIL IOMEHa
[TnanupoBaHue U yrpaBlieHHE
o ADDS. Inasmposanne JlabopaTopHnas pabora
Texymmii npoctpancTsa umeH ADDS. OIIK-2.2
2.4 . (MMCHMEHHO/YCTHO)
KOHTPOIIb Y4eTHbIe 3aKCH MOJIb30BATENEH. OIlK-2.3 CobecesioBate (yeTHO)
I'pymnmsl nonp3oBatenei u
TPYIIIOBBIE MTOJUTHKU
Texkymuii Bezonacrocts ADDS. TIpoTokosst
25 KOHTPOTH Kerberos 1 IPSecurity OIIK-4.2 CobecenoBanue (yCTHO)
3.0 Paznen 3. IIpon3BoIuTEILHOCTD CETH
Texkymumii AMUHHCTpUpPOBaHME Ipoliecca JlaGopatopuas padora
3.1 KOHTPOITH KoH(Urypai OIlK-2.1 (TIMCEMEHHO/YCTHO)
CobecenoBanue (YCTHO)
3.2 Texymuii AJIMUHHCTPHPOBaHHKE Mpoliecca OIlK-2.2 CobecenoBanue (yCTHO)




KOHTPOJIb MTOVCKA M TUATHOCTHKH OIINOOK
. — Jlaboparopnas paboTa
3.3 ym Bpanamayspsr OIIK-2.2 (IIMCBEMEHHO/YCTHO)
KOHTPOJIb
CobecenoBanue (yCTHO)
Texymuii
34 KOHTPOb CpencTBa BUPTyaIU3aIiK OIIK-2.3 CobecenoBanue (YCTHO)
. VY naneHHslil 1ocTyn B JlabopaTopHast paboTa
Texymuii
3.5 KOHIDOIE nH(OpPMALMOHHBIX CHCTEMAX. OIlK-2.3 (MMcbMEHHO/YCTHO)
P Virtual Private Network (VPN) CobecenoBanue (YCTHO)
Texkymuii AIMHHHCTPUPOBAHHE C IOMOIIBIO )
3.6 KOHTPOJIb nporokosioB TELNET u SSH OIK-2.3 Cobecenosanme (ycTHo)
P | e
A PHp OIIK-2.2 3ader (cobecemoBaHme)
MHPOPMAINOHHBIX CUCTEM.
[Ipomexxyrounas OIIK-2.3 3ager - TeCTHpOBaHUE
Pazpmen 2. Cayx0a xaTtaioros
aTTecTaus . . OIlK-4.1 (KOMITBIOTEpHBIE
Active Directory.
Paszen 3. [IpOH3BOMITCILHOCTS OIIK-4.2 TEXHOJIOTHH )
3nen 3. IIpousBoaurensHoOC OIK-4.3
ceTu.
8 cemectp
4.0 Pa3nea 4. IllporpaMMupoBaHue B cucTeMax aIMAHUCTPHPOBAaHMS
Texymuii CepBepHOE U KIHEHTCKOE OIlK-4.1 JlaGopatopuas paGora
41 (MMCchMEHHO/YCTHO)
KOHTPOJIb MpOTrpaMMHOE 00eCTIeYeHUE OIIK-4.2
CobecenoBanue (YCTHO)
Texymmii . OIlK-4.1
4.2 KOHTPOb [Iporpammusie uHTEpdEHCH OITK-4.2 CobecenoBanue (yCTHO)
o — JlabopaTopnas paboTa
4.3 ym Kanamner (Pipes) OIIK-4.3 (TIMCEMEHHO/yCTHO)
KOHTPOJIb
CobecenoBanue (yCTHO)
Texymuii VY naneHHsbI BBI30B HpPOLE JlaGoparopHas pabora
44 yi . poueayp OIlK-4.3 (MMChMEHHO/YCTHO)
KOHTPOITb (RPC)
CobecenoBanue (yCTHO)
45 Texymuit MHOrOnoTOYHBIC MPHIOKCHHUS OIIK-4.2 CobecenoBanue (YCTHO)
KOHTPOIIb
Texymumii Pa3paboTka ceTeBBIX MPUITOKEHUI JlaGopatopuas paGora
4.6 ym P P OIlK-4.1 (TIMCEMEHHO/YCTHO)
KOHTPOIIb Ha OCHOBE WWW-cepBepa
CobecenoBanue (yCTHO)
OIlK-2.1
OIIK-2.2 3ader (cobecemoBaHue)
[Ipomexyrounas Pazpnen 4. [IporpamMmmupoBanue B OIIK-2.3 3a4er - TECTUPOBAHUE
aTTecTanus cUCTeMaxX aJIMAHUCTPHPOBAHUSI. OIlK-4.1 (KOMITBIOTEpHBIC
OIlK-4.2 TEXHOJIOTHH)
OIlK-4.3

*Mopma npoBeeHUs KOHTPOIbHO-OLEHOYHOTO MEPONPHUATHSL: YCTHO, TUCBbMEHHO, KOMITBIOTEPHBIE
TEXHOJIOTHH.
Onucanne noka3sareseil H KPpUTEPHEB OLICHUBAHNS KOMIIETCHIINH.
Onucanue mKaJj OeHUBAHUS

KoHTponb KkauecTBa OCBOGHHS JUCIUIUIMHBI BKIIOYaeT B ce0sd TEKyUIMH KOHTPOJIb
yCIIEBAEMOCTH M TMPOMEXKYTOUHYIO aTTecTaluio. TeKylmMil KOHTpOJb YCHEBAEMOCTH U
POMEXYTOUHasl aTTecTalus OOy4yaroIMXCsl MPOBOAATCA B LENAX YCTAHOBJICHUS COOTBETCTBUS
JOCTHKEHUIN OoO0ydJarommuxcs MO3TalmHbIM TpeOoBaHUSM 00pa3oBaTeNbHON MporpamMmbsl K
pe3yibTartaM 00ydeHus: 1 GOpMUPOBAHHS KOMIETEHIUH.

Tekymuii KOHTPOJIb yCIEBAEMOCTH — OCHOBHOM BHJI CUCTEMATHYECKOW MPOBEPKH 3HAHHIA,
YMEHUH, HaBBIKOB OOydYaromuxcs. 3ajadya TEKYIIEro KOHTPOJIS — ONEpaTHBHOE U PETrYIsIpHOE
yOpaBieHHE Y4eOHON JIeATeNbHOCTHIO OOYyYarolIMXcsi Ha OCHOBE OOpaTHOW CBSI3U W
KOPPEKTUPOBKU. Pe3ylbTaThl OLIEHNBAHNS YUUTHIBAIOTCS B BUAE CPEAHEN OLIEHKH MPU IIPOBEIECHUN
IIPOMEKYTOUHOM aTTECTALUH.

Jns  oleHMBaHUS pe3ylbTaTOB OOy4YEHHs] HCHONb3yeTcsl dYeThlpexOayibHas —IlKaja:
«OTJIMYHOY, «XOPOIIOY», «YAOBIETBOPUTEIHHOY, «HEYAOBICTBOPUTEIILHO» U JBYXOa/lJIbHAs 1IKaja:
«3a4TEHOY, «HE 3aYTCHO».



Hepequb OICHOYHBIX CPCACTB, MCIIOJIB3YEMbIX JIsI OLCHUBAHUA KOMHGTGHHHﬁ, a TaKXeE

KpaTKasi XapaKTepUCTHKA 3TUX CPEACTB MPUBECHBI B TAOIHIIE.

Texymuii KOHTPOJIb

HaumeHoBaHue
OLIEHOYHOTI'O CPECTBA

KpaTKaﬂ XapaKTCPUCTHUKA OLICHOYHOI'0 CPCACTBA

IIpencraBnenue
OILIGHOYHOTO
cpenctea B ®OC

1 | CobecenoBanue

CpencTtBo  KOHTpOJAS ~ Ha  NPAKTHYECKOM  3aHATHUH,
OpPTaHW30BAHHOE KaK CIEHUabHas Oecema MpernogaBaTels
oOyJarompMcs Ha TEMbl, CBSI3aHHBIE C HM3Yy4aeMOH
JUCUUIUIMHON, M pacCYMTaHHOE Ha BBUICHEHHE o0beMa

Bormpocs! mis
cobecenoBanus 10

3HAHHMI 00YyYaromerocst Mo OMPeNe/ICHHOMY pasjeiy, TeMe, | TeMam/pa3sjenam
npobieMe  T.II. JACITUTTTHHBI
MoxeT ObITh  HCIOJB30BAHO IS OLEHKM  3HAHUM

o0yJaronuxcs

2 | JlabopatopHas pabota

CpencTBo, MO3BOJSIONICE OICHUTh YMEHHE OOYYaroIIerocs
MUCBMEHHO/YCTHO WU3JIaraTh CyTh IIOCTABJICHHOW 3a/ayH,
CaMOCTOSTEIIFHO MPUMEHATh CTAHIAPTHBIC METOMBI PEIICHUS
MIOCTaBJIEHHOM 3aJa4d C MCIOJIG30BAaHUEM HMEIOIIEHCs
nabopaToOpHOil  0a3bl, MPOBOJUTH AaHAIM3 MOJYYCHHOTO
pe3ynbTara paboThI.

MooeT ObITh HCIOJIb30BAHO /IS OLCHKUA YMEHHIA, HABHIKOB U
(WTH) oTIbITa IEATETFHOCTH 00YUAIOIINXCS

Oo6pa3zer| 3ajaHus
JUTSL BBITIOJTHEHUS
n1a00paTOPHOIA
paboTHI 1
IIPUMEPHBIN
nepeveHb
BOIPOCOB TSI €€
3aIIUTHI

HpOMC)I(YTO‘lHaH aTTeCTanusa

IIpencraBnenue
HaumeHnoBanue
Ne Kpatkas xapakTepuCTHKa OLIEHOYHOI'O CPEICTBA OLICHOYHOI'O
OLICHOYHOI'O CPEJICTBA
cpenctea B ©OC
CpencTBo, MO3BOJISAIONIEE OLEHUTh 3HAHKA, YMEHHUs, HaBbIKOB | IlepedeHs
n (W) OmpITa  JEATENBHOCTH  OOydYaromerocss IO | TEOPEeTHIECKUX
1 | 3auer JUCLUILIAHE. BOIIPOCOB U
MosxeT OBITh HCIIOJB30BAaHO ISl OLIGHKH 3HAHWH, YMEHMH, | MPaKTHYECKUX

HaBBIKOB U (MJIM) ONBITA AESTEIbHOCTH 00Y4aIOIINXCS

3a/laHul K 3a4eTy

Tect — npoMexKyToUHast
2 | arrecranus B popme
3aqera

CucteMa  aBTOMAaTH3UPOBAaHHOTO  KOHTPOJNS  OCBOCHHS
KOMICTEHINHA (4acTH KOMIIETECHIIMK) OOyJaroImuMcs TIo
JUCHUIUIMHE (MOIYIIO) C UCHOJIB30BAaHHEM HH(POPMALMOHHO-
KOMMYHHKAIIHUOHHBIX TEXHOJIOTHH.

MoskeT OBITh HCTOJB30BAHO JUIS OICHKH 3HAHUH, YMEHUH,
HaBBIKOB M (MJIM) OTIBITA JIESITEIEHOCTH 00Y4aIOIIUXCS

DoH TeCTOBBIX
3aJlaHn

KpnTeplm H IIKAJbI OEHUBAHNA KOMIIETEHIIMH B pe3yiabTaTe H3y4YCeHUs TUCHUITINHBI

NIPH NIPOBeIeHNH MPOMeKYTOUYHOI aTTecTannu B popme 3auera. lllkana oueHuBaHus YpOBHS

OCBOCHHSA KOMIIeTEeHIHI

IIIkana oneHUBaHUS

Kpurepun onennBanums

YpoBeHb
OCBOCHHS
KOMITETEHIIUI

«Ba4YTCHO»

OOyuaronmiicss TPABIIIFHO OTBETHJI Ha TEOPETUYECKHE
Bonpockl. [loka3an OTIUYHBIC 3HAHHA B paMKaxX y4eOHOTro
Matepuaina. [IpaBHIbHO BBITOIHIUI MPAKTHYCCKUE 3aIaHHSL.
[Mokazanm oOTIMYHBIE YMEHHS W BIAQJCHUS HAaBBIKAMH
NIPUMEHEHHUS NIOJYUYEHHBIX 3HAHUM U YMEHUH [IPU pPeleHUun
3a1a4 B paMkax ydeOHoro matepuana. OTBEeTHS Ha Bce
JOTIOJTHUTCIIbHBIC BOIPOCHI

Bricokmit

OO0yyarommiics ¢ HEOOJBIIMMH HETOYHOCTSMH OTBETHJI Ha
TEOpeTUYEeCKHE BOMPOCHL. IloKasal XOpoIlue 3HAHHUSA B
pamkax  ydeOHoro  marepuama. C  HeOONBIIMMH
HETOYHOCTSIMU BBITIOTHAJ IPAaKTHUYECKUe 3amanus. [lokazan
XOpOIIMe yMEHUs W BIAJCHUS HABBHIKAMH IMPUMCHCHHUS
MOJyYCHHBIX 3HAHUW W yMEHUH IpH pCIICHWH 33734 B
pamkax ydeOHoro marepuana. OTBETHII Ha OOJBIIMHCTBO

Bba3zosBebrit




JAOTIOJIHUTCJIbHBIX BOIIPOCOB

OOyy4aronmuiicst ¢ CyIIeCTBEHHBIMH HETOYHOCTSIMHU OTBETHII
Ha TEOpeTUYECKUe BOTIPOCHI. Ioxazan
YIOBICTBOPUTENBHBIE 3HAHMA B  paMKax  yd4eOHOTO
Marepruasna. C CyIIECTBEHHBIMH HETOYHOCTSMH BBITIOIHIII
nmpakTHdeckue 3amaHusi. Ilokaszam ymoOBICTBOPHTENbHBIE
YMEHUSI U BIIaJCHNS HaBBIKAMH HPUMEHECHHUS ITOIYYEHHBIX
3HAaHUI U YMEHHH NPH PEUICHUH 3a/1a4 B paMKaxX y4eOHOro
Marepuana. JlomycTua MHOTO HETOYHOCTEW NpU OTBETE Ha
JIOTIOJTHUTENbHBIE BONIPOCHI

MuHUMAaTLHBIA

«HC 3a4YTCHO»

06yqafonmﬁcs{ Ipyu OTBETC Ha TCOPECTUYCCKUC BOIPOCHI U
npu BBITIOJITHCHHUH MPAKTUYCCKUX 3aJlaHuM
IPOACMOHCTPUPOBAJI HEJ0CTAaTOYHBIN YPOBCHb 3HAaHUU H
yMeHI/Iﬁ npu pemeHuu 3aaad B paMKax yqe6H0r0
Marepuaja. HpI/I OTBCTaX Ha JAONOJHUTCIIBHBIC BOIPOCHI

Kommerenmus
He chopMHpOBaHa

OBLIO AONYIMIECHO MHOXXECTBO HEINIPABUJIIBHBIX OTBETOB

Tect — npomexyTouHas artectanus B popme 3auera

[IIxana oneHUBaHUS

Kputepuu onieHuBaHus

«3BavYTCHO»

OOyuaromuiicsi BepHo otBeTws1 Ha 70 % W Ooyee TECTOBBIX 3aJaHUi IPH MPOXOKICHUU

TECTUPOBaHUS

«HC 3a4YTCHO»

OOyuaronuiicsi BEpHO OTBETHII Ha 69 % M MeHee TECTOBBIX 3aJlaHWil IPU MPOXOKICHUU

TECTUPOBaHUS

Kpurepun u mkaJbl olleHUBaHUS Pe3y/JbTATOB 00y4YeHUsI NPHU NPOBeAeHUN
TeKYIero KOHTPOJIsl yCIieBaeMoCTH

ColOecenoBanue

[IIkaael onleHNBaHUS

Kpurepun onennBanus

«OTIIUYIHO»

«XOPOLLIO»

«YAOBJICTBOPUTCIILHO»

«Ba4uTCHO»

I'nyOokoe W MPOYHOE YCBOCHHE MPOrpaMMHOro Mmarepuana. [loiHble,
MOCJIE/IOBATENIbHBIC, PAMOTHBIC U JIOTHYECKH H3J1araeMble OTBEThI MPU
BUJOM3MEHeHUH 3afaHusi. OOyuaromuiicsi cBOOOIHO CIPaBISIETCS C
IOCTaBJICHHBIMU 3aJjadaMu, MOXKCET O6OCHOBaTI) MPUHATBIC PCUICHUS,
JIEMOHCTPUPYET BIIAJICHUE PA3HOCTOPOHHUMH HABBIKAMU W IPHUEMaMHU
BBITIOJTHEHHUSA NPAKTUYCCKUX pa60T

3HaHME IIPOrPpaMMHOIO MaTepuala, TIpaMOTHOE U3JI0XKEeHUe, 0e3
CYIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOMNPOC, IPABUIBHOE
IPUMEHEHHE TEOPETHUECKUX 3HAHUM, BIaJeHHE HEO0OXOAUMBIMU
HaBbIKAMH IIPH BBIIOJIHEHHUH TIPAKTUYECKHX 3a1a4

OOyyaronuiicsi IeMOHCTPUPYET YCBOSHHE OCHOBHOT'O MaTepHana, IpH
OTBETE JIONMYCKAIOTCA HETOYHOCTH, TIPH OTBETE€ HEAOCTATOYHO
NpaBWIbHEIE (DOPMYJIMPOBKH, HapyIIEHHWE IIOCIEIOBATEIHLHOCTH B
W3JIOKEHWH TPOTPaMMHOTO Marepuaia, 3aTpPyIHEHUS B BBITOIHEHHH
MPaKTHYECKNX 3a1aHAN

Crnaboe 3HaHME NPOrPaMMHOIO MaTepHaia, NPH OTBETE BO3HUKAIOT
OIMOKH, 3aTPyTHEHNUS IPH BBIITOJHEHUH PAKTHUECKUX PaboT

«HCYIOBJICTBOPUTEIILHO)

«HEC 3a4TCHO»

He Ob1j10 TONBITKH BBITIOJIHUTH 3aJaHnuec

JlaGopaTtopHnast pabota

IIxane! olleHUBaHUS

Kpurepuu oneHuBaHust

«OTJIIMYHO»

«XOPOLIOo»

«3a4YTCHO»

JlaGoparopnass paboTa BBEINOJHEHA B 00O3HAYEHHBIN MpeTojaBaTelieM
CPOK, MMCbMEHHBIN OTUeT 0€3 3aMedaHuil.

JlaGoparopHast paboTa BBITTOJIHEHA OOYYAIOIIUMCS B MOJIHOM 00BEME C
coOmoieHeM HeoOXoauMOH  mocnenoBaresibHOCTH.  OOydaromuiics
paboTai TOJHOCTBIO CAaMOCTOSITENFHO; MOKa3al HEOOXOIUMBIE IS
NpOBEJCHUsT PadOTHl TEOPETHYECKHUE 3HAHMSA, NMPAKTUUECKHE YMEHUS U
HaBbIkM. Paborta (oruer) ocdopmieHa akkypatHo, B Hauboiee
ONTHMAJILHOH JUIsl PUKCAIIMU pe3yNbTaToB hopme

JlabopaTopHast paboTa BBIIIOJHEHA B 00O3HAYCHHBIH IpENOaBaTeiieM
CPOK, IIUCBMEHHBIH OTYET C HEOOIBITUMH HEJTOYCTAMH.
Jlaboparoprast paboTa BBITIOJHEHA O0YUYAIONUMCS B TOJTHOM 00BeMe U




«YOOBJICTBOPUTCIILHO»

CaMOCTOSATENBPHO.  JlomylieHbl ~ OTKJIOHEHHS  OT  HEOOXOaUMOI
MOCJICIOBATEIILHOCTH BBITIOJHEHUS, HE BIUSIOIIAE HA IMPABUILHOCTH
KOHEYHOro pe3ynbrara. Pabora mMoka3piBaeT 3HAHUE OO0Y4YAIOIIUMCS
OCHOBHOTO TEOPETHYECKOTO MaTepualia M OBJIAJCHHEC YMEHUSIMH,
HEOOXOAUMBIMH ISl CAMOCTOSITENBHOTO  BBITIOJIHEHUSI  PabOTHI
JlonyiieHbl HETOYHOCTH M HEOPEIKHOCTh B OQOPMIICHHH PE3YJILTATOB
paboTsI (oTyeTa)

JlabopaTopHast paboTa BBIIOJNHEHA C 33aJePKKOW, MUCEMEHHBIH OTYET C
HeJ0YeTaMH.

JlabopatopHast paboTa BbInoyHSEeTCS U odopmisieTcss 00ydaromuMCst
npu MocTopoHHEe# momou. Ha BbImonHeHne paboThl 3aTpaynBaeTcs
MHOro BpeMmeHH. OOydaromuiicss MoKas3pIBae€T 3HAHUS TEOPETHYECKOTO
Marepuasa, HO UCIIBITBIBACT 3aTPyJHEHUE MIPU CAMOCTOSTEIBHON padboTe
C MCTOYHHUKAMU 3HaHUH WM npubopamu

«HEYIOBJIECTBOPUTEIIHLHOY

«HE 3a4TCHO»

JlabopatopHast paboTa He BBHINOJHEHA, MHCHMEHHBIH OTYET He
MPE/ICTaBIICH.

PesynpraThl, momydeHHBIE OOYYArOIIMMCS, HE MO3BOJIIOT CHENaTh
MPaBIJIBHBIX BBIBOJIOB M MOJHOCTHIO PACXOAATCS C IIOCTaBICHHOU
nenbio. IToka3piBacTCsl IIIOXOE 3HAHME TEOPETHUECKOTO MaTepuayia U
OTCYTCTBHE HEOOXOANMBIX yMEHHH.

JlabopaTopHast paboTa HE BBINOJHEHA, y YYAIIErocsi OTCYTCTBYIOT
HEOOXO/AUMBbIE JUIS TPOBENEHHsT pPaOOTHl TEOPETUYECKUE 3HAHUS,
MIPAKTUYEeCKUE YMEHHSI U HaBBIKU

3. TunoBble KOHTPOJIbHbIE 32IaHUSI MJIH HHBbIE MAaTEePHAJIbI, HE00X0IUMbIEe
JJISL OLlCHKH 3HAHUI, YMEHUI, HABBIKOB U (MJIM) ONBITA AeSATEeJbHOCTH

3.1 TunoBble KOHTPOJILHBIE 3aaHUsI IJIsI IPOBeIeHNs co0eceTOBAHMS
BapUaHThl 33JaHUH  BBUIOKEHBI B  DJIEKTPOHHOW  HH(OpMAIMOHHO-
obpazoBarensHoi cpene Upl YIIC, noctymHo# o0ydaroniemMycs 4epe3 ero JTUIHbII KaOUHET.

Hwxe npuBeieH o0pasell TUIIOBBIX BAPUAHTOB 3a/IaHUH [T TPOBEICHUS COOCCETOBAHMIA.

KonTposnbhbie

1. ®OyHKUIUM aAMUHUCTPUPOBAHMS HH(POPMAILIMOHHBIX CHCTEM.
2. Tpouenypsr anmuaucTpupoBanus. OOBEKTHI aIMUHUCTPHPOBAHUS.

3. IIporpammuas CTpyKTypa.

4. Meroasl aIMUHUCTPUpPOBaHUS HHGMOPMALMOHHBIX cucteM OCHOBHBIE MOHATHS U

OIIPpCACIICHUA.

5. Tlomp3oBaTenbCKUe yUETHBIE 3AITHCH.
6. CranaapTHbIE IPYIIIBL.

7. Cnyx0a KaTaJoros.

8. VYmnpaBieHue y4eTHBIMHU 3aITUCSIMM [TOJIb30BaTEeH U TPYIII.
9. T'pynmoBbie MOJUTUKH.

10. ITpoduin nonb3oBateneit: CTPYKTypa, yIpaBiIeHUE.

11. ®dyHxuuoHanbHBIE BO3MOXKHOCTH 1OJIb30BaTenbckoii MMC.
12. Mogenu cereil.
13. Co3mgaHne COBMECTHO HCIOIB3YEMBIX TTAIOK.
13. VmnpaBnenue 10CcTymnom.
14. Paspemenus oomux nanok u pazpemennst NTFS.

15. Pacnpenenennas gaiinosas cucrema DFS.

16. KonTtpoms mocTyma K ¢aiiyiaMm 1 marnkam.

17. Aynut oOpalieHuii U UCIIOIB30BAaHUS PECYPCOB.

18. Co3nanue u Ha3HAYEHHUE CITY)KEOHOTO TIPOQUIIS TIOTH30BATEIIS.
19. CpenctBa ynpaBieHus o0IIero Nojiab30BaHUSA U UX BO3ZMOKHOCTH.
20. YnpaBieHne 00bEKTaMH CITYKObI KaTaJoroB.

21. Tlouck 0OBEKTOB B KaTaJlorax.

22. Perutmkaiiys KaTajaoros.
23. YnpaBieHue ciyk0aMu U MPUIOKEHUSIMU B ceTax 1noA ynpasieHuem OC Windows.




24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.

VYrnpasnenue aquckamu B cetsx moj yrnpasieaueM OC Windows.
Permmukanust naHHBIX.

AnmunuctpupoBanue MC aiist nocryna u3 UHTepHeT.
MHOroTepMUHAIBHBIE CUCTEMBI.

Pacnipenenénnas oopaborka nanusix B MC.

IInanupoBaHue onepanui reyaTu.

[Tonkitouenue GuU3NYECKUX MPUHTEPOB (YCTPOUCTB MEYaTH).
CozaHue NpUHTEPOB Ha CEPBEPE.

Hacrpoiika napameTpoB (CBOHCTB) IpUHTEPA.

Hacrpoiika napameTpoB (CBOHCTB) cepBepa MevaTH.
Komangnbie Qaiiisl 1 cieHapu#l perucTparyH.

VYrpaBieHue JIMYHBIM KaTajaoroMm.

AJIMUHHUCTPATHUBHbBIEC CETEBBIC KOMAH/IbI.

CpencTBa KOHTPOJISI U ONTUMU3ALUH CETH.

Ocnactka «[Ipon3BOAUTETHLHOCTDY.

CeTeBOii MOHUTOP.

CuCTeMHBII MOHHUTOD.

Hucnieruep 3aaau.

MOHUTOPHUHT CETH C TOMOIIBIO MPOCMOTPA COOBITUM.
OO0HOBNEHHUE annapaTHBIX U MPOTPAMMHBIX CPEJCTB.
ObecneueHne 6€30M1aCHOCTU CUCTEMBI.

Oo6ecnedyeHue O6ecriepeOOHON MoJauM MUTAHKS.
BrinonHenue pe3epBHOTO KOMMUPOBAHUSA.

WucTannsaius nHPOPMAIIMOHHON CUCTEMBI.

DKcIUTyaTanus ¥ COMPOBOXKACHUE HH()OPMAIIMOHHON CHCTEMBI.
OrnepaTuBHOE YIIpaBJICHUE U PEriIaMEHTHBIE PaOOTHI.
VYpasnenue u 00CIy>)KUBaHUE TEXHUUYECKUX CPEIICTB.
ArmapaTtHo- IporpaMMHbIE MIATGHOPMbI AIMUHUCTPUPOBAHHUS.
NudopmanmonHbie CUCTEMBbI aIMUHUCTPUPOBAHHUS.
Opranuzanus 6a3 JaHHBIX aAMUHUCTPUPOBAHUSI.

Pabota c mapameTpaMu KOMaHIHOW CTPOKH CIICHAPHSI.
[TonkmtoueHue BHEMIHUX (ailioB.

[Mudposanue cueHapues.

[udposas noamnuck mst ciieHapues WSH.

[Tonutrka 6e3onacHocTH 15 crieHapueB WSH.
BeinonHeHne 0CHOBHBIX onepanuii ¢ GpaiaoBoil cucteMoil.
OTtyeT 00 UCTOJIB30BAHUHU JUCKOBOTO MPOCTPAHCTBA.

VY nanenue BpeMEeHHBIX (DaliIoB ¢ KECTKOTO TUCKA

3.2 TunoBble 3aJaHUS 1JIs1 BBINIOJHEHHs J1a00PaTOPHOI padoThl H NPUMEPHBIN NepeYeHb

KOHTp OJIbHBIC  BapUAaHTBI 3aJJaHdil  BBUIOKEHBI B 3J'ICKTpOHHOI71

BOIIPOCOB JIJIA €€ 3allIUThI

UH(POPMALMOHHO-

obpazoarenbHoi cpene Upl VIIC, noctymHoi#t oOydaroniemMycs uepes ero JUYHbIN KaOMHET.
Hwxe nmpuenen oOpaszel] THIOBBIX BapHAHTOB 3aJaHUN Ji1 BBIMOJIHEHUS J1a00PAaTOPHBIX
paboT ¥ MPUMEPHBII NepedeHb BOIMPOCOB JIsl UX 3aIUTHI.

JlabopaTtopnast pabota Ne 1. Hactpoiika BupTyanbHbIX MamuiH B VirtualBox

Iles» padoOTHI: YCTAaHOBHTh M HACTPOUTH TPH BUPTYaJbHBIE MAIIMHBI B TPOTPAMMHOM
npoaykte VirtualBox.

3amaun:

1. Ycranosuts Windows Server 2016.

2. Ycranosuts Windows 10.

3. Ycranosuts Ubuntu 16.04 LTS.

4. HacTpouTh MEX/y HUMH CETh CO cTaTHueckumu IP-anpecamu.



5. HactpouTts Ha Bcex mamuHax Beixoz B uaTepHeT Windows Server 2016xthtp cthdth.
6. IIpoBecTu nmepBUYHYIO HACTPOIKY cepBepHbIX KomroneHToB Ha Windows Server 2016.
7. Chenarb 9KCIIOPT KOH(QHUTYPAIIMU BUPTYATbHBIX MAIIHH.

KoHTposbHbIE BOIPOCHI:

1. Yem otnuuaercs omepanuonHas cucrema Windows Server ot onepaindoHHON CHCTEMbI
Windows 10?

2. Ilepeuncnure BUIBI CETEBBIX AJANTEPOB Yy BUPTYAIBHONW MAIIMHBI M PACCKAXHUTE IPO
KOKIBIA U3 HUX.

3. Uto Takoe poiu cepBepa, ciyKObl 1 KOMITOHEHTHI Ha cepBepe? Kakum 00pa3oM X MOXKHO
N00aBUTh WIIH YIATUThH?

Jlaboparopnas padota Ne 2. Hacrpoiika DNS u DHCP cepsepos 8 OC Windows
Hean padorel: Hactpoutsh DNS-cepsep 1 DHCP-cepsep.
3amaun:
1. Hacrpowuts B Windows Server 2016 qomeH.
2. Hactpouts DNS-ceprep.
3. Hactpouts DHCP-cepsep.

KoHTposbHbIE BONPOCHI:

1. Yro Takoe Active Directory? Yro Takoe nec AD?

2. YT0 Takoe KOHTpOJUIep AoMeHa?

3. Ilepeuncnure 30861 DNS, nonnepxuBaemsie Windows Server.
4. Yto Takoe 30HBI IPAMOTO U 0OpaTHOro mpocMoTpa B DNS?

JlaboparopHas padota Ne 3. Beoa kiuentoB B jomeH ADDS
Hean pa6oThl: HAYYUTHCS JO00ABISATH HOBBIX MOJIb30BaTenei B qomen AD
3amaua: BBecTH aBe padboune craniuu (Windows u Ubuntu) B qomeH.

KoHTpoJibHbIE BONIPOCHI:

1. Kak no0aBUTH HOBOTO MOJIB30BATENS HA CEPBEP?

2. Yto Takoe nomeH B AD? UTo Takoe KOHTpOJUIEp JoMeHa?

3. Kakoii koMaH/I0ii MOXXHO Tiepe3arpy3uTh W BBIKIIOUHTE MamuHy ¢ OS Ubuntu gepes
TepMHUHAI?

4. Yto takoe Samba? KpaTko onummTe mpuHINI PaOOTHI.

5. Yto Takoe NTP? KpaTko onummre npuHIMI PabOTHI.

6. Uro Takoe Kerberos? KpaTko onuiimre IpuHIMIT pabOTHL.

7. Yro takoe Winbind? Kparko onuiire npuHIUI paOOTHL

JlabopaTtopHas padota Ne 4. O61ue pecypchl
ey padoThl: HAYUUTHCS OTKPHIBATh OOIIMIA JJOCTYH K MAalKe Ha CEpBEpHON MalluHe.
3apaum:
1. Cnenatp oOmyro nanky Ha cepBepe. [IponucaTs B mpaBax JocTyma:
a. st Win Bo3MOXHOCTb TOJIBKO UTEHHS (aiisioB;
b. mis Ubuntu BO3MOXXHOCTE U3MEHEHHS U yaJIeHHs (aiiioB.
2. 3aKkpenuTh ManKy Ha KIMSHTCKAX MallMHaX KaK CETeBOM IIMCK, MOIKIFOYAIOIIHIACS
ABTOMATHUYECKH MPH BKIIOYEHUH CUCTEMBI.

KoHTpoJibHbIE BONIPOCHI:

1. Kak oTKpbITh OOIIMIA JOCTYII K Manke?
2. Yt0 TaKoe SApJbIK U KaK OH co3aaéres?
3. Uto Takoe ceTeBoi TUCK?

4. Yro Takoe FTP?



5. Yrto takoe Samba?
6. YUrto nenaer naker cifs-utils?

Jlaboparopnas padorta Ne 5. Hacrpoiika DNS u DHCP B OC Linux

Iesan padoThi: HayunuThCst pabotath co ciay:xoamu DNS u DHCP B Ubuntu

3amaun:

1. Cosnath Tpu BupTyaibHble MamuHbl: Ubuntu-cepsep, Ubuntu-kmuent u Windows-kineHT.

2. Hacrpouts Ha Ubuntu-cepsepe ciy:x6y DHCP.

3. Hactpouts ma Ubuntu-cepsepe ciny:x0y DNS, rme mmenem mis cepBepa Oyaer Baiiia
(bamuus, U KIMEHTOB MOKHO T€, YTO OBUTH B MPEIBITYIINX JIAOOPATOPHBIX.

4. HacTtpouTb IPOKCU-CEPBED.

KoHTpo/bHbIE BONIPOCHI:

Yem ormnmuaercs Hactpoiika DNS na WinSer ot nacrpoiiku DNS B Ubuntu?
Yewm otnmuaercs Hactpoiika DHCP va WinSer ot nacrpoiiku DHCP B Ubuntu?
Kaknmu KoMaHIaMu MOYKHO HACTPOUTh ceTeBoit uHTepdeiic na Ubuntu?

Yem otnmuaercst romel B Active Directory ot nomena B DNS?

Uro Takoe npsimas u oopatHas 30Ha DNS?

3a uro orBeyaer cepsuc Bind9?

ouhkwnE

JlaboparopHast pabota Ne 6. Hactpoiika Zabbix
Ieab paGoThbi: HAYYUTHCS HACTPaUBaTh cHCcTeMy MOHUTOpHHTa Zabbix B Ubuntu
3agauu:
1. Hacrpouts na Ubuntu-cepsepe Be6-cepBep, MySQL u PHP mns nanpHeiiinelr HacTpoiRKu
Zabbix.
2. Hactpouts Ha Ubuntu-cepsepe cucremy monutoputra Zabbix.
3. HacrpouTts Ha Ubuntu-knuente u na Windows-kimuenrte Zabbix-arenTos.

KoHTpoJibHbIE BONIPOCHI:

1. Yro takoe Zabbix? Jlys yero oH HyxeH?

2. Uro Takoe nemMoHbI B Linux-cucremax?

3. Uro Takoe pernosuropuii B Zabbix? 3auem on?

4. BoiBenuTe rpauK MOHUTOPUHTA 3a KAKUM-HUOY/b KJIMEHTOM U OOBSICHUTE, UYTO MOXKHO Ha
HEM YBUJECTD.

Jlaboparopnas padora Ne 7. O6iue pecypcsl Ha cepBepe Linux
Ilesib padoThI: HAYYUTHCS OTKPBIBATH OOIIHIA JOCTYN 10 manku Ha Ubuntu-cepsepe.
3amaun:
1. loGaButh Bce Tpu pabouue CTaHIMKU B OJHY pabOUyl0 TPYIIy C Ha3BaHUEM CBOEH
bamunum.
2. Hactpouts Samba Ha JOMycK K Marke 1moJ1 JIOTHHOM U TapoJieM Il 000MX KJIMEHTOB.

KoHnTpoJibHbIE BONIPOCHI:

1. Yto takoe Samba?

2. Yro takoe SMB / CIFS? UeM oHH JpyT OT Ipyra OTIIHYAIOTCS?
3. Pacckaxkute mpo ycioBHbIE 0003HaueHUs ()1aroB Mpas.

4. Yro Takoe Nautilus 8 Ubuntu?

JIaGoparopnas padota Ne 8. YcranoBka SDN koHTposiepa
Iesas padoThi: HayunThcst HacTpauBaTb SDN kKoHTpOIED.
3apaum:
1. Hactpoutb cxemy ceTH Mo pUCYHKY, HACTPOUTH MapLIPYyTH3ALIHIO.
2. Hacrpouts SDN xoHTpOIIIED.
KoHTpoJibHbIE BONIPOCHI:



1. Yto takoe SDN?

2. U3 xakux TpéX JOTHUECKUX YPOBHEH COCTOUT CETEBOE YCTPOMCTBO?
3. UTo Takoe «CEBEPHBIN» U HOMKHBIN» MOCTHI?

4. Yro takoe OpenFlow?

JlaboparopHuas pabota Ne 9. Cepsep cuenapueB Windows Scripting Host.

Hean: OBnaaersr HaBbIKaMH pabOTHI cepBepoM creHapueB Windows Server, u3y4yuThb
BO3MOXXHOCTH CepBepa CIICHApWEB, PEKUMBI BBHIMOTHCHHSI CIICHAPUEB W METOJbI OOBEKTa
WscriptShell u WshNetwork.

3anaua: Co3nate B 010kHOTE (haitst crieHapusi.

KoHTposbHbIE BOPOCHI:

Uro Takoe cuenapuit? Cxkpunt?

Ha xakom si3pIke OHU NUIITYTCA?

Yro Takoe WscriptShell?

Uro takoe WshNetwork?

UYewm 3aammaercs Cepsep cuenapueB Windows Scripting Host?

arONE

JlaboparopHuas padota Ne 10. Pazpadorka CGI ckpunto Ha si3pike Python
Heab: Hayuutscs paspadateiBate CGI ckpunThI.
3agauu:
1. paccMOTpeTh 0COOEHHOCTH pa3pabOTKU CEPBEPHBIX MPHUIIOKEHUH;
2. pazpabortatb cooctBennbi CGI ckpumnr.

KoHTpoJibHbIE BONIPOCHI:

1. Yto takoe CGI?

2. Yro takoe CGI ckpumt?

3. Kakue nanubsie 1 B KakoM ¢opMaTe nepenaroTcsi JaHHbIE Ha CEPBEpP C UCHOIB30BAHUEM
CGl-unrepdeiica?

4. Yro Takoe Web-cepBep? Kakue koapl 3amycka MOTYT HCIIOJIB30BAaThCS MPU €0
KOH(UTYypUpOBaHUU?

5. Ornuuue peaan3anuu KJIMEHTCKON 9acTH OT CEPBEPHOIA.

JlaboparopHas pabota Ne 11. bubnuoreka Qt. PazpaboTka ceTeBbIX MPUTIOKEHHUI

Hesab: n3ydyeHHE MPHUHIUIOB Pa3pabOTKH CETEBBIX NPUIOKEHUH IPH TIOMOIIU CPEJCTB
pa3pabotku Qt.

3agauu:

1. U3yuuts Qt.

2. PeanuzoBaTh kimeHTa ¢ momoinbio kiaacca QTcpServer.

3. Peanm3aoBatk KiIMeHTa ¢ moMolrsio kinacca QTcepSocket.

4. Pactmputh (QyHKIIMOHAT MOJIYYEHHOI'O CETEBOTO MPUIIOKEHHUS.

KoHnTpoJibHbIE BONIPOCHI:

Urto takoe bubmmoreka Qt?

Urto takoe Moayns QtNetwork? 3auem oH?
UTto Takoe COKETHOE COeTMHEHUE?

B uém ocobennoctu kitacca QTcpServer?
B uém ocobennocTu kiacca QTcpSocket?

agbrwbnE

3.3 TunoBbie KOHTPOJILHBIE 321aHUsI 1JIsl IPOBeeHHs TECTHPOBAHUS
®DOoH/T TECTOBBIX 3aJIaHUN MO TUCIUIUIMHE COJAEPKUT TECTOBBIC 3a/IaHMs, PACTIPEICIIEHHBIE TIO
pazzienam U Temam, C yKa3aHHeM MX KOJUYeCTBa U THUIA.

Crtpykrypa (hoHIa TeCTOBBIX 33aHUIA MO TUCITUTUINHE



KomnaecTBo

HMrauiarop TECTOBBIX
JIOCTHKCHUS Tema B cootBercTBuM ¢ PII]] Xapaxkrepuctuka T3 -~
KOMITETEHIIUHI A ,
tunsl T3
3HaHu 2-0T3
¢ 2 —3T13
Lenu n 3anaun aAMUHUCTPUPOBAHKS MH()OPMALIMOHHBIX CHCTEM. VMeHme 1-0T3
OIIK-2.1 TpeboBanus k crienuaIncTaM ciyx0 agmuHucTpuposanus VIC. 1 -3T3
Crannaptel pabotsl C ¥ cTaHIApTU3UPYIOIINE OPraHU3aIiu HaBbik 1 (W11) OTIBIT 2_ 0T3
/:[evaTeJILHocm/ 2 _3T3
JeicTBHe
2-0T3
OIlK-2.1 OOBEKTH aIMUHUCTPHPOBAHNUS H MOJICITH YIIPABICHHUS 3HaHue 2 _3T3
2-0T3
OIlK-2.2 CpenctBa aIMUHUCTPUPOBAHUS OTIEPAITUOHHBIX CUCTEM 3HaHue 2 373
2-0T3
OIlK-2.3 AJMUHUCTPUPOBAHUE CETEBBIX CUCTEM 3HaHue 2 _ 373
1-0T13
OIlK-4.1 RAID-maccuBsl 3HaHUCe 1 _3T3
2-0T3
3HaHue
OITK-4.3 OBomonus ciryx0b1 katanoros. [lorarue ADDS. Ciryx6a 1 -3T3
' ADDS v 2-0T3
MeHHe 2 _3T3
3 2-0T3
HaHHE 2 _3T3
2-0T3
Crpyxkrypa ciryx0s1 ADDS. OOBEKTHI KaTajora u ux YMenue
OIlK-4.1 2 —3T3
HaumeHoBaHusl. Komnonentsr ADDS
HaBpIk 1 (MiH) OIIBIT
/ 1-0T3
AEATENbHOCTH 1 373
JeicTBHe
OIIK-2.2 Hepapxus tomeHoB. J[oBepUTEIbHBIC OTHOIIEHUS MEXAY Snanme 1-0T13
OIIK-2.3 noMeHaMmHu. OnpesieneHue OpraHu3alliOHHBIX eAUHUI] JOMEHa 1 -3T3
3HaHue 2-OT3
OIK-2.2 [TmanupoBanue u ynpasienue ADDS. [InanupoBanue 3 —3T3
OHK-2.3 npocTpancTBa MeH ADDS. YueTHbIe 3anucH nois30BaTesIeH. HaBeik u (witi) OImsIT 2_0OT3
' I'pynmbl nonp3oBateneit U rpynioBbie TOJIUTHKA nesiTeIbHOCTH/ 1 313
JNIeCTBUE
. 2-0T3
OIIK-4.2 Bbezonacuocts ADDS. TIpotokoinsl Kerberos n IPSecurity 3HaHUe 1 313
1-0T3
OIlK-2.1 AZIMHUHUCTPUPOBAHUE TPOLIECCa KOHPUTYpAIHU 3HaHue 1313
2-0T3
3HaHue 2 _3T3
OIIK-2.2 AJMUHUCTPUPOBaHUE TPOIECCa MOUCKA U TUATHOCTUKU OINOOK 2 0OT3
YMmenue 2 _3T3
1-0T3
OIlK-2.2 Bpanamayspbl 3HaHue 1313
3HaHue 2-OT3
2 —3T3
VMenue 2-0T3
OIIK-2.3 CpencTBa BUpTyalIu3aliu 1 -3T3
Hagbix u (mm/) OIIBIT 1-0T3
AEATENBHOCTH 1 373
JielicTBre
i VY maneHHslii 0CTym B HHOOPMAIMOHHBIX cuctemax. Virtual 2-0T3
OMK-2.3 Private Network (VPN) 3uanne 2 —3T3
3HaHU 3-0t3
© 3 -3T3
OIIK-2.3 AnvuHuCTpHUpOBaHKE ¢ moMoInkio potokosoB TELNET u SSH | Hapbik u (wu) onbIT 2_0OT3
nesITenbHoCTH/ 1 313

JNeCTBUE




OIlK-4.1 Ceppens 6 3 1-0T13
OTIK-4.2 PBEPHOE U KJIIMEHTCKOE MPOrPpaMMHOE 00CCIICUCHUE HaHHE 1 373
3nanue 2-OT3
2 —3T3
OIlK-4.1 n . T
OINK-4.2 porpaMMHbIe HHTEP(DEHCHI aBBIK U (HJIH) OIIBIT 1-0T3
L[egTeJ‘II;HOCTI/I/ 1 -3T3
JeiicTBUC
2-0T3
. 3HaHue 2 373
OIIK-4.3 Kanamnesr (Pipes)
VMmenue 1-oT13
1 -3T3
N 1-0T13
OIIK-4.3 VY nanennsrii Be130B npouenyp (RPC) 3HaHue 1 313
3HaHue 2-0T3
2 —3T3
VMenue 1-0T3
OIIK-4.2 MHOronoToYHbIe NPHIOKEHUS 1 -3T3
HaBwik 1 (wit) OIIBIT
,I[ei[TeJ'ILH(()CTI/J 1-0T3
. 1 -3T3
JCUCTBUEC
3HaHue 2-0T3
1 -3T3
Ymenue 1-o13
OIIK-4.1 Pa3paboTka ceTeBbIX NPUIOKEHUI HA OCHOBE WWW-CepBepa 1 -3T3
Hagbik u (w1u) onsIT
ueaTeangcmz 1-o13
. 1 -3T3
JICHCTBUEC
Hroro 60 - OT3
60 —3T3

[Tonnsiit kommuekT O T3 xpaHUTCA B 3IEKTPOHHON MH(POPMALMOHHO-00pa30BaTeIbHOM cpesie
HpI'VIIC u obyuaromuiics UMEET BO3MOKHOCTh O3HAKOMUTBHCS C JIEMOHCTPALIMOHHBIM BapHaHTOM

OT3.

Hwxe npusenen oOpaselr THIOBOTO BapuaHTa UTOTOBOTO TECTA, MIPEAYCMOTPEHHOTO paboyeit
MPOrPaMMO TUCITUTUIUHBI.

1. Kakue mpoTOKOJBI OTHOCATCS K TPAHCIOPTHOMY YPOBHIO YETHIPEXYPOBHEBOW MOJIEIH
creka npotokosioB TCP/IP?

a) ARP

b) TCP

c) UDP

d) IP

e) ICMP
f) BsiOepute Bce MpaBHIIbHBIC OTBETHI

2. Yto nporokoit IPSec mobapnseT k makeram Jijis ayTeHTU(DUKAIINNA JAHHBIX ?
a) 3aronoBok ayreHTH(UKaIMK (3aronoBok AH)

b) 3aromnoBok moamucu (3aroaoBok SH)

C) 3aros0BOK aBTOpHU3anuu (3arojaoBok AVH)

d) 3arosoBok mudpoBoii moamnucu (3aroaoBok DSH)

3. Uro u3 mpeUI0KEHHOTO BXOIUT B MpoIieypy coriacoBanus [PSec?
a) Tonbko cornamienue 6e3omacaoctu ISAKMP

b) Cornamenne 6e3onacuoctu ISAKMP u onHo cormnamenne 6e3onacuoctu IPSec
¢) Cornamenne 6e3onacHoctd ISAKMP u aBa cornamienus 6e3onacHoctu IPSec

d) Tonbko nBa cornamenus OezomacHoctu IPSec




4. Tlpotoxon ESP u3 IPSec:

a) OOGecrieunBaeT TOIBKO KOHPHUICHIMATBHOCTD COOOICHHS

b) OGecneurBaeT TOIBKO ayTEHTH(PHUKAIINIO JAHHBIX

c) OGecrieunBaeT KOHQUACHIIMATBHOCTh U AYTCHTH()UKAIMIO COOOIICHUSI
d) He obecnicunBaeT HU KOH(PHICHIIMAIBHOCTD, HH ayTeHTH(QHKALMIO

5. BupryaibHbIe YaCTHBIE CETH:

a) Tlepenarot YacTHBIC JaHHBIC 110 BBIICICHHBIM CETSIM

b) MHKancyaupyroT 4acTHbIE COOOIICHHUS U TIEPEAAIOT UX 110 OOIIECTBEHHOMN CETH
¢) He ucnons3yrores kaunentamu Windows

d) Moryrt ucnosnb3oBaTbes ¢ mporokoiaamu L2TP waun PPTP

6. OcnoBHble oTnumst poTokoinoB L2TP u PPTP cocrosT B cnenyromeM (BoiOepuTe Bce
BO3MOYHbBIE BAPUAHTBI):

a) IIporokon L2TP oGecrieunBaet He KOHDUACHIIMATBHOCTD, & TOJIBKO TYHHEIHPOBAHHE

b) IIporokoa PPTP ucnonb3yercs ToabKo s TynuenupoBanus TCP/IP

c) IIporokon L2TP wmoxker wucnosib3oBarbess co ciyxOamu IPSec, a mportoxkon PPTP
UCIIOJIb3YEeTCsl CAMOCTOSATENBHO

d) IIporokon PPTP momnepxuBaeTcss KpynmHEHIIMMU MPOU3BOIUTENISAMH, a poTokon L2TP
SIBJISICTCS CTaHAapTOM Koproparuu Microsoft

7. Cnyx0a, ocylecTBIsONIas NPUCBOCHUE pealbHbIX |P-agpecoB y3mam  3akpbiTOd
IIPUBATHOM CETH, HA3BIBACTCS:

a) NAT

b) PAT

c) Proxy

d) DHCP

e) DNS

8. IlpaBuiia, npumeHseMble B OpaHIMay?Ipax, MO3BOJISIOT:

a) CHauana 3ampeTuTh BCe ACHCTBHS, IIOTOM pa3peniath HEKOTOPhIC

b) Chauasna pa3peluTs Bce IeHCTBHS, TOTOM 3aIpeliaTh HEKOTOPbIC

c) IlepenaBars cooOmICHUST HA 00PAOOTKY JPYTUM MPUTOKESHHSIM

d) IlepenaBath kKomuu cooOIIeHUI HAa 0OPAOOTKY APYTUM HPHIOKECHHIM
e) ac

f) b,c,d

g) ab,cd

9. TIpotokon L2TP He uMeeT BCTPOCHHBIX MEXaHU3MOB
10. {ns ayrenTudUKauy 1 mudpoBaHUS UCIOIb3YETCs CIyxk0a
11. bactnoHn — 3TO Tpymma CepBEpPOB KOPHOPATHUBHOW CETH, MPEIOCTaBISAIOLIAS
y3J1aM BHELIHUX CETeN
12. TIpotokosr UDP B OCHOBHOM CITYXKHT JUTS TIepeadui MyJIbTHMEIHNHHBIX JaHHBIX, TJIe BaKHEES
, @ HE HaJIEHOCTh JOCTaBKH
13. Kakoii mopT MOXeT HCIIOJIb30BaThCsl KIMEHTOM (CO CBOCH CTOPOHBI) MPH MOIKIIOUEHHH K
Web-ceprepy?
14. — Gu3nUYecKuil aipec KOMIbIOTepa
15. B onucanuu npasui i MexxceTeBoro 3kpana FreeBSD uto o3Hauaer neiictBue fwd?
16. Iepeuncnure ypoBHU MOAETH cTeka mpotokosos TCP/IP.
17. HazoBure otnuuus KOHIIEHTpaTopoB (hub) oT kommyTaTopoB 2-ro ypoBHS (switch)..
18. Ilepeuncnure ypoHU Mozaenu OSI.

3.4 IlepevyeHb TeOpeTHYECKUX BONPOCOB K 3a4eTy



OyHKIUY aIMUHUCTPUPOBAHUS HH(OPMAIIMOHHBIX CUCTEM
[Tponerypsl 1 METOIBI AAMUHUCTPUPOBAHHUS
3ajauu, eI U 00BEKTHI CeTEBOr0 aIMUHUCTPUPOBAHNUS
OOBEKTH! aIMUHUCTPUPOBAHUS
DyHKIUU U cy)KObI cepBepHOit OC
@ynkuuu agmuHucTpaTopa cepepHoit OC n agmunucrparopa CYBJ]
TpeboBaHMs K COBPEMEHHOMY CEPBEPY
[Tonp30BaTeNbCKUE YUYETHBIE 3AMIUCH
CranpapTHble IpyIIIbI
0. Cayxo6a xaramoroB AD

11. VnpaBneHnue y4eTHbIMHU 3aIIHCSIMHU TIOJIH30BATENEH U TPYIII

12. I'pynmoBble MOJUTHKA

13. TIpodwim mons30BaTeNeii: CTPYKTYpa, yIIPaBICHHE

14. Co3ngaHue COBMECTHO UCIOJIb3YEMBIX MAIOK.

15. Vmpasnenue gocrymnom.

16. Paspemenus o6mux nanok u paspemenust NTFS.

17. Pacnpenenennas gaiinosas cucrema DFS.

18. Koutpons poctyma k ¢aiimam u mankam (ayauT oOpalleHuii ¥ HCIOJIb30BAaHUS
pecypcoB).

19. CpenctBa ynpaBieHus 00IIEro Moib30BaHUS U UX BO3MOKHOCTH.

20. YnpaBieHne o0bEKTaMH CITyKObI KaTaJoroB.

21. Tlouck 0OBEKTOB B KaTajorax.

22. Pernmkanus KaTaioros.

23. Moaenu MexceTeBoro B3aumoaeicTeus (moaens OSI, mongens DARPA).

24. OcHoBbl pynxuonupoBanus npotokona TCP/IP (IP-agpec, macka moaceTu, OCHOBHOU
1IJII03; JIeJIEHHE Ha MOJICETH € TIOMOIIbI0 MACKU MOJICETH; BBeZieHHe B |IP-mappyTu3anuto).

25. Cnyx6a DNS (momeHbI, 30HBI; 30HBI IPSIMOTO W OOpPAaTHOTO MPOCMOTPA; OCHOBHBIE U
JIOTIOJIHUTEIIbHBIC 30HbI; PEKYPCUBHBIM U UTEPATUBHBIN 3alIPOCHl HAa pa3pelIeHne UMEH).

26. HMuarnoctuueckue yruautsl TCP/IP u DNS.

27. OCHOBHblE TEPMHMHBI U TOHATHUSA (Jec, JIepeBO, JOMEH, OpraHU3alOHHOE
noapazaenenue). [lmanupoBanue npoctpanctsa umeH AD. YcTaHOBKa KOHTPOJIJIEPOB IOMEHOB.

28. Jlornueckas U (pusndeckas CTPyKTYpbl, ynpasieHue perunkanueit AD.

29. Cepgepsl ['mobanpHOro Katanora u Xo3seBa oOneparuii.

30. YmpaBneHue NOJB30BATESIMU M TpyNNaMd. YTpaBlIeHHE OpraHU3alliOHHBIMU
MOJIPa3ICICHUSIMHI, JeTIETUPOBAHIE TTOTHOMOYHIA.

31. Cucrema Oe3onacHoctu (mpoTtokon Kerberos, HacTpoilka mnapaMeTpoB CHCTEMBI
0€30MacHOCTH).

32. ba3oBble U AMHAMHYECKUE TUCKHU, TOMA.

33. ®aitnossle cucteMsl FAT16, FAT32, NTFS.

34. TlpaBa noctyma, HacleIOBaHUE IpaB JOCTYIA, B3ATHE BO BIIAJCHUE, ayJUT JIOCTYyNa K
pecypcam.

35. Cixkarue u mupposanue napopmaryu. Kotsl. Jlepparmenranus.

36. TepMUHBI ¥ IOHITHS CETEBOM IeYaTH. Y CTAHOBKA JIpABEPOB, HACTPOWKA MPUHTEPOB.

37. TIporokoa IPP (Internet Printing Protocol).

38. Ceressie mporokoisibl NetBEUI, IPX/SPX.

39. Cayx6s1 DHCP, WINS, RRAS.

40. Ymupasnenue ciayx06amu u nmpunoxeHusMu B cetsx OC Windows

41. Yupasnenue auckamu B cetsix OC Windows.

42. TlnaHupoBaHHE OTIEpPAIUH TICUATH.

43. TloakmoueHue GU3NIECKUX IPUHTEPOB (YCTPONCTB MeYaTn).

44. Co3gaHue MPUHTEPOB Ha CEPBEPE.

45. Hacrpoiika mapameTpoB (CBOWCTB) MPUHTEPA.

46. Hactpoiika mapaMeTpoB (CBOWCTB) cepBepa neyaTu

47. JloGaBineHune KoHTpoiuiepoB B Jomenbl cetn OC Windows

HBOooo~NoOOhWDE



48. TlogxmroueHue pabOYUX CTAHIIMI M CEPBEPOB.

49. Komannnsle ¢ailsibl U ClIeHApUU PEeruCTPaLuy.

50. VYmpamieHue JIMUYHBIM KaTajJoroMm.

51. AQMUHHCTpPATUBHBIE CETEBbIE KOMAaH/IbI.

52. CpencrtBa KOHTPOJIS U ONITHUMU3ALIUU CETH.

53. Ocnactka «lIponsBogurensHocThY. JJucneruep 3amay.

54. CerteBoif MOHUTOD.

55. MOHUTOPUHT CETH C IOMOLIBIO IPOCMOTPA COOBITUI

56. OOHOBJICHHE anMapaTHBIX M MPOTPAMMHBIX CPEJICTB.

57. OOGecnieueHue 6€30MACHOCTH CUCTEMBI.

58. Oobecneuenue OecriepeOONHON MOgauN TUTAHUS.

59. BrinonHeHue pe3epBHOIO KOMUPOBAHUS.

60. JlmarHoCTHKa M BOCCTAHOBJICHUE CHCTEMBI.

61. Mucrammsinus nHOOpMAIMOHHOW CUCTEMBI.

62. DxcmryaTanus U CONpOBOXKACHUE HH(DOPMAIIHOHHON CHCTEMBI.

63. OmnepaTUBHOE yIPaBICHUE U PETJIAMEHTHBIE paOOTHI.

64. Yupasienue u 00CTyKMBaHUE TEXHUICCKUX CPEJICTB.

65. AnmapaTHoO - mporpamMMHbIe TIaTHOPMBI aIMUHUCTPUPOBAHHUSL.

66. NupopmanmoHHbIE CUCTEMbI a]MHHUCTPUPOBAHUSI.

67. Opranmsanus 0a3 JaHHBIX aIMUHACTPUPOBAHHUS.

68. I[Ipumepsl cucTeM aJMHUHUCTPUPOBAHUS.

69. Kakwue s3p1ku nognepxkuBaet WSH?

70. OcnoBHbIe 00bekTEl WSH 1 00BsICHUTE Ha3HAUCHUE KAXKIOTO U3 HUX.

71. OcHOBHBIE CpeIcTBa MHTEPAKTUBHOTO B3auMoieicTBus ckpunta WSH u monb3oBaress.

72. Tlapamertpsi 3ammycka WSH-ckpumnra

73. Paznmuune mexay oobektamu WshArguments, WshNamed, WshUnnamed?

74. Kakue cpeacTBa MO3BOJISIOT YIIPABIATh CTOPOHHUM MPUIIOKEHUEM?

75. Kakumu cpencTBaMu MOXKHO MOJIYYHUTh JIOCTYH K OObekTaMm (aillioBOil cHCTeMbI U3
ckpuntoB WSH?

76. Uto Takoe texHomorusi ADSI? Kakue aaMuHHCTpaTHBHBIE 3aJaud OHA IOMOTAaeT
PENINTD.

77. Yrto Takoe 00BEKT-KOJUIEKIIHAS?

78. Kak coxpanuth pe3ynbTathl padbotel WSH-ckpunra B daiine?

3.5 llepeyeHb THNOBBIX MPOCTHIX NPAKTHYECKUX 32/1aHMI K 3a4eTy
(ISt OLIEHKH YMEHMUIA)

1. Ucnons3zoBanue mporokosoB TCP/IP nns mocTpoeHUs BBIYUCIUTENBHBIX —CETEH.
VYnpasnenue agpecauueit B ceTsax IP.

2. OcHOBHBIE 33/1a4H aIMUHUCTpUpOBaHus MapmpyTtu3anuu cereir TCP/IP.

3. Cepsepsl DNS, agmunuctpupoBanue cepsepo DNS.

4. IIpocMOTp M yIpaBJI€HHE CETEBBIMU IMOAKIIOUEHUSMHU (rpadpuuecKkre YTHIIUTBI, YTUIUTHI
KOMaHJHOU CTPOKN).

5. Komanas! ynpasnenus mapuipytuzanueii B OC Windows.. Komannsr NET. TlapameTpsr
KOMaH/1bl, IPUMEPHI UCIIOIb30BaAHUS.

6. Opranu3anus W WCHOJb30BaHWE (HaliIoBoro ceppepa B ceTsax Microsoft. YTuiuTer
ylpaBiieHUus: oOIUMHU (ailioBeIMU pecypcaMu (Tpaduyeckre YTUIUTBI, YTHJIUTB KOMaHIHOU
CTPOKH).

7. YupapieHue 06e30MacHOCTbIO (ailyloBBIX pecypcoB. PasrpaHuueHue 1ocTyna K pecypcam
¢aitnoBoro cepBepa (rpaduyeckue YTHINTBHL, YTUIUTHI KOMaHIHOW cTpoku). IlludpoBanue
JAaHHBIX.

8. YmpaBiieHue TIONB30BATEIIMH B ONEpAIMOHHBIX cucTtemax. (OCHOBHBIE —3ajadu
aMMHHUCTPUPOBAHUS I10JIb30BATEINIECH.

9. MHCTpYMEHTHI aJIMUHUCTPHPOBAHUS TOJIb30BaTeNe B qoMeHax Microsoft (rpaduueckue
YTUJIMTBI, YTUIUTHI KOMaHIHOU CTPOKH).



10. MHCTpYMEHTHI aAMUHUCTPUPOBAHMS TpyNmamMu 0e30MacHOCTH (TpaduuecKue YTHUITUTHI,
YTUJIMTHI KOMaHIHOM CTPOKH, IPOrpaMMHBII HHTEpdeEiic).

11. O6ecnieuenne wuHOOPMAIMOHHOW Oe30macHOCTH B ceTsax Microsoft. MHCTpyMeHTHI
aHaJIM3a U yrpaBJeHus 0€30MacHOCThIO B ceTsax Microsoft.

12. Ayrentudukanms B pacmpeaeleHHbIX cuctemax. lIpumenenue cxembl Kerberos B
nomeHax Windows.

13. Cnoucku npaB noctyna K 00beKTaM OIepallMOHHOM CHUCTEMBbI, YIpPaBIE€HUE JOCTYIIOM K
daiinam u katanoram (rpadpuuecKre YTHIUTHI, YTHINTHl KOMaHIHON CTPOKH).

14. Hcnonb3oBaHKe IPYNIOBHIX MOJUTUK JUIS 3a/1a4 aIMUHUCTPUPOBAHHUS.

15. Co3manue W peoakTUpPOBaHHE OOBEKTOB TPYMIOBOM MNOMUTHKU. HWHCTpyMEHTHI
yIpaBJICHUS TPYNIIOBBIMH MTOJTUTHKAMHU.

16. MHCTpyMEHTBl ympaBjieHUs IIa0JoHaMH Oe30omacHOCTH (Tpaduueckue  yTHIIMTHI,
YTUIIUTHI KOMAaHAHON CTPOKN).

17. Poom xouTposuiepoB B cxeme Active Directory. Pemmukamuss OaHHBIX —MEXIY
KOHTPOJUIEPaMH JTOMEHOB, IPOTOKOJIBI PEIUINKALIUH.

18. YmpaBieHue MHOTONOJIb30BaTENbCKON cpeoil. UTHCTpyMEHThI aAIMUHUCTPUPOBAHUS.

19. ApMuHUCTpaTHBHBIC 33a4d yIpaBieHus cepBepoM bJI.

20. OcHOBHBIE 32/1a4M aIMUHUCTPUPOBAHUS 0a3 JTaHHBIX.

21. Crpykrypa 6a3sl manabix B MS SQL Server 2008. CuctemHble M TOJH30BATEIBCKHE
Tabnuubl. HazHaueHne cucTeMHbIX TaOIHI], XPAHUMBIX TPOLEAYD.

22. 3ammra pgaHHbIX cpeactBamu  CYBJl. Mcmomb3oBanwe posneBoi mozenu. Pomnwm
noJsib3oBareseil Ha ypoBHe cepBepa bJl. IHCTpyMeHTHI yripaBieHus poasMU MOJIb30BaTENCH.

23. CyoOwextsl Oe3zonmacHoctu bBJl. Ponmm monp3oBareneii Ha ypoBHe 0as3bl JTaHHBIX.
WNHCTpyMEHTHI yIIpaBIICHUS POJISIMU I10JIb30BaTened Ha ypoBHe bJI.

24. Vcnonp3oBaHuE CPEICTB MOHUTOPHHTA JUIsI TIOBBIIICHHUS TPOU3BOJUTEIBHOCTH CEepBepa
bB.

25. MHCTpyMEeHTHI ynpaBieHus ciayXO0aMu. YUeTHbIE 3aliCH U aBTOMAaTUYECKOTO 3aITycKa
ciyxO0.

26. HCcTpyMeHTHl CO3MaHWsA, yHaleHus W ynpaeineHus daitmamu  bBJl, xypHamamu
TpaH3aKLUH.

27. Pe3epBHOE KONMPOBAaHNE U BOCCTAHOBJICHHWE JAHHBIX. MOJETN BOCCTAHOBJICHHUS JAHHBIX,
ux ocobeHHocTH. CTpaTeruy pe3epBHOrO KOMMPOBAHUS U UX CBA3b C MOJIEIIIMU BOCCTAHOBJICHUS.

28. Co3pmanme u ynpapiieHue noiab3oBatenbekumu bJ1. [Ipucoemunenue u orcoequuenus bJ1.
PesepBroe konuposanue b/I.

29. OCHOBHBIE TPOTOKOJIBI MPUKJIAJHOTO YPOBHS, UCIOJIB3yEeMbIC JIUIsl TIEpeaddl JaHHBIX B
WutepHer. KnneHT-cepBepHbIE TEXHOIOTHH.

30. Co3nmanme u ympasiieHue BeO-cepBepoMm ¢ momoribio Jucmerdepa IIS. Coxpanenue
KOH(Urypalnuy U BOCCTaHOBJIEHUE paboThI BeO-cepBepa.

31. Co3nmanme u xoH(purypupoBanue ftp-cepBepa. WHCTpyMEHTHI yIIpaBieHHs, pEIICHHE
OCHOBHBIX aJJMMHUCTPATUBHBIX 3aj1au.

32. 3amavym aAMUHUCTPUPOBAHKE MTOYTOBBIX CEPBEPOB.

33. Ympasnenue A0CTynoM K ¢aitnoBsiM pecypcam. [lIndpoanue paitioBsIx pecypcos.

34. IlIudporanue MuTepret kananos. [Iporokon SSL. [ludppossie cepTudurarol.

3.6 IlepevyeHb THMOBBIX MPAKTUYECKHX 3aJaHUH K 3a4eTy
([UTs1 OLICHKH HAaBBIKOB U (MJTH) OIIBITA JESITEIEHOCTH)

1. VYcranoBka, HacTpoiika u conpoBokacare DNS cepsepa (Windows).

2. YcraHoBKa, HacTpoiika u conpoBoxaenrne DHCP cepsepa (Windows).

3. YcraHoBKka, HacTpolika u conpoBoxacHue Active Directory (Windows).

4. YcraHOBKa, HACTpoilka M ympaBieHHe ciyxOamu ynaneHHoro pgoctyna (Windows,
Linux/FreeBSD).

5. YcraHoBka, HacTpoilka W  ympaBieHue ciayxOamu — TepmuHaioB  (Windows,
Linux/FreeBSD).



6. AnMUHHCTpUpOBaHUE TMojb3oBareneld. [lomuTuku Oe3omacHOCTE, WX peanu3aius B
oneparnmonHbix cuctemax (Windows, Linux/FreeBSD).

7. YcraHOBKa, HAaCTpOMKa M COMPOBOXKACHHE CIYKO COBMECTHOro aoctyna B MHTepHer
(Windows, Linux/FreeBSD).

8. MonuTopuHT U oanepxkka cereBoit mappactpykrypsl (Windows, Linux/FreeBSD).

9. UHcTpymMeHThl 0Oe30omacHOCTH B CceTU. YmpasieHue Oe3omacHocThio  (Windows,
Linux/FreeBSD).

10. OGecnieueHnne IEIOCTHOCTH JAaHHBIX. Pe3epBHOE KOMHMPOBAHWE W BOCCTAHOBIICHHE
nanubix. Ctpareruu pe3epBHoro konupoBanus (Windows, Linux/FreeBSD).

11. VcranoBka, HacTpoiika u conpoBokaenue SQL-cepepa (Windows, Linux/FreeBSD).

12. WHcrannsauus, HacTpoiika u conpoBoxkaeHne Web-cepsepa (Windows, Linux/FreeBSD).

13. Wucramnaums, HACTpOWKa W CONPOBOXKIEHHUE SMTP-POP3-cepepa (Windows,
Linux/FreeBSD).

14. Wucramnanus, HacTpoiika u conpoBoxaeHue Router-a (Windows, Linux/FreeBSD).

15. Wucramnsanus, HacTpoiika u conpoBoxkaenue FTP-cepsepa (Windows, Linux/FreeBSD).

16. Wucrammsaus, HacTpoiika u conpooxaenne VPN cepsepa (Windows, Linux/FreeBSD).

17. Uncramnauusi, HACTpOMiKa W  COINPOBOXKJICHHE Proxy-cepepa  (Windows,
Linux/FreeBSD).

18. Hucrammsmus, HacTpoiika u conpoBoxaenue Firewall-a (Windows, Linux/FreeBSD).

19. WHcrammsaus, HAacTpoiiKa W COMPOBOXKIEHHE CHCTEM aHalli3a CETeBOro Tpaduka
(Windows, Linux/FreeBSD).

20. HMucramauus, HacTpoiika u conpoBoxkeHue cepsepa [P tenedonun (Linux/FreeBSD)

21. VHCcTamisanus, HACTpOHKa W  COMPOBOXKICHHE LDAP-cepepa (Windows,
Linux/FreeBSD).

4. MeToanuecKkue MaTepuAaJIbl, ONpeaeaolne Npoueaypy oueHuBaHUs
3HAHUH, YMEeHHUIi, HABBIKOB U (MJIH) ONBITA JAeSITEJILHOCTH

B Ta6J'II/II_IC IMPUBCACHBI OIIMCAaHUA IpoHecAyp IMPOBCACHHUA KOHTPOJIBbHO-OLCHOYHBIX
MepOHpI/IflTI/Iﬁ U nmpoucayp OUCHHUBAHUA PE3YJIbTATOB O6yquI/I$[ C MIOMOIIIBIO OLCHOYHBIX CPEACTB B
COOTBCTCTBHH C pa6oqel71 HpOFpaMMOﬁ JUCHUITIINHBI.

HaumeHnoBaHue
OLIEHOUHOTO Onucanus npolenypbl NPOBEACHUS KOHTPOJIBHO-0LIEHOYHOT'O MEPOIIPUSITHS U TPOLEAYPbI
OIICHUBAHHSA PE3YJIbTATOB O0yUCHHUS
cpencTBa

CobecenoBanue, MpeaycMOTpeHHOe pabodeil MporpaMMoON AMCHIUILIMHBI, MPOBOAUTCS Ha
MMPAKTUYECKOM 3aHATHU. HpenoaaBaTenL Ha TMPaKTHYCCKOM 3aHATUH, MPECAUICCTBYIOMIEM
CobecenoBanue 3aHSATHIO IPOBEACHUS KOHTPOJISI, TOBOJIHUT 10 O0YYAIONIUXCS TEMY, BOMPOCHI ISl IO OTOBKU
K cobecemoBaHmi0. Pe3ynbTaThl cobOece0BaHMs TPENOoIaBaTelb JOBOJUT 10 OOydYarOIUXCsI
cpa3y Moclie 3aBepiieHus cobece10BaHus

3amura 1a00paTOpHBIX paboT MPOBOIUTCA BO BpeMs J1abOpaTOpHBIX 3aHATHH. Bo Bpems:
MPOBEJCHUS 3aIUThI J1a00paTOPHONH PabOTHI IMOJIB30BATHCS YueOHHKAMH, CIIPAaBOYHUKAMH,
KOHCIEKTaMH JICKLIUi, TETpasIMH HE Pa3pelieHo.

[penogaBatens Ha 1a06OPaTOPHOIT paboTe, MPEAIICCTBYIOIICH 3aHATHIO POBEICHUS 3AIUTHI
nabopaTtopHOi paboThl, AOBOAMT A0 OOYYAIOMIMXCS: HOMEp 3alluIaeMoil J1abopaTopHOM
paboThI, BpeMs Ha 3alUTy J1adopaTOpHOH paboTHI.

[MpenoxaBarens nHGOpMUpPYET 00yUAIOMIKXCS O Pe3yabTaTax 3aIlUThI JJAOOPaTOPHOI paboTHI
cpasy nocJie ee KOHTPOJIbHO-OLEHOYHOTO MEPONIPHSTHS

JlaboparopHras pabota

Jns opraHuzauMu W TOPOBEACHUS IPOMEKYTOUHOW aTTECTALMU COCTABJISAIOTCS THUIIOBBIE
KOHTPOJIBHBIC 3aJJaHUs HJIM HWHBIC MaTCpualbl, HGO6XO)II/IMBIC UIA  OLICHKU 3HaHI/II\/'I, YMGHI/II\/’I,
HABBIKOB U (WJIM) OMBITA JIEATEIBHOCTH, XapaKTEPU3YIOIIUX ATAmbl (POPMHUPOBAHUS KOMITETEHITHIA B
IIPOLIECCe OCBOEHUS 00pa30BaTEIbHON MPOrPaMMBI.

[IepeueHb TEOPETHYECKUX BONPOCOB M THUIIOBBIE MPAKTHYECKHUE 3aJaHMs Pa3HOIO YpPOBHS
CIIOKHOCTH I MPOBEJEHUSI MPOMEXKYTOUHOH arrecTaluu oOydaroliuecsl MOJy4yaroT B Hadajie
ceMecTpa 4epe3 JIIeKTPOHHYI HH(OpMaImoHHO-00pazoBarenbHyto cpeny Hpl YIIC (nmuunsbrii
KaOMHET 00y4aromerocs).




Onucanne npoueayp nNpoBeaeHHs: MPOMeKYTOUHOM aTTecTauuu B ¢popme 3auera
M OLleHUBAHMS Pe3y/IbTATOB 00y4eHHU s
[Ipu mpoBeneHUHM MPOMEKYTOUHOM aTTecTalMu B (opMe 3adera MpenojaBaTeib MOMKET
BOCIIOJIb30BAThCS PE3YNIbTaTaMH TEKYIIEr0 KOHTPOJIS YCIEBaEMOCTH B TeueHHe cemecTpa. C Lelnbio
UCTIOJIb30BAaHUS PE3yJbTATOB TEKYIIETO KOHTPOJS YCIIEBAEMOCTH, MPEMOAABATENb MOJCUUTHIBACT
CPEHIOI0 OLIEHKY YpPOBHSA C(HOPMHPOBAHHOCTH KOMIICTEHIMH oOydaromerocsi (CymMMa OLICHOK,
MOJYYEHHBIX 00YYaIOMMMCS, AETUTCS Ha YUCIIO OIICHOK).

HIkana u KpuTepuu OLleHUBAHUS YPOBHS ¢POPMUPOBAHHOCTH KOMIIETEHIM B pe3yJjbTare
HU3yUYeHH sl JUCHUIIMHBI PU MPOBeIeHUN MPOMEKYTOYHOM aTTecTalluu
B hopMe 3a4eTa Mo pe3yJbTAaTaM TeKYLIero KOHTPOJIsi
(0e3 1ONOJHUTEJIHbHOT0 ATTECTAIIMOHHOT0 MCTILITAHUSA)

CpenHsis OIleHKa YPOBHSA
c(hOpMUPOBAaHHOCTH KOMIIETEHIIUH [lTkana oneHUBaHUA
10 pe3yJIbTaTaM TEKYLIEro KOHTPOJIS

Onenka He MeHee 3,0 W HET HH  OJHOH

o «3BadyTCHO»
HCYIOBJICTBOPUTCIILHON OLICHKU IO TCKYIIEMY KOHTPOJIIO

Onenka wmenee 3,0 wiM moiydeHa XOTs Obl OJHa
HEyJOBJICTBOPUTETIbHAS OIEHKA [0 TEKyIEeMy KOHTPOJIIO

«HC 3a4YTCHO»

Eciu omenka ypoBHs C()OPMHUPOBAHHOCTH KOMIIETEHIIUH OOYYaromierocsi He COOTBETCTBYET
KpUTEpUSAM TIOJIy4eHHUs 3adeTa 0e3 JOMOJHUTEIbHOIO aTTECTAllMOHHOTO HCHBITAHUS, TO
MPOMEXKYTOUHASI aTTECTAIMS MPOBOIUTCS B (opMe coOeCeOBaHUS MO TEPEYHIO TCOPETHUSCKUX
BOIPOCOB U TUIOBBIX MPAKTUYECKUX 3a/1a4 WU B (OpME KOMIBIOTEPHOI'O TECTUPOBAHUSI.

[TpomexyrouHas arrectamus B GopMe 3a4eTa ¢ MPOBEIACHUEM aTTECTAIIMOHHOTO MCIBITAHUS
MPOXOIUT HA MOCIEAHEM 3aHITHH 10 TUCIUILINHE.

[Ipy mpoBeneHUM MPOMEKYTOUYHOW aTTecTallid B (HOpME KOMITBIOTEPHOTO TECTHPOBAHUS
BapHaHT TECTOBOro 3agaHus Qopmupyerca u3 (QoOHIA TECTOBBIX 33JaHUN 1O JUCHUILIMHE
CIIy49aifHBIM 00pa3oMm, HO ¢ ycinoBueM: 50 % 3amaHuii TOJKHBI OBITh 33JaHUSIMH OTKPBITOTO THUTIA U
50 % 3amaHuil — 3aKPBITOTO THUIIA.




