OEJIEPAJIBHOE ATEHTCTBO XEJIE3HOJJOPOXKHOI'O TPAHCIIOPTA

denepanbHOE TOCYAAPCTBEHHOE OFOKETHOE 00Pa30BaTENbHOE YUPEKIACHUE
BbICLIEr0 00pa30BaHuUs
«MpKyTCKH TOCYAapCTBEHHBIH YHUBEPCUTET MTyTEH COOOIICHUS»
(®I'bOY BO UpI'VIIC)

YTBEPXJIEHA
MPUKAa30M PEKTOpa
oT «29» Mmas 2026 r. Ne 49

b1.0.29 MeToas! u cpeacTBa KPUNTOrpaQpuueCKOU 3alUThI
uH(popMauu

paboyas mporpamma JUCIHUIIINHBI
CrienmmansHocTh/Hanpasienue nmoarorosku — 10.03.01 Mudopmarmonnas 6€30macHOCTh
Crenmanu3zanust/mpoduib — be3onacHocTh aBTOMaTU3UPOBAHHBIX CUCTEM (IO OTpaciau UK B chepe
poheCCHOHAIBLHON AeATEIbHOCTH)
KBanuduxanus BeimyckHHKa — bakanaBp
®opma u cpok 00yueHus — ouHas ¢popma 4 roaa
Kagenpa-pazpaborunk nporpammsl — MHGOpMaLlMOHHbBIE CUCTEMBI U 3a1iiTa UHGOpMAIK

OO1mas TpyI0eMKOCTh B 3.¢. — 5 DopMbI IPOMEKYTOYHON ATTECTALUH
Yacos mo yae6rOMY 1utany (YII) — 180 ouHas popma oOydeHU:
9K3aMeH 6 ceMecTp, KypcoBasi paboTa 6 cemecTp

Ounasi ¢popma o0yuyeHUst Pacnpenesienne 4acoB JHCHUIIJIMHBI II0 CEMeCTPaM
Cemectp 6 Hroro
Bup 3ansaruit Yacos no YII Yacos no YII

AyauTOopHasi KOHTAKTHasl

padoTa no BMAAM y4eOHbIX 85 85

3aHATHIH/

B T.4. B popme ITIT*

— JICKITUH 34 34

— TIIpaKTHYECKUe (CEMUHAPCKUE) 34 34

— n1abopaTopHBIE 17 17

CamocrosiTesqibHasi pagoTa 59 59

JK3aMeH 36 36
Hroro 180 180

HNPKYTCK

ONEeKTPOHHbIV AOKYMEHT BbirpyxeH n3 EMC ®IrbOY BO Upl'YTC n cooTBeTCTBYET OpUrnHany

B
H

Mopnucant ®re0Y BO UplYTC Tpodumos HO.A. ,Cll _

0x00F585A1671E22C14CEA47AE86A14054D5 ¢ 27 dpeBpanst 2026 r. no 23 masi 2027 r.Moanucs

COOTBETCTBYET (haviny AOKyMeHTa I/IPI'V \_\C.




PabGouast mporpamma IUCHUIUIMHBI pa3paboTaHa B COOTBETCTBUU C (eaepalbHBIM
rOCyJapCTBEHHBIM 00pa30BaTeNbHBIM CTaHIAPTOM BBICIIEro oOpa3oBaHUs — OakajaBpuaT IO
HamnpasieHuto nmoaroroBku 10.03.01 Mudopmanmonnas 6€30mMacHOCTh, YTBEpKIAESHHBIM [Iprkazom
MunucTepcTBa HayKH U Bbiciiero oopa3osanus Poccuiickoit @eneparn ot 17.11.2020 Ne 1427.

[Mporpammy coctaBui(u):
I.T.H., ipodeccop, mpodeccop, KO.M. Kpakosckuit

Pabouas mporpamma paccMOTpeHa U 0100peHa Ui UCIOIB30BaHUS B yUeOHOM IMpoliecce Ha

3acenanuu kadenpsl «MHOpMaLIMOHHBIE CUCTEMBI U 3aIIUTa HHPOPMAIUH, TPOTOKOI 0T «20%» Mad
2026 r. Ne 12

3aB. kaenpoi, K. 3. H, IOLEHT T.K. Kupumiona



1 IIEJIA Y 3AJAYM JUCHUTIINHBI

1.1 Heau TUCUMIITAHBI

¢dopmupoBaHre y OOYYAIONIMXCSH BaXXKHEHIIMX NPENCTaBICHUH O COBPEMEHHBIX METONaX 3allUTh
WHPOPMALINH, BKIIOYAst KPUNTOTPaQUIECKYIO 3aIIUTY

2 (hopMupoOBaHHE KOMITETCHITUH B 00JaCTH MOJIETICH U METOJIOB 3alIUThI HHGOPMAIIUU
1.2 3agaum JMCHUIIHHBI

U3YYCHHE TEOPETHYCCKHX OCHOB M IIPHOOPETCHNE NMPAKTHYESCKIX HABBIKOB 110 CO3/IaHUIO ¥ MCIIOJIB30BaHUIO
1 COBPEMEHHBIX CpeACTB KpumnTorpadmueckoir 3ammutel uHQopmamun (K3U) c ydgerom TpeboBanmit
WHPOPMAIMOHHON 6€30MaCHOCTH

OCBOUTH COBPEMCHHBIC KpHUNTOrpadUvecKue METOIBl 3alIUThl HH(POPMAIUH, OOCCICUYMBAIONINX €C
[EJIOCTHOCTh M KOHPHUICHIIHATBHOCTh

1.3 I_le.m, BOCIIMTAHHUSA U 3a1a4YU BOCIIHUTATEJIbHOM paﬁon B paMKax JUCHUIIIMHBI

[IpodeccrnoHanbHO-TPYIOBOE BOCTIHTAHNE 00yUJaOIINXCs

Lens npodeccroHanbHO-TPYAOBOTO BOCHHUTaHUS — (POPMUPOBAHKE Y 00YYaAIOMINXCSI OCO3HAHHOM MPOodecCHOHaATbHOM
OpPHEHTALNY, TOHUMAaHUS OOLIECTBEHHOTO CMBIC/IA TPYAa M 3HAYMMOCTH €ro Al ceds JIMYHO, OTBETCTBEHHOTO,
CO3HATEIBHOTO M TBOPUYECKOTO OTHOLICHUS K OyAymied HesTenbHOCTH, NMPOQECCHOHATBHONW 3THKH, CIOCOOHOCTH
MIPEABUACTh W3MEHEHHS, KOTOPbIE MOTYT BO3HHKHYTh B IMPO(ECCHOHANBHON NEATEILHOCTH, U YMEHHIO paboTaTh B

HN3MEHEHHBIX, BHOBb CO3/IaHHBIX YCIOBUSIX TPY/A.
Lenp qocTHraeTes MO MEpe PEIIeHUs B €AMHCTBE CICAYIOIINX 3a/1a4:

— (popMuUpOBaHKE CO3HATEIHLHOTO OTHOIICHHS K BRIOpaHHOI Ipodeccuu;

— BOCIHUTAaHUE YECTH, TOPAOCTH, JIIOOBH K MpPO(eccHu, CO3HATEIbHOrO OTHOIIECHHS K Npo(eccCHOHANBHOMY IOMrY,
MMOHUMAEMOMY KaK JIMYHAst OTBETCTBCHHOCTh M 00S3aHHOCTb;

— (popmupoBaHKE NCHX0JIOTUH NpodeccroHana;
— (opmupoBanue MpoeCCHOHATBHOMN KYIBTYPBI, 3ITUKU MPOPECCHOHATEHOTO OOIICHUS;

— (hhopMHUpPOBAHUE COIUATTLHON KOMIICTCHTHOCTH U JIPYTHE 33[1auH, CBSI3aHHBIC ¢ UMUKEM MPO(ECCHH U aBTOPHUTECTOM

TPaHCIIOPTHOM OTpaciu

2 MECTO JMCIIMIIVIMHBI B CTPYKTYPE OIIOII

brox/gacte OIIOII ‘ brnok 1. luctuniunst / O0s13aTenbHast 4acTh

2.1 IncuMnJiMHbI ¥ IPAKTUKH, HA KOTOPBIX OCHOBBIBAETCSl H3yYeHHEe JAHHOM M CHMIIIMHbI

1 ‘ b2.0.01(Y) YueOnas - 03HaKOMUTENbHAs PAKTHKA

2.2 I[I/[CIII/IHJ'[I/IHLI U IMMPAKTUHKH, JISI KOTOPbLIX U3YyYCHUE JAHHOM M CHMIIJIHHBI
HeoﬁXOIlﬂMO KakK NpeamecTByoiee

1 B3.01() [ToaroroBka K mpoueaype 3alXThH BBITYCKHOH KBATH(UKAIIHOHHON pabOTHI
2 b3.02(/1) 3amuTa BHIIYCKHO# KBaIN(UKALMOHHOH paboThI
3 IIVIAHUPYEMBIE PE3YJIBTATBIOBYUYEHUA ITO AUCHUIIVIMHE,
COOTHECEHHBIE C TPEBOBAHUSMMU K PE3YJIbTATAM OCBOEHUSA
OBPA3OBATEJIbHOM ITPOI' PAMMBI
Koa n Koa n HaumeHoBaHMe
HanMMeHOBaHHe UHAMKATOPA J0CTHKEHUSI ILiianupyemble pe3yabTaThl 00y4eHHUsI
KOMIETeHIIUH KOMIETeHIUH

OIIK-9 Crnocoben

OIIK-9.1 3naer cpencrna
KpUnrorpaduaeckoi u
TEXHUYECKOM 3aIIUThI
HHGOPMALIUH IS PEIICHHS
3a/1a4 IpoQPEeCCHOHATBHOM
JIEeSITENbHOCTH

3HaTh: CPeICTBA KPUNTOrpaMueCcKOH 3aMThl HHOPMAIUN

YMeTh: MoIB30BaTHCS METOIAMHU KpUITOTpaduIecKoi
3alIATH HHPOPMALIUU

Bnagers: HaBbIKaMM UCTIONB30BaHUS METOJOB U CPENCTB
K31

IIPUMEHSATH OIIK-9.2 YMmeeT npUMEHATh 3HAaTh: METOJIBI 3AIIUTHI AIEKTPOHHOTO TOKYMEHTOO0OpOTa
cpezncTsa JIOBEPEHHOE XpaHEHUE, YMeThb: N0Ib30BaThCS HAIUOHAIBHBIMU CTaHAAPTAMU
KpuITorpaguieckoil | 3alIuTy KaHaJIOB CBS3H U 3aIIUThI AIEKTPOHHOT'O JOKyMEHT0000poTa

U TEXHUYECKON 3JIEKTPOHHOTO Biiagets: HaBBIKAMH 3aITUTHI HHPOPMALIUU OT

3aIUTHI JOKyMEHT0000pOTa HECAHKIIMOHWPOBAHHOTO JIOCTyTIA

HHPOPMALIUY IS
pelIeHus 3a1a4
npodeccruoHaTbLHOM
NEATETHLHOCTH;

OI1K-9.3 NmeeT HaBbIKH
paboThI ¢ anropuTMaMH
KpUnTorpaduaeckoro
mpeobpa3oBaHus HHPOPMATHN
" NMPpCIHA3HAYCHHBIC JUIA
3aMIUTHl HHPOPMALXH MTPH
riepeiaue 1o KaHajiaM CBSI3H U
JUISL 3alIUTH HHOPMAIUU OT
HECaHKIIMOHUPOBAHHOTO

3HaTh: METOABI 3aIATHI OT HECCAHKIIMOHUPOBAHHOTO JOCTYyIIa
pu 06paboTke nHpopMaHH

YMeTb: 00BbSICHUTH 0COOEHHOCTH (PYHKIMOHUPOBAHUS
ITOPUTMOB KPHUIITOTpa)uuecKoro npeodpasoBaHus

BJ'[aIIeTBZ HaBBbIKaAMU I10JIb30BAHUS TCXHOJIOTUH 3J'IeKTpOHHOﬁ
IIOAITUCH




JIOCTyTa MU ee 00paboTKe U
XpaHCHUU.

4 CTPYKTYPA U COAEPKXAHUE JUCHHUIIVIMHBI

OuHnas ¢popma *Kox

Kon HaumeHoBaHue pa3aesioB, TeM H BUIOB padoT C Tacst uuum;“:Topa

evect Jlex Hp J1a6 cp I?OON;;:TCZHH“;H

1.0 | Pazmgen 1. Kpunrtorpadmyeckne MeTOABI 3aNIUTHI
HHGOPMAIINA HA OCHOBE CHMMETPHYHBIX KPUNTOCHCTEM

11 Tema 1. OcHoBHble moHATHA Kpunrorpaduu. [lotodnoe OIK-9.1

' DULTTOrpapuL. 6 4 | 4 9 | OIK-9.2
mmdpoBaHUe. OITK-9 3

12 Jlabopatoprast pabora Ne 1. «KOHTpomb IIETOCTHOCTH 6 4 82&:8;
MHPOPMALINH TIPH CITyIaifHBIX BO3ICHCTBUAXY. OHK-9l 3

1.3 | Tema 2. bioyHble CHUMMETPHYHBIE KPHUIITOCHCTEMEL. OIlK-9.1
Poccutickuit AITOPUTM KpUNTOrpadhuIecKoro 6 6 6 10 OIIK-9.2
npeobpaszoBanmst, OCT 34.13-2018. OIIK-9.3

14 OIIK-9.1
Jlabopatophas padota Ne 2. «IloTounoe mmdpoBaHue». 6 2 OIIK-9.2

OIIK-9.3

2.0 | Pazmen 2. Kpunrorpaduueckue MeTOABI 3alIUTHI
HHGOPMAIIMA HA OCHOBE IBYXKJIHYEBbIX KPUIITOCHCTEM.

21 OIIK-9.1
Tema 3. OmnpeneneHue IBYXKIIOUEBBIX KPUITOCHUCTEM.

6 4 4 10 OIIK-9.2
O6wmen udpdu-Xenmmana. OITK-9 3

2.2 OIIK-9.1

JlabopatopHras padota Ne 3. «O6men Auddu-Xemmmanay. 6 4 OIIK-9.2
OIIK-9.3

2.3 OIIK-9.1
Tema 4. JIByXKJIIOUeBblE KPUITOCUCTEMBI IIH(POBaHMSI.

6 6 6 5 OIIK-9.2

CoBpeMEeHHBIC TEXHOJOTHH MIH(POBAHUSL. OITK-9 3

24 JlaGopatopHast pabora Ne 4. «llludpoBanue cooOuieHHH OIIK-9.1
< 6 2 OIIK-9.2

KpunrocucteMoit RSA». OITK-9 3

3.0 | Pazmen 3. Kpunrorpaguueckue MeTOABI 3alIUTHI
JIEKTPOHHOI0 IOKYMEHT0000pOoTA.

3.1 OIIK-9.1
Tema 5. 3 Xemr-¢pyakuums.  [IpaBoBoe oOecrneucHHe 6 4 4 5 OITK-9 2
SJEKTPOHHOHN TOAIHUCH. OITK-9 3

3.2 | Tema 6. Poccuiickue cTaHIapThl 3JEKTPOHHON MOIKCH. . OIIK-9.1
Wudpactpykrypa ynpaBiaeHHS OTKPBITBIMH  KJIHOYaMU. 6 6 6 5 OIIK-9.2
TeXHOJIOTHH ¥ METOIBI Ay TCHTU(UKAITHH. OI1K-9.3

3.3 . OIIK-9.1
JlaGopatopHast pabora Ne 5. «TexHoyOrMs 3J1€KTPOHHOU 6 3 OITK-9 2
TIOJTITHCI. OI1K-9.3

3.4 | Tema 7. XapakTepuUCTHKa KPUNTOTPaPUIECKIX METOIIOB OIIK-9.1
sanutel B Kpunrollpo CSP. XapakrepucTtuka 3apyOeHbBIX 6 4 4 5 OIIK-9.2
KPHIITOCHCTEM. OIlK-9.3

35 Jlabopatoprast pabota Ne 6. «B3amMHas ayTeHTU(UKAIHS OIK-9.1

6 2 OIIK-9.2
cyOBeKTOB Ha ocHOBe DII». OIK-9.3
OIIK-9.1
®dopma IPOMEKYTOUHON aTTECTallU — 3K3aMEH 6 36 OIIK-9.2
OIIK-9.3
OIIK-9.1
Kypcogast pabota 6 10 OIIK-9.2
OIIK-9.3
Hroro vacos (6e3 yuéra 4acoB Ha MPOMEKYTOTHYIO 3 | 34 17 | 59
aTTEeCTaINIO)




5 ®OHJI OHEHOYHbIX CPEACTB /IS TPOBEIEHUSA

TEKYIIEI'O KOHTPOJISI YCIIEBAEMOCTHA U ITIPOMEKYTOYHOM

ATTECTAIMU OBYYAIOIIIUXCA ITIO JUCIAITJIMHE

Doun o
10 AUCIMIUINH
nH}opmanmox

LIECHOYHBIX CPEJCTB JUISl IPOBEACHUS TEKYLIETr0 KOHTPOJIS YCIIEBAEMOCTHU U IPOMEKYTOUHON aTTeCTalluu
e oopmiteH B Buze npuioxeHus Ne 1 k paboueii nporpaMMe TUCHUIUIMHEL U pa3MelIeH B JIEKTPOHHOI
HO-00pa30BaTeNbHON cpejie Y HUBEPCUTETA, TOCTYIHOW 00yYaloIeMycst Yepe3 ero JMYHbIH KaOuHeT

6 YU

EBHO-METO/JMYECKOE Y UH®OPMALIMOHHOE OBECIIEYEHUE
JTACIHATLIIAHBI

6.1 YueOHas1 quTEepaTYpa

6.1.1 OcHoBHas TUTEpaTypa

Kon-Bo 3k3.
Bubmmorpadudeckoe onmcanme B Oubnmorexe/
OHJIAWH
Bytun, A. A. MeTons! 1 cpeacTBa 3aUTh HHOOPMAIH OT
HECaHKIIMOHNPOBAHHOTO JocTyma. [IporpamMMHO-anmapaTHbIA ypoBEHS : yueo.
nocobue mo aucuuruirHaM "IIporpaMMHo-anmmapaTHeIe CpeACTBa 00eCIICUeHUS
6.1.1.1 nHpopMannoHHOH O6e3omacHocTH” 1 "IIporpaMMHO-anmapaTHBIE CPEICTBA 3aAIUTH 43
uapopmanuu" / A. A. Bytun ; @enep. areHTCTBO X.-. TpaHCIL., IpKyT. roc. yH-T
myteit cooom. — Hpkytek : UpI'VIIC, 2015. — 95 ¢. — Tekcr :
HEIOCPECTBEHHBIN.
Kpaxkosckwuii, FO. M. MeTozp! 1 cpecTBa 3alIuTh HHPOPMALNH : yaeOHOE mocodne
6.11.2 s By3oB / FO. M. Kpakosckuit. — Cankr-IletepOypr : Jlans, 2024. — 272 C. — Ornaiis
- URL: https://e.lanbook.com/book/385979 (mata obpamenus: 06.05.2026). —
TekcrT : 3IeKTPOHHBIMN.
6.1.2 JlonoJIHUTeIbHASA JIUTEpPATypa
Kon-Bo 3Kk3.
bubaunorpadpuueckoe onucanue B Oubmnorexe/
OHJIANH
[Mapmm, K. A. Metoas! u cpecTBa IPOSKTHPOBaHKS MHPOPMAIIIOHHBIX CUCTEM U
TEXHOJIOTHH : y4eOHO-MeTOIUuEeCcKOe ocoOue /11t OaKkanaBpoB HAIPABICHUS
6.1.2.1 noarotoBku 09.03.02 — «uHbOpMAIIMOHHBIC CUCTEMBI U TexHooruu» u 10.03.01 — Omnnaiin
R «uHpopMalMoHHas 6e3omacHoCcTh) Beex hopm oOyuenus / K. A. [TapmmH. —
Exarepunbypr : [6.1.], 2018. — 129 ¢c. — URL: https://e.lanbook.com/book/121337
(mara obpamenus: 06.05.2026). — TeKcT : 2JIEKTPOHHBIH.
Kpaxkosckuii, FO. M. Metoapl 3auuthl nHpopMmaruu : yaeoHoe mocodue / 0. M.
6.12.2 Kpakosckwuit. — 3-¢ u3i., nepepad. — Cankr-Ilerepoypr : Jlans, 2021. — 236 ¢. — Omaiin
T URL: https://e.lanbook.com/book/156401 (mata oopamenus: 06.05.2026). — Tekcr
: DJIEKTPOHHBIN.
6.1.3 YueOHO-MeTOAMYECKHE PA3PA0OTKH (B T. Y. 1JI5l CAMOCTOSITEIbHOI PadoThl 00y4aIOLIUXCS)
Kon-Bo k3.
Bubmmorpadudeckoe onmcanue B Oubnmoreke/
OHJIAHH
Kpaxogckuii FO.M. MeTtonndeckne yka3aHus 0 U3y4eHUIO AucIUIuInHel 51.0.29
Mertopl M cpencTBa Kpuntorpaduueckoi 3anThl HHPOPMALMHU 110 HAIPABICHUIO
moxrotoBku 10.03.01 MuadopmarnmonHas 6e30macHOCTb, Tpodmis be3omacHOCTh
6.1.3.1 ABTOMATH3MPOBAHHBIX CUCTEM (TI0 OTPAciX WM B cepe mpodhecCHOHATHHOM Omnnaitn
nestenpHOCTH)/ FO.M. Kpakosckwuii ; Upl YIIC. — Upkyrck : UpI'VIIC, 2023. — 14
c. - Tekcr: anekrponnsit. - URL:
https://www.irgups.ru/eis/for_site/umkd_files/mu_69163 1480 2026_1 signed.pdf
6.2 Pecypcbl HHGOPMALMOHHO-TeJIEeKOMMYHUKAIIMOHHOM ceTu «HTepHeT»
6.2.1 OnexTpoHHO-O6nbMoTeuHas cucrema «/3xarenscTBo Jlanby, https://e.lanbook.com/
6.2.2 DJeKTpoHHO-OMOIMOTEHAs cucTeMa «Y HUBEpCUTETCKas OnOIoTeKa oHainy, https://biblioclub.ru/
6.3 IIporpammHoe odecnevyenne 1 HHPOPMANMOHHbIE CIIPABOYHbIE CHCTEMBI
6.3.1 bazoBoe nmporpamMMHoe o0ecrieueHue
6311 Microsoft Windows Professional 10, rocymapcrBennsiii  koHTpakT oT  20.07.2021 Ne
T 0334100010021000013-01
6.3.1.2 g/iicrosoft Office Russian 2010, rocynapctBeHnblid KOHTpakT oT 20.07.2021 Ne 0334100010021000013 -
6.3.1.3 FoxitReader, cBo601HO pacnpocTpaHseMoe mporpaMMHoe obecrieuenue http://free-software.com.ua/pdf-
T viewer/foxit-reader/
Adobe Acrobat Reader DC cBoOomHO pacmpocTpaHsieMoe HporpaMMHOE — oOecredeHue
6.3.14 . .
https://get.adobe.com/ru/reader/enterprise/




6.3.1.5

Snnexc. bpayszep. IlpuknamgHoe mnporpaMMmHOe obecriedenne oOmero HaszHadeHws, OducHble
MIPHUJIOKCHUS, JTUICH3HUS — CBOOOIHO PacIpoCTpaHsIeMOoe MPorpaMMHOe obecrieueHue o JiuieH3un BSD
License

6.3.2 Cnenuaau3upoBaHHOE MPOTPaMMHOe odecreyeHne

6.3.2.1

MathCAD student 15.0 Academic License, Customer Number 434692, xontpakt ot 03.12.2012 Ne
0334100010012000148-0000756-01

6.3.2.2

Python 3.9, CBOOO/IHO pacnpocTpaHsemMoe NIPOrpaMMHOE obecrieueHue
https://docs.python.org/3/license.html

6.3.2.3

Dev-C++, cBoOomHas WHTETpHUpOBaHHAs cpena  pa3pabOTKA  TPWIOKEHWHA JUIA  S3BIKOB
nporpammuposanust C/C++, https://code-live.ru/post/dev-cpp-free-cpp-ide-for-windows/

6.3.2.4 MatLab Classroom, R2015a, R2015b, xkouTpakT ot 09.07.2014 Ne 0334100010014000028-0000756-01.

6.3.2.5

MatLab Classroom, R2010a, R2010b, munensus ot 16.03.2011 Ne 689810, TI'K Ne
0334100010011000032-00000756-01. mporp.cpenctBo 3amutel ot HCJ] Secret Net4.0, kiueHt

cepB.0esorm.Secret Net 4.0, cepep 6e3onacHoctu C Secret Net4.0, cucrema pasrp.gocryna Dallas Lock
7.0

6.3.3 UndopmanuoHHbie CIPABOYHbIE CHCTEMbI

6.3.3.1

\ He npenycmoTpensl

6.4 IIpaBoBBIC 1 HOPMATHBHBIE JOKYMEHThI

| He mpemycMOTpEHbI

7 OIUCAHUE MATEPUAJIBHO-TEXHUYECKOIA BA3BI,
HEOBXOJIUMOIi JJ151 OCYIIECTBJIEHHUSI YYEBHOI'O IPOLIECCA
MO JUCHUILIMHE

Kopnyca A, b, B, T, /I, E UpI'VIIC naxonstcs no aapecy r. Upkyrck, yia. UepHsimeBckoro, 1. 15;
kopnyc JI UpI' VIIC naxoautcsa — no aapecy r. UpkyTck, yia. JlepmonTosa, a.80

VYuebnast ayauropus J{-417 s npoBeneHus ISKIIMOHHBIX U MTPAKTHYECKHUX 3aHATHH, 1a00paTOPHBIX paboT,
TPYIIIOBBIX U HHANBUYaNbHBIX KOHCYJIbTAINi, KypCOBOTO MPOCKTHPOBAHMS (BBITIOIHEHHS KYPCOBBIX
paboT), TeKyIIero KOHTPOIIS ¥ MIPOMEXYTOUHOH aTTecTaruyu. OCHOBHOE 000pYIOBaHHUE:
CHeIMAIN3HPOBaHHas MeOellb, MyJIbTUMEINAIPOEKTOP, 3KpaH, (HOyTOYK MEpPEeHOCHOH)

Jlabopatopus J1-523 «MoaenupoBaHue U pa3paboTka IPOrpaMMHBIX CUCTEM U 3all[UTa
nHdopmanumy».«be30nacHOCTh MPOrpaMMHO-ANIIAPATHBIX CPEACTB 3aLIUTHl HHPOPMALMK AJIsl IPOBEICHUS
JICKIIMOHHBIX M NPAaKTHYECKUX 3aHATHH, JaDOpaTOpHBIX paboT, IPYIIIOBBIX U HHAWBUTYaIbHBIX
KOHCYJIbTAIMi, KYpPCOBOTO TIPOEKTHPOBAHUS (BBIOIHEHHS KyPCOBBIX paboT), TEKYILEr0 KOHTPOIIS U
MPOMEXYTOUYHO# aTTectaru. OCHOBHOE 000PYIOBaHUE: ClIEUAIN3UPOBaHHAs MeOeIb,
MYJIBTUMEAHATPOEKTOP (MIEPEHOCHO#), SKpaH (IIEPEeHOCHOH ), KOMIIBIOTEP U3MEPUTENb [IIYMOB M BUOpau
003-M3

ITomereHus 1151 CaMOCTOSATENIBHON PaOOTHI 00YYAIOIIUXCS OCHAIEHB KOMITBIOTEPHOM TEXHUKOM,
MOAKIIIOYEHHON K MH(OPMAIIOHHO-TEIEKOMMYHHUKAIIMOHHOW ceTH «IHTepHeT», 1 00eCIeYeHBI T0CTYIIOM B
JMEKTPOHHYI0 HHPOpPMAIMOHHO-00pazoBaTenbHyto cpeny Upl YIIC. [Tomemenns At caMOCTOSATEIBHO N
paboThHI 00yUAIOIIHXCS:

— YUTAIbHBIC 3aJIbI;

— y4eOHbIe 3aIbl BEIYUCIUTENBHON Texaukn A-401, A-509, A-513, A-516, 1-501, A-503, 1-505, 1-507;

— IOMEIIEHUS U XPaHEeHUs B IPOPIIIAKTHYECKOr0 00CITy)KUBaHus yaeOHOTro o0opynoBanus — A-521

8§ METOANYECKHUE YKA3AHUSA IJIS1 OBYYAIOIUXCHA
11O OCBOEHMIO JTMCIMITJIMHBI

Bun yuebHoit
JIeSITETIbHOCTH

Opraauzanus yaeOHOH 1eSTeIbHOCTH 00yJaromerocs

Jlekmust (ot matmHCKOTO «lection» — dYTeHWE) — BHJ ayAHTOPHBIX YYEOHBIX 3aHSITHU.
Jleknusi: 3aKkiasbpIBa€T OCHOBBI HAay4YHBIX 3HAHUM B CHCTEMATHU3WPOBAHHOM, MOCIEI0BATEIbHOM,
0000meHHo (GopMe; PACKPBIBAET COCTOSIHHE W TEPCHEKTHUBHI Pa3BUTHS COOTBETCTBYIOUIEH
00J1aCTH HAayKW W TEXHHWKH; KOHIICHTPUPYET BHUMAaHHE OOydarolmIuxcs Ha HanboJiee CIIOKHBIX,
Y3II0OBBIX BOIIPOCAX; CTUMYJIMPYET MO3HABATENbHYIO aKTUBHOCTH O0YYArOIINXCSI.

Bo Bpems JNEeKIMOHHBIX 3aHATHH OOYYAIOIIMICS [OMKEH YMETh CKOHIIEHTPHUPOBATH
BHMMAaHHE Ha HM3y4aeMbIX MpoOJeMax W BKIIOYUTH B pabOTy BCE BHUJABI MaMSTH: CIOBECHYIO,

.HGKIII/H{ 06pa3Hy}0 1 MOTOPHO-JABUI'aTCJIbHYTO. I[J'IS[ OTOT'0 BEChb MaTepual, H3J1araeMbIi peroaaBaTeieM,

oOydaromemMycsi HE0oOXOAMMO KOHCHEKTHpOBaTh. Ha MONSIX KOHCIEKTa cIexyeT IoMedaTh
BOIPOCHI, BBIACIEHHbIE OOydYalOIMMCSl Ui KOHCYJIbTAllMM C IIperojasaresieM. BbIBOJb,
TIOJTyYeHHBIE B BUE POPMYJI, PEKOMEHIyeTCsl B KOHCIIEKTE TIO{4EPKUBATH NIIN 0OBOJUTH PAMKOH,
4yToOBl JIydIle 3alOMHHANNCH. [lOJIE3HO COCTAaBUTh KpaTKWil CIPaBOYHMK, COZIEPIKaIIUH
oTIpeJieTIeHUs] BaXKHEHIINX MOHATHH Jiekunu. K KaXIoMy 3aHSATHIO cieayeT pa3odpars Marepual
mpenslayIneld Jexiuu. M3ydas marepwand 1o Y4eOHWKY WJIM KOHCIIEKTY JIEKIWH, CIIeayeT
MEPEXOJUTH K CIAETYIOMIEMY BOIIPOCY TOJIBKO B TOM CIy4ae, KOTJa XOpOIIO yCBOEH MPEIbLIYIIHH




BOIIpOC. PHZ[ BOIIPOCOB JUCIUTLIMHBI MOXKET OBITh BBIHECEH HAa CAMOCTOSITCIIBHOE N3y4YCHUC. Taxoe
3aJaHuc Tpe6yeT OICPATUBHOT'O BBITIOJTHCHUA. B xoHCcnekTe J'IGKIII/Iﬁ H€06XOHI/IMO OCTaBUTb MECTO
JUIs1 OCBCHICHUSA YIIOMSIHYTBIX BOIIPOCOB. 00603HaYUTE BONPOCHI, TCPMHUHBI, MaTCpHall, KOTOpLIﬁ
BbI3BIBACT TPYAHOCTU, HOMETUTH U NONBITATHCA HaWTH OTBET B pEKOMeH[[yeMOﬁ JiaTepartype. Ecmu
CaMOCTOATEJIbHO HC YIaC€TCA pa306paTLc;1 B MaTtepuaje, To HCOGXOZ[I/IMO C(i)OpMyJ'II/IpOBaTI: BOIIpOC
1 3aaThb NPEToAaBaTC/I0O Ha KOHCYJIbTAIluM, Ha IPAKTUYICCKOM 3aHATHU

IIpaktuueckoe
3aHATHE

[IpakTHyeckoe 3aHATHE — BUJ ayJJUTOPHBIX Y4eOHBIX 3aHSITHIL, LleJieHanpaBieHHas hopma
opraHu3anyuu yueOHOro mpolecca, IpH peaausaluy KOTOPOH oOydarolmuecs MO 3aJaHUI0 U HOA
PYKOBOJICTBOM MpEIOAaBaTeNs BBIIOIHSIOT NpaKTH4ecKue 3ajaHus. [IpakTuyeckue 3amaHus
HanpasjeHbl Ha YyriyOJleHHe HAYYHO-TECOPETHYECKUX 3HAHUHW W OBIIAJICHHE OINpPEIEIICHHBIMU
MeToaMH paboThl, B MPOIIECCe KOTOPBIX BHIPA0ATHIBAIOTCSI YMEHUSI U HABBIKU BBITIOJIHEHUS TEX
WIA WHBIX Y4eOHBIX NeHCTBUH B AaHHOW cdepe Haykd. lIpakTuueckue 3aHATHS Pa3BHUBAIOT
HAyYHOE MBIIIICHHE M PEYb, MO3BOJIAIOT MPOBEPHUTH 3HAHMS OOYUarONMIMXCS, BBICTYHAIOT Kak
CpEeACTBa ONEPATUBHOM 0OPATHOH CBSI3M; LIENb MPAKTHUECKHUX 3aHATHH — yIIIyONsTh, PacINpATh,
JeTaTM3NpPOBATh 3HAHHS, IMONyUCHHBIE HA JIGKIWH, B OOOOIIEHHON (opMe W CONeHCcTBOBATH
BEIPAOOTKE HABBIKOB MPO(PECCHOHANBHOMN NeATETFHOCTH.

Ha mpaktudecknx 3aHATHSX MOAPOOHO paccMaTpHBAIOTCS OCHOBHBIE  BOMPOCHI
JMCUUILUIHHBI, pa30MpatoTCs OCHOBHBIE THITHI 3371a4. K Kak1oMy IpakTHYECKOMY 3aHSTHIO CIEIyeT
3apaHee CaMOCTOSTENILHO BBIIOJHUTH JOMAIIHEE 3aJJaHue M BBIYYUTDH JIEKIMOHHBIH MaTepHal K
cienytomei Teme. CUCTeMaTH4eCKOe BBINOJIHCHUE JIOMAIIHUX 3aJlaHUH 00513aTeIbHO U SBIIACTCS
Ba’>XHbBIM (I)aKTOpOM, CHOCO6CTByIOIlII/IM YCIICHITHOMY YCBOCHHWIO JUCIHUIIIIMHBL

JlabopaTopHras
pabota

OCHOBHO 11eITBI0 TA0OPATOPHBIX PadOT ABIACTCS TEOPETUISCKOE 0O0CHOBAHHUE, HATIISAHOE
W/WIM SKCHEPUMEHTAIbHOE MOATBEPKJICHUE H/WIM MPOBEpPKAa CYLIECTBEHHBIX TEOPETHYECKUX
MOJIOKEHUH (3aKOHOB, 3aKOHOMEPHOCTEH) aHanu3 CYHIECTBYIOIIUX METOAMK M METOJOB HX
peammzanu ¥ T.0. OHM 3aHMMAIOT NPEHMYIIECTBEHHOE MECTO INPH W3YYEHHH JUCIHUILUINH
00513aTeJIbHOM YaCTH U YacTH, POpMUPYEeMOil ydacTHUKaMK 00pa30BaTeIbHBIX OTHOIICHHH biioka
1.

Hcxons u3 1ienu, coiepKanueM J1abopaTOPHBIX pabOT MOTYT OBITh:

- DKCIICpUMEHTAIbHAS TIPOBEPKa (POPMYII, METOIUK pacdeTa;

- IpOBEICHIE HATYPHBIX N3MEPEHII CBOHCTB, pa00YHX TapaMeTPOB, PSKUMOB pabOTHI IpH
MTOMOIIH JTAOOPaTOPHOTO 00OPYAOBAHUS /WA CTEHAOB 1 MAKETOB;

- 03HAKOMJICHHUE, aHAJIN3 ¥ TEOPETHUECCKHE BBIKIIAAKH [0 YCTPOHCTBY, IPUHITUITY ACHCTBHS
1 crioco6aM 00CTy)KHBaHUS alllapaToB, JeTajeld MalliH, MEXaHU3MOB, IPOIIECCOB, IIPOTEKAIOMINX
B HUX TIPH 3TOM U T.1I.;

- HarJsiaHas rpaduyeckas MHTEpIpeTalys YepTexei, cxeM, 00bEeMHBIX MOBEPXHOCTEH U
T.J1., BOCHPOHU3BOJUMBIX C TOMOIIIBIO CHENHATH3UPOBAHHOTO IPOTPAMMHOI0 0OECTICUECHNS;

- MMHTAIMOHHOE MOJIEJIMPOBAHUE IMPOLECCOB, NMPOTEKAIOUINX B CIOXKHBIX XUMHYECKHUX,
(bU3NYECKUX, MEXaHMYECKHX, JICKTPUIECKUX U TIP. 00BbEKTaX;

- HaIJIAgHOE NpEeACTaBIeHHE O paboTe NepcoHala KOHKPETHOH OpraHu3aliM WM
nonpaznenenust OAO «PXK/I» mocpencTBOM MOJIEINPOBaHUS IITATHRIX M BHEIITATHBIX CUTYAIHH
B BUPTYaJbHBIX CIECIAATH3UPOBaHHBIX APM (aBTOMATH3MPOBAaHHBIX PabOUMX MECT);

- YCTaHOBJICHHE W TOATBEPXKACHUE 3aKOHOMEpPHOCTEH (IIyTeM CpaBHEHHUS MPOBEICHHOTO
AKCIICPUMEHTA M PACCYUTAHHBIX 3HAYCHUH) U T.11.;

- 03HAaKOMJICHHE C METOIUKAMH IPOBEACHUS SKCICPUMEHTOB, HATJSITHBIM YCTPOWCTBOM
CTCH-MaKeTOB U TIp.;

- YCTAaHOBJICHUE CBOWCTB BEIIECTB, MX KAYECTBEHHBIX M KOJIMUECTBEHHBIX XapaKTEPUCTHUK;

- aHaJIM3 pa3lIMuHbIX XapaKTEPUCTUK MPOIECCOB, B TOM YKCIIE IPOU3BOJCTBEHHBIX M HHBIX
IIPOIIECCOB,

- pacdeT mapaMeTpOB DPA3IUYHBIX SBICHUI M MPOIECCOB, CMOAEIMPOBATH KOTOPHIE HE
BO3MOXKHO B pEaJIbHBIX YCJIOBUSX (HAaIIpUMep, Ype3BbIYaliHbIe CUTYaIUH U TIP.);

- HaOJIIOICHNE Pa3BUTHS SBJICHUH, IPOIIECCOB | JP.

JomyckaeTcs WHOE cojaepkaHue 1abopaTopHBIX padoT, ecii 3TO OyAeT crocoOCTBOBATH
peanM3anyy 1eael u 3a1a4 AUCHUTUIMHBL 1 POPMHUPOBAHHUIO COOTBETCTBYIOIIUX KOMIIETEHIIUH.

[o xapakTepy BBIMOJIHACMBIX JTa00PATOPHBIX PA0OT BO3MOXKHEI:

- O3HAaKOMHUTEJbHbIE palbOTBHI, HCIONB3yeMblE U1  3aKpeIUIeHUs  W3yYeHHOI'o
TEOPETHYECKOTO MaTepUalIbl;

- aHAINTHYECKUe paboThI, UCTIONb3yeMbIe JUIS MTOJy4YeHHs HOBOM MH(pOPMAaIMK Ha OCHOBE
(hopManu30BaHHBIX METO/IOB;

- TBOpYECKHUE pabOThl, ODHEHTHPOBAHHBIE HA CAMOCTOSTEIIbHBIN BHIOOD MOIXOJIOB PEIICHHUS
3am1ad.

[pexae, YeM MOPUCTYNUTh K J1a0OPATOPHBIM 3aHATHSAM, OOYYalOUIMMCS HEOOXOAUMO
MIOBTOPUTH TEOPETHUECKUN MaTepHal mo Teme padothl. Kaxxnas maboparopHas paboTa ocHaieHa
METOJIMYECKHMH YKa3aHUSIMH, pa3pab0oTaHHBIMHU MPEoaBaTe/sIMK, BEAYIIUMH JAUCHUILIIUHY

CaMocTosTenbpHas
pabota

O6yuenne mo mucumiuinHe «MeTombl W CpeAcTBa KPHUITOrpadUUecKON 3aIuThI
nH(popManum» NperycCMAaTPUBACT aKTHBHYIO CaMOCTOATENbHYIO paboTy oOydwaromerocs. B




paszene 4 pabodeil nporpaMMel, KOTOPBIH Ha3bIBaeTcs «CTPYKTYpa U ColepKaHUe TUCIUILIHHBY,
BCE 4Yachl CaMOCTOSTEIbHOW pabOTHl pacHucaHbl 110 TeMaM M BOIpPOCaM, a TaKKe yKa3zaHa
HeoOxoanMas ydeOHasi Jureparypa: oOydalommiics HM3ydaeT ydueOHBIH Marepuai, pa3oOupaer
NPUMEPBl U peIlaeT pa3HOYPOBHEBBIC 33/1aud B paMKax BBIIOJHEHHS Kak OOIIMX JOMAalIHUX
3aJaHui, TaK M WHIUBHIAYAIbHBIX noMamHux 3afganuii (UJI3) m npyrux BumoB pador,
NIPEAYCMOTPEHHBIX paboueil mporpaMMoi TUCHUILIMHBL. [Ipy BBIMOJHEHHH AOMAIIHUX 3aJaHUN
obydaromeMycst clefyeT oOpaTHThCsA K 3ajadaM, PEIICHHBIM Ha NPEABIIYIINX IPaKTHYSCKUX
3aHATHAX, PEIICHHBIM JOMAIIHUM paboTaM, a TakxkKe K IpuMepaM, IPUBOAUMEIM JiekTopoM. Eciu
9TOro OymeT HEeNOCTaTOYHO MJIS BBIIOJHEHUS Bceil pabOTBl MOXHO  IONOJIHUTEIBHO
BOCIIOJIB30BaThCS YICOHBIMH ITOCOOHSIMU, IPUBEICHHBIME B paszene 6.1 «YdueOHas mutTeparypa.
Ecinun, HecMOTps Ha U3YYCHHBII MaTepHall, 3aJlaHie BBIOJIHUTE HE YAAeTCs, TO B 00S3aTEIBHOM
HOpSAKE HEOOXOAUMO IOCETHTh KOHCYJIBTALMIO NPENoJaBaTelisi, BEXYIIEro HpPaKTHYSCKUE
3aHATHS, W/WITH KOHCYJIBTAIMIO JIEKTOPA.

JomamiHue 3ajaHMs, WHIUBHIyaJlbHbIE JOMAIlHME 3aJaHus W JApyrue paboThl,
IIpeAyCMOTPEHHbIE pado4el IpOrpaMMON JUCIMIUINHBI TOJDKHBI OBITH BBITOJIHEHBI 00Y4aIOIUMCs
B YCTAQHOBJICHHBIC IPEINOJaBaTeIeM CPOKH B COOTBETCTBHUM C TPEOOBaHMAMH K O(OPMIICHHIO
TEKCTOBOH M rpaduuecKkoil JoKyMeHTaluu, chopMmynupoBaHHbiM B [lonoxenun «TpeboBaHus K
0 opMIICHHIO TEKCTOBOHU 1 rpaduueckoil TokymMeHTauuu. HopMOKOHTpOIIBY

Komruiekc yueOHO-METOUYECKUX MAaTEepUajIoB 10 BCEM BHUJAM y4eOHOH AesATeIbHOCTH, IPEIyCMOTPEHHBIM paboyeit
MPOrpaMMoil TUCHUITIIMHBI (MOYJIs), pa3MEIeH B JIEKTPOHHOH HHpOpMaMoHHO-00pa3oBarenbHoit cpene Vpl YIIC,
JIOCTYITHOW 00y4aromeMycst 4epe3 ero JINYHbIN KaOHMHET




IIpuio:xkenne Ne 1 k padoueil mporpamme

POH/I OHEHOYHBLIX CPEJICTB

JJIS1 IPOBe/IeHN sl TEKYIEro KOHTPOJIsl YCIIeBAeMOCTH
U IPOMEKYTOYHOM aTTecTAlluN



1. O01mme moJ10KeHus

®onx  oueHouyHblx cpeAactB (POC) sBaseTcs COCTaBHOM YacThi0 HOPMATHBHO-
METOJUYECKOr0  O0ecreueHusi CHUCTEMbl OLEHKM KadyecTBa OCBOCHHS  OOy4YaroUUMUCS
00pa30BaTebHOI POrpaMMBl.

@OHJI OLIGHOYHBIX CPEJICTB IMpeJHa3HayeH JJs UCIHOJb30BaHUS OOydYarolUMHUcs,
npenogaBarensamu, anmuuuctpanued Hpl'VIIC, a Takke CTOpOHHUMH 00pa30BaTeIbHBIMU
OpraHM3alUsIMU 71l OLIEHMBAaHUS KayecTBa OCBOCHMsI OOpa3oBaTEIbHOW MPOrpaMMbl U YPOBHS
c(OPMHPOBAHHOCTH KOMITETCHIIUN Y 00yYarOIUXCS.

3amauamu POC aBnAr0oTCA:

— OLICHKA TOCTHIKEHHUH 00YJArOIIMXCs B TIPOIECCE U3YUCHHSI TUCIUTUIHHEI;

— obecrieyeHre COOTBETCTBUS Pe3ysIbTaToOB 00yueHHsI 3ajauaM OyayIiei npodeccuoHaaIbHON
JIeATETLHOCTH Yepe3 COBEPILCHCTBOBAHUE TPATUIIMOHHBIX U BHEAPEHHE WHHOBAIIMOHHBIX METO/IOB
oOydeHus B 00pa3oBaTeNIbHBIIN Mpo1ece;

— CaMOIIOATOTOBKA M CAMOKOHTPOJIb O0YYaIOIINXCS B TIpoliecce 00ydeHusl.

@DOH/I OIICHOYHBIX CPEACTB COPMUPOBAH HA OCHOBE KITFOUEBBIX MPUHIMUIIOB OLICHUBAHMUS:
BaJIMIHOCTh, HaJIS)KHOCTh, 00bEKTHBHOCTD, 3(PPEKTUBHOCTD.

Jns oueHku YpoBHA CPOPMHUPOBAHHOCTH KOMIIETEHIMI HCIOIB3YyeTCsl TPEeXypOBHEBAs
CUCTEMA:

— MHUHHUMAJbHBI YpOBEHb OCBOCHHS, OOS3aTENbHBINM [UIsI BCeX OOYyYaromMxcs IO
3aBEpUICHUI0 OCBOEHHMS 00pa30oBaTENbHON MpOrpamMmbl; JaeT oOOIllee IpeICTaBIeHUE O BHJE
JESITEIbHOCTH, OCHOBHBIX 3aKOHOMEPHOCTSX (YHKIIMOHUPOBAHUS OOBEKTOB MPOGeCCHOHATBHON
JeATEeTIbHOCTH, METOJIOB ¥ QJITOPUTMOB PEIICHUS TPAKTUYECKUX 3a]1a4;

— 0a30BBIi  ypOBEHb OCBOCHHS, TMPEBBIIIEHUE MHUHUMAIBHBIX  XapaKTEPUCTHK
c(hOpMUPOBAHHOCTH  KOMIETEHIIMWA; TO3BOJISIET  peliaTh TUIOBBIE  3a/Jaud, [PUHUMATH
npodeccuoHaNbHbIE W YIPABICHYECKUE PEIICHHs [0 W3BECTHBIM arOpUTMaM, MpaBWIaM U
METOMKAM;

— BBICOKHH YpOBEHb OCBOCHHS, MAKCUMAJIbHO BO3MOXHAsl BBIPAXKEHHOCTh XapaKTEPUCTUK
KOMIIETEHIIM; IpeanoiaraeT roTOBHOCTh peliaTh NPaKTUYECKHUE 3aa4l MOBBIIIEHHOM CII0AKHOCTH,
HETHUIIOBBIE 3a/lau, MPUHUMATh NMPOGECCHOHATBHBIE M YIPABICHUYECKUE PEIICHUS B YCIOBHSIX
HEMOJIHOM  ONpPENENIEHHOCTH, TMPU  HEJOCTATOYHOM  JIOKYMEHTaJbHOM, HOPMAaTUBHOM H
METOIUYECKOM 00€CTICUEHHH.



HporpaMMa KOHTPOJBbHO-OIICHOYHBIX MCPOHPHHTHﬁ

2. llepeyeHb KOMINETEHIUI, B ()OPMHUPOBAHUMN KOTOPBIX Y4aCTBYET

AUCHHUILIMHA.

IIporpaMMa KOHTPOJIbHO-OLEHOYHBIX MEPONIPUATHIA.
IToxka3zaresin OEHUBAHUSA KOMIECTCHIUA, KPUTEPUH OLCHKHU

Jucuumnnuna «MeToabl U cpeicTBa Kpunrorpadudeckon 3auThl THGOPMAITUU» YIaCTBYET
B (hOpMHUPOBAHUH KOMITETEHITHI:
OIIK-9. CniocobeH mpuMEHSTh CpencTBa KpUnTorpaduyecKod U TEXHHUYECKOW 3alluThl
nH(bOpMaLIUY IJIs PEeIIeHuUs 3a71a49 TPo(hecCHOHATLHOM I TEIIBHOCTH,

o4Has (popmMa 00yueHusi

Haumenosanue Kon
KOHTPOJIEHO- HHHKATOPA HaumeHoBaHME OILICHOYHOTO
Ne OOBEKT KOHTPOJIS cpenctsa (popma
OLIEHOYHOTO JOCTHKEHHS *
TIPOBEACHUA*)
MEpOTIPUATHS KOMITCTEHIIHU
6 cemecTp
10 Paspen 1. Kpunrorpaguyeckue mMeroAbl 3alMThl HH(OPMALMM HAa OCHOBE CHMMETPHYHBIX
) KPHUIITOCHCTEM
o — Tema 1. OCHOBHBIC TOHATHUS OIIK-9.1
11 KOHyu([)nL kpunrorpaduu. [Totounoe OIIK-9.2 CobecenoBanne (yCTHO)
P mmdpoBaHue. OIIK-9.3
Jlaboparopnas pabota Ne 1.
N OIlK-9.1
12 Texymuii «KOHTpOIIb IeJTOCTHOCTH OITK-9 2 JlaGopatopHas paboTa
' KOHTPOJIb HHPOPMALIUH TIPU CITYIaWHBIX OHK-9I 3 (TTMCBEMEHHO/YCTHO)
BO3/ICHCTBUSIXY. '
Tewma 2. brounble cuMMeTpUYHBIE
. — KpunTocucteMsl. Poccuiickuit OIIK-9.1
13 KOHijmb ITOPUTM KPUNTOTPadUIECKOTO OIIK-9.2 CobGecenoBanue (YCTHO)
i npeobpaszopanus, [OCT 34.13- OIIK-9.3
2018.
14 Texymuii JlaGopatopHas pabota Ne 2. 8g§:g; JlaGopatopHas paboTa
KOHTPOJIb «ITotounoe mmdpoBanue». OITK-9 3 (MMCBMEHHO/YCTHO)
20 Pazpen 2. Kpunrtorpaguyeckme MeToabl 3alIMTHI HH(OPMANMH HAa OCHOBE [BYXKJIOYEBBIX
) KPHIITOCHCTEM
o —— Tema 3. Onpenenenue OI1K-9.1
2.1 KOHyu([mL JBYXKJTFOUEBBIX KPUTITOCHCTEM. OIIK-9.2 CobecenoBanue (yCTHO)
P Oo6wmen Juddu-Xennmana. OIIK-9.3
. OIIK-9.1
Texymmii JlaboparopHas pabota Ne 3. JlaboparopHas paboTa
2.2 OIIK-9.2
KOHTPOJIb «O6men uddu-Xemmanay. (TTHCBEMEHHO/YCTHO)
OIIK-9.3
Texyuii Ierr?Ti.cpﬁ];Z;i?}L?;?LfBaHHﬂ OIK-9.1 Tecruposaine
2.3 KOHij)J'IL CIZ)B €MEHHbIE TeXHonI:)rI/H/I . OIIK-9.2 (KOMIbIOTEpHEIE
P P OI1K-9.3 TEXHOJIOTHH)
mmdpoBaHus.
. Jlaboparopnas pabota Ne 4. OIIK-9.1
24 gggyﬂg/lz «IIudpoBanue coodIeHNI OIIK-9.2 gfciﬁsgggfﬂcfig; Ta
por kpurntocucteMoii RSA». OIIK-9.3 Y
3.0 Paznen 3. Kpunrorpadguueckue MeTobl 3alUTHI 3JIEKTPOHHOT0 JOKYMEHT0000pOTa
o — Tema 5. Xeur-¢pynkuus. [IpaBoBoe OIIK-9.1
3.1 KOHyu(I)J'IL oOecriedeHre TCKTPOHHON OI1K-9.2 CobecenoBanue (yCTHO)
™ MOJIHACH. OIIK-9.3
Tema 6. Poccuiickue cTaHzapThI
Texymuii ;IS(;TE(;HHO;ITH(): HI/IEICI/EII.B.JIGHI/IH OIK-9.1
3.2 i pacIpyKTypa yip OIIK-9.2 CobecenoBanue (yCTHO)
KOHTPOIIb OTKPBITBIMH KITIOUAMH.
OIIK-9.3
TexHoIOTHH 1 METOJIBI
ayTeHTH(UKaAIHH.
. JlabopaTopHast padota Ne 5. OIIK-9.1
3.3 Eggyuggi «TexHomorus MeKTPOHHON OIIK-9.2 gﬁiﬁ;ﬁggfigﬁg; a
™ TMOJITHACH . OIIK-9.3 b
Texymmii Tema 7. XapakTtepucruka OIlK-9.1
34 KOHTPOJIb KPUNTOTpapUIECKUX METOIOB OIIK-9.2 Cobecenosanme (ycTHo)




samuthl B KpunrrolIpo CSP. OIIK-9.3
XapakTepHucTHKa 3apyOesKHBIX
KPHIITOCHCTEM.
N JIabopaTopHast pabota Ne 6. OIIK-9.1
3.5 gggﬁﬁz «B3anmMHas ayTeHTH(UKAIISL OIIK-9.2 gﬁiﬁggg (I:/aﬂcg ;S;) Ta
P cyO0bekToB Ha ocHOBE DIT». OIIK-9.3 Y
TpomesxyTounas OIIK-9.1 Kypcogas pabora
ATTecTALS Bce paznmenst OI1K-9.2 (TTMCHMEHHO)
OIIK-9.3 Kypcogast pabora (ycTHO)
Ok3amMeH (cobecenoBaHue
[TpomexyrouHas OIK-9.1 Ok3ameH ( Tecm;losanne )
aTTecTalns Bee paspenr OIIK-9.2 (KOMITBIOTEpHBIE
OIIK-9.3
TEXHOJIOTHH)

*®opmMa MpoBeieHUsT KOHTPOJIbHO-OLEHOYHOTO MEPOIPUITHS: YCTHO, MUCbMEHHO, KOMIIBIOTEPHbIE
TCXHOJIOTHUH.
Onucanue noka3zarejed 1 KpuTepueB OLEHUBAHMS KOMIIeTEHIIMA.
Onucanue mKaJja OeHUBAHUS

KoHTponp KkadecTBa OCBOCHHS JUCHUIUIMHBI BKJIIOYaeT B Ce0s TEKyIIUHA KOHTPOIb
YCIIEBAEMOCTH M MPOMEXKYTOUYHYIO aTTecTaluio. TeKyIuil KOHTpPOJb YCHEBAeMOCTH U
MPOMEXKYTOUHAST ATTECTAUsI OOYYAIOMIMXCS IMPOBOJIATCS B ILEISIX YCTAHOBICHHUS COOTBETCTBUS
JOCTHKEHUI  O00y4arommuxcs MO3TalmHbIM TpeOoBaHUSM 00pa3oBaTeNbHON MpOrpamMmbl K
pe3yibraraM o0ydeHus: 1 OPMUPOBAHUS KOMIICTCHITHIA.

Texkymuii KOHTPOJIb yCIIEBAEMOCTH — OCHOBHOM BHUJ CHCTEMAaTHYECKOW MPOBEPKU 3HAHUH,
YMEHUM, HABBIKOB OOYyYalOIIMXCA. 3ajadya TEKYIIErOo KOHTPOJISI — ONEpPaTUBHOE U PETyJIpHOE
yrpaBieHHe Y4eOHOM NesTeNbHOCTHIO 00YYarOINXCs HA OCHOBE 0OpATHOMU CBSI3U U KOPPEKTUPOBKH.
Pe3ynbTathl OlleHUBaHUS YYUTHIBAIOTCSA B BUJIE CPEHEH OLICHKHU MPHU MPOBEICHUH MPOMEKYTOTHOM
aTTeCTallUU.

Jy1st orieHMBaHMs PE3yIbTATOB 00YUYEHUS UCIIOJIB3YETCSI YEThIPEeX0aTbHAS IITKAJA: «OTIMYHOY,
«XOpOIIIO», «YIOBIETBOPUTEIHHOY, «HEYTOBICTBOPUTEIHLHO» U JABYXOAIUTbHAS IIKANA: «3a4TCHOY,
«HE 3aUTEHOY.

[lepedyeHb OLIEHOYHBIX CPEACTB, UCIOJIb3YEMBIX [UJISl OLICHMBAHUS KOMIIETECHIIMI, a TaKxke
KpaTKasi XapaKTepUCTUKA 3TUX CPEJICTB MPUBEICHBI B TAOJIHIIE.

Texymmii KOHTPOJIb

IIpencraBnenue
HanmenoBanue
Ne Kpatkast xapakTepuCTHKa OLIEHOYHOTO CPEICTBA OLIEHOYHOI'0
OIICHOYHOT'O CPE/ICTBA
cpenctea B @OC

CpeactBo  KOHTpOJII  HAa  TPAKTUYECKOM  3aHITHH,
OpPraHWU30BaHHOE KakK CHeNHaibHas Oecela MpemnojaBaTens C

1 | CobecenoBanue

O6y‘IaIOH.[I/IMC$[ Ha TEMBI, CBA3aHHBIC C H3y‘laeMOI>'I
HHCHHHHHHOﬁ, 1 PACCYUTAHHOC HA BBIICHCHUC 00beMa 3HAHUMH

Bormpocsr mst
cobecenoBaHus 110

TectupoBanue
2 | (KOMITBIOTEpHBIE
TEXHOJIOTHH)

00y4aIOIIErocs 1Mo OMNpeIeICHHOMY pasjieny, TeMe, IpodiiemMe | TeMam/pas/ieliam
U T.IL JUACIIUTTTHHBI
Moxer OBITh  HCIONB30BAHO JUIS  OICHKA  3HAHHA

00yJarmuxcst

CuctemMa CTaHIAPTU3UPOBAHHBIX 3aJIaHUM, MO3BOJIIOIIAS

aBTOMAaTHU3HPOBATh MPOLENYpPY HU3MEPEHHsI YPOBHS 3HAHUU U
yMEHHI 00ydaromerocs.

MosxeT OBITH HCIIOIB30BaHO JUISl OLIEHKH 3HAaHWH, yMEHHWH,
HAaBBIKOB U (MJIN) OTBITA JESITEIHbHOCTH 00YJIarOIIUXCS

DoH TECTOBBIX
3aJJaHuHA

3 | Jlaboparopnas pabora

CpezncTBo, MO3BOJISIONIEE OLEHUTh YMEHHE OOY4YaloIIerocs
MMUCBMEHHO/YCTHO WU3JIaraTh CyTh IIOCTAaBICHHOW 3a1adW,
CaMOCTOSTEIIFHO MPUMEHATh CTAHAAPTHBIC METOMBI PEIICHUS
MIOCTABJICHHOW 3aJadyd C FKCIIOJNB30BAaHHEM HMEIOIIeHCs
nabopatopHoii  0a3pl, NPOBOIUTH aHAIU3 TOJYYEHHOTO
pe3ynbTara paboThI.

Moxer 6I)ITI) HUCIIOJIB30BAHO JIsI OLICHKHU yMeHI/H\/'I, HaBBIKOB U
(Wn) ombITa ASSITENLHOCTH 00YIarOIIHXCS

OO6pa3zer 3a1aHus
JUISl BBITIOJTHEHUS
nabopaTopHOi
paboTh 1
IPUMEPHBIN
nepeyeHb
BOIIPOCOB TSI €€
3aIIUTHI




IIpoMesxyTouyHas arTecTanus

IIpencraBnenue
HaumenoBanue
No Kpatkas xapakTepuCTHKa OLIEHOYHOI'O CPEICTBA OLIEHOYHOT' O
OIIEHOYHOI'O CPeACTBa
cpenctea B POC
Ilepeuens
TEOPETUYECKUX
CpencTBO, MO3BOJIAIONIEE OLICHUTh 3HAHUS, YMEHUS, HABBIKOB | BOIIPOCOB U
1 | Sxsamen 1 (WIH) OTIBITA AESATEIBHOCTH 00yYaIOIerocs No JUCHUIUIMHE. | MPaKTHYECKHUX
MosxeT OBITH HCIIOJIB30BaHO JUISl OLICHKM 3HAHWH, yMEHMH, | 3anaHuii (oOpasen
HaBBIKOB U (MJIM) ONBITA IESTEIBHOCTH 00Y4aIOIINXCS 9K3aMEHallMOHHOTO
owmrera) K
SK3aMEHY

Tect — mpoMeKyTOYHAS
2 | arrecramus B popme
JK3aMeHa

CucremMa  aBTOMAaTHU3MPOBAHHOTO  KOHTPOJII  OCBOCHHUSA
KOMICTCHIMKA (4acTH KOMIICTEHIIMK) OOyJaroImuMcsl o
JUCHUIUIAHE (MOJYJII0) C MCIOJIb30BaHUEM HH(OPMAIIMOHHO-
KOMMYHHUKAITHOHHBIX TEXHOJIOTHH.

MokeT OBITh HWCHOJB30BAHO U OLCHKH 3HAHWH, YMEHUH,
HABBIKOB U (WJIN) OTBITA JESITEIHPHOCTH 00YJIarOIIUXCS

DoHJ TeCTOBBIX
3aJaHuN

3 | KypcoBas pabota

[103BOJIAET OLIEHUTh YMEHHS O0YJAIOIIUXCS CAMOCTOSATEIBHO
KOHCTPYHPOBAaTh CBOM 3HaHMS B TPOIECCE PEHICHUS
MPaKTHYECKUX 3a7a4 ¥ Opo0JieM, OpPHUEHTHPOBATHCA B
HHOOPMAIIHOHHOM MPOCTPAHCTBE " YPOBEHb
cOpPMHUPOBAHHOCTH  AHATMTHYECKUX, HCCIETOBATEILCKUX
HaBBIKOB, HABBIKOB IIPAKTHIECKOTO U TBOPYECKOTO MBIILICHHSL.
MoseT BBIMTONHATECS B WHIMBUIYAIBHOM TOPSIKE M
TPYIION 00YYATOIIHXCS.

Mo>keT OBITh MCIIOIB30BAHO ISl OLEHKA YMEHHI, HABBIKOB H
(WsIK) OIBITA AEATETBHOCTH 00YYAONIMXCS B MPEIMETHON MK
MEXIIPEIMETHOM 001aCTIX

Oo6pa3ser| 3a1aHus
JUIS BBITIOJTHEHUS
KypCcOBO# pabOTHI
Y IpUMEPHBIN
HepeueHb
BOIIPOCOB TS €€
3aIIUTHI

Kpurepun u mkajbl OHeHUBAHUS KOMIIETEHIUI B pe3yJibTaTe H3y4YeHUs IMCUHMIIHHBI
NPHU NPOBEICHUN NMPOMEKYTOYHON aTTecTanuu B (popme 3x3amena. lllkaja ouennBanus

YPOBHSI OCBOCHUHA KOMIIeTeHIInii

[IIxana oneHUBaHUS

Kpurepun oneHnBanus

YpoBeHb
OCBOCHHUS
KOMIIETEHITHA

COTJIIUYHO»

OOyyaromuiicss MPaBWILHO OTBETHJI HA TEOPETHYECKUE
Borpochl. [loka3zan oTiMYHBIE 3HAHUS B paMKax y4eOHOTO
Marepuana. [IpaBUIIbHO BBIMOJHWI MPAKTHYSCKHUE 3a/IaHHS.
IMokazan OTAMYHBIE YMEHUS W  BIAJCHUS  HABBIKAMU
MPUMEHEHHsT TOJNYYCHHBIX 3HAHWUA W YMEHHH NPH pPEIlICHUU
3a7a4 B paMkax yudeOHoro wmatepuana. OTBETHJI Ha Bce
JOTIOJTHUTCIIbHBIC BOIPOCHI

Bricokmit

«XOpPOoIo»

OOyyaromumiics ¢ HEOONBIIMMU HETOYHOCTSIMH OTBETHJ Ha
TeopeTHIecKre BOmpockl. ITokasan Xopolire 3HaHUS B paMKax
yaeOHoro marepuana. C  HEOONBIIUMH  HETOYHOCTSAMHU
BBITOJIHIIT TIPAKTHUCCKUE 3adaHus. [1oKa3an XOpomue yMEHUs
M BIIQJCHUS HABBIKAMU NPHUMEHEHHS MOJTYYCHHBIX 3HAHHA U
YMEHUU TpU pElIeHUH 3a/1a4 B paMKax y4eOHOro Marepuana.
OTtBeTr1 Ha OOJBIIMHCTBO JIOTIOJTHUTEIHLHBIX BOIIPOCOB

ba3zosBebrit

«YAOBJICTBOPUTCIILHO»

OOy4aronuiicst ¢ CyIeCTBEHHBIMA HETOYHOCTSIMH OTBETHJI HA
TeopeTndyeckue Bompochl. [lokasan yaoBIETBOpUTENbHBIE
3HaHMS B paMKax ydeOHoro martepuana. C CylleCTBEHHBIMHU
HETOYHOCTSMHU BBINOJIHUI MpakTHUYecKhe 3ajaHusa. llokaszan
yIOBJIETBOPUTENbHbIE YMEHHs U  BIaJEHHs  HaBbIKAMU
NIPUMEHEHHUSI NOJIYYEHHBIX 3HAHUH W YMEHUH IPHU PELIECHUU
3amad B pamkax ydeOHoro wmatepmana. Jlomyctun MHOTO
HETOYHOCTEH IIPU OTBETE HA JONOJIHUTENBHBIE BOIIPOCHI

MuHUMaILHBIN

«HEYIOBJIETBOPUTEIBLHO)»

OOyuarommiics IpU OTBETE HA TEOPETHIECKHUE BOMPOCH! U MPH

BBIIOJTHEHUU TMPAKTUYECKUX 3aJaHUM MPOJIEMOHCTPUPOBAII

Komnerenuus
He chopMupoBaHa




HEJ0CTaTOYHbII YPOBEHb 3HAHUH U YMEHUN IIPU PELICHUH 3a1a4
B paMmkax y4yeOHoro Mmarepuana. Ilpum oTBerax Ha
JOTOJIHUTENbHBIE BOIPOCHI OBUIO JAOMYIIEHO MHOXECTBO
HETIPABUIIBHBIX OTBETOB

Tect — npomexyTouHas aTTectanus B GopMe IK3aMeHa

MPOXOKACHUUN TECTUPOBAHUA

Kputepuu onieHuBanus [IIxana olieHWBaHUs
OoOyuaronmiicss BepHo otrBeTwi Ha 90 — 100 % TecTOBBIX 3amaHuil mpu
«OTJIIMYHOY
MIPOXOKIACHUH TECTUPOBAHUS
OoOyuaronumiicss BepHO oTBeTHs Ha 80 — 89 % TECTOBBIX 3aqaHUUl TIPU
«XOPOILIOY

OoOyuaronumiicss BepHO oTBeTHs Ha 70 — 79 % TeCcTOBBIX 3amaHHUil TPU
MIPOXOKJICHUN TECTHPOBAHUS

«YOOBJICTBOPHUTCIILHO»

OOyuaronmiicss BepHO OTBETHI Ha 69 % W MEHEee TECTOBBIX 3aJaHUIl MPHU
MIPOXOXKJICHAN TECTHPOBAHUS

«HEYOOBJICTBOPUTECIBHOY

KypcoBas pabora

[IIxana oneHUBaHUS

Kpurepun onennBanus

COTJIIUYHO»

CopneprkaHre KypcoBOi paOOTHI IOJHOCTBIO COOTBETCTBYET 3amaHuio. [IpencraBieHb
pe3yIbpTaTHl 0030pa INTEPATYPHBIX U WHBIX UCTOUYHUKOB. CTPYKTYypa KypcoBOi paboThI
JIOTHYECKH M METOAWYECKH BBIACpKaHa. Bce BBIBOIBI M MPEIUIOKEHUS yOSAUTETHFHO
aprymeHTupoBaHbl. OdopMieHHe KypcoBOH pabOTHl W MOJYYCHHBIC pE3YJIbTaTHI
MOJTHOCTHIO OTBEYAIOT TPEOOBAHUSIM, W3JI0KEHHBIM B METOJHUYCCKUX YyKa3aHUsAX. [Ipu
3aIUTe KypCOBO# pabOThI 00YYAIOIIHMIACS MPABUILHO U YBEPCHHO OTBEYACT HA BOIIPOCHI
IpernojiaBaTess, JAEMOHCTpUPYET TINIyOOKOoe 3HAaHHE TEOPEeTHYEeCKOro Marepuana,
CHOCOOCH apryMEHTHPOBATh COOCTBEHHBIC YTBEPKICHHUSI U BBIBOIBI

«XOPOIO»

CojnepxaHue KypcoBoOil paOOTHI MOJHOCTBIO COOTBETCTBYET 3aiaHuio. [IpencraBiieHbl
pe3ynbTathl 0030pa IUTEPATYPHBIX U UHBIX HCTOYHUKOB. CTPYKTypa KypCOBOW pabOTHI
JIOTUYECKH W METOJMYECKU BBIJEP)KaHA. BOJNBIIMHCTBO BBIBOJIOB U MPEASIOKEHUN
aprymeHTupoBaHo. OdopMieHne KypcoBOH paObOTHI U IIOYYCHHBIC PE3YIbTATHI B LIEJIOM
OTBEYAIOT TPEOOBAHUSIM, M3JI0KEHHBIM B METOMUCCKUX yKa3aHUAX. MiMeroTcs oHa-Be
HECYIIECTBECHHBIC OMIMOKHU B UCIIOJIF30BaHUH TEPMUHOB, B IOCTPOCHHBIX JHarpaMMax U
cxemMaX. HammdecTByeT HE3HAYUTENbHOE KOJNMYECTBO TpaMMATHICCKUX  W/FIIH
CTHIICTHYECKHX omuOoK. [Ipu 3ammmre KypcoBoi paboThl 00yJarOIIUICs IPAaBUIIEHO U
YBEPEHHO OTBeYaeT Ha OOJBIIMHCTBO BOIPOCOB IMpemojaBaTelis, AEMOHCTPUPYET
XOpoIllee 3HaHHEe TEOPETUIECKOT0 MaTepraa, Ho He BCer/ia CliocoO0eH apryMeHTHPOBATh
cOOCTBEHHBIC YTBEPKIEHHUS W BBIBOIBI. [IpyM HaBOASIIMX BOMpOCax MpernojaBaTels
UCIIPABJISET OMIMOKU B OTBETE

«YAOBJICTBOPUTCIILHO»

CopaepxaHre KypcOBOH palOOThl YaCTUYHO HE COOTBETCTBYET 3aJaHHI0. Pe3ynbTaThl
o630pa JIMTEPATYPHBIX U MHBIX UCTOYHUKOB IMPEACTABJICHBI HEAOCTATOYHO ITOJIHO. Ectp
Hapymc€Hus B JIOTUKC MU3JIOKCHUA MaTEpHraa. AprMeHTaL{I/Iﬂ BBbIBOJIOB U HpeHHO)KeHI/Iﬁ
cmabasi WIM OTCYTCTBYyeT. VIMEIOTCSI OMHO-ABA CYHIECTBEHHBIX OTKJIOHEHHIH OT
TpeboBaHuit B 0(QopMIICHHH KypcOBOW paboThl. [lomyueHHBbIE pe3yibTaThl B IEJIOM
OTBEYAIOT TPEOOBAHUSIM, U3JI0)KEHHBIM B METOANYECKUX YKa3aHUAX. FIMEIOTCS O/1HA-/(BE
CYIIECTBEHHBIX OLIMOKH B UCIOJb30BAHUU TEPMHUHOB, B MOCTPOCHHBIX AMArpaMmax U
cxemax. MHOro rpaMMAaTHYECKUX W/WIM CTHIMCTHYECKUX oImuook. Ilpu 3ariute
KYpPCOBOU pabOThl 00yYArOLIHIACS IOMyCKaeT rpyObie OMMOKU IPU OTBETaX Ha BOMPOCHI
npernojaBarens M /Wiy He nan otBer Oojiee yem Ha 30% BOMPOCOB, JIEMOHCTPUPYET
cmaboe 3HaHWE TEOPETUYECKOTO Marepuaya, B OOJBIIMHCTBE CIy4daeB He CrIocoOeH
YBEpEHHO apTyYMEHTHPOBATh COOCTBEHHBIE YTBEPIKICHHUS U BEIBOJBI

«HCYAOBJIECTBOPUTCIBLHO»

Copepxanrie KypcoBOi pabOTHI B IIEJIOM HE COOTBETCTBYET 3ajaHuio. MMeroTcst Gosee
JBYX CYIIECTBEHHBIX OTKIIOHEHHH OT TpeOoBaHUIl B OPOPMIICHHH KypCOBOW PabOTHI.
Bonbioe Komn4ecTBO CyIIeCTBEHHBIX OINOOK ITO0 CYTH PabOThI, MHOTO TPaMMaTHYECKIX
U CTUIIMCTHYECKHUX OmKMOOK u j1p. [TosrydeHHble pe3ysibTaThl He OTBEYarOT TpeOOBaHMSIM,
W3JIOKEHHBIM B METOJMYECKMX YyKazaHwsxX. [Ipm 3ammre KypcoBoW pabOTHI
o0ydaromuiics 1eMOHCTpHUpYeT ciiaboe IMOHUMaHue MPOrPaMMHOTO MaTepHuaa.
KypcoBast pabora He mnpencrasieHa npenogasatento. OOydarommiicst He sSBWICS Ha
3alIUTY KYypCcOBO# paboThI

Kpurepun u mkajbl olleHUBaHUS Pe3y/JbTATOB 00y4YeHUsI NPU NPOBeAeHUN

TEKYIIEro KOHTPOJIA YCIIEBACMOCTH




CobecenoBanue

IIxans! onleHUBaHUS Kpurepun onennBaHus

COTJIIMYHO»

«XOpOoUIo»

«YHOOBJIETBOPUTEIIBHO)

I'mybokoe n mpouHOe ycBOEHWE MPOTrpaMMHOrO marepuana. [losHble,
MOCTIeIOBATENbHBIC, TPAMOTHBIE M JIOTHYECKH H3JIaTraeMbIe OTBETHI MIPH
BHUJOU3MEHCHUU 3afanus. OOydaromuics CBOOOIHO CIPABISETCS C
MOCTABJICHHBIMH 33/1a4yaMH, MOXET O0OOCHOBaTh NMPUHATHIE PELICHHUS,
JEMOHCTPHUPYET BJIAJICHHE PAa3HOCTOPOHHUMHU HABBIKAMU U NpUEMaMU
BBITIOJTHCHUSI TPAKTUICCKUX pabOT

3HaHWe IPOrPaMMHOr0 MaTepHana, TIpaMOTHOE U3JIOKeHue, 0e3
CYLIECTBEHHBIX HETOYHOCTEH B OTBET€ Ha BOIPOC, IPABUIBHOE
«3aUTCHO NIPUMEHEHNE TEOPETUUSCKUX 3HaHWW, BIaJICHNE HEO0OXOIMMBIMU
HaBBIKAMH TIPH BBIIIOTHEHUH PAKTHIECKHUX 3a/1a4

OO0yyJarommiics JEMOHCTPHPYET YCBOSHUE OCHOBHOTO MaTepHualia, Mpu
OTBETE JONYCKAIOTCS HETOYHOCTH, NPH OTBET€ HEIOCTATOYHO
MpaBUIbHEIE (HOPMYIUPOBKH, HaApyIICHHE IOCIEIOBATEIFHOCTH B
M3JI0KECHUN TPOTPaMMHOTO MaTepuaia, 3aTPyIHEHHS B BEHIIOIHECHUH
MPaKTHYECKUX 3aJaHui

Cnaboe 3HaHHWE TPOTrPaMMHOIO MaTepHana, NP OTBETEC BO3HUKAIOT
OUIMOKH, 3aTPYAHEHHUSI IPH BHINIOJIHEHUHU IIPAKTUYECKUX paboT

«HCYIOBJICTBOPUTECIILHO»

«HC 3a4YTCHO» He ObUIO IOMIBITKU BEIIIOJIHUTH 3aJaHuC

TecTtupoBanue
IIIxaJibl OLleHUBaHUS Kpurepuu onieHuBaHus
O6yuatontuiicst BepHo orBeTrd Ha 90 — 100 % TecTOBBIX 3a1aHuit
«OTIIUYHOY
IIPU IPOXO0KIECHUH TECTUPOBAHUSL
OG6yyatontuiicst BepHO oTBeTH] Ha 80 — 89 % TecTOBBIX 3amaHUi
«XOPOIIIOY «3aUTCHOY

IIpU IPOXOKACHUHN TCCTUPOBAHUS

«YAOBJICTBOPUTCIILHO»

OO6yuqatomnmuiicst BepHO oTBeTHI Ha 70 — 79 % TecTOBBIX 3amaHMA
[P TPOXOXKICHUN TECTUPOBAHUS

«HCYAOBJICTBOPUTCIIBHO»

OOyuaronuiicst BepHO OTBeTHI Ha 69 % M MeEHee TEeCTOBBIX

«HEC 3a4YTCHO» o
3aJaHUU IPU MPOXOKACHUUN TCCTUPOBAHUS

JlaGopatopHas paboTa

IIIkajbl oneHHBaHUS Kpurepuu onieHuBanust

«OTIIUYIHO»

«XOPOIIO»

«YAOBJICTBOPUTCIILHO»

JlabopaTopHast paboTa BEINIOJHEHa B 0003HAUYEHHBIH NperoaaBaTeieM
CPOK, INCHbMEHHBIH 0T4eT Oe3 3aMedaHHmi.

JlaboparopHas paboTa BBITIOJHEHA 00YUYAIONIUMCS B TIOJTHOM 00BbeMe C
coOioieHeM HeoOXOoauMoi mocienoBarenbHocTH. OOydaronuiics
paboTasl MOJHOCTBIO CaMOCTOSTENBHO; II0Ka3ajl HEOOXOIUMBbIE IS
MpOBEACHUA pa6OTI)I TCOPCTUUYCCKUEC 3HAHUSA, TPAKTUICCKUE YMCHUA U
HaBblki. Pabora (oTuer) odopmileHa akkypatHO, B HauOolee
ONITHMAJILHOM 1151 puKcanmy pe3yspTaTtoB hopme

JlabopartopHasi paboTa BBIIIOJIHEHa B 0003HAYCHHBII MperoaBaTeieM
CPOK, MICbMEHHBIN OTYET C HEOOIBIIUMHU HeI0YETAMH.

JlaboparopHas paboTa BBITIOTHEHA 00YYAIOIIUMCS B TIOJTHOM 00BEMeE H
CaMOCTOATENbHO.  J[OMyIIeHBl  OTKJIOHEHHS OT  HeoOXOIMMOii
«3a4TCHO» MOCIIEJOBATEILHOCTH BBITIOHEHHSI, HE BIMSIOIIME Ha IPaBUIBHOCTD
KOHEYHOro pe3yibTata. Pa0boTa IOKa3bIBacT 3HaHHE OOYYaroIIMMCS
OCHOBHOTO TEOPETHYECKOr0 Marepuajia ¥ OBJIaJCHHE YMEHHUSIMH,
HEOOXOAMMBIMH Ul CAMOCTOSITENILbHOTO  BBIMOJHEHUS]  PabOTHI
JlonyIeHbl HETOYHOCTH U HEOPEXKHOCTh B OpOPMIICHUH Pe3yJIbTaTOB
paboThl (oTUETA)

JlaboparopHast paboTa BBITIOJTHEHA C 3aJePKKOH, MUCHEMEHHBIN OTYET ¢
HEJI0YEeTaMH.

JlaGopatopHast paboTa BBIMOIHIETCS M O(GOPMIIAETCS O0YJaIOUIIMCS
IIPU NOCTOpOHHEH nomomu. Ha BbImonHeHne paboTHI 3aTpauynBaeTCs
MHOro BpeMeHH. OOydJaromuiics NOKa3bIBaeT 3HAHHUS TEOPETUUECKOTO
MaTepualia, HO MWCHBITBIBAET 3aTpyAHEHHE IIPH CaMOCTOSTEINbHON
paboTe ¢ NCTOYHMKAMHU 3HAHUH WK TpUOOpamMu

«HCYAOBJIETBOPUTCIBLHO»

JlaGopaTopHast paboTa HE BBHINOJHEHA, NHCHMEHHBI OTYET He
TIPE/ICTaBIICH.

PesynbraThl, NoJyd4eHHbIE OOYJAarOLUIMMCS, HE MO3BOJISIIOT CIHEIATh
MIPABUJIBHBIX BBIBOJIOB M TOJHOCTBIO PACXOJSATCS C ITOCTAaBICHHOM

«HEC 3a4YTCHO»




nenbto. [Toka3piBaeTcs MIOX0E 3HAHWE TEOPETHYCCKOrO MaTepuaia W
OTCYTCTBUE HEOOXOAUMBIX YMCHUH.

JlaboparopHass paboTa HE BBITIOJHEHA, Y YYaIIerocs OTCYTCTBYIOT
HEOOXOAMMbBIE [UIsi TMPOBEACHHsS pabOThl TEOPETHYECKUE 3HAHMS,
MPaKTHYECKUE YMEHUSI U HABBIKU

3. TunoBble KOHTPOJIbHbIE 32/IaHUSI UJIH HHBbIE MAaTEePHAJIbI, HE00X0IUMbIEe
JJIS1 OIlEHKM 3HAHM A, YMEeHNH, HABBIKOB M (WJIN) ONBITA J1eATeJIbHOCTH

3.1 TunoBble KOHTPOJIbHbIE 32/IaHUs /1JIs1 TPOBe/IeHusI codeceT0BAHUS

KoHTponbHbIE BapWaHThl 3aJaHUN  BBUIOKEHBI B JJIEKTPOHHOHW  WH(GOPMAIMOHHO-
obpazoarenbHoli cpene pl VIIC, noctynHoit oOy4daroniemMycs uepes ero JUYHbIN KaOMHET.
Hwxe npuBeneHbl 00pa3iibl TUITOBBIX BAPHAHTOB 3aJaHHH JIJIS IPOBEICHUSI COOECET0BAHUM.

g~ wWwN -

«Tema 2.

A WDNE

O0pa3zer THIOBOTO BapHaHTa BOIIPOCOB ISl IPOBEICHUS cOOECe10BaAHMS
«Tema 1. OcHoBHbIe moHATHS KpunTorpaduu. [ToTounoe mmdpoBanue.»

. OCHOBHBIC TIOHSTHS KPUTITOTPA(UH.

. Knaccugukanus KpunTocucTeM.

. CriocoOb1 popMHUpPOBAHUS KITFOUYCH ISl IOTOYHOTO MTHU(POBAHUS.
. Uto Takoe 0TBOJIHAS TIOCIICOBATEIILHOCTb.

. Kak pa6oraer PCJIOC.

OO6pa3zern THIIOBOTO BapuaHTa BOMPOCOB JJIs MPOBEACHUS cOOeCceI0BaHUS
brouyHble cHMMETPUYHBIC KPUIITOCHCTEMBI. POCCHIICKHIA aJITOPUTM KPUIITOTPahUIECKOro
npeoOpaszoBanus, 'OCT 34.13-2018.»

. OOwrast cxeMa CUMMETPUYHOTO K (POBAHUS.

. B ueM otnmumne mmdpoBanus oT AemHPppOBaHUSI.

. JlaTh XapakTepuCTUKY PEXXUMOB LIM(ppoBaHus poccuiickoro anroputma rno F[OCT-89.

. JlaTp XapakTepuCTUKY peXHMOB MK (poBaHus poccuiickoro anroputma mo 'OCT-34.13-

2018.

. Ha3madenue 1 TEXHOJIOTHS pa6OTI)I pPeKUMa UMHUTOBCTABKH.

OO6pa3zer; THIIOBOTO BapuaHTa BOMPOCOB JJIs MPOBEACHUS coOeceT0BaHUS

«Tema 3. Omnpeznenenue AByXKtoueBbIX kpunrtocucreM. Oomen Auddu-Xenamana.»

1.

2.
3.
4

el N

Yro Takoe ABYXKIIOYCBAAd KPUIITOCUCTEMA.

Kak ocymiectBisiercs mmppoBaHue Ha OCHOBE IBYXKITIOUEBONH KPUITOCHUCTEMBI.
Haznauenune oomena uddu-Xennmmana.

Uro Takoe ogHOCTOpOHHAS PyHKIMA. [IprMepsl 0MHOCTOPOHHEH (YHKITHH.

OOpa3zer] THIIOBOTO BapHaHTa BOIIPOCOB ISl IPOBEIEHUS cOOece10BaHMs
«Tema 5. Xemr-pynkius. [IpaBoBoe obecriedeHue 3IEKTPOHHON TTOMHUCH. )
UYro Takoe X31I-PYHKIHS.
TexHonorus paboThl X31I-PYHKIIUH.
Hatb xapakTepucTuky @3 «O0 371eKTpOHHON TOIIHCH.
B uem omimmumne npocroit J11 ot ycunennon O11.

OOpa3el] THIIOBOTO BapHUaHTa BOMPOCOB JJIs IPOBE/ICHHS COOECETOBAHMUS

«Tema 6. Poccuiickue ctaniapThl a1eKTpoHHON noanucu. MHdpacTpykTypa ynpaBieHHs

1.

wmn

OTKPBITHIMU KJIFOUaMH. TE€XHOJIIOTHH U METOIbI ayTEHTU(DUKAITUH. »
[lepeunciure poccuiickue CTaHAAPTHI JIEKTPOHHOM MOANKMCH. B 4eM ux cXOJCTBO U
OTJINYHS.
[Touemy B TexHomoruu D1 ucnonp3yercs X31I-QyHKIUS.
Yro Takoe texuoiorus PKI.
Uro ocymiecTBISET MpoIeypa ayTeHTU(QUKAIIHH.



5. Uro Takoe B3anMHas ayTCHTH(UKAIIHS.

O6pazel THIOBOTO BapHaHTa BOIIPOCOB JIJIsl MPOBEACHUS coOece0BaHUs
«Tema 7. XapakrepucTrka Kpuntorpapudeckux Metonos 3amuthl B Kpunrollpo CSP.
XapakTepucTuka 3apy0exHbIX KPUIITOCUCTEM. )
. Jartp o0mryro xapakrepuctuky Kpunrollpo CSP.
Kaxkue pazHoBumHOCTH Kitouel ucnosb3yroTcs B Kpunrollpo CSP.
. Jartb xapakrepuctuky kpunrocuctems! DES.
. Jlatb xapaktepucTuky kpunrocucreMbl AES.

AwpNpR

3.2 TunoBble KOHTPOJIbHBbIC 3aIaHUA IJIA IPOBCACHUA TECTUPOBAHUSA
(DOHI[ TECTOBBIX SaﬂaHI/Iﬁ 10 AMCHUILIMHE COACPKUT TECTOBBIC 3aaHusA, paCIIPpCACIICHHBIC I10
pasaciiaM u T€MaM, C YKa3aHUCM X KOJIMYCCTBA U THUIIA.

CrpykTypa (hoHIa TECTOBBIX 3aJaHHI MO JUCLIUIUINHE

Vnnkatop Konunuectso
JOCTHKECHUSA Tema B cootBetcTBuM ¢ PITJI/PIIII XapaKTle,gHCTHKa TSZCTOBL.I,X
KOMIIETEHI[AN JTaHMH,
Tunsl T3
OLIK-9.1 Tema 1. OcHoBHBIC TOHATHS KpunTorpaduu. [loTounoe 4-0T3
OIIK-9.2 3HaHue
OIK-9.3 mdpoBaHue. 4-3T3
OLIK-9.1 JlabopatopHnas padota Ne 1. «kKOHTpOIE IIETOCTHOCTH 6 -0T3
OIIK-9.2 N N 3HaHne
OITK-9 3 WHQOPMALINH TIPH CITYIaiHBIX BO3ICHCTBUAXY. 6 —-3T3
OIIK-9.1 Tema 2. boyHble CUMMETPUYHBIE KPUIITOCUCTEMBI. Poccuiickuit 6_OT3
OIIK-9.2 anropuT™ Kpumnrorpagpudeckoro npeodbpazosanus, [OCT 34.13- 3HaHue 6_3T3
OIIK-9.3 2018.
OIIK-9.1 4_0OT3
OIIK-9.2 Jlabopatopnas padora Ne 2. «IloTouHoe mudpoBanue». Ymenue 4-13T3
OIIK-9.3
OIIK-9.1
Tema 3. OmnpeneneHue IBYXKIIOUEBBIX KpunrocucreM. OOMeH 4-0T3
OIIK-9.2 3HaHue
OI1K-9.3 Juddu-Xemimana. 4 -3T3
OIIK-9.1 3_0T3
OIIK-9.2 JlabopatopHnas padota Ne 3. «O6omen duddu-Xemamanay. Hagpiku 3_3T3
OIIK-9.3
OIIK-9.1 3HaHune 3-0T3
OITK-9.2 Tema 4. JIByXKiIroueBble KPUIITOCUCTEMBI IIH(PPOBAHUS. 3-3T3
' CoBpeMeHHbIE TEXHOJIOTHH MHU(POBAHUSL. 3-0T3
OIIK-9.3 YMenue
3-3T3
OIIK-9.1 JlabopatopHnas padota Ne 4. «IlludpoBanue cooOeHMA 3-0T3
OIIK-9.2 . Haspixkn
OI1K-9.3 KpUnTocucteMoii RSA». 3-3T3
OMK9L 1 remas. Xem- I 5 i 3-0T3
OIK-9.2 ema 5. Xem-¢yHkius. [IpaBoBoe obecrieueHre dIeKTPOHHOM 3naHme -
OI1K-9.3 ITO/ITIHCH. 3-3T3
OIIK-9.1 Tema 6. Poccuiickue cTannapThl 3JIEKTPOHHOM MOAMKCH. . 4-0T3
OIIK-9.2 Wndpactpykrypa ynpaBiaeHUs! OTKPHITHIMH KITIOYaMH. 3HaHue 4-3T3
OIIK-9.3 TeXHOIOTHH ¥ METOJIBI AYTCHTU(UKAITHH.
OIIK-9.1 .
OIK-9.2 JlabopatopHras padota Ne 5. « TexHOIOTHS 3TCKTPOHHOM Hapbiku 4-0T3
OIK-9.3 IO IITACH . 4 -3T3
OIIK-9.1
Tema 7. XapaxkTepucTHKa KpHIITOIPahUIECKUX METOIOB 3AIIHUTHI 4-0T3
OIIK-9.2 VYMmenue
OI1K-9.3 B Kpunrollpo CSP. Xapakrepuctuka 3apyOeKHBIX KPHIITOCHCTEM. 4 -3T3
OIIK-9.1 JlaGoparopras pabota Ne 6. «B3auMHast ayTeHTU(UKATIHS 4-0T3
OIIK-9.2 Ymenue
OTIK-9.3 cyOBekTOB Ha ocHOBE DII». 4 -3T3
Hroro 55— OT3
55 -3T3




[Monusrit komrekT O T3 XxpaHUTCS B ANEKTPOHHON WH(POPMALIMOHHO-00pa30BaTeIbHOM cpesie
NpI'VIIC u olyuaromuiicsi UMEeT BO3MOKHOCTh O3HAKOMHTHCS ¢ JEMOHCTPAIIMOHHBIM BapHAHTOM
OT3.

Huxe npuBenen obpasell TUIIOBOTO BapHaHTa UTOTOBOTO TECTa, MPEAYCMOTPEHHOTO paboueit
IpOrpamMMoOu TUCIMILIAHBI.

Paznen 1. Kpunrorpadguuyeckue MeToAbl 321U THI HHGOPMAIIMU HA OCHOBE CHMMETPUYHBIX
KPHUITOCHCTEM
1. B @3 Ne 149 undopmanus 3to
Otsert: CBenenus (cooOIIeHNE, JAHHBIE) HE3aBUCHMO OT (DOPMBI X TIPEICTABICHHUS.
2. llenocTHOCTb 3TO
OtBet: HernckakeHHOCTH NepeaaBaeMoil, XpaHUMO# 1t o6padaTeiBaeMoi HHPOPMALIUH.
3. AcuMMeTprUYHas KPUIITOCUCTEMA UCIIONIb3YeT  KIIIoya.
Otger: /IBa
4. YKaXuTe CHMMETPUYHYIO KPUIITOCUCTEMY:
A) DES
b) RSA
B) AES
I TOCT 28147-89
5. Ilepsriii crangapT mudpoBanus ganHbIX CIIA nMeeT HaMMeHOBaHHE:
A) AES
b) IDEA
B) DES
I') SEAL
6. Pazmep Omoka u pazMep Kiroya B mepBoM craHiaprte mudpoBanus nanueix CIIA umeror
CJIeYIOIIME 3HAYCHUSI B OUTAX:
A) 64 u 64
b) 64 u 256
B) 64 u 48
I') 64 u 56

Paznea 2. Kpunrorpaguyeckue MeTobl 3a1IUThHI HHGOPMAILUM HA OCHOBE IBYXKJIIH0YeBbIX
KPHITOCHCTEM
7. JIByxkiroueBasi KpUITOCHUCTEMA 10 CPaBHEHMIO C OJHOKIIIOUEBOM MMeeT 0ojiee BBICOKYIO
HPOU3BOIUTENLHOCTh NP MU(PPOBAHUU JAHHBIX:
A) 1A
b) HET
8. CoBpeMeHHBI TPOTOKOJI MIU(PPOBAHHS JaHHBIX 0a3UPyETCsi HA COBMECTHOM IIPUMEHEHNH KaK
CUMMETPUYHON KPUIITOCUCTEMBI TaK 1 HECUMMETPUYHOM:
A) JA
b) HET
9. YkaxxuTe 0THOCTOPOHHIO (PyHKIHIO T anroputMa RSA:!
A) (e-d) mod k = 1; k=p-(g-1)
b)y=a*mod p
B)n=pq
I') ¢ =m®mod (n-1)
10. Ilpu 3ammdpoBaHum JaHHBIX ACUMMETPUYHON KPUIITOCUCTEMOM, UCTIONb3YyeTCs:
A) 3aKpBITHIN KITIOY
b) oTkpbITHI K109
B) cHaudana OTKpBITHIi, @ 3aT€M CEeKPETHBIH K04
I') cHayana cekpeTHbIil, a 3aTeM OTKPBITHIN KITFOY
11. Tlpu pacmmdpoBaHUM JAaHHBIX ACUMMETPUYHON KPUITOCHUCTEMOMN, HCIOJB3YETCS
KJIIOY.



OTBeT: 3aKpBITHII
12. pu mmdpoBaHUM ACUMMETPHUYHON KPUIITOCUCTEMOM BIIQACIBbIIEM Maphl KIOYEH SBISCTCS

OtBeT: noayyaresib

Pa3nen 3. Kpunrorpadguueckue MeToAbl 3alIIUTHI JIEKTPOHHOTO JOKYMEHT0000pOTa
13. Pasmep xami-koza o poccuiickomy cranaapry (I'OCT-94) pasen
OtBert: 256 6ur
14. Pazmep xam1-o6pasa no poccuiickomy cranaapty (OCT-2018) pasen
OtBer: 256 nnu 512 6uron
15. Pa3mep aniekTpoHHOM noanucu 1o poccuiickomy cranaapty ('OCT-2018) pasen
Otser: 512 unu 1024 Outos
16. Pa3zmep anexTpoHHOI oanucyu no poccuiickomy cranaapty ([OCT-94) papen
Otger: 512 6ut
17. Ilpu mmppoBaHUM JaHHBIX HECUMMETPUYHON KPUIITOCHCTEMOM, UCIIONIB3YETCS:
A) 3aKpBITBIN KITIOY
B) oTkpbITHIN KITIOY
B) cHayasia oTKpBITHIi, a 3aTeM 3aKPBITHIH KJII0Y
I') cHauana cexpeTHbIid, a 3aTeM OTKPBITHINA KIIIOY
18. B 31€KTpOHHOM TIOKYMEHTOOO0POTE HAMIYUIITUM CITIOCOOOM KOHTPOJIS LIEJIOCTHOCTU TaHHBIX
SIBIISICTCSI:
A) mmdpoBaHue
b) anekTponHas nmoanuch
B) xsmmpoBanue

3.3 TunoBble 3a1aHUs 1JIs1 BHINOJHEHHS J1a00paTOPHOIi padoThl M IPUMEPHBIii epeYeHb
BOIIPOCOB /IUIA €e 3aIMThI
KonTponbHble BapuaHThl 33JaHUN  BBUIOKEHBI B JJIEKTPOHHONW  MHGOPMAIMOHHO-
obpazoBarenbHoi cpene Upl'VIIC, noctynHoit oOy4daroniemMycs uepes ero JUYHbIN KaOHET.
Huxe mpuBeneH oOpasel] TUIOBBIX BapUaHTOB 3aJlaHUN JJISl BBIOJHEHUS J1a0OPaTOPHBIX
paboT ¥ MpUMEPHBII epeueHb BOIPOCOB JUIsl UX 3aIMTHI.

O6pazer 3a1aHui 1715 BBITOJIHEHUS 1a00paTOPHBIX pabOT ¥ MPUMEPHBIN IEpeYeHb BONIPOCOB AJIs
WX 3alUTHI
«Jlaboparopnast padota Ne 1. «KoHTpoJb 11€OCTHOCTH MHPOPMALIUH MPU CITyYalHbIX
BO3JICUCTBUAX».»

Llenvio pabomul SBASETCS W3Y4YEHHE pPA3IMYHBIX METOJIOB KOHTPOJS I€JIOCTHOCTH

uH(pOPMaLIUK TIPH ee Tiepeiade OT CIyYalHbIX BO3IEHCTBUM.
Memoo konmpoabHbIX CyMM

Ecnu cooOuienue npeacTaBisieTcs IByMEpHON CTPYKTYPOH, TO OUT Y€THOCTH (pOpMUpPYETCs
0 KaXJA0My CTOJOIly, KOTOPBIH SBISETCA Tak)Ke pe3yJbTaTOM CIOKEHUS 10 MOyl 2.
COBOKYIHOCTh 3THX OWUTOB UYETHOCTH 00pa3yeT KOHTPOJBHOE 3HAa4YEHHE, KOTOpOE HAa3bIBAIOT
KoHTposibHOM cymMMoit (KC).

Pasmepnocts KC ompenensercss pa3MepHOCThIO JaHHbIX B ¢aitne. Hampumep: 2, 4, 8-
GaitToBoe croBo. PaccmoTpum npumep aiis 2-6aTOBBIX CIIOB:

10010100 01100101

10100010 00011101

10000110 00011101
KC 10110000 01100101

Vcnonb3ys omepanuio CIOXKEHHUS M0 MOAYII0 2, JUIs MEepBOro CTojdua moiaydum 1, s
BTOporo 0 u T.1.



Merox KC wucrnonp3yercss B CETEBBIX TEXHOJIOTHSX, Hampumep, B mpoTokose TCP musa
Wutepnera. [Ipu ceTeBoii nmepenave coodieHne pa30uBaeTCs Ha MaKeThl, Jajiee s KK I0To MaKkeTa
dbopmupyetcst cBost KC. Ecnmu KC otnipaButens u nmomyuatens coBnanatot (1.1), To cauraercs, 9to
[IEJIOCTHOCTH TIaKeTa He HapylueHa. MiHaue TpedyeTcs moBTOpHAs mepeiadya 3TOTo MMaKeTa.

Meton KC sBnsieTcs 1ocTaTOYHO OBICTPOICHCTBYIOIIMM, HO OH OOHAPY)KUBACT OJAMHOYHYIO
OLIMOKY 10 KaXKJOMY CTOJIOIY MakeTa. DTO SABISETCS HEAOCTATKOM 3TOTO METOAA.

[Tpu co3maHuK MaKeTOB YMCIIO CJIOB B HEM BBIOMPAIOT TAKUM 00pa3oM, YTOOBI BEPOSTHOCTHIO
Oornee ONHOM OMMOKM MOXHO OBUIO MpeHeOpeub (OHA MOJDKHA OBITh MalieHbKOH). IlakeTHas
nepeaada MO3BOJSET JOCTaTOYHO A(PQPEKTHUBHO IepelaBaTh COOOMICHHS JaXe IO HE OYCHb
HAJIC)KHBIM KaHaJIaM.

C yuerom Henoctatka Metoaa KC ero B HacTosIiee BpeMsi CTaparoTcsl He TPUMEHSTh. YTOObI
KOHTPOJIUPOBATH OOJIEE OIHOM OMIMOKH MCIIOIB3YIOT CJI0KEHHUE 110 MO0 2", METO/I IUKITUIECKOTO
KOHTPOJISI B JIpyrue MeToAbl. KOHTPOJIbHBIC 3HAYEHHUS B 3TUX METOAAX TAKXKE YacTO HA3bIBAOT
KOHTPOJbHBIMH CYMMaMHU.

Paccmotpum cioxenue mo Moy 2"

B sTtoM Metone ocymiecTBisieTcss 0ObIdHOE cioxeHue, a pesynbratoM (KC) sisrores n
mitaamux outoB. Kak mpaBuiio N paBHO JUIHHE ciioBa B outax: 16, 32, 256, 512 wim npyras JuivHa.

PaccMoTpuM clioskeHUE YeThIPEX YHCeIl, UMEIOIINX 4-X OUTHOE TpeACTaBICHUE. DTH YUCIIA!
14, 15, 11, 13, cymma stux ymncen paBHa 53. B nBouunom npencrasienun 310 Oyzaet: 11 0101.

IIpoBesieM ciI0KeHHe 110 MOAYIIIO 2% B IBOUYHOM BHJIE:

1110+1111=11101+1011=1 1000+1101=1 0101.

Taxum o6pazom, KC=0101.

1. Tpwu acriekta 6€30MacHOCTH HH(POPMALIHH.

Uro Takoe KOH(DUISHIIMATEHOCTh HH()OPMAIINH.
UTto Takoe 11eJT0CTHOCTh HH(OpMAITUH.
UTo moHMMAaETCs 1O CITy4aiHbIM BO3JICHCTBHEM HA MH()OPMAIIHIO.

ok~ own

OnummTe TeXHOJIOTHIO KOHTPOJISI HHPOPMALIUH TIPH CIYyYalHBIX BO3/ICHCTBHAX.

O0pa3zer 3a1aHui JU1s BBITOJHEHHS 1a00paTOPHBIX pabOT U MPUMEPHBIH NepedeHb BOPOCOB JUIS
WX 3aIIUTHI
«Jlabopatopnas pabora Ne 2. «Ilorounoe mudpoBanue».»

L]enb pabomwl — 0OCBOUTH TEXHOJIOTHIO CO3aHUS KITFOYA JJIS IOTOYHOTO IH(POBAHHS HAa OCHOBE
perucTpa cIBura ¢ JMHeHHOM 00paTHOMN CBA3BIO.

B coBpeMeHHBIX crcTeMax CHMMETPUYHOTO M(POBaHUS HHPOPMAIIUH IUPOKOE TPUMEHEHHE
HaXOJISIT CUCTEMBI IIOTOYHOT 0 M (POBaHUSI.

HeobxoauMo pa3nuyars Mpoueaypy CO3MaHHs MOTOYHOTO KoY M MPOIEAYpPY MOTOYHOTO
mudpoBaHus (XOTS ITU MPOLESYPHl OYE€Hb CBS3aHbI U MOTYT BBINOJIHATHCS COBMECTHO). B cBsizu ¢
ATUM pa3JIeNIiM IOTOYHOE MU(PPOBAHKUE HA JIBE MPOLEAYPHI:

a) caMo MOTOYHOE MIU(POBAHHUE;

0) coznaHue Kiroya Jyis MOTOYHOTO HIM(POBaHUSI.

CoBpeMeHHbIE MOTOYHBIE CHCTEMbI NP MU(POBAHUM HCIOIb3YIOT OOUTHOE CIOXKEHHUE IO
moxymo 2 (onepamuro XOR). MbI ee yke He OIHOKPATHO HCIOIB30BAIM, HAIIPUMEp, TP KOHTPOJIE
[EJIOCTHOCTH MH(OpMAaIMM, KOTAa pacCMaTpUBAIM KOHTPOJb IIEJIOCTHOCTH TPH  CIy4aiHbIX
BO3JIECUCTBUSIX.

Ilyctb M — HCXOJHOE DJIEKTPOHHOE COOOIIeHHE, KOH(UIACHIMAIBHOCTE KOTOPOIo
HE0OX0oaMMO O0ecreunTh; ¢ — 3amudpoBaHHOE COOOIIEHUE, MOMYyYeHHOEe W3 HcXomaHoro; K —
CEKPETHBIN MOTOYHBIN KiItou. Toraa npu 3amm@poBaHu HCIIONB3YETCS CIEAYIONIas onepanus

c=mi(+)Ki, i=1,2,...1,
rze Mj — i-i OuT ucxomaHoro coodmenus; Ki— i-if OUT MOTOYHOTO KITF0Ya; Cj — I-ii OUT 3amMppPOBaHHOTO
coo0IeHust; | — 4rciio OUTOB B COOOIICHUSX U B KiTt0oUe; (+) — Oneparys CJI0KSHHUS 110 MOJTYITIO 2.
[pu pacumdpoBaHUH UCTIONB3YETCS Ta JKE ONEPALHS
mi=ci(+)Ki, 1=1,2,...,1.
Yoegumcst, 4To
Ci(+)Ki =(mi(+)Ki) (+)Ki)= mi(+) (Ki(+)Ki)= m.



Jlnst TOTOYHOTO MIM(POBAHUS CIPABEUIMBO PABEHCTBO, KOTOPOE BBITEKAET W3 CBOWCTBA

OTIepaliy CIOKEHHS [0 MOJTYJIIO 2
Ki=mi(+)ci, i=1,2,...,1.

3aMeTHM, YTO B POCCUHMCKUX HAMOHAIBHBIX CTAaHAAPTAaX MOTOYHOE MHU(POBAHHE HA3BIBAIOT
raMMHPOBaHUEM, a IOTOYHBIH KITFOY — TaMMOM.

1. Cnoco6b1 popMHUPOBaHUS KIIIOUYEH I TOTOYHOTO MH(POBAHUS.

2. Kakoii aciekt 6e30nmacHOCTH o0ecriedrBaeT M poBaHUE.

3. Uro Takoe OTBOAHAS MOCIEI0BATEIBHOCTb.

4. Kak padoraer PCJIOC.

O0pa3zer 3a1aHuii IS BBITOJIHEHHS 1a00paTOPHBIX padOT M MPUMEPHBIH MepPeYeHb BOIPOCOB IS

UX 3aIIUTHI
«Jlaboparopnas pabota Ne 3. «O6men uddu-Xemamanar.»
Lenv pabomei — 03HAKOMUTBCS € TPOTOKOJOM «Jlnbdu-Xemimana», Kak OJHUM U3

BapHUaHTOB CO3/IaHUS OOIIET0 CEKPETHOTO KIIF0Ya IMPH CUMMETPHYHOM MIHU(POBAHUH.

B 1ByXKimrO4eBBIX (HECUMMETPUYHBIX, ACUMMETPUYHBIX, C OTKPBITBIM  KIIFOUOM)
KpUITOCHCTEMAX aJ[pecaToM, KOTOPOMY HEOOXOIMM 3aKpBIThIN (CEKPETHBIN) KIIt04, CO3AAat0TCs 1Ba
kiro4da (e, d), cBsizaHHbIe MeXAy cO00i MaTeMaTHYECKO# 3aBUCUMOCTBIO (OH MX MOXKET TaKKe
3aka3ath). [Ipu 3TOM OJMH KJII0Y TEHEPUPYETCs, a APYTrol BRIUUCISIETCS (3TO 0OecreynBaeT cs
3a CYET MAaTeMaTUYECKOM CBSI3M MEXAY KIOUYaMHU).

Onun ki04 (e) OoOBsABIACTCS OTKPHITHIM (MyOnM4HBIM), a apyroi (d) — 3aKpbITBIM
(mpuBaTHBIM WM CEKPeTHBIM). OTKPBITHIN KIIIOY MYyOIMKYeTCs M JIOCTYIEH JIH0OOMY, KTO JKelaeT
1ocjaTh COOOLIEHUE ajpecaTy. 3aKpbIThI KIIOUW COXpaHSAETCs B TallHE M HAXOJUTCS Yy €ro
co3parens (Biaaenbla). B nanpHeimieM 3akpbIThld K04 OyJeT Ha3bIBaThCS CEKPETHBIM MU
3aKpBITHIM B 3aBUCUMOCTH OT CUTYyallUH.

OO6o3HaueHHe OTKPBITOro Kiua (€) YCIOBHO, MPH HMCIOJIb30BAHUU DILTUITHUCCKHX
(GYHKUIHUH OTKPBITBHIM KJIFOY — 3TO TOYKA HA 3JUIUNTUYECKON KPUBOH ¢ IByMs KOOpAUHATAMH (X
uy).

Kiroun Bcerma cosnmaer (3akas3bplBaeT) TOT, KOMY HY)KEH 3aKPBITBIN KIIHOY, TO3TOMY 3TOT
KJIIOY HUKYZa HE NepefacTcs B OTIMYHME OT CEKPETHOTO KJIF0Ya CHMMETPUYHOU KPHUIITOCUCTEMBI.
OTO BaKHOE MPEUMYIIECTBO JIBYXKIIOUEBBIX KPUIITOCUCTEM.

IIpu BbIMONHEHUM 3TOW JabOpaTOpHOl pabOTHI NPOBEPSAIOTCS 3HAHMS 1O pasjeny
«Kpunrorpapus — mmdpoBaHue 3JIEKTPOHHBIX cooOuieHui». Hirke npuBeneHsl BOIPOCH IS
TECTUPOBAHUS.

1) [Tepssiii cTannapt mudposanus qaHHbix CHIA nmeer HauMeHOBaHME:

A) AES

b) IDEA

B) DES

I') SEAL

2) Pa3zmep Onoka u pasmep Kiroda B ImepBoM cTaHiapTe mudpoBanus naHHbix CIIA
UMEIOT CIIEYIOIIMe 3HaYeHUsI B OuTax:

A) 64 u 64

b) 64 u 256

B) 64 u 48

I') 64 u 56

3) PexuM MMUTOBCTABKH 3TO:

A) TloTounslif pexxuM muppoBaHUs JaHHBIX

b) MeToa KOHTpOJIsl IENOCTHOCTHU AAHHBIX CPEICTBAMU CUMMETPUYHON KPUIITOCUCTEMBI

B) MeTo KOHTpOJISt HENOCTHOCTH IaHHBIX CPEICTBAMU HECUMMETPHUYHON KPUIITOCHUCTEMbI

I') biounslii pexxum muppoBaHUs JaHHBIX

4) Poccwuiickuii anroputm 'OCT 28147-89 no3Bossier:

A) briounoe mudpoBanue TaHHBIX

b) [Torounoe mudpoBaHue TaHHBIX

B) ®opmMupoBath 31€KTPOHHO-IU(PPOBYIO MOIUCH



I') Ocy1iecTBasATH KOHTPOJIb ETOCTHOCTH WH(DOpMAITUN

5) VYxkaxure 6J0YHBIE KPUIITOCUCTEMBI C ITMHOM O10Ka 64 OuTta:
A) RSA

b) AES

B) DES

) TOCT 28147-89

OOpa3zer 3a1aHuii IS BBITOJHEHHS 1a00PaTOPHBIX padOT M MIPUMEPHBIH MEPEeYeHb BOIIPOCOB IS
UX 3aLIUThI

«JIaboparopnas padota Ne 4. «llIudpoBanue coobmennit kpunrocucreMonn RSA».»

Llenv pabomsi — 03HAKOMUTBCS C TEXHOJIOTHEH aCHMMETPUYHOTO MIM(POBaHUS HA IpUMEpE
anroputma RSA.

B 1976 romy mpou3ouuio BaXXHOE COOBITHE, CYIIECTBEHHO HW3MEHHBILIEE MPHIIOKEHUS
MPUKIIATHOW KpunTorpaduu. ITuM coobiTHeM sBisieTcs ctaths Y. Juddu u M. Xennmmana «Hossie
HaNpaBJIeHUs] B KpUNTOTpagumu», KOTOpas 3aJ0KHUa OCHOBBI JIBYXKIIOYEBOM (aCMMMETPUYHOMH,
HECUMMETPUYHOI) kpuntorpapuu. B 3Tom kilacce MeToJ0B Kpuntorpaduu OJUH KIIIOY SBIISIETCS
OTKPBITBIM (HE CEKpETHbIM), a JpYrod 3aKkpbIThIM (CEKpETHbIM). OTH KIHOYM CBS3aHbI
MaTeMaTHYeCKOM 3aBUCHUMOCTBIO U CO3JAI0TCA OJHOBPEMEHHO: OJMH M3 KIIIOYEeH IeHepupyercs
(BbIOMpaeTCs), a APYTroM Mocjae 3TOro BhIYUCIIAETCS.

3aKphITHIN KJIH0Y BCErJa HAXOJUTCS y TOM CTOPOHBI, KOMY OH HYKEH (3Ta CTOPOHA U CO3/1aeT
napy KJIIOuei), Mo3TOMy OTCYTCTBYET MpoOiieMa Mmepeaaddl CeKpeTHOro kitoya. OTKPBITHIA KITIOY
nepeaaeTcs Ipyroil CropoHe Mo OTKPHITOMY KaHay.

[Tomumo mmdpoBanus (obecneueHue KOHGUACHIMATBLHOCTH WH(GOPMAIMK) STOT KIIACC
KPHUITOAJITOPUTMOB YCIIEIIHO UCIIOIb3YETCS:

a) MpU CO3/IaHUU AIEKTPOHHO-1IM(PpoBoi moanucu (DLIIT),

0) B 3ajauyax ayTeHTU(UKALUY, KaK TAPTHEPOB, TaK U COOOIIEHUH,

B) NIPU KOHTPOJIE IIETTOCTHOCTH JTAHHBIX OTJEIBHOTO COOOIICHHUS MIIH TIOTOKA COOOIICHHIA,

I') IpU JA0Ka3aTeJIbCTBE MPUHAMAJIEKHOCTU B ClIyyae OTKa3a OT MEPeJaHHOTO WIN MPUHITOTO
COOOLICHHUS.

OnHOM W3 MepBBIX aCUMMETPUYHBIX KpunTocucrteM spisercss cucremMa RSA (1977 ron),
NOJTY4YHMBINAs Ha3BaHKE 10 HaYa IbHBIM OyKkBam (amuuii ee cosmareseit (Rivest, Shamir, Adleman).

OnnocropoHHss GyHKIMA anroput™Ma RSA nmeer Buj

n=p-q,
rie N — MoAynb (OTKpeITas MHGpopMauus); P U ( — OoyblIMe HPOCTble YHuciaa (CeKpeTHas
uH(popManus).

IIpu BbIMONHEHUM 3TOW JabOpaTOpHOl pabOTHI NPOBEPSAIOTCS 3HAHMS 10  pasjeny
«KpunTorpadus — IByXKITFOUEBbIE KPUTITOCUCTEMBI U UX TpUMEHEeHHey». Hibke mpuBeIeHbI BOIPOCH
JUIS TECTUPOBAHMSL.

1) VYKaxkuTe IBYXKJIIOUEBYIO KPUIITOCUCTEMY:

A) DES

b) RSA

B) AES

) TOCT 28147-89

2) YKaKXuTe OJTHOCTOPOHHIOI (DYHKITHIO JUTs anroputMa RSA:
A) (e-d) mod k =1; k=p-(g-1)

b)y=a*mod p

B)n=pq

I') c =m®mod (n-1)

3) Pa3zmep xam-xona no poccuiickomy crannapry ('OCT-94) pasen:
A) 256 6ut unu 512 6ut

b) 256 6ut

B) 160 6ut

I') 320 6ur



5) Pasmep OUII o poccuiickomy crangapty (I'OCT-2001) pasen:
A) 256 6ur 512 6ut

b) 512 6ur

B) 1024 6ur

I') 320 our

OOpa3zer 3a1aHuii IS BBITOJIHEHHS 1a00paTOPHBIX padOT M MIPUMEPHBIH MepeYeHb BOIIPOCOB IS
WX 3aILUTHI
«JIaboparopnas padota Ne 5. «TeXHOIOTHS 3JIEKTPOHHOM MOITHACH. »

Llenvio pabomer sBASIETCS O0YYEHUE IMOJIB30BATENCH KOMIIOHEHTaM 3TalloB B TEXHOJIOTUH
anexktporHoi nmoanucH (A1), mocaenoBaTebHOCTH ATANOB, a Takxke GyHKIUIM DI1.

OcCHOBHbBIE KOMIIOHEHThI TEXHOJIOTHH:

- ucxoaHoe coodbmenue (MA);

- yBenomiienue (mB);

- KIIF04 ssiekTponHoi noamucu (dA wiu dB), npeaHasHaueHHbIH i co3manus DI,

- KJTIFOY [TPOBEPKH AJIEKTPOHHOM noanuc (eA wiu eB);

- aniekTpoHHas noanuch (ZMA wiu ZmB). B poccuiickom crangapte mo [OCT P 34.10-2012
OII coctouT U3 ABYX uucels paBHoOU AiuHkI (I, S), annHa JI1 paBHa 512 win 1024 6urtos;

- pesynpTaT xdmupoBaHus (YMA wiu YmB), ang XsmmpoBaHUS HCIONB3YETCsS XOII-
¢yukuus. B poccuiickom cranaapte no 'OCT P 34.11-2012 qyuna x311-o6pasa paBHa 256 niu 512
OUTOB;

- oTIpaBuTeNb (A), KOTOpPbIN JIMOO MOAMUCHIBAET UCXOIHOE coobmenue (MA), TeM cambiM
cozmaet DI ZMA, unu nposepsieT noyiHHOCTH D11 monyvarens ZmB,;

- mosty4arens (B), kotopsiii 6o nposepsieT nommmHHOCTh DI otnpaButens ZmA, nubo
noJAnuceiBaeT yseaomienue (MB), Tem cambiM co3aaet D11 ZmB;

- ceptu(uKar, 3JEKTPOHHBIM JOKYMEHT, cojepramui Kiarod npoBepku Ol u apyryro
cityxeOHyI0 HHGOPMAITHUIO;

- ymocrosepsiroruii 1ieHTp (Y1), kotopsiii cozmaer kiaroun (dA, eA u dB, eB), a Taxke
ceptudukatsl (SeA, SeB). 3atem ceprudukarsl Y1 oTnpaBiseT noib30BaTeNsim.

Onucanue pabomwi

ITpu 3amycke nmporpamMmsl BEICBEUNBAETCSI OCHOBHOE OKHO, coJeprKaliee KHONKY «Teopusi» u
5 KHOIOK MPAaKTUKH C Ha3BaHUSIMU 3TAIOB.

BHu3zy nmeercs nose ¢ BEIXOJHBIMU pe3yJbTaTaMu:

Bpems Hauana u okoH4aHUS pabOThI;

CkonbKO 3TarnoB Bbl BRITTOTHWIH;

Ckonpko pa3 Bsl oOpamanucs k kHonke «Teopusi»;

Ckosnbko ommnbok Bel gonycTuiu.

BbI 10JKHBI B IPABUIIBHOM ITOCIIEA0BATEIBHOCTH IIPOUTH BCE 5 ATANOB.

1. HasnaueHue 371€KTPOHHON MOMUCH.

2. Urto Takoe HeOTKa3yeMOCTb.

3. Kaxkoii kimrou ucnonszyercs npu coznanuu 11

4. Kakoi K104 UCIOJIb3yeTCs MpU MpoBepKy o uiuHHOCTH DI

O6pazern 3a1aHui 1715 BBITIOJIHEHUS 1a00paTOPHBIX padOT U MPUMEPHBINA IEpeYeHb BONIPOCOB AJIs

WX 3aIUTHI
«Jlaboparopnas padota Ne 6. «B3anmuast ayreHTH(PHUKAIIAS CYOBEKTOB HAa OCHOBE DI ».»
Llenv pabomwr — Co3gaTh MNpPOrpaMMy, MOJCIHPYIOMIYI0 TEXHOJOTHIO B3aMMHOMN

ayTeHTH(UKAaUM CyOBEKTOB Ha OCHOBE OJEKTPOHHOW TMOMIHUCH, KOTOpas HCHOJIb3yeT
kpunrocucremy RSA. B naGopatopHoit pabore peanusyeTcst JABYXdTalHas TEXHOJIOTHUS
MEXIyHapOaHOTO cTaHaapTa X.509.

Aymenmugurayus — Tpoueaypa TNPOBEPKU MOJIMHHOCTU 3asiBIEHHOTO I0JIb30BaTes,
npolecca WM YCTPOMCTBA. JTa MPOBEpKa IMO3BOJSET TOCTOBEPHO YOEIWTHCS, YTO IOJIB30BATENh
(TIporecc WM yCTPOHCTBO) ABISETCS UMEHHO TE€M, KeM ceOst 0OBSBIISIET.



HeoOxomuMmebrii ypoBeHb ayTeHTH(UKAIIMU OINpeAessieTcs TpeOOBaHMSIMHU O€30MacHOCTH,
KOTOPBIC yCTaHOBJICHbI B opranusaiuu. OOmenocrynabie Web-cepBepsl MoryT paspenmurhb
AQHOHUMHBIN WM TOCTEBOH noctyn K mHpopMarmu. OuHAHCOBBIC TPaH3aKIUK MOTYT ITOTPEOOBATH
CTPOTOH ayTeHTU(DHUKAIINH.

[Tpu 3ammTe KaHAJIOB NIepeIavyn JAHHBIX JIOJIKHA BBITOIHATHCS 63AUMHAS AYyMEeHMUpuUKayus
cyOveKkmos, T. €. B3aUMHOE MOJTBEP)KICHUE MOJTUHHOCTH CYOBEKTOB, CBS3BIBAIOIIUXCS MEXKIY
cO0OM TIO JIMHUSM CBSI3H.

Pasnosuonocmu npomokonog cmpozoii aymenmuguxayuu

B 3aBucumocTH OT BHIA KpHUNTOrpaUYEeCKHX aJrOpPUTMOB IMPOTOKOJIBI CTPOTOH
ayTeHTU()UKALIUU HCIIONB3YIOT:

- CHMMETPHYHBIC aITOPUTMBI MIU(DPOBAHHS,

- OJIHOHAITIPABIICHHBIEC XAII-(QYHKIIUY;

- aCHMMETPHYHBIC KPUIITOCUCTEMBI U(POBAHNUS;

- QJITOPUTMBI 3JICKTPOHHOM MOIITUCH.

1. Yto ocymiecTBiIseT mpoleaypa ayTeHTHPUKAIIH.

2. Yto Takoe B3auMHas ayTCHTU(DUKAIIHSL.

3. Kak ocymiecTBisieTcst MpOTOKOJ «3aIPOC-OTBETY.

4, Kakue MCTOJAbI MOKHO OTHECTH K IIPOTOKOJIaM CTpOl"OI71 aYTGHTI/I(I)I/IKaLII/II/I.

3.4 TunoBoe 3aanue 1Js BHINOJTHEHHUSI KYPCOBOii padoThl
TunoBble 3a7aHus BBUIOKEHO B 3JIEKTPOHHOM HH(OPMAIMOHHO-00Pa30BaTENbHON Cpefe
UpI'VIIC, noctynHoil o0yyaromemMycsi Yepe3 ero JMUHbIM KaOuHeT.
Hwxe npuseneH odpasel 3ajaHust JUIsl BBIIOJIHEHUS KypCOBOH pabOThI M IPUMEPHBIN ITEpEeUeHb
BOIIPOCOB VIS €€ 3alLUTHI.
OO6pa3zer] TUIIOBOI'O 3a/1aHUS [Tl BHIIOJIHEHUS! KypCOBOM paboThI
BrimonauTe KypcoByto paboTy Ha TeMy «XapaKTepHCTUKa 3apyOeKHBIX XIMI-(DYHKIHI.
1. HasznaueHue x>1I-(QYHKIUU U €€ CBOICTBA.
2. Ha4gto BmMsieT pa3zMep XdII-Koja.
3. Kakas ceifuac pekomMeH1yemMas JUIMHA X31I-KOoJa.
4. TlpuBenute mpruMepsl HAlMOHAIBHBIX XdMI-pyHKIKK CILIA.

3.5 IlepeyeHb TeopeTHYECKUX BONPOCOB K IK3aMeHY
(1 oTICHKY 3HAHWIA)
AcriexTsl 0€30MMacHOCTH HH(OpMAIUH.
OCHOBHBIE IOHATHUS KpUOTOrpaduu.
Knaccugukanus kpuntocuctem.
O6m1as cxema mudpoBaHus.
Crnoco6s1 hopmupoBaHus KIt0UEH JIsl TOTOYHOTO MKU(pOBaHUS.
Bomnpock! o norouHoMy muppoBaHUIo.
Yro Takoe yrpo3a u ysi3BUMOCTb.
KondunennmaabHOCTh HHOPMALIMK U METO/IBI €€ 3alUThI.
Cranpmapt mmdposanus nanusix DES.
0. Crannapr kpunrorpadudeckoit 3aummrsr AES.
11. Poccuiickuil anropuT™ KpUnrorpapuueckoro npeodpa3oBaHus: peKUMbl U(POBAHMUSL.
12. Poccuiickuii anroput™ KpUnrorpaduyeckoro npeodpa3oBaHus: pe>KMM UMUTOBCTABKH.
13. brounsrit mudp «Marmay.
14. bnounsnif mmdp «Ky3Heunk».
15. Pexxumbl paboTs Oounbix mmdpos (FOCT-2018).
16. Hecummerpuunble cuctembl mudpoBaHus. COBPEMEHHBIH MPOTOKON MIM(PPOBAHUS
JTAHHBIX.
17. Anroputm RSA. CpaBHeHHE CUMMETPUYHBIX U HECUMMETPHUUHBIX KPUIITOCUCTEM.
18. Ompenenenue u Ha3HAYEHUE XAI-PYHKIIUH, POCCHICKHIA CTaHIAPT.
19. DnekTpoHHass MOANUCH: ONpEAETCHUs, Ha3HAYeHHWEe, poOJb B  AJIEKTPOHHOM
JIOKYMEHTO000poTeE.

RBoOoo~Nooa~wONE



20. Poccwmiickuii crangapt DI1: TeXHOIOTHS CO3/1aHUS U TIPOBEPKHU.
21. O6wmen [Iudou-Xennmana. Haznauenne mactep-kioya.

22. Xapakrepuctuka Kpunrollpo CSP.

23. UndpactpykTypa yrnpaBieHUs! OTKPHITBIMHU KIIFOUYaMH.

24. TexHONoTUN ayTeHTH(UKAITIH.

25. TeXHOJIOTHH CTPOTOH ayTeHTHU(PHKAIIHH.

3.6 IlepeyeHb THMOBBIX MPOCTHIX MPAKTHYECKUX 3aJaHUI K IK3aMeHY
(U1 OLIEHKH YMEHUIA)

1. Pa3mep xsui-koaa no poccuiickomy crangapty ('OCT-2012) pasen:

A) 256 out unu 512 6ut

b) 512 6ut wiu 160 6ut

B) 160 6ut

I') 320 our

2. CoBpeMeHHBIN IPOTOKOJ MU(POBAHUS TaHHBIX Oa3UPYETCs HA COBMECTHOM MTPUMEHEHUN

KaK CUMMETPUYHOU KPUIITOCUCTEMBI TaK U aCUMMETPUYHOM:

A) JA

b) HET

3. Xom-yHKIUsA — 3T0 KpunTtorpaduueckoe npeodpa3zoBanue uHGopmauu, nepeBosiiee
CTPOKY OMTOB NMPOU3BOJIBHON UIMHBI B CTPOKY OUTOB (DUKCUPOBAHHOM JJTMHBEIL:

A) JA

b) HET

4. B 2IEKTPOHHOM JIOKyMEHTOOOOpPOTE HAWIYYIIUM CIIOCOOOM KOHTPOJSI LEIOCTHOCTH
JAHHBIX SIBIISICTCS:

A) mmdpoBaHue

b) snexTponHas nudposast momuch

B) xsmmpoBanue

3.7 IlepevyeHb THNOBBIX NPAKTHYECKHUX 32JaHUI K IK3aMeHY
(11 OTICHKY HABBIKOB U (MUIH) OIIBITA IESITCILHOCTH)
1. BoInosHUTE ONEpALUIO CIIOKEHHS 110 MOJYJIIO 2 IBYX CJIOB, 33J1aHHBIX B
HIECTHAATEPUYHON CUCTEME CUUCIICHUS:
14A7(+)2CAS8
2. HaiituTe KOHTPONBHYIO CyMMY, HCTIONB3Ys OMEpPAINIo CI0KeHHUs 1o Moy 210 ieyx
CJIOB, 33JJaHHBIX B IIECTHAALATEPUYHON CUCTEME CUMCIICHUS:
4A9F 1+1 7TFE4
3. HaiiiuTe KOHTPOJIBHYIO CYMMY, HCIIOJIb3YS ONEPALIUIO CIOKEHHSI 110 MOIYIIO 2 JIBYX
CJIOB, 33JJaHHBIX B IIECTHAALATEPUYHON CHCTEME CUNCIICHHUS:
CA9F(+)DCB9
4. BbINOJHUTE OIEpaltIo CI0KEHUS 0 MO0 2 ABYX CJIOB, 3a/IaHHBIX B
LIECTHAIATEPUYHON CUCTEME CUMCIICHUS:
C4A7(+)BCAS
5. HaitauTe KOHTPOJIBHYIO CYMMY, HCIIOIb3YS OMEPAIHIO CI0KEHHs 1Mo Moy o 210 iByx
CJIOB, 33JJaHHBIX B IIECTHAAATEPUYHON CHCTEME CUHCIICHMSL:
DAO9F I+1 AFE4
6. [Ipu mmdpoBaHUn JaHHBIX HECUMMETPUYHONW KPUITOCUCTEMOM, UCTIOIB3YETCS:
A) CEKpETHBIN K0
B) oTkpbITHIN KITIOY
B) cHayana OTKpBITHI, a 3aTeM CEKPETHBIN KITH0Y
I') cHauana cexpeTHBIi, a 3aTeM OTKPBITHINA KITIOY
7. Ilpu cozpanuu DLIT cekpeTHbIH KIt0Y 110 JUTMHE OO0JIBIIIE, YeM OTKPBITHIN:
A) 1A
b) HET
8. B coBpemeHHOM mpoTOKOJiEe MH(PPOBAHUS AAHHBIX NMPH IMKU(POBAHUHM COOOLICHUM
MCIIOJIb3YETCSl IBYXKIIIOUEBAsl KPUIITOCUCTEMA!



A) 1A

b) HET

9. Pazmep DL mo amepukanckomy ctanaapty DSS paBeH:

A) 256 6ut

b) 512 6ur

B) 1024 6ur

I') 320 6ut

10. B D9JeKTpPOHHOM JOKYMEHTOOOOPOTE HAWIYYIIMM CIOCOOOM  OOecredeHus

KOH(bI/II[eHI_II/IaJ'II)HOCTI/I JaHHBIX ABJISICTCS .

A) mmdpoBaHue
b) snexTponnas nudposast moaAnuch
B) xsmmpoBanue

11.  VYkaxuTe OAHOCTOPOHHIOI (PYHKIHUIO JUIst anropuT™a Dib-1"amars:
A) (erd) mod k = 1; k=p-(g-1);

B) y = a*mod p;

B)n=pq;

I') ¢ =m®mod (n-1);
12. HBYXKJIIO‘leBYIO KPHUIITOCUCTEMY HA3bIBAIOT KpHHTOCHCTeMOﬁ C OTKPLITBIM KJIIKOYOM, T.K.

npu MHU(POBAHUH OTKPBITHIA KITFOY CO37Aa€T OTHPABUTEID, & CEKPETHBINA — MOTy4YaTeh:

A) JA
b) HET
13. IMapy kiroueii mpu mudpoBaHUK JAHHBIX KPUITOCUCTEMOMN C OTKPBITHIM KITFOYOM CO3/1a€T

OTIPABUTEIIb:

A) 1A

b) HET

14. Bnapenbiiem mapsl kiaroueid npu co3aanuu LI sBisieTcst oTripaBUTeNb:
A) 1A

b) HET

15. XsmmpoBanue cooOuienus npu coznanuu LI ocymecTBasercs, 4ToOObI:
A) obecnieunTh KOH(UICHINAIBHOCT HHPOPMALIUU

b) yBenuuuts Bpems co3ganus D11

B) crannaptuzoBats Bpems co3mganus DI u ee pazmep

16. Xom-QyHKIUS MOXKET IPUMEHSTHCS B CIICAYIONINX CITyJasX:

A) s co3mgaHus cKaTroro obpaza cOOOIIEHHUs, MCIOJIb3YeMOro B MeXaHu3Me IHU(poBOi

MMOTINCH,

o0pas3:

b) nns 3amumTel napos;

B) npu KOHTpOJIE 1IETOCTHOCTU JaHHBIX;

I') nnst coxpaHeHust KOH(pUIEHINANBHOCTH MHPOPMAIUH.

17. Konnuzus B X31I-QOyHKIUHU, 3TO KOTJa pa3Hble COOOLIEHHUS] UMEIOT OJAMHAKOBBINA XOIII-

A) 1A
b) HET
18. B CoBpeMeHHOM MPOTOKOJIC MHU(PPOBAHUS NAHHBIX ISl MH(POBAHUS CEKPETHOTO

KJIro4a CPIMMCpPI‘-IHOﬁ KPHUIITOCUCTCMEI UCITOJIB3YCTCA ABYXKIIHOYCBAA KPUIITOCUCTEMA!

A) 1A

b) HET

19. /IByxkitoueBas KpUIITOCHCTEMA MOXKET MPUMEHSATHCS B CIICYIOIINX CITydasx:
A) nns mmdpoBaHUs HEOONBIIUX M0 00HEMY JTaHHBIX

b) npwu co3nanuu 35eKTPOHHO-IIUPPOBOI MOANHCH;

B) B 3amavax ayreHTUUKALINY;

I') nna obecnieyenust TOCTYMHOCTH MHGOPMAIUH.



4. MeToan4yeckue MaTepuaJbl, onpeaessiioinime Npoueaypy oleHuBaHus
3HAHMIi, yMEeHUIi, HABBHIKOB M (WJIN) ONbITA 1eSITeJIbHOCTH

B rtabiuue mpuBENEHBI OMHMCAaHUS MPOLENYp MPOBEACHUS KOHTPOJIBHO-OIIEHOUYHBIX
MEpONPUATHIA U MPOLEAYP OLICHUBAHUS PE3YJIbTATOB 00YUYEHUS C IIOMOIIBIO OLIEHOUHBIX CPE/ACTB B
COOTBETCTBUU C paboyell MporpaMMoi AUCHUILINHBIL.

HanmenoBanue
OLEHOMHOTO OmnwcaHus MPOLEAYPHI IPOBEACHUS KOHTPOIEHO-OIIEHOYHOTO MEPOTIPHUSTHS M MPOIETYPHI
OIICHUBAHUSA PE3YJIbTATOB OOyUCHHUS
cpencTBa

CobecenoBanne, MpeIyCMOTPEHHOE PaboYeil MPOrpaMMON AWCIIUILINHEI, TPOBOIUTCS Ha
NpaKTUYeCKOM 3aHATHH. [IpenopaBarens Ha NPAKTHYECKOM 3aHATUH, NPEALICCTBYIOIIEM
CobecenoBanue 3aHATHIO TPOBEACHHS KOHTPOJSA, MOBONUT 1O OOYYAIOIIMXCS TEMY, BOHPOCHI I
MOATOTOBKH K cobecenoBaHuIo. PesynbraTel cobeceoBaHUs NperofaBaTelb TOBOJHUT 1O
00y4aroLIMXCs cpa3y MOCe 3aBeplleHuUs coOece0BaHus

TectupoBaHue MPOBOAMUTCS MO Pe3yIbTaTaM OCBOCHHUS TEM MU PA3/eNIOB AUCIUIUTMHBI HIIHX
[0 OKOHYAHMIO €€ M3Yy4YCHHS BO BpEMs NPAKTUYECKUX 3aHATHH. Bo Bpems mposemeHUs

TeCTI/IpOBaHI/Ie TECTUPOBAHUSA TI0JIB30BATHCH y‘-Ie6HI/IKaMI/I, CIIpPABOYHUKAMH, KOHCIEKTaMH HeKHHﬁ,
(KOMHLIOTCpHBIe TETpAASIMHU UIA MPAKTUYICCKUX 3aHATUI HE Pa3pCUICHO. HpenonaBaTenL Ha NPAKTUYCCKOM
TeXHOJ’IOFI/II/I) 3aHATHUH, OPCANICCTBYIOLIEM 3aHATHIO IPOBEACHHW TECTA, JOBOAUT 10 06yqaroumxc;{: TCMBI,

KOJIMYECTBO 38,[[3HI/II>1 B TCCTC, BPEMsA BBLIIOJIHCHUSA. PeSyJ'H)TaTI)I TECTUPOBAHUA BUIHBI
o0ydaronieMycs Ha KOMITBIOTEpE Cpa3y MOCIIe MPOXOKACHUS TeCTa

3amura 1abopaToOpHBIX paboT TPOBOAUTCS BO BpeMs Ja0OpaTOPHBIX 3aHATHIL. Bo Bpems
TIPOBE/ICHHUS 3aIUTHI JTAGOPaTOPHO# paboTHI OIB30BATECSA YUCOHUKAMH, CIIPABOYHUKAMH,
KOHCIIEKTaMH JICKIIH#, TETPAISIMH He pasperieHo.

IpemogaBarens Ha JTaboparopHOW paboTe, MPEMIICCTBYIOMICH 3aHATHIO MPOBEACHUSI
3aIMUTHl  JTa0OpaToOpHOH paboThl, JOBOMUT 10 OOYYAIONMIMXCSA: HOMEp 3alldIaeMoit
J1a00paTOPHO# pabOThI, BpeMs Ha 3alUTy Ja0OPaTOPHOIT pabOTHI.

IpemogaBarens HHPOPMHUPYET OOYUAIOMIMXCS O pe3yabTaTaX 3allUThl JAOOpaTOPHOI
paboThI cpasy Mocie ee KOHTPOIbHO-OICHOYHOTO MEPOIIPHSATHS

JlabopaTopnas pabota

XoJ1 BBINOJIHEHUS pa3esioB KypCcOBOH pabOTHI B paMKaX TEKYIIEro KOHTPOJIS OLIEHUBAeTCs
mnpenoaaBaTeyieM UCXOOsd U3 O6LeMOB BBIIIOJIHCHHBIX pa60T B COOTBETCTBHE CO LIKaJIaMH
oueHuBanus. IIpenonaBarens MHGOPMUPYET OOYYAIOMIMXCS O pe3yibTaTax OLCHUBAHMS
Kypcosas pabora BBIMOJIHEHHSI KYPCOBOT'O MIPOEKTa CPa3y Mociie KOHTPOJIbHO-OIIEHOYHOTO MEPOTIPHSTHS.

B xoge 3amuTel KypcoBoi pa0boThl 00ydaromuiicst nefaeT JOKIa] MPOTIKEHHOCThIO 5 — 7
MuHyT. [IpenogaBaTenb CTaBUT OKOHYATENLHYIO OLIEHKY 32 KypCOBYIO paboTy mocie
3aBEpIICHHS 3aIUThI, YYUTHIBAS YPOBEHD €€ 3aIHUThI

I[J'ISI opraHusalii M MPOBCACHUA HpOMe)KyTOQHOﬁ aTrTeCcrallui COCTaBJIAKOTCA THIIOBBIC
KOHTPOJIbHBIE 3aJJaHNS UM UHBIE MaTepHualibl, HEOOXOJMMBbIE /1JIs OLIEHKH 3HAHUM, yMEHU, HABBIKOB
U (WJIK) OIbITA IEATENbHOCTH, XapaKTePU3YIOUINX dTanbl (OpMUpPOBaHUS KOMIETEHIIMN B Mpoliecce
OCBOCHMS 00pa30BaTEIbHON MPOrpaMMBbl.

HepequL TCOPCTUYCCKHUX BOIPOCOB MW THUIIOBLIC IMPAKTUYCCKUE 3aJJaHUA PA3HOTO YPOBHMA
CJIO)KHOCTH JJISi TMPOBEJEHHsI NMPOMEXKYTOUHOM arTecTalui OoOydaroluecs MOJy4aloT B Hayaje
ceMecTpa 4epe3 JJIEKTPOHHYI0 HH(OpMalmoHHO-o0pa3oBarenbHyo cpeny Hpl'YIIC (imuunbii
KaOWHET 00yJaronierocs).

Onucanue npouenyp NpoBeJeHUs! NPOMEKYTOYHOM aTTeCTAMHA B (pOpMe IK3aMeHAa
U OLleHMBAHUS Pe3yJbTATOB 00y4eHHs
[TpomerxyTounas aTTectaiys B (opMe sK3aMeHa MPOBOJUTCS MyTEM YCTHOTO coOece10BaHUs
no OmieraM Win B popMe KOMITbIOTEPHOTO TECTUPOBAHUSI.

IIpu mpoBeaeHHWHM TPOMEXKYTOYHOW aTrectaluu B (opme cobeceqoBaHUS OUIIETHI
COCTaBJISIIOTCS TAKUM 00pa30M, YTOOBI KaXKIblii U3 HUX BKJIIOYAJ B ce0sl TEOPETUUYECKHE BOIPOCHI U
IIPAKTUYECKHE 3a1aHuUs.

buner conmepxutr: nBa TEOpPETHUYECKHMX BOIpoca g OLEHKH 3HaHui. Teopernueckue
BOIIPOCHI BEIOMPAIOTCS U3 TIEPEUHs BOIIPOCOB K 9K3aMEHY; JiBa MPAKTUUECKUX 3aJJaHUS: OJTHO U3 HUX
JUIsL OLIEHKH YMEHHH (BbIOMpaeTcss W3 MepeyHsi THUIOBBIX HPOCTBHIX MPAKTUYECKUX 3aJaHui K
9K3aMeHY); APYroe NpakTUYecKoe 3aJaHue JJIsi OLIEHKM HABBIKOB U (MJIM) OMbITA JEATEIbHOCTH
(BBIOMpAIOTCA W3 MEPEUHs TUIOBBIX MPAKTUUECKUX 3aJIaHUH K DK3aMEHY).



Pacnipenenenne TeOpeTHYECKUX BOIIPOCOB U MPAKTUYECKUX 33aJaHUI MO 3K3aMEHAMOHHBIM
OuneTaM HaxOJUTCS B 3aKPBITOM JJIsi 0Oydaronmxcs goctymne. PazpaboTanHblii KOMIUIEKT OMIIETOB
(25-30 OwmaeTOB) HE BBICTABIACTCS B DIIEKTPOHHYIO HH()OPMAI[MHOHHO-00PAa30BaTCIbHYIO CpEay
NpI'YIIC, a xpanutcs Ha kadeape-pa3padoTiyrke (HOHIOB OLICHOUYHBIX CPE/ICTB.

Ha sk3amene oOydaromuiicst Oeper Onier, 1 MOATOTOBKMA OTBETa HA SK3aMEHALMOHHBIHA
ouner oOyuaromeMycst OTBOAUTCS BpeMs B mpeaenax 45 munyt. B mpouecce oTBera o0y4aromerocs
Ha BOTIPOCHI M 33aHUs OMJIeTa, IPEoJaBaTellb MOXKET 33JaBaTh JIOMOJHUTEIILHBIE BOTIPOCHI.

Kaxnpiii Bompoc/3amaHue Ousera OLEHHBAETCS IO 4YeTbpeXOaIbHOM cuUCTeMe, a jaiee
BBIYHCIIACTCS CpeAHee apu(METHYEeCKOe OLEHOK, IOJNyYEHHBIX 3a KaXKIblil BOMPOC/3aJaHMUeE.
Cpennee apudmMeTnyeckoe OIEHOK OKPYTIISETCS /10 LEJIOro O MPaBUiIaM OKPYTIICHUS

[Ipu mpoBeneHMM NPOMEXKYTOUYHOM arrecTauud B (OpPME KOMIIBIOTEPHOTO TECTUPOBAHHS
BapHaHT TECTOBOTO 3aaHus hopmupyeTcs n3 GoHIa TECTOBBIX 3aJaHNUH 1O AUCIUITIIMHE CITyYaliHbIM
o0pa3om, Ho ¢ ycroBueM: 50 % 3agaHuii JOIKHBI OBIT 33IaHUSMU OTKPBITOTO THMA 1 50 % 3amanuit
— 3aKpBITOTO THIIA.

Oo0pa3sen 3k3aMeHAIIMOHHOT0 OuJiera

IKx3aMeHAIMOHHBIH Omitet Ne 1 VrBepiKaar:
no JucuMILInHe «MeTobl M cpe/cTBA 3aBenyronuii kadeapoii
MPTYTIC Kpunrorpadguyeckoii 3amurbl nHGopManun» «Cu31» Upl'YIIC

20_-20__
y4eOHbIN rof

1. AcmiexThl 6€30MaCHOCTH HH(DOPMAITUH.
2. Poccuiickuii aIroputM KpUNTorpaguyeckoro npeodpa3oBaHus: peKUM UMUTOBCTABKH.

3. B 31eKTpOHHOM TOKYMEHTO000pOTE HAMIYYIINM CIIOCOOOM KOHTPOJIA IETIOCTHOCTH JAHHBIX SIBIISICTCS:
A) mmdposanne
b) anexrponHas nudposas noanuch
B) xsmmpoBanue
4, HaiiiuTe KOHTPOJNBHYIO CYMMY, MCIOJB3YS OINEPAaLlMI0 CIOKEHHS [0 Moaymro 2 nByx ciioB, 3a1aHHBIX B
LIECTHAIIATEPUYHOMN CHCTEME CUUCIICHUSL:
DAYF I+] AFE4




